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persons displaced will be able to use this subsidy to 
purchase food and necessities. 


6. Completed in early November 2005 

assessment results are consistent with the earlier 
WFP/UNICEF earthquake assessment 

people affected by the earthquake. Of this number 
FAO/MINFAL indicated that 2.3 million people were homeless 
and in need of additional food and material assistance. This 
number has also been accepted by the GOP. In the hardest 
hit areas 

percent of all animal shelters destroyed. Up to 75 percent 

of the maize crop 

than 30 percent of the rice crop was lost 

substantial animal fodder. According to FAO/MINFAL 

and indirect losses to crops 

infrastructure were more than USD 440 million. Prior to the 
earthquake 

among the most food insecure parts of Pakistan. As the 
winter progresses 

to exposure and a shortage of fodder. Earthquake victims are 
widely reported to be asking for assistance with shelter for 
their livestock. 


7. The GOP 

the 2.3 million affected persons receive food. WFP is 
responsible for the 1 million most inaccessible 
beneficiaries 

Neelum Valley 

remainder in accessible areas and major urban centers. 


8. According to all indicators 

this year to meet needs countrywide. Assuring that the 
wheat reaches the vulnerable and homeless 

present a challenge. Of the 2.3 million earthquake victims 
identified as requiring food aid by the various assessments 
to date 

will require nearly 102 

MT of wheat. Regardless of how the wheat is procured-even 
if donated-it will still require considerable financial 

inputs to mill 

Presently WFP has resources to process and deliver 16 
MT. WFP requires additional support to cover associated 
costs of food distributions. Transport cost of delivering 
food aid to earthquake victims is significant 

need for helicopter support to reach up to 200 
mountainous and inaccessible areas. 
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9. To date 

million to WFP for humanitarian air operations 

and administrative support. USAID/FFP has provided WFP with 
2 

USD 3.4 million. On November 21 

USD 12 million wheat contribution 

supplies to meet the needs of WFP\'s 1 million caseload until 
April 2006. The USAID/DART will continue to assess 
conditions during the winter to determine food needs after 

April. 


10. USDA\'s contribution of USD 12 million will cover costs 

for an estimated 46 

shipping to Karachi. The donation will not include port 
charges 

fortification 

beneficiaries. Instead 

donor contributions to WFPYs Emergency Operations (EMOP) 
appeal for the Pakistan earthquake. 


11. According to WFP\'s latest resource update 

1 million beneficiaries over 6 months calls for 101 

of food aid at a cost of nearly USD 26.5 million for food 

and a total cost of more than USD 55.8 million 

food and all associated costs. As of November 18 

has received approximately USD 21.1 million against its 
appeal 

As of November 20 

including the ongoing operation for 200 

the most difficult to reach areas of the earthquake zone 
before the onset of the winter snow. 


12. Developing a clear picture of food aid needs for the 
population affected by the Pakistani earthquake and 
coordinating an appropriate response is an ongoing 
challenge. Presently 

allow WFP to draw down its needs. The USDA offer of a USD 
12 million contribution 

immediate distribution 

operations will continue beyond the winter. USAID/FFP is 
also working on sending 2 

distribution. With these two contributions in place 
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WFP pipeline will be healthy. WFP has funding to cover 
operations until the end of 2005 
necessary funds to cover associated costs 
transportation and distribution 

through April 2006. The USAID/DART 
the US Mission in Pakistan 

donors 
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Vfair minded V" but some observers do not believe he will 
stay long in the position - certainly not as long as 
Schuetz\'s twenty-five years in the civil law department 
of the MOJ. 

5. Embassy Comment: Judges in Austria generally see 
themselves as mediators rather than impartial seekers of 
truth. They question witnesses and suggest resolutions 
even as they have little power to force litigants to 

comply with their rulings. While this can make them 
appear less \"distant\" than U.S. judges 

more fierce on the independence of the judiciary than 
American jurists. End Comment. 

6. Post has provided CA/OCS/CI with suggestions for a 
Fresh Start approach 

Consular A/S Harty 

in early 2006 

meeting or conference in Washington in Spring 2006. We 
would also think it appropriate to provide Fucik with 
materials describing how the U.S. CA functions and how CI 
works with judges 

provide a view of how the ACA might evolve. 

Van Voorst 
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not flyable or repairable.\" When asked what would happen to 
those four planes 

determine how to transport the aircraft 

four planes are definitely being removed from the ramp to a 
natural surface immediately.\" 


2. (U) When asked if the GoJ was requiring a payment for 
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storage fees (understood to be approximately $5.5 million) to 
release the planes 

Ministry of Finance had approved the release without payment 
the fees were still due in theory. 


3. (SBU) COMMENT: The GoJ 

aircraft is in response to a request made by the Gol 

a sign of Jordan 

with its eastern neighbor. One possible reason for the 
decision to release the planes at this time may be the need 
for additional space to support new slots at Queen Alia 
International Airport in Amman for both an emerging domestic 
carrier 

plans to sell to international carriers. 

RUBINSTEIN 
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despite some attempts to circumvent the system during 
Ramadan. End summary. 


Recruitment Agencies to Bear More Responsibility for Domestics 


2. (C) Ambassador met November 28 with Minister of Social 
Affairs and Labor (MOSAL) Faisal Al-Hajji for an update on 
GOK actions to combat trafficking in persons (TIP). Al-Hajji 
reported that the GOKVs inter-ministerial committee to 
address TIP issues discussed establishing a shelter for 
domestic workers in need. Since the Ministry of Interior 
(MOI) 

workers 

for Operations 

recruitment agencies ultimately would be responsible to house 
domestic maids under a new three-party (domestic worker 
sponsor and recruitment agency) contract to take effect in 
January (ref B). The new procedures would require maids to 
contact the MOI to reconcile labor disputes. The recruitment 
agency would accommodate the servant until a resolution was 
reached or the worker was reassigned or repatriated. The 
employer would pay for the servantVs repatriation airfare as 
part of the new contractVs obligations 

Al-Hajji. (Note: Kuwait Union of Domestic Labor Offices 
(KUDLO) General Manager 

November 8 that KUDLO intends to open four shelters 
February 2006 

Philippines and Sri Lanka. End note.) 


3. (C) Ambassador emphasized the need to establish facilities 
that not only provide workers advice and resources to mediate 
labor disputes but also houses workers during the resolution 
process. Al-Hajji added that the MOI would finalize its 
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shelter development plan and discuss it with the 
inter-ministerial committee 

submit it to the Council of Ministers for approval. 


Camel Jockey Ban and Minimum Wage Among MOSAL Accomplishments 


4. (C) Al-Hajji listed the GOKVs other anti- TIP measures 
including submission to the National Assembly of a revised 
labor law affording non-domestic workers more benefits such 
as minimum wages and limiting the workweek (ref C). He also 
addressed MOI efforts to revoke the licenses of recruitment 
agencies in violation of regulations. (Note: The MOI 
suspended 163 agencies in the recent past 

to 465 officially sanctioned offices (ref B). End note.) 

Al-Hajji cited the replacement of underage camel jockeys with 
robots 

racing season in October (ref A) 

accomplishment. 


Charities: \"Fully Supervised and Controlled\" 


5. (C) The Minister confirmed that contributions to Islamic 
charitable organizations were now \"fully supervised and 
controlled.\" Despite some attempts to bypass controls during 
the donation-heavy month of Ramadan 

intervened to ensure oversight. Al-Hajji offered a meeting 
between Naser Al-Ammar 

Donation Organization Department 

briefing. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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against the intent and interest of the Armenian people.\" 
(Full text at para 11.) Armenia\'s Central Election 
Commission (CEC) reported voter turnout at 64.4 percent 
above the minimum participation required for the results to 
be considered valid. Preliminary CEC reports showed more 
than 93 percent of those who cast ballots voted \"yes.\" 
Opposition groups claimed that turnout was less than 17 
percent and are calling for citizens to protest in Yerevan on 
the afternoon of November 28. Informally 
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observers expressed their belief that the fraud was 
unnecessary; there would probably have been enough \"yes\" 
votes to win the day. In general 

mostly without incident 

intimidation of opposition observers. 


2. (C) The opposition has sought all along to use this 
ballot as a referendum on the legitimacy of the Kocharian 
government. Opposition leaders are calling for rally in 
Yerevan to protest the results. Aram Sargsian 

radical opposition \"Republic\" party 

calling for revolution. Because the opposition remains so 
fractured 

pose a threat to the Kocharian government. But should the 
government overreact to the protest 

could unify the opposition and create the very problem it 
seeks to avoid. Given that there was no large-scale OSCE 
observer mission 

pressed 

End Summary. 


Referendum Gets Full Government Campaign 


3. (C) Armenia conducted a national referendum on November 
27. The only issue on the ballot was the approval of 
amendments to the Constitution. While far from perfect 
amendments would bring about greater separation of powers and 
provide for a more independent judiciary. The final draft of 

these amendments won the qualified approval of the Council of 
Europe\'s Venice Commission. After a slow start 

pulled out all the stops to promote a \"yes\" vote. 


Few International Observers 


4. Despite repeated approaches 

any international observers other than those from the Council 

of Europe. The only group of international observers 

accredited was a 14-member delegation made up of members of 
the Parliamentary Assembly of the Council of Europe (PACE) 

and the CoE\'s Congress of Local and Regional Authorities. 
Delegation members arrived in Armenia no earlier than 

November 24 and met with GOAM leaders and with members of the 
opposition and civil society. (Note: The Embassy also 

provided significant support to the delegation. End note.) 


Inflated Urban Voter Turnout 


5. (C) Throughout the day on November 27 
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of inflated voter turnout 

into serious question the vote tallies being reported by the 
Central Election Commission. Anecdotal reports of turnout in 
rural polling stations described precincts crowded with 
villagers and a holiday atmosphere reminiscent of the best 
Soviet traditions. When observers visited polling stations 

in Yerevan 


6. (C) Voting day rallies were poorly attended. Both the 
\"yes\" campaign and the opposition called for supporters to 
turn out to competing venues in downtown Yerevan 

with the referendum itself 

Embassy security officers estimated turnout at the opposition 
rally at 600 - 700. 


Fractured Opposition Calls for Revolution 

7. (C) In a clear signal of its fractured nature 

opposition held several press conferences during the evening 
of November 27 

calling for supporters to rally in Yerevan on the afternoon 

of November 28. Aram Sargsian 

opposition Republic party went furthest 

revolution begins with a phone call 

tomorrow.\" Sargsian dared the mostly government-aligned 
television stations covering the press conference to air his 
call to action. 


Council of Europe Criticism ... 


8. (U) The CoE observers held a press conference the 
afternoon of November 28 and released a statement which 
criticized strongly both the government\'s decision not to 
invite other international observers and the oppositionVs 
decision to withdraw from electoral commissions. The CoE 
statement declared that \"the Referendum generally reflected 
the free will of those who voted. However 

observers witnessed serious abuse in several polling stations 
which cast a shadow over the credibility of the officially 
announced turn-out.\" 


… But Not a Unanimous Condemnation of the Ballot 


9. (C) Toward the end of the press conference 

John Tomlinson 

V personal statement" which blunted the effect of the 
delegation\'s official statement. He stated that while he was 
\"absolutely\" certain that the governments turnout figure of 
1.4 million was a fabrication 
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turnout exceeded the 750 

valid. Journalists questioned how Tomlinson could come to 
such a judgment after having visited only 15 polling 
stations. 

Local Observers Report due November 29 


10. (C) The domestic observer group \"It\'s Your Choice" (IYC) 
deployed 1 

yet compiled its findings 

president 

CoE observer delegation. He claimed that CoE observers did 
not coordinate their activities with IYC nor did they share 
contact information. Hambardzumian said that one IYC 
observer was assaulted while trying to report violations. 
(Note: CoE observers lamented that they saw few domestic 
observers at any of the polling stations they visited. End 
Note.) Hambardzumian rejected the voter turnout figures of 
both the government and the opposition 

believes IYC\'s data will show the true turnout figures as 
falling somewhere in between. IYC has scheduled a press 
conference for November 29. 


Council of Europe Press Statement 


11. (U) Begin text of Council of Europe Press Statement: 


The Council of Europe observers to the Constitutional 
Referendum held on 27 November 2005 in Armenia regret the 
decision taken by the authorities which precluded the 
attendance of any other international observers. The 
transparency of the referendum was further hampered by the 
decision of the parliamentary opposition to call on their 
members to withdraw from the electoral commissions. It is 
also regrettable that political pluralism inside polling 

stations was not better assisted by a greater number of 
domestic observers. 


The 14 member delegation from the Parliamentary Assembly and 
the Congress of Local and Regional Authorities noted that the 
Referendum generally reflected the free will of those who 

voted. However 

serious abuse in several polling stations which cast a shadow 
over the credibility of the officially announced turn-out. 


On 25 and 26 November the delegation had meetings with the 
authorities 

and the international community. The observers\ impression 
was that during the campaign leading to the Referendum there 
was not equal access to the media. This was to the 
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disadvantage of the opposition to the constitutional changes 
and hampered genuine democratic debate. 


The Council of Europe observers visited around 150 polling 
stations in the capital and across the country on voting day. 
The general atmosphere was calm and no incidents of public 
disorder were witnessed. In the majority of the polling 
stations visited the conduct of the poll was in compliance 

with international standards. 


However 

Yerevan and other regions this was not so. The extremely low 
voting activity did not correspond to the high figures 

provided by the electoral commissions. There were also clear 
instances of forged additional signatures on the voters 

register and of ballot stuffing. The electoral regulations 
requiring the stamping of the ballot after completion 

created numerous situations where the secrecy of the vote was 
not respected. Military voting appeared to lack the 

voluntarism which is the hallmark of democratic participation. 


In conclusion 

marred the referendum were against the intent and interest of 
the Armenian people. It expects that the Central Electoral 
Commission investigate thoroughly all the allegations brought 
to its attention and that all the necessary measures will be 
taken against those responsible for fraud. 


End Text. 
12. (SBU) Begin Text of Recommended Press guidance: 


- We note the statement of the Observer Delegation of the 
Council of Europe calls into serious question the voter 
turnout figures reported by the government 


- We share their regret that the Government of Armenia chose 
not to invite observers from the OSCE\'s Office of Democratic 
Institutions and Human Rights. A full complement of 
international observers 

throughout the Republic of Armenia 

credibility to the results of the voting. 


- We note that the observer delegation statement reported 
serious abuses and allegations of fraud. These allegations 
should be investigated. 


- Itis clear that there is room for improvement in the 
voting process between now and the 2007 - 2008 parliamentary 
and presidential elections. 
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- We are working closely with the Government of Armenia 
political parties and with civil society to implement a 
package of democracy-building measures aimed at helping 
Armenia achieve free and fair elections in 2007 - 2008. 
EVANS 
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the first-ever parliamentary poll in the history of Qatar" during 

his opening remarks at forum for NATO and Middle East 
parliamentarians in Doha on November 26. He noted that universal 
suffrage is a key element of the Qatari constitution and 

elections will be free and fair with women having full political 

rights. He said Qatar was committed to transforming itself into a 
modern state on the basis of the constitution and the rule of 

law. The plan was \"indigenous\" and also V'visualized by the Amir.\" 
The Foreign Minister said Qatar has increased peopleVs 
participation in decision-making and in the building up of 
constitutional institutions since the Amir took power in 1995. 


Permanent Elections Committee 


2. (U) A half-page advertisement in DohaVs Arabic papers on 
November 24 publicized the new logo of the Permanent Elections 
Committee 

QatarisV election- and campaign-related skills. The PEC was 
established in 2003 under the Supreme Council for Family Affairs 
which is chaired by Sheikha Mozzah bint Nasser al Misnad 

the Qatari Amir. (The new logo is in the shape of a sprout 

blue and green colors signifying justice and truth of electoral 
choice.) 


3. (U) An article appeared the same day repeating the story of 

the new logo and announcing a discussion session for women 
scheduled for November 27 (see following paragraph). Discussion 
sessions will follow the same week for students at Qatar 
University; these sessions will be presented by Dr. Ali al-Sawi 
Director of the Parliamentary Program Center at Cairo University. 


Discussion Session for Women 


4. (U) On November 27 

discussion session for women entitled \"How to Participate in the 
Forthcoming Elections. Approximately 40 Qatari women attended 
the session. Discussion centered on the challenges of combining 

the duties associated with being mothers and housewives with 

those of political participation. Many participants concurred 

that men should also be targeted for similar workshops and 
awareness campaigns. They observed that Qatari men need intensive 
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civic education not only to learn about the political process 
itself but also to legitimate womens participation in these 
events. The women highlighted some of the challenges facing 
female candidates 

professional research centers to assist in designing campaign 
plans 

cultural beliefs. Finally 

candidates to win seats in contested elections for the Central 
Municipal Council elections of 1999 and 2003 

pall on their participation in future elections. (Note: A woman 
was elected to the Municipal Council in 2003 when her opponent 
was pressured to drop out.) The women admitted that the 
enthusiasm to run for office that existed in the previous 
elections has waned considerably. 


COMMENT 


5. (SBU) It appears that the women's dialogue on election 
participation was attended mostly by those with close ties to the 
ruling elite. For real election awareness to take root 

must spread to wider segments of society and will need to be 
reflected in the local media. 

UNTERMEYER 
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threat to national security." The rallies had been called to 
build support for the Orange Democratic Movement and bolster 
their calls for early elections 

steadfastly refuses to accept. President Kibaki is expected 

to announce his new Cabinet imminently. Kibaki\'s inclusion 

of Orange leaders in the new Cabinet would speed the process 
of national reconciliation. Their exclusion risks deepening 
political divisions and the derailment of the reform process 

in Kenya. END SUMMARY. 


2. (U) During a mass thanksgiving gathering held by the 
Orange Democratic Movement (ODM) in Nairobi November 26 
Orange leaders announced plans to hold similar rallies around 
the country. The rallies would serve to reward voters who 
rejected the draft constitution as well as to garner support 

for the ODMVs calls for the dissolution of Parliament to 

bring about early elections. The government was quick to 
respond by banning all future Orange rallies. Vice-President 
Moody Awori stated November 27 the government &considers 
this call for nationwide rallies inappropriate and a threat 

to national security.8 Awori 
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government from the resounding defeat of the draft 

constitution 

referendum in no way should be construed to be an assessment 
of government performance and therefore &there is no 

reason8 for fresh elections. 


3. (C) The government decision sparked protest from the ODM 
as being in violation of Kenyans\' right to assembly. 

Makadara MP Reuben Ndolo told Poloff November 28 the latest 
announcement was further evidence of the government V'trying 
to become dictators.\" He argued that the reasoning given 

that the planned Orange meetings around the country to thank 
voters for their support had the potential to become violent 

was simply wrong 

huge rally. Orange leaders declared the government 

illegal and have indicated their intent to continue with the 
planned rallies 


4. (U) Awori offered no details on acknowledged government 
plans to consult with the ODM regarding a new constitution or 
government. Despite their calls for reconciliation and 

national healing 

about their willingness to cooperate with the President. 

During the November 26 rally 

Odinga was adamant that they are &not interested in 
negotiations8 but rather want fresh elections. At that same 
rally 

the President to negotiate with them. Further complicating 
the ODM 

government is its apparent lack of a defined leadership 
structure. While there are several outspoken leaders of the 
ODM (mostly LDP and KANU party leaders) 

leadership structure has yet been developed. This may be due 
in part to the challenge of binding together the unlikely 
bedfellows who joined forces to defeat the proposed 
constitution. However 

necessary as the ODM leaders insist the movement will only 
re-enter government as a team 

basis. Indeed 


5. (C) Former National Heritage Minister Najib Balala 
confirmed this strategy November 25 to the DCM. Balala said 
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the ODM plans to demand a specific timetable for a new 
constitution and snap elections. They want a commitment to 
produce a new constitution within three months of the 
reconvening of Parliament 

2006). The ODM seeks fresh elections; however 

not possible 

consultation with the ODM. Balala agreed that reconciliation 
is important but insisted that there will be no change in the 
ODM 

the majority of Kenyan voters. 


6. (C) COMMENT: President Kibaki may find any attempts to 
reach out to and incorporate the ODM leaders into a new 
Cabinet extremely difficult in the absence of a clear leader 

of the ODM who can negotiate on behalf of the team. Kibaki 
is expected to announce his new Cabinet presently. The 
individuals selected to join his government will reveal much 
about how Kibaki plans to chart the course ahead. The ODMVs 
agitation for snap elections will likely increase to a fever 

pitch should the President exclude ODM leaders from Cabinet 
positions and continue to resist calls to dissolve Parliament 

to initiate fresh elections. The ban on ODM rallies is a 
disturbing restriction on the freedom of association 

a conflation of ruling party and national interests 

risks further alienating the ODM and current fence-sitters 

from the government. 

BELLAMY 
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the GOE has demonstrated its readiness and commitment to 
negotiate an FTA by undertaking difficult economic reforms 
and needs an FTA to bolster the reformers and the reform 
process at a critical political juncture. The Ambassador 
pressed Nazif hard on the disappointing conduct of the 
elections by the GOE 

context does matter in the U.S. decision whether and when to 
begin negotiations on an FTA. Nazif affirmed that despite 
the election violence and electoral resurgence of the Muslim 
Brotherhood (MB) 

both economic and democratic political reform as his 
\"legacy.\" The Prime Minister cautioned 

reform process is complex 

additional reform steps could prove counterproductive. Still 
vulnerable 

powerful impetus to their economic reform agenda and a way to 
strengthen their credibility and chances of being returned to 
office 


2. (C) The Prime Minister opened the meeting by recounting 
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President Bush\'s promise to him last spring for positive 
steps on an FTA before the end of 2005. Nazif expressed his 
hope that the TIFA Council meeting 

on November 30 

that an FTA is needed to make the bilateral economic 
relationship more proactive and to align the countriesV trade 
policies. The reformers have achieved much of their agenda 
but have much more to accomplish urgently 

forward on the remaining goals. This remarkable success so 
far demonstrates the GOE\'s ability and commitment to reform 
he said. 


3. (C) The Ambassador responded that the election thuggery 
had damaged the confidence and trust of foreigners as well as 
Egyptians in their Government. Had the GOE accepted 
international election monitors 

miscreants from intimidating voters 

accurate public reporting on the big picture (Nazif had 

claimed that current CNN reporting on democracy in Egypt was 
harsh and unfair). Nazif replied that V'even if we accept all 
media reports as true 

as flawed as may be 

democracy in Egypt -- V'yet another result that we could not 
have imagined a year ago." The process had allowed MB 
candidates not only to run 

to be as many as 100 seats in the 454-seat parliament. That 
fact alone 

Egyptians 

happening. Though it should be a long term process of \"10 or 
15 years 

reforms quickly 

government to the people of Egypt within his remaining 
tenure. 


4. (C) Nazif cautioned that transforming a state from one 
type of government to another is a long-term process 
illustrated by the fact that even the first reform steps had 

not guaranteed wide voter participation (only 25% of voters 
turned out in the last round 

narrowly defined groups). Suggesting that the reform process 
would have to be fine-tuned along the way 

conditioning an FTA on specific political reform steps could 
be very tricky and ultimately counterproductive. The Prime 
Minister added that if the reformers ever judged that Mubarak 
was not committed to pressing the \"transformation 

would all find something else to do. V" 


5. (C) Minister Rachid stressed that the timing of the FTA 
announcement was critical. He expected that the large number 
of the MB in opposition in the new Parliament would 

negatively impact on all the GOEVs reform efforts. Delaying 
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an FTA announcement would likely reduce the support and 
momentum for an FTA within government and could shake 
investor confidence in the Egyptian economy. FTA 
negotiations would force the MB to expose its true colors on 
the FTA\'s gamut of tough policy issues involving job creation 
and economic reform. 


6. (C) The Prime Minister concurred with Rachid 

the MB bloc in the next Parliament will likely pander to 
anti-American sentiment by opposing closer relations with the 
U.S. 

Nazif stated that the MB is seeking sufficient electoral 
representation to field a presidential candidate in 2011. 

With their rise 

the Prime Minister asserted 

current presidential system to put a better system in place 
over the next two to three years. It is important for 
Washington to understand the danger facing the secular state 


of Egypt 


7. (C) The Ambassador replied that the USG frankly did not 
accept the false choice that some in the NDP and even the GOE 
seemed to be holding forth: either a slow-to-reform GOE 

a slide toward a fanatical Islamic state. We continue to 

believe that serious democratic reform 

faster pace 

which Egyptians are clearly impatient. Washington was 

looking for GOE willingness to allow a liberal 

free-market opposition 

made at the highest levels. The Ambassador recommended that 
Nazif (leaving for the European-Mediterranean summit in 
Barcelona that day) or Mubarak himself should publicly and 
soon re-affirm such a commitment to hasten democratic 

political as well as economic reforms. 


8. (C) Nazif responded that in his November 25 interview 
with the Financial Times he had in fact expressed the 
governments intention to allow V'secular opposition parties 
to show their face\" in the next phase of political reform. 
Meanwhile 

this term 

representation of women in the parliament 

silver lining of the large vote for MB candidates is that it 
showed how much the population wants change. It also 
demonstrates that change has begun 

that either the USG or the GOE might have preferred. 
Nonetheless 

are not eastern Europe\") 

have occurred any differently or faster. In any case 

argued that if political reform were required for an FTA 
then neither Jordan nor Bahrain should have been accorded the 
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opportunity to negotiate one with the U.S. 


9. (C) Comment. As the current cabinet nears the end of its 
term 

hard-fought gains and press for more if they survive. Having 
delivered on their promise to implement real and difficult 
reforms in just 16 months 

only as a tool to ensure reform beyond their tenure 

as an expression of U.S. confidence in the Mubarak/Nazif 
government. The reformers are still a vulnerable minority 
within the NDP 

government and possible shelf-life beyond the current 
government depends upon getting results. With President 
Mubarak gearing up to appoint a new cabinet after the 
parliamentary elections 

announcement as U.S. validation of their program 

that it will result in Mubarak returning them to office 
bolstered both in spirit and in numbers. End comment. 


RICCIARDONE 
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that 

dual-use provisions 

company's President 

in advance. Krehlik said the GoA regarded Mehr as a company 
promoting Iran\'s missile programs. Krehlik promised to keep 
the USG informed of developments in the case. 

VAN VOORST 


46203 

46204 

Parliament about these ministers and of continuing to operate 
on a quota system in the face of bad governance and reported 
overspending by ministries. 


3. (C) Comment: Kamitatu\'s criticism about the cabinet 
re-shuffle was disingenuous since the transitional framework 
sets out that the various factions choose who will head the 
ministries they have been allotted. Kamitatu of course knows 
this 

being widely criticized after the re-shuffle. Kamitatu is 
clearly trying to burnish his anti-corruption credentials 

while distancing himself from other transition leaders 

before elections. In that respect 

governance and new leadership make political sense. End 
comment. 

DOUGHERTY 
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rally drew a crowd of mostly older men who came to listen to 
a series of speeches from the various leaders of the 
opposition. While the leaders who came together included 
more of the opposition groups than at rallies in the past 

they still lacked a clear message and failed to generate any 
excitement in the crowd. The rally began well after 3:00 

and participants began trickling away by 4:15 (even before 
Republic Party leader Aram Z. Sargsian\'s speech) 
everyone heading home by 5:15. (Note: Public television 
crews demonstratively filmed a lame street dog who had joined 
the crowd 

the time during the demonstration 

sleeping dog as an apt image for the less-than-exciting 

rally. End Note.) 


2. (C) Kicking the rally off was PeopleVs Party leader Stepan 
Demirchyan 

Duryan. Republic Party official Artak Zeinanyan described 
alleged vote fraud in detail 

the Armenian Academy of Sciences 

Viktor Dalakian 

Sargsian 

Constitutional Rights Union Hrant Khachatryan 

leader (and former FM) Raffi Hovhannisian 

leader Aram Z. Sargsian 

Karapetyan and National Democratic Union leader Vazgen 
Manukyan. Although this group of opposition leaders came 
together for the November 28 rally 

unified message. While different speakers struck different 
notes 

person present to return November 29 V'with five or ten more 
people 


3. (C) With government officials wisely not moving to impede 
the rally in any way 

comments that the opposition couldn\'t keep doing the same 
things at rallies only sounded slightly plaintive. The one 

thing that does unite the opposition is its desire to react 

to the authorities. The authorities limited their presence 
however 

traffic) and a healthy number of well-behaved plainclothes 
officers 

expect to see the GOAM making the same mistakes it made in 
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April 2004. Until the opposition can decide on a positive 
message 

planned for November 29) will be largely restrained and 
marked by the same lack of political passion we observed 
November 28. 

EVANS 
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participants (academics 

Society actors) are expected to attend the meetings in 
Buenos Aires 

discuss the way in which social science research can 
accompany the decision-making process and encourage the 
development of innovative social science projects.\" 

The website can be found at: 
http://portal.unesco.org/shs/en/ev.php- 

URL ID28667&URL DO-DO TOPIC&URL SECTION-201.h tml 


3. Begin text: 


Draft Buenos Aires Declaration calling for a new 
approach to the social science - policy nexus 


Taking note of the Declaration of the 1995 World Summit 
on Social Development 

Declaration 

development and equality by United Nations agencies and 
by the World Commission on the Social Dimension of 
Globalization. 


Sharing the concern expressed by the Secretary-General 
of the United Nations in his foreword to the 2005 
Millennium Development Goals Report that \"If current 
trends persist 

poorest countries will not be able to meet many of the 
Millennium Development Goals. Considering how far we 
have come 

missed opportunity. This report shows that we have the 
means at hand to ensure that nearly every country can 
make good on the promises of the Goals. Our challenge 
is to deploy those means.\". 


Taking into consideration the Lisbon and Vienna 
Declarations on Social Sciences 

the indispensable contribution of social science to the 
social development objectives of the international 
community. 


The International Forum on the Social Science - Policy 
Nexus 
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on February 24 2006 

contemporary challenges as they relate to the relations 
between social science and policy 

endorses an action plan to revitalize those relations. 


The erosion of the universal thrust of human rights 
human dignity and justice under the pressure of 
contemporary social and economic transformations is a 
matter of urgent concern. The Millennium Development 
Goals and other internationally agreed development 
goals are not the ambitious statement of new moral 
purpose. They are the minimum threshold compatible with 
the proclaimed values of the international community. 
Failure to make serious progress towards achieving them 
would entail both moral bankruptcy and practical 
disaster. 


The means required to meet these challenges include 
crucially 

addition 

that the challenges call for new knowledge used in 
innovative ways and the better use of existing 
knowledge. In this regard 

crucial contribution to make. 


Hunger and poverty 

and development - the five areas to which the eight 
Millennium Development Goals relate - 

dynamics. None is solely within the purview of social 
science 

intelligible. Yet prejudice 

sense too often crowd out rigorous social science 
research from policy design. The result is policies 
that fail 

avoidable human misery. 


This Forum states its conviction that better use of 
rigorous social science can lead to more effective 
policies. Such use requires a new approach to the links 
between social science and policies for social 
development. For the knowledge that social science 
Seeks is precisely the knowledge that policy needs. 


It is with these urgent concerns and this diagnosis in 
mind that this Forum adopts the following action plan 
and commends it to the attention of the international 
community. 


1) The Forum encourages the establishment of new 
networks to bring together policy-makers 
and civil society around their shared concern for the 
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urgent demands of global social development. 


2) The networks should encourage cooperation and 
exchange of information 

practices with respect to the inclusion of policy 
relevance within project design and 

should promote the development of innovative 
institutional arrangements and tools to facilitate 
linkages between research and policy communities. 


3) Recognizing the need for genuinely international and 
interdisciplinary social science research sensitive to 
policy concerns 

cooperation in enhancing existing funding programmes 
for international social science research and in 
developing new modalities for productive work across 
disciplinary and national boundaries. 


4) Recognizing the need for policy-makers to be 
sensitive to research that questions existing thinking 
the networks set up in response to this call should 
promote the sensitivity of policy-makers to critical 
and alternative social science research. 


5) The networks should pay particular attention to 
assisting developing country institutions 

in Africa 

restoring and ultimately enhancing their capacity to 
implement their social policy priorities. 


6) In order to perform their functions 

should be equipped with adequate Secretariats drawing 
on resources provided by all institutions committed to 
the spirit of this Declaration. The networks should 
consider 

nature to this Forum and publication of reports on 
social science for social development policy in order 
to provide a focus for ongoing debates on paradigms 
tools and practices and to draw together the full range 
of activity at the interface between academic and 
policy communities. 


7) The Forum commends this action plan to the attention 
of all relevant United Nations agencies and calls on 
them 

appropriate bodies 

with such support and encouragement as may be 
appropriate. 


4. Comment and action request: We note some troubling 
language in this declaration. For example 
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preamble states that the erosion of the \"thrust\" of 
human rights et al. is caused by \"social and economic 
transformations V"- ignoring the effect of autocratic 
regimes and implying that globalization and economic 
freedom are the cause of human rights violations 
rather than their the best guarantor. We also are 
concerned by the reference to the MDGs as the minimum 
threshold" and that failure to meet them represents 

V moral bankruptcy and practical disaster.\" Please 
provide guidance on how to react to this document. 


KOSS 
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constitutional amendment would be the preferred route 
mentioned imposing a state of emergency as another 
possibility should the legal means not yield the desired 
political end. 


4. (C) Kalu observed that Obasanjo\'s quest for a third term 
would be disastrous. Meanwhile the poor were getting poorer 
the dearth of money in the system was strangulating 
businesses not tied to Obasanjo or his allies 

consequent frustrations were being felt nationwide 
particularly in the military 

salary and who know their retired brethren receive their 
pension at irregular intervals. Kalu concluded that 
ObasanjoVs financial reforms were a distraction to disguise 
his real intention of establishing an economy that 
superficially looked more liberal but in actuality was more 
tightly controlled by the President and his business coterie. 
Kalu said he would not be surprised at a \"violent backlash 
and he intimated there was growing support among many 
Nigerians for military intervention. 


5. (C) Despite his notorious differences with Obasanjo 

Kalu felt his own chances of somehow emerging with the 
Presidential grail were good. He said the current political 
dialogue and unity between the South-South and South-East 
geopolitical zones would result in a consensus candidate that 
would compel northern states to accept another southerner as 
President 

the two regions were treating a vice presidency as \"fluff\" 

and would not accept less than the Presidency. No other Igbo 
governor had enough national exposure to match him in the 
South-East 

he saw would come from Rivers State Governor Odili 
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believed was extremely unpopular because of his strongly 
pro-Obasanjo stance. He predicted the current front runners 
including Obasanjo 

a stalemate from which the South-East / South-South consensus 
candidate could emerge triumphant. He also claimed a good 
rapport with Northern elites who would find him to be an 
acceptable candidate. \"| am as popular in the North as | am 
in Abia 

KaluVs popularity at home - some say he is 

not - this was either conscious self-adoration or unwitting 
feint praise. End comment). 


6. (C) Kalu looked tired from internal party squabbles. He 
was more low key than in previous meetings. If he had not 
already done so 

Vice President Atiku. Kalu was objective and probably 
correct in reading that the cards are stacked against the VP. 
However 

concluding that the deck would somehow reshuffle in a manner 
that 

strongest hand. Right now he is losing control of the PDP 
apparatus in his state. His ability to claim the ultimate 

prize is slimmer still. His certainty regarding a southern 
presidency would appear to be bravado in the face of 
increasing odds against 

coup additionally point to the desperation of the moment. 
End Comment. 

BROWNE 
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CONGRESS 

REF: (A) HARARE 1603 (B) HARARE 1578 AND PREVIOUS 


Classified By: Charge dVAffaires 
.4 b/d 


1. (C) Following the &non-event8 Senate elections on 
November 26 (septel) 
Tsvangirai received a letter from party Vice President Gibson 


SIPDIS 
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Sibanda 

suspend Tsvangirai from the party. At a meeting with the 
Charge in the party's Harvest House headquarters November 28 
Tsvangirai said following his call for a boycott 
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turnout had vindicated his leadership. That said 

indicated that his opponents in the party were determined to 
fight on even if it meant the party 


2. (C) Tsvangirai nonetheless expressed confidence that he 
would successfully deflect the suspension effort and would 
have his leadership reconfirmed at the Party Congress 
scheduled in February. Tsvangirai said mass action against 
the regime would have to wait until after the Congress had 
resolved the intra-party disputes. A Tsvangirai aide 
separately alleged Tsvangirai 

deal with the ruling party's Mujuru clique after Tsvangirai 
spurned Mujuru\'s overtures 

MP David Coltart 

had received favors from the GOZ 

End Summary. 


3. (C) Firmly in charge at party headquarters 

confirmed receipt of the Sibanda letter. Tsvangirai said the 
suspension was invalid arguing that only a National Congress 
could remove elected party officers from office. Moreover 
they could be sanctioned 

which had not addressed the issue. The Disciplinary 
Committee 

suspension following a hearing 

been afforded. Tsvangirai said he had called for a meeting 
of the National Council on December 3 

put the issue to rest. 


4. (C) Tsvangirai said 

was a sign that his opponents within the party were not 
interested in reconciliation but instead 

in the debate over the Senate elections 

&burning down the house.8 He nonetheless expressed hope 
that with the election behind them 

leaders would rejoin the fold and reunify. As for the Senate 
candidates elected under the MDC name 

that the party had tagged them as \"independent\" and therefore 
no longer members of the party. However 

contest their election or to force them to resign their seats 

to remain in the MDC. Their status within the party was 
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Vopen to further discussion. V 


5. (C) Tsvangirai emphasized that as a result of the 
continuing divisions within the party it would be very 
absorbed with its internal issues until the Party Congress in 
February. This was unfortunate. He would have liked to 
build on the momentum from the successful boycott by 
confronting the regime. The party would continue to be 
supportive of actions - mostly at the local level - by 
partners in civil society. However 

action would have to wait until the distraction of the Ncube 
faction could be put to rest 

Party Congress 

would be subject to an election. 


6. (C) Tsvangirai anticipated that many of his opponents in 
the leadership would not be reelected and for that reason 
might try to hold a rival Congress 

pursuing legal action to claim the MDC mantle. Tsvangirai 
added that provincial congresses would start the weekend of 
December 10 and would elect local leadership as well as 
consider reforms to the party 

Tsvangirai expressed confidence that all of the provincial 
congresses would support him 

Matabeleland South. 


7. (C) Responding to the Charge\'s expression of concern 
about growing reports of intra-party violence 

said he \"didn\'t know where such reports were coming from." 
Then he recounted several incidents of violence against his 
supporters and asked why nobody seemed to want to discuss 
those. In any event 

over their violent actions and acknowledged the importance of 
not giving the ruling party fodder with which to discredit 

the MDC for violent tactics. He said he was confident that 

the provincial congresses would not turn violent. 


8. (C) Responding to the Charge\'s inquiries about any 
discussions he may have had with elements of the ruling 
party 

elements with a view to exploiting fissures. He said he met 
with unspecified individuals \"from time to time\" and found 
the parliament a particularly useful venue in which the MDC 
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could reach out to the "many doubters\" on the other side. He 
observed that \"suppression\" at the top of ZANU-PF remained 
strong 

especially in the hopelessness over the country's economic 
situation 


9. (C) In a separate meeting with poloff on November 26 
Tsvangirai adviser Eddie Cross provided background on some of 
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some of these meetings. According to Cross 

met in September with ZANU-PF kingpin Solomon Mujuru at 
Mujuru\'s instigation. Mujuru had heavy-handedly invited 
Tsvangirai to cooperate with him &post-Mugabe8 and be 
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Vtaken care of\" or else. After Tsvangirai had refused 
more conciliatory Mujuru had gotten the two together two 
weeks later and asked what it would take to win Tsvangirai 
cooperation. Tsvangirai had responded that it would take a 
negotiated constitution 

and fair 


10. (C) Cross said Mujuru never responded to TsvangiraiVs 
proposal but instead 

Thabo Mbeki 

deal 

to oust Tsvangirai over the past two months represented his 
part of the bargain with Mujuru. Adding substance to this 
charge 

meeting on November 26 that Ncube had recently taken 
possession of a farm seized as part of the GOZ 

land reform. Coltart said the owner of the farm in question 
was a client of his. He added that Ncube had also purchased 
Z$1 billion (US$10 

Mercedes - a parliamentary perk - ahead of others who had 
still not received a car from the last parliament. 


11. (C) The suspension effort appears to represent the 
uncoordinated will of the increasingly isolated leadership of 

the Ncube faction. Indeed 

for Legal Affairs and a member of the Disciplinary Committee 

- confirmed to poloff the Disciplinary Committee\'s 

limitations and said he was unaware of any suspension actions 
underway. Ncube faction member Moses Mzila-Ndlovu told 
poloff the same day that plans were afoot to commence 
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suspension proceedings the following week but seemed unaware 
that a letter had gone forward. Tsvangirai is likely to 

easily beat back this effort at the December 3 meeting. 


12. (C) However 

ill-advised suspension effort is the opposing faction\'s 
apparent willingness to draw Tsvangirai and the party as a 
whole into protracted procedural battles that will distract 

the party from its imperative to reconnect with the public 

and do battle with the regime. The Ncube faction 

would certainly seem to lend credence to the allegations that 
they have sold the party out (Embassy efforts to communicate 
with Ncube and key allies over the past two weeks have been 
fruitless 

with poloff in Bulawayo on election day). However 

the greatest risk to the MDC at this juncture is the threat 

that the intra-party wrangling may spill over into the courts 
where the GOZ would be able to manipulate outcomes that would 
further hamstring the opposition. 

SCHULTZ 
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companies\" to complete the deal. However 

(protect) insisted that President Zapatero had not yet made a 
final decision on the aircraft component of the sale (the 
Spanish government subsequently announced its support for 
both the aircraft and ship components of the sale). On Cuba 
Spanish officials said Madrid remains convinced of the need 
to maintain normal relations with the Castro regime in order 
to be in a position to influence his successors and requested 
the USG urge the Czech Republic and Poland to tone down their 
criticism of Spain in EU councils. They agreed with A/S 
Fried and PDAS Shapiro on the need to work together to 
resolve crises in Bolivia 

America. End Summary. 


//MIDDLE EAST REFORM// 


3. (C) A/S Fried thanked Spanish interlocutors for Spain\'s 
financial contribution to the Foundation for the Future and 

for FM Moratinos\' participation in the Forum for the Future 
meeting in Bahrain. Fried said Moratinos\' presence 
symbolized U.S.-EU unity in promoting democratic reforms in 
the Middle East. He discussed the outcomes of the meeting 
acknowledging USG disappointment with Egypt\'s position on 
NGOs 

a persistent 

democracy and freedom in the Broader Middle East. A/S Fried 
said the U.S. and Europe should have ambitious objectives 
but understand that progress towards those objectives may be 
incremental. 
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4. (C) Casajuana said Spain was pleased to have been invited 
to Bahrain and noted that the EU was encountering similar 
problems with Egypt in the runup to the November 27-28 
commemoration of the tenth anniversary of the Barcelona 
Process. Casajuana expressed confidence that acceptable 
language would eventually emerge 

sufficiently concerned that Mubarak would not be attending 

the event. Dezcallar indicated that Tunisia was raising 
objections on NGO language as well. Dezcallar said Spain was 
pleased with USG support for the Alliance of Civilizations 
which Spain believes will serve as a vehicle 

to encourage developing countries to become more involved in 
reforms. 


//NATO// 


5. (C) A/S Fried discussed the USGVs view that the 2006 NATO 
Summit should focus on transformation and improving 
capabilities 

Summit since candidate countries will not be prepared by 

2006. He said the new challenges facing the U.S. and Europe 
in the 21st century had transformed NATO into a global actor 
and into the security instrument of the transatlantic 

democratic community. NATO members had to give the 
organization the tools to respond to its new and future 
missions. A/S Fried underlined the point that the USG was 

not implying a need for massive increases in European defense 
budgets 

act when called upon 

General went to each member to solicit funds and other 
resources. He said Washington took seriously recommendations 
by European friends to consult more frequently with Europe 
noting the increased use of the NAC as a forum for discussing 
issues of mutual interest. The U.S. was not talking about 
coalitions of the willing or about using NATO as a toolbox 

but instead wanted all NATO members to agree on how to 
improve the capabilities of the organization as a whole. 


6. (C) Casajuana said Spain was in full agreement on the need 
to improve NATO\'s capability to undertake new missions 
exemplified by NATO operations in Afghanistan and Pakistan. 
However 

increase in defense spending in the context of the European 
Security and Defense Policy for both practical and political 
reasons. As a practical matter 

be in the USG\'s interest to see the EU strengthen its defense 
capacity 

Politically 

transferring foreign policy decisions to Brussels 

EU 
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dialogue on foreign policy issues. In response 

noted that then-Chancellor Gerhard Schroeder had been among 
those calling for the increased use of NATO as a 

transatlantic link. He said the USG was not pursuing a fixed 
policy 

the circumstances warranted. A/S Fried emphasized 

NATO remains the key vehicle for transatlantic security. 


7. (C) Casajuana and Dezcallar said Spain was satisfied with 
the Op Plan and the direction of planning for the fusion of 
ISAF and Enduring Freedom in Afghanistan 

cautioned that SpainVs role in Afghanistan was constrained by 
its limited mandate to participate in the ISAF mission only. 
By contrast 

of NATO earthquake relief operation in Pakistan 

Spain had borne most of the costs of the operation and 
because logistical complications had resulted in negative 
press coverage of the Spanish role. Dezcallar said it was 
unfair that the NATO member that happened to hold the 
rotating command of the NATO Response Force should be 
expected to shoulder the financial burden of a given 
operation. A/S Fried agreed and said such problems 
highlighted the need to use the 2006 Summit to deal with 
practical solutions to improve NATO capabilities (including 
more common funding). 


//CIA TRANSIT FLIGHTS// 


8. (C) Dezcallar drew attention to the issue of the alleged 
transit of CIA aircraft through Spanish airports as a 

priority for the Zapatero Government. He requested that the 
USG acknowledge that the Spanish government had raised the 
issue of the flights with the Embassy in March 2005 

impression that the Spanish government had ignored the 
flights was generating significant negative press. With 

respect to the flights themselves 

U.S. provide as much information as possible so that the GOS 
would have the full facts of the case. 


//EU CHINA ARMS EMBARGO// 


9. (C) In his meeting with Deputy FM Leon 

expressed the USGVs desire to reduce the profile of the EU 
China arms embargo as a point of U.S.-EU friction. SpainVs 
public support for the lifting of the arms embargo during the 
visit of Hu Jintao did not help our effort to keep the issue 

off the front burner. Leon said Spain had worked to keep 
that element of the visit low key 

support for the Code of Conduct 

support for improved human rights practices by the Chinese 
government. 
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/INENEZUELA// 


10. (C) A/S Fried and PDAS Shapiro reviewed USG concerns 
regarding Venezuela 

Chavez had played during the Summit of the Americas and the 
worrisome authoritarian drift of the Chavez government. 
Shapiro reviewed the new U.S. policy halting the sale of 

lethal weapons to Venezuela and said the USG would look very 
closely at any requests to transfer of U.S.-origin components 
to Venezuela. Fried and Shapiro expressed the USGVs 
continued opposition to Spain\'s sale of aircraft and ships to 
the Chavez government 

claim Spanish endorsement of his government and because it 
contributed to a massive and destabilizing Venezuelan arms 
buildup. Shapiro asked the Spanish government to speak out 
in defense of Venezuelan civil society 

private sector; urge Spanish foundations and political 

parties to work with and help fund counterparts in Venezuela; 
and actively defend the rights of the large Spanish community 
in Venezuela. On Colombia 

support for the Colombian government and SpainVs active 
assistance in the implementation of the Peace and Justice 
law. 


11. (C) NSA Casajuana asserted that Spain had never seen the 
sale to Venezuela as a weapons sale since the contracts were 
for transport aircraft and patrol boats. He said the 

political decision to sell the items had been taken six 

months ago and that it was now up to the companies to 
complete the transaction. Casajuana said Spain had resisted 
efforts by Chavez to add political overtones to the transfer 

but intended to carry through with the sale itself. A/S 

Fried said the USG viewed the transfer as a weapons sale and 
was certain Chavez would use it to claim Spanish political 
support. 


12. (C) In a separate meeting 

insisted that President Zapatero had not yet made a final 
decision on the aircraft component of the sale to Venezuela 
and urged continued USG engagement on the issue. (NOTE: On 
November 25 

confirmed that DefMin Bono would travel to Caracas to 
finalize both the aircraft and naval vessel components of the 
sale. END NOTE). On political relations with Venezuela 
Leon and Dezcallar said Spain does not view Chavez as a 
friend 

be influenced to play by democratic rules. Leon said that 
both President Zapatero and former Spanish President Felipe 
Gonzalez had delivered tough messages to Chavez in private 
meetings with him 
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cases as instances where Spain had publicly criticized 
harassment of civil society activists. Leon and MFA Director 
General for Latin America Javier Sandomingo (who accompanied 
Dezcallar) expressed particular concern regarding Chavez! 
growing influence with smaller Latin American countries. 


//CUBA// 


13. (C) Shapiro urged Spanish officials to work with the USG 
to press for a democratic transition in Cuba rather than a 
succession and a continuation of the dictatorship. He said 
Spain and the U.S. would likely have to coordinate closely 
and respond to fast-moving events when Fidel Castro finally 
passed from the scene. Casajuana agreed on the need to work 
together on Cuba 

transition rather than an abrupt 

shift. Noting that SpainVs own transition took place over a 
period of several years and included members of the Franco 
regime 

and deeds of Castro\'s successors rather than on their 
\"Fidelista\" pasts. Dezcallar asserted that in Cuba\'s 
post-Fidel era 


14. (C) MFA Director General for Latin America Sandomingo 
requested USG assistance in V'convincing the Czech Republic 
and Poland that Spain is not a lifeline for the Castro 

regime. Sandomingo and Dezcallar said that Spain was being 
unfairly maligned for its initiative to suspend EU 

restrictive measures on Cuba. They insisted that SpainVs 
effort to re-establish normal relations with Havana had not 
been a \"total failure\" and suggested \"truce\" on this issue in 
view of the fact that no country\'s policy had succeeded in 
dealing with Castro. A/S Fried and Shapiro pointed out that 
the Czechs and Poles saw Cuba through the prism of their 
recent pasts and had felt stifled within EU councils in 
attempting to promote their own views. 


/INICARAGUA 


15. (C) Shapiro discussed the USG\'s concern that former 
Nicaraguan President Aleman may seek refuge in Spain for 
himself or others associated with his corrupt practices. 

This concern was compounded by Alemanvs effort to destabilize 
the political situation in Nicaragua by allying himself with 

the Sandinistas. Shapiro discussed recent USG actions to 
constrain Aleman that left a clear impression among 
Nicaraguan observers that the USG was serious about 
confronting Aleman\'s negative actions. Sandomingo said that 
Spain\'s primary objective in Nicaragua was to break the 
Aleman-Sandinista alliance 

dealt with through incentives rather than penalties. He 


Column 3 

added that Aleman is still the power in the Liberal Party and 
must be dealt with as such. He said Aleman wanted to remain 
in Nicaragua 

view Aleman as being more corrupt than other Nicaraguan 
political figures. Though Sandomingo said Spain was not 
inclined to close its borders to Aleman 

(Sandomingo\'s superior) left the issue open 

Spanish government would employ tough measures against Aleman 
if that proved necessary. A/S Fried noted that Spain had 
agreed to support the G-8\'s 2003 and 2004 declarations and 
the 2005 declaration at the Fourth Global Forum Against 
Fighting Corruption 

government officials. Dezcallar was unaware of these 
declarations and said he would look into them. 


16. (C) Sandomingo discussed the recent visit of Bolvian 
cocalero leader Evo Morales to Madrid 

Moratinos 

as more reasonable in his private meetings than in his public 
events and said that Morales was difficult 

someone Spain could V'work with\" if necessary. Sandomingo 
said Spain expects Morales to win the Presidency and was 
reluctant to isolate him. Spanish interlocutors agreed with 
Shapiro\'s assessment that Bolivia\'s next leader 

of who it was 

Deputy FM Leon noted signs of a rift between Morales and 
Chavez 

reportedly showing too much independence. Shapiro responded 
that the USG has seen no evidence of such a rift but would 
investigate. 


//CASSIRER ART RESTITUTION CASE// 


17. (U) In his meeting with Dezcallar 

issue of the Cassirer art restitution case 

use its influence to convince the Thyssen-Bornemisza Museum 
to engage in discussions with the claimants. Fried 
emphasized that the claimants preferred negotiations to a 
lengthy trial process. Director General for European and 
North American Affairs Jose Pons 

meeting and was aware of this issue 

himself had been involved in the case. (NOTE: Later in the 
day 

case and said it would be difficult for the Spanish 

government to do much more since the painting was now the 
subject of a legal case in the U.S. 

Spanish governments ability to intervene. However 

said the GOS would still urge the museum director to pursue a 
negotiated resolution with the claimants. END NOTE). 


/MEETING WITH PARLIAMENTARIANS// 
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18. (SBU) DOM hosted a lunch for A/S Fried and PDAS Shapiro 
with six members of Parliament\'s Defense and Foreign Affairs 
commissions to discuss NATO 

Middle East reform 

thanked the Parliamentarians for Spain\'s support of BMENA and 
for FM Moratinos\' participation in the Forum for the Future. 
Rafael Estrella 

Affairs Commission 

Aristegui emphasized their broad agreement that NATO should 
be maintained as the principal transatlantic security 
organization. They praised A/S Fried\'s comments on the 
importance of US-Europe consultation and communication. 
Jesus Cuadrado 

Commission 

raise SpainVs defense budget in the face of many competing 
domestic priorities. 


19. (SBU) Fried underscored NATO\'s growing importance as the 
security arm of the transatlantic democratic community in the 
world 

Fried reviewed the advantages both of common NATO assets 
which would allow fast response 

mechanism that would reduce the financial burden on countries 
that commit troops to NATO operations. On Venezuela 
discussion reflected the split between the Socialists and the 
Popular Party on to how to deal with Chavez 

Estrella defending the Spanish arms sale to Venezuela (and 
repeating Defense Minister Bono\'s claim that Defense 
Secretary Rumsfeld had not opposed the Spanish sale to 
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Caracas) and Aristegui calling it a terrible mistake. All 
agreed with the AristeguiVs characterization of Chavez as a 
menace to democracy in the region. As the meeting was 
breaking up 

Coalition" told Shapiro he was concerned about the fate of 
Canary Islanders living in Venezuela 

state 

Venezuelan government. 


//DOUTREACH TO OPINION LEADERS// 


20. (U) A/S Fried and PDAS Shapiro met with representatives 
of several of Madrid\'s leading think tanks and academic 
institutions 

Socialist-affiliated FRIDE think tank 

University 

reviewed the USGVs strong interest in Europe as a partner 
not a counterweight to the U.S. 

transatlantic community\'s responsibility to work together to 
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strengthen global security. He discussed BMENA and expressed 
appreciation for SpainVs role in promoting Middle East 
reform. Fried highlighted the Secretary\'s success in 
brokering the Rafah crossing agreement 

for the Gaza withdrawal and further progress in the peace 
process. Meeting participants asked A/S Fried about the 
state of overall U.S. views towards Europe 

was prepared to press for further concessions from Israel in 
the Mideast peace process 

doctrine and the freedom agenda in U.S. foreign policy. A/S 
Fried noted that Secretary Rice had achieved a breakthrough 
by brokering the agreement on the Rafah crossing; stressed 
that progress on Israeli-Palestinian peace depended on 
building on the Gaza withdrawal 

functioning institutions in the future Palestinian state 

abstract pressure on Israel; and emphasized the USGVs 
conviction that a key role of the transatlantic democratic 
community should be to press for democratic reforms beyond 
its borders 

fixed sphere. 


21. (U) A/S Fried and PDAS Shapiro cleared this message. 
AGUIRRE 


16. (C) The President\'s continued silence about his position 
in 2007 is causing increased political turbulence. A first 

term governor 

just wants to get to his second term with his state and the 
nation in one piece. Saraki is in the position to play as 
honest a broker as one can find among the crop of Nigerian 
elected officials. His assessment of Obasanjo jibes with 
most others we have gotten. SarakiVs identification of 
Yar\'Adua as a possible candidate is creative and it also 
further indicates to what extent the Obasanjo-Atiku rift 
influences all else 

way out of this face-off. At bottom 

whether Obasanjo stays past 2007. Most who know the 
President indicate he does not appear to be a man looking to 
pack his suitcase. Should he decide to try to hold on 
decision will meet with considerable opposition within the 
party and in the region where Saraki hopes the next president 
will come - the North. End comment. 

BROWNE 
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phase 

victims )- besides the ones identified by the Prosecutor 
General\'s Office (Fiscalia) -- and what is considered 
appropriate reparations. He said the Catholic and Protestant 
Churches have approached the commission and expressed their 
willingness to work with victims and assist in reparation 
efforts. In the second phase 

focus on community reconciliation. He explained that the 
commission is responsible for producing a report on 
reinserted former combatants and organizing regional 
reparation committees. In the third phase 

will have to decide whether it evolves into a truth 
commission or helps establish one. 


4. (C) The Ambassador said he hoped the commission would 
complement the justice side of the Justice and Peace (J&P) 
law. He understands the commission cannot and should not be 
everything for everyone 

the Fiscalia 

phenomenon and to be the voice of the victims. The 
commission should try to find a faster and more effective way 
to assist victims through the restitution of properties or 
monetary compensation. The Ambassador recognized the 
challenge of leading a commission of this nature before the 
conflict has ended 

collecting information that will accurately reflect the 

history of paramilitarism in Colombia and resist the 
temptation to hide elements of the truth. 


5. (C) In poloff\'s separate meetings with commission civil 
Society members Patricia Buritaca and Ana Bernal 

that the overall consensus within the commission is to 
prioritize issues such as victims and defining the criteria 


for individual and collective reparations. They said the 
Organization for American States Mission in Colombia must be 
strengthened to enhance its verification capability. 

Buritaca was most concerned with possible frictions that may 
arise within the commission between government and civil 
Society members 

search of immediate results to satisfy their electorate. 


6. (C) Buritica and Bernal highlighted the following items 
from the commissionVs two closed-door meetings on October 
19-20 and November 17: 
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-- A priority is to create a strategic vision and internal 
regulations for the commission; an initial draft is in 
circulation. Moreover 

short-term 


-- For the selection of the two remaining commission victimsV 
representatives 

for their selection must be included within the J&P 
implementing regulations decree. After this decree becomes 
public 

victims organizations to explain the prerequisites and 
accept applications. 


-- For the complete verification of the demobilizations and 
dismantling of illegal armed groups 

agreed that the most they can do is ask for reports from the 
corresponding governmental agencies. Based on this 
information 

recommendations. 


-- Since it is the Fiscalia and not the commission that 
should ensure reparations for individual victims 
concluded that the commission should focus on collective 
reparations and more specifically 

communities. 


- The commission should help organize victims; recommend the 
adoption of reparation policies; verify and evaluate 

reparation programs; and supervise the effective functioning 

of regional commissions for the restitution of property. 


- The commission should guarantee victims\' participation in 
judicial processes and assist them to vindicate their rights. 


-- It would be important to work on ending the violence cycle 
through the help of healing processes between victims and 
perpetrators. 


-- All commission members strongly believe in strengthening 
institutions. 


-- The commission should contribute to the reconstruction of 
historical memory. 


-- Several commission members consider necessary the creation 


of a type of extrajudicial commission in the medium to 
long-term for the search for the truth of this conflict. 


Column 3 
COMMENTS FROM VICE PRESIDENT\S OFFICE 


7. (C) During a November 18 meeting with poloff 
Presidential CNRR adviser Alexandra Parra stated that Vice 
President Santos commitment and involvement in this 
commission is helping solidify its support and legitimacy. 
Under the law 

delegate his participation to someone else within his office 
but he chose not to. Parra said this \"genuine commitment" 
does not extend to other participating governmental agencies 
and could hinder the commission if there is not consistent 
high-level representation from the other agencies. She is 
also concerned with the disparate level of commitment from 
the five civil society members; the only two of whom are 
dedicating full-time work being Patricia Buritaca and Ana 
Bernal. 


8. (C) Parra said that another challenge is coordination 
among the members. Individual commission members are meeting 
with donors and not communicating with the rest of the 
commission. For example 

Pizarro had met with the Canadians and obtained verbal 
support from them for the CNRR 

this to the rest of the commission. She was also concerned 
with the Electoral Guarantees Law that was recently passed by 
Congress and upheld by the Constitutional Court 

prohibits the naming of any government official past 28 
November. This payroll freeze came as a surprise since the 
commission still has many positions to fill and they are 
unable to name the necessary individuals in less than a 
weeks time. Consequently 

opening of offices 

payroll freeze extends until after the presidential election 

in May 2006.) Nevertheless 

work in its almost two months of operations with that of 
commissions from other countries 

efforts as more than satisfactory. 

DRUCKER 
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and will coordinate consular 

appropriate Department offices. 

D. The Embassy must keep in mind that many of its children 
attend international schools 

information loop as well. 

E. The Embassy should carefully consider all the 
ramifications of authorized departure and/or ordered 
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departure 

Chile. 

F. The Embassy should remain in constant contact with 
Clinica Las Condes and Clinica Alemana 

Ministry of Health. 

G. The Embassy will procure sufficient supplies of Tamiflu 
N100 Nano-masks 

well as the items recommended in the RMO 


4. Tripwire 1: Any case of avian influenza among humans in 
Chile. 


Action: Management Section/Health Unit will send an 
information notice to all Mission personnel and the Consular 
Section will send a warden message to all American citizens 
detailing the episode 

notice will also be posted on the Embassy website. Embassy 
will notify RMO Lima and State Med. 


5. Tripwire 2: Confirmed human-to-human transmission occurs 
in one or more neighboring countries - singly or in clusters 

- but not in Chile. This is particularly significant if 

there are multiple 

cluster occurs in a major transit hub. 


Action: 

a. Consider immediate authorized departure of U.S. family 
members and non-emergency personnel in consultation with 
State 

the airlines are flying. Have evacuation plans for both the 
healthy and sick. Explore evacuation by military airlift. 

b. Institute screening practices for all visitors to U.S. 
Government facilities 

to those visibly ill or who are coughing. 

c. Order mandatory sick leave for any employee who shows any 
flu-like symptoms or has a family member with flu-like 
symptoms. The Health Unit will issue detailed flu symptom 
descriptions (also to appear in Santiago Scene\") and monitor 
Embassy employees. 

d. Issue a warden announcement to American citizens. 

e. Require use of masks and hand cleansers 

of the prophylactic Tamiflu ( oseltamivir) by U.S. and 

Chilean staff in positions that require contact with the 

public. 


6. Tripwire 3: Significant numbers of human cases of avian 
flu (H5N1 

or other animals 

sustained human-to-human transmission. 


Action: 
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a. All official and unofficial travel to affected areas 

bird markets and similar facilities will be prohibited. 

Outside visitors to the Embassy will continue to be limited. 
Tamiflu will be given as a prophylactic to those U.S. and 
Chilean staff who have regular contact with the general 

public as part of their work. 

b. Management Section will send a warning announcement to 
Mission personnel. The Consular Section will send a warden 
message to private American citizens and to tourist hotels 

and cruise ships that are frequented by traveling Americans. 
Embassy will post the warning announcement on the Embassy 
website. 

c. Health Unit will provide detailed briefing to Embassy 
community 

Check with Las Condes and Alemana to ensure that they are 
still able to handle large numbers of avian flu patients. 

d. Consider authorized departure measures or even ordered 
departure measures - in conjunction with the State Department 
- if the airlines are still flying and if there are any 

recognized safehaven countries who are accepting outsiders. 
Communicate pertinent information and options to the Embassy 
community at town hall meetings or via e-mail 

timeline will be short. 

e. Issue Travel Warning to Americans considering travel to 
Chile 

f. Encourage all employees to stock up on food and other 
necessities in the event there is an announcement of an 
imminent pandemic. 


7. Tripwire 4: Sustained human-to-human transmission in 
Chile 
if there are multiple 


Action: 

a. Reduction to emergency consular services only for 
American citizens. No visa services (except on a severely 
restricted case-by-case basis) 

commercial airlines have cancelled flights. 

b. Implement authorized departure. Consider ordered 
departure in conjunction with State Med 

the Chief of Mission. If commercial airlines not flying 
consider use of military airlift. Ideal would be to have 
enough people leave post so that those left behind equal the 
amount of Tamiflu on hand. 

c. Consider implementing selective administrative leave for 
those Americans who remain at post and FSN employees. 
Consider other options for minimizing workplace exposure 
like tele-commuting. 

d. Continue mandatory sick leave for any employee who shows 
any flu-like symptoms or has a family member with flu-like 
symptoms. 
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e. Consider home quarantine and limiting venues of 
human-to-human contact. 

f. Mandatory screening of visitors 

those whose business absolutely must be conducted in person; 
mandatory use of protective gear 

Embassy screeners. 

g. Health Unit to initiate appropriate use of prophylactic 
Tamiflu (oseltamivir) for minimal U.S. and Chilean staff 
remaining on the job. 

h. Update warden message 

Information Sheet. 


8. Tripwire 5: Sustained human-to-human transmission 
evidenced by clusters of cases in Santiago. 


Action: 

a. Implement ordered departure 

servicing Santiago 

countries to fly to. Consider use of military airlift 

the U.S. or any avian flu-free countries are allowing 

incoming flights from affected areas. 

b. Implement administrative leave for all FSNs. Consider 
other options for minimizing workplace exposure 
tele-commuting. 

c. Initiate appropriate prophylactic use of Tamiflu for all 
American employees and family members remaining at post. 
d. Issue warden update and inform American community that 
the Embassy will only offer emergency AmCit services by phone. 
YAMAUCHI 
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Galan\" announced that the ELN was ready to begin establishing 
peace talks with the Colombian government. Civil society 
guarantor Alejo Vargas reported optimism that the ELN could 

be successful in this negotiation effort. At the same time 

the FARC has been reportedly hardening its position against 
negotiating terms of a prisoner swap. National Reconciliation 
Commission SYG Echeverri (strictly protect) declared the FARC 
to be increasingly rigid in its negotiation stance and said 

he doubted the latest GOC overture towards the FARC would be 
successful. End summary. 


2. (U) On November 21 

Galan 

(ELN) which approved establishing peace talks with the 
Colombian Government. Galan 

guarantors 

peace negotiation draft in consultations. Alejo Vargas 

of the civil society guarantors 

effort would be successful despite a history of negotiation 
failures over the last five years. He said it was the first 
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time the ELN was really being respected as a negotiating 
presence. As of November 22 

a date for a working meeting to discuss establishing peace 
talks. 


3. (C) Although the ELN has displayed some flexibility in 
negotiating with the GOC with its message 

Armed Forces of Colombia (FARC) remains entrenched. For 
example 

overcome the impasse surrounding hostage negotiations 
(reftel) 

would only accept a demilitarized zone for a trade. Given 
Colombia\'s one experience with the demilitarized zone 
established by President Pastrana 

refused to demilitarize any section of Colombia 

offered to consider other conditions. Also 

continues to demand the release of 500 guerrillas in exchange 
for its 59 hostages. The GOC unilaterally released 23 
guerrillas in December 2004 to demonstrate good faith. 
Following the decision of the Constitutional Court approving 
reelection 

difficult full exchange request. 


4. (C) In a meeting with PolCouns on November 21 

General of the Church 

Father Dario Echeverri (strictly protect) reported that the 

FARC had said all GOC-initiated exchange proposals were 
doomed to failure. He said the FARC distrusts all 

interlocutors as pawns of GOC plans. Echeverri said the FARC 
was becoming more inflexible with time 

spokesperson told the Church representatives that elections 
were not a barrier to negotiation with the GOC despite its 
antipathy towards the Uribe Administration. The spokesperson 
claimed that the FARC wanted to realize an exchange and was 
only awaiting the GOC\'s agreement to a demilitarized zone. 
Although Echeverri promised that the Catholic Church would 
continue its mediation efforts between the GOC and FARC 
was pessimistic that there would be any movement. 
DRUCKER 


2. (C) Since he took over as prime minister in April 

Paroubek has repeatedly demonstrated that he deserves his 
nickname 

around the fortunes of his Social Democratic Party (CSSD) 
bringing them nearly even with the opposition Civic Democrats 
(ODS). By dropping the long-standing taboo against openly 
working with the Communist Party (KSCM) at the national 
level 
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bargaining room: he no longer needs to rely on the one-vote 
majority his formal three-party coalition government enjoys 

but instead can fall back on the eleven-vote majority that 

CSSD and KSCM together can provide; he can push through 
legislation (like the new union-friendly Labor Code) that his 
center-right coalition partners oppose but his party\'s core 
voters want; and he can essentially ignore the threat that 

the Christian Democrats (KDU-CSL) will bring down his 
government (as it successfully brought down former PM Gross). 


3. (C) Opinion polls show that Paroubek\'s nuanced approach to 
the third largest party in Parliament -- he will seek the 

votes of the KSCM 

to \"formally\" cooperate with them (i.e. 

coalition) until they reform (primarily by renouncing the 

crimes of the past and accepting the primacy of transatlantic 
relations in Czech foreign policy) -- has not cost him any 
support. Of note: even a committed anti-communist like 
former President Havel has made clear that he is not opposed 
to what Paroubek is doing. While the November 17 celebration 
of the 16th anniversary of the Velvet Revolution brought 
passionate debate about the Communist party and its legacy 
Paroubek clearly feels vindicated in his approach. Last week 
brought the first sign that Paroubek may have found the limit 

in how far he can push 

suggestion that the time had come to rescind the Lustration 
Law that prevents former secret police officials from filling 
public sector positions. 


4. (C) Paroubek is described as having a pragmatic 

than principled 

senior officials 

political deals Paroubek may cut with KSCM in order to pass 
bills on social and economic policy 

with its coalition partners or ODS on foreign and security 
policy. However 

Paroubek\'s cooperation with KSCM had a foreign policy impact. 
Specifically 

visited the CR at the invitation of KSCM Chairman Filip; the 
delegation visited the Temelin nuclear power plant despite 
strong objections from the USG and Czech MFA. This week 
Filip is bringing a group of Iranian parliamentarians to 

Prague and has tentatively secured a meeting for them with 
the First Deputy Foreign Minister (a CSSD appointee). During 
a lunch meeting on November 17 

the USG is concerned about the increasing influence of KSCM 
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on foreign policy 

economic policy measures that will hurt the investment 
climate. We need to continue to reinforce this message 
that the pragmatic prime minister realizes there is a cost to 
his political approach. 


5. (C) With the notable exception of the KSCM and a few of 
the most left-leaning members of CSSD 

agreement across the Czech political spectrum about the 
importance of transatlantic relations. Likewise 

notable exception of President Klaus and some (but by no 
means all) ODS members 

other Central European states 

two are incompatible; Czechs appreciate transatlantic ties as 
a way to balance their relations with Brussels 

for the values that they respect in U.S. foreign policy. As 

a small country 

prioritize their foreign and security policies 

identified goals that broadly support USG objectives. They 
have embraced military reform and specialization within NATO 
distinguishing themselves for their NBC and special forces 
capabilities (the latter will be redeployed in Afghanistan 

next year). While participating in ESDP (Czechs and Slovaks 
recently announced they will form their own battlegroup) 

they have made NATO their clear priority. They have 
maintained a small but steady presence in Iraq 

100 military police training Iraq forces near Basra 

(extension of the deployment for next year is expected to 
pass easily in December 

ODS). They give priority focus to the Balkans 

Czechs have troops in both Bosnia and Kosovo (in the latter 
leading the multinational brigade in the central region). 
Government assistance is designed to strengthen civil society 
in the Balkans 

Unfortunately 

always matched by success in influencing CFSP decisions in 
Brussels. We can help by encouraging the Czechs to play 
better and smarter in Brussels. 


6. (C) One legacy of the forty year struggle against 
Communist dictatorship 

Havel as president 

is a core principle of Czech foreign policy. Foreign 
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Minister Svoboda is an ardent supporter 

deputy Petr Kolar 

to the U.S. this week. The two established a \"Transformation 
Cooperation Unit\" within the MFA 

support civil society and democratic opposition in Cuba 
Belarus 

Moldova and Burma. The MFA cooperates closely in this effort 
with Czech NGOs 

NGO 

Kolar as Deputy Minister for Bilateral Relations. Beyond 

their direct assistance 

diplomacy to influence EU and UN decisions to support reform 
most famously their efforts to maintain an EU common position 
that supports Cuban peaceful opposition by inviting 

dissidents to national day celebrations. Former President 
Havel supports the government effort 

Cuba 

example to support protesters during last year's Orange 
Revolution. We are coordinating with the Czechs through 
USAID (jointly supporting radio broadcasts to Belarus 
example) and in other ways 

possibility that Czech foreign policy could becoming more 
\"pragmatic 

can help bolster the position of Svoboda and others. 


7. (C) Paroubek wants Czech foreign policy to promote 
business interests; there is already an emphasis on 
rehabilitating economic ties with Russia and other countries 

to the east. But China is Paroubek\'s current focus. After 
leading a large trade delegation to China in the fall 

Paroubek invited Premier Wen Jiabao to visit Prague in early 
December. The MFA reports tremendous pressure to finalize a 
new economic agreement in advance of the visit 

concerns that some of the Chinese demands would run afoul of 
EU rules. Many Czechs (not least MFA staff) were surprised 
that Paroubek\'s visit to Beijing included no significant 

mention of continued human rights abuses 

expected to be a prominent topic next month in Prague. 


8. (C) Perhaps a stronger test of just how pragmatic Czech 
foreign policy will become is the EU arms embargo on China. 
According to the MFA 

that prevented the arms embargo from being lifted earlier 
this year; Czech policy has long urged that the embargo 
cannot be lifted absent three steps: some human rights 
improvement 

with strategic partners 
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told us that the Czech position would eventually have to 

yield to a concerted EU push on this 

largely dormant for the bulk of Paroubek\'s time in office the 
policy itself has not been tested. Another test is continued 
Czech coordination on broader non-proliferation goals 
notably the VERA-E passive surveillance system. Two years 
ago the Czechs pulled the plug on a planned VERA-E sale to 
China 

to prevent sales to countries of concern. We need to show 
our appreciation 

prevent the commercial pull of these sales from outweighing 
the non-proliferation concerns. 


9. (C) Committed Czech transatlanticists -- lamenting the 
inevitable increasing influence of the EU 

popular disinterest in international affairs and lack of 
first-hand knowledge about the U.S. 

pragmatic policymakers -- are not shy about telling U.S. 
officials that tangible signs of U.S. appreciation for Czech 
efforts would facilitate their task of keeping Czech foreign 
policy consistent. They believe that changing U.S. visa 
policy for Czechs is far and away the one area that would 
make a positive impact: ideally adding the CR to the visa 
waiver program 

noticeable \"improvements\" in the application process. 
Happily 

realize that 

for visa waiver 

cards at this point; they agree that the most important thing 
is for the two governments to make progress on the Visa 
Roadmap 

will next meet on December 7). However 

including some MFA staff -- are not as reasonable. After 
visas 

best strengthen the position of FM Svoboda and other 
supporters of current foreign policy. The MFA would like 
Svoboda to call on Secretary Rice early next year 

visits the U.S. to formally open a new Czech Consulate in 
Chicago. You can expect to hear about both of these issues 
during your visit. 

CABANISS 
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2. (C) Colombia has not been a member of the United Nations 
Commission on Human Rights (UNHCR) since 2001. Colombia 
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abstained on the Cuba Resolution in 2001. 


3. (C) Post is not aware of significant new investments in 
Cuba or any official visits by senior Colombian government 
officials over the past six months. 


4. (C) Colombia 

according to Proexport 

authority. Colombia exported about USD 63 million worth of 
goods in 2002 

2004 

In 2004 

sectors: agro-industrial (37.54 percent) 

percent) 

(6.78 percent). 
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and production infrastructures were already in place. 
Therefore 

cultivation in Colombia 

and smaller plots to evade aerial spraying. The increased 
cost of moving the cultivation and production around was 
diminishing profits. GOC efforts were reducing cultivation 
and production even though total hectare was not decreasing 
as fast. Prices remained steady because of a decrease in 
both supply and demand. 


6. (C) Walters also reported that the U.S. had information 
about a decline in purity and a decrease in the availability 
of cocaine in the U.K. The shortage of supply was reflected 
in the decline of purity rather than an increase in price. 

If the narcos could supply it at previous levels of purity 

they would. However 

derived by wiretaps 

Wood asked whether we could accurately characterize the 
current state of play by saying there was reliable evidence 
that there was a shortage of cocaine in some markets. 
Walters said it would be more accurate at this stage to say 
that the market had compressed. Walters underscored that the 
price and purity changes were new. The last time this had 
happened was during the Barco administration around 1989-90 
but it did not last. Because the drug pipeline is long and 
large and there had been overproduction each year 

be a while to say definitively that the trend was likely to 
continue. There are signs the offense is winning 

Walters 

thing was that the pipeline was now stretched -- the narcos 
had lost the capacity to keep the market. It was time to 
pour on the pressure. The more we do now to choke them 
said 
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7. (C) Walters also warned that the GOC and USG had to be 
vigilant on the capacity for reconstitution (i.e. 

ability to re-plant 

reiterated that we had to focus on the entire production line 
-- collection 

continue squeezing out the fat. The pipeline had been long 
and loose but was now more like a tight wire. The GOC has 
done this via its eradication and interdiction efforts. 


Uribe Concerned about Ecuador 


8. (C) Uribe raised concerns about reports of coca 

cultivation in Ecuador. He requested U.S. assistance in 
determining if Ecuador had areas with illicit crops. Foreign 
Minister Barco said the GOC was trying to perusade GOC 
officials that it was in their interest to learn the facts 

and to work together to attack the problem. Walters doubted 
that the GOE would allow too much drug growth. He understood 
that some in the Ecuadorian armed forces were permitting FARC 
members to transit back and forth over the border for a fee. 
Obvious drug growth would put too much attention on the petty 
corruption. It was in the GOEVs own interest to limit drug 

growth 

cultivated with coca 


We Can Win: Spray Public Opinion with Good News 


9. (C) Walters reiterated that the U.S. and Colombia had to 
focus on preventing the drug trade from settling down in new 
areas. This can prevent new markets from emerging. We are 
fighting a war of fear and hope 

it was not possible to defeat the \"beast of terror and 

drugs." Yet 

confidence to say 

the GOC was showing the narcos that serious governments can 
take them on 

rights 


10. (C) Uribe said he had to win back public opinion. When 
reporters 

write that Colombia is losing the war on drugs 

the case recently 

necessary to show the public that V'partial goals" had already 
been met. Could we not 

concentrate efforts on the full eradication of poppy 

asked? People needed to believe it was possible to win 
battles in a long-term war. Spraying also needed to 
continue; the spray package currently sidelined had to 
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become operational as soon as possible. This would produce 
better results. Finally 

findings soon. It is important that you explain your 

findings to Colombians. We have to \"spray public opinion" 
repeatedly with good news 


11. (C) Walters stressed that 

interdiction were key elements in any counter-drug strategy 
there were other ways to fight the war. Governments had to go 
after people who make profits out of addiction and death and 
take away their resources. Uribe reported there was good 
news on this front. Narcotraffickers were no longer able to 
buy farms in the two most northern provinces of the country 
an indication of their declining financial resources. 
Confiscations 

Walters said the process had to be swifter. The key was to 
diminish the capacity of the narco-traffickers to re-start 
business somewhere else. 


Spraying in the National Parks 


12. (C) Noting that the national parks represented ten 
percent of Colombia\'s territory 

the GOC planned to deal with the 10 

under coca cultivation. Minister Sabas Pretelt said he was 
waiting for a police assessment on whether manual eradication 
could do the job. If their conclusion is that it cannot 

GOC will authorize spraying. (Embassy understands that the 
police report is finished. Interior and Justice Minister 

Pretelt has been sitting on it. Uribe asked him during the 
meeting if the GOC had the political space to authorize 
spraying.) Uribe also pressed Hoyos on manual eradication 
asking if the numbers being reported were accurate (Hoyos 
said yes) 

in 2005 (Hoyos said the manual eradication teams had been 
working very hard and were now very tired 

teams on rotation for rest). 


13.(U) This message was cleared by ONDCP Director Walters. 
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heavy yields of seeds ready for picking were eradicated. 

Asked by a DEVIDA official how much money she received for a 
bag of coca 

probably for an absentee landlord - said she did not receive 
money 

carrier (\"mochilero\") who picked up the leaf. (Comment: 
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Most of the people who are growing coca in this region are 
also producing cocaine base - it may be that this woman was 
not 


3. On returning to Mazuko 

half of the eradication team on rest standing in full 

formation. It was obvious to the visitors that morale was 

high as the assembled CORAH workers 

police and DIRAVPOL aviation team enthusiastically received 
messages of congratulations on reaching the goal early. The 
8248.43 hectares of coca eradicated represents approximately 
412 million plants. 


4. As of November 20 

eradicated reached 8248.43. As the team recently 
encountered young plants in the coca fields that were 
replanted since the last eradication in late 2004 

eradication has picked up 

about 25 hectares in the area of old coca to nearly 40 
hectares a day 

estimate a total of 8800 ----- hectares of coca will have 

been eradicated by December 15 when eradication stops. It 
is hoped that nearly 9000 hectares will be reached by the 
end of the campaign year with the addition of the results of 
a small campaign in the north near Campanilla in San Martin 
that is slated to start in early Decemberthe end of November 
and will continue through the holiday period. The next 
large-scale campaign is planned to start in San Martin 
January 6 


5. Comment: Statistics show that people living in the coca 
growing areas are among the poorest in Peru. Those 
cultivating the coca are often not the owners and are 
exploited by those higher up on the narcotrafficking chain. 
DEVIDA\'s eradication plan for next year begins with areas of 
replanting insuch as Polvera-Pisana. A key part of our 
effort to dissuade peasants - and the owners of the land - 
from replanting not to replant coca will involve returning 

to recently eradicated areas 

few as 6 months 

Alternative Development in areas that are on agriculturally 
viable land. The security situation (reftel) will be a 
significant factor in these efforts. 

STRUBLE 
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conducted during the research program. The note also 
underscores the necessity for research vessel 

its program 

fishing equipment left in the place within the French waters 
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by professional fishermen 

with fishing boats which are located in the surrounding 
proximity to inform them of R/VVs research campaign 
movement. 


3. (U) The note also states that the ship must inform 
French authorities of its entrance into and exit from the 
French waters (info to be sent to: Bureau Emploi Mer/Emia; 
Tel: 00 33 (0) 5 96 39 51 63 - Fax: 00 33 (0) 5 96 39 51 

65) 

measurements (position 


4. (U) Finally 
both the preliminary and post cruise report. 


STAPLETON 
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November 19-22 in Istanbul brought local writers 

activists together to evaluate the state of free speech in 
Turkey. Though Noam Chomsky\'s counter-intuitive (and perhaps 
garbled) statement that Europe has much to learn from Turkey 
about the topic monopolized press attention 

was participants\' conclusion that the 2004 Turkish Penal Code 
was a step backward for freedom of expression in Turkey. 
Attendees agreed that self-censorship still exists in Turkey 

and has in fact intensified as a result of the continuing 
prosecution of publishers and authors. End summary. 


2. (U) IstanbulVs Initiative for Freedom of Expression and 

local branches of Amnesty International 

and Turkey\'s Human Rights Association 

organized a V'Gathering for Freedom of Expression\" in Istanbul 
November 19-22. Six Istanbul municipalities were listed as 
V'supporters 

theaters for activities throughout the event. Among those 
addressing the gathering were Orhan Pamuk and Noam Chomsky 
(the latter via a video greeting). 


3. (U) In his address 

resulted in criminal charges against him -- that one million 
Armenians and 30 

-- emphasizing that for him 

am a novelist. | address human suffering and pain 

obvious 

pain which we now have to face.\" Garnering the most press 
coverage was Chomsky\'s surprising statement that Europe had 
much to learn from Turkey in the area of freedom of 
expression. Though papers did not reflect this 

typical opacity) seemed to be referring to the vigor with 
which free speech activists in Turkey are moving to defend 
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their rights. 


Some Relaxation in the Mood... 


4. (U) Writers and publishers evaluated the state of free 
speech in Turkey in a November 22 panel discussion featuring 
publisher Ragip Zarakolu and others who have faced charges 
for their work. In the session 

representative Erol Onderoglu expressed optimism about what 
he called an increased awareness in Turkey about freedom of 
expression issues 

role the media plays in the public realm. Onderoglu pointed 
out that cases brought against writers have not always 
resulted in convictions; he noted a case in Batman where a 
judge cited ECHR precedents in siding with a journalist and 
telling the members of Parliament who brought the suit that 
they must be prepared to \"tolerate\" criticism. 


...But Still Many Risks 


5. (U) Despite some advances 

government has not fully accepted the media\'s public service 
role 

plaintiff with the highest number of cases against 

journalists was the Joint Chiefs of Staff 

18 in 2005. Beyond court cases 

were committed against journalists in 2004 

months of 2005 alone the number had reached 32. (Note: He 
neither defined \"attack\" nor mentioned specific instances. 
End note.) 


6. (U) Onderoglu discussed the \"sensitive\" issues that 
cause the most problems for journalists 

issues near the top of the list. In addition to the more 
well-known Article 301 of the Penal Code 

insults against the State and Turkishness (ref B) 

Article 305 also restricts the Armenian debate with its 
stipulation that \"citizens who receive financial benefit from 
a foreigner or a foreign institution directly or indirectly 
with the purpose of taking an action against fundamental 
national benefits...including independence and national 
security" can be sentenced to ten years. 


7. (U) Onderoglu also criticized Article 216 of the penal 
code as it impacts the headscarf debate 

created confusion in the judiciary. Article 216 states that 
a person who incites hatred toward others based on class 
race 

be sentenced to up to three years in prison. Without 
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referring to specific cases 

judiciary equate wearing a head scarf with inciting hatred. 
He closed by touching on local minority language 
broadcasting 

that would allow such broadcasting in Kurdish. Ten 
applications are pending 

legislation had passed. 


To What Are We Harmonizing? 


8. (U) Panelist Metin Celal 

Association 

back in freedom of speech with the new Penal Code 
particularly Article 301. Celal focused on challenges facing 
publishers 

House 

includes information about human rights violation in 
southeast Turkey during the 1990\'s 

\"insults the memory of Ataturk\" in another chapter. Aram\'s 
owner faces up to six and a half years in prison if 
convicted. Celal 

regarding incitement 

members of the GOT\'s Human Rights Consultation Board being 
prosecuted under this article for a report they published on 
minorities last year (ref C). Lawyer and author Fethiye 
Cetin (among whose clients is Hrant Dink) agreed the 2004 
penal code had been a step back 

State rather than citizens. Many of the articles view 
citizensY actions through a security lens 

resulting in the judiciary\'s de facto consideration of 

military and security policies in their decision-making. 


Self-censorship Remains 


9. (U) Nadire Mater 

network for monitoring and reporting on freedom of expression 
issues in Turkey 

among journalists here 

to the military. She highlighted the recent news that 
descendants of Armenians who had died in 1915-16 had recently 
won a USD 17 million settlement from French insurance company 
Axa. Axa has a partnership in Turkey 

Turkish Armed Forces Pension fund. This could be an 

important story 

connection to or role in solving \"the Armenian problem\"? 
Zaman and Hurriyet did tackle the topic briefly 

but many decided not to cover it 

sensitive. Celal alluded to a similar point in his 

presentation 
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and charges against publishers 
much more selective about the material they accepted. 


Article 301: Ragip Zarakolu Update 


10. (U) Publisher Ragip Zarakoglu currently has three cases 
open against him 

attended hearings in two of the cases on November 21. The 
Article 301 charges against him stem from two books he 
published: Dora SakayanVs V'Garabet Hacheryan\'s Izmir 
Journal: An Armenian Doctor's Experiences 

Jerjian\'s \"History Will Free Us All -- Turkish-Armenian 
Conciliation.\" In the hearing regarding the Jerjian book 
material was sent to an expert committee that will determine 
if the book is insulting; in the Sakayan case 

asked for six years imprisonment in his final statement 
calling for conviction for both insulting the state and the 
armed forces. (Note: Conviction on one count of violating 
Article 301 carries a maximum penalty of three years. End 
note.) Hearings in the latter case will resume February 15. 


12. (SBU) Comment: Orhan Pamuk\'s case may have monopolized 
Western media attention 

illustrates how wide a net Turkish prosecutors have spread in 
applying Turkey\'s new penal code. This is an area where even 
Turkey\'s friend 

been using increasingly strong language 

press called a \"warning\" about freedom of expression. The 
conference highlighted activists determination to continue 

to shine the spotlight on and challenge freedom of speech 
restrictions. They also made one important point that we 
highlight regularly: while many cases may eventually be 
dismissed 

an unhealthy degree of self-censorship. End comment. 
JONES 
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democratization process 

specifically asked Bakhit to \"quickly draft" new laws on 
elections 

Vrenew our parliamentary and political life 

participation in the decision-making process." On the 
economic side 

government to \"immediately alleviate poverty and 
unemployment" by developing plans to create jobs 
investment 


3. (U) King Abdullah further called on Bakhit to wage a 
Vrelentless war\" on terrorism 
culture of takfir 
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branding other Muslim as unbelievers). Without offering 
specific proposals 

broad anti-terrorism strategy that would V'not only deal with 
the security dimension 

cultural and political factors that give rise to religious 
extremism. 


4. (U) Within hours of his designation as prime minister 
Bakhit met separately with the Speaker of the Chamber of 
Deputies 

Zeid Rifai. According to the press 

legislative leaders that his government would focus on 
implementing reforms 

Jordanians 

his cabinet would carefully balance new security requirements 
with public freedoms. Bakhit met with members of the 
principal blocs in parliament on November 26 to outline his 
priorities and to discuss the formation of his cabinet 

was named on November 27 (ref A). 


5. (U) In his official reply to the King\'s letter of 
designation 

to placing reform as a top priority." He continued that the 
reforms recommended in the National Agenda (ref B) 
presented to and endorsed by the King on November 23 
\"guide our way in V'enhancing democracy as a lifestyle 
culture and practice.\" He expressed his determination to 
preserve national security and combat terrorism 

while his cabinet would V'embrace dialogue" and listen to the 
opinions of others 

remain a redline that no one will be allowed to cross.\" 


6. (C) Bakhit has been well received by columnists and 
editorial writers in the local media. Contacts whom we have 
talked to regarding Bakhit have likewise been positive in 

their comments. While a few MPs have grumbled that the new 
PM V'should have been a politician 

well-respected figure untainted by corruption allegations. 
Bakhit has been described to us as mature 

\"experienced 

remarked that he is \"not particularly imaginative.\" 


Column 3 
COMMENT 


7. (C) Bakhit brings impressive credentials to the job of 
prime minister. An East Banker and retired major general 
combines a strong security background with solid experience 
as both an academic (PhD holder and former university 
vice-president) and a diplomat (former ambassador to Turkey 
and Israel). What he lacks is experience as a politician and 
influence in parliament -- as did both of his immediate 
predecessors 

BakhitVs prompt meetings with MPs provided a good start in 
his relations with the legislature. But he will be hard 

pressed to push controversial reforms - particularly a new 
elections law - through a parliament dominated by 
traditionalist East Bank politicians who see themselves as 
losing out in any significant change of the political system. 
While the largely anti-reform parliament may have earlier 
been on the chopping block - and thereby less of a challenge 
to a new PM and his reformist ministers - the new cabinet 
brings to a close the current round of changes in the 

political lineup. Parliament is to resume its session 
December 1 

dissolve it. 
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going on;\" two 

would be holding consultations this week (November 21-25) in 
Havana. Geiger observed that the Chilean team was expected 
to return to Chile o/a November 25 and said he would brief us 
shortly after their return. 


3. (C) Post will report the results of these meetings as soon 
as we receive a readout from the MFA. No further information 
has been developed on companies identified in Ref B. 
YAMAUCHI 
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A. (U) Currently 

priorities of the Suriname government; however 
heightened awareness 

Ministry which has stepped up testing of animals. The 
government 

potential threat more seriously. The responsibility of 
implementing the plan in the case of a pandemic lies with 
the Director of Public Health 

whose office is in the Ministry of Public Health. The go- 
to person in the LVV is Dr. Edmund Rozenblad 
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Animal Production and Health. 


Q. (U) Have national laws been reviewed to ensure that they 
are consistent with the international health regulations 

and do not pose barriers to avian influenza detection 
reporting 


A. (U) National laws generally conform to international 
standards. The largest barrier to avian flu detection 
reporting 

resources. 


Q. (U) Is the host country already working with 
international organizations or other countries on the avian 
flu issue? Are government leaders likely to ask for 
assistance from the U.S. or other countries? Would 
government leaders be receptive to messages from U.S. 
leaders through a bilateral approach 

forum such as the UN (WHO 

bilateral contacts by a third country? 


A. (U) A multi-ministerial and disciplinary task force has 
been established 

World Health Organization (WHO) and PAHO are working 
closely with the Ministry; both organizations are members 
of the task force. Other UN agencies in Suriname are 
investigating what additional support they can provide to 
Suriname 

a possible pandemic. In the event of an outbreak 
government would likely ask for assistance from the EU 
U.S. and international organizations. The government is 
receptive to messages from U.S. leaders and experts 
would be willing to participate in multilateral fora. 
However 

ministries and representatives to International 
Organizations is sometimes problematic. 


Q. (U) Does the country currently administer annual flu 
shots? If not 

production capability for human influenza vaccines in the 
country? Does the country produce influenza vaccine for 
poultry? 


A. (U) Suriname does not administer flu vaccinations for 
humans 

widespread administration if stocks of the vaccine were 
available. Outside of the major metropolitan area of 
Paramaribo the medical infrastructure is underdeveloped and 
a mass vaccination program would tax the countryVs 
resources. 
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Q. (U) How well informed is the population about the avian 
flu threat and about measures they should take to mitigate 
the threat? What mechanisms are available for providing 
additional information to the population 

rural areas and how effective are these measures? 


A. (U) Avian influenza receives very little press coverage 

in local media 

Surinamese parrot. Residents in the country's interior 
would need to be informed through medical missions (semi- 
private health clinics associated with city hospitals). 

There is some experience with earlier efforts to improve 

the publics awareness of HIV/AIDS. 


SURVEILLANCE/DETECTION 


Q. (U) How capable are the medical and agriculture sectors 
of detecting a new strain of influenza among people or 
animals respectively? How long might it take for cases to 
be properly diagnosed 

influenza viruses be subtyped in the country 

and if not 

samples to a WHO/EU/U.S. reference laboratory? 


A. (U) Medical and agricultural staff are currently 
incapable of detecting new strains of the influenza virus. 
In the case of dengue fever 

Caribbean Epidemic Center (CAREC) in Trinidad for testing 
to confirm suspected cases 

three weeks. Businesses in the agricultural and trade 
sectors 

conduct regular tests in order to detect the virus in 
animals 

Birds for export 

standards 

received from Canada (see ref B) 

to be applied to poultry or other animals. 


Q. (U) What are the critical gaps that need to be filled in 
order to enhance the country's disease detection and 
outbreak response capabilities? What is the country\'s 
greatest need in this area from the U.S. or international 
organizations? 


A. (U) The government is willing to enhance their 

capability for disease detection; however 

need of the proper equipment. There is currently one ELISA 
machine in the country 

Ideally 

testing agency would have at least two machines 

serve as a back-up if/when the primary machine is under 
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maintenance or repair. A limited supply of test kits from 
Canada is also currently available in Suriname. 


RESPONSE/CONTAINMENT 


Q. (U) Does the country have a stockpile of medications 
particularly of antivirals 
has been ordered 


A. (U) There is no stockpile of antivirals 
medications have been ordered. 


Q. (U) Does the country have a stockpile of pre-positioned 
personal protective gear? 


A. (U) Some protective gear is available 
and quality are largely inadequate. 


Q. (U) What is the rapid response capacity for animal and 
human outbreaks? Are guidelines in place for the culling 
and vaccination of birds 

limitations on animal movement? 


A. (U) There is little experience with mass culling and 
vaccination 

initially. Suriname would likely seek international 
assistance to engage in a large-scale response. 


Q. (U) How willing and capable is the government of 
imposing quarantines and social distancing measures 
(closing schools 

its military enforce quarantines? 


A. (U) It is uncertain whether the government 

not had any experience with an event of this nature 

be capable of implementing quarantine or social distancing 
measures. The military would likely play a role 

National Disaster Coordination Center falls under the 
purview of the Surinamese military. 


BARNES 
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institution. Leftover funds in the USAID agreement with the 
international electoral NGO \"CAPEL\" (less than $100K) 
with some $200K of FY 04 funds 

TSE provide electoral training 


Column 3 


SIPDIS 
expand public outreach. 


Monitor 


15. (SBU) Given the political sensitivities related to USG 
involvement in elections at the presidential level and the 
likelihood that political parties will nominate their party 
heads in a predictably non-democratic fashion 

neither politically wise nor programmatically effective to 
invest significant USAID resources in public presidential 
debates or other high-profile activities. The Ambassador 
and other Embassy sections will nevertheless conduct 
outreach to all major candidates and their teams in the run- 
up to elections 

will also consider encouraging one or both run-off 
candidates to visit the U.S. at some point 

Gutierrez did in 2002. 


Focus Resources on Promoting Greater Public Awareness 


16. (SBU) Improving the performance of Congress is critical 

to creating an effective legislature in Ecuador and to 
establishing the checks and balances required to create a 

truly democratic state in Ecuador. Focusing USG efforts on 
promoting voter education and public awareness about 
congressional candidates could help encourage Ecuadorians to 
elect more effective and responsible representatives. To 

this end 

Participation\" in its efforts to promote voter education 
congressional candidate debates 

monitoring 

Publicizing compliance with campaign finance disclosure 

rules and promoting citizen scrutiny of these submissions 
would also promote anti-corruption goals. A similar 

strategy worked well during the 2004 local elections 

will closely monitor perceptions adapt our strategy to 

minimize the chances of USG assistance becoming an issue in 
congressional races. 


17. (SBU) To help instill a culture of electoral 

participation and family discussion of national issues 

plans to support another Ecuadorian NGO that is organizing 
mock youth elections on general issues prior to the actual 
election. More broadly 

stability by encouraging voters to know the candidates 
better 

(including the president) for the full term for which they 
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have been elected 

will consider promoting issue-debates of interest to the 
electorate 

possibly supporting the publication of the voting records of 
the candidates that have already held office 

To encourage sound economic policies 

sponsoring forums for candidates to participate in to 
discuss economic issues/policies. 


Promote Participation by Vulnerable Groups 


18. (SBU) USAID is already providing small grants to 
Ecuadorian organizations that have promoted voting and voter 
awareness by indigenous and Afro-Ecuadorian groups and could 
provide more as elections approach. In addition 

Department (DRL) has awarded a $300 

international NGO IFES to promote electoral participation by 
Afro-Ecuadorian groups. 


19. (SBU) Twelve percent of the total Ecuadorian population 
suffers from some type of disability. Although most voting 
booths are not accessible to the physically disabled 
election officials have typically brought the ballots 

outside the booth to the individual so that they can vote. 
The blind have typically been allowed to have a 
relative/companion assist them in voting. The main issue 
for the disabled is getting to the polls 

getting inside. Public transportation is not accessible to 
the physically disabled and few have access to modified 
vehicles. The USG can help make the elections more 
inclusive by working with others to provide transportation 
to the voting centers. 


Mission Election Observation 


20. (SBU) Ecuador in general and the TSE in particular have 
the reputation of being able to hold and administer free and 
fair elections 

observation is critical to guarantee electoral legitimacy. 

Local civic organizations also have proven capacities to 
monitor and oversee the electoral process 

quick counts and overseeing campaign spending. Given this 
existing local capacity 

justify mobilizing international observers beyond the OAS 
effort. To the extent feasible 

own election observation efforts 


- Reach out to vulnerable groups to ensure the elections 
are inclusive. Monitor transportation efforts on election 
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day. 

- Attend congressional debates throughout the country. 

-- Participate in workshops where candidate disclosure 
compliance is discussed 

-- Observe voting in voting booths and the vote tally under 
the auspices of the OAS mission. 


How would we measure success? 


21. (SBU) Our political interests include working with any 
eventual president 

of president. The next governments credibility will depend 
on whether it achieves its electoral promises. Its initial 
democratic legitimacy 

and voter participation rates in the election. In other 
countries 

to measure whether the elections were successful. In the 
case of Ecuador 

are incurred if people do not vote 

voting is need to access a wide range of government 
services. To measure voter interest 

compare the number of blank and invalid ballots with those 
of past years. 
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unanimous Cuba policy is of major importance to the policy\'s 
effectiveness." During the same address 

Dutch Embassy\'s presence at the Easter March of 'Damas de 
Blanco\" (wives and relatives of imprisoned Cuban dissidents) 
and at a May meeting with members of the Asamblea para 
Promover la Sociedad Civil (Assembly for the Promotion of 
Civil Society) as evidence of Dutch 

human rights in Cuba. Bot approvingly added 

any EU official is always used to raise the human rights 
situation in Cuba and to press for the release of all 

political prisoners.\" 


3. (C) The Dutch view themselves as a voice of moderation in 
the EU between Spain's active engagement with Cuba and the 
\"hard\" line espoused by the Czech Republic (ref B). Peter 
van der Geer (Policy Officer 

Department 

toward the Czech way of thinking but are prepared to strike a 
more conciliatory posture in the interest of articulating a 
common EU position. 


4. (C) While the Dutch are willing to bend a little in order 

to harmonize with its EU partners 

their condemnation of human rights conditions in Cuba. In 
his June remarks to the Dutch Parliament 
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if the EU common position did not result in an improvement of 
the human rights situation 

Netherlands will press for further intensification of support 

to peaceful dissidents 

independent media 

Cuban peopleVs access to objective news sources." 


DUTCH NGOS FOCUS ON HUMAN RIGHTS IN CUBA 


5. (C) Several Dutch NGOs actively promote awareness of human 
rights conditions in Cuba. Cuba Futuro 

NGO with which Post is in close contact 

information of arbitrary arrests and detentions of political 
prisoners on their website 

16 

arbitrary arrest and imprisonment of six dissidents. Cuba 

Futuro also maintains close contact with Dutch government 
counterparts; Van der Geer explained that his office often 
coordinates activities with the group. 


DUTCH INVESTMENT IN CUBA 


6. (C) Dutch investment in Cuba has changed little since 
Post\'s previous report (ref C). Dutch investment therefore 
remains minimal. The largest Dutch business interest in Cuba 
is Damex Shipyards 

Nispero Shipyard). UK-Dutch consumer products company 
Unilever and Netherlands-based international bank ING 
maintain small sales and representation offices. 

BLAKEMAN 
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litigation against U.S. countervailing duties. End Comment.) 


Finally 

facilitation 

practical importance to exporters than many of the 
higher-profile issues under negotiation. 


Hong Kong in the Canadian Political Context 


4. (C) Embassy Comment: The GOC is in the process of falling; 
the Prime Minister is expected to dissolve Parliament on 
Monday 

Agriculture Minister Mitchell 

Aileen Carroll remain ministers until after the next 

election 


Column 3 

rest of the Liberal leadership 

have chided the opposition for irresponsibly weakening 
Canada 

B) permanent officials appeared unconcerned about any real 
repercussions. 3096 of Canada 

the vast majority of its exports going to the U.S.) and the 
country is running a healthy trade surplus thanks to rising 
energy prices. Despite periodic anti-globalization 
demonstrations 

trade liberalization has been consistently in the 70 percent 
range since the key debate in the 1980s about the U.S.-Canada 
Free Trade Agreement; if anything 

liberalization as an effective hedge against overdependence 
on the U.S. market. 


5. (SBU) The relatively decentralized Canadian government 
structure may be more of a hurdle for Canadian negotiators if 
they come under pressure on issues such as the Canadian Wheat 
Board and federal supply management schemes. Canada lacks 
the equivalent of the U.S. interstate commerce clause; 
provinces remain responsible not only for large parts of 
government procurement 

securities regulations 

remain a headache for Canadian business. Minister Peterson 
met with provincial trade ministers on November 22 (ref. b) 

to discuss Canada 

that the group had placed &no more8 emphasis on supply 
management than at previous meetings 

made it clear in the press that they expect the government to 
stand its ground on supply management in the dairy and egg 
sectors. The Canadian delegation 

and federal officials 

of Canada 

However 

is now unlikely to materialize; campaigning will have begun 

in earnest by early December. End Comment. 


Visit CanadaVs Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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Arab parliamentarians. Other Moroccan press reported that 
two well-known Moroccan journalists who participated in the 
sit-in decided to leave the demonstration after alleged 
Islamists began chanting slogans against Royal Advisor Andre 
Azoulay. (NB: Royal Counselor Andre Azoulay is the most 
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senior Jewish official in the Moroccan government and has 
traditionally served as a Palace 

Jewish community and to the Israelis). 


3. (U) In his first trip to Morocco since he came to power 

in early August 

Mauritanian Military Council for Justice and Democracy 
(CMJD) 

two-day state visit to Marrakech November 21-22. Morocco 
seems 

Nouakchott 

Foreign Minister Benaissa 

In addition to discussing the overall strengthening of 
bilateral ties 

three cooperation agreements in the fields of drinking water 
fisheries 

of the Military School of Meknes.) 


4. (U) The Ministry of Foreign Affairs and Cooperation on 
November 20 released a statement strongly reiterating its 
demand for the unconditional release of two Moroccan citizens 
being held captive in Iraq. The two Moroccans 

al-Mouhafidi and Abderrahim Boualem 

October 20 by an Iraqi group affiliated with Al-Qaeda. 
According to the Maghreb Arab Press website 

association 

for the liberation of the two Moroccans and to denounce an 
\"act that is contrary to Islam and all international 
conventions.V The two Moroccan hostages are now featured in 
a box each day on the front page of French-language daily Le 
Matin 

spent in captivity. 


5. (C) TDY South African Charg Janice Strachan told 

Polcouns November 15 that the GOM continued to drag its feet 
on agrement for the new South African Ambassador (NB: The 
previous South African Ambassador departed this past summer 
and was replaced temporarily by Strachan 

official. Relations between the two countries plummeted when 
South Africa recognized the Sahrawi Arab Democratic Republic 
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(SADR) in 2004 

from Pretoria). Strachan reported that she has access to the 
MFA when she needs to 

that the GOM has not even acknowledged receiving the request 
for agrement. Strachan will end her six-month stint in 

Morocco in December 

yet been identified. 


6. (SBU) Istiglal party executive committee member and upper 
house parliamentarian 

November 16 that there was serious debate with the committee 
leading up to party leader Abbas EI Fassi 

November 11 that Istiqlal would join forces again with its 

2002 elections ally 

party (USFP) 

Ansari confided to Poloff that while he and several others on 
the committee favored an alliance with the Islamist Party for 
Justice and Development (PJD) 

USFP 

Istiglal is a center-right party) 

committee voted to stick it out with the USFP. EI Ansari 

said that while he will honor the party 

noted was decided democratically 

when Istiqlal and the PUD are seen as allies. 


7. (U) The Moroccan daily L 

reported the Moroccan nongovernmental organization 
Moroccan Observatory of Prisons (OMP) 

a survey of prisoners incarcerated in Kenitra 

Sale 

prisoners who responded to the questionnaire revealed that 
conditions are poor in these four prisons 

and mental abuse. Prisoners apparently become accustomed 
over time to being incarcerated 

reports of abuse decreases as the period of imprisonment 
increases. Prisoners also described problems with health 
services and family visits. 


8. (SBU) PoIFSN reported that during a recent visit to 
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Algeciras in southern Spain 

demonstration taking place in the center of town. To his 
surprise he noticed a number of apparently non-Sahrawi 
Moroccans participating in the demonstration. PoIFSN 
approached several of the Moroccans to ask why they were 
demonstrating for the Polisario. V'Thirty Euros 

eager response. 

Riley 
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by the Peruvian and Chilean coasts on both sides of the 
coastal border point 

to the 200 mile frontier that Peru claims 

approximately 37 

Peru. (Note: the actual sea border demarcation that Peru 
proposes is a complicated calculation involving an arc from a 
reference point in Chile to a point offshore from which a new 
line to the 200-mile limit would be drawn. End Note.) 


3. (SBU) The Humboldt Current flows up the South American 
coast from Antarctica to the Peru/Ecuador border area. The 
currents churning of coastal waters results in rich sea life 
that fuels a Peruvian fishing industry that produces 12 
percent of PeruVs revenues 

remittances from Peruvians working abroad. According to NGO 
and GOP sources 

for good fishing along much of the Chilean coast for only 
part of the year 

fishery is constant year round. The disputed wedge of sea 
that Peru seeks is in the area with constant productive 
fishing. 


4. (SBU) Richard Inurritegui the president of the Peruvian 
Society of Fisherman 

disputed wedge is a rich source of anchovies 

sardines 

fished in Southern Peru and Northern Chile; both it and 
sardines have cyclical populations along the coast and 
currently sardines are in decline. Much of the anchovy catch 
is ground into fishmeal for animal feed 

extensive poultry production facilities all along the 

Southern Peruvian Coast to take advantage of the proximity of 
fishmeal plants; much fishmeal is also exported 

major importer. 


5. (SBU) Inurritegui reported that Peru\'s central and 
northern coasts produce far more anchovies (8 million metric 
tons annually) than the southern coast (1 million). The 
southern coast is still more productive than the Chilean 
coast further south 

separately) opined to Econoff that for this reason the sea 
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wedge is more important economically to Chilean than Peruvian 
fishermen. 


6. (SBU) Inurritegui noted that large company-owned Peruvian 
fishing vessels (all members of his association) generally 

stay away from the disputed wedge 

specific information as to potential catches. However 

fishing characteristics are the same 

north of the 1954 line ) right up to which Peruvian boats do 
fish. Individually owned \"artesanal\" fishermen do stray from 
time to time into the waters Chile claims 

always been Chilean seizures of these boats. Inurritegui 

noted that one of the main purposes of the 1954 agreement was 
to institutionalize procedures for stray fishing boats found 

in waters claimed by each country 

inadequate position finding equipment -- both at the time of 

the 1954 agreement and today in the many artesanal small 
boats. Inurritegui said that he was unaware of any 

association members detained for fishing in the disputed 
waters. 


7. (SBU) Gustavo Navarro 

Ministry of Mines and Energy 

that the disputed wedge is not an area with expected 
potential for gas or oil exploration. No oil companies have 
expressed interest in signing contracts for exploration in 
this region. While the Mollendo hydrocarbon basin runs 
offshore from Arequipa southeast into the disputed area 
there have been few seismic surveys performed off the Tacna 
Department coast just north of the disputed areas; it may be 
worth exploring some day 

to suspect that the area is a rich prospect. 


8. (C) Despite the obvious economic importance of the 
disputed wedge 

wedge appears to remain political. Vice Minister of 
Fisheries Alfonso Miranda told DCM on October 19 that the 
southwesterly line is the normal way of demarcating sea 
boundaries used by the vast majority of sea borders 
worldwide. David Lemor 

includes fisheries) 

the disputed area is of great economic importance for the 
fish products industry 

sovereignty over what it sees as its natural border. MFA 
Director for North America Nestor Popolizio and his Chilean 
desk officer said the same thing to Econoff on November 8. 


9. (C) Popolizio also pointed out that Peru faces a similar 
issue with its Ecuador border 

fisheries. While the pending Peruvian legislation to set out 
its claimed maritime zone (Ref A) also includes the Ecuador 
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border 

of Ecuador 

the GOP\'s desire to ratify the UN Convention on the Law of 
the sea as an important motivator of its current legislative 
proposal to state its claim to the disputed wedge. 
Production Minister Lemor noted to Econoff that it was 
particularly important for Peru to formalize its claim to a 
200-mile jurisdiction 

to claim such a zone in the 1940Vs 

Ecuador. End Note.) 

STRUBLE 

STRUBLE 
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Commission" to draft a detailed party platform for the 2007 
presidential election and organize the competition for the 
party's presidential nomination to be decided by the vote of 
party members one year from now. Through the month-long 
process just ended 

127 

containable contending ambitions and factional differences. 
They did so in the conviction that 

would have little chance of winning the 2007 presidential 
election 

than a temporary agreement to put on a united front; party 
members and party leaders across the board seem to have come 
to the conclusion that uncontrolled dissension within the PS 
risks marginalizing the party 

alternating in power with the center-right. END SUMMARY. 


Centerpiece of Month-Long Decision Process 

2. The centerpiece of Socialist Party\'s (PS\'s) month-long 
organizational decision process was the party congress in the 
city of Le Mans over the week-end of November 18 - 20. 
National Secretary Francois Hollande and party number two 
Francois Rebsamen succeeded in brokering a text that brought 
aboard the party\'s two principal minority factions. One of 
these factions (about 20 percent of party members) consists 
of supporters of former Prime Minister Laurent Fabius and his 
bid for the party's presidential nomination; these party 
members 

Constitution last Spring. The other faction (about 25 

percent of party members) consists of supporters of the 
reform agenda of the New Socialist Party (NPS) 

particular presidential candidate. The majority faction 

(about 55 percent of party members) supports party leader 
Francois Hollande and the party establishment (in the 
establishment faction there are over a half-dozen would-be 
presidential candidates 

Minister Dominique Strauss-Kahn). Party by-laws call for a 
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party congress every three years; this is the first party 
congress since 1990 that has ended in across-the-board 
agreement by all party factions on a single policy sttatement 
--or 


Seventy-Fourth Socialist Party Congress 

3. Over the week-end of November 18 - 20 

participants 

militants gathered for the PS\'s 74th Party Congress -- and 

the final installment of the party\'s year-long celebration of 

its 100th birthday. (Note: The party was founded in 1905 -- 
with about 35 

Workers International (SFIO). End Note.) The party congress 
was held in the city of Le Mans 

the famed 24-hour automotive endurance race. The well-worn 
joke among congress attendees was that listening to three 

full days of party speakers was more grueling than anything 
that might take place on the race-track right next to the 

site of the congress. 


Preparing for the Congress 

4. On November 9 

127 

of five competing \"motions\" (see ref for November 9). The 
results of this vote 

and further elections in the party\'s 102 departmental 
\"federations\" (of \"sections\") determined the 614 delegates to 
the party congress in Le Mans. 


Business of the Congress 

5. These delegates 

into office 204 members of the party's National Council (the 
party\'s \"parliament\"); the 102 heads of the party\'s 
federations are automatically members of the council 

total of 306 council members. For the first time the party 
imposed its gender parity policy on itself; the council -- at 

least the 204 members elected by congress -- is made up of 
equal numbers of men and women. On the evening of November 
19 

night in a \"commission of synthesis" to arrive at an agreed 
text for party policy direction -- the V'synthesized motion" 

in the PS parlance. Once they had agreed to agree 

part of the deliberations of this caucus was the factional 
composition of the list of National Council members to be 
submitted to the vote of the congress delegates the following 
morning. The net result is a \"unified\" Vparty parliament 

with each faction represented commensurately with its showing 
in the vote by party members on November 9. 
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Post-Congress Decisions 

6. In the week following the congress 

again voted 

and new federation and section secretaries. (Comment: The 
PS\'s terminology is very revealing of its culture; for 

example 

French 

trusted but subordinate status -- those charged with 

faithfully recording and executing the decisions of others 

in this case 

results of the unity reached at the Le Mans Congress is that 
Francois Hollande was unopposed in his bid to remain party 
First Secretary. On November 25 the National Council elected 
54 members of the party\'s National Bureau (the party's 
Vexecutive branch\"); 18 additional National Bureau members 
were selected by the federation secretaries from among 
themselves. 


12-Member V'Presidential Commission V" 

7. On November 27 

and arduous political horse-trading with all the party\'s 
barons -- the members of the party's new 43-member 
Secretariat 


SIPDIS 

Hollande and the party announced the creation of an 
unprecedented 

to prepare a detailed party platform for 2007. (The literal 
translation of this commissions title is "The Commission on 
the Party\'s Project for 2007.) This commission consists of 
three leaders drawn from the NPS 

lieutenants 

Hollande and Rebsamen who are attached to it as a sort of 
commission secretariat). This group\'s ostensible mission is 
to draft a detailed platform for the party by May 2006. In 

fact 

presidential nomination -- trying to prevent the rivalries 
among party leaders from undermining the party's -- currently 
quite low -- credibility with the public at large. The 
document agreed to by all factions at the party congress 
establishes that the party's 2007 presidential nominee will 
be selected by vote of the party members in November 2006. 


Comment: Hollande\'s Triumph 

8. Playing on his strength 

party members -- who see him as a genuinely committed 
guarantor of decision processes that ultimately rest on their 
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votes -- Hollande (and Rebsamen) have managed to pull the 
party into one tent. This maximizes the probability of the 
party emerging with one single candidate for the 2007 
presidential election 

project to the French public that the center-left PS is a 
credible contender for normally alternating in power with the 
center-right (as in other major European democracies) drove 
the strategy of Hollande and Rebsamen. All in the party are 
well aware that unity is a necessary 

sufficient 


Fabius: the Other Big Winner 

9. In order to achieve party unity 

establishment accepted the return to the fold of black sheep 
Fabius 

party position by advocating VnoY to the proposed EU 
constitutional treaty. Resentment against Fabius -- for his 
allegedly cynical and opportunistic flaunting of party 
discipline -- still runs very strong among many party 
members. With his re-acceptance into the party fold at Le 
Mans and his membership in the Presidential Commission 
Fabius can now continue his quest for the party\'s 
presidential nomination with the credibility of a newly 
respectable 

support of 20 percent of party members; the members of the 
NPS faction of the party are as likely to sympathize with 
Fabius\' more \"traditional leftist\" stances as with the more 
Vsocial democratic\" stances of his establishment rivals 

as Strauss-Kahn. Among many party loyalists however 
contempt for Fabius remains palpable; from conversations on 
the margins of the party congress in Le Mans 

that many of these party mainstreamers would drop their party 
activism 


A Crowded Field 

10. The \"unified\" PS now turns its attention to what 
promises to be twelve months of internal political 
trench-fighting for the 2007 nomination. Hollande and 
Rebsamen believe that if the party manages this conflict in a 
transparent and democratic way 

party's credit in the estimation of the electorate come April 
2007. Even within the party establishment 

easy 

dissident Fabius and mainstreamer Strauss-Kahn are currently 
the front-runners for the nomination. Should either falter 
however 

Lang 

Royale 

Elizabeth Guigou 
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Minister Bernard Koucher (who declared his interest last 
week) 

Jospin -- would certainly be tempted to break out to head the 
pack. 


A Confusing 

11. PS party members are proud to characterize their 
organizationVs culture as one of V'debate and democracy. The 
month-long process that just ended with a unified party 
exhibited all the strengths and weaknesses of the PS\'s way of 
doing things. All decisions were taken or ratified by 

genuinely democratic vote of the party members or their duly 
elected representatives -- all in a long-established 

complex system rife with factional infighting 

intellectual disagreements 

choices 

process 

year from now 

to represent the PS in the 2007 presidential election. 


Goal is Normally Alternating in Power 

12. Hollande and Rebsamen believe that a unified party 
remains unified behind a single candidate in 2007 
absolutely essential if the PS is to remain the center of 
gravity of the center-left 

alternation in power between center-left and center-right 
that is the well-established norm in developed democracies. 
So far 

of a nearly unmanageably divided party. In so doing 
have fulfilled a necessary precondition for victory in 2007 
although it is not clear that even this will last. Even if 

it does last 

sufficient. END COMMENT. 

Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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decision right here at this table.\" Nogueira said the last 

two sentences were a direct quote of President BushVs words. 


3. (S) Nogueira added that 
Lula 
Secretary Rice. Nogueira told the Charge that Secretary Rice 
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SIPDIS 

had agreed to look into the matter and respond as soon as 
possible. Nogueira gave the Charge a copy of the non-paper 
in English 


4. (S) Nogueira told the Charge that 

financial concerns Brazil had about the possible cancellation 
of the Super Tucano sale 

option to buy the same 

mentioning Russia as an example. Brazil would not like to 
see Venezuela procure a plane from outside the hemisphere 
and is worried that the purchase of a more advanced plane 
from the Russians or others would cause an imbalance among 
the air forces of South America. Finally 

the sale were allowed to go forward 

Brazil later decided it to be no longer convenient to allow 
Chavez to deploy the aircraft 

ground the fleet by denying support and/or spare parts 

as the U.S. had done in the case of the Venezuelan F-16s. 


5. (S) Nogueira concluded by saying that the Foreign 

Ministry would be tasking the Brazilian Embassy in Washington 
with obtaining a reply to the non-paper that FM Amorim gave 
to Secretary Rice on November 6. He said instructions would 
be sent to the Embassy on November 29. 


6. (S) Text of the Non-Paper: 
Begin Text: 
Sale of Brazilian aircraft to Venezuela 


On Octoer 28 

signed a contract with the Venzuelan Air Force 

provides for the sale of 20 (twenty) Super Tucano airplanes 
for US$169.7 million. 


The deal was conluded only after U.S. parts suppliers (which 
account for roughly 50 percent of the aircraft compnents) 
provided written assurances that the U.S. Government had 
nothing against the sale. 


According to unofficial information received by EMBRAER 
Washington would be planning to review such decision. The 
cancellation of the deal wuld imply significant loss to 
EMBRAER. The Brazilian government would highly appreciate 
that the U.S. Government maintained its positiion on the 
transaction 

signing of the contract. 


It is worth recalling that the Supert-Tucano airplanes are 
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designed to provide operational support in domestic law 
enforcement missions 

trafficking and guerrilla combat 

of aircraft is also expected to accomplished in Colombia. 


End Text. 


Linehan 


2. (SBU) Kazakhstan\'s Ministry of Transportation remains at 
the center of the highly charged negotiations over the 
transfer of international flights to Astana. However 

GOK has backtracked from its demand to shift all flights to 
Astana by the end of September 2005 

succeeded in convincing Turkish Airways 

most of its Almaty flights 

Astana. Such Astana flights began in October. Following 
the unveiling of its proposal to force all international 
carriers to serve only Astana 

criticism from both the international and domestic business 
communities. 


3. (SBU) Moreover 

political leaders 

Almaty Mayor Imangali Tasmagambetov 

the GOK to shelve this plan 

tense negotiations between various European and Kazakhstani 
delegations continue 

out long term marketing plans for the region. As the GOK 
looks toward the near term future it has apparently decided 
that a pull back from its tough V'Astana landing-take it or 
leave!" position was in its best interest. For the time 

being at least 

remain centered in Almaty. 


4. (SBU) Dramatic efforts have gone into Astana\'s airport 
as part of the GOKVs plan for its new national capital. A 
$300 million upgrade 

International Cooperation 

international terminal in Astana in December 2004. Other 
improvements to the airport complex include runway surface 
and lighting to conform to ICAO standards for all-weather 
operation. The new 

designed to handle a flow of 750-800 passengers per hour 
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during peak periods and a total of 3 million passengers per 
year. 


5. (SBU) These extensive improvements were intended to 
prepare Astana airport to be the single port of entry for 
international flights to and from Kazakhstan. Yet almost 
from its grand opening 

with continuing problems 

soon fell behind schedule. This and the inability of 
national carrier Air Astana to finance the acquisition of 
additional planes have helped put this plan on hold. On 
November 17 

of Astana\'s airport 

this facility and to learn of upcoming developments. As 
Young reported 

airport 

dollars in upgrades. Young underscored that his mission was 
predicated on the forcing of international flights into 
Astana 

flights serving these captive passengers 

growth in spending by these passengers transiting this 
airport. However 


this scenario being played out anytime soon appears to be 
dim. 


6. (U) Many doubted that Air Astana would have been able to 
serve the captive market that would have been created had 
all international flights been transferred to Astana. Last 
October 

at a meeting chaired by Kazakhstani Prime Minister Danial 
Akhmetov 

Boeing 757s 

overnight. Paxton also promised that Air Astana would 
increase the number of flights between Astana and Almaty to 
up to eight per day. However 

planes for leasing 

additional aircraft 

have been put on hold. 


7. (SBU) Lloyd Paxton also had a vision of turning Astana 
into a global air and financial hub 

of Central Asia 

was to be the cornerstone of this dream. PaxtonVs plan was 
for Astana to become a central air hub 

flying in from around the world. While in Astana 
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visitors would spend time shopping 

Astana\'s attractions. It appears that BAE management 
apparently has a different vision 

departed from his position with Air Astana in Kazakhstan. 


8. (SBU) During a September 29th meeting between the ComOff 
and Air Astana\'s VP for Commercial 

Astana described its long term expansion plans 

predicated on leasing additional Boeing 757s and 737s to 
augment its existing fleet. Canliel outlined less ambitious 
plans to increase air service between the oilfield cities of 
Western Kazakhstan and Europe as well as adding an 
additional flight to Turkey. These proposals make economic 
sense and would most likely be profitable routes for the 
company. When specifically asked by the ComOff whether his 
company was considering leasing Airbuses 

categorically rule that out 

preference was to continue with Boeings 

the bulk of Air Astana\'s fleet. A final decision on the 

number and type of aircraft to be added is expected by the 
end of the year. 


9. (SBU) Important Star Alliance partner 

frustrated by the tough operating environment it faces in 
Kazakhstan. In late July 

delegation 

additional Lufthansa flights in Astana. In an early October 
meeting with ComOff 

Dirk Grossman reported on contentious negotiations between 
Germany and Kazakhstan. Grossman added that Lufthansa 
offered two weekly flights to Astana beginning in the autumn 
of 2005. But 

(i.e. 

Frankfurt and Kazakhstan. On this request 

refused to budge 

code-sharing arrangement 

2006 

be matched by an Astana flight. 


10. (SBU) The Germans have categorically rejected these 
demands 

call into question the continued economic viability of air 

service to Kazakhstan. More is at issue in Germany\'s case 

as Air Astana competes with Lufthansa on routes to Germany; 
and some small charter companies from both countries operate 
flights to and from Germany in the summer months. 
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11. (SBU) Tense negotiations between various European and 
Kazakhstani delegations continue 

attempt to iron-out long term marketing plans for the 

region 


to be played out. The British have interests on both sides 

of the issue 

the 49% owner of Air Astana and manages both the airline and 
the Astana airport. Nonetheless 

front often leading the European Commission approach to 
negotiations 

Kazakhstanis. At the same the possibility of the Dutch 

cutting a separate deal with the GOK (the Dutch airline 

KLM 

Astana) was forestalled since they preserved their cover by 
acceding to an EC-wide agreement on negotiating stance vis-- 
vis Kazakhstan. 


12. (SBU) During the Ambassador\'s meetings with the 
Minister of Transport 

also said that Air France and KLM had expressed interest in 
providing service to and from Atyrau. In reply the 
Ambassador underscored the importance of letting market 
forces play themselves out in determining which flights 
would best work. At the same time 

the possibility of reentering the Kazakhstani market (it 
pulled out of Kazakhstan in 2000 

the reason). Austria\'s Vienna-based ambassador to 
Kazakhstan and the GOK recently announced that Air Austria 
will offer service to Kazakhstan starting next year. 
Reportedly Arabian Airlines may also soon be offering 
service between Astana and the UAE. 


13. (SBU) Comment. Unexpectedly fierce Kazakhstani public 
and private sector criticism 

pressure from the foreign community 

the GOK to step back from the brink of trying to force all 
international flights to land in Astana. The inability of 

Air Astana to obtain additional planes to implement this 
ambitious plan may have sealed the fate of what was an anti- 
market forces proposal. For all of these reasons 

now seems to have adopted a far more flexible position on 
this issue. End Comment. 


14. (U) Minimize for Dushanbe considered. 


Column 3 


ORDWAY 


NNNN 


46243 
Junta leadership. 
JOHNSON 


46244 
Requirement for Full Enjoyment of Human Rights by All.\" 


6. (C) In general 

resolution based on its merits and Canada\'s perceived ability 
to influence or moderate the language and outcome. Canadian 
counterparts stressed that they were influential in 

moderating the language in some of the more controversial 
paragraphs in the recent V'Right to Food" resolution that 
passed in the Third Committee by a vote of 171 to 1 (the U.S. 
was the lone objector). Canada shares the U.S. objective of 
creating a strong Human Rights Council(HRC) in the UN system 
that would address human rights issues more effectively than 
the current Human Rights Commission. While flexible about 
the Council's membership 

idea of HRC candidates providing letters in support of their 
candidacies. 


A POLICY OF POLITICAL ENGAGEMENT 


7. (C) Canadian officials believe that Canada's policy of 
economic and political engagement with Cuba allows them to 
raise human rights and democracy issues more effectively with 
Cuban officials. Canada -- like the U.S. -- is mindful of 

future opportunities to influence the post-Castro Cuban 
transition to a democratic system and focuses on maintaining 
access to the full range of people in the political process. 


8. (C) Both the USG and GoC give high priority to outreach to 
Cuban dissidents 

privately with Cuban Government officials to protest 
crackdowns on dissidents 

statements. Out of concern for the safety of dissidents 
Canadian diplomats do not publicize meetings with them. They 
do not ask for permission to meet with dissidents 

they assume Cuban intelligence services know of most of these 
meetings. At the May civil society assembly held at a 

private location in Cuba 

attended as an observer to prevent interference from Cuban 
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officials 
away. 


9. (SBU) The policy of engagement also allows Canada to raise 
human rights in other venues. During Cuban Foreign Minister 
Filipe Perez Roque 

Affairs Minister Pettigrew raised human rights abuses in 

Cuba. Press reports highlighted that Canada pressed Cuba on 
its human rights record 

about three dissidents on hunger strike. The three 

dissidents in question ended their hunger strikes soon after 
the Foreign Minister 

proof that the two are directly linked 

that their pressure encouraged the Cuban government to 
address their concerns. 


10 (U) Canada also has a small bilateral aid program (3-5 

million USD a year)which includes some support for Oxfam work 
with NGOs 

periodic shipments of medicines and other essential needs 
items. (See www.acdi-cida.gc.ca/cidaweb for details.) 


9. (SBU) Local Cuba watchers have generally endorsed the 
GOC 

the Canadian Foundation for Latin America 

independent think tank that receives GOC funding 
corroborated much of what Foreign Affairs Canada officials 
told us about Canada 

dissidents. Faya 

where she observed the Canadian Embassy in action 
Canadian diplomats maintain consistent 

dissidents. &They know the organizations and their 

people 

publishes a newsletter and runs a series of Cuba programs 
designed to draw attention to human rights issues in Cuba and 
to encourage democratization. The group is currently working 
on a 2-year research initiative on governance and social 
justice in Cuba (in conjunction with the Florida 

International University Cuban Research Institute). 


RECOMMENDATION: CONTINUE TO SUSPEND TITLE III IMPLEMENTATI 
10. (C)Embassy Ottawa recommends that implementation of 

Section III of the Libertad Act continue to be suspended for 

Canada on grounds of national interest and further 

cooperation on transition to democracy in Cuba. In addition 

to the overall value of our close cooperation with Canada 

NATO ally 

in Afghanistan) and in Latin American democratic institutions 

and processes such as the OAS and Summit of the Americas 

Canada has given us effective support on Cuban human rights 
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issues in the UN Third Committee and in our efforts to forge 
a more effective human rights structure in the UN. Canada 
practices a cautious but consistent policy in Cuba of 
maintaining communications with key dissidents. 


11. (C)Canada has longstanding economic ties to Cuba; a 
decision to apply title III would not change the level of 
Canadian economic engagement. However 

new bilateral irritant at a time when we are looking for 
Canadian cooperation in other regions and areas ranging from 
earthquake relief to continuing military support in 

Afghanistan 

casualty during its current deployment. We believe that U.S. 
entry restrictions on key Canadian corporate officials under 
Title IV of the Libertad Act create a sufficient disincentive 

to Canadian investment in potentially expropriated properties 
and effectively underscore our opposition to such 

investments. (Comment: given the geography of Canada and the 
degree of bilateral economic 

integration 

logistical and social headache for a Canadian. End comment) 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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opposition movement is demanding) or a new President. 
Rather 

harder working 

can deliver on that demand. We urged Kibaki to be as 
inclusive as possible in forming a new cabinet. 


3.(C) Kibaki agreed with our characterization of the 

voters 

government that «would get down to work.8 Too many months 
had already been lost squabbling over political issues 

including a new constitution. Kibaki added that he wanted 

his new cabinet to be broadly based 

Orange Democratic Movement opponents would be cooperative. 
If &Orange8 ministers were included in the cabinet 

risk is that they would prove as divisive and disruptive as 

before 


4. (C) Throughout the cordial 40-minute conversation 
avoided any hint of specific personalities to be included in 
the new government. He was confident 
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won 

promising a &hard working8 government in which ministers 
concentrated on their portfolios rather than on partisan 
politics 

directions. 


5. (C) Comment. Other like-minded diplomats could have been 
included in the demarche 

lend a degree of intimacy to the discussion. Kibaki was 
accompanied only by policy adviser Stanley Murage and 
personal assistant Hyslop Ipu. 


6. (S/NF) In part 

reporting available to the US and UK (which was not shared 
with the other diplomats) that several prominent Kikuyu 
politicians had told Kibaki that his referendum defeat was 
due to the joint efforts of the UK and US governments and 
Kenya 

least one newspaper report has quoted former Justice and 
Constitutional Affairs Minister Murungi blaming NSIS for 
Vfailing to provide political intelligence8 and calling for 

the dismissal of NSIS director Boinett.) 


7. (C) If Kibaki believes this talk 

it during our discussion. His overall performance 

was not completely reassuring. Despite his generalized 
assurances about bringing new faces into the cabinet 
repeatedly passed up opportunities to indicate that he would 
dismiss ministers identified as corrupt (e.g. Transport 
Minister Murungaru) or incompetent (e.g. Foreign Minister 
Mwakwere) or as purveyors of the kind of bad 

political advice that led to the referendum debacle in the 
first place (e.g. Justice and Constitutional Affairs Minister 
Murungi). 


8. (C) The choice facing Kibaki is stark. He can clean 
house 

loud and clear. This would restore a good measure of 
Kibaki 

resume progress along the political and economic reform 
track. (He will need some help from the &Orange8 camp to 
do this. If he reaches out and is rebuffed by \"Orange\" 
politicians 

being Presidential.) Alternatively 

electorate by retaining the group of mostly Kikuyu insiders 
who have served him and the country so badly in recent 
months. Circling the wagons would keep rivals like Raila 
Odinga out of power (for now) but would almost certainly lead 
to increased official corruption and even less transparency 
and efficiency in government than before. Under this 
scenario 
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regard the Kibaki government as truly representative or 
responsive to their interests. 


9. (C) While the choice seems obvious 

apparent to Kibaki. Given opportunities in the past three 
years 

kinship over the uncertainties of outreach and coalition 
building. If he does so again 

atall. End Comment. 

BELLAMY 
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PRESS REPORTS CONFIRMED 


2. (C) TFG Prime Minster Gedi confirmed to Somalia Watcher 
November 25 press reports regarding his TFG faction\'s 
signing of a contract for coastal security services. TFG- 
Jowhar Minister of Fisheries Hassan Abshir Farah (from 
President Yusuf's Darood/Majerteen clan 

Minister of Water 

November 25 the marine security contract with Top Cat Marine 
Security 

based in New York 

reported a price tag of $50-55 million for the first phase 

of a two-year contract. Top Cat is to provide training for 

a new corps of Somali Coast Guards and special forces to 
monitor the 2 

five coastal security bases 

equipment 

vehicles and at least two helicopters. 


WHO ARE THOSE GUYS? 


3. (C) Top Cat Marine Security\'s rudimentary website gives 
little indication as to the companys capacity to fulfill a 
contract for coastal security. The only company executive 
name cited is that of Peter Casini 

leader of the Top Cat Marine Security team and its powerboat 
designer. The website information seems directed primarily 
at a boat purchaser market. The site states 

offers essential turnkey services 

training 

service. Backed by a core of highly skilled special 
operations personnel with first hand experience in law 
enforcement 

brings a level of expertise and training to its production 

and development that is unsurpassed by any of its 
competitors. The site states that the company provides 
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training in high-speed 

operations skills; basic maintenance and mechanical 
operations skills; navigation and handling; and evasive 
tactics and interdiction. Top CatVs Peter Casini is quoted 
in the Somali and international press as saying he will 
provide speedboats that are \"the worst nightmare for 
pirates 

mother ship off the Somali coast that is launching smaller 
craft to attack commercial vessels. V' 


4. (C) A \"Google\" Search of \"topcat marine" brings up links 
to web-logs (\"blogs\") that call into question the company\'s 
financial stability 

article in Kenya\'s Daily Nation newspaper reports that Top 
Cat Marine Security may have failed to meet its payroll in 
2004 

newspaper The Post and Courier dating from the period when 
Top Cat had been operating in that state. The Post and 
Courier article also reportedly tied Peter Casini to \"a 

string of failed business ventures and corporate 
bankruptcies. The Daily Nation newspaper quotes Casini 
regarding reports of financial difficulties 

the reports may refer to a different company 

firm V'Top Cat Design." The article goes on to quote Top Cat 
Marine Security\'s VP for public relations 

Johnson 

\"Top Cat remains financially secure and stable 

contracts around the world with some of the largest defense 
contractors. She also reportedly referred in the email to 

Mr. Casini as an employee and not the owner of the company. 


IS IT LEGAL? 


5. (C) Somali Watcher did not attend the November 25 
contract signing 

both (a) USG endorsement of the Jowhar faction of the TFG 
and (b) USG endorsement of the contract itself. 

Somalia Watcher met with PM Gedi on 25 November after the 
contract signing. Gedi confirmed the essentials of the 

press reports on the contract; declined to specify the 

funding sources that would pay the hefty sums involved; and 
admitted that the legal basis of the contract was somewhat 
shaky. He confirmed that such an arrangement committing 
government resources would normally require reference to a 
TFG budget duly approved by the parliament 

absence of either a budget or a sitting parliament 

might have some legal problems. He stressed nonetheless 
that the Jowhar-based members of the TFG are trying to do 
something about both illegal fishing operations and the 
rampant piracy in Somalia\'s economic exclusion area. 
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6. (C) Somalia Watcher requested that the PM authorize a 
briefing from the Top Cat officials who had signed the 

contact with the TFG-Jowhar. Gedi instructed Mohamed Ali 
Nur \"Americo\" 

Office of the Prime Minister in Nairobi 

happen. Somalia Watcher followed up with Nur on November 
28 

Nairobi the previous night. 


COMMENT: 


7. (C) The image of a private security firm of U.S. origins 
engaging in interdiction operations in the Indian Ocean in 

the near future is somewhat troubling. That said 

imagine how the signing of this contract can have any 
immediate impact on SomaliaVs coastal security 

high-speed patrol craft Top Cat Marine has promised are 
already in Somali waters and fully crewed. The considerable 
\"noise in the system V' regarding Top Cat\'s commercial and 
financial bona fides; the minimal information available on 

the firm; the lack of clarity as to the source of funding 

for a very expensive contractual obligation; and the 
extraordinary risk involved in entering into a commercial 
venture with the deeply divided TFG 

extremely questionable enterprise with potential impact on 
USG interests in the Horn of Africa. Lower Shabelle 
\"governor\" and Hawiye warlord Sheikh Yusuf Siad V'Indha Adde\" 
-- often labeled an Islamist extremist -- is quoted in the 

Somali press as saying VI warn the USA against interfering 

in Somali Waters.\" Post suggests Department seek additional 
information from both Top Cat Marine and other USG agencies. 
END COMENT. 
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on behalf of the Cuban cause. 
CABANISS 
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COMMENT 


8. Cany\'s assessment of VietnamVs financial sector mirrors the 
views of many other HCMC businesspeople. He did not pull any 
punches 

front row of the audience. His assessment of the draft 
Investment Law follows on the submission to the GVN of a letter 
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from the American 

that strongly criticizes the current draft of the law (reftel). 
WINNICK 
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inaugural address and in 2001 he fired his Youth and Sports 
Minister for corrupt practices. Ghana ranks 65 out of 159 
countries listed in Transparency International\'s 2005 
Corruption Perceptions Index. On the African continent 
Botswana 

have less corruption. In fact 

the best between the Sahara and the Kalahari. Its score is 
now the same as in 2000 

power in part on a pledge of zero tolerance for corruption. 


3. (C) Nonetheless 

perceived to be growing. Per ref b 

three major Ghanaian cities done by the Ghana Integrity 
Initiative (the local affiliate of Transparency 

International) 9296 of respondents considered corruption a 
serious problem in Ghana. During a November 15 World 
Bank-sponsored seminar on fighting corruption 

Ghanaian economist and Executive Director of the Center for 
Economic Policy Analysis Joe Abbey offered his list of the 
top ten most corrupt GOG institutions: the police 

Ministry of Education 

the civil service 

electricity company 

Immigration Service. 


4. (C) Ghanaians in the Gll study and a similar study by 

the Center for Democratic Development (CDD) 

July 2005 (ref a) 

the CDD survey 

increased between 2002 and 2005 for every public institution 
covered. The NEPAD African Peer Review report (which we have 
seen but has not yet been published) also finds that 

corruption is a growing problem and V'remains prevalent in all 
spheres of Ghana\". Over the past six years (including the 

last two years of former President Rawlings\' PNDC) 
Corruption Perception Index score has stagnated at the bottom 
third of the Transparency International list 

ranging between 3.3 and 3.9 (the 2005 score of 3.5 was a 
slight dip from 3.6 in 2004 and worse than the 3.9 score in 
2002). 


Column 3 

5. (C) Our contacts allege many examples of large-scale 
corruption 

(including Chief of Staff Kwado Mpiani) 

family 

on corrupt practices is almost impossible to obtain 

are some credible examples: 


Land Deals: In 2004 

Kasanga told former PolChief about an extensive practice in 
which GOG ministers 

associates of the President and other top officials are 

given 

Accra and regional capitals. After receiving title to the 
parcels 

estate market at enormous profits. Many other contacts have 
confirmed this practice. While government allocation of land 
to private persons is common and legal throughout Africa 

is also a type of cronyism used to build and sustain 

political power. 


Timber Concessions: Kasanga said he had canceled 42 timber 
concessions upon assuming office as Lands and Forestry 
Minister in 2001 because they were done by the previous 
government in violation of timber laws. In 2003 

Kasanga was transferred out of the Ministry 

were reallocated 

insiders 

was aware of these practices but left the details to 
subordinates in the Presidency. A Dutch diplomat recently 
told Poloff that when the Dutch pressed for greater 
transparency in timber leases 

the Deputy Minister of Finance instructing him to resist for 
Vnational security" reasons. 


Public Contracts: GII Director Batidam estimates that public 
procurement accounts for 70% of corruption in Ghana. 
According to the CEO of Ghana\'s Public Procurement Board 
of the $750 million channeled through the GOG\'s public 
procurement system in 2004 (i.e. $188 million) was lost due 

to \"mismanagement.\" GII studied Ghana Telecom procurement in 
depth and found 2.2 billion cedis ($244 

corruption in one contract alone. The editor of the Enquirer 
newspaper alleged to PolChief that the former Information 
Minister padded a Ghana Broadcasting Corporation contract by 
$6 million 

Minister Kwame Addo Kufuor 

enriched himself in the procurement of helicopters and South 
African arms 

The editor of a major daily told PolChief several companies 
offered $20 million in bribes to obtain contracts to build a 
stadium for the Confederation of African Football games in 
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Accra in 2008. The president 

said 

2005 

Kumasi was caught diverting 4.3 billion cedis (around 
$480 


The U.S. team of Ghana\'s new national air carrier 
International Airways (GIA) 

they could reduce the ill will of some members of the 
PresidentVs staff by awarding contracts to certain companies 
that had been affiliated with the now-defunct Ghana Airways 
specifically the French ground service provider Aviance. GIA 
managers speculate their first flight was delayed at least 

six months by their refusal to consider any such deals. 

Alcoa 

to build an integrated aluminum industry 

interlocutors asked for $3 million to fund an internal public 
relations campaign to promote the industry within the various 
ministries involved in the negotiations. When Alcoa 

officials asked for a line-item budget to justify the cost 

their interlocutors could not produce one. When GoG 
negotiators complained about not having personnel experienced 
enough to fully evaluate Alcoa\'s proposals 

list of consultants recognized industry-wide for their 
competence and offered to pay for any work contracted. GoG 
officials refused 

(all GOG officials) and asked that Alcoa pay them instead. 
Alcoa refused the proposal. 


Party Politics: According to the Ghana section of the 
National Democratic Institutes 2005 publication "Money and 
Politics V" 

because they have the opportunity to do so with impunity 
public officials are widely rumored to collect a 10 percent 

cut in exchange for awarding various government contracts. 
It is believed that those funds benefit both individuals and 
political parties." In a scandal currently dominating the 
news 

recordings of the ruling NPP party chairman discussing with 
the President and his officers how the presidency provides 
funds to the party (in bags of cash left in the trunk of the 
chairman\'s car) derived from kickbacks from government 
contracts. (Comment: PolChief has discussed this allegation 
with the author of the article and other journalists and 

finds the story credible. End Comment.) 

Shipping: Over/under invoicing 

duties and bond documents are commonplace at Ghana\'s ports 
and customs offices. Customs officials have reportedly 
established a color-coded system for suitcases of cash to 
ensure they get properly distributed. The Serious Fraud 
Office is investigating the NEPAD Minister\'s assistant for 
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misusing funds at the Free Trade Zone. Recent visits by US 
Customs and Border Protection and the Coast Guard to port 
airport 

to inspection areas and shoddy records. The Embassy has 
offered to fund an internal investigatory unit for Ghana\'s 
Customs 

claims it cannot find the funds for office space needed for 
the unit. CEPS officials responsible for investigating 
corruption have indicated confidentially to Poloffs that CEPS 
senior officials are not eager to establish a unit which 

would reduce corruption. 


The HIPC fund: The $200 million in funds made available 
annually through the Highly Indebted Poor Country Initiative 
(HIPC) are reportedly a source of significant corruption. 
Senior Minister Mensah (brother-in-law of the president) 
controls the HIPC funds 

GOG\'s patronage network. Deputy Minister of Finance and 
Economic Planning Akoto Osei recently admitted to reporters 
that he could not account for 27.6 billion cedis (just over 

$3 million) of HIPC funds dispersed through his Ministry in 
2004 

\"other.\" Accountability of HIPC funds should improve under 
the 2006 budget 

over the funds and improves transparency in their allocation. 


Education Sector: Assistant Director of the Serious Fraud 
Office A. Tetteh Mensah told Poloff that the Ministries of 

Health and Education have the greatest misallocation of funds 
in the GOG 

paid for but never built 

\"ghost\" employees on their payrolls. (In 2001 

of Finance reported that \"ghost names\" on public payroll 
alone cost the state an estimated $33 million -- 300 billion 
cedis -- in financial losses annually. The GOG has made some 
effort to address this but there is still not a functional 

system for tracking all GOG employees on the payroll.) In 

the Gll study 

second most corrupt government entity. On September 2 
police revealed that 200 million cedis ($22 

embezzled by a Ghana Education Service employee in Upper East 
Region. In October 

of Education 

contract for books without seeking the required prior 

approval from the Public Procurement Board. 


The Kufuor Hotel: In May 

Gizelle Yajzi claimed she had tapes proving that President 
Kufuor purchased a $3.5 million hotel near the presidency 
using his son as a front man. This case dominated media 
attention for weeks 
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interest and abuse of power. (The President has denied 
involvement in the deal.) 


The judiciary: Supreme Court Chief Justice Kingsely Acquah 
admitted to Ambassador Yates in her farewell call that 
judicial corruption is a \"big 

that police recently discovered a judicial clerk embezzling 
funds using duplicate stamps. In July 

charged two High Court judges with stealing 115 million cedis 


($13 


6. (C) While Ghana has good democratic credentials 

some serious governance challenges. We should not be 
surprised that corruption is prevalent and that there are top 
officials involved 

the root of the petty corruption are low public sector 

salaries 

for spreading patronage that will not be changed quickly. 
This is especially the case in a climate of relative impunity 

in which opportunistic corruption is tolerated. The 
dominance of the public sector 

donor funding (estimated at over $1.2 billion in grants and 
loans for 2006) 

corruption. With those around the President realizing that 

he cannot be returned to office in 2008 

opportunities for personal enrichment are relatively 
short-lived 

funds at lower levels 

continue at a high level. Ghana\'s free media has also gotten 
somewhat better at making us aware of corruption. While this 
has increasingly stirred public debate 

spurred the GOG to make a convincing effort to tackle 
corruption. We do not doubt that Ghana is among the best in 
sub-Saharan Africa in terms of corruption 

here as a very serious problem should be an indication of the 
long-term difficulties in bringing Western-style development 
in the near future. 
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political actors 

members 

gather Baathists in Sanaa as a first step in that dialogue. 
The President asked GEN Abizaid for information on Yemeni 
detainees in Iraq 

counter-terrorism cooperation. He also urged the USG to 
support the new government in Somalia and requested financial 
assistance to retain Yemen\'s liaison officers in Tampa and 
Djibouti. END SUMMARY 


2. (C) In a cordial atmosphere punctuated by an unexpected 
invitation to lunch 

that he had decided to accept U.S. offers of assistance in 
creating a system to keep track of weapons procured for the 
Yemeni Armed Forces. Referring to previous conversations 
between Embassy\'s Office of Military Cooperation and the 
Minister of Defense 

\"not one 

that the ROYG would look to the USG to provide funding for 
it. GEN Abizaid replied that keeping control of small 
arms/light weapons was important to improving the security 
not only of Yemen 

look for ways to support that common goal. 


3. (S) Saleh told the General that he had sent a message to 
President Bashar \"four or five days ago\" recommending that 
Bashar support a visit by the CENTCOM Commander. Saleh 
claimed that Bashar was now ready to cooperate with the USG 
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with regard to stopping the flow of fighters into Iraq 

had even begun building a barrier along the border 

need more U.S. assistance to enhance his efforts. \"We do not 
want to see a point of tension with Syria like in Iraq 

Saleh advised. GEN Abizaid promised that he and Ambassador 
would convey to their superiors in Washington Saleh\'s 
concerns and his recommendation for a visit to Damascus by 
the General. 


4. (C) The President praised CENTCOM\'s efforts to train 
equip and enable Iraqi units to take the lead on more 

security operations 

Coalition forces 

Iraq and Iragis should be responsible for providing security 
and taking the risks inherent in doing so. Saleh also hailed 
the news that all former Iraqi armed forces members below the 
rank of major would soon be allowed to re-join the military. 
GEN Abizaid said that was a decision that the Iraqi Minister 

of Defense had recently announced 

but that would not be implemented until after the December 15 
elections and the formation of a new government. 


5. (C) Saleh advised the General that only a \"full dialogue V 
with all of lraq\'s political forces 

members\" of the Baath party 

country. He offered to \"use our ties\" with the Baathists to 
bring a number of them to Sanaa for the first step in this 
dialogue. Saleh named former Prime Minister Ayad Alawi as a 
natural leader to conduct the dialogue 

Alawi will not do it unless he has permission from 

Washington. \"Power in Iraq is not with Zarqawi 

advised 


6. (C) GEN Abizaid agreed that the terrorists were rapidly 
losing support from the Iraqi population 

was interested in maintaining a dialogue with anyone except 
for al-Qaida and its associates. It was somewhat difficult 
however 

a dialogue. He said that \"many things that were not possible 
before will be possible\" after the December elections 

added that a national dialogue of the type Saleh was 
suggesting would be in the best interests of all Iraqis at 

that time. 


7.(S) Turning to other issues 

provide as much information as possible on Yemeni detainees 
in Iraq 

officials to visit the detainees. With more information -- 
particularly the detainees\' names -- he said 

authorities would be able to obtain more information from 

their families on the detainees and their associates still in 
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Yemen. Saleh said the ROYG collected what information it 
could from telephone monitoring 

killing of six Yemenis in Iraq 

through these methods came all too often after an incident 
had occurred. GEN Abizaid promised to provide what 
information he could on the detainees as soon as possible. 


8. (C) Asked about Yemen\'s cooperation with Saudi Arabia on 
counter-terrorism 

said the ROYG had passed information recently to the Saudis 
that was critical in foiling planned attacks in Mecca and 
Medina. Such cooperation is good \"not only for the SaudisV 
sake 

particularly impressed with the level of cooperation his 
officials were receiving from Saudi Assistant Minister of 
Interior Mohammed bin Naif. Saleh said he had also met with 
the newly named Ambassador to the United States 

al-Faisal 

use its influence with Saudi Arabia 

Gulf countries 

poverty that drives youth to extremism. 


9. (C) Saleh also said increased regional cooperation with 
the United States and Ethiopia was critical to bringing 
stability to Somalia. The three countries should do all they 
can to support the Yusufi government so that it can take 
action against terrorist elements. He said that Eritrean 
President Isaias Afwerki did not like the Yusufi government 
and was V'supporting any elements against it 

terrorists and insane people." GEN Abizaid agreed that the 
United States and Yemen needed to increase their cooperation 
to deny terrorists a safehaven anywhere 

Yemen or Iraq. 


10. (C) Reiterating points made in an earlier meeting with 

the Minister of Defense 

in providing health insurance and billeting to YemenVs 

liaison officers at CENTCOM headquarters in Tampa and at the 

CJTF-HOA headquarters in Djibouti. The General said he would 
ask his staff to research what support CENTCOM could provide 

to Yemen 

officers at these locations. 


11. (S) COMMENT: Saleh\'s report of improved CT cooperation 
with the Saudis confirms what we have heard elsewhere and 
provides a useful foundation for exploring opportunities for 

the USG to help in that regard. His offers to mediate with 
Bashar and Iraqi Baathists are well-meaning 

particularly useful right now in light of the pressure the 
international community is exerting on Bashar to cooperate 

with the UN investigation 
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dynamics in Iraq. We are very encouraged by the fact that 
Saleh has at last given the political green light needed to 
begin the implementation of a nationwide weapons inventory 
System. As the President made clear 

expecting the USG\'s financial and technical support for the 
creation of a system that we have been strongly advocating 
for some time. 


12. (U) GEN Abizaid has cleared this cable. 
KHOURY 
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States\' policy toward the Asia-Pacific region is 
transforming; it is changing from the 'congagementV 
strategy 

"tuning strategy that is aimed at adjusting America's role 
in the Asia-Pacific region. End summary. 


\"United StatesV Asia-Pacific Policy Under Adjustment" 


Lai I-chung 
Studies 
Times!" [circulation: 400 


\"The United States\' policy toward the Asia-Pacific area is 
under transformation! Such a development is related to the 
rise of China 

of South Korea 

United States\ composite national strength is incapable of 
sustaining its "unilateral" requests. Washington\'s entire 
Asia-Pacific policy has started to move from the 
"congagementV strategy which sees China as the main target 
toward a tuning strategy" that is aimed at adjusting its 
[America\'s] role in the Asia-Pacific region. . 


VFirst 

prior polarized “containment vs. engagementV view. The 
speech by the U.S. Deputy Secretary of State at Asia Society 
in late September showed that Washington hopes that China 
will become a ' stakeholder" that shares joint interests with 
the United States. This change of perception [by 
Washington] is related to its realization of ChinaVs 

powerful strength and the deep co-dependence between the two 
nations. As a result 

China\'s rise and the engagement [policy] that attempts to 
change China are neither viable. That is why Washington 
sought to persuade China to see which development direction 
would meet the common interests of both nations and [affirm 
to China] that it has no intention to [play a part] in 

Chinas "peaceful evolution.\' In the meantime 

has been re-organizing its cooperative relationships in the 
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Asia-Pacific region so that it can be ready in the event 

China confronts the United States; Washington also sought to 
restore its influence in Asia 

nibbled away by China. 


\"[Such a trend] explains why U.S. President George W. Bush 

in his speech [delivered in Kyoto] 

democracy and "encouraged" China to move toward democracy 
instead of "blaming\ it for not being democratic. Likewise 

it also explains why the United States is seeking to enhance 
security and cooperative relations with major Asian nations 

the United States! old allies in the region 

countries neighboring China all at the same time. . 


\"Judging from this perspective 

right ahead and challenge the United States\' domain of 
influence in the Taiwan Strait 

United States and China to co-manageV Taiwan. But if pro- 
China or pro-U.S. forces arise inside Taiwan . 
management will definitely occur under the request of 
strategic adjustment by the United States and China. V" 


PAAL 
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they don\'t feel the island is under mortal threat. They 
estimate if they can spur even five percent out of their 
lethargy and into voting booths on December 3 

election is theirs. With an election turnout at 65 percent 
they speculate 

more than 70 percent 

victory. 


3. (SBU) Circumspect KMT officials in Chiayi City revealed 
their own polls that show KMT candidate Huang Min-hui 15 
percent ahead of DPP candidate incumbent mayor Chen Li-zhen. 
The KMT claims the DPP is overly optimistic if they believe 
their polls showing Mayor Chen just three points behind 
Huang. DPP officials told AIT/K that polls are meaningless 
because the DPP is always behind in polls 

win elections. It is exactly this history of DPP success 

that keeps KMT officials nervous. Despite all the polls and 
word of mouth that place Huang in the lead 

officials believe that a DPP win still is possible. 


4. (SBU) DPP officials who previously hoped the scandal- 
ridden President Chen would skip Chiayi City are now 
comfortable with his 3 day presence (November 28 

December 1) and his message because the tone and timing are 
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just right to communicate a crisis. Chiayi City political 
observers note that incumbent mayor Chen is known widely as 
less than a stellar campaigner and desperately needs the 
PresidentVs help at this point. She does not like negative 
campaigning and her less than amiable persona has made it 
doubly hard for the DPP to package her against such a 
seasoned and likeable campaigner like the KMT\'s Huang. 
President Chen\'s willingness to raise his voice 

the KMT for its past and present 

with the potential loss of the island is just what Chiayi 

City deep-green voters need 

deep-green base out to vote. Interestingly 

green voters are not staying home just because they are 
disillusioned by recent DPP scandals. More importantly 

of the beleaguered deep-green independence leaders told 
AIT/K 

Chen\'s administration has not moved forward on promises of 
Taiwan independence. They perceive there is no one left to 
vote for who will move their agenda any closer to reality. 


5. (SBU) Although KMT campaigners in Chiayi City couldn\'t 
say if Chairman Ma 

Ying-jeou will be down to stand beside candidate Huang in 
the last days leading up to the election 

that being the V'opposition party" in Chiayi City offers them 
some extra votes. While most people see Chiayi City as the 
cradle of Taiwan\'s democracy 

Vcradle of opposition 

local attitude. Even without a visit by Chairman Ma 

are hoping to turn that sentiment to their advantage by 
pounding on the DPP\'s failure to deliver as a ruling party. 
However 

rather than as a KMT party faithful 

campaign messages to her campaign officials. Instead she is 
using her campaign hours to work her exceptionally strong 
grassroots base of voters who not only devotedly enjoy her 
time with them 

been delivering excellent services to constituents as a 
legislative yuan member. 


6. (SBU) AIT/K heard accusations of massive vote-buying 
from both sides in this mayoral race. The only thing they 
two sides had in common was the price of a vote 

going at NT 3 

seller agrees to vote for party candidates in the mayoral 
and city council elections. One TSU-aligned political 
observer told AIT/K a voter would have to hide this week to 
avoid being approached by a V'good friend" to secure his/her 
vote. Although vote buyers 

expect delivery on only 30 percent of purchases 

percent is critical in an election this close. Besides 
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said 

else 

there is a 30 percent cushion out there to shore them up. 


7. (SBU) Comment: There is no question that the Chiayi 
City's DPP has come back to life in the last few days before 
the election. While there is no guarantee the negative 
message they are pushing will mobilize traumatized deep- 
green voters 

can beat the KMT here in the heartland of the party. The 
planned three day visit of the President indicates just how 
nervous the DPP is about the significant damage a KMT win in 
Chiayi City could visit on its future prospects in Southern 
Taiwan. End comment. 


THIELE 


2. (SBU) Hsieh noted that the PFP is fielding four 

candidates in the December 3 elections: Keelung City 
Taichung City 

other 19 constituencies 

The PFP is focused mostly on the Keelung mayoral race 

which PFP candidate and current legislator Liu Wen-hsiung has 
the best chance of winning among all PFP candidates 
commented. 


3. (SBU) Hsieh expressed frustration over the lack of 

campaign coordination with the KMT. In the Keelung race 
example 

Hsieh claimed that although the PFP has shown good faith by 
trying to work with the KMT 

kind to PFP\'s overtures. Hsieh elaborated that PFP Chairman 
James Soong has campaigned for KMT candidates in seven races 
but no major KMT political figure has yet to campaign for a 

PFP candidate. 


4. (SBU) Hsieh further asserted that the Keelung race will 
be an V'important indicator" of his party\'s future 

that 

gauge his party's ability to stand on its own. He showed 
concern over his party's future 

increasing obsolescence in the political arena and declining 
public support are V'very big problems!" that require serious 
internal discussion. 


Media Dominated by Negative Campaigning 
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5. (SBU) Hsieh said that the Taiwan media is portraying the 
election as a fight between the DPP and KMT 

adequate media coverage 

highlighting its policies. Hsieh feels that negative 

campaigning has dominated media coverage of Taiwan elections 
during the past 10 years 

campaigning started with the Chen Che-nan and Kaohsiung Rapid 
Transit Corp (KRTC) scandal. 


6. (SBU) Hsieh believes that the DPP has now taken the 
offensive 

issue of 18% interest rates on civil servants\ pension 
savings. Hsieh asserted that 

(government employees 

traditionally do not vote for the DPP 

lose. Rather 

farmers who have not been able to receive pensions because 
the high interest rate leaves no money for them. 


Arms Procurement Policy Unchanged 

7. (SBU) Hsieh explained that the PFP\'s policy on arms 
procurement has not changed: the special budgets price tag 
is too high 

of the legislative proceedings. Hsieh at one point suggested 
that there may be room for discussion if the price tag comes 
down and the DPP takes appropriate procedural steps in the 
legislature. However 

States is sticking to its 'one China\" policy and no 
independence means no war across the Strait 

no need for additional procurement at this time. 


Comment: Party in Decline 

8. (C) Hsieh\'s comments reflect the common party line 
especially on the arms procurement issue 

at the party\'s weakness and lack of direction 

what he considers a form of betrayal by the KMT 
throughout the discussion. In contrast to the bustling 
activity in the DPP and KMT headquarters 

to observe the silence in the PFP headquarters 
considering the upcoming elections 

indicator of a party clearly in decline. 

Bio Note 

9. (SBU) Hsieh was a reporter for the United Daily News 
before joining the People First Party as its spokesman in 
2000. He showed his own political ambitions when he tried to 
run for the legislature a few years ago. He ended up 
aborting his election bid because his party supported a 
different candidate 
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party in anger before James Soong convinced him to return. 
Hsieh had previously studied for a PhD in Sociology at Temple 
University in the United States from 1974-1978 

returned to Taiwan before finishing his degree. 
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gathering other information to the prejudice of the 
Belarusian interests at the order of a foreign intelligence 
service.V Dr. Lez was sentenced to seven years 
imprisonment 

September 2001. As the head of the international 
cooperation at the Belarusian Military Academy in the mid 
1990\'s 

Minsk with establishing a home-stay program for visiting 
U.S. military officers assigned to the Marshall Center. 

Mr. Fedulov eventually went to the Marshall Center in 1999 
and visited numerous times afterwards as a guest speaker 
with Dr. Lez 

facilitator. The DATT also cited Mr. Fedulov\'s current 
work within the Belarusian Academy of Sciences 

institution that the DATT suspected of involvement in 
weapons development and technology proliferation. In one 
conversation between the two 

job was to integrate technology with NATO technology 

the DATT interpreted as exploiting western technology. The 
ConOff also had concerns about technology transfer and held 
Mr. Fedulov\'s application under 221(g) pending further 
information. 


4. (S) On May 24 

Section inquiring about his visa. The ConOff continued the 
221(g) status. Although Mr. Fedulov personally knew the 
DATT from the Marshall Center 

requested his assistance with his visa. When DATT and 
ConOff departed post this summer 

ConOff and DATT 


5. (S) On November 22 

Section again 

group MSG-024 and the Interservice/Industry Training 
Simulation and Education Conference in Florida from 
November 28 to December 2. The present DATT provided 
reftel as explanation of the 

intelligence/counterintelligence concerns of the previous 
DATT. 


6. (U) ConOff interviewed Mr. Fedulov on November 25 to 
gain an update for this advisory opinion. Mr. Fedulov 

again requested a multiple entry B1/B2 visa and provided a 
number of documents. These documents include the cover 
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page of the minutes of the 3rd Meeting of the Exploratory 

Team MSG-ET-017 as well as the ET-017 Contact List. [Note: 
The MSG covered modeling and simulation for Civil Emergency 
Planning in the context of Defense Against Terrorism.] 

All documents have been scanned into his November NIV 
application file. He included the following travel 

timeline: 


11/28/05 - 12/2/05: Business: NATO Modeling and Simulation 
Group meeting (MSG-024). Orlando 
JMO 


After 12/27/2005: Private: to his son in the U.S. for the 
birth of his first grandchild 


2006 (dates TBD): Business: NATO Modeling and Simulation 
Group meeting (ET-017/MSG-049). Leon Armour 


Applicant Background 


7. (U) Full name: Yuri Nikolaevich Fedulov. 
Alternative spelling: Yuriy Nikolayevich Fedulov. 


DOB: 08-APR-1948 
POB: Minsk 


Wife\'s Name: Natallia Petrovna Fedulova (maiden name: 
Pasko) 


Relatives in the U.S.: 

Son -- Igor Fedulov 

phone: 312-894-6925 

Brother-in-Law -- Victor Pasko 

Engineering at Pennsylvania State University 
Contact phone: 814-865-3467 


Previous Travel to the U.S.: 
OCT-1999: A2 


10-SEP-2002: B1 

To: IIFWP Special Convocation 
Occupation at the time: Inspector 
Inspection Commission 


06-NOV-2003: B1/B2 
To: Conference 
Occupation: Senior Researcher 
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manner in the Hariri assassination. Berri was convinced that 
a Vsecret dealV involving Syria 

been reached 

Syria\'s last minute agreement with Detlev Mehlis. Finally 
Berri confided that in a meeting held last week 

Lebanese Forces leader Samir Ja\'ja and Druse leader Walid 
Jumblatt agreed not to pursue for now the ouster of President 
Emile Lahoud. End summary. 


2. (U) Speaker of Parliament and leader of the Amal Shia 
movement 

November 28 at BerriVs residence in West Beirut. He 
acknowledged the Embassy" invitation to meet with CODEL 
Hagel on December 3 and said he looked forward to discussing 
issues with them. 


HIZBALLAH\'S RATIONALIZATION 


3. (C) In response to a question regarding Hizballah\'s 
motivation for its November 21 aggression against Israeli 
positions 

frustration and launched into a protracted (and possibly 
rehearsed) explanation that struck us as more half-hearted 
than usual. He reviewed for the Ambassador a list of recent 
Israeli \"provocations\" -- IDF naval activity close offshore 
Sidon; high-level 

and south Lebanon; extended artillery firing close to the 

Blue Line; and low-altitude supersonic flights -- all of 

which he felt gave Hizballah an \"excuse\" to retaliate 

order to prove they were not \"weak.\" Hizballah leader Hassan 
Nasrallah made his point on November 25. But Berri did 
acknowledge there was a considerable difference between the 
non-lethal nature of recent Israeli activity compared to 
Hizballah\'s pre-meditated 

Speaker expressed a not so subtle fear of Hizballah\'s real 
intentions 

face of such power. Berri implied that if he could show that 
Hizballah\'s actions were not justified 

against their destabilizing effect. (Note: Playing a 

surprising and refreshingly constructive role 

assist the Embassy and the Siniora government in dampening 
tensions during last weekVs events by acting as an 
intermediary with Hizballah. But it is clear he fears 

stepping beyond that role 

aggressive Hizballah policies in Lebanon. End note.) 
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4. (C) Because of the stakes involved 

insisted he was now trying to work more cooperatively with 
Prime Minister Siniora and his government. In fact 

he had just concluded an agreement with the United Arab 
Emirates to supply heating fuel to Lebanon to help ease 
public demand for lower energy costs. This USD 55 million 
transaction will help blunt criticism of the Siniora 
government that it is heedless of the needs of ordinary 
citizens. The ever-calculating Berri implied he will be 
cooperative whenever political realities permit. 


STILL GRUMPY ABOUT V'MR. X 
NEVERTHELESS TO SUPPORT UNIIIC EXTENSION 


5. (C) Concerning UNIIIC and greater cooperation among 
Lebanon\'s moderate political forces 

his confidant MP Ali Hassan Khalil 

Walid Jumblatt 

extension of the UNIIICYs mandate in Lebanon 

the establishment of an international tribunal to prosecute 
those accused in the investigation. He indicated he would 
support these positions 

contempt for the investigative V'sons of bitches who don\'t 
understand the warm relationship that existed between himself 
and Rafiq Hariri\" before the latter was assassinated. He 
described a complicated and continuing UNIIIC sub-inquiry 
into the now-infamous \"Mr. X\" wiretap 

set up by Syrian Military Intelligence chief in Lebanon 
Rustom Ghazaleh 

was somehow being implicated in the crime. As he has on 
previous occasions 

and said he welcomed the truth. To demonstrate his 
commitment 

declaring his support for the UNIIIC extension. As for the 
content of the "Mr. XV" wiretap 

convinced Ghazaleh had tapped the call with the intention of 
sharing its content with Hariri 

Lebanese politicians divided. At the time of the V'Mr. X\" 
phone call 

Jumblatt 


BUILDING COALITION TO WITHSTAND 
HIZBALLAH-INDUCED PRESSURE 


6. (C) In response to an inquiry as to why Hizballah was 
not criticized as a Vforeign agent\" when it was clear they 
received both funds and direction from Syria and Iran 

fell back on history. He implied that when Hizballah 
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strategically claimed the mantle of the \"resistance\" in 
opposing Israel 

amount of immunity from such criticism. He said that you had 
to go back to 1948 and 1982 to appreciate the position they 
now hold. But Berri did admit the situation with Hizballah 

was now becoming untenable and had to be constrained. The 
Speaker explained that he was working more closely with 
several factions -- Saad Hariri 

the various Maronite leaders -- to create a coalition strong 
enough to deal with Hizballah. He stated that even Jumblatt 
was planning to meet with Michel Aoun to shore up relations. 


AMAL TO SPLIT FROM HIZBALLAH 
IN POTENTIAL BY-ELECTION? 


7. (C) In discussing the potential Jumblatt-Aoun 
rapprochement 

quite ill and might vacate his seat. Deciding who to back in 
a by-election might be the vehicle by which to build a 
Jumblatt-Aoun reconciliation 

would still back JumblattVs list (in the mixed 
Shia-Druse-Christian election district) but that Hizballah 
would not. (Note: This is the first time Berri has 

indicated to us that he might take Amal in a different 
direction than Hizballah 


BETTER THAT HIZBALLAH 
REMAIN INSIDE THE TENT 


8. (C) Asked by the Ambassador about the possibility of a 
united front isolating Hizballah 

believes it is in the country\'s best interests to keep 
Hizballah engaged in the government. He explained how he 
worked quickly after Hizballah\'s walkout from the Cabinet 
meeting on November 10 to limit the damage to Siniora\'s 
government. Berri said he had heard about the incident and 
rushed to convince the other three Hizballah-associated 
Ministers to state that their action was based merely on 
\"administrative\" concerns 

complete transcript of Bashar Assad\'s November 10 speech as 
it was then being discussed later that same day in the 
Cabinet. In describing this and other political maneuvers 
Speaker Berri argued that it 

along 


POSTPONING LAHOUD\'S REMOVAL 
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9. (C) With regard to the president 

despite the diplomatic gestures expressed by the U.S. and the 
EU 

parade reviewing stand on Independence Day was good for the 
country. He confirmed other reports that Walid Jumblatt had 
just met with LF leader Samir Ja\'ja 

agreed to postpone for the time being any effort to force 
President Lahoud from office. The reason 

concurred 

would make Hizballah anxious and that much more difficult to 
control. And in the unique world of Lebanese politics 

Lahoud\'s removal could also push Michel Aoun into a deal with 
Hizballah. 


ALLEGATIONS OF U.S.-SYRIAN DEAL 


10. (C) The discussion closed with Berri pressing for an 
explanation of Syria\'s November 25 agreement with UNIIIC 
investigator Detlev Mehlis. V'There must be a deal among the 
U.S. 

Votherwise 

the answer he was apparently looking for 

closed by promising to work in cooperation with the country\'s 
other moderate elements. 


COMMENT 


11. (C) Probably no single event over the past six months 
disappointed reform-minded Lebanese more than Nabih BerriVs 
re-election as Speaker of the Parliament. As we have 
reported earlier 

was in essence a V'confessional veto!" -- the Hizballah-Amal 
monolith only permitted one Shia candidate 

Speaker post that is always reserved for a Shia. While 
Sunni 

have voted in someone else 

the Shia community as represented by Amal and Hizballah. 
Now 

Lebanese if he would begin to distance himself from 
Hizballah 

represent all of LebanonVs Shia. It would be easier for the 
rest of Lebanon to confront Hizballah if that confrontation 
was not perceived to be a confessionally-driven campaign. 
Berri is the key to the success of that approach. What Berri 
told the Ambassador and Poloff in this meeting was more 
encouraging than Berri\'s usual statements 

acknowledged distance between his own views and those of 
Hizballah. But we should not kid ourselves: Berri is a 
survivor and the head of a movement that now has now been 
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largely subsumed into Hizballah. While we are convinced that 
he personally detests Hizballah 

a fence-sitter: he is constantly calculating whether his 

political prospects are brighter with Hizballah or with 

Hariri et al. 
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In meetings with the Ambassador over the past year 
President and Minister of Defense separately voiced concern 
about corruption allegations and affirmed their commitment to 
good governance 

remarks. On November 14 

Minister at an anti-corruption conference 

said VI reaffirm my governments zero tolerance for 
corruption 

class 

accept the challenges so that we can collectively win the 
war\". He pointed out that the GOG has signed the UN 
Convention Against Corruption and plans to submit to 
parliament the African Union Convention on Preventing and 
Combating Corruption. 


3. (U) The GOG has several anti-corruption institutions: 


CHRAJ: The 1992 constitution mandated the establishment of 
the Commission on Human Rights and Administrative Justice 
(CHRAJ) to investigate all allegations of corruption and 
misappropriated public funds 

CHRAJ also has a mandate as a human rights commission and 
ombudsman. 


The Police: The Criminal Investigations Division (CID) of 

the Ghana Police engages in fighting corruption and economic 
crime. On June 27 

Intelligence and Professional Standards Bureau (PIPS) 
investigate public complaints and alleged malfeasance by 
police. 


SFO: The Serious Fraud Office (SFO) 

Justice 

offenses involving serious financial loss to the state. It 
has expertise in detecting certain kinds of corruption and 
economic crime (such as procurement fraud). 
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Office of Accountability: In 2003 

established this office within the presidency aimed at 
preventing corruption by political appointees in government 
and reinforcing a culture of transparency and good 
governance. 


4. (C) These institutions have had some success. In 2004 
the Serious Fraud Office (SFO) investigated 83 cases 
involving appropriation of state assets by public officials 

tax evasion and procurement or contract fraud. This was 
markedly down from 117 investigations in 2003. Acting 
Executive Director T.A. Codjoe attributed this drop to 
declining resources. In the majority of these cases 

either found no wrongdoing or is continuing to investigate. 
The official said the SFO is unlikely to bring down any top 
officials who condone 

corruption because his agency receives signals to cool such 
politically sensitive investigations 

officials operate through underlings to cover their tracks. 


5. (C) CHRAJ is working on a Conflict of Interest Regulation 
as mandated by the constitution and plans to implement a new 
electronic case management system for corruption 
investigations. CHRAJ is aided by oversight from the 
Accountant General 

Attorney General 

has trained 10 

Auditor General has quickly moved to improve the performance 
of his office 

created a new Ministry of Public Sector Reform. In July 2005 
the Commissioner of Value Added Taxation fired a senior 
official for accepting a $30 

company. The Ghana Education Service has set up task forces 
to investigate reports of massive misappropriation of funds. 


6. (C) Nonetheless 

are under funded 

will. While they operate with some independence 

also subject to political influence. For example 

President appoints all SFO Board members. The Director of 
the Auditor General 

that the AG\'s independence is V'a gray area\". The Accountant 
General rep noted that some public entities are outside the 
purview of their organization. CHRAJ is run by an Acting 
Commissioner who has limited powers and can be easily fired 
by the President. The budgets of CHRAJ 

and the Accountant General were cut by 40-5096 last year 
during a time of economic and budget growth. Coordination 
between GOG anti-corruption agencies and other government 
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entities is poor. There is also some confusion about the 
mandates and roles of CHRAJ and SFO in fighting corruption. 


7. (C) Ghana\'s constitution and the 1998 Declaration of 
Assets and Disqualification Act require many public officials 
to declare their assets to the Auditor-General. However 
Auditor General interprets the law as barring him from 
opening declarations except when compelled by formal 
investigation. Neither the Auditor General nor CHRAJ have 
the power to verify the accuracy of the declarations. 


8. (C) In 2003 

Administration Act 

Public Procurement Act to strengthen the anti-corruption 
regime. Most observers believe that while these laws are 
generally adequate 

According to a recent analysis by The Ghana Integrity 
Initiative (the local chapter of Transparency International) 
the Public Procurement law is overly vague 

national procurements. It is limited to small tenders 

to establish auditing and oversight bodies as well as a legal 
definition of what constitutes bribery 

constraints on sole sourcing. The Public Procurement Board 
is weak 

although it claims to have increased the transparency in 
public tender advertisements. 


9. (C) Chief Justice Kingsley Acquah has been very 
outspoken against corruption 

He published the judiciary\'s first-ever annual report in 
2004 

transparency in the courts through automation 

commercial court and Fast Track courts 

magistrate courts. The 2005 annual report focuses on the 
Supreme Court 

expansion of the Court Inspectorate and Public Complaints 
Unit 

corruption in June 2004-June 2005. Despite this activism 
corruption in the judiciary is tolerated. Acquah has at 
times failed to show firm resolve against suspected corrupt 
judges and others in the judiciary 

the Law School 

importation. 
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10. (U) Ghanaian civil society is vocal about corruption. 

The SFO and CHRAJ are members of the Ghana Anti-Corruption 
Coalition (GACC) 

dedicated to fighting corruption through public advocacy and 
advocacy for legal reforms. The Coalition continues to press 
for passage of long-pending Whistleblower\'s and Freedom of 
Information laws 

Public Procurement Act and other 2003 anti-corruption 
legislation. (The Whistleblower bill is expected to pass in 

this session of parliament.) The Institute of Chartered 
Accountants 

religious leaders have also been outspoken in criticizing 
corruption. 


11. (C) The Kufuor administrations early decision to 
remove the criminal libel law (although there is still a 

civil libel law) has helped foster a lively media 

reports almost daily on alleged corruption. NGO and media 
contacts tell Emboffs they generally feel free to probe and 
report on corruption allegations without political 

interference. However 

pressure to suppress stories about corruption. The editor of 
the Enquirer 

high level corruption 

has faced serious pressure from the president and his staff 
to back off of corruption stories 

investigation of the Confederation of African Football 
stadium deal (which implicates the GOG in accepting bribes 
from the Chinese) and the presidency\'s alleged use of 
procurement kickbacks to fund the ruling party. He showed 
polchief pictures of a recent attack on his car that 

shattered a window. He said his landlord is being pressured 
to evict him 

funding to his newspaper 


12. (C) In 2004 

cartoon campaign through our Democracy and Human Rights Fund. 
We also used INL funds to provide computers to an Internal 
Monitoring Unit in the police and we gave limited support to 
anti-corruption efforts in Customs. A significant step in 

the right direction is USAID/Ghana 

Anti-corruption Reform Program 
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phase but is examining ways to support the Auditor General 
office 

public sector reform 


13. (C) We can do more. Corruption impacts all of our MPP 
goals in Ghana and merits significant Mission focus over the 
coming year. Post has made it a priority to raise corruption 
issues in meetings with GOG officials and in public remarks 
(as the Ambassador did several weeks ago at the November 7 
Consultative Group meeting.) We will work with Ghanaian 
businesses and professional associations to strengthen their 
understanding of the economic costs of corruption 

ability to advocate for change on this issue. (Private 
companies 

the issue both publicly and privately because they are 

heavily dependent on government business.) 


14. (C) We will also press the IMF 

donors here to insist on greater controls and transparency in 
their transactions with the GOG. Ghana is rewarded heavily 
for good governance with debt relief and significant 
increases in donor funds 

that donors do not perceive corruption to be a problem. We 
will look for ways to better leverage donor funding 

(including the MCA funds) to help combat corruption 
conditionality 

components. 


15. (C) We will work with Washington to identify funding to 
support anti-corruption NGOs in Ghana 

doing good work but are woefully under-resourced. Our efforts 
should focus on strengthening institutions and the 
implementation of existing governance laws. We will also 
work to raise public awareness of corruption 

donor accountability 

transparency in government transactions. We should 
reinforce positive steps from the government and those within 
the GOG -- such as the Chief Justice and the Minister of 
Finance -- who seem committed to fighting corruption. 


16. (C) This is a critical time to press the GOG on the 
corruption issue. Ghana has a real chance to develop into a 
middle-income nation 

cocoa prices 

flow of donor funds. Corruption in Ghana is not yet 
regime-threatening or on a Nigeria scale. However 
commending Ghana\'s economic and political successes 
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should also register our growing concern that corruption 

could undermine economic development 

democratic development and Ghanavs international reputation. 


17. (C) The government seems to be slowly waking up to this 
concern 

Anna Bossman 

VWould anyone take Ghana seriously as we take up our seat on 
the Security Council 

AU if we are perceived by the world to be so notoriously and 
irredeemably corrupt?\" Recent press coverage suggests the 
GOG has become more aggressive about combating corruption at 
low levels. Ghana has adequate anti-corruption laws and 
committed individuals in its anti-corruption institutions 

but their resources are small in comparison to the problem. 


18.(C) As Bossman and the Chief Justice have publicly stated 
in recent conferences 

lack of political will to tackle corruption. The GOG\'s 

failure to sufficiently fund anti-corruption institutions 

its reluctance to engage (or listen to) donors on corruption 
issues 

damaged its credibility. President Kufuor retained three 
ministers in his second term who were held up during 
parliamentary vetting because of corruption allegations. He 
was slow in responding to reports of his inappropriate 
involvement in the hotel purchase. The GOG has not responded 
to opposition claims of widespread corruption involving HIPC 
funds. All of this has the potential to hurt the ruling NPP 
party's chances in the 2008 national elections 

the long-standing complacency about corruption in Ghana 
whatever the political leadership. End comment. 
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greater understanding" of the Middle East 

any concrete results. The GOS has offered to provide some 
personnel training for Palestinian Authority officials 

details are still being worked out 

29 

institutes in Qatar and Jordan to teach public administration 
and vocational skills.) Singapore\'s Free Trade Agreement 
(FTA) with Kuwait is stalled while Kuwait seeks approval from 
the Gulf Cooperation Council to move forward with the 
bilateral deal 

visit 

Singapore November 24 to 27 

visitor since 1993. 
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not a security alliance 

strategy in this it is an obstacle for European Defense. \" 
Helene Luc 

should look at things honestly. NATO represents the 

American dominance of European defense. Their comments 
represent an example of one French mindset. 


2. Given these types of French apprehensions 

takes full advantage of NATO tours for select participants 
to broaden their knowledge of defense issues. The Public 
Affairs Section recently arranged for a NATO tour for 
emerging political leaders 

and their tour highlighted NATO and European defense as 
compatible 

Command headquarters brought home that NATO is first and 
foremost a military alliance as opposed to a political 
organization. The French participants 

on Foreign Affairs and Defense Committees at the French 
Senate and National Assembly selected by Embassy Paris 
praised the tour for deepening their understanding of NATO 
the role of the Joint Force Command 

collective defense to meet the challenges of the 21st 
century. End Introduction and Summary. 


DAY ONE 


3. NATO headquarters: USNATOVs Deputy Chief of Mission 
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John Koening 

of both the U.S.Vs role in NATO and France\'s contributions 
to the Alliance. He stressed that France and the United 
States share the same vision for the strategic development 
of NATO 

like to see greater French participation in the Training 
Mission in ar-Rustamiyah. The DCM detailed U.S. involvement 
in various peacekeeping missions 

the Sudan. He outlined how NATO coordinates humanitarian 
efforts and gave the example of the strategic air bridge to 
Pakistan that assisted the victims of the devastating 
earthquake earlier that month. 


4. The French Ambassador to NATO 

accompanied by his deputy welcomed the group to the French 
Mission to NATO. Ambassador Duque began the briefing with a 
history of France\'s involvement in NATO and the withdrawal 
from NATO\'s integrated military structure in 1966. He 
underscored that the fact that France does not belong to 

the integrated military structure is no longer an issue for 
France or for its allies 

ability to fully cooperate in NATO operations. The 
Ambassador described NATO as an \"instrument of 
stabilization\" and touched on NATO transformation 

he said he finds V'mysterious 

in the interest of France to promote greater 

interoperability. Ambassador Duque touched on the 
\"ambiguous attitude\" of the U.S. with regard to the EU 
saying that the U.S. wants a strong Europe 

the Alliance. NATO 

presence in Europe and an independent European defense 
would undermine this. The newest members to NATO are 
according to Ambassador Duque 

European defense because they are intent on maintaining 
their strategic alliance with the U.S. and are generally 

wary of the EU. Finally 

as present as it once was in NATO because today it is 
looking for more flexibility with the various ad hoc 

coalitions it has established in Afghanistan or Iraq for 
example. 


5. The Counselor for the Portuguese Delegation to NATO 
Andre Melo Bandeira 

Mediterranean Dialogue and the Istanbul Cooperative 

Initiative that was very well received. Mr. Bandeira 

discussed the Broader Middle East Initiative emphasizing 

the difficulty in determining the boundaries of the Broader 
Middle East. He also spoke about Turkey\'s membership bid to 
the EU and again of the difficulty in defining the 

political and geographical boundaries of Europe. This 

briefing was followed by a discussion on NATO in 
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Afghanistan and the challenges facing NATO in that region. 
This discussion was led by Colonel Andrew Budd of the 
Strategic Policy and Concepts Branch of the NATO 
International Military Committee. In a frank presentation 

of the situation in Afghanistan 

lack of planning ahead on the part of NATO and SHAPE in 
Afghanistan. He said that this lack of vision is 

responsible for the problems that ISAF has experienced 
since 2004 and added that the massive sending of troops to 
the region was not the right solution. The fact that NATO 
commits to operations such as the ISAF mission in 
Afghanistan without sufficient attention to the V'end state V" 
is NATO\'s principal weakness 

described the logistical problems that slow down both the 
reconstruction of the country as well as its stabilization. 

He explained the purpose of the Provincial Reconstruction 
Teams (PRTs) that are made up of military and civilian 
personnel and sent to remote regions to extend the 
authority of the Afghan central government 

enhance security 

reconstruction operations. He warned 

dangers that the PRTs face 

of local warlords. 


6. The working lunch was an occasion to discuss NATO-EU 
relations. Overall 

and the U.S. are more aligned than separate and that NATO 
and the EU generally speak with one voice. The briefing 

after lunch continued the discussion on NATO and the EU 
with a debate on the adaptability of the Berlin Plus 

agreement and whether or not Berlin Plus is the best way 

for the EU and NATO to work together. The example of Darfur 
was put forth as an instance where Berlin Plus does not 

work. The discussion also focused on the efforts that 

remain to be made toward greater interoperability between 

the NATO Response Force and the EU Battle Groups. The final 
briefing in French 

for USNATO 

information that they had gathered over the course of the 

day and ask some final policy-related questions. 


DAY TWO 


7. Brunssum - Joint Force Command Headquarters: The Press 
and Information Officer gave an extremely well-presented 

and informative presentation of JFC and its place within 

NATOV's military structure. The group came away from this 
briefing with a broader view of JFC\'s organization 

mission range and its operational priorities. The briefer 

gave an overview of JFC\'s command of the NATO Response and 
ISAF operations in Afghanistan. The preparations for the 
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upcoming exercise in Cape Verde 

outlined and the JFC Press Officer highlighted the extent 

of the challenges that face NATO because of the need to be 
operational quickly in any part of the world. Part of the 
briefing was devoted to NATO Transformation and what this 
means for the future of the Alliance. The participantsV 
questions focused 

consequences on the ground of combining the commands of the 
NATO-led International Security Assistance Force (ISAF) 
peacekeeping operation with the U.S-led Operation Enduring 
Freedom. France has been outwardly opposed to combining 
these two operations and the group reflected this position. 
The briefer stressed the danger of confusing peacekeeping 
and the war on terror. At the end of the day the group was 
unanimously enthusiastic about the day in Brunssum noting 
however 

operational and technical details of NATO missions ideally 
should have come before the day-long briefings at NATO 
headquarters that focused on policy and the decision-making 
aspect of NATO. 


8. CONCLUSION: The participants were extremely impressed by 
the quality of the briefings as well as by the briefers. 
Discussions in the train returning to Paris focused on the 
tour\'s usefulness in dispelling a common notion in France 
that NATO is an ageing institution that has become quasi- 
obsolete since the end of the Cold War. Instead 

participants came away with a sense of NATO\'s adaptability 
both in its peace-keeping and peace enforcement operations 
and its new function in the war on terrorism. End 

Conclusion 
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efforts are concerned. Another issue is what the future 
relationship between the U.S. and Hamas would be if that 
organization wins the Palestinian elections or receives a big 
majority. Ben Zeev said that some Israelis believe 
Washington is sending a mixed message regarding groups such 
as Hamas 

willing to accept their participation in the political 

process. Ben Zeev pointed out that the Hamas charter still 
calls for the destruction of Israel 

for the GOI to accept Hamas participation in the Palestinian 
Authority. 


3. (C) Ben Zeev cautioned that progress accomplished to date 


Column 3 

could in a second slip away and lapse into vicious violence. 
He said that it will only take another suicide bomber and an 
Israeli attack in response to harden minds and hearts on both 
sides. Ben Zeev suggested that the most important thing the 
U.S. could do to promote a regional environment for peace is 
win the war in Iraq. Moreover 

and the international community should immediately follow 
positive actions and statements by the Arabs and Palestinians 
with V'sweet carrots.V' Ben Zeev said that in order to 
encourage forward movement 

carrots should be very sweet. He said that Israel had wasted 
opportunities in the past when it did not treat neighbors 

with generosity and tact. 


4. (C) Officials from the MFA Center for Political Research 
Harry Kney Tal 

how to best regionalize the Israeli-Palestinian issue. Kney 
Tal said that there are two major regional players in the 
region -- Egypt and Saudi Arabia. The Egyptians oppose 
Israel becoming a regional player and therefore are lukewarm 
about resurrecting the multilateral process. Kney Tal 
described the Saudis as passive. He said that the only way 
to restart the multilateral process would be if the 

international community intervenes. He noted that Mahmud 
Abbas is not opposed to renewing the multilateral track 

does nothing to help advance it. Dagan said that the Saudis 
would only do something if given the green light by Egypt and 
Mahmud Abbas. He added that Mahmud Abbas should be more 
proactive on getting support from the Saudis 

greater financial aid. Yair Even suggested that working 
through the OSCE may be one option for kickstarting the 
multilateral process. 


5. (C) Kney Tal said the peace process reflects not just 
Israel 

legitimization in the eyes of the Muslim world. Gradual 
normalization can provide opportunities for some form of 
bilateral relations with Muslim states 

that a number of Gulf countries are discussing some form of 
relationship with Israel 

encouraging them. The more that Muslim countries 
non-Arab Muslim countries 

contacts with Israel 
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Middle East peace 

countries 

Mahmud Abbas increased support for his policy of negotiation. 
It would also help Abbas to deal with Hamas and extremist 
elements. He said that Muslim countries trying to reach out 

to the Israeli public would also help promote peace. 


6. (C) Kney Tal said he told Likud party members years ago 
that the occupation should be ended. Holding on to the 
occupied territories would not solve the important problems 
such as the demographic time bomb or WMD that face Israel. 
The occupied territories have lost their strategic value and 
have instead become a problem 


7. (C) Kney Tal and Dagan asserted that the U.S. should work 
with Egypt and Saudi Arabia to get them more engaged in 
supporting Israeli-Palestinian peace. Noting that Egypt 

which shares a border with Gaza 

setbacks 

instrumental role than it has in the past. Kney Tal said 

that the new Saudi ambassador in Washington and the former 
Saudi ambassador to Washington 

National Security Advisor 

for the U.S. to engage on these peace efforts. 


8. (C) DAS Danin cleared this cable. 
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Husam added that the information branch of Lebanese 
intelligence raided his house after the withdrawal of Syrian 
forces from Lebanon and imprisoned him on a charge of 
involvement in a bombing in Lebanon. 


Husam went on to say that Fares Khashan 
visited him in prison 
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ensure him a luxurious life 

millions of dollars 

and Syrian officers. The money was offered by Saad Hariri in 
one of his meetings with him. Husam spoke in detail about 
the plot already prepared to implicate Syria in the 
assassination through fabrication of lies 

direction of Khashan. 


Husam also spoke in detail about the story of the Mitsubishi 
car which was used in the explosion that targeted President 
Hariri. He said the story was created by Khashan and one of 
the Lebanese intelligence elements. Husam said that Khashan 
fed him the Mitsubishi and other stories 

alleged phone call Husam received from one of the Syrian 
officers. 


Husam affirmed that all Lebanese politicians he met with 
such as Waleed Junbulat 

Thweini and Saad Hariri 

him large financial inducements 

subjected to immense psychological pressures 

injection that paralyzed him for many days. 


Husam indicated that the international commission received 
the Hariri family and the Future Block 

the parliament 

commission also received reporters from Future TV and Al- 
Mustagbal paper. 


Husam pointed out that the commission agreed 
from the Hariri family 


Husam said that he tried to escape from prison three times. 
After each attempt he was tortured and intimidated to force 
him to complete his false testimony. 


Husam also spoke about the role played by Jubran Thweini in 
introducing to the international commission another witness 
by the name of Ziad Halabi. 


He strongly attacked the Lebanese media for its role in 
promoting lies 

who have relations with the American Embassy. He also 
mentioned visits paid by the French ambassador to the 
headquarters of the international commission. 


Husam expressed his readiness to give testimony before any 
international court and to meet Lebanese politicians 

journalists and security officials who fabricated lies. 

In Beirut 

confirmed that Husam is the same masked witness who appeared 
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before the international commission. 


End of summary. 
2. Selected Headlines: 


VPresident Asad receives a message from King Abdullah of 
Saudi Arabia. Prince Bandar: Syria\'s agreement with the 
International Commission is a wise and brave decision that 
serves the interests of the Umma\" (Government-owned Al- 
Thawra 

\"The masked witness exposes dangerous details about 
misleading justice. Husam Taher Husam: They tortured and 
intimidated me to make me give false testimony against 
Syria. Strange roles played by rancorous Lebanese 
politicians and journalists. Jamil Al-Saiyed and his friends 
are innocent 

them\" (Government-owned Al-Thawra 


\"FM Shara represents President Asad at the Barcelona summit\" 
(Government-owned Al-Thawra 


3. Editorial Block Quotes: 

VHarmony over Righteousness\" 

Izz-al-Din al-Darwish 

Tishreen 

on or analysis of the agreement with Detlev MehlisV 
commission 

role.... Those people are receiving guidance from foreign 
embassies and from the US intelligence agency 

allocated huge amounts of money for the purposes of 
deception and hostile propaganda in the region... 
\"These rancorous ones 

positions 

interviews 

cooperate with the international investigation commission. 
Had they not been blinded by falsehood and prejudgments 
they would not have fallen into the trap of denying Syria\'s 
cooperation and fabricating stories about this subject... 
VSyria 

cooperate with the investigations because it serves Syria Vs 
interests that the truth about Al-Hariri\'s assassination be 
revealed. Time will prove how wrong those are who are 
leveling accusations at Syria. 

\"Syria could not bargain over the rights of its citizens who 
are wanted for questioning.... Syria obtained what it 
wanted 

flag and that the witnesses return to their country after 
giving their testimony. This is a Syrian right that 
international legitimacy does not deny 

conflict with the spirit of Resolution 1636....\" 
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\"Confidence in Innocence and Wisdom of Decision" 

Elias Murad 

wrote (11/28): V'Famous foreign politicians and journalists 
rushed to portray Syria\'s agreement with Mehlis as a Syrian 
retreat. Syria has always expressed its desire to cooperate 
with the international community so that the truth about Al- 
Hariri\'s assassination can emerge.... The agreement fulfills 
Syria\'s demand that the interviews be conducted under the UN 
flag and that the rights of suspects be respected 

their right to return to their country. 

VHence 

investigation commission responded to the Syrian desire 
contrary to the claims promoted by some.... 

\"The agreement that Syria reached with the investigation 
commission despite all the accompanying pressure was a 
result of persistent political activity and many contacts 

and visits by Arab and non-Arab officials 

intensive Syrian contacts with the world. We must also take 
into consideration Arab solidarity with Syria and its 
leadership. There was also the solidarity of the peoples of 
the world 

Resolution 1636 conflicts with international law; and that 
Syria 

is an important country and that any clash with it would 
reshuffle the cards in the region and threaten international 
security and peace. But above all 

result of the broad cohesion between the [Syrian] people and 
their leader. That came as a surprise to many people 
especially those who wagered on seditions and pinned their 
hopes on foreign pressure to accomplish their sick 
objectives. 

VSyria 

confidence that it is innocent of the crime of the Al-Hariri 
assassination.... Syria knows that it is targeted 

whenever it overcomes an obstacle attempts are made to place 
new ones in its path. But ultimately Syria knows very well 
the price of its national and pan-Arab positions. It has 

paid heavy prices in the past. And now 

is ready for cooperation and confrontation at the same time 
it is because it believes that it seeks not a confrontation 

but the implementation of international law 

case of a mysterious crime like the Al-Hariri assassination 
but also in the case of IsraelVs crystal-clear crimes in 
Palestine 

Syrian Golan 

Arabs....\" 

\"Responsibility of the International Community\" 
Muhammad al-Khadr 

Ba\'th 

with the Syrian step and stop the misleading onslaught 
against Syria. This onslaught is linked not to the Al-Hariri 
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assassination but to the US political agenda in the 
region.... Syria has succeeded in explaining its 
viewpoint.... The deal with the investigation commission 
respects Syria\'s rights in the investigation process as 
stipulated by international laws and resolutions... 

VAfter this agreement 

international guarantees and with Mr. Mehlis\' consent 
Syrians -- government and people -- are not waiting for 
praise or welcome from US Ambassador John Bolton for their 
cooperation with the investigation commission. There were 
accusations 

on the report of the investigation commission despite the 
criticism that was leveled at the report by legal experts 

not only in Syria but also in the rest of the world. This 
campaign was harmful and it must stop....\" 

VWhat Is the Use? The Catastrophe of War still Exists\" 


Muhammad Ali Buza 

Thawra 

gradual withdrawal from Iraq next year is most likely a 
maneuver and an effort to improve the shaky image of Bush\'s 
administration and the election positions of the Republican 
Party. 


V More importantly 

situation on the ground and the growing and painful losses 
that are striking the heart of Americas prestige and 
military doctrine. 


\"No one expects the conscience of the US Administration to 
wake up 

to the thousands of Iraqis and others who have been killed 
by American wars and policies that 

reckless 

of humanity. 


\"The American people 

their leaders 

rationalize the destructive policies 

and protection of the traders in wars 

make them understand 

hands are not free and that there are red lines that cannot 
be crossed if world security 

maintained. V 
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political prominence in the 2005 elections 

seats in parliament the key to the governing coalitionVs 

thin margin (29 of 51 National Assembly seats). The Maroons 
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are descendants of escaped African slaves living primarily 

in the isolated interior but with increasing urban numbers. 
This pivotal role has made the Maroons a prized political 
constituency 

their government partners and an ambitious NDP opposition. 
End summary. 


New Attention to Old Woes by New Front Plus 


2. The current governing New Front Plus (NF-Plus) 
coalition in Suriname reached its majority by embracing the 
five seats captured by the A-Combination (AC) 

of SurinameVs Maroon populations coalescing politically for 
the first time since independence. AC parlayed the king- 
making power of its seats into three cabinet positions 

first time the party had occupied either parliamentary or 
ministerial seats. 


3. Where the previous New Front government had frequently 
been accused of ignoring the needs of the Maroon 
constituency 

publicized events involving Maroon ministers in a bid to 

repay that support. Most active has been the Minister of 
Regional Development Michel Felisie 

first stone of a small hydroelectric plant in the interior 

that will provide electricity to 13 villages. The AC 

ministers were also out in force at a recent rainforest 

arts festival held in Paramaribo. 


4. Since the election 

some say unrealistic expectations of their political 

leaders. These expectations confronted harsh reality when 
the governmentVs doubling of gasoline prices in September 
led many in the ACVs base to criticize the government and 
the AC for failing to cushion the price shock for their 

largely poverty-stricken constituency. While AC leaders 
have shown no willingness to support demands for a reversal 
of the fuel hike 

understanding for hardship it has caused 

those in remote areas 

to ease that pain. Some ideas discussed thus far are 
establishing subsidized boat routes to act as bus lines 
along interior rivers and setting up regulated pump 

stations where gasoline prices match the government set 
rate found in the capital. 


BouterseVs NDP Makes its Bid for the Maroons 
5. The fuel price controversy provided a hook for the NDP 


to curry favor with Maroon groups both in the interior and 
the city. Bouterse\'s NDP had already 
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campaigning and big promises 

interior seats in May\'s election 

election. In Paramaribo the NDP won almost a third of the 
17 available seats 

Paramaribo seat 

build support 

the government for ignoring the interiors economic 
hardships and are promoting the NDP as the defender of the 
interior while simultaneously tapping into the discontent 
of Maroons living in the capital. 


6. (U) Bouterse consistently rails against the higher price 
of fuel in the interior during political rallies and street 
demonstrations 

Maroon NDP parliamentarian Andre Misiekaba has been very 
outspoken in DNA debates and submitted a motion 
defeated 

inhabitants to offset price increases. Two of his NDP 
colleagues recently claimed there would be social unrest in 
the interior if the government does not take measures to 
ease the effects of the new gas price. Bouterse and his 
party supporters have also been working the streets of 
disadvantaged neighborhoods in Paramaribo that have 
significant Maroon populations to rally support. (See ref 
B). Local residents were quoted as saying they had voted 
for the AC but were disappointed in their performance 

they now supported the NDP. 


Maroons: Not a Political Monolith 


7. (U) It is unlikely that either the NDP or the AC will 

ever speak for all Maroons 

are roughly divided along tribal and geographic lines. The 
AC\'s base lies in the eastern district of Marowijne where 
in the last election it won two of the three available DNA 
seats and garnered double the votes of the NDP 

its only seat there. The majority of Maroons living in 
Marowijne are from the Aukaner tribe 

Maroon tribes. (See ref C). All three AC cabinet members 
and five DNA members stem from the Aukaner tribe and are 
members of either the ABOP or BEP parties. The third AC 
party 

Saramaccan tribe who live mainly in the southern districts 
of Brokopondo and Sipilawini. It is among this tribe that 
the NDP enjoys its strongest support. Of the seven 
available DNA seats in the two districts during Mays 
election 

New Front picked up the last seat. 


8. (SBU) Late in October 
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the tribal differences within the AC to light 

calling itself the AC Action Group demanded the AC pull out 
of the governing coalition within 48 hours or face 
unspecified consequences. It claimed widespread coalition 
support at a press conference. AC leaders dismissed the 
group as inconsequential low ranking party members and 
ignored the ultimatum 

taken. Not long after the Action Group emerged 

reported that elements within the NDP were behind the 
stunt. An AC member told the Embassy that an internal 
coalition investigation led to the same conclusion. There 
were even unconfirmed media reports that after the group\'s 
first press conference 

having drinks with Bouterse. The Action Group's leaders 
belong to the SEEKA party and the Saramaccan tribe 
members are reportedly unhappy with their party and tribe\'s 
lack of DNA and cabinet positions 

their coalition. 


9. (U) The mistrust between the AC and NDP also surfaced 
recently when AC leader Ronnie Brunswijk 

leader 

demanded that President Venetiaan allow AC ministers to use 
their own security personnel as opposed to the regular 
security detail from the Surinamese Central Intelligence 

and Security Services (CIVD). Brunswijk justified the 
request by saying the Ministers should have only trusted 
personnel surrounding them. Media reports went further and 
claimed that the AC leaders suspected CIVD security agents 
assigned to the AC ministers of being loyal to the NDP and 
of working as informants. 


10. (SBU) The NDP''s political strategy is to attack what 
they see as the weakest link in the New Front Plus 

coalition 

into confrontation with its New Front partner over interior 
and urban poverty issues and create enough unrest among the 
AC base that the AC might step out of the governing 
coalition. This would strip away President VenetiaanVs 
parliamentary majority in the National Assembly and 
paralyze the political process. For Bouterse 

additional personal value in constraining the governmentVs 
maneuvering room and confidence 

the government into abandoning his pending prosecution for 
the murders of 15 prominent opposition members during his 
military rule in 1982. Embassy reckons that for the 

present the AC leaders believe their opportunities to 
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affect change for their constituents 

for them staying in the coalition. However tensions are 
real and parties will continue to vie for Maroon support. 
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sanctions would make it more difficult for these individuals 
to maintain their influence and hold on power. End summary. 


2. (C) Most of the individuals who may be implicated in 

Detlev Mehlis\' December 15 report to the UNSC on the 
assassination of former Lebanese Prime Minister Hariri 
already have taken efforts to protect their assets (ref A). 
Contacts offer as evidence that there has been little to no 
visible effect on the financial activities of those eighteen 
Syrian entities already designated under U.S. Executive Order 
(EO) or UNSCR. Contacts report that former Interior Minister 
Ghazi Kanaan 

for example 

and hidden assets in accounts under the names of family 
members years before he was named in EO 13338 and included on 
the Department of Treasury\'s Excluded Parties List (EPL). 
Kanaan\'s disdain for sanctions was highlighted in the local 
press 

there 

the import and banking sectors said that despite Kanaan\'s 
disdain 

Kanaan and making him appear more vulnerable. 


3. (C) As the case of Kanaan suggests 

to shut down the financial activities of regime insiders 
altogether. Contacts among the business community state that 
itis common practice for Syrians to hide their wealth under 
the names of family members to shield it from both domestic 
and international scrutiny. According to one contact 

insiders routinely place their assets under the names of 

their children over the age of 18. They are less likely to 
place them under their wivesY names 

context the wife and husband are viewed as the same entity. 
They also hide assets under the names of extended family 
members 

the asset holder must have a high degree of trust in and 
control over the recipient of the assets. One contact told 
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Econoff that there is a legal instrument called V'wariqa dud\" 
(opposite paper) 

itin the name of another person and reclaim it at a future 
time. This allegedly is a widespread practice 

relatives get paid a small sum to act as a front for the 

owner of the property. The contact stated that it is easy to 

tell when this arrangement has been made because people 
without great wealth suddenly begin to live above their means. 


4. (C) In addition 

already have transferred assets to foreign accounts in Europe 
and the Gulf 

transactions that can be flagged and blocked by financial 
institutions. Contacts specifically have mentioned Cyprus 
Turkey and Dubai as primary destinations. While Lebanon used 
to be the financial market of choice for Syrians due to its 
proximity and strict bank secrecy laws (ref B) 

evidence that some Syrians have moved their assets from 
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Lebanese banks fearing a lack of security. Nabil Hchaime 
General Manager of Banque BEMO Saudi Fransi 

private banks in Syria 

receiving a significant number of new cash accounts wired in 
from overseas 

transfers per day from Syrians who previously deposited their 
money in Lebanon after the Lebanese government waived bank 
secrecy in August on the accounts of those suspected of 
involvement in the Hariri assassination. 


5. (C) In spite of the fact that regime insiders have 
pre-positioned most of their assets 

future movement of money most likely will occur outside of 
formal banking channels 

Contacts report that regime insiders will continue to send 

money denominated in Syrian Pounds (SYP) via cash smuggling 
routes across the Lebanese and Jordanian borders to get hard 
currency 

one contact described as \"a great washing machine\" for regime 
money. One contact described a smuggling route between 
Lattakia and Tartous overland to Tripoli 

said that regime elements have connections among TripoliVs 
Alawite community. The contact stated that security agents 
posing as taxi drivers often are the mules 

border guards are bribed. Mazen Tabaa 
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Union in Syria and a former moneychanger/hawaladar 

that this and other smuggling routes are well established and 
serve a large market for SYP in Lebanon 

among Syrian expatriates 

currency but need to remit their earnings in SYP 

Gulf tourists who flock to Syria in the summer months. 


6. (C) Tabaa added that regime insiders also exchange and 
move their money overseas through domestic agents 
specifically the large moneychangers and hawaladars that are 
well connected to the regime. One of the biggest of the 
Syrian moneychangers 

population and regime insiders 

aka Abu Shafiq. According to Tabaa 

influence recently by providing the SARG with the names of 
his black market competitors who then were rounded up and 
imprisoned in one of the governmentVs latest attempts to 
support the pound by choking off the black market (ref C). 
Sahloul\'s operation was not affected. Contacts report that 
Sahloul maintains a global enterprise with partners and 
offices in Iraq 

Haffi 

self-proclaimed close personal friend of Sahloul 

that Asad-family cousin Rami Mahklouf uses the top managers 
of his legitimate business enterprises 

specifically Nadir KalVi 

move $1-2 million a day- figures that Post has heard from 
other sources- through Sahloul\'s moneychanging house to 
accounts in Dubai. 


7. (C) Contacts imply that while the regime insiders already 
have taken steps to hide their assets and avoid using formal 
financial channels to make transactions 

continuing wealth to the actions of a small cabal of 
businessmen who act as the financiers of the regime. Itisa 
generally accepted fact in Damascus that all major business 
deals have to run through this cabal of regime businessmen 
which includes Rami Mahklouf and Mohammad Hamsho 
most oft-mentioned members. Highlighting the central role 
that this group plays in the economy of Syria 

reported that Mahklouf and Hamsho were made a part of a team 
of businessmen traveling later this week with Deputy Prime 
Minister for Economic Affairs Abdullah Dardari on an official 
delegation to Malaysia to encourage foreign direct 
investment. (Note: Despite the fact that Mahklouf has made a 
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public show of shifting his base of operations to Dubai and 
intimating a split with the regime 

beleive that Mahklouf continues to play the role of premier 
financier. End note.) 


8. (C) These businessmen enjoy massive influence in most 
sectors of the Syrian economy and in turn depend on the 
regime for continued economic dominance. Mahklouf 
maternal cousin of President Asad 

that includes Syriatel and Areeba 94- SyriaVs two cellular 
companies- the chain of Ramak duty free stores at SyriaVs 
borders and ports 

Bank 

member of parliament and whose company 

involved in construction 

marketing 

from the Midani suburb of Damascus. Business leaders from 
among DamascusY wealthy Sunni families claim that Hamsho does 
not have extensive business experience in business and that 
he derived his wealth and influence purely from his 
connections to the regime. According to Tabaa 

provided most of the financial backing for the almost daily 
protests around the U.S. Embassy. Another member of this 
group 

the President and chief of Presidential security 

International 

automobile import sectors. SES International is one of the 
Syrian entities designated under Iraqi Sanctions Regulations 
on Treasury\'s EPL and by UNSCR 

continues to do business unabated. 


9. (C) Comment: Contacts uniformly agree that most Syrians 
would support targeted financial sanctions against those who 
are implicated in the UNIIIC investigation. They contend 
that a policy of targeted sanctions would further isolate and 
weaken culpable regime officials while demonstrating that the 
USG distinguishes between these individuals and the bulk of 
the Syrian population 

government and little sympathy for it. Syrians also would 
support sanctions against the financiers of the regime 

the vast majority identifies as obstacles to economic reform 
and development. It is Post's understanding that the 
language of EO 13338 is sufficiently broad to extend beyond 
designated SARG officials to cover the regimes financiers 
and those who are material contributors to SARG policies 
towards Iraq 

groups. Post believes that designating the financiers would 
deprive the regime of critical financial support 

powerful political message of zero tolerance for the 
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corruption that has fueled this regime since its inception 
and siphoned the wealth of a nation into the hands of a few. 
SECHE 
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Club") facility is available to U.S. citizen official visitors 

for a temporary membership fee of USD 10.00 per week. This can 
not be pro-rated for a shorter visit. In addition to the 

membership fee 

USD 10.00 per card or Taka 600.00. A copy of your passport data 
page or a passport-sized photograph is necessary to obtain a 
cash card. This card will enable you to have meals and use club 
facilities (which include tennis court 

pool 


B. The U.S. Commissary facility is available to U.S. citizen 
official visitors who are USG employees. However 

permitted only by USD personal check or traveler checks. Cash 
dollars and local currency payments cannot be accepted. Change 
will not be provided for transactions using traveler checks. 
Therefore 

useful. 


9. NOTE: Health - Post cannot emphasize strongly enough that 

all travelers must have health insurance that will cover medical 
evacuations by air ambulance. Travelers should carry with them 

the 24/7 contact information for their insurer. Medical care in 
Bangladesh is very basic and Post does not recommend that anyone 
remain hospitalized here. 


MEDICAL UNIT ACCESS WILL BE AVAILABLE IF INDIVIDUALS MEET THE 
SPECIFIC CRITERIA ESTABLISHED BY STATE MED AS OUTLINED IN 
SECSTATE 2398 


Intestinal problems are common in Dhaka. Visitors must exercise 
care in what they eat and drink; food-borne diseases are common. 
Presume that all tap water is contaminated 

Travelers are advised to drink bottled/boiled water and eat only 
fruits and vegetables that have been cooked and peeled. 
Undercooked meat should be avoided. Travelers should also avoid 
eating uncooked dairy products and food sold on the streets. 
Visitors who take medication on a regular basis should bring 
enough for the duration of their visit. It is not always 

possible to find equivalents for American prescriptions on the 

local market. In general 

substandard. The U.S. Mission has a Medical Unit staffed by a 
U.S. Physician and registered nurses. Travelers venturing 
outside Dhaka are advised to use standard anti-malaria 
prophylaxis 

medication 

netting. It is strongly recommended that all visitors bring a 
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supply of mosquito repellent to Dhaka. There have been cases of 
mosquito-borne illnesses 

which is transmitted by a day-biting mosquito. The only 

effective repellant we are aware of contains DEET (2096 DEET is 
the maximum that is considered safe for children). Supplies are 
usually available in the commissary; however it is a good idea 

to have your own supply should you arrive in Dhaka when the 
commissary is not open. We also recommend that travelers have 
updated immunizations 

immunization (either oral or injectable.) 


There are a multitude of potential threats to health in 

Bangladesh 

standard. All visitors are advised to carefully review their 
medical conditions and vaccination status to be sure they are 
optimal. Although many medications are available in Bangladesh 
their purity and quality may be poor; visitors should bring 

their own supply. 


Certain conditions prevalent in Bangladesh deserve special 
consideration. Malaria is found in most parts of the country 
and malaria prophylaxis is recommended by the Centers for 
Disease Control outside of Dhaka. Malaria is not generally a 
problem in Dhaka. Rabies is relatively common in Bangladesh and 
most dogs are not vaccinated; vaccination against rabies is 
recommended. Protection against mosquitoes is important 
carry dengue fever 

Personal protection against mosquitoes 

as mosquito nets 

of areas where mosquitoes are known to be prevalent is 
recommended. 


Access to the American Embassy Health Unit in Dhaka is limited 
to medically cleared U.S.G. employees and their eligible family 
members. All visitors who desire to access the Health Unit (HU) 
must bring copies of their current country-specific health 
clearance for Dhaka (Form DS-823) or transmit their clearance 
status by cable. U.S.G. employees on official TDY status for 
less than 60 days (cumulative 

the HU without a current clearance for Dhaka. Some short-term 
contractors with official MED sanction are also allowed access. 
All other visitors must obtain their health care from other 
sources and are not allowed American Embassy HU access. The HU 
maintains a list of health resources and can help with 

referrals. Medevac insurance is recommended for persons not 
covered under the Department of State system. 


10. Security: Bangladesh continues to experience some anti- 
American sentiment as the result of U.S. military and other 
actions in the war against terrorism 

East. Anti-American demonstrations throughout Bangladesh 
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generally occur on Friday afternoons 

place any time and to be unruly. In addition 

confrontation between the two leading political parties has 
prompted general strikes (hartals) 

marches. They can be called on very short notice and can turn 
violent. Normal vehicular traffic is discouraged during 

hartals. Visitors should strictly avoid all political protests 
demonstrations and marches. They should consider possible 
security risks in deciding whether to attend other gatherings. 


11. Post policy authorizes travelers visiting post to hand 
carry an unclassified laptop into the Controlled Access Area 
providing that the laptop is transported under the immediate 
personal control of the traveler 

diplomatic pouch 

must also maintain continuous 

while in the CAA. Further instructions will be given during the 
security brief upon arrival. 


12. The Embassy advises Americans to be aware of their 
surroundings at all times 

not to accept packages from unknown individuals. Sensitive or 
personal matters should not be discussed over local telephone 
lines. 


13. The State Department has classified the crime threat in 
Dhaka as high. Foreigners are not generally the target of 

violent crime. However 

other forms of street crime occur frequently 

areas frequented by foreigners. Visitors should avoid walking 
alone after dark 

expensive jewelry. Valuables should be stored in the hotel 
safety deposit box and should not be left unattended in hotel 
rooms. Visitors should use the Embassy Motor Pool as the Chief 
of Mission has declared public transportation to be unsafe. The 
Regional Security Officer strongly discourages the use of 
rickshaws 

you should keep the Embassy\'s 24-hour emergency telephone number 
available at all times (880-02-885-5500); receptionists are on 
duty 24 hours a day. 


14. Agency specific general information. 
15. We look forward to your visit. 
GEORGE 
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its course 


Poloff. Salem family members may still chafe at control by 
the Jaber lineage of key political positions 


Column 3 

significantly weakened and unable to alter the current 
distribution of power 

to Shaykh Salem AI-Ali in support of the Prime Minister. End 
summary and comment. 


Government Message: Amir and CP Will Remain in Positions 


3. (SBU) In response to mounting criticism of the ruling 
family 

Sabah Al-Ahmed Al-Sabah firmly stated that the V'icons of the 
ruling family will stay and won't be replaced by anyone as 
long as they are alive\" in a November 22 interview with the 
Arabic-daily Al-Seyassah. Leading government officials 
quickly echoed his statements. National Assembly Speaker 
Jassem Al-Khorafi confirmed that V'the Crown Prince will stay 
in his place and there are no intentions for the ruling 

family to change that 

added 

family...and there are no differences whatsoever regarding 
the relationship with the ruling family. V 


4. (SBU) Kuwait\'s Ambassador to the UK 

also highlighted the V'unique and important social contract" 
between the Al-Sabah and the Kuwaiti people during a November 
25 seminar. Almost daily pictures in local newspapers of the 
Crown Prince meeting with top government officials have 

further underscored the illusion that he continues to perform 

his official duties. (Note: Such pictures were rarely 

published before the Crown Prince returned from medical 
treatment in London on October 19 amidst renewed public 
debate over succession. End note.) 


5. (C) During a November 27 meeting on other issues 
Ambassador queried Ministry of Foreign Affairs Undersecretary 
Khaled Al-Jarallah on the public debate on succession and the 
Prime Ministers calls for unity and comments that the matter 
had been resolved. Al-Jarallah asserted that PM Shaykh Sabah 
expressed the \"spirit of the Kuwaiti people" when he said 

that there is no such thing as a Vformer Crown Prince\" or a 
Vformer Amir.\" 


PM Visits Outspoken 


6. (SBU) In an apparent attempt to smooth over family 
differences 

Guard Chief Shaykh Salem Al-Ali Al-Salem Al-Sabah 

for the creation of a three-member committee to assist in 
ruling the country touched off the most recent controversy 
over succession and publicly aired ruling family divisions 
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over future leadership (reftel). Local media reported that 
Vsources close to the ruling family" said Shaykh Salem Al-Ali 
appreciated the Prime MinisterVs efforts to end V'needless 
talk in the country and the region.\" Shaykh Salem Al-Ali 

also reportedly told PM Shaykh Sabah in a telephone 
conversation 

efforts to unite the family. You have succeeded in confining 
the affairs of the ruling family to its members and prevented 
them from being discussed publicly." (Comment: It is telling 
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that these statements were not attributed to Shaykh Salem 
Al-Ali directly.) 


Parliamentary Pressure Prompts PM Shaykh Sabah 


7. (SBU) National Assembly members 

a resolution of the succession issue likely prompted PM 
Shaykh SabahVs recent comments. During the National 
Assembly\'s November 15 session 

Affairs Committee MP Mohammed Jassem Al-Sager appealed to the 
Amir \"to swiftly resolve the crisis.\" He added 

happening is not in the interest of the family or Kuwait. 
Compromise within the family will stabilize the country. V" 
Deputy Prime Minister 

and State Minister for National Assembly Affairs Mohammed 
Dhifallah Sharar said 

disturbs the stability of the nation.\" Moderate Islamist 

Shiva MP Hussein Al-Qallaf added 

to resolve the situation 

appropriate. V 


Not Everyone Convinced 


8. (SBU) Some observers have argued that PM Shaykh SabahVs 
insistence that the Crown Prince remain in his position is 
unconstitutional. Al-Sager 

resolution 

the Succession Law stipulates how the Amir and Crown Prince 
would step down in certain circumstances and the 
law...prevails.\" In a November 26 article in the 

Arabic-daily Al-Qabas 

wrote that the Prime Ministers statements V'clash with the 
constitution....The recent position of Shaykh Sabah on the 
affairs of the ruling house contributes considerably to 

freezing the process of change and development and the 
launching of a comprehensive political reform process.\" In 
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the same issue 

Al-Duaij 

include freezing or suspending the Succession Law 
beyond the acceptable or even the debatable.\" 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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position as hardening 

attack 

return the bodies of Hizballah fighters 

making a parallel approach to FM Shalom. French officials 
stressed the need to keep avoiding Lebanese President Lahoud 
while conceding that his removal appeared unlikely in the 
near term. On Iran 

said an EU-3 meeting with Iran was possible in early 
December 

stressed that Russia could not just play a mediator and had 
to choose sides 

forward-leaning than Moscow on UNSC referral. French 
officials were largely in listening mode on 

Israeli-Palestinian issues 

contribute to the EU monitoring mission 

U.S. role in brokering the Rafah agreement. Presidency 
officials shared concerns on potential instability in 

Morocco 

Algeria 

French officials praised the recent Arab League 

reconciliation meeting 

would pay a first visit to Paris November 28. Meanwhile 
officials explained lack of French ministerial participation 

in the Bahrain Forum for the Future as due to suburban unrest 
in France 

BMENA institutions and labeling the Foundation and Fund for 
the Future as G-8 initiatives. End summary. 


2. (SBU) DNSA for Global Democracy and Deputy Assistant to 
the President Elliott Abrams met separately November 22 with 
Presidential Advisor for Middle East/Americas Dominique 
Boche 

a working lunch with MFA A/S-equivalent for North 
Africa/Middle East Jean-Francois Thibault and other senior 
GoF officials. Outgoing MFA A/S-equivalent for IO/UN Affairs 
Jean-Maurice Ripert 
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Egypt/Levant Herve Besancenot attended the Laboulaye meeting. 
The DCM-hosted lunch with Thibault included PM Diplomatic 
Advisor Christophe Farnaud 

and Middle East/UN advisor to FM Douste-Blazy Christophe 
Guilhou. Also on November 22 

breakfast with French opinion leaders and a media 
backgrounder with leading French and Arab journalists 

which questions focused on U.S. policy on Syria 

elections and the U.S. approach to the Muslim Brotherhood 
the U.S. role in Israeli-Palestinian negotiations 

domestic opinion on Iraq. 


SYRIA NEXT STEPS IN UN 


3. (C) Elysee Middle East advisor Boche was convinced that 
Bashar al-Asad would not cooperate with Mehlis. Such 
cooperation would call into question regime stability 

there being no separation line between the Syrian security 
services and Bashar\'s family. At the same time 

predicted the Syrian president would exercise maximum effort 
to give the appearance of cooperation 

unworkable proposals to Mehlis 

pro-Syrian elements within Lebanon and Arab world solidarity. 
Boche suggested it was likely that Mehlis would come back to 
UNSC before his December 15 deadline 

the UNSC did nothing in response to SARG non-cooperation 
UNSC would lose credibility. He suggested UN sanctions 
targeting individuals named as suspects by UNIIC 

beyond that to include higher-level officials as well as SARG 
institutions 

services. Boche ruled out economic sanctions 

negative impact on the Syrian people 

aviation sanctions as likely to destabilize Lebanon. Boche 
reported the GoF was undecided whether consensus for a second 
UNSCR was absolutely necessary. Abrams agreed with Boche 
that a follow-up UNSCR to 1636 should go beyond the four or 
five individuals to be named by Mehlis 

reflecting on what additional targeted sanctions might be 
imposed on selected individuals or institutions. 


4. (C) In the interim period before the expected December 15 
issuance of MehlisY next report 

UNSCR citing conclusions of the Larsen report on UNSCR 1559 
implementation 

efforts and maintain pressure on Damascus. Boche suggested 
GoF disappointment with the Larsen report and noted there was 
not a lot in it to use against Syria 

passed since the reports issuance. Boche concluded that any 
UNSC reaction to the Larsen report should be modest and not 
complicate the UNSC response to the next Mehlis findings 
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expressing a preference for a PRST. MFA Political Director 
Laboulaye 

fatigue\" in UNSC 

reiterated the suggestion of a PRST (vice UNSCR) in response 
to Larsen report. MFA IO A/S-equivalent Ripert noted that 
Larsen had told French officials in New York October 31 that 
he did not see need for a UNSCR in response to his report. 
Abrams agreed to follow up with Larsen 

the French a draft text of a Larsen UNSCR shortly for further 
discussion between our delegations in New York. Abrams 
conceded that if Mehlis reported back to the Council before 
his deadline 

action on Larsen\'s report in the interim. 


5. (C) French officials agreed with Abrams on the need to 

press SYG Annan to offer greater support to Mehlis 

counter the negative advice of Brahimi and others. Boche 
noted Chirac had spoken by phone with Annan on November 19 
and stressed the need for Annan to support Mehlis. Boche 
opined that Annan did not want to be isolated from his V'Arab 
electorate 

had made the SYG rethink his view that Arab governments did 
not support pressuring Syria. Boche noted that Annan made a 
point of complimenting Mehlis during the Chirac conversation. 


6. (C) MFA officials and PM Diplomatic Advisor Farnaud 
separate working lunch with Abrams 

on Syria next steps 

the next Mehlis report. MFA NEA A/S-equivalent Thibault 
stressed the difficulty in achieving unanimity on UNSCR 1636 
and expressed uncertainty whether such an outcome could be 
repeated 

more directly implicating Syria. Farnaud evoked the 
possibility that Asad might hand over Asif Shawkat to UNIIC 
investigators -- a prospect ruled out by Elysee Advisor Boche 
-- which he said would open the door to a more easily 
achievable UNSCR pressing for Syrian cooperation without 
punishing the Syrian people. Farnaud also stressed the need 
to consider the dynamics within the UNSC as well as regional 
stability 

before rushing to action on a resolution to follow up on 
UNSCR 1636. Abrams reminded Farnaud and others that Saudi 
King Abdullah had essentially washed his hands of the SARG 
and that Egyptian President Mubarak was not far behind. 
Farnaud agreed that Bashar was clearly disliked by the Saudi 
and Egyptian leadership 

desire to maintain stability in the region could keep them 

from moving V'too fast 

on the SARG. 


7. (C) Exchanging views on SARG regime stability 
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and his GoF interlocutors agreed that there were no signs of 
Alawite or Sunni conspiracies against the regime 

one could rule out a surprise coup 

widespread Muslim Brotherhood (MB) influence in Syria 
appeared to be overblown. PM advisor Farnaud concluded that 
the MB was probably not a threat to the regime and would not 
attempt to overthrow the government 

role in a successor government. Asked for clarification on 
GoF contact policy with the MB 

previously as French DCM in Cairo) admitted that the GoF was 
in contact with the MB in Egypt 

contacts with the Syrian MB in exile in Europe. 


LEBANON: HIZBALLAH 


8. (C) On Lebanon 

hard-line and susceptible to Syrian and Iranian pressure. He 
concluded that we should avoid provoking a Hizballah crisis 

with the GoL. MFA NEA A/S-equivalent Thibault cited GoF 
condemnation of Hizballah-instigated Blue Line attack 

said the French embassy in Washington would make a high-level 
approach to ask Secretary Rice to intervene with Israeli FM 
Shalom 

Hizballah militants killed November 21. Thibault confirmed 

that FM Douste-Blazy would make similar appeal to FM Shalom. 


9. (C) Although Boche conceded that we could accomplish 
\"nothing\" with Lahoud in place 

likelihood he would be removed in the near term. Lahoud\'s 
removal remained a Lebanese decision 

Maronite Patriarch must pronounce 

do so. Boche also cited divisions within the Lebanese 
Christian community on a possible replacement 

\"Qornet Shehwan\" faction still humbled by its electoral 
defeats 

ShiVa/Sunni majority. In the interim 

continued isolation of Lahoud; he noted that French 
Ambassador Emie did not attend Lahoud\'s November 22 national 
day reception 

people" a one-line congratulatory letter on the occasion. 


10. (C) Political Director Laboulaye described recent London 
meetings between the EU-3 

constructive. He stressed the EU-3\'s message to Russia that 

it couldnt just play mediator and had to choose sides. 
Laboulaye described China as more forward leaning than Russia 
on UNSC referral 
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representative at the London meetings 

\"Soviet style\" Russian representative 

described China as more outspoken that the Russians at 
London 

the UNSC is an option to be considered 

not be right now. Laboulaye confirmed that an EU-3 meeting 
with Iranians was possible in early December (possible venue 
Switzerland); Russia would have to take more active part in 
such a meeting and could not be a mere go-between. Laboulaye 
described two camps in Tehran: those who want to start 
enrichment tomorrow 

later 

support. The EU-3 would try to deliver the opposite message 
to Tehran 

especially China and India 

challenge 

from the September 24 IAEA resolution. Laboulaye commented 
that India had asked the GoF not to seek an IAEA vote 
November 24 

Pakistani officials 

week 

nuclear program and go ahead with development 

Pakistan had done. Laboulaye expressed great interest in 
what President Bush had told PRC leadership on Iran/EU-3 
during the his recent visit to Beijing. 


11. (C) Presidential Advisor Boche 

Iran 

for UNSC referral 

Boche conceded that there was no evidence Iran was willing to 
resume talks and described Iranian rejection of the Russian 
proposal 

Advisor Larijani 

that Presidential Diplomatic Advisor Gourdault-Montagne had 
traveled to Moscow the previous week and found the Russians 
highly vexed by the Iranian rejection of their proposal. At 

the same time 

debate going on in Iran 

government fall into isolation so that the more moderate camp 
of former officials could improve its standing. DNSA Abrams 
stressed the need to avoid actions that in fact encourage 
Iran\'s hard-liners 

declare Iran as in violation of its commitments and to call 

for UNSC referral. Abrams emphasized the need to consider 
how we might influence the ongoing debate in Iran 

what point UNSC referral might strengthen internal opponents 
of the hard-line Ahmadinejad government. Boche 

stressed the need for unanimity in sending the lran file to 

the UNSC. Abrams also emphasized to his GoF interlocutors 
pending Congressional legislation which could tighten 
sanctions on Iran and its trading partners 
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need to be able to show tangible results from the EU-3 
effort 


ISRAEL-PALESTINIAN ISSUES 


12. (C) The GoF side commended the Secretary\'s role in 
brokering the Rafah agreement 

mode as DNSA Abrams briefed them on the run-up to the 
agreement and next steps. Boche praised Secretary RiceVs 
engagement and suggested that the parties could not proceed 
without the U.S. acting as a third party. Abrams concurred 
that the Secretary had intervened successfully at the right 
moment 

would become the Palestinian \"desk officer" or launch shuttle 
diplomacy. Abrams emphasized the urgent need for the PA to 
commence dismantling militias immediately after January 
elections 

and explaining the differences the USG had with Israel on the 
issue of Hamas election participation. Boche suggested that 
having Hamas in the PLC would open possibility to change the 
nature of Hamas 

DNSA Abrams cautioned against any outcome which envisioned 
Hamas remaining a permanent 

the Palestinian government 

financial support for the PA 

achieving a Palestinian state within the next few years. 
Laboulaye 

Abbas too hard on security 

President and the need for Israelis to stop targeted 

killings. Abrams emphasized Washington fatigue with 
Palestinian excuses for inaction 

elections could bring a reinvigorated PA and new cabinet and 
PM 

Rafah agreement 

Abrams also cited the imminent arrival of General Dalton to 
replace General Ward in the Palestinian security assistance 
mission; the French side expressed interest in meeting Dalton 
if he stopped in Europe en route to the region. Laboulaye 

and other MFA officials stressed the GoFVs willingness to 
contribute to the EU monitoring at Rafah 

place by November 25. NEA A/S-equivalent Thibault conceded 
that the GoF had encountered difficulty in securing 
participation from the French Interior Ministry 

remained focused on restoring order domestically following 
widespread suburban unrest. 


MOROCCO CONCERNS 
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13. (C) In response to a query from DNSA Abrams 

confirmed that the GoF had serious concerns on Morocco\'s 
long-term stability 

reasons. Boche cited Morocco\'s bad harvest this year 

oil prices 

factors stretching the GOM\'s already overextended budget. 
Meanwhile 

but surrounded by bad advisors and former schoolmates 
were \"prevaricators of the first order.\" Boche also 
questioned King Mohammed\'s timidity on the international 
scene 

credibility built up by his father 

committee role 

was the only regional head of state to miss the Mediterranean 
Forum. Meanwhile 

economic means via rising oil prices 

regional equilibrium and put Morocco on defensive on Western 
Sahara. Asked to what degree President Chirac could 
intervene with the King 

a \"paternal\" role with King Mohammed and even intervened in 
family matters. Boche reported that the GoF was trying to 
encourage the King to improve relations with Algeria as a 
precondition of progress on the Western Sahara; the GoF had 
also sought 

forward a new autonomy proposal on Western Sahara which could 
divide the Polisario refugees from the Algerian government 

as the interests of the two did not overlap. Thus far 
concluded 

uninventive about the Western Sahara issue 

not \"reassured.\" 


PRAISE FOR ARAB LEAGUE IRAQ EFFORTS 


14. (C) In passing 

League-sponsored lraq reconciliation meeting as a Vray of 
hope 

Secretary General Amr Moussav's visit to Iraq for its symbolic 


SIPDIS 

value and positive impact on Iraqi Sunni engagement in the 
political process -- which Laboulaye quipped was perhaps the 
first example of the Arab League being useful. Thibault 
meanwhile 

November 28 

that Zebari would be Paris after attending the Barcelona 
Summit 

GoF. Abrams 

as generally positive and indicative of a shift in Arab 

views. Arab governments were now convinced they should reach 
out to Iraq and encourage Sunnis to engage 


Column 3 
that U.S. failure in Iraq or increased Iranian influence in 
Iraq were not in their interest. 


FORUM FOR THE FUTURE/BMENA 


15. (C) DNSA Abrams described the Manama Forum for the Future 
as resounding success 

Fund for the Future and the dramatic increase in Arab 
government participation since Sea Island. Thibault 
expressed regret that no GoF minister had attended the Forum 
in the end 

to cancel his planned participation at the last minute due to 
ongoing suburban unrest. As a result 

the Forum consisted of working-level MFA officials 

the French Ambassador to Bahrain. Thibault reiterated GoF 
support for BMENA 

new institutions or the labeling Foundation and Fund as G-8 
initiatives. 


16. (U) This message was cleared by DNSA Abrams. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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that HMGN did not issue exit permits for 53 Tibetan processed 
refugees transiting from the Tibetan Reception Center (TRC) 
to India. This brought the number of refugees at the TRC to 
930 

police arrested and fined 18 other Tibetan refugees and 
refused to hand them over to UNHCR. The police claimed that 
the group of 18 were trying to enter India without proper 
documentation. UNHCR was interviewing the group of 18; 
preliminary interviews showed that this group was \"of 
concern\" to UNHCR for protection reasons. End Summary. 


Government Halts Issuance Of Exit Permits 


2. (C) UNHCR reported that HMGN did not issue exit permits 
for 53 Tibetan refugees departing in the weekly busload from 
TRC to India on November 24. HMGN told UNHCR that the 
government needed time to investigate a November 17 incident 
in which a routine traffic stop 

full of 43 individuals without identity documents. The 
passengers appeared to be Tibetan. Not knowing what to do 
the police held the Tibetans on the bus overnight until the 
Department of Immigration office opened 
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they had no documents. On November 18 

to turn over new Tibetan arrivals to UNHCR protective custody 
for processing 

on November 18. (One Tibetan escaped during the night.) 


3. (C) UNHCR reviewed each of the 42 cases at the Tibetan 
Reception Center (TRC) and found that despite their assertion 
to the Nepali police the previous day that they had no 
documents 

visas; 7 held various forms of Indian identification (Refugee 
cards 

42 individuals left the TRC after initial registration with 
UNHCR 

they neither sought nor were eligible for UNHCR protection or 
assistance. They also stated their understanding that UNHCR 
would not assist them if they were to be arrested in Nepal in 
the future. On the basis of their statements and failure to 
complete TRC\'s verification and exit clearance procedures 
UNHCR considered the 42 individuals V'not of concern. In the 
interviews 

they were traveling to India to participate in the Dalai 

Lamavs teaching 

their passports for fear of reprisal by Chinese authorities. 
Therefore 

bus 

open border for the teaching. 


18 Tibetans Arrested and Fined 


4. (C) On November 28 

concurrence 

proper documentation. The government fined each Tibetan over 
8 

days in prison if unable to pay the fine. UNHCR interviewed 
each of the 18 Tibetans 

needed 

18 people were on their way to TRC to seek UNHCR protection 
and assistance. UNHCR was treating all 18 as \"persons of 
concern." UNHCR said it would request that the government 
waive the fines 

likely that private donors through TRC would pay the fines to 
release the Tibetans to UNHCR in a timely manner. 


TRC Population 
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5. (U) UNHCR reported that November 2005 had the largest 
number ever of new arrivals to the Tibetan Reception Center 
with 746 new arrivals as of November 28. It speculated that 
the increase in arrivals was due to TibetansY desire to go to 
India for the Dalai LamaVs teachings. Previously 

monthly arrival total at TRC was 642 

current population of TRC was 930. Due to the lengthy 
processing times 

arrivals decreasing 

processed in time to arrive in India for the Dalai Lama\'s 
January teachings. 


UNHCR Appeals to HMGN and Indian Embassy 


6. (C) UNHCR sent a letter appealing to HMGN to issue travel 
documents to TRC-processed refugees despite the ongoing 
investigation. UNHCR also sent a letter to the Indian 

Embassy asking for expedited processing of documents due to 
severe overcrowding at TRC. The Indian Embassy routinely 
processes 15 Tibetan refugees a day 

number in the past when requested by UNHCR. This would allow 
UNHCR to send two buses a week from the TRC to India. 


Comment 


7. (C) The Embassy will also press HMGN to issue exit permits 
to processed refugees to ease the severe overcrowding at TRC. 
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of the losses they had suffered during the cease-fire. He 
indicated that the Parties had not agreed on how to react if 
the Maoists did not extend their cease-fire. 


But UML Remains Suspicious Of Maoists 


3. (C) MK Nepal admitted that he was of two minds about the 
Maoists. Part of him wanted to take the Maoists into his 
confidence and trust them 

Maoists intended to use the political parties. He wanted to 
have the opportunity to observe their actions. Recalling the 
Maoist refusal to negotiate with the political parties when 
former PM Deuba\'s government had extended an offer to do so 
MK Nepal also worried that the Maoists might have a secret 
understanding with the King. However 

political parties had achieved a great deal by persuading the 
Maoists to agree to the 12 point understanding (ref A). 
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Saying that they had turned a new page 

Parties should gauge their actions and call them to account 
if they violated their commitments. 


And Asks OHCHR\'s Assistance 


4. (C) The UML head relayed that he had just met with UN 
OHCHR head lan Martin to request OHCHR involvement to monitor 
Maoist commitments to multiparty democracy 

human rights. MK Nepal said that the Maoists had not agreed 
to abide by or recognize Nepali law. The definition of rule 

of law was debatable 

able to agree on and establish certain norms. He suggested 
that the seven-party alliance could arrange among themselves 
to gather information on Maoist behavior 

transmit to OHCHR. Martin had said he would consider NepalVs 
request. 


5. (C) MK Nepal admitted that the Parties could not assure 
the displaced people that they could return to their homes. 
Explaining that some of the IDPS were believed to have been 


involved in retaliatory action against the Maoists 

that there was so much bitterness on both sides that a human 
rights organization would need to monitor the return and 

bring both sides together. MK Nepal noted his surprise at 
seeing the large number of abductions had continued and that 
the Maoists needed to be criticized on this score. He 
acknowledged that the seven-party alliance had not yet 
concentrated on these issues. 


Parties Still Have Room To Negotiate With The King 


6. (C) MK Nepal stated that the seven-party alliance would 
meet after hearing the King\'s response to the Parties-Maoist 
understanding -- a response that was expected after the 
King\'s scheduled December 2 return to Nepal. The Charge 
stressed that it was important that the King reach out to the 
political parties 

respond. The UML leader set forth the steps he believed 
necessary for the King to take. First 

municipal elections; second 

February 1 and since; and third 

hand over complete power to the political parties.\" The King 
should dissolve the current government 

minister and either reinstate parliament or form an all-party 
government. He explained that the 1990 Constitution would 
need to be changed to curtail the King\'s power. He 
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emphasized that the King could reach a private understanding 
with the political parties before constituent assembly 

elections to ensure the retention of a ceremonial monarchy 

if the King undertook not to usurp power in the future. 


But Distrust the RNA 


7. (C) MK Nepal insisted that the Parties would not accept 
keeping the Royal Nepalese Army (RNA) under the King\'s 
control. He charged the RNA with interfering with Party 
activities and expressed his belief that free and fair 
elections would be impossible if the RNA were free to move 
around. Nepal emphasized that the army should be \"a 
national 

Jhalanath Khanal 

in mid-western Nepal and sat in on the meeting 

while lower-ranking officers had allowed the UML\'s activities 
to occur without any disturbances 

instructed the RNA to conduct checks and other activities 
that interfered with the Partys work. 


UML Demonstrations a Success 


8. (C) MK Nepal claimed that his Party\'s recent 
demonstrations (in Butwal 

success 

obstacles (ref B). The government had funded the publishing 
and distribution of pamphlets denouncing the mass meetings 
cancelled bus permits to prevent travel to the meeting sites; 
threatened some bus owners if they carried demonstrators; 
enforced strict limits on the number of passengers busses 
could carry (disallowing standing passengers on anybody 
riding on the roof); and set up temporary security 
checkpoints along the roads leading to the meeting sites. MK 
Nepal asserted that the Party could have doubled its 
estimated attendance to 200 

He added that all seven-parties were cooperating and 
participating in the UML-organized meetings. 


9. (C) He stated that the UML would watch to see whether the 
government disturbed a UML demonstration scheduled for 
December 2 in Kathmandu. He commented that the Party would 
not be able to prevent the people from reacting violently if 

the security forces provoked them 

suspected the security services might do so. The UML head 
said that his Party had clearly told the Maoists that they 

should not do anything that would lead to violence. He 

indicated that if violence occurred 

instigation of the government. After the current round of 
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party-organized meetings the alliance planned to hold an 


all-party demonstration in Jhanakpur 
draw 400 


Comment 


10. (C) Despite MK NepalVs deep suspicion of the Maoists and 
his realization that they could destroy the political 

parties 

them while waiting to see how the King responds. He was not 
able to detail a plan of how the parties would react if the 

King rejected the understanding or if the Maoists broke the 
cease-fire 

pressure both the Maoists and the King. The possibilities of 

a trainwreck December 2-3 in light of the current lack of a 
plan by the Parties seems to be growing. 
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Post Alexandria Principal Officer began the evening 
with remarks in Arabic 

people of Egypt and in particular the Egyptian Armed 
forces 

officers 

Katrina. 


10. Following the show 

members mingled in a reception and viewed an IIP 
paper show on Jazz and the city of New Orleans. 
Afterward 

for dinner at a local restaurant. 
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for self determination if reasonable political solution not 
offered soon.\" Following the Tiger leaders Heroes\' Day 
speech 

and transcripts of the speech on inside pages. Government 
owned media predictably emphasized a \"multi-party approach 
to peace\" allegedly sanctioned by the Tiger leader. Below 
the fold 

calls for political solution.\" The independent Daily Mirror 
led with 

will wait and see; describes President Rajapakse as a 


Column 3 

realist committed to pragmatic politics.\" Even Sinhala 
nationalist independent media gave the LTTE the benefit of 
the doubt on the morning after the speech; the independent 
Island led with 

Other independent media maintained a suspicious view of the 
LTTE\'s intentions; the independent Lanka Academic website 
which shares key journalists with the Island 

\"Rebel leader serves ultimatum to Sri Lanka: Resolve Tamil 
issue or face independence fight.\" 


2. (U) Government and independent Sinhala papers also 
emphasized Prabhakaran\'s brief praise of the Sri Lankan 
President in his Heroes\ Day speech. Independent Sinhala 
daily Lankadeepa (11/28) ran a prominent above the fold 
headline 

short time to do justice to the Tamil people 

Prabhakaran.\" Independently owned Sinhala daily Lakbima 
(11/28) led with 

conduct of the new government with patience.\" 


3. (SBU) On the other hand 

political divide between Rajapakse and Prabhakaran despite 
an air of hope. Government-owned Thinakaran did not lead 
with Prabhakaran\'s speech but did banner a front page 
headline 

aspirations of Tamils - If rejected alternate action - V. 
Prabhakaran.\" Independent Tamil dailies Virakesari 
Thinakkural and pro-LTTE Tamil daily Sudar Oli termed the 
Hero\'s Day message a clear warning to the Government of Sri 
Lanka. Independent Thinakkural (11/28) led with 
VPrabhakaran gives time limit to Mahinda to put forward an 
acceptable solution." Pro-LTTE Sudar Oli (11/28) headlined 
\"Short time limit to Mahinda - Prabhakaran.V Independent 
Virakesari (11/28) led with 

next year if no solution within short period.\" To 

independent Tamil papers there was no question Prabhakaran 
meant business; the LTTE would intensify their struggle for 
self determination next year if the President failed to put 
forward an acceptable solution. 


4. (SBU) Two days after the HeroesY Day speech 

Sinhala editorial comment began to take a more suspicious 
perspective. The mainstream independent English Daily 
Mirror made a measured contention that despite PrabhakaranVs 
assertion the Sinhalese V'do not perceive the existential 
reality of the Tamils 

acknowledged the V'injustice and indignities suffered by 
Tamil people in the past. They also have a clear awareness 
of the reasonable aspirations not only of the Tamils but of 
other minority communities. It did not owe to lack of 
concern!" for Tamil tsunami victims that so-called V'Sinhala 
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extremists\" opposed the joint mechanism for tsunami relief 
Vbut because of the ingrained suspicions they have about the 
LTTE motives." Independently-owned Sinhala daily Lankadeepa 
(11/29) asked readers to note the entirety of PrabhakaranVs 
speech: \"It is commendable that the LTTE has become flexible 
enough to give a peace deadline to the new government. 
Although we should not forget that the many factors that 
contributed to this attitude of the Tigers. They are less 

able to pursue war after the Karuna split and heavy 
international pressure. The authorities should not forget 

that time is ticking.\" 


5. (SBU) Tamil editorial comment remained somewhat 
positive towards the fate of the peace process but echoed 
the Tiger warning that war could be inevitable. Independent 
editors called upon President Rajapakse to prove to the 
public he is not a racist by pursing the peace process 
expediently. Pro-LTTE Tamil daily Sudar Oli (11/29)blamed 
Vthe Southern media\" of distorting the contents of the 
speech made by the LTTE leader 

and political leaders have misunderstood Prabhakaran\'s 
message \"between the lines 

Rajapakse has three months to find a political solution 
acceptable to the LTTE. 


6. (SBU) Comment: The government-controlled media 
predictably emphasized PrabhakaranVs brief praise of 
President Rajapakse as a pragmatist 

and Sinhala media also for the most part lauded the Heroes\' 
Day speech as an indication of a political solution to the 
ethnic conflict would be forth-coming. Despite positive 
headlines 

readers to see the bigger picture by publishing full 
transcripts of the speech. Tamil and pro-LTTE media perhaps 
more accurately portrayed the entirety of Prabhakaran\'s 
message 

political solution for the time being 

not rule out a possible return to war. End Comment. 
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left Armenia out of key decision-making processes. 
EVANS 
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that the US Air Force Mission that will go to the Marquesas 
Islands on 1 - 15 December 2005 to install a telemetry 
station for the launch of a meteorological satellite 

exempted from paying the (customs) security deposit. As an 
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answer to this request 

informs the Embassy of the United States that the government 
of French Polynesia has agreed to waive the deposit request 
for the import under the temporary admission regime of the 
telemetry equipment. This authorization has been delivered 
on an exceptional basis 

interest of the project and as well as the good relationship 
between the Polynesian government and U.S. Authorities. V 
(Note forwarded by The Ministry of Foreign Affairs - Office 

of Americas and Caribbean Affairs.) 
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V French 
Integration Model" in the coming months. End Summary. 


2. GEOGRAPHY MATTERS. OR: THERE IS A REASON IT IS CALLED WTF 
PANIER\" 


One of the oldest districts of Marseille is called the Panier 

or 

\"basket\" 

the hills 

that form MarseilleVs outer limits on the other. Waves of 
immigrants 

over the years have poured into this \"basket\" 

mixture of 

race and heritage rarely found in French city centers. Once 
mainly 

Corsican 

growing 

Chinatown 

in 

Marseille. This port city has for centuries been a destination 
for 

immigrants and asylum seekers. Hence you don\'t find in 
Marseille the 

disaffected suburban populations feeling outcast from the city 
center. 

Numerous immigrants interviewed about the lack of riots cited 
this 

sense of geographic belonging in their answers. As one woman 
from 

North Africa told the Washington Post 

but | 

can go to the center of the city without thinking | am entering 
enemy 

territory. We belong to Marseille and Marseille belongs to us.\" 


3. COMMUNITIES ARE ACKNOWLEDGED 
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As several recent articles have noted 

un-French in 

that it freely acknowledges the many religious-based communities 
that 

make up the tissue of the city 

civic 

mechanisms to interact with them. A typical example is 

V Marseille- 

Esperance\" a municipal innovation created in the 1990s. It is a 
consultative council of religious leaders representing the major 
religions in Marseille that meets with the Mayor on an ad hoc 
basis and 

receives some office space from the city. The importance of 
this 

organization is as a symbol of unity and belonging 

played a 

role in maintaining social peace during times of tension. 


4. COMMUNITIES ARE ORGANIZED 


On November 17 CG attended a \"dinner of sharing\" offered by the 
Muslim 

association CORAI (Committee for Islamic Thought and Action) for 
close 

to 1 

society. It 

was held in a banquet hall across the street from the Velodrome 
where 

Olympique Marseille plays 

organized 

Soccer fan base in France. This evokes the thick web of local 
associations that lace through the poor quarters of Marseille. 
Associations such as \"Jeunes Errants\"; \"Tolerance Esclavage 
Zero\"; 

VFemmes d'ici et d\'ailleurs\"; "Ni Putes 

VObservatoire pour la Non-violence\" 

ground 

and confirm that they worked hard to prevent violence. The 
President 

of the V'Observatoire pour la Non-violence\" described the concept 
of 

what he calls the \"House of Marseille\" saying that the youth of 
poor neighborhoods feel like Marseille is their home 

don\'t 

feel the desire to despoil it. However 

Putes 

soumises\" caution that the situation is still explosive 

many 

cases is held in check not by the police 

the 
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parallel economy 


5. WE ARE ALL IN THE SAME BOAT 


Marseille is still and has always been a poor city. 
Unemployment is 

higher than the national average 

population 

receives the RMI (long term unemployment benefits). Hence 
traditions 

of solidarity are strong here. As one sociologist was quoted as 
saying 

in the local paper 

OM 

(Olympic Marseille soccer team) and the beach.\" The rise of 
Marseille 

as a trendy city 

Euromeditereanee 

redevelopment project has not yet changed the strong traditions 
of 

solidarity that help new immigrants make their way. 


6. WE KNOW HOW TO KEEP THE LID ON 


To a certain degree 

history 

of dealing with delinquent behavior 

network in 

place that works. For example 

police 

were able to stop an attempt to pillage a Marseille shopping 
mall 

because they had prior notice 

when the 

bandits arrived. The Prefect de Police 

a 

background in intelligence 

intelligence so that trouble can be anticipated. He told 
Ambassador 

Stapleton during a recent meeting that because the local police 
maintain good contacts 

a way 

as to stop trouble before it started. It is also true that the 
parallel economy run out of some of the poorer housing projects 
has an 

interest in maintaining order as well 

been 

tolerated to a degree not found in the North. Local association 
contacts thought this was a large factor in the lack of 

violence. 

Comment: Given the results of Squarcini\'s methods 
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surprising that he was recently asked by Interior Minister 
Sarkozy to 

return to Paris. For the moment 

However 

policing 

methods that the Minister of Interior has been criticized for 
neglecting. 


7. CAN FRANCE LEARN FROM MARSEILLE? 


Many will point to Marseille in the coming weeks as the \"French 
Model 

of Integration" is debated. Whether or not parts of the 
Marseille 

experience can be exported to other parts of France is certainly 
open 

to question. The things that make Marseille different are also 
the 

things people often cite when the say Marseille is in some way 
not very 

French. However 

places on 

conscious interaction with religious and ethnic communities 
suggests 

that there is a way for France to modify the unitary 

all 

French V" model of integration without betraying the ideals of 
French 

society. 
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Alert Over Global Warming" and La Tribune which headlines: V'In 
Montreal 


President ChiracVs 73rd birthday is also widely featured 
commentaries ranging from his thirty years of leadership as 
Prime Minister 

according to Liberation 

Colombani in Le Monde: \"The Difficult end of the Reign of 
Jacques Chirac.\" Colombani writes: VOf course there is a sort 
of unhealthy joy in the European and especially in the 

American media at the French misfortunes. When the New York 
Times headlines "Paris is BurningY is it not only exaggerated 

it is factually untrue but barely more so than when the French 
media announce the umpteenth ‘fall\ of America after hurricane 
Katrina. Jacques Chirac appears to be as weakened by the 
events in the suburbs as George Bush was by hurricane 
Katrina.V 
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The postponement of Saddam\'s trial is widely and factually 
reported 

subject\" as he turns from Iraq to \"illegal immigration\" is a 
major story in Le Figaro (See Part C). 


The conclusion of the Euro-Mediterranean conference in 
Barcelona elicits wide coverage and several editorials 
including in the regional press. (See Part C) 


Le Monde 

VGuantanamo-style prison\" in Kosovo quotes former KFOR 
commander General Valentin 

\"Unless | was deaf and blind this detention center has only 
held people arrested by KFOR under UN resolution 1244. All 
American prisoners wear orange jumpsuits. When it comes to 
being able to tell the difference between a bearded Albanian 
and a Taliban | believe that Mr. Robles made an assimilation 
between the two.\" A small item in Liberation entitled: \"The 
EU Asks Washington for Answers\" states: \"The European Justice 
Commissioner 

asked the U.S. for explanations about the alleged existence of 
secret CIA prisons in Europe 


SIPDIS 
answer to date.\" 


Catholic La Croix devotes a report to biometrics and how this 
technology is invading our daily lives. The article reports: 
\"since last month 

citizens to carry a biometric passport to enter the U.S. 
without a visa.\" The article also notes that the biometric 
system required by the U.S. \"is among the most sophisticated. V 
In a separate sidebar 

for foreign students going to the U.S. 

International Institute for Education 

Dream Losing Steam.\" The article notes that high education 
costs but also the difficulty of getting visas have impacted 

on the figures. 


Le Parisien interviews Jean-Louis Bourlanges 
Representative 

"noY vote to the EU Constitution 

of its influence: it is no longer a reference. No one listens 

to us anymore. The British idea of Europe as a free trade zone 
is replacing the French idea of a political entity with strong 
institutions. and which on the international level stands 
separate from the U.S. France and its vision lost much with 
the nomination of Barosso who perfectly embodies the British 
vision: he is liberal 

Europe's construction. V" 
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(C) SUPPORTING TEXT/BLOCK QUOTES: 


Climate Change - Montreal Conference 


\"Hot Potatoes" 

Pascal Aubert in centrist La Tribune (11/29): V'Constrain or 
convince? That is the question facing the international 
community 

warming. Once again in Montreal 

will be hard pressed to stand united against a plague that 
does not differentiate between North and South. Everyone 
agrees that climate change is a danger for the eco-system and 
that human activity is a multiplying factor - the U.S. rallied 

to this idea a few months ago. On all other issues 

especially on how to deal with the changes 

disagrees. A few months after the Kyoto Protocol went into 
effect 

become apparent. Everyone knows that to reach the goals set 
the price to pay will be a slower economy and limiting 
industrial production: two things that public opinions are not 
ready to accept. It is illusory to believe that technological 
progress is enough to curb the trend 

The challenge is not only to governments 

individual.\" 


VClimate Change and World Changes\" 

Bernard Le Solleu in regional Ouest-France (11/29): V'Not only 
the U.S. but also China and India are staying out of the fight 
against global warming. The case of China 

growth and many incidents affecting pollution 

for the Bush administration 

of Kyoto 

not join in? Russia is also a source of concern: Putin seems 
more interested in selling his oil and gas at low cost. 

Lastly 

unrealistic. But all is not lost: the Bush administration will 

not last forever and France is planning to build a new nuclear 
reactor in Cherbourg. The climate is changing and the world is 
moving. But is it moving in the right direction? The answer in 
the next century.\" 


V Negotiations on Post-Kyoto\" 

Laurent D\'Ersu in Catholic La Croix (11/29): "Europeans and 
Canadians consider it essential to reach a new agreement by 
2010. But they are facing opposition from the U.S. 

rejected Kyoto and has also indicated that it will reject all 
discussions in Montreal on future climate negotiations. 
Because of the risk of a U.S. veto 

"discussion process." 


President Bush's Policies 
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VBush Takes On Illegal Immigration V" 

Philippe Gelie in right-of-center Le Figaro (11/29): 

VPresident Bush needs to change the subject. The war in Iraq 
the manipulation that preceded it 

ratings and the rebuff he has been meeting with abroad are all 
banding together to weaken the U.S. President 

beginning to be labeled ‘a lame duckY three years before the 
end of his term. The President has therefore decided to open a 
new front: that of illegal immigration. But after the many 
initiatives which have turned against him 

this latest one is indeed a wise choice. V" 


Euro-Mediterranean Conference in Barcelona 


VArabs and Europeans Divided on Terrorism" 

Francois Musseau in left-of-center Liberation (11/29): \"An 
atmosphere of fiasco permeated the Euro-Mediterranean summit 
in Barcelona. Until the last minute 

year-old group had to haggle over the terms to be used in the 
‘anti-terrorist code of conduct.V The text 

"terrorism can never be justified 

the ritual fight between Europeans and Arabs on the debated 
question of legitimacy (or not) of armed resistance to an 
occupier. The divergence between Israel and Arab countries 
kept the 35 nations from co-signing the slightest declaration 

on the prospect for peace in the Middle East. A commitment for 
liberalization of agricultural products and services between 

the two zones was made 

by 2010 was emphasized. But a diplomat indicated this was not 
‘a reasonable time frame.\\" STAPLETON 
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Israel to establish a Jewish and democratic state." The 
platform also addresses the social economic affairs and 
changing the system of government. Yediot Aharonot 
also reports that P.M Sharon will soon reveal the final 
platform. 


HaVaretz 

reported on the issuance of a Code of Conduct on 
Countering Terrorism 

conference 

Muslim Mediterranean countries 

Lebanon. The Code condemns terror \"in all its 
manifestations 

justified."  HaVaretz also report that due to dissent 
between Israel and the Arab countries on reference to 
the Roadmap 

the Saudi Middle East peace plan of 2002 and its 
interpretation of the refugees right of return 
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publication of a final joint declaration was prevented. 
The Jerusalem Post reported that EU\'s Ambassador to 
Israel Ramiro Cibrian-Uzal told reporters during a 
meeting with the press on Monday that Hamas \"will 
remain in the EU list of terrorist organizations" until 

it "recognizes the state of Israel" and \"commits to 
solving the conflict through peaceful means." He noted 
that Israeli construction in the West Bank and around 
Jerusalem \"is illegal 

Road Map would be relaunched following both the 
Palestinian and the Israeli elections 

he believes the two sides were in phase one of the 
process. 

HaVaretz and the Jerusalem Post reported that the PAVs 
ruling Fatah party on Monday called off primary 
elections in the Gaza Strip following a series of 

attacks on polling stations and armed clashes between 
rival gangs. Fatah leaders who held an emergency 
meeting in Gaza City on Monday evening decided to call 
off the elections because of what they described as 
Vserious transgressions.\" Referring to scenes of 
anarchy and violence that accompanied the voting 
process 

impossible to hold the elections under the current 
circumstances. The decision is seen as a severe blow 
to Fatah and is likely to have a negative impact on its 
chances of making a strong showing in the parliamentary 
elections 

decision is likely to play into the hands of Hamas 

which is planning to contest the vote for the first 

time since the establishment of the Palestinian 
Authority. 

Major media reported that in the 3rd quarter of 2005 

the unemployment rate fell to 8.996 

time unemployment in Israel's workforce dropped below 
9% since mid-2001. Israeli media also reported that 
Bank of Israel Governor Stanley Fischer raised the 
shekel interest rate in December by 0.5% 

4.5% 

governments stability target for 2005. 

In a related development 

Administration decided not to slice its annual security 
and economic aid to Israel despite the ongoing 
settlement construction. The full sum of $2.52 billion 
will be transferred to Israel by the end of December. 
The Americans are still undecided on IsraelVs request 
for $2 billion of special aid in the wake of the 
disengagement. 
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Summary: 


Independent 

reopening of the Rafah border crossing between the Gaza 
Strip and Egypt is an achievement for the Palestinians 

but no less so for Israel.. The agreement and the 
understanding over the Rafah crossing have a natural 
continuation 

a link between Gaza and the West Bank 

opened in the coming weeks 

opening of an international airport in Gaza and the 
completion of the seaport there. V 


Block Quotes: 


VA step in the right direction" 


Independent 

reopening of the Rafah border crossing between the Gaza 
Strip and Egypt is an achievement for the Palestinians 
but no less so for Israel.. On the Israeli side 

defense establishment initially voiced several 

objections and concerns 

Minister Shaul Mofaz welcomed the agreement that paved 
the way to the reopening of the border as a confidence- 
building measure between Israel and the PA and as an 
important Egyptian contribution to security 
arrangements. The reopening of the crossing sets 
several important precedents. For the first time in 
decades 

international border between the territories and a 
neighboring country that is not under direct Israeli 
supervision. In other words 

control of the border area that it enjoyed for years. 

The Palestinians claim that they also made concessions 
since the Rafah crossing is only open to those whose 
names appear in the population register of the 
territories 

addition 

equipment at the crossing 

given time who is using the crossing. Another 
important precedent is the involvement of a third party 

- border police from the European Union - whose job it 
is to ensure that the agreement is fully implemented.. 
The agreement and the understanding over the Rafah 
crossing have a natural continuation 

dictated by circumstances - a link between Gaza and the 
West Bank 

and 

airport in Gaza and the completion of the seaport 
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there. The entire agreement is valid for one year and 
if properly implemented 

responsibilities for operating border crossings 

step on the road to assuming all the roles of a 
Sovereign nation 

with Israel.\" 


The conservative 

Editorialized: V The question is whether Israel can 
continue to sit silently on the sidelines 

that the international community is successfully 
blocking the Iranian bomb.. The US 

decided it will not break ranks with Europe 

Russia 

the wrong direction.. Israel has the right and 
obligation to openly spell out the global implications 
of a nuclear Iran.\" 


Block Quotes: 


\"Speak up on Iran\" 


The conservative 

editorialized: \"With its rejection Sunday of a Russian 
proposal 

regime may have once again staved off the West\'s best 
efforts to avoid confronting the world's principal 
international threat. The question is whether Israel 
can continue to sit silently on the sidelines 

pretending that the international community is 
successfully blocking the Iranian bomb.. The US 
seems 

and even Russia 

moving in the wrong direction. What 

the US do if Iran comes to its senses and says yes? 
The world will proclaim the Iranian problem as solved 
and Iran will have bought more time and legitimacy for 
its obvious quest for the bomb.. Europe 

Russia 

becoming a nuclear power. Every day that goes by in 
which the US continues to follow Europe\'s 

Russia\'s 

Bush administration has given up on stopping an Iranian 
bomb 
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reluctance to 

risk turning the matter into an \"Israeli\" issue 
understandable and was probably even warranted up to 
this point. But the failure of the IAEA to refer the 

matter to the Security Council 

international acceptance of Russia\'s blatant watering 
down of even the E-3\'s demands 

psychological acceptance of an Iranian bomb is growing. 
In this context 

the alarm.. Israel has the right and obligation to 

openly spell out the global implications of a nuclear 

Iran 

helplessness in preventing this nightmare from coming 
about." 

CRETZ 
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Speech") on November 25 and a November 28 briefing to the 
diplomatic corps 

concrete details on how he plans to advance the peace 
process. On each occasion he has repeated his offer to 
engage in direct and immediate talks with the Liberation 

Tigers of Tamil Eelam (LTTE) but has given no specific 
indication of how he expects to encourage the Tigers back to 
the table. Indeed 

audiences--the inaugural address and the policy statement 
before Parliament--emphasized his commitment to a unitary Sri 
Lanka 

his plan to include Muslims and all other V'interested 

parties\" in peace talks--all non-starters for the LTTE. 
Moreover 

repudiated the LTTE\'s V'concepts of traditional homelands and 
self-determination\" and pledged to uphold the right of any 
member of any ethnic group to live anywhere in the country 
Von the grounds that the entire territory is the homeland of 

all communities. V 


3. (U) Besides talking to the Tigers 

undertook in his parliamentary address to include all 

\"political parties 

organizations and the medial" in V'open discussions" aimed at 
building the ever-elusive national consensus on the peace 
process. At the same time 

Vproperly organize\" the facilitation services provided by the 
United Nations (note: the UN has not performed a 

facilitation role in the peace process) and \"the 

international community.\" 


LESS POLARIZING 
WITH ENVOYS 
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4. (SBU) In contrast to his remarks before Sri Lankan 
audiences 

corps presented a more modulated 

Omitting any reference to the preservation of a unitary state 
as part of a political solution 

only that \"the people of Sri Lanka have expressed their 
confidence\" in his views on the peace process 

his plans for greater inclusiveness and transparency in the 
process. Rather than \"revising\" the Ceasefire Agreement 
(which the LTTE has already made plain it will not consider) 
he suggested instead \"reviewing\" it to improve its 
implementation--something the LTTE had already agreed to do 
at least in principle 

Kumaratunga\'s administration. In tacit acknowledgment of 
international concern at possible Government involvement in 
the \"dirty war 

notably absent from the considerably longer policy speech 
before Parliament) and to adopt a human rights charter fully 
compliant with international conventions. He also expressed 
gratitude for foreign aid to support reconstruction in the 
north and east and appealed for \"international assistance to 
ensure that peace making is not at the cost of democracy and 
pluralism.\" 


5. (C) In another marked departure from his previous 
statements 

the need to begin consultations on the peace process with the 
four Co-chairs--Japan 

acknowledgment of the group since the campaign and his first 
positive mention of Norway (albeit in its role as a Co-chair 
rather than facilitator). In the Ambassador's conversation 
with Rajapaksa after the speech 

he had inserted the reference to the Co-chairs after his 
conversation with the Ambassador on November 25 (Ref B) 
the Ambassador had explicitly asked the President what he 
intended with regard to the Co-chairs. In a separate 
conversation on November 28 

Samaraweera told the Ambassador that he planned to meet the 
Co-chairs the following week. The Co-chairs have also 
requested a meeting with the President 

may also happen next week. 


6. (C) On November 28 Norwegian Ambassador Hans Brattskar 
told the Ambassador that new Acting Head of the Peace 
Secretariat John Gooneratne (who is replacing 
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now 

November 10) had called in Brattskar 

ForMin Samaraweera 

government wants Norway to continue in its role as 
facilitator. The government was still working out the 
modality and timing of publicly announcing this 
Gooneratne reportedly explained. Brattskar told the 
Ambassador that he had replied that Norway is ready to 
continue if both parties want it to do so and if Norway is 
convinced it can play a positive role. 


7. (C) In a November 29 lunch hosted by President Rajapaksa 
for visiting former President Clinton 

Ambassador and former President Clinton that he is 
considering 

provincial councils in Tiger-controlled territory substantial 
devolution of power 

(Note: As reported Ref D 

Rajapaksa 

had suggested a similar offer during the campaign 

had described as a substitute for the interim administration 

the LTTE had been demanding. The LTTE\'s reported reaction to 
this offer was that Rajapaksa was \"practical\" and 

realistic--an assessment echoed in LTTE leader Prabhakaran\'s 
November 27 Heroes\' Day speech (Ref A). End note.) 
Rajapaksa added that he would still like India to assume a 
more prominent role in the peace process. The Ambassador 
commented that the idea of real devolved powers may have some 
merit 

trigger a negative reaction with the LTTE--just as the term 
\"federalism\" causes a negative reaction among certain 
quarters in the south. The Ambassador also suggested that it 
might be useful to persuade the Indians to become more 
involved in tandem with other international players 

than as a solo performer. 


8. (C) It is all very well for Rajapaksa to declare he is 
ready for talks--just as it all very well for Prabhakaran to 
declare he is ready for Rajapaksa to deliver a political 
solution (Ref B). Actually achieving these difficult goals 
is obviously a very different matter. While it is 
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encouraging that Rajapaksa has begun to think about what new 
offers he might put on the table 

nationalist rhetoric with Sri Lankan audiences may temper his 
ability to make \"practical\" and realistic overtures. There 

is an enormous gulf between Rajapaksa\'s insistence on a 
unitary state versus LTTE insistence on self-determination 
and the ground that must be covered to get to an eventual 
peace agreement. Rajapaksa\'s appeal to the Co-chairs (and 
his less public overture to Norway) are hopeful signs that he 
recognizes the important role that the international 
community could play in helping bridge this gap. We plan to 
consult with other Co-chair representatives in advance of the 
expected meetings with the Foreign Minister and President. 
LUNSTEAD 
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7. (SBU) Lawyers throughout Bangladesh began a wildcat 
boycott of courthouses. Pro-BNP lawyers blasted the attacks 
as an anti-Bangladesh conspiracy 

lawyers condemned the BDG for failing to protect judges and 
lawyers. The pro-opposition Supreme Court Bar Association 
announced 

protest general strike on December 1. 


The Pattern Broadens 


8. (SBU) There have been no claims of responsibility for 
today\'s attacks 

handwritten Jamaat ulMujahidin Bangladesh (JMB) leaflet 
calling for the immediate implementation of sharia law was 
found at the attack site in Chittagong. Such a leaflet would 
be consistent with earlier attacks. However 

come after near daily written and telephonic threats the past 
two weeks attributed to JMB against judges 

Bangladeshi social development NGO\'s. This is the fifth 
deadly attack against the Bangladeshi judicial system since 
the August 17 nationwide bomb blasts 

of synchronized serial attacks. While there was no known JMB 
threat against a Gazipur judge 

activist threatened to kill a senior judge in Chittagong if 

he did not start trying cases under sharia law. On November 
18 

were not released by November 30. 


9. (SBU) The August 17 blasts blanketed every area of 
Bangladesh. Since then 

have occurred in all six divisions 

concentration in Chittagong 
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Embassy Response 


10. (C) Embassy EAC met and reviewed security procedures 
(septel). New precautions including extra vigilance on 
screening visitors to USG facilities 

guard awareness about the suicide bomber threat. A warden 
message was sent out reminding all American citizens to 
exercise caution and noting that courthouses have been 
singled out for attack. 


Comment 


11. (C) While the November 15 assassination of two provincial 
judges may have been a bungled suicide attack (reftel) 

police and DGFI contacts tell us that today\'s attacks clearly 
mark Bangladesh\'s entry to the club of nations victimized by 
suicide bombers. Their presumption is that the bombers were 
young Bangladeshi men and that more JMB suicide bombers are 
in the wings. In these circumstances 

to think the attacks will continue 

incidents -- now 14 days -- may continue to shorten. There 

is no indication that JMB is planning to attack U.S. or 

western targets 

There is also the risk of becoming collateral damage. The 
Peace Corps training center 

while all three Peace Corps volunteers in Gazipur are safe 
one of today\'s fatalities was an English student in a PCVVs 
class. 
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arrived in Kuwait 
exchange of ambassadors. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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conciliation conference held at the Arab League" (Al-Ahram 
circulation: 750 

ensures gradual ending of foreign presence in lraq\" 
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(Akhbar 

the path to success" (Al-Gomhouriya 

\"Mubarak: \"Irag\'s unity and people are above all 
considerations" (Rose Al-Youssef magazine 

50 

less ebullient: \"Iragis set off on the road to 
reconciliation in Cairo" (Nahdat Masr 

20 

meeting" (Al-Ahrar 

newspapers reported on the conference but only on 
tangential issues 

the latest round of parliamentary elections. 


3. Coverage: Pro-government papers Al-Ahram 
Al-Gomhouriya 

coverage and published the entire transcripts of the 
speeches of President Mubarak 

Talabani and Arab League Secretary General Amr Mousa. A 
walk-out of the 24-member delegation of the Unified Iraqi 
Coalition led by Dr. Hamam Bager Abdul-Majeed Hamoody 
protesting statements made by Menas Ibrahim Al-Yousefi 
had asserted that the Iraqi constitution was largely 

drafted by the United States and that the members of the 
current Iraqi government had come to power through the 
occupation forces 

Mousa\'s admonition to the session to V'act in a responsible 
manner.\" Iraqi Prime Minister Al-Jaafari\'s warning about 
the return of the Baath being a \"red line\" and the Chairman 
ofthe Muslim Scholars Board calling for a timetable for 
withdrawal of occupation forces were highlighted in pro- 
government Rose El-Youssef magazine. 


4. Commentaries: In Al-Ahram 

writer Dawood El-Farhan wrote that the conference should 
have focused on building an lraqi-Iraqi dialogue to stop 

the bloodshed first 

could be settled through continuing dialogue. Commentator 
Emad Galal wrote in the same paper that despite clear 
differences at the opening session 

common ground for reconciliation 

withdrawal of foreign forces; a position on the role of the 
Baath and the armed militias; and the problem of 

terrorists. Former editor of Al-Ahram and highly respected 
commentator 

and the Arab League have given maximum support to the 
conference and that it is now the responsibility of the 

Iraqis to have the courage to reach a common understanding. 
In Al-Akhbar newspaper 

welcomed the fact that it was the Arab League that had 
convened the conference saying that it is the \"House of all 
the Arabs 


Column 3 

meeting was a first step toward reconciliation. Highly 
respected columnist and former editor of Al-Akhbar 
newspaper Galal Duweidar criticized recent statements by 
Secretary Rice in which she stressed that the United States 


SIPDIS 

is offering aid to rebuild Iraqi infrastructure 

would be better to announce a timetable for withdrawal from 
Iraq. Editor in Chief of the opposition paper AI-Wafd 
(circulation: 180 

conference and wished it success 

Chalabi V'AmericaVs man in the early days of the American 
occupation of Iraq\" was not present. He also noted that 
the conference coincided with demands by the American 
Congress to withdraw American forces from Iraq. In Al- 
Osboa magazine (circulation: 50 

anti-U.S. line 

conference saying that the main focus should have been on 
solving the \"core\" problem in Iraq 

American occupation.\" 
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to give false testimony: | was exposed to temptation 
bargaining and torture. | met twice with Saed al-Hariri 
directed me to cooperate with Khashan. Confused reactions by 
the forged testimony crew. Speculation about the position of 
Lebanese judiciary towards detainees. The International 
Investigation Commission acknowledges hearing the masked 
witness. Other masks are expected to fall. The witness shows 
readiness to appear before an international court. Wahab 
[former Lebanese Minister] calls for dismissal of Al-Saba\' 
and arrest of Khashan 

exploiting Lebanese establishments and apparatus to serve 
its interests" (Government-owned Al-Thawra 


\"The masked witness exposes more details about the 
conspiracy to implicate Syria in the Al-Hariri 

assassination. A group of politicians dictated information 

to him and arranged for him to go to Vienna. The car of the 
masked witness is found near Lebanese customs. Lebanese 
calls to dismiss the Lebanese Minister of Interior Al-Saba\' 

and to arrest Khashan\" (Government-owned Al-Ba\'th 

VOn behalf of President Asad 

the Euro-Mediterranean Summit held in Barcelona. The Summit 
voices commitment to achieve a just 
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the Middle East in accordance with the principles of the 
Madrid conference. Mr. Shara discusses latest regional 
developments with King Juan Carlos of Spain 

Lebanese Premier Al-Saniora and other senior officials in 
Barcelona\" (Government-owned Tishreen 

VProtests and sit-ins continue in the Syrian provinces in 
rejection of pressure and threats against Syria and in 
assertion of national unity" (Government-owned Tishreen 
11/29) 

\"The UN demandas that Al-Jafaari cabinet halt operations in 
Western Iraq. The Saddam trial is postponed until mid- 
December (Government-owned Al-Thawra 


3. Editorial Block Quotes: 
VWill our People Be Relieved?\" 


Dr. Khalaf al-Jarrad 

Tishreen 

with the international investigation commission into the Al- 
Hariri assassination 

that it respects international legitimacy and complies with 
international resolutions and requirements even if it has 
reservations and substantive observations about some of 
them 


VWhen Syria insisted on changing the proposed place for 
questioning the Syrian officials 

desire to preserve the dignity of its citizens on the one 

hand and to safeguard Lebanonvs stability and avoid tension 
and negative repercussions on the other." 


\"The agreement will not prompt Syria to relax 
demonstrate further vigilance and caution against the plans 
targeting it....\" 


\"Not to Be Charged with Bias V 


Umar Jaftali 

commented (11/29): V'The EU took no action against Israel 
despite a reported British Foreign Office memorandum saying 
that Israel is working to Judaize Jerusalem through 

activities that conflict with international law. 


\"We believe that the EU has lost enthusiasm for the 
memorandum after an Israeli threat to boycott Europe and 
exclude it from the peace process if any measures were taken 
against Israel.... 


\"Is it conceivable that the advocates of democracy and human 
rights retreat after a simple Israeli reprimand and turn 
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into false witnesses with respect of violations of 
Palestinian human rights...?\" 


\"The Barcelona Conference and the Demanded Cooperation V" 


Muhammad Khair al-Jammali 

owned Al-Thawra 

Mediterranean summit is contingent upon a solution to the 
real problems the Middle East is facing 

occupation of Arab territories and the American occupation 
of Iraq.... 


\"Some countries want to make terrorism the central issue on 
the summitVs agenda.... The issue of terrorism is very 
important and must be confronted 

terrorism is an effect 

controversial. 


\"Arabs reject terrorism 
toward issues of the region does not help solve the 
problem.... 


\"If controversial issues are solved 
cooperation will be a model of civilized interaction and an 
element of regional and international stability V 
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together and pool efforts and resources.\" Europe has 10 
main battle tanks 

fleets of fighter jets that lack tanker support to get them 

to the fight. Europe has been mired in a capabilities deficit 
for years 

in the battle to craft new approaches to the EUVs capability 
development process. The Agency may look to expand its 
organization through managing procurement programs for V'ad 
hoc\" groups of nations in order to inject some needed cash 
and manpower. End Summary. 


2. (C) Agency Deputy CEO Hilmar Linnenkamp describes the EDA 
as a Vcapabilities-led defense agency" 

helping nations deliver fielded capabilities for ESDP 

missions is their primary focus. Everything else is designed 

to support that goal 

requirements of the European Security Strategy (ESS). The 
EDAYs capability development function is carried out within 
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the context of a wider development process providing for a 
comprehensive and systematic \"translation\" of 

politico/military requirements into delivered capabilities. 

This Comprehensive Capabilities Development Process (CCDP) 
aims to provide \"coherence\" by linking ESDP collective 
ambition and strategic defense objectives with military 
capabilities and member statesV defense plans 

Systems investment. 


3. (SBU) The CCDP provides a roadmap for the EU to deliver 
improved military capabilities to achieve the vision of ESDP. 
To maintain coherence 

development 

does Europe want to do militarily? As the development 
process progresses from the EDAVs Integrated Development 
Teams (IDTs) through the EU Military Committee (EUMC) to the 
EU Political and Security Committee (PSC) and onward to the 
EU Council 

bulk of this development work will occur within the EDA\'s 
capabilities directorate 

project groups and coordinate with other \"experts\". 


4. (SBU) A key facet of the CCDP is the EDA\'s plan for 
individual capability project groups (air-to-air refueling 

airlift and C3 to name a few). When the EDA took over the 
European Capabilities Action Plan (ECAP) 

EDA staffers describe it 

success by snatching ECAP stewardship from the EU Military 
Staff (EUMS). The EDA has since launched an innovative plan 
to convert most of the ECAP groups to matrix-type Integrated 
Development Teams. The development teams will draw on 
expertise from a variety of competencies including R&T 
industry 

consolidate knowledge from a variety of skills early in the 
process to avoid surprises when it comes time to pay for the 
hardware or to ask industry to produce the desired 

capability. 


5. (SBU) One point to watch will be the relationship between 

the NATO PCC groups and the new EU IPT\'s. There were many 
project groups that were under dual NATO/EU PCC/ECAP 
partnership 

NATO PCC groups into the new EDA project Teams. This bears 
watching 

active involvement in European capabilities development. 
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\"Ad Hoc!" Groups 


6. (SBU) The European Council Joint Action of July 2004 
authorizes the Agency to V'provide for the possibility of 

specific groups of Member States establishing ad hoc projects 
or programs.\" The EDA Steering Board may also authorize the 
Agency to V'enter into contracts on behalf of certain Member 
States 

required contracts. The EDA sees this as a growth area and a 
route around the EU Council imposed ceiling of 80 personnel 
and 20 million Euro budget. It is also a way to advance 
structured cooperation 

group of nations can move ahead of the rest on a defined 
project. Since Council funding is limited 

these groups as an opportunity to receive funding for project 
management. This is a big opportunity for the Agency 

its ability to launch capabilities studies is severely 

limited by its staff 

capabilities directorate. The EDA also may be working with 
the UK to form a group of European nations interested in 
having the Agency contract some air-to-air-refueling planes. 


8. (C) Nick Witney has often said 

spending money on the wrong thing 

things." Comments like that do not always win friends. 

There may be more at stake than just capabilities 

staffers say Javier Solana is anxious for the EDA to produce 
results. Javier Solana is quoted as saying 

got left - you have to succeed. The whole (European) project 
is riding on you. EDA officials say that Solana has told 
Witney and others that the EDA has just one year to \"produce\" 
results 

becoming subject to budget cuts from non-admiring nations 
like Spain 

from the outset 

with the EDAVs intrusive investigation of their national 
procurement practices during the EDA\'s queries into article 
296 abuses (see ref x). One nation that is actively 
campaigning against the Agency and its drive to reform EU 
procurement practices is Spain. (See ref Z for details of the 
newly-announced Code of Conduct for Defense Procurement.) 
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9. (C) The joint action specifies the Agency should invite 

the NATO Secretary General and V'Heads/Chairs of other 
arrangements 

relevant to that of the Agency!" to Steering Board meetings. 

So far 

lack of cooperation 

right\" to develop a formal relationship with NATO. One EDA 
staff member said that the EDA lacked a security agreement 
with NATO 

level. The Agency is keen 

close relationship with NATOVs Allied Command Transformation 
(ACT) in Norfolk. The Agency feels that both share the same 
mission - transformation -- and they also engage in similar 
matrix type organizational plans. It may be possible to 

offer the EDA a carrot in the form of a relationship with 

NATO\'s ACT in exchange for formal arrangements with NATO and 
its other agencies. NATO\'s Defense Investment may also 
develop extensive ties with the EDA. 


10. (SBU) The Council has allocated the EDA just 20 million 
Euros for 2005 with only 3 million devoted to operations 
many EDA staffers tell us money is tight. The EDA is 
actively pushing for budget increases 

predicted next years budget will remain \"stable.\" Additional 
funds of up to 3 million Euros may be provided to the Agency 
for Research and Technology development programs. Some 
dual-use technology programs benefit from considerable 
investment from the European Commission. 


11. (C) Most US industry representatives in Brussels are 
taking a \"wait and see\" posture with the EDA. Nick Witney is 
still one of the most popular speakers in town 

provides few concrete details 

broad concepts. Many sage Brussels insiders see the future 
fallout from the EDA as a battle within Europe between the 
large multi-nationals who control up to 85 percent of the 
European defense market and the small companies 

likely suffer the most during a serious consolidation effort. 
The Brussels-based US-EU American Chamber of Commerce has 
assembled a \"Security and Defense Task Force\" whose 
membership includes most European representatives of the 
major US defense companies. They track the EDA and its 
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initiatives closely. 


12. (C) Witney and Linnenkamp have been very careful when 
addressing this topic. Witney has acknowledged there is a 
view in Europe that V'technology flows across the Atlantic 

but does not flow back" 

Preference\" will likely occur 

still divided on the issue of whether there should be a 
European Preference in EU procurement" practices. The Defense 
Ministers 

directed the agency to compile statistics on technology 
transfer 

issue. 


13. (C) If pursued wisely 

some significant improvement in European military 
capabilities. However 

for the EDA to go off in a different direction from NATO in 
capability development. This could leave European countries 
fighting over differing versions of capability requirements 
with the EU advocating different capabilities than NATO. It 

is vital that these groups remain linked. 
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catalogue\" in 2006 listing all forces 

capabilities pledged to the EU 

2007 identifying shortfalls between requirements and pledges. 
This more detailed force planning may result in an increased 
requirement for airlift 

not be able to launch concurrent operations simultaneously 
due to lift shortfalls. EU planning may instead require a 
\"break\" between two high intensity operations due to 
sustainment issues. End Summary 


2. (U) In June 2004 the EU Council endorsed the Headline Goal 
(HG) 2010 
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Security and Defense. The HG 2010 reflects the aims of the 
European Security Strategy (ESS) 

Headline Goal (2003) 

to attain in its attempt to V'share in the responsibility for 
global security.\" HG 2010 also outlines a roadmap for 
generating the military capabilities required to execute the 
ESS. A key deliverable for that process is the Requirements 
Catalogue 2005. 


3. (C) The just approved Requirements Catalogue incorporates 
results of an initial catalogue which was the product of 
technical work performed during the iterative process between 
the EU Military Committee (EUMC) and the Political and 
Security Committee (PSC) completed in May 2005. The final 
Requirements Catalogue is a detailed list of total 
requirements. It includes an overall EU force number as well 
as a lengthy list of capabilities 

required to execute the ESS and to lend substance to ESDP. 
The final catalogue 

scheduled for release by the end of 2005. Once that 
catalogue is released 

where nations will pledge capabilities against the listed 
requirements. A Headline Goal Questionnaire 

and compatible with NATO\'s Defense Planning Questionnaire (as 
part of the \"Berlin-Plus\" arrangements) 

nations asking them to list the forces and capabilities they 
possess. Nations\' pledges will be used to create a \"Force 
Catalogue" in 2006 

available for EU-led crisis management operations. The force 
catalogue will be followed up with a V'Progress Catalogue\" in 
2007 identifying shortfalls between requirements and pledges. 


4. (U) The primary elements of the catalogue are; strategic 
planning hypotheses 

of the capabilities required to meet the HG 2010 goals. The 
EU has developed five ESDP mission scenarios based on the ESS 
including; separation of parties by force (SOPF) 

stabilization 

countries (SR) 

operations (EO) and assistance to humanitarian operations 
(HA). EU planners also developed a set of variables that may 
have an impact on the EUVs ability to launch and sustain 
operations including; distance from Brussels to the theater 
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of operations 

forces 

capacity to sustain several operations simultaneously. 


5. (U) The EUVs attempt to develop a Force Requirement 
Catalogue is not unlike the early stages of NATO\'s 
well-established Force Planning Process (FPP). In the early 
stages of NATO\'s FPP 

Control Agency (NC3A) conducts a similar type of 
computer-assisted operational analysis 

Tasks (MT) and representative Planning Scenarios (PS) which 
act as capability drivers. The end result of the NC3A work 

is the derivation of the Alliance\'s Minimum Military 
Requirement (MRR) based on the Level of Ambition (LoA) as 
stated in the Ministerial Guidance (MG). Thus 

roughly equivalent to the EUVs Requirements Catalogue. The 
two institutions sharply diverge 

next. As outlined above 

derivation of the Force Catalogue followed by a strictly 
voluntary V'bidding process\" is the end-state. In NATO\'s FPP 
the development of the MMR is merely the initial step in a 
ten-year process that seeks to challenge Allies to fulfill 

the MRR by producing the capabilities identified in it. A 
cursory comparison between the EU\'s process and the more 
detailed 

and voluntary system based upon bidding against a 
Requirements Catalogue may not be successful in \"driving\" 
Member States to produce the necessary capabilities. The 
European Defense Agency (EDA) is trying to introduce greater 
competition into the European Defense Equipment market and 
rationalize the demand side in hopes of inducing the industry 
to produce the needed capabilities. (See reftels for more 
details.) 


6. (C) The initial limited version of the requirements 

catalogue was produced during the Luxembourg Presidency. The 
EU tasked the European Defense Agency to contract the NATO 
Consultation 

computer-assisted analysis to \"verify\" and expand upon the 
previous findings. (NC3A also provided such support for the 

initial Headline Goal requirements work in 2000.) NC3AVs 
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detailed work has provided the EU a more precise 
rendering of requirements for the final Catalogue. 


7. (C) The EU Military Staff created a set of strategic 

planning assumptions to assist in uncovering the total 

capability and force requirement. Planning assumptions 
include an operational ESDP range from 4 

kilometers from Brussels. Fifteen thousand km may seem like a 
stretch for the airlift-poor EU 

embark on these missions only for \"Evacuation Operations" and 
VAssistance to Humanitarian Operations" scenarios on a 
limited scale. To put these significant operational ranges 

into context 

9 

airlift will be the long pole in the tent for either 

scenario 

sealift. 


8. (C) For the higher intensity scenarios such as separation 
of parties by force 

Vreaction time 

the EU can have troops on the ground operating at an V'initial 
capacity". The EU level of ambition also seeks to carry out 
\"two concurrent operations" 

will likely mean separating the start of each operation by at 
least two months to allow time for the strategic lift to 

reset. 


9. (C) One of the unintended consequences of this more 
detailed 

EUV's previous assumptions 

Helsinki Headline Goal Catalogue 2002 

figures for this years catalogue will represent increases in 
total force requirements. Especially striking is the jump in 
the requirement for airlift 

the EU airlift shortfall. This change is also due to the 
significant increase in the EU\'s level of ambition and 
corresponding airlift requirements for \"Evacuation 
Operations.\" 


10. (C) The EU is also looking at decreasing the time 
required for a decision to launch rapid response operations 
which would enable military authorities to shift loads to 


Column 3 

sealift assets 

of sustainment difficulties 

catalogue will include a warning that the EU will require one 
year between each V'separation of parties by force\" operation 
and six months between V'conflict prevention\" missions. 
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presumably derived from Dar\'s interrogation by police. The 
information Jaishankar conveyed to us includes background on 
Dar himself; limited identifier data on the terrorists who 
carried out the attacks; and some data on Dar\'s 
terrorism-related financial transactions. Jaishankar did not 
mention any direct role by ISI or the Pakistani government. 
News of Dar''s arrest and his alleged connection to the Diwali 
bombings have been reported in the Indian media 

press has been debating his role in the attack and in LeT. 
This is the first information we have received from the GOI 
confirming DarVs and the LeTVs role. End Summary. 


Dar\'s Affiliations 


2. (S) From the information Jaishankar provided 

former Hizbul Mujahedeen (HM) member who joined 
Lashkar-e-Tayyiba in July 2005. His point of contact was Abu 
Huzaifa 

commander in Srinagar. Dar also communicated with LeT cells 
on both sides of the LoC 

-- he also issued press statements on LeTVs behalf to the 
media in Srinagar. 


The Perpetrators 


3. (S) According to Dar 

VKashmiriV carried out the Diwali bombings. (NOTE: 
Jaishankar added that 

indicated non-Kashmiri Pakistanis 

have meant a person from either Indian or Pakistani Kashmir 
-- he did not further specify. END NOTE.) All four 

terrorists departed Delhi soon after the attacks 

not know where they went. Also 

Dar\'s statement" was that the November 21 arrests in Srinagar 
of Mohammad Rafiq Shah and Mohammad Hussain Fazli were 
\"related\" to the bombings. (NOTE: Jaishankar did not clarify 
this statement. END NOTE.) 


The Money 
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4. (S) Dar also provided to the police some information on 
international money transfers. He had received a total of 
five million rupees (approximately $110 

LeT combined since 2002. Specific transactions included two 
transfers in late October for a total of 900 

(approximately $20 

via UAE Exchange House in Dubai 

July-October totaling 1 

$31 

within the 2002-05 period deposited 2 

(approximately $62 

HM 

transactions involved bank accounts 

transactions. (NOTE: Jaishankar\'s statement suggests that 
some of the information may have been derived from 
investigating Dar\'s bank accounts 

END NOTE.) 


Comment: The Start of a Beautiful Relationship? 


5. (S) The real story here is the start of a productive flow 

of intelligence that goes beyond MEA handing us press 
clippings. The data Jaishankar provided is 

limited value on its own 

show of good faith 

requests for USG information on the IC-814 hijacking (Ref A). 
If we are able to reciprocate in some useful fashion (not 
necessarily on IC-814) 

productive exchange of terrorism-related information. 

BLAKE 
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published an op-ed by Rigoberto Gomez Madrid 

Sciences 

Polarization?\" \"Mr. Eduardo Galeano 

"honoris causa\' from the National Pedagogic University 
declared that the young who don\'t believe in democracy or 
are indifferent towards elections are right about the 

"circus actV that politicians have put on. He also said that 
"the most unforgivable sin is to act against the hope of the 
peopleY to achieve a dignified quality of life A" 


VOne of the initiatives made by the groups in power in the 
western hemisphere is the FTAA and Bolivarian Alliance 

(ALBA) 

different economic-political issues than the ones in the 

last Summit of the Americas. The Summit ended with different 
stands between the Southern Cone that promotes ALBA and the 


Column 3 

block of countries led by the U.S. that promotes FTAA. FTAA 
is not designed to provide equal economic opportunity for 

all participant countries. The Southern Cone is demanding 
equal conditions for all the countries. V 


VIn summary 

social change still exists. In Honduras\' case 

has been an issue since the Callejas administration but the 
change is very far from being real 

noticeable discontent about the current Honduran political 
model. Maybe Churchill was right when he said that 
"democracy is a bad form of government; unfortunately 
rest are much worse." 
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Tribuna V' published an editorial entitled \"Quarantine.\" \"We 
have said recently that we need to worry about the large 
number of deportees from the United States that have been 


returned to Central American countries. This is especially 
true for Honduras with 14 

been returned because they were in the United States 
illegally and did not possess papers to benefit from the 
TPS. 


\"We have to add to this number 61 

been returned from Guatemala and Mexico en route to the 
"American Dream.\' Excluded are those who never arrived 
anywhere 

by the heat 

their paths. V 


VSome of these deportees were captured because they were 
involved in illegal activities or drug trafficking 

or other crimes. This is a grave situation because the 

gangs in Central America are linked to exactly these types 

of activities. Immigrants who left for the United States 
applied what they had learned in the ghettos of Honduras to 
new locales and when they ran into the law they were 
deported.\" 


\"What has always intrigued us is that 

deportees are caught because of violations of the law 

don\'t they establish a quarantine system 

deportation that is happening returns criminals to this 

country 

Honduras suffers? The expansion of gangs in Central America 
is clearly linked to the number of deportees. This is made 
worse still by the potential for these gangs to have links 
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to terrorist groups. V 
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been quite successful 

interchangeably in Tunisia today. The GOT uses the term 
VIslamistV to tarnish the image of those who it thinks 
represent a threat to regime stability. FM Abdullah recently 
told Ambassador (Ref A) that he has noticed a \"regression\" in 
Tunisian society toward more conservative religious 

practices. At a recent meeting with U.S. military officials 

the MFA Director General for the Americas and Asia 
characterized those who use the Quran to justify extremism as 
\"criminals\". The GOT also uses a policy of \"exporting\" 
nationals who are suspected of fundamentalist behavior to 
combat the internal Islamic threat 

the root causes (Ref B). 


5. (C) To reach out to moderate Muslims and combat extremism 
President Ben Ali has also taken steps to co-opt the 
popularity of religious sentiments in Tunisia by highlighting 
his own religious sentiments and practices. In 1992 
elevated the then Department of Religious Affairs to a 
full-fledged Ministry. On Muslim holy days 

a large mosque built in greater Tunis in 2003 

nearby historical cathedral. In an attempt to further 
exploit Tunisia\'s Muslim and Arab heritage 

that Arabic is the official language of the GOT. One of his 
daughters now reportedly wears the hijab 


SECULARISM STILL STRONG 


6. (C) A significant portion of the Tunisian populace is 
strongly secular in their beliefs and agrees with President 
Ben Ali and the GOT that political Islam represents a threat 
to Tunisia\'s economic and social progress. These views are 
found throughout Tunisia 

and Western capital of Tunis. A young shopkeeper in the 
ancient Roman town of Sbeitla told Poloff that he is Arab 

not Muslim. Muslims pray 

and are nothing like him. The trend towards increasingly 
outward expression of one\'s faith is disturbing to these 
Tunisians 

suddenly become conservative Muslims. One woman told Poloff 
that shopkeepers complain that women are donning the hijab 
then coming to the market and stealing produce. A former 
an-Nahda member also complained to Poloff that politicized 
Muslim groups are all about political activism and alliances. 
God and religion are irrelevant to these organizations 
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which would not be any better than the current political 
leadership in Tunisia. 


RELIGIOUS OBSERVANCE 


7. (C) At the same time 

demonstrating their religious beliefs 

question the historically secular nature of Tunisian society. 
One man 

that natural disasters are the result of Wpeople not thanking 
God.\" He went on to explain that Tunisians do not pray or 
otherwise fulfill their religious commitments 

those Tunisian women go out of the house \"naked.\" More 
religious Tunisians often express their feelings that the GOT 
restricts their ability to worship freely. A young doctoral 
student told Poloff that she would wear the veil 

fears that her brothers 

lose their jobs if she insisted. There are many anecdotes 
about GOT harassment of veiled women or men with beards 
including stories that police have torn off women\'s veils 
manhandled veiled women in the markets and arrested and 
interrogated bearded men or veiled women. This strong 
government reaction drives the most religious underground - 
and even out of the country. Some Tunisians claim to know a 
story - real or rumored - of a young Tunisian man who 
traveled to Iraq on \"jihad\" to fight in the Iraqi resistance. 


THE MIDDLE ROAD 


8. (C) Despite the strong views against conservatism 
observant Muslims have found a middle ground that is 
acceptable to the GOT. Such Tunisians attend mosque and 
observe other religious practices 

profile. One forty-year-old man told Poloff that his wife 

wears the veil. When asked if she had any difficulties with 

the GOT 

not a conservative veil.\" Another young woman cited a hadith 
(saying) from the Prophet Muhammad 

if you cannot speak out against wrongdoing 

disagreement 

your heart. The woman said that she does not believe she can 
wear the veil in Tunisia 

she would if she could. 


9. (C) COMMENT. The GOT\'s efforts to walk the fine line 
between respecting TunisiaVs Islamic roots and combating 
religious extremism has had an unclear impact on the public. 
Clearly 

being tolerated to a certain extent by the GOT. But any 
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forays into the political sphere 

criticism or political activism 

While one could speculate that repressing religious 
expressions could lead to a religiously-based attempt to 
overthrow the government 

Tunisia suggests that there are many moderate elements that 
could act as a counter-balance to any sudden move towards 
extremism. In fact 

as moderate Islamic political thought 

interfaith dialogue 

Tunisia. 
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have provoked an aggravation of the unrest. Despite the fact 
that more than 250 police were wounded 

the police exclusively used nonlethal force 

In doing this 

maneuver and respond. 


3. (C) Police officials were also aware 

need to demonstrate absolute control of the situation 

only in order to dampen the violence but also to prevent the 
emergence of vigilante groups. A massive police presence was 
the primary way to demonstrate this control 

When asked why a major city like Marseilles was spared the 
unrest 

integrated of French cities. It was a port city 

world 

there that did not in other cities. 


4. (C) The GOF''s draft counterterrorism law was approved by 
the National Assembly last week 

expected by the end of the year. Berlioz said political 
fighting about the law was almost nonexistent. All sides 
recognized that it was essential to reform certain aspects of 
France\'s fight against terrorism. Primary reforms 

Berlioz 

internet 

the aftermath of the June bombings in London 

realized that France needed to vastly upgrade its video 
surveillance of public areas. This necessitated changing 
French privacy legislation. Berlioz would not rule out 
additional legislation in coming months if the need arose. 
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5. (C) France has focused on improving its ability to target 
and trace potential terrorists 

legislation would help. In addition 

intelligence - primarily the DST and RG (both under the 
control of the Ministry of Interior) - had stepped up its 
surveillance of mosques 

are seen as particularly linked to extremism) 

African tea/waterpipe cafes. Another primary focus for the 
GOF is the French prison system 

to recruit petty criminals into terrorist networks. Berlioz 
said recent networks 

another led by GSPC sympathizer Safe Bourrada 

prison. Public measures to deal with this issue include 
recruiting moderate imams to minister to the prison 
population. Other 

and technical surveillance of the prison population 

Berlioz. 


6. (C) Despite these new measures 

pessimistic regarding a possible terrorist attack 

Berlioz. As an example 

in the London bombings. Security measures are essentially 
based on a potential attacker\'s fear of dying 

Take away that fear 

to stop. For this reason 

better develop its targeting and tracing capability. The 

idea of when 

spurred the GOF to work on increasing public awareness of 
terrorist threats 

intelligence chiefs were never in the public eye. Interior 
Minister Sarkozy changed this 

they needed to appear publicly and to give interviews 

that the French public would grow accustomed to their 
presence and the work of their agencies in dealing with the 
terrorist threat. The GOF was impressed by the British 
publics sangfroid during the July bombings 

and it wanted to ensure that the French public was equally 
prepared. (Note: As a demonstration of Sarkozy\'s decision 
in recent days Pascal Mailhos 

de Bousquet 

interviews on the threat of terrorism. They have cited 
among other issues 

threat of Islamist recruitment in French prisons 

threat posed by the GSPC terrorist group. End note) 


7. (C) Berlioz added that Iraq has taken the place of 
Afghanistan and Chechnya as a focal point for global 
jihadism. One difference 

engaged in combat in Iraq generally do not return to their 
home countries. Those who went to Afghanistan were less 
likely to engage in combat 
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camps before returning home. There was therefore a greater 
potential for Afghanistan veterans to form sleeper cells in 
their native countries 

difference noted by French C/T professionals is that the time 
between conversion to extremist thought and action has become 
extremely short 

intelligence services to uncover new cells formed to send 
jihadists to Iraq and/or to plan attacks on French soil. 

(reftel) End note.) 

Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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potential polling site location for security. Centers are 
slated for Haditha 

Haglaniyah is deemed too unstable to allow its own site. 
As on October 15 

to nearby Haditha to vote. According to official IECI 
tallies of the October referendum 

Haditha 

centers registered zero votes) and 1 

in Barwana\'s three polling centers. The battalion 
commander noted that in Barwana 

side of the river 

October 15. The leading sheikh and city council member 
from the former insurgent stronghold also recently applied 
to the Anbar governor for guidance in selecting a new 
mayor. On November 18 

registered their protest of the detention of three of their 
members and are boycotting further meetings. After 
operation VRivergateV 

in downtown Haditha 

affairs teams are active in all three. 


4. (C) Toward the Syrian border 

recommend to the IECI additional sites in Husaybah 
Karabilah and New Ubaydi. In the October referendum 
area voters cast ballots in Sadah 

In their official tally 

centers in al-Qaim 

village of Sadah due to security considerations. End 
Note.) Husaybah\'s mayor has allegedly stepped forward 
well as the police chief. The latter claims he has 50 
officers under his command. PolOff will confirm with the 
Provincial government whether these are indeed legitimate 
leaders. New Ubaydi is a tight \'company\ town consisting 
of rows of identical prefab concrete housing. The local 
commander believes many of the city\'s current inhabitants 
are squatters. Old Ubaydi 
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site 


5. (C) CA teams reported there had been two camps of IDPs 
during and shortly after operations. One area 

have housed an estimated 2 

operations in Husaybah 

state-owned (and currently defunct) Super Phosphate plant. 
Those who had not returned home may have taken residence in 
former plant employees housing (conex looking structures). 
Another former camp was just outside New Ubaydi. It too 
was abandoned 

yard where 2 

the end of the combat phase. It was apparent driving 
through Karabilah 

fighting 

indoors). It was the only area where the civilians did not 
wave or smile at the passing convoy. 


6. (S) CF are focusing on restoring electrical power to 
Husaybah in the near term. The hospital suffered damage in 
an exchange between insurgents (firing from the grounds of 
the hospital) 

and Ministry of Health are evidently in contact with the 
facility. Civilians complain of the lack of potable water 
which is a common complaint in the province 

the capital 

privileged status 

services 

lines. The school 

Anbar 

staff for two years. There is money in this corner of the 
province: motorboats ply the river 

in Husaybah (destroyed and otherwise) are enormous 
residences. Smuggling 

have benefited the Husaybawis far more than the 
Karabilawis 

their homes. Amazingly 

There were minimal lines at several gas stations and even 
kerosene is said to be in sufficient supply. 
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7. (C) It has been a while since an FSO has been able to 
survey western portions of the Iraqi Euphrates. Hulking 
state-owned factories appear to have dominated the economy 
of this stretch. Both the cement factory we flew over 

(south of al-Asad) and the second we viewed in al-Qaim were 
belching smoke and producing. The Super Phosphate plant 
lay dormant 

yellow 

cake allegedly produced in the plant's heyday. New Ubaydi 
too 

most of the housing was for workers at the Phosphate plant. 
The road leading into the town is pockmarked by deep gouges 
from detonated IEDs 

Military Operation Center was buzzing 

soldiers and Americans alike noisily refurbished the former 
sports hall they occupied. A whitewashed (but legible) 
painting of Saddam read 

sport 

the Husaybah markets were bustling. Bright red radishes 

the size of a fist and assorted other vegetables and fruits 
lined the souk. Most astounding was the reaction of the 
people. Nearly all children waved 

field. Many Vmilitary aged menY responded to the 
Commander\'s greeting; drivers of cars stopped to allow our 
convoy to pass shrugged and gave a wave 

inconvenience. 


8. (C) Progress is uneven 

between Karabilah and Husaybah. In the short-term 
USAID-funded NGOs can ameliorate the challenges in the wake 
of combat operations. In the medium term 

villages need to select officials and work with Directors 
General to seek funding through the Provincial 
Reconstruction and Development Councils. Supposedly 
ITG announced a 37 million USD fund (like Falluja\'s special 
funds) for Husaybah and its neighbors 

million USD for the Haditha-Hit corridor. It is not clear 
about how the fund will be dispersed or which entities 

retain oversight. Our experience with the ITG on such 
reconstruction funding has been mixed at best. Surprising 
amid the collapsing homes of Husaybah\'s worst hit 
neighborhood 

children on the street 

Fallujah. Perhaps sustained attention like Fallujah has 
enjoyed could produce a similarly politically active 

citizenry on their way to demanding and finding ways to 
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restore essential services. 
KHALILZAD 
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time to invest in Costa Rica 
75.0 percent said \"no\" 
Summary 


2. (U) All of the figures in this cable come from BCCRVs 

most recent quarterly \"Survey of Economic Perspectives 
http://www.bccr.fi.cr/ndie/Documentos/Informe %20Encuesta%201 
II-05.pdf (specifically \"Grfico No. 11\" entitled V'The 

current Investment Climate\" on page 11) and reports from 

earlier quarterly found at 
http://www.bccr.fi.cr/ndie/encuesta_perspecti vas.htm. 


3. (U) According to the third quarter 2005 report 

percent of the Costa Rican respondents believe now is a good 
time to invest in Costa Rica. More importantly 

believe that now is a bad time to invest reached a new high 

of 75.0 percent. Opinions have solidified over the last 

year with those saying they were \"Unsure\" reaching a new low 
of 20.8 percent. 


4. (U) Analyzing BCCR data on investor confidence over the 
last 12 quarters shows that confidence peaked at 61.0% in 
the first quarter of 2004 when Costa Rica concluded CAFTA 
negotiations with the U.S. Confidence sunk to the low 
double-digits for the next two quarter as negotiations to 
conclude CAFTA-DR continued. Once CAFTA-DR negotiations 
concluded and the agreement was signed on August 5 

soon became clear that the Pacheco administration had no 
intention of pushing CAFTA forward. Confidence dove in the 
fourth quarter of 2004 into the low single digits where it 

has remained ever since. 


5. (U) Here is the trend over the last 12 quarters to the 
questions \"Is now a good time to invest in Costa Rica?\": 


Good time Badtime Unsure 
Q4 2002 30.3% 44.7% | 25.096 
Q1 2003 12.8% 53.8% 33.396 
Q2 2003 14.6% 51.2% 34.1% 
Q3 2003 38.5% 10.3% 51.3% 
Q4 2003 38.5% 20.5% 41.0% 
Q1 2004 61.0% 15.0% 24.0% 
Q2 2004 17.4% 47.8% 34.8% 
Q3 2004 11.1% 62.2% 26.7% 
Q4 2004 3.8% 71.2% 25.0% 
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Q1 2005 2.1% 61.2% 36.7% 
Q2 2005 4.0% 62.0% 34.0% 
Q3 2005 4.2% 75.0% 20.8% 


Note: BCCR data is not available before the fourth quarter 
2002. 


6. (SBU) The Central Bank of Costa Ricavs figures are the 
clearest indication we have seen of the harm done to Costa 
Rica\'s investment climate by the current administrations 
Vgo slow" approach to CAFTA and languishing fiscal reform. 
LANGDALE 
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out Egypt for the significance of its customs reforms 
emphasizing in particular EgyptVs streamlining of customs 
procedures and trade documents. Moreover 

petroleum trade increased by 30 percent in FY 2004-05 over 
the previous year. 


6. USAID has played a leading role in providing technical 
assistance to support trade reforms and in coordinating 
efforts with other donors such as the EU 

Customs. END SUMMARY 


A. CUSTOMS REFORM MEASURES 
CORPORATE CULTURE SHIFT 


7. Led by the new Commissioner 

undergoing a corporate culture shift that emphasizes 
facilitating trade as opposed to regulating or taxing it. 

In a USAID sponsored workshop held in July 2005 
managers expressed their understanding of the shift of focus 
towards client satisfaction and away from an adversarial 
attitude towards the trade community. 


8. ECA has made a concerted effort 

reach out to and learn from its customers. In late 2004 ECA 
sponsored a symposium with major importers 

shipping lines out of Alexandria to get their views on 
consistency in valuation 

and consistency in the application of customs procedures. 


9. In May 2005 
organizing a Risk Management Workshop that represented the 
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first meeting to be attended by the trade community 

customs 

of an Advisory Committee on Trade Facilitation in Alexandria 
(ACTFA) 

continuing basis with core representatives of the trade 
community about policies and procedures that are being 
proposed. ACTFA provides the trade community with a forum 
to advise ECA and GOEIC on their issues 

concerns. Additional Advisory Committees on Trade 
Facilitation are planned for each region and for key ports 
with ACTFs to be established in Port Said and Ain EI Sokhna 
by the end of November 2005. 


10. At the 2005 Risk Management workshop 

importers 

appreciation for the many steps that were taken by ECA to 
simplify procedures and reduce release times. They were 
less satisfied with the performance of the other control 
agencies. 


EGYPTIAN CUSTOMSY REORGANIZATION 

11. In mid-2005 

from USAID to design a comprehensive organizational re- 
alignment for the ECA 

human capital 

measures. A new 

developed and approved by the Minister in September. The 
structure reduces the reporting levels in the organization 
significantly decreases the number of direct reports to 
senior management 

and introduces regional customs offices. The transition to 
the new organization 

next two years 

staff levels from the current over 17 

reasonable 9 

out through a targeted early retirement offering; and 
increasing downward delegations of authority and 
empowerment. USAID\'s technical assistance will support ECA 
during the transition to give them the benefit of best 
practices in change management. 


12. A new management team has just been selected by the 
Commissioner based on the assessment approach recommended by 
USAID consultants. This new team of executives reflects the 
CommissionerVs determination to assemble a dynamic and 
progressive group of managers that will be empowered and 

clearly accountable with mandate statements built into their 

letter of offer. 


TRAINING OF CUSTOMS OFFICERS AND MANAGERS 
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13. Between January 2004 and November 2005 

study tours for Egyptian Customs officers on risk management 
systems 

management practices. As a result 

broader awareness of the importance of risk management 
systems. USAID also provided computer and English language 
training to medium level management. Technical training in 
valuation 

start by the end of 2005. The EU\'s customs reform project 
also is allocating sizeable funds for technical and middle 
management training 

programs with major European customs organizations. 


MIGRATING FROM MULTIPLE CUSTOMS COMPLEXES TO A LIMITED 
NUMBER OF MODERN CUSTOMS CENTERS 


14. The ECA began in 2005 to establish Modern Customs 
Centers (MCCs) 

interaction for ECA and stakeholders. USAID is assisting 

the ECA to reduce the number of customs complexes in each of 
the ports of entry which now carry-out commodity specific 
customs procedures. Instead 

procedures and provide a one-stop-shop level of service. 

MCCs are currently operating in Alexandria and Suez 

objective is to have 10 to 15 MCC\'s operating by mid- 2007. 


15. USAID is supporting further improvement of the MCC\'s by 
including other border agencies 

traders can deal with these agencies at a single location. 

In Alexandria 

between customs and GOEIC 

practice of separate examinations of containers. ECA 
release times at the MCCs are quicker than for other ECA 
operations. However 

present due to differences in how average release times are 
measured in MCCs and elsewhere. FYI: Release times at the 
Alexandria MCC are measured by the elapsed time between an 
importer\'s customs declaration being accepted and the 
issuance of a tariff invoice. At MCCs 

inspection of an import shipment occurs after issuance of 

the tariff invoice. Using this definition 

times at the Alexndria MCC average less than one day. The 
most rigorous study to date of customs release times in 
Egyptian ports was carried out by a USAID contractor in 2004 
and determined an average release time in January 2004 for 
all ports of approximately 8.3 days from registration with 
Customs thru any Customs inspection to the final issuance of 
the tariff invoice. The same study determined that overall 

port clearance times (including time in port prior to 

customs registration 
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port inspection agencies such as GOEIC 

etc.) was approximately 22.3 days from unloading to leaving 
the port. USAID is currently working with ECA and others to 
come up with more standardized and reliable measures of 
clearance times through Customs and ports overall. END FYI 


ACCOUNT MANAGEMENT SYSTEM (AMS) FOR LARGE IMPORTERS 


16. ECA recently inaugurated an Account Management System 
that will enhance services to Egypt\'s largest importers. As 

the name implies 

with dedicated AMS account managers. Importers that qualify 
for the AMS by virtue of their size and track record of 

prior compliance with import requirements benefit from more 
personalized service and streamlines procedures and 
inspections. Post-clearance audits will be used to ensure 
continued compliance with import requirements. 


17. The AMS began operating in November 2005 with 30 
company accounts. The initial phase will concentrate on non- 
food imports to avoid problems with inspections by 

Ministries of Health and Agriculture until an agreement is 
reached with these two entities. The ultimate goal is for 

the AMS to serve the 500 top importers that account for 8096 
of Egyptian imports. 


REVISED CUSTOMS LAW 


18. In June 2005 

revised to address pressing topics such as penalties and the 
code of conduct for customs officials. More revisions of 

the Customs Law are expected to be drafted and placed before 
Parliament in the first quarter of 2006. 


RISK MANAGEMENT FOR IMPROVED EFFICIENCY 
AND RESOURCE ALLOCATION 


19. Trade inspections at the Egyptian border have long been 
recognized as being costly 

Currently 

characterized by minimal inspections 

1096 for customs 

targeting of inspections has the potential to greatly 
streamline import procedures for compliant importers and let 
border agencies focus their enforcement efforts where they 
are most needed. Implementing such risk management 
techniques has now become a top priority for the Minister of 
Finance and the ECA Commissioner. In September 
support 

setting a target of 7096 release without examination for non- 
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agricultural goods entering the Port of Alexandria. 

Achieving this target will require that Egyptian boarder 
agencies both enhance and coordinate their risk management 
systems. 


PERFORMANCE MONITORING 


20. USAID consultants are enabling ECA to collect and 
analyze performance measures that are essential for making 
informed decisions on staffing 

stakeholder outreach. Such performance measures include 
data on import volumes and values 

complaints 

manual process is currently being put in place to capture 
these core customs performance measures 

assist in automating the manual process. 


GOOD DONOR COORDINATION FOR CUSTOMS REFORM 


21. USAID is the largest donor working on customs reform 

and has the lead in helping the GOE develop strategic 
management capacity and streamlined procedures. At the same 
time 

coordinated with those of other donors such as the IMF 

EU 

with a cash transfer program and with a six-million euro 

project that focuses on training and IT related to risk 
management. The IMF provides independent reviews to the GOE 
and donors on the process and content of technical 

assistance. Euro-Customs will provide training in different 

areas as well as support the establishment of a National 
Customs Training Institute. 


REFORMING THE TRADE REGIME 


22. Along with the customs reforms described above 

has embarked upon a concerted effort to streamline a range 
of laws and regulations that affect firms engaged in 
international trade. Key reforms are described below. 


23. As was widely reported 

place in September 

Egyptian tariff code 

from 27 to six and lowering the weighted average tariff from 
14.696 to 9%. In addition 

one to three percent were eliminated. Of particular note 

the tariff reform eliminated the significant specific 

tariffs on garments and replaced them with ad valorem rates 
that are within Egypt\'s bound rates from the Uruguay Round. 


24. Steps were also taken during 2004 to review Egypt\'s 
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conformity with the WTO Sanitary and Phyto-Sanitary (SPS) 
Agreement and to begin to bring Egypt\'s process for 
developing new SPS regulations into conformity with its 
international obligations. A review mechanism was put in 
place in 2005 to generate notifications to the WTO of key 
SPS activity and making the process of adopting new 
regulations more transparent. This mechanism is now 
functioning as demonstrated by the recent notification to 

the WTO of an emergency measure related to the importation 
of live birds. 


25. More broadly 

(EOS) clarified the way in which new mandatory domestic 
standards will be adopted and implemented 

transparency to the system while promoting greater harmony 
with international standards. USAID technical assistance is 
working with EOS to address remaining issues 

as they relate to shelf life standards for food items. 


26. With USAID\'s help 

international accreditation by the American Association for 
Lab Accreditation in 2004 to address quality assurance and 
control issues for 12 test methods relating to grain 

and ceramic imports. As a result 

able to provide internationally recognized certificates of 
conformity for exported and imported goods. More 
importantly 

obtain accreditation have resulted in better and more 
accurate testing by the laboratory. GOEIC has also 
modernized its laboratories in the Dekheila Port to improve 
testing 

also supported the establishment of a GOEIC training center 
and a trade service center. 


27. The GOE continues to invest its own resources in more 
modern and efficient port infrastructure 

encouraging private investment. Alexandria Port 

handles around 60% of Egypt\'s imports 

undergoing major renovations and developments under the 
leadership of the new Port Chairman who was the previous 
Port Chairman for Damietta. Major infrastructure 
developments were made in Damietta Port 

automated 

private port was inaugurated last October in East Port Said 
catering mainly to container traffic 

focus on international transit shipments. Finally 

modern port will be built between the Alexandria and 
Dekhelia ports. 


NEW IMPORT AND EXPORT REGULATIONS 
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28. The Ministry of Foreign Trade and Industry 

USAID assistance 

imports and exports that has made the regulatory regime more 
transparent while liberalizing trade in a number of areas. 

The changes include: 


--Establishing provisions to enforce intellectual property 
rights at the border; 

--Granting service industries the same preferences in 
procedures as apply to manufacturing industries; 
--Eliminating local inspection if: (a) goods are already 
tested in internationally accredited labs in other 
countries; (b) goods carry international quality marks; and 
(c) trademarked goods are produced by manufacturers with 
verifiable quality control systems; 

--Capping inspection fees at LE 10 

limiting the impact of high inspection fees on a per item 
basis for cases like shoes; 

--Clarifying the process for registering as an exporter. 


PURSUING TRADE AGREEMENTS 


29. Throughout the past two years 

pursued multilateral 

agreements to facilitate trade. In early 2004 

entered into the Aghadir Agreement with Morocco 

Jordan 

area in support of the EU Neighborhood Policy. At the end 
of 2004 

States 

Industrial Zones in Egypt. Companies located in those zones 
are able to export duty-free to the United States if they 

meet minimum Egyptian and Israeli content requirements. In 
2005 


30. On a regional basis 

the Euro-Mediterranean Process and the European Neighborhood 
Policy 

trade and investment. 


31. The Government of Egypt is also actively involved in 
discussions with the United States pursuant to the Trade and 
Investment Framework Agreement (TIFA). Through these 
discussions 

number of technical issues relating to trade that will 

facilitate the initiation of formal negotiations for a Free 

Trade Agreement. 

32. The Ministry of Foreign Trade and Industry recently 
embarked on a concerted effort to increase public awareness 
and understanding of the implications and benefits of free 
trade for Egypt. This has involved a series of weekly press 
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briefings for the media -- often conducted by the Minister 
himself -- concerning WTO issues to be addressed at the 
upcoming Hong Kong Ministerial Meeting and their potential 
implications for Egypt. In addition 

jointly by the Ministry 

benefit of the Egyptian private sector. International 

experts and GOE officials discussed the Doha development 
agenda and Egyptian negotiating positions for key issues to 
be discussed in Hong Kong. 


DONOR COORDINATION 


33. The Ministry of Foreign Trade and Industry has received 
significant assistance from a range of donors on issues 

related to trade reform and trade facilitation. The USAID- 
sponsored Assistance for Trade Reform (ATR) project provides 
trade capacity building assistance to the Ministry through a 

mix of traditional technical assistance 

the-job training 

development support. In addition 

receives assistance from the EU 

German 


34. As with customs reform 

taken the lead in ensuring coordination among the support 
activities in the Ministry. The leadership of the various 
projects meet monthly to discuss their activities and to 
address any overlaps that may be developing. Formal 
meetings are held every other month with the Minister and 
his key staff and the donors to ensure that the donor 
efforts are directed in accordance with the Ministers 
desires. 


FUTURE USAID ASSISTANCE 


35. In October 2005 

assistance vehicle for the coming four years 

Assistance in Policy Reform Il project (TAPR Il). This 
program includes funds to continue to support customs 
policy and trade facilitation reforms into the future. TAPR 
II will provide assistance to the ECA in a number of key 
areas: a) further refining the customs procedures and 
rolling them out in all ports 

organizational structure and helping the ECA identify staff 
requirements 

(software and hardware) solutions to improve services. 
USAID is also planning to assist Egypt in its planned 
accession to the World Customs Organization\'s Kyoto 
Convention in early 2006. 
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36. Outside the Customs arena 

assistance in the areas of WTO compliance 
accreditation 

trade facilitation. 


CONCLUSIONS 


37. Customs and trade reforms in the last year and half 
reflect serious efforts by the GOE to facilitate trade and 
improve the performance of its control agencies. More 
coordination between the different border agencies 
especially ECA and GOEIC 

focus on common goals and consistent procedures 
inspections and risk management. 


38. To achieve greater integration with the international 
economy 

multilateral trade agreements and working on achieving full 
compliance with WTO regulations. 


39. Expected future trade reforms by the GOE include: 1) 

full automation of customs procedures 

of risk management principles by ECA and GOEIC to achieve 
the agreed upon goal of 7096 of the goods passing through the 
green channel 

importers 

dissemination of the new simplified customs procedures 
introduction of additional improvements to the Import and 
Export Regulations 

8) improved regulations related to inspection and standards. 


40. With the current mix of reform oriented policy makers 

in both the customs and trade areas 

foundation established over the past eighteen months 
prospect for continued improvements in the Egyptian trade 
regime looks bright. The major challenges confronting 

policy makers are the successful reorganization of ECA and 
the achievement of enhanced coordination and consistency of 
goals between the different trade agencies operating on 
Egypt\'s border. RICCIARDONE 
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analagous to the European part of the EUYs New Neighborhood 
Policy. The Austrians said the Balkans are a foreign policy 
priority. Fried said the Broader Middle East is also key. 

The Austrian conference on V'Islam in a Pluralistic World" was 
an important contribution. Fried called for common action on 
Iran. On China 

lead on the arms embargo. On Turkey 
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interlocutors agreed that accession talks should proceed 
automatically. End Summary. 


2. (U) On November 15 
Chancellery Diplomatic Advisor Hans-Peter Manz 
Secretary Hans Winkler 


SIPDIS 

and MFA Political Director Thomas Mayr-Harting on the margins 
of the Austrian-sponsored conference on V'Islam in a 

Pluralistic World. (Septel reports on the conference 

including A/S Fried\'s remarks.) 


3. (C) A/S Fried told his counterparts that it is important 

to set the agenda for Austria\'s European Union Presidency. 
The larger strategic agenda for the U.S. and Europe focusses 
on areas outside the EU 

Iran 

results. 


4. (C) In response to Mayr-Harting\'s invitation to a 
Political Directors\ meeting at Alpbach 
2006 


5. (C) Fried said the U.S.-EU strategic agenda includes what 
we are calling the \"frontiers of freedom\" -- the Balkans 
Ukraine 

and 

Neighborhood Policy was one of the smartest strategic moves 
the EU has made in years 

the neighborhood 

monopoly. 


6. (C) Fried said we need to support and push Ukrainian 
reform 

direction. The EU cannot give Ukraine a firm prospect of EU 
membership -- the Ukrainians have to earn it -- but the EU 
should not slam the door on them. We need to coordinate on 
frozen conflicts 

about places they called V'unrecognized states!" -- a dubious 
concept. We will not accept the creeping annexation of 
former Soviet lands. 
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7. (C) Mayr-Harting said maintaining Belarussian 

independence will be a key achievement. Fried said no 
referendum on union would be free -- it would really be an 
annexation. Fried said we should think about a joint mission 

to Minsk to deliver a message to Lukashenko. The message had 
to be clear 

Lukashenko steals the election. Rather than preserving 
programs and access 

freedom. 


8. (C) Winkler said the Balkans will be the Austrian 
presidency''s foreign policy priority. Austria will invite 

Balkan foreign ministers to a meeting during the EU Foreign 
MinistersY meeting in Salzburg in March. The Interior 

Minister will also invite counterparts from the countries of 

the New Neighborhood Policy to an Interior Ministers meeting 
in Vienna in May. Providing a European perspective to the 
Balkans is important for reform. 


9. (C) Fried said Martti Ahtissari 

Representative of the UN Secretary General 

let 2006 pass without decisions on the status of Kosovo. We 
need to make clear to the Kosovars that they need to earn 
their independence. Mayr-Harting said Austria wants an 
important NATO role in the Balkans. The U.S. has the 
greatest leverage 

Fried said that the fact that Austria has troops in the 

Balkans -- numbering almost 1000 

over 300 in Bosnia -- with no caveats is important. 


10. (C) Fried said the Croatians could not simply go through 
the motions of pretending to go after Ante Gotovina. There 
cannot be different rules for Croatia than there are for 
Serbia. Manz said Chancellor Schuessel is in frequent 
contact with Croatian Prime Minister Ivo Sanader on this 
issue. 


11. (C) The U.S.-EU strategic agenda includes reform in the 
Broader Middle East 

\"Islam in a Pluralistic World" was extremely impressive. The 
presence of Iraqi President Jalal Talabani and Afghanistan 
President Hamid Karzai was powerful. Austrian Foreign 
Minister Ursula PlassnikVs statement was a clear statement of 
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the obligation to help Iraq and Afghanistan. 


12. (C) Mayr-Harting said he visited Iraq with an EU troika 
group. The constitution seemed so decentralized as to raise 
questions of its workability. He asked whether it would be 
useful for Austria to provide experts to help Iraq develop 
federal mechanisms. 


13. (C) Fried said the Iranians are apparently not 

interested in a settlement on the nuclear issue. It will be 
hard to take the issue to the UN Security Council. Manz said 
it will not be easy if Russia and China resist 

had agreed to support it. Fried pointed out that President 
Putin wants the G-8 Summit to be a success 

therefore show flexibility. 


14. (C) On the China Arms Embargo 

U.S. and EU had started a strategic dialogue on China and on 
Asia in general 

embargo had united all elements in Washington. Kyrle said 
Austria would not be in front on the China arms embargo. 


15. (C) Fried said the negotiations for Turkish accession to 
the EU are on track 

Turkish accession is at least ten years away 

and the EU will be different places then than they are now. 
Austria should just let the process take its course. Manz 
said 


16. (C) Fried said Chancellor Wolfgang Schuessel's December 
8 visit to Washington will be a good occasion to outine the 
framework of U.S.-European relations. The President will 

want to talk about issues beyond the EU. The outward focus 

is critical to us. 

VAN VOORST 
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outcome\" from the Hong Kong ministerial. 
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2. Asked if Canada were prepared to make concessions to 
balance those demanded from the United States and the 
European Union 

counterparts reaffirmed their commitment to Canada\'s V'supply 
management" arrangements in the dairy and poultry sectors. 
Peterson said Canada V'can accommodate our sensitive 
industries because all countries have them.\" Such 

industries are in a special category so that protecting them 
\"does not preclude ambitious cuts in other areas 

governments to succeed V'both politically and economically.\" 
Ontario Minister Joe Cordiano added that V'there is no reason 

to give up supply management and we won\'t.\" Quebec Minister 
Claude Richard said that supply management represents 4096 of 
his province\'s agricultural sector and must be defended. 


3. Given the GOC\'s current week-to-week struggle to survive 
votes in Parliament 

the federal opposition partiesV efforts to determine the 

timing of the federal election 

prepared remarks 

instability at home will not impede our ability to be heard 

in Hong Kong 

Under questioning 

government were defeated in Parliament prior to the Hong 
Kong Ministerial 

authority until replaced. However 

VHow can we speak with the same credibility if we have been 
defeated on a no-confidence motion? Have the Opposition 
parties thought about the consequences for our position at 
the WTO?\" 


4. On softwood lumber 

the mantra that the United States must respect its 
international trade commitments. BC Minister Colin Hanson 
emphasized that on this and other issues 

stand together regardless of party or province. Asked what 
the GOC\'s options would be in coming days if the U.S. does 
not cease collecting duties 

a de minimis ruling by the U.S. Department of Commerce 
that the GOC\'s existing 4-part campaign (litigation 
retaliation 

effect. Peterson and Hanson both stressed that efforts to 
seek new markets are in addition to 

traditional markets. 
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infrastructure 

beginning to benefit from the results. Al-Haidan commented 
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that the UAE and Afghanistan already were cooperating 
economically. He explained that the large Afghan population 
in the UAE ensured that trade relations between the two 
countries were strong 

airport system also made it attractive to Afghan traders. 


2. (SBU) Al-Haidan said that the MFA had not yet decided who 
would represent the UAEG at the conference 

had asked the offices of Deputy PM/Minstate for Foreign 
Affairs Sheikh Hamdan bin Zayed Al-Nahyan and Foreign 
Minister Rashid Abdulla Al-Noaimi for a decision. He 

promised to contact Econchief when he developed further 
information. 

SISON 
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officially released November 30 2005. The study\'s key 
finding is that the estimate of HIV/AIDS prevalence in 

adults (aged 15 to 49 years) was 20.1% in 2005 
substantially lower than the 2003 estimate of 24.6%. The 
new figure represents a true decline in Zimbabwe\'s HIV 
prevalence rate 

Saharan African country since Uganda in the mid-1990s. 
Review of other data suggest that behavioral changes appear 
to be at least part of the answer. While the estimated 

adult prevalence of HIV/AIDS is decreasing 

alarmingly high and intensive external support from the U.S. 
and other donors will continue to be needed. End Summary. 


2. Zimbabwe National HIV/AIDS Estimates 2005 will be 
officially released by the Ministry of Health and Child 

Welfare (MOHCW) November 30 2005. A preliminary report will 
also be distributed 

expected by late February/early March 2005. The study 
provides estimates of the prevalence rate 

persons living with HIV/AIDS 

orphans 

number of AIDS-related deaths. 


3. The study\'s key finding is that the estimated HIV/AIDS 
prevalence in adults (age 15 to 49 years) in Zimbabwe was 
20.196 in 2005 

study reported an estimated adult HIV/AIDS prevalence in 
Zimbabwe of 24.6%. This reflects a true decline in the 
proportion of Zimbabweans with HIV/AIDS and is supported by 
data from the 2000-2004 Antenatal Clinic Surveys and the 
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ZVITAMBO clinical trial. This represents the first such 
decline in the prevalence rate of a sub-Saharan African 
country since Uganda in the mid-1990s. 


4. Other estimates included in the report were as follows: 
an estimated 1 

living with HIV/AIDS in 2005 

estimated 1 

were living in Zimbabwe at the end of 2005; an estimated 
131 

occurred among adults age 15 to 49 years in 2005; an 
estimated 26 

cases occurred among children age 0 to 14 years in 2005. 
Finally 

estimated to be 139 

children. 


5. VZimbabwe National HIV/AIDS Estimates 2005\" was locally- 
produced in Zimbabwe 

Centers for Disease Control and Prevention (CDC)-Zimbabwe 
the University of Zimbabwe 

Training Institute/Imperial College of London 

Health Organization (WHO) and UNAIDS. Data from HIV 
surveillance at sentinel antenatal clinics was used to 

produce HIV prevalence curves using the Estimates and 
Projection Package (EPP) software. The HIV/AIDS estimates 
were generated using the software package Spectrum. 
Zimbabwe will continue to conduct antenatal clinic 

surveillance at the same antenatal clinic sites as in 

previous years in an effort to obtain the most accurate 

trends and estimates possible 

the antenatal clinic data and other data sources such as the 
nation-wide population-based Zimbabwe Young Adult Survey and 
the Zimbabwe Demographic Health Survey Plus to validate and 
interpret the estimates. 


6. CDC-Zimbabwe has provided intensive technical assistance 
to MOHCW in conducting HIV surveillance at sentinel 
antenatal clinics since 2000 

the basis for the new estimates 

group efforts to generate the estimates and produce the 

final estimates report. CDC-Zimbabwe and CDC-Atlanta also 
provided technical expertise in methodology and training in 
analytic software packages. CDC-Zimbabwe financial and 
technical investments in developing the MOHCW informatics 
infrastructure and the University of Zimbabwe Informatics 
Training Unit contributed greatly to this process 
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additional financial support was provided for supplemental 
trainings and printing/publication of the report for 
widespread dissemination. 


7. The estimates reflect the trends in HIV prevalence 

not the reasons the trends are occurring. Testing of stored 
samples from 2000-2004 antenatal surveys and 2001 and 2005 
population-based surveys for HIV incidence (new infections) 
later this year will provide further insights into the 

pattern of recent declines. Review of other existing 
epidemiological data by MOHCW 

London 

from HIV/AIDS has stabilized and that behavior change 
(increased condom use 

starting in the late 1990s is at least partially responsible 

for the decline. The results of the second population-based 
survey including behavioral indicators and HIV biomarkers 
are expected in 2006 

behaviors in 2001 and 2006 and hopefully confirm the key 
role of behavior change in the declining prevalence rate. 


8. The 2005 estimates will be used to monitor Zimbabwe\'s 
progress towards the United Nations General Assembly Special 
Session on HIV/AIDS (UNGASS) and the Millennium Development 
goals. They were shared with UNAIDS and WHO for inclusion 
in the \"Report on the Global HIV/AIDS Epidemic 2005 

was released on November 21 2005. The data in the report 

will also be used nationally and locally to assist in 

planning for prevention and treatment services and to raise 
awareness of the differences in HIV/AIDS prevalence 

infections 

HIV/AIDS prevalence by area of residence. The MOHCW plans 
to use the Zimbabwe Demographic Health Survey Plus data to 
confirm the prevalence rate. 


9. Despite the good news contained in ZimbabweVs second 
nationally produced study of HIV/AIDS estimates 

of the pandemic in Zimbabwe is still enormous. Over 1.6 
million people and 20.196 of the adult population are living 
with HIV/AIDS in Zimbabwe 

Additional interventions for HIV/AIDS prevention and 
treatment are greatly needed to minimize the devastating 
impact of this disease on Zimbabweans. We are optimistic 
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that continued USG assistance to HIV/AID programming in 
Zimbabwe can help ensure that this declining trend is 
maintained. 
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press 
these statements. 


2. (U) According to the Interior Ministry official originally 
quoted in the media 

Ministry 

and psychological therapy after their trial. Following 
their arrest 

Today ran a photo of the men 

and Asians. On November 29 

policeman suspected of distributing the photo to the press 
had been arrested in conjunction with the publication of the 
photo. 


3. (U) According to the UAE penal code 

charged with committing an indecent act 

adultery. (Note: In 2004 

arrested a group of gays at a party 

lashed and released. There were no reports that the latter 
underwent any hormone treatment. End note.) 


4. (U) The press quoted the Minister of Justice 

Affairs 

homosexuality. V'There will be no room for homosexual and 
perverted acts in the UAE 

professor labeled homosexuals \"disciples of Satan. An 
Islamic scholar was quoted as saying that according to 
Islamic ShariVa laws 

man should be executed. V" 


5. (SBU) Comment: Although UAE society officially rejects 
homosexuality for cultural and religious reasons 

considers discussion about it taboo 

extensive coverage the incident has received in the UAE 
English and Arabic press. Media coverage also suggests that 
the government 

open dialogue on such a sensitive and controversial issue. 
SISON 
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DPRK government signed on 12 September (Ref B) 
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DPRK is now pushing for greater direct economic ties with the 
Czech Republic and is seeking export credits. However even 
the the Ministry of Industry and Trade 

always interested in greater foreign economic cooperation 
realized closer economic ties with the DPRK would not be 
worthwhile 


CHINA COMES CALLING 


4. (C) Addressing the planned early December visit of Chinese 
Premier Wen Jiabao 

worked out and the GOCR was searching for a range of 
deliverables (Fury expressed some frustration that the MFA 
was under much pressure from the Prime Minister - who visited 
China earlier this year - to come up with deliverables). The 
Chinese had suggested the Czechs ease visa restrictions on 
Chinese travelers 

to consider. There had also been discussion on the 

possibility of introducing direct flights between Beijing and 
Prague. Fury thought this would come to nothing 

airlines does not currently have the capacity to add this 

route. Fury indicated the Chinese were hoping to finalize a 
bilateral economic agreement 

negotiated did not meet EU rules. Fury assured us the Czechs 
remain solidly in our camp on Taiwan policy. He believed 
China\'s human rights record would best be approached 
indirectly 

Couselor encouraged Fury to ensure that the CzechsV continued 
to speak out on China\'s human rights record. 


ACTION REQUEST: 
HELPING THE CZECHS ALIGN WITH U.S. POLICY 


5. (S) Fury 

would welcome closer cooperation with the U.S. on both the 
DPRK and a range of other EAP issues 

Burma as specific priorities. He said he would be willing to 
visit Washington in early 2006 to coordinate with State 
Department officials on the appropriate policies for the 

range of challenges that face both the United States and the 
Czech Republic. Embassy Prague strongly supports this 
opportunity to ensure the Czechs align even more closely with 
our EAP goals 

the Department. A meeting for Fury with the Departments EAP 
leadership may make the Czech Republic a better partner for 
the United States on Asia Policy 

the DPRK. End action request. 
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6. (S/NF) 

Text of MFA Report on the DPRK visit 
to the Czech Republic (as prepared for 
distribution within COREU channels) 


VDPRK Parliamentary delegation visit to the Czech Republic 


DPRK Parliamentary delegation headed by Kang Nung Su 
Vice-President of the Supreme People 

visited the Czech Republic on the 17-22 October 2005 on the 
invitation of Deputy Speaker of the Chamber of Deputies of 
the Czech Parliament. 


The delegation met the Deputy Speaker 

Senate 

MP and Vice-Minister of the Ministry of Commerce Mr. Kim Yong 
Jae had a meeting with Vice-Minister of Trade and Industry. 


Concerning the results of 6PT 

would return to the NPT and dismantle its nuclear programme 
immediately upon the U.S. provision of LWRs. Kang stated 
that DPRK did not insist on full implementation of the 
Framework Agreement signed by the Clinton Administration in 
1994 

guarantee for confidence-building. He stressed that DPRK 
didn 

nuclear deterrent 

Iraq. 


The excursion to the nuclear power plant Temelin was a part 
of the visit. The Czech side during talks stressed its 

principal position towards a nuclear issue and approach to 
IAAE and NPT; called upon Koreans to implement in a 
transparent and verifiable manner the commitments it made in 
the 19 September joint statement by 6PT participants. The 
Czech side made it clear that the development in bilateral 
relations depends 

the North Korean nuclear programmes." 

CABANISS 
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Bulgaria getting in return?\" question. High-level contact 

(e.g. visits to Sofia by Generals Jones and Wald 

upcoming Secretary of Defense meeting with MOD Bliznakov in 
Washington) provides a strong part of the answer. But we 
should be concerned by the cumulative effect of declining 
assistance and FMF budgets 

game of basing negotiations 
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the strongest possible support to a government that is 
showing domestic political leadership where it counts most 
for U.S. interests. END COMMENT. 

BEYRLE 
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only 17 seats (vice its previous 30). SMK\'s position was 
weakened in Banska Bystrica and Kosice regions 

eight of the regional governorships will have to be 
contested again in a two person runoff election December 
10. Smer and its coalition partners are poised to take 6 
of these Zupan positions. END SUMMARY. 


HUNGARIAN RANKS WEAKENED 


2. (SBU) The Hungarian SMK party lost 26 seats nation- 
wie 

Hungarian minority makes up 30 percent of the population 
SMK was crushed by a strong counter-coalition of Slovak 
parties 

majority. SMK interlocutors have been telling us for the 
past year that Hungarians are disillusioned with the 
behavior of local politicians and would turn out in lower 
numbers than in the past. Indeed 

loyal to their party turned out in similarly poor numbers 

in other regions 

Bystrica and Kosice regions as well. 


3. (SBU) SMK reps were accused of nepotism and non- 
transparent decisions in the Nitra region prior to the 
elections 

Milan Belica (HZDS). Prior to the election 
representatives from HZD 

was obstructionist and uncooperative both with the regional 
parliament and the mayors of the region. Nonetheless 
will likely win the second run-off election as ethnic 
Slovak parties unite to defeat the SMK candidate. SMK 
fearing another Belica administration 

candidate in favor of the third-place finisher 

Greso 

removing Belica from office. 


HZDS CONTINUES TO SELF-DESTRUCT 


4. (SBU) HZDS suffered another hard blow and won only 48 
seats in regional parliaments 

term. Meciar\'s strategy to isolate Smer and make 

coalitions with governmental parties further disintegrated 

the confused HZDS electorate. Meciar still has four 
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candidates in the game for the second run-off 

attempt to test the coalition potential with center-right 
parties with an eye to the 2006 parliamentary elections 
failed badly. HZDS is left without a single seat in the 
Presov and Bratislava regions 

Kosice. HZDS loyalists blame defectors from the party 
either ran as independents or under the banners of other 
parties. Meciar was admitted to the hospital in early 
November with pneumonia 

yet. HZDS deputy chairman Viliam Veteska has reluctantly 
admitted failure and hinted publicly at the need to 
reorganize the part. There has not been a specific call 
for change in the HZDS leadership yet 

decay is evident. Other analysts think that HZDS failed 
because of its status as a one man show 

consolidating power within the party while losing voters to 
Smer and SNS. 


CENTER RIGHT PARTIES FARE WELL 


5. (SBU) The low turnout did not harm the center-right 
parties (as pollsters had predicted). Before the 
elections 

given up and V'wasn't trying" hard 

center-right parties were disadvantaged because of their 


status as \"urban\" parties. SDKU\'s strong performance in 
Presov region 

Oddly enough 

they paired with opposition Smer. This may portend 
coalition possibilities after parliamentary elections. 

Several KDH leaders have told us in recent months that if 
Smer chairman Robert Fico becomes Prime Minister 
better to co-govern and preserve the reforms than to go to 
the opposition and watch the reforms be undone. 


NO ROMA ELECTED TO REGIONAL PARLIAMENTS 


6. (SBU) Despite a well-financed and thorough campaign by 
the National Democratic Institute (NDI) to develop Roma 
politicians for regional parliament positions 

Roma candidates was successful on election day. 


COMMENT: VOTER TURNOUT COULD BE ISSUE NEXT YEAR 


7. (SBU) The exceptionally low turnout in regional 
elections is evident of the poor information and lack of 
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get-out-the-vote campaigns 

confused by the plethora of \"unnatural\" -- and often 
controversial -- coalitions. As a result 

voters from across the entire political spectrum chose the 
VI have nobogy to vote for" defense and stayed home on a 
cold and snowy election day. The 18 percent turnout also 
reflects voter disillusionment over recent political 

scandals 

rarely resolved. 


8. (SBU) COMMENT 

clear warning about the unreliability of the Slovak 
electorate - a serious matter for parties only 10 months 
away from national elections. Due to the low turnout and 
lack of clear party programs 

speculate with any accuracy about the strength of 
individual parties in the upcoming parliamentary elections. 
END COMMENT. 


A LOOK AT THE NUMBERS 


9. (U) The following is a list of leading Zupan 

candidates who will face each other in run-off elections 
December 10 

received in the November 26 balloting. The list also 
includes number of seats in regional parliaments won by the 
major coalitions and the percentage of voter turnout: 


Bratislava region 

Zupan: 

Vladimir Bajan (Independent but supported by Smer-SF-HZD- 
KDH) 

Lubo Roman (SDKU-ANO-SMK-DS-SZS) 


Parliament: 
SDKU-ANO-SMK-DS-SZS (center-right): 27 
Smer-SF-HZD(center-left): 11 


KDH (Christian Democrats): 6 
OKS (Civic-Cons. Party): 2 
Indpendent Forum 2 
Independent 2 


Voter turnout: 14.45 percent 


Trnava region 

Zupan: 

Jozef Klokner (KDH-SDKU-DS) 
Jozef Mikus (HZDS-LB-ZSNS-PSNS) 
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Parliament: 
KDH-SDKU-DS: 15 

SMK: 15 
HZDS-LB-ZSNS-SNS: 3 
Smer-HZD-SF-ANO: 2 
Independent: 5 


Voter turnout: 14.5 percent 


Nitra region 

Zupan: 

Milan Belica (HZDS-ZSNS-ASV-KSS-LB-PSNS) 
Laszlo Szigeti (SMK) 


Parliament: 
KDH-HZDS-SDKU-Smer-SNS: 34 
SMK: 17 
ANO-HZD-SF: 1 


Voter turnout: 27.67 percent 


Trencin region 


Trencin region 

Zupan: 

Miroslav Chovanec (Smer-KDH-SNS-HZD-SF) 
Pavol Sedlacek (HZDS-ANO-PSNS-ZSNS) 


Parliament: 
Smer-KDH-SNS-HZD-SF: 21 
HZDS-ANO-PSNS-ZSNS: 20 
Independent: 3 


Voter turnout: 12.3 percent 


Zilina region 

Zupan 

Juraj Blanar (Smer-SNS-ANO-HZD) 
Jozef Tarcak (HZDS-PSNS-ZSNS) 


Parliament: 
KDH-SDKU-DS: 31 
Smer-SNS-ANO-HZD: 15 
HZDS-PSNS-SNS: 5 
Independent: 5 
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OKS: 1 


Voter turnout: 15.69 percent 


Banska Bystrica region 

Zupan: 

Milan Murgas (Smer-SNS-HZD-KDH-SZS) 
Jozef Mikus (SDKU-DS) 


Parliament: 
Smer-SNS-HZD: 18 
HZDS-KSS-PSNS-ZSNS: 9 
SDKU-KDH-DS: 9 
SMK: 8 

Independent: 5 


Voter turnout: 18.65 percent 


Kosice region 
Zdenko Trebula (HZD-Smer) 
Rudolf Bauer (KDH-OKS) 


Parliament: 
KDH-OKS: 13 
SMK: 13 
Smer-HZD: 12 
Independent: 7 
SDKU-DS-SZS: 6 
ANO: 2 

SRS: 2 

HZDS: 1 

SOS: 1 


SRS: QQ2 
HZDS: QQ1 
SOS: QQ1 


Voter turnout: 19.27 percent 


Presov region 

Zupan: 

Peter Chudik (Smer-SNS-HZD) 
Dusan Hruska (KDH-SDKU-DS) 


Parliament: 
KDH-SDKU-DS: 40 
Independent: 12 
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Smer-SNS-HZD: 9 
ANO: 1 


Voter turnout: 19.47 percent 
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explore ways the UN and the U.S. jointly can suggest outcomes 
for the Constitution Review Committee once the new government 
and National Assembly are in place. END SUMMARY. 


3. (C) UNSRSG Ashraf Qazi told Ambassador on November 25 that 
the Cairo Arab League lraq National Accord Prepcon marked a 
positive step forward in Iraqvs political development 

outcomes that \"everyone can complain about." Gazi pointed to 
the participation of a wide variety of Iraqi players 

(including Harith al-Dari 

Hammoudi) who had not come together before in a political 
meeting to discuss Iraq. Qazi said that the conference will 
move lraq\'s political process forward with confidence 

building measures and plans for two follow-on committees. 

Qazi defended the prepcon\'s final statement 

final declaration affirmed UNSCRs 1546 and 1637 and provided 
no new timetables or commitments on withdrawal. Ambassador 
noted that President Talabani had expressed similar 

sentiments to him the previous night (septel). 


4. (C) Qazi said that Moussa was worried that the conference 
would collapse. As a result 

settled for the most generally acceptable confidence building 
measures 

and prisoners. However 

position well and 

a success. Qazi reported that at first Jafari appeared 
nervous during the prepcon and delayed his meeting with 
President Mubarak for thirty minutes as he reconsidered his 
attendance. Qazi said that Moussa threatened to embarrass 
Jafari (whom Moussa believed had an eye on the December 
elections) with public acknowledgment of his non-attendance. 
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Qazi maintained the UN\'s neutral position at the conference 
refusing at one point to take the chair from Amre Moussa when 
the SYG had to leave. Stressing this neutral role 

stated that he still would consider convening a follow-on 
meeting. 


5. (C) Qazi said there would be two committees created to 
\"concretize\" follow-on activities. Although details were not 
finalized 

Minister Mustapha Ismael will take the lead on conference 
planning (Ref A). Lakhdar Brahimi is proposing a regional 
\"Six plus Two" conference to buttress support from Iraq\'s 
neighbors. Alternatively 

the UN envoy convening a meeting of representatives in Iraq 
to encourage follow-on from the prepcon within the country. 
Expressing a preference for the latter 

the conference could encourage Arab states to send 
ambassadors to Iraq as well as ensure that follow-on actions 
for the conference are pursued. 


6. (C) Ambassador encouraged Qazi 

Independent Electoral Commission of Iraq (IECI) to do all 

they can to make the December elections as transparent and 
secure as possible. Responding that the UN is unable to 

alter the IECIVs composition 

it can to ensure international observers are present at 

polling stations. Schulenberg said that he is hopeful that 

the EU will send an observer mission to Iraq for the 

elections but added that it may not happen unless Kofi Annan 
raises the issue with the EU. Ambassador agreed to ask USUN 
to raise this issue. Noting that the UK is reluctant to use 

its EU presidency as a vehicle for Iraq 

hopes Austria's assumption of the EU presidency will allow 
the EU to play a more active role in Iraq. Ambassador noted 
that several Sunnis have expressed to him concerns about the 
role of militias and security for polling stations. 

Ambassador and Qazi agreed to think of ways they jointly 
could help to speed government formation after the December 
elections and to establish common goals for the 

constitutionVs review. 


Bunker Investigation 


Column 3 


7. (C) Ambassador said that he was meeting with PM Jafari 
later on November 25 to follow up on the investigation of the 
abuses at the MOI \"Bunker.\" Ambassador said he encouraged 
Mininterior Jabr to set up two investigations 

Bunker itself and a second to look at declared and undeclared 
detention facilities. Ambassador said that it is likely the 
committee designated by the PM to investigate MOI detention 
centers will make unannounced visits to these site 

he asked that the UN consider participating in the 
investigation. Qazi said he welcomes the idea and that as 
long as the Iraqis accepted their role the UN would 
participate. 


8. (SBU) ACTION REQUEST. Embassy Baghdad requests that 
Department please authorize USEU to raise with the EU the 
issue of it sending an observer mission to Iraq for the 
December 15 election. Also 

to appropriate officials that SYG Annan should raise the 

issue with the EU. END ACTION REQUEST. 

KHALILZAD 
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the Vatican to come and discuss religious freedoms\" was widely 
covered in Italian and Vatican-based news media. In a press 
release supporting President Bush\'s statements 

emphasized that V'China has a great opportunity 

Presidents visit 

work towards greater freedoms for its Catholic citizens 

indeed for those of all faiths.\" 


2. (SBU) Some observers noted the critical coverage by Italian 
newspaper 

stating that \"for us it would have been better if it had never 

come along...The Chinese authorities will certainly not grant us 
greater religious freedom on the basis that Bush was the one who 
asked for it.\" Other newspapers 

on the issue. In fact 

L\'Osservatore Romano 

VBush defends Religious Freedom in Beijing. V' The Italian bishops 
conference newspaper 

V He may not have attracted a huge audience 

sang 

draw Chinese and international attention to the religious 

freedom issue. 


3. (C) Comment: Post sees no evidence of Vatican disapproval of 
U.S. involvement in religious freedom issues in China. In 
repeated conversations with Vatican interlocutors 

officials have thus far been supportive of U.S. efforts 
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times have pressed for more action. The La Stampa article is 
more likely a case of left-leaning paper finding an anonymous 
Vatican voice anxious to criticize the U.S. and running with it. 
End Comment. 


4. (U) Begin text of statement by the Ambassador: 
Monday 


This weekend in Beijing President Bush reaffirmed our country\'s 
strong belief that the People\'s Republic of China must pursue 
greater political and religious freedom for its citizens. 


As the United States Ambassador to the Holy See 

make it a priority to support the Holy See on this issue. China 
has a great opportunity 

become more open to the Holy See 

freedoms for its Catholic citizens 

faiths. 


The relationship between the Holy See and the United States is 
strong 

political and religious freedom in the world. As President Bush 
noted this weekend 

welcomes all faiths and gives people a chance to express 
themselves through worship with the Almighty.\" 


End Text. 
SANDROLINI 
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Regional President Barzani and Turkish Intelligence 
Undersecretary Emre Taner last month in Erbil focused mainly 
on the PKK issue. The paper claims that the two sides 
discussed measures that could be taken by the Iraqi side to 
prevent PKK border infiltration into Turkey. They also 
reviewed PKK activities in northern Iraq 

Turkish proposal to reestablish a number of security 
stations along the Turkish-Iraqi border. \"Hurriyet\" 
columnist Ferai Tinc claims that Taner also offered to 
establish a free trade area between Turkey 
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and northern Syria 

population participates in larger numbers in the December 15 
election and achieves greater representation in the new 

Iraqi Government. Many other commentators view the meeting 
as a sign that Turkey is seeking to establish a more 

positive and realisticV relationship with Iraqi Kurdish 


Column 3 
leaders. 


Ambassador Wilson to Arrive in Ankara in December: The new 
US Ambassador to Turkey 

on December 3 

has been granted 'agrementV by the Turkish Government 
approved by the US Senate on November 18 following his 
nomination by President Bush. Wilson 

"sensitivity" on the PKK issue 

to combating terrorism during his term in Ankara 

to the report. 


CIA Plane May Have Flown Over Turkey on November 3: \"Sabah\" 
reports on its front page today that a CIA plane allegedly 

took off from Egypt on November 3 and flew through Turkish 
airspace without responding to calls by Turkish air traffic 
controllers to identify itself. Turkish Air Force jets were 
reportedly sent to intercept the plane. The Turkish jets 

"caught up' to the CIA plane near Istanbul 

as far as the Bulgarian border. On its inside pages 

\"Sabah\" runs a story under the headline V'Torture Airlines V 
recounting numerous reports in the European media concerning 
alleged transit and overflight of European countries by 

planes operated by the CIA. 


General Buyukanit to Visit US in December: Turkish Land 
Forces Commander General Yasar Buyukanit will visit the US 
December 10-14 

Buyukanit will discuss with the Americans the terrorist PKK 
presence in northern Iraq 

terrorism 

to take over as Chief of General Staff in August 2006. 


Turkish Civilian and Military Leaders to Discuss Semdinli 
Incidents: Top Turkish military and civilian officials are 

set to convene on Friday in Ankara to discuss issues related 

to terrorism and security. The recent blasts in Semdinli 

in the southeastern province of Hakkari 

civil unrest that claimed six lives will be taken up at the 

meeting 

Ministry on Thursday. Prime Minister Tayyip Erdogan 

Foreign Minister Abdullah Gul 

Interior Minister Abdulkadir Aksu 

Gonul 

Forces Commander Yasar Buyukanit and Jandarma Commander 
Fevzi Turkeri will attend the meeting. Justice Minister 

Cemil Cicek told the press yesterday that a parliamentary 
investigation into the bombings may not comply with TurkeyVs 
constitution. Parliament Speaker Bulent Arinc 

strongly backed the probe. Meanwhile 

Erdogan Gurbuz was reassigned by the Government yesterday to 
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a position in Tokat Province. The media interpreted the 
move as an effort by the Prime Minister to be responsive to 
the citizens of Hakkari on the Semdinli incident. Many 
citizens called for the Governor to be removed during the 
Prime MinisterVs recent visit to the troubled province. 


Kretschmer Backs Investigation into Semdinli Blasts: The 
European Commission Representative to Turkey 

Hans Jorg Kretschmer 

Semdinli bombings thoroughly regardless of the identity of 
the perpetrators 

abides by the rule of law. Kretschmer recalled that some 


ANKARA 00007013 003 OF 005 


elements connected to the state may have been implicated in 
the blasts. Kretschmer noted that he saw Prime Minister 
Erdogan\'s recent visits to Diyarbakir and Hakkari as ‘very 
important gestures. Kretschmer also urged Turkey to be 
"less defensive\ about the Lausanne Treaty and more flexible 
in approaching issues related to minorities. He said that 
Turkey needed to align itself with European standards in the 
treatment of minorities rather than being tied to the narrow 
definition established at Lausanne. The Foreign Ministry 
promptly issued a statement saying that provisions of the 
Lausanne Treaty ‘can never be open to debate.V 


Motaki to Visit Ankara Next Week: Iranian Foreign Minister 
Manuchehr Motaki will make an offical visit to Ankara on 
November 30. The visit will be the first by a senior 

Iranian official since President Ahmadinajad took office. 
Motaki will meet with Prime Minister Erdogan and Foreign 
Minister Gul. Bilateral ties and regional developments will 
be discussed during the visit. Ankara is expected to advise 
Motaki that Tehran must respond positively to the 
international community\'s expectations regarding Iran\'s 
nuclear program. Iran\'s former ambassador to Ankara 
was known for making radical statements during his tenure in 
Turkey. Iranian sources said that during his visit 

will convey a message from Tehran that the Iranian 
Government wants to strengthen its ties with Turkey. 


Turkish Cyprus Drafts Bill to Return Greek Cypriot Assets: 
Turkish Cypriot leader Mehmet Ali Talat drafted a bill that 
will give Greek Cypriots the right to reclaim property 
through Turkish Cypriot courts 

draft will pave the way for the European Court of Human 
Rights (ECHR) to recognize "TRNC\ courts as part of the 
domestic legal system in Cyprus. If the ECHR accepts the 
Turkish Cypriot initiative 
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allowed to file new lawsuits against Turkey in the European 
Court 

"TRNC.V 


Bryza to Visit Nicosia in December: The Independent Greek 
Cypriot daily \"Politis\" reported on Friday that US Deputy 
Assistant Secretary Matt Bryza will visit Nicosia in the 

first half of December in an effort to sound out both sides 

in Cyprus on the solution process. Bryza will convey to 
President Papadopoulos and Turkish Cypriot leader Talat a 
message from the State Department leadership that any new 
initiative on the Cyprus issue must begin on the island 

rather than abroad. He will stress that the two sides must 
begin preliminary negotiations to find common ground that 
will allow the resumption of the process. Within this 
framework 

one meeting between Papadopoulos and Talat in the presence 
of a UN representative. The Americans believe a meeting 
between the two leaders would constitute proof that the two 
communities have the necessary political will to bridge 

their differences. 


Syria Sends Delegation to Turkish Cyprus: Following 
initiatives by Azerbaijan 

the isolation of the Turkish Cypriots 

official delegation to the TRNC 

The paper sees the shift in Damascus" policies on the Cyprus 
issue as part of Syrian efforts to seek rapprochement with 
Turkey. 


Gul to Represent Turkey at OIC Mecca Summit: Turkey will be 
represented by Foreign Minister Abdullah Gul at the 
Organization of the Islamic Conference (OIC) summit meeting 
in Mecca on December 7-8 
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Necdet Sezer has decided not to attend the meeting 
Prime Minister Tayyip Erdogan will be on an official visit 
to Australia and New Zealand during that timeframe. 


Two Turkish Hizbullaa Members Sentenced to Life 
Imprisonment: Two members of the Turkish Hizbullah 
organization were sentenced to life without parole on 
Thursday 

Revelations concerning a series of assassinations carried 
out by the Hizbullah militants had shocked Turkey in the 
late 1990s. Mehmet Emin Aksoy and Sehmuz Aksoy 
have been the senior military operatives in the terrorist 
organization 
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attempting to change Turkey\'s constitutional order. Two 
other Hizbullah members 

Arpa 

Six suspects were cleared of charges 

26 

but benefited from a ‘repentance law for defectors 

set free. 


Poll: AKP Would Win a General Election: A new opinion poll 
conducted by the ANAR company 

ruling AK Party 

percent 

13 percent 

would fall below the 10 percent threshold for parliamentary 
representation if an election were held today 

the survey. 


Al-Jazeera Silences Broadcasts Briefly to Protest Bush: 
Qatar-based al-Jazeera TV silenced its broadcasts for 15 
minutes as a symbolic protest on Thursday to urge the US and 
UK to clarify press reports claiming that President Bush 
sought to bomb al-Jazeera 

protest was held at the al-Jazeera headquarters in Qatar and 
in its overseas bureaus 

noted that the British newspaper \"The Daily Mirror\" had 
reported that President Bush told Prime Minister Tony Blair 
at a White House summit on April 16 

bomb Al-Jazeera\'s headquarters in Doha. If these 
allegations are true 

"shocking and distressing eventV not only for al-Jazeera 

but for the whole media world. 


19 PKK Members Arrested in Istanbul: Turkish police 
arrested 19 suspected PKK terrorists in four separate 
security operations in Istanbul yesterday 

Anti-Terror units also arrested 2 suspected PKK members 
charged with the smuggling of handguns. Police seized 34 
handguns 

homes and offices of the two terrorists. 


EDITORIAL OPINION 


\"Turkish Intelligence Chief Meets Barzani\" 

Editor-in-Chief Ertugrul Ozkok commented in the mass-appeal 
\"Hurriyet\" (11/24): \"Turkish National Intelligence 
Organization (MIT) Undersecretary Emre Taner met with the 
regional President of Iraqi Kurdistan 

northern Iraq last month 

Washington for talks. This meeting indicates changes in 
Turkish policies with regard to northern Iraq. US may leave 
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Iraq one day 

the country. If it did 

for the Kurds -- angry Sunni Arabs on one side 

Syria and Iran on the other 

from all sides. People in the US will not approve of troops 
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rushing to the aid of the Kurds in such a scenario. Turkey 
must face the reality of the region since March 1 
However 


\"Turkey\'s Northern Iraq Vision to be Determined by December 
15 Polls in Iraq 

Ferai Tinc observed in the mass-appeal \"Hurriyet\" (11/25): 
VPrime Minister Erdogan\'s chief foreign policy advisor 
Professor Ahmed Davudoglu said Turkey has been in close 
contact with all Iraqi groups 

Turkey deems achieving stability in Iraq essential. If 

December elections are held in a transparent way 

are given a chance to be represented at the Iraqi 

parliament 

by establishing economic interdependence among Baghdad and 
its neighbors. On the Hariri assassination probe 

said Turkey has been in continuous contact with Damascus and 
UN in an effort to keep the channels for dialogue open. 

Ankara opposes imposing long-term economic sanctions on 
Damascus 

would not be in line with TurkeyVs interests. Iranian 

Foreign Minister Mottaki\'s upcoming visit to Turkey next 

week is another indication of Turkey\'s increasing influence 

in the Middle East. V" 
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another "mysterious\' CIA plane had stopped over in Istanbul 
while en route to Canada. Many commentators pressed the 
Turkish Government to demand answers about the alleged CIA 
flights from the US. 


Sakka Lawyer Claims His Client Interrogated By US: The 
lawyer for Syrian al-Qaida ringleader Louai Sakka 

in a prison in Istanbul for his alleged role in the November 
2003 bombings there 
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Americans interrogated Sakka on November 15. The 
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interrogators allegedly offered to resettle Sakka in a 
country of his choice on the condition that he testify 
against the Asad regime in the investigation of the 
assassination of former Lebanese PM Hariri. The lawyer 
claimed that the interrogators threatened to kill Sakka if 
he refused to cooperate. Turkish Justice Minister Cemil 
Cicek denied the report on Monday 

had been involved in Sakka\'s interrogation. 


Turkey May Launch Cross-Border Incursions into Iraq: 
Saturday\'s \"Aksam\" reported that at a security summit last 
week in Ankara 

a cross-border incursion into northern Iraq to pursue PKK 
militants if KDP leader Massoud Barzani fails to cooperate 
with Turkey. The paper regards the recent visit to 

southeast Turkey by TGS Chief Ozkok 

Buyukanit 

preparation for a possible cross-border operation. 

Meanwhile 

Observer\" website claiming that President Talabani had 
offered to close down PKK camps in northern Iraq in exchange 
for a financial contribution to his Patriotic Union of 

Kurdistan (PUK). A PUK spokesman denied the report. The 
website report claims that Barzani rejected a similar 

Turkish offer 

against the PKK only if he is acknowledged by Turkey as the 
regional President of Iraqi Kurdistan. "Reliable KDP 
sources said that this was BarzaniVs only condition to 
normalize ties with Turkey. The sources said that BarzaniVs 
nephew Nechirvan will pay a visit to Ankara before the 
upcoming Iraqi elections on December 15. A news-commentary 
in VRadikalV quotes unidentified Turkish Foreign Ministry 
(MFA) sources as saying that if the US decides to remove the 
PKK presence in northern Iraq 

than its own troops in the region. 


ITF Chairman Meets With FM Gul: Iraqi Turkmen Front (ITF) 
Chairman Saadettin Ergec said after meeting with FM Gul in 
Ankara over the weekend that he was pleased to still have 
Turkey\'s full support.\ Ergec denied press reports that he 
is uncomfortable with the meeting held between Barzani and 
Turkish intelligence Undersecretary Emre Taner in the 
northern Iraqi city of Salahaddin earlier this month. 

During the meeting 

that it is necessary to find a democratic solution\ to the 

PKK problem 

independent state ‘if it becomes necessary.V The Turkish 
General Staff (TGS) announced in a statement on Friday that 
press reports claiming that two Turkish generals 

participated in Taner\'s meeting with Barzani are false. 
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Erdogan on TGS Change of Command 

Monday papers report that Prime Minister Erdogan has 
rejected speculation that the ruling AK Party government is 
bothered by the fact that Land Forces Commander General 
Yasar Buyukanit will become the new Chief of the Turkish 
General Staff (TGS) in August 2006. The pro-Government 
\"Yeni Safak\" carried the story with a front-page headline 
saying ‘we have no prejudice against Buyukanit.\' The PM also 
denied that the AKP was seeking to extend the mandate of the 
present TGS commander 

had never claimed that Buyukanit would not replace Ozkok as 
the chief of the TGS as scheduled 

supported by the AKP for the Turkish Presidency. Regarding 
the ongoing probe of the Semdinli bombings 

that people in the region are afraid of speaking out against 

the PKK. "People coming from different ethnic groups in 
Turkey cannot be asked to reject their background 
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said 
"under the Turkish flag.V 


Parliamentary Investigation into Semdinli Bombings: A 
delegation of the Turkish Parliamentary Human Rights 
Committee 

involvement of security forces in the bombing of a bookstore 

in the mainly Kurdish town on November 9 

weekend that the bombs used in the attack on November 9 had 
been produced by the Turkish arms producer MKE. Military 
officials have told the commission that the Semdinli 

incident may be part of a rivalry between the PKK and groups 
controlled by Kurdistan Democratic Party (KDP) leader 
Massoud Barzani. Hakkari mayor Metin Tekce said over the 
weekend that the suspects in the Semdinli bombings are being 
protected by "high-level Turkish officials. Tekce noted 

that the main suspect in the bombing 

Kaya 

anotehr case for intimidating Kurdish businessmen in 
Diyarbakir. `I am a Kurd 

a Turkish citizen 


EU Parliament Not Satisfied with Turkey\'s Performance: The 
European Commission criticized Turkey for stalling on the 
implementation of reforms 

report 

welcomed recent comments by Prime Minister Erdogan on the 
Kurdish problem in Turkey. It also urged Turkey to open its 
ports and airports to Greek Cypriots. The report called on 
Turkey to give priority to freedom of expression and 
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worship 

torture 

preventio of domestic violence. It expressed concern about 
the rise in violence in southeast Turkey. The EU Parliament 
will discuss the report in December. The EU Commission 
Representative in Turkey 

complained that Turkey had not set up a single institution 

to coordinate EU accession negotiations. Kretschmer told FM 
Gul earlier this month that the EU had "doubts about the 
efficiency of the negotiating structure\' announced by 
Turkey\'s chief negotiator 

Turkish diplomats said that is is not fairV to criticize 

the negotiating structure 

started just two months ago. 


"TRNC\ Launches Peace Attack in Cyprus: Turkish Cypriot 
authorities have begun to take down the barricades dividing 
Lefkosa\'s (Nicosia) main avenue 

papers report. Turkey has donated 500 

the "TRNC\' to carry out the project. Greek Cypriot 
authorities pledged to remove barricades on the Greek side 
of Ledra Street as well if they are convinced that the move 
will cause no security problems. Papers comment that the 
Turkish Cypriot move has boosted hopes for a settlement in 
Cyprus. The new initiative is expected to revive trade and 
visits between the two sides on the eve of Christmas. 
\"Milliyet\" reports that the Turkish Cypriots are preparing 

to open a new passage to the south in the Green Line buffer 
zone dividing the island. There are already five crossings 
connecting the two sides. Dailies also report that Turkish 
Cypriot authorities are preparing for another ‘surprise step 
forward to return assets in the north to their Greek 

Cypriot owners. According to a draft bill 

will be allowed to take back immediately assets in the north 
that are not being used by Turks. Final decisions with 
regard to the transfers will be made by the ‘Compensation 
Commission\' set up in 2003. The bill will go into effect 
once it is approved by the Turkish Cypriot parliament.V 
Papers expect the new regulation to relieve Turkey of 
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property disputes being carried to the European Court of 
Human Rights (ECHR) by Greek Cypriots. 


Police Violence against Teachers: Thousands of teachers and 
education workers gathered in Ankara from around Turkish 
provinces were barred from entering the capital by riot 

police 

the rallies of several small groups in the city 
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teachers and detaining scores of demonstrators. Television 
news showed demonstrators being beaten with truncheons and 
sprayed by water cannons. Egitim-Sen labor union chairpman 
Alaattin Dincer lashed out at the government for the 

brutality of the police against the demonstrators 

demanded the resignation of Education Minister Huseyin 

Celik. Papers criticize the excessive violence used by riot 
police against peaceful demonstrators 

likely to draw fresh criticism from the EU. 


PKK Kills Two Hostages: PKK terrorists killed two persons 
they had abducted in Dortyol 

Hatay 

Metin Durbak 

terrorists in the Domuzdami region. The terrorists 
eventually released one of the hostages 

other two. 


EDITORIAL OPINION: Israel; CIA Planes 


VPeretz 

Washington-based Yasemin Congar wrote in the mainstream 
\"Milliyet\" (11/28): V The upcoming Israeli elections on March 
28 will mark a first in Israeli history: a majority in the 

Knesset will support a withdrawal from the West Bank and the 
two-state formula 

Palestine. The Bush administration showed strong support for 
the Likud government under SharonVs leadership. The neo- 
cons in the US administration felt close to Likud but more 
importantly SharonVs support of the two-state formula meshed 
with President Bush\'s personal beliefs. If Sharon becomes 
prime minister again 

West Bank. Therefore he and his party 

positively in Washington. A possible coalition government 
between Sharon and Peretz is also considered as a positive 
option here in Washington. V" 


\"The Rhetoric of Skies V" 

Mim Kemal Oke commented in the conservative \"Tercuman\" 
(11/28): VThe CIA use of planes for torturing people is a 
clear crime against humanity. When the US wanted to deal 
with Al Qaeda suspects outside of international law 

entire world was against it. The use of CIA planes is 
apparently a US tactic to overcome world anger by taking the 
outlaw practices into the skies. If the allegations are 

proved correct 

the 21st century. It will also show much about how 

civilized the US is. The neo-con mentality which roared in 
the aftermath of 9/11 is drawing a very different picture of 
nationalism and religion. The mentality encourages 
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intolerance and deals with issues in the same spirit as a 
lynching.\" 
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Saddam.V (Note: TalabaniVs aide Kamiran Karadaghi 
repeatedly tried to correct Talabani to reflect more 
accurately Allawi\'s statement that the current human 
rights situation in Iraq is as bad as it ever was 

under Saddam. End Note.) Talabani became very 
animated 

between the freedoms Iraqis enjoy now and the brutal 
mass graves of Saddam Hussein. 


3. (C) The Ambassador then brought up the topic of 
citizenship rights 

National Assembly (TNA) had passed a bill that 
specifically excluded Iraqi Jews from reclaiming their 
Iraqi citizenship. The Ambassador characterized the 
move as unnecessary and unwise 

incompatibility with the tenets of the new Iraqi 
Constitution. Talabani vowed to reject the bill and 
later during the meeting he instructed Karadaghi to 
find the bill immediately and reject it. 


4. (C) Finally 

four Western citizens who recently had been kidnapped 
from their car after meeting with the Muslim Ulema 
Council. Talabani expressed his concern and urged the 
Ambassador to speak with the Ulema Council for their 
assistance. 
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they were walking down the street" He asserted Allawi 
supporters had been in threatening or violent incidents 
around the country 

Kut 

respectively 

intimidation. By contrast 

major problem will be ballot stuffing by the Kurds in Mosul 
and Kirkuk. He reported that lyad Allawi had delivered a 
letter copied to the P-5 to UNAMI SRSG Ashraf Qazi seeking 
international support for a credible election. In a 
subsequent conversation with poloff November 29 

(of the Iraq Foundation) 
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echoed fears about the prospect of ballot stuffing throughout 
the country. End Summary. 


Examples of Violent Intimidation in Baghdad and the South 


2. (C) Janabi described for Polcouns and poloffs November 28 
examples of intimidation encountered by candidates and 
campaign workers from Allawi\'s National Iraq List. The 
coercion ranged from pulling down campaign posters to the 
killing of political activists. Recounting the death of two 
campaign workers in Sadr city 

Vin broad daylight as they were walking down the street. He 
said they had complained to the Sadr office 

responsibility. He also reported political clashes in 

Diwaniyah following efforts by persons sympathetic to Allawi 

to reopen an independent radio station previously closed down 
by the governor 

Hillah notes the tension between the local government in 
Diwaniyah and the radio station predates the election 

cautions that this report may be exaggerated. End Comment) 


3. (C) Janabi claimed Allawi supporters had been assaulted 
by Badr Corps members in Karbala 

reschedule campaign activities in Kut and other cities in the 
south. In Najaf 

Kilidar 

Haidar Kilidar 

who was allegedly murdered by Sadr with Abdel Majid al-Khoei 
in 2003. The Sadrists reportedly told Kilidar\'s elderly 
mother she would lose her son if he did not drop out of the 
campaign. When asked about the situation in Basrah 

said V'this may be the worst 

details. 


Concern about Ballot Stuffing 


4. (C) Janabi said the National Iraqi List fears ballot 

stuffing by the Kurds in Mosul and Kirkuk will skew the 

election results in those cities. In contrast with the 

south 

Sunni areas 

participating in the electoral process for the first time and 
seeks a foothold in the new government. Allawi advisor Azzam 
Alwash confirmed to poloff November 29 that the National Iraq 
List is seized by the prospect of ballot stuffing. The List 

is in consultations with the Iraqi NGOs EIN and the Hammurabi 
Group 

create a network of Iraqi observers at each of the country\'s 

six thousand polling centers. The List is also working with 
other political parties and independent groups to develop and 
recommend additional safeguards for the balloting to the 
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IECI. 


5. (C) As a mark of the ListVs concern 

Polcouns that lyad Allawi had met with UNAMI SRSG Ashraf Qazi 
to urge a sizable presence of international monitors. Allawi 

also provided Qazi with a letter copied to the P-5 

support for a credible election process. Janabi opined that 

like the Iraqi nation 

vested interest in a credible outcome. (Note: We are still 
seeking a copy of the letter 

did not have available to share. End Note.) 


6. (C) Finally 

preparing to accelerate its campaign 

on using television to ensure lragi voters are familiar with 
the coalition\'s name 

advisor said the coalition would target Kut 

Basra in the south; the coalition is aiming to garner 25 
percent of the vote nationwide. 


7. (C) Comment: Embassy has not been able to independently 
confirm all the allegations made by Allawi\'s campaign team. 
However 

concern about ballot stuffing familiar. At the same time 

key message from Janabi and other sources is that while the 
challenges are real 
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brothers and thus broaden his appeal to less radical 
anti-system elements. So long as he doesn't have to define 
himself 

sectors. 


-- OllantaVs political base is in the south and the southern 
highlands 
of isolated and impoverished small farmers. 


-- He also enjoys significant support in the southern border 
city of Tacna 

and in the northern jungle department of Loreto 

appeals to anti-Ecuadorian feelings. 


-- Opinion polling 
may understate his support 
out in urban areas (Ref B). 


-- Ollanta will not/not obtain enough votes to win the 
presidency 

legislators) could ride into office on his coattails 
making him a political force to be reckoned with for the 


Column 3 
future. 


-- Should Evo Morales win the presidency in Bolivia 

would have a dangerous V'demonstration effectV that would help 
Ollanta. Should Morales not win the Bolivian election 

outright 

then take his campaign to the streets 

veto\" of Bolivia\'s electoral results by Morales and his 

followers would encourage Ollanta\'s supporters by showing 
them \"what is possible." 


-- Ollanta\'s wife 

over her husband. Rospigliosi got to know her well in 2001 
when Ollanta was seeking amnesty for his rebellion against 
former President Alberto Fujimori. Ollanta is \"a typical 
military man\" in his thinking and has little understanding of 
political nuances. In contrast 

middle class family and a journalism major from the 
University of Lima 

communicate with the public. 


4. (C) Despite their evident concern over Ollanta Humala 
Rospigliosi and Vargas had few suggestions as to how he could 
be contained. One possibility 

divide his following 

so. They warned against making direct attacks on him 
opining that these would be counterproductive and only make 
him stronger. In the end 

officials threw the problem into the USG\'s lap 

that the Embassy expand the duties of its coca zone 
communications-monitoring contractor 

and commentary on Humala to better track Ollanta\'s 
influence/popularity in these regions 

support flies under the radar of the major media and 
urban-based polling. They also suggested that the Embassy 
consider supporting an anti-Humala communications program. 


5. (C) We share many of RospigliosiVs concerns regarding 
Ollanta Humala\'s rise in the polls and the possibility that 

the latter will establish a strong pro-Evo pro-Chavez 

political base following the 2006 elections. That said 

have no/no intention of involving the Embassy in anti-Humala 
information or commentary campaigns: that is a task for the 
competing political parties. We agree with RospigliosiVs 
suggestion that we expand NEXUM\'s monitoring functions to 
include Humala 

likelihood that he will form alliances with cocalero 
organizations. END COMMENT. 
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a meeting between the IHT and the international 
lawyers could occur on November 26. The email 
stipulated 

take place 

clients and what are the issues they seek to discuss; 
the lawyers also would have to submit the appropriate 
paperwork for admission to the IHT. The non-lragi 
defense attorneys did not respond substantively to 
this email. Instead 

appear in Iraq on November 26 and immediately booked 
plane tickets to Baghdad. Through Dr. Doebbler 
lawyers contacted the RCLO and demanded security 
arrangements. The IHT and the RCLO sent several 
communications (by email and telephone) to Mr. Clark 
repeating the IHT\'s position that it would not meet 
with the lawyers unless Mr. al-Dolami filed the 
appropriate paperwork on their behalf for admission to 
practice before the Tribunal. Moreover 

the RCLO advised that neither body would provide 
security for the lawyers absent their formal 

admission. 


4. (S) Despite these warnings 

Ghazzawi 

November 26. The RCLO secured transport to the IZ for 
the attorneys and arranged for their housing at the 
Al-Rasheed hotel. Despite the fact that Mr. Clark had 
ignored the IHTVs and the RCLO\'s warnings not to come 
to Baghdad until the lawyers had been admitted to the 
court and security had been arranged 

security to the three lawyers in the form of secure 
transportation and housing. 


5. (S) Upon arriving in Iraq 

each non-Iragi lawyer underwent a security screening 
to allow their entry to the IHT. Chief Judge of the 

Ad Dujayl trial chamber 

Article 19(4) of the IHT Statute and stated that the 
three attorneys were entitled to represent Saddam 
Hussein if: Saddam submitted a written power of 
attorney to the Tribunal; each attorney submitted 
proof that his law license was valid; and Mr. al- 
Dolami submitted a request for their admittance on 
behalf of Saddam. RCLO attorneys communicated this 
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advice to the three non-lraqi lawyers. 


6. (S) Dr. Al-Noami and Mr. Al-Ghazzai each carried 
with them valid bar identification cards from their 

home countries. Mr. Clark brought a copy of his 
admittance to the U.S. Supreme Court but failed to 
provide a certificate of good standing from New York 

or Washington 

claims membership. Each lawyer also presented a copy 
of a power of attorney which Saddam Hussein previously 
had granted to them at the request of Mr. al-Dolami. 

Mr. al-Dolami submitted the documents to Judge Rizgar 
in open court on November 28 after Saddam Hussein 
affirmed in original ink that he was requesting the 
assistance of these attorneys. Judge Rizgar granted 
the lawyersV application to appear before the Court 

and allowed them to sit in court on November 28 even 
though the IHT had not yet formally admitted them. 


7. (U) William Ramsey Clark is a well-known civil 

rights lawyer and activist. He served in the U.S. 

Marine Corps in 1945-46 and earned a law degree from 
the University of Chicago in 1950. He worked at the 
law firm of Clark 

until his appointment as Assistant Attorney General of 
the Lands Division (1961-1965) and Deputy Attorney 
General (1965-1967) of the U.S. In 1967 

Johnson appointed Mr. Clark to the position of U.S. 
Attorney General. He served in that capacity until 

1969. Following his term as Attorney General 

Clark worked as a law professor and was active in the 
anti-Vietnam War movement. He also has provided legal 
advice to many controversial figures including 
Slobodan Milosevic 

Branch Davidian leader David Koresh. Not an expert in 
international law 

figurehead for the defense team. 


8. (S) Dr. Najeeb Al-Noaimi is the former Minister of 
Justice of Qatar and an expert in public international 
law. According to Dr. Al-Noami 

before the International Court of Justice 

served as an agent in the Advisory Opinion on the 
Legality of the Threat or Use of Nuclear Weapons Case. 
He also served as a legal adviser to the International 
Criminal Court. According to Dr. Al-NoamiVs website 
he graduated from Alexandria University in 1981 and 
received a Ph.D. in international law from Dundee 
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University in the U.K. in 1987. 


9. (S) Issam M. Al-Ghazzawi is a Jordanian lawyer who 
has served on the defense team of Saddam Hussein for 
several years. His bar registry number is 2963 and is 
valid until December 31 


10. (S) The lawyers have informed the RCLO that they 
and Kaleel al-Dolami intend to depart Iraq on November 
29 

transport from the Al-Rasheed Hotel to Baghdad 
International Airport. 


11. (S) The trial will resume on December 5. RCLO has 
asked the lawyers to give advance notice of their 

return trip plans in order to prepare their security. 

The three lawyers will be provided security similar to 
that offered to other defense counsel in the case. 

All accommodations for Mr. Clark result from his 
participation in the case 

position with the United States. 
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Highlands" to respond to U.S. national interests and assist 
the GOG in the recovery and reconstruction from damages 
caused by Hurricane Stan. This program responds 

directly to important U.S. interests in Guatemala by 
stemming illegal immigration due to the loss of livelihoods 
stabilizing a conflictive 

CAFTA implementation and MCA selection 

populist pressure and political instability in the next 

elections. The objective is to help the GOG and private 
sector rebuild the rural economy and hence 

livelihoods 

thousands of mostly indigenous families in the poorest and 
most severely damaged rural areas of Guatemala\'s Western 
Highlands. The Department of San Marcos would be the top 
priority followed by Huehuetenago 

selected employment-generating areas of Retalahuleu. This 
program reflects GOG interest in U.S. assistance and 
leadership in stabilizing and revitalizing this remote 

highland area where USAID has unique experience among other 
donors. It builds upon the emergency assistance provided by 
OFDA and diverted from current health and food aid programs. 
Based upon estimates currently available 

this program will be approximately $50 million over two 
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years to be funded in roughly equal parts from re-directed 

or reprogrammed bilateral funding planned for FYOG and FY07 
and an additional amount of $24 million in DA/ESF funding 
over the same two-year period. END SUMMARY. 


IMPACT OF HURRICANE STAN 

2. During the week of October 3 

wrought havoc in Guatemala 

populated departments where the rural poor are concentrated. 
The serious damage from this storm was triggered by heavy 
and continuous rains 

than 900 mudslides 

third of the national territory (about 36 

kilometers--larger than the size of El Salvador) was 

affected 

331 municipalities 

departments. Stan hit the most productive and populated 
areas of the South Coast and the Central-Western highlands. 
The GoG estimates that around 3.5 million Guatemalans (3096 
of total population) suffered either loss of life 

or access to basic services. Hurricane Stan damaged 1 
communities and affected some 475 

human toll of the Storm was 670 dead 

missing. Compared to Stan 

less destructive in Guatemala 

wounded 


RAMIFICATIONS OF DAMAGE 

3. The most serious impact of Stan has fallen on thousands 
of poor farmers in San Marcos and other densely populated 
that were already impoverished even prior to the Storm. 
Damage to smallholders in the Western highlands 
particularly in the Department of San Marcos 

severe: 60% of the corn crop was ruined; farm fields were 
severely eroded; and tertiary 

blocked by landslides or washed away. The World Food 
Program recently announced that the lack of food supplies 
outside Guatemala City has now reached critical levels. 
This situation is being aggravated by inflation 

up in October to an average annual rate of 10.29% 
country's highest rate since the beginning of 1997. Price 
increases will only further impede the ability of affected 
Guatemalans to access food for their families. 


4. While the response to humanitarian needs from the 

disaster has been solid 

only now being fully appreciated. The November 8 Damage 
Assessment for Guatemala conducted by ECLAC estimates the 
overall damage and losses to the country to be $983 million 

or 3.496 of the country\'s 2004 GDP. (See septel for report 
summary). The economic impact was highest in terms of the 


Column 3 

country's infrastructure 

the productive sectors 

education and health) and the environment. According to the 
ECLAC Report 

sector assets 

expenditures and investments to assist the most directly 
affected and vulnerable populations (some 475 

the country's population) to rebuild their lost assets and 
sources of incomes. The disaster represents a blow to the 
governments progress in addressing the country\'s 
development needs 

be spent bringing the country back to where it was pre-Stan. 
Damage to the country\'s infrastructure was significant -- 
the Ministry of Public Works reports that 26% of the 
country\'s paved roads were affected 

roads 

assessed damage of approximately $450 million) -- will also 
limit Guatemala\'s full participation in the benefits of 

CAFTA for some time to come. 


U.S. NATIONAL INTEREST IN A RECONSTRUCTION EFFORT 
5. The United States has an immediate and proximate 

national interest in helping to stabilize and rebuild the 

rural 

highlands that was damaged by Hurricane Stan: 


-- The Department of San Marcos is Guatemala\'s poorest and 
has historically been a conflictive and destabilizing part 

of the country. It is one of the greatest sources of land 
conflicts and smuggling and is the locus of increasing poppy 
cultivation in Guatemala. Damage to livelihoods in this and 
other 

conflicts 

strategies for survival. 


-- San Marcos is also the greatest source of illegal 
immigration from Guatemala to the United States. If the 
figures captured in a U.S. Government survey conducted six 
months after Hurricane Mitch--i.e. 

Central America for the U.S. in the Storm\'s wake--are any 
predictor 

Guatemalans and others passing illegally over U.S. borders. 


-- If the Berger Government is perceived as not responding 
effectively to the needs of socio-economic revitalization 
after this disaster 

chances of electing another progressive administration and 
increasing the destabilizing influence of populism in the 
country in the 2007 elections. 


-- Economic losses leading to a drop in tax revenues and new 
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reconstruction expenditure requirements will seriously 
affect the country\'s social investment goals related to the 
MCA. Guatemala has some of the worst social indicators in 
the region 

the period 2005-2007 is the lowest by far among USAID 
programs in Central America. Post believes the Berger 
government has made significant strides toward addressing 
MCA objectives (see septels) 

complicated by the disaster and cost of response. 


-- Loss of roads 

infrastructure will limit the country\'s ability to fully 
participate in and take advantage of the benefits of CAFTA. 
This will have an impact both Guatemala and the rest of the 
region. 


PROPOSED USAID RESPONSE 

6. Given additional resources 

launch a targeted program to support the GoG in rebuilding 
the rural economy in and around the San Marcos region. 
Employment generation is the most urgent need given that 
many families have lost their current crops or their jobs in 
agricultural enterprises on the south coast (many San Marcos 
families migrate to the coast to help with seasonal sugar 
and coffee harvests) and will be facing food shortages over 
the next several months. Other donors are generally 
directing their resources to social needs (Europeans) 

major infrastructure (IBRD and IDB) 

regions (Canadians). The GoG has indicated that USAID 
should focus on rebuilding livelinoods in the more remote 
San Marcos region and surrounding areas 

prior experience and partners acquired through its earlier 
program to support the Peace Accords and current P.L. 480 
Title Il programs. 


7. The purpose of this new 

to help the GoG rebuild improved livelihoods in the San 
Marcos and surrounding region by increasing sources of rural 
income and employment. Specific activities would include 
but not be limited to the following: 


-- Restoring rural roads 

as a priority 

bridges) to allow access to supplies and markets. The 
multilateral banks intend to focus on primary and secondary 
roads 

recovery of those most affected 

GOG with support from bilateral donors. USAID would focus 
its efforts on rural farm-to-market roads in San Marcos to 
help farmers get their products back to market. 
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-- Rebuilding/improving smallholder farming systems 
including small irrigation infrastructure (mentioned as well 
as a priority by ECLAC). This is a parallel priority to 
restoring the product-to-market transportation chain. 
Assistance would include land clearing 

rebuilding animal stocks 

irrigation systems 

support. 


-- Rehabilitating and growing small businesses and agri- 
businesses. Repair and restoration of rural non-farm 
activities is needed in these areas as well 

agricultural activities to the next level where possible. 

This involves expanding existing micro-credit programs for 
business recovery and purchase of capital assets 

targeted technical assistance to help enterprises expand. 


-- Restoring viability of rural farm households. To 
complement the above 

in-school\" family grants come January-successfully used 
after Mitch-which will achieve the dual objectives of 

keeping children studying and putting cash in the hands of 
families for food and other basic necessities. Additional 
assistance could include grant or credit for repairing 
damaged housing and restoring food preparation and cooking 
capacity (e.g. 

generators). 


-- Stabilizing watersheds and controlling erosion. Much of 

the damage post-Stan is the result of poor watershed 
management practices 

infrastructure and flood warning systems. To prevent damage 
to rural roads and farming systems after future such events 
USAID will support activities to improve watershed 
management and flood control systems. Among such support 
would be assistance to municipalities and local NGOs in 
sustainable management practices on agricultural land and 
forests 

implementation of the practice of payment for environmental 
services wherein \"downstream\" beneficiaries of watersheds 
pay \"upstream\" communities to maintain watershed through 
forest and soil conservation. 


-- Rebuilding water and sanitation infrastructure. This is 
one of the most critical and cost-effective interventions 
after a disaster. Proposed activities include rebuilding of 
community water system infrastructure and latrines 
training in proper operation of water systems 

treatment and storage 


-- Strengthening community and municipal organizations. All 
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of these efforts will require institutional support from 
municipalities and community organizations. USAID proposes 
to provide through its Local Government Strengthening 
Program 

Marcos and surrounding areas to help municipal officials 

best manage community reconstruction efforts. This would 
include guidance to municipal leaders on managing employment 
programs aimed at rehabilitating public works (farm-to- 
market roads 

reforestation 

risk mitigation measures 

for reconstruction. Reinforcing democratic institutions 

during the reconstruction process is a GoG priority. 


USAID would implement the above activities primarily with 
current partners; no major new procurements are foreseen. 
Our partners would work with municipalities 

private sector organizations to develop community projects 
with high labor content to provide families with the means 
to survive until the next harvest. 


8. Several assumptions served to determine the size and 
shape of this proposed program: 


-- Other donors 

Development Banks (MDBs) 
assistance and social services 
and likely afterwards; 


-- The MDBs (IDB 

reconstruction loans for larger-scale infrastructure such as 
major roads 

requirements for these infrastructure needs in any case go 
beyond USAID\'s financial possibilities); 


-- USAID is the lead donor in Guatemala on rural development 
and has been working closely with the GoG to support policy 
reforms and investments in this area 

request and USAID\'s comparative advantage; 


-- USAID has significant experience implementing Post-Mitch 
reconstruction assistance in Guatemala (for which $28 
million in new funding was provided) and can build on these 
investments and lessons learned; and 


-- The consequence of not addressing the economic impacts of 
this disaster 

most directly on the United States through increased illegal 
immigration and crime 

interest to focus on this area. 
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COST AND SOURCE OF FUNDING FOR USAID PROPOSAL 
9. USAID calculates that total cost of the proposed program 
would be around US$25 million a year over two years (FY06 
and 07) 

This budget was arrived at by matching the data on damage 
and losses to assets in the department of San Marcos and 
surrounding areas (e.g. 

rural market structures 

what USAID knows from past experience to be the cost per 
unit of rehabilitating such assets 

portion of the damage and losses USAID might realistically 
restore. For example 

damaged in San Marcos alone and at $3 

restore 

of total in San Marcos) for a total activity cost of $5.25 

million. USAID calculated other areas of intervention 

similarly and when totaled and combined with a percentage 
for management and engineering assistance comes to around 
$50 million over the two-year period. 


10. The program would be funded both with redirected 
bilateral funds and resources from USAID\'s existing 
bilateral portfolio (including reprogrammed food resources 
for food for work programs) as well as with additional 
bilateral funding. USAID would amend its current five-year 
plan to re-direct about a third of its DA/CSH/ESF resources 
(around $13m/FY) and requests an additional $12 million 
DA/ESF a year over two years 

year over two years for the program. The additional funding 
would be necessary both to enable expansion of current re- 
directed programs as well as to launch new programs in rural 
infrastructure 

which are not possible under our current strategy and within 
existing earmarks. Current health 

enterprise and governance programs would be modified to 
concentrate resources and level-of-effort toward the San 
Marcos region. 


11. Post is of course aware of the planned U.S. private 
sector fund-raising effort for post-Stan relief but assumes 

the funds raised will be channeled privately through grants 

to NGOs. The program proposed in this cable responds to and 
directly supports the GoG\'s Reconstruction Plan and its 
specific request that USAID help to re-build livelihoods in 

San Marcos and surrounding areas. If USAID does not carry 
out this program 

will still go forward; however 

counted on to target San Marcos with an eye to stemming the 
illegal immigration 

production that uniquely affects and concerns the United 
States. Ambassador Derham will be discussing this proposal 
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with colleagues in State and USAID during his consultations 
in Washington. 
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B. \"Trying Saddam . Trying History .\" (Kitabat 


A. V'Closing the Gap\" 

(Editorial by Fatih Abdul Salam - Iraq 4 All News - 
http://www.irag4all.org/viewnews.php?id=11000 - Independent 
based in Denmark) 


V'Talk has circulated in Iraqi political gatherings about a 
technocratic government that would include academic and 
scientific experts. We have witnessed that ministerial 
positions were given to those who carried high scientific 
certificates-in order to end any discussion about an absence 
of educated people in the ministries. But giving the 
“ministerial post to someone does not mean that technocrats 
can run the state; in other words 

scientific experience will match his ministry. Many framed 
certificates moved suspiciously from foreign universities to 
walls in bedrooms or guestrooms without their bearers 
understanding what is going on in reality. 


VMaybe people who own those kinds of certificates are the 
main hindrance in their ministries. Even if we suppose the 
minister is well-trained scientifically 

his ministry if its structure is dictated by parties that 

lack qualifications? 


V Have we forgotten that SaddamVs government included at 
least nine people who had received higher education? .LetVs 
hope that civil society organizations and the media educate 
people about the fact that a technocratic government cannot 
[necessarily] save the country from its problems." 


B. V Trying Saddam . Trying History V" 

(Editorial by Emad Risen - Kitabat - \"Writings\" - 
http://www.kitabat.com/i10529.htm - Independent 
Germany) 


\"The tyrant\'s trial is on 

are smiling; mothers of martyrs are smiling as they face 
television screens that show this historic trial 

all free and honorable human beings. If Saddam was part of 
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our painful history 

And if Saddam committed mistakes 

of these mistakes. The important question remains: have we 
Iraqis reviewed ourselves and our past? Or do we want to 
overlook this past and just occupy ourselves with claims of 
triumph and end the story.the story of bloodshed 
suppression 


\"Iragis should try themselves before trying the tyrant who 
ruled Iraq with steel and fire. This was a tyrant that did 

not appear from oblivion to seize power. Saddam ruled lraq 
with a culture of death 

all respects-mentally 

economically. This culture still stands today 

generated many dictatorships and wars for a long time. 


VWe should review our past 

beliefs and way of life. In brief 

we see life and begin reconciling with ourselves 
love instead of hate 


VOur Islamic heritage provides us with an opportunity to 
overcome many of the crises facing us today with a loving 
spirit. We should include others in our lives and allow 
criticism to direct our path towards the right choice. This 

is the only way we can avenge the martyrs who sacrificed 
themselves for their country. [We] should review everything 
starting with the culture that produced dictatorship to our 
most sacred beliefs. It is the beginning of the path the 

Will lead us to a peaceful way of life far from sites of 
execution 
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Tribuna V' published an editorial entitled Quarantine." \"We 
have said recently that we need to worry about the large 
number of deportees from the United States that have 
returned to Central American countries. Especially 
Honduras 

returned because they were not legally in the United States 
and did not possess papers to benefit from the TPS. 


\"We have to add to this number 61 

been returned from Guatemala and Mexico who were en route to 
the "American Dream.\' Excluded are those who never arrived 
anywhere 

by the heat 

their paths. V" 


VSome of these deportees were captured because they were 
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involved in activity that was against the law 

trafficking 

situation because the gangs in Central America are linked to 
exactly these types of circumstances. Immigrants who left 
for the States applied what they had learned in the ghettos 
of Honduras to new locales and when they ran into the law 
they were deported.\" 


VWhat has always intrigued us is that 

deportees are caught because of violations of the law 

isn't a system of quarantine established? The expansion of 
gangs in Central America is clearly linked to the number of 
deportees. This is made worse still by the potential for 
these gangs to have links to terrorist groups. V 


Ford 
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published an untitled cartoon where a ragged man with holes 
in his clothes and disheveled hair appears saying \"Let\'s see 
... how don\'t tell me 

treats?" To the man\'s right appears only the enlarged leg 
and shiny shoe of Ambassador Charles Ford. 


2. On 11/12 the San Pedro Sula daily \"La Prensa\" published 
a cartoon entitled: "Another Record." There are two 
caricatures: one who is running away carrying a torch 
inscribed with the number 182 

flag on his shirt and above him is the sentence: V^ Olympic 
Record\' for voting against the U.S. embargo against Cuba. V 
Uncle Sam lags behind in desperation. Scrawled beneath a 
depiction of the audience members is the sentence VU.N. 
General Assembly". 
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schism\" in the Church. Whether or not his views are accurate 
Rajic does not come across as a radical 

good deal of influence in the Papal Apartments 

substantial face time with the pope. End Summary. 


2. (C) Monsignor Petar Rajic of the Holy See Secretariat of 
State (protect) gave us yet another indication of Vatican 
support for the Catholic bishops of Bosnia-Herzegovina (BiH) 
November 22. Rajic 

with the diocese of Trebinje-Mrkan 
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recent BiH bishops\' statement calling for constitutional change 
in the country and subscribed to the view we ve heard before: 
the bishops" involvement in the issue is not so much political 
meddling as a push to protect the civil rights of their people 
(ref a). Rajic also noted what he regarded as the unfair 
representational situation for Catholics in Mostar. Rajic 

called Bishop Ratko Peric (Rajic\'s home bishop since his diocese 
does not have one of its own) \"misunderstood\" and very 
intelligent. He urged a close examination of his writings 

before judging him. 

When asked about Cardinal Vinko Puljic\'s apparent hardening 
towards the international community in recent years 

that the prelate seemed to have simply tired of words and 
unfulfilled promises. 


3. (C) Rajic backed up the view we\'ve heard before from the 
Vatican MFA 

the Franciscans in Herzegovina (ref b). V'This is really a 
schism 

order was also very difficult. Rajic said he was not convinced 
that Franciscan leadership in Rome was doing all it could do 
about the situation 

officials 

happened on the ground there. 


4. (C) Rajic noted that his home diocese of Trebinje-Mrkan had 
been without a bishop for some time. He said the appointment of 
a bishop would be an important sign from the Holy See that it 
was supporting the Catholics of Herzegovina and that they were 
\"there to stay.V For some reason 

the Evangelization of Peoples 

with administering Herzegovina 

do so. 


5. (C) Rajic was born and spent his formative years in Ontario 

but returned to his parents\' homeland when he decided to become 
a priest 

the Trebinje-Mrkan diocese and was eventually assigned to serve 
in an ethnic-Croat parish in Toronto. Shortly thereafter he 
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joined the Vatican Diplomatic Service 

Iran. He now works in the internal affairs section of the Holy 
See 

accompanying dignitaries to see the pontiff for private 
audiences. Although Rajic has little official role in creating 
foreign policy in his current job (and in fact was cautious in 
speaking about BiH 

personal opinions) 

opportunity to influence the pontiff. Whether or not one agrees 
with him 

his opinions in a carefully measured manner. The fact that he 
is familiar with the situation in Herzegovina 

a Canadian with a little distance from the subject 

his impact. 
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6. (C) The BiH issue continues to be of interest at the 

Vatican. The Croatian ambassador had a copy of the BiH bishopsV 
statement handy when he met last week with the Ambassador 
Rooney 

ambassadors has been scheduled at the MFA to discuss the 
situation. 

SANDROLINI 
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RESOLUTIONS 


REF: A. ASUNCION 1448 
B. STATE 213779 


1. Following up on ChargeVs 11/25 discussion with Vice FM 
Ginenez (ref A) 

Organizations Director Julio Peralta on 11/29 to clarify 
Paraguay\'s voting posture on ref B resolutions. Peralta 
confirmed that Paraguay would vote \"yes\" on the resolutions 
consistent with its votes last year. 


2. Peralta noted that the GOI has not/not requested that 
Paraguay vote a certain way on any specific UN resolution -- 
neither in discussions with VP Castiglioni in Israel last 

week 

asked Paraguay to continue to support the UN\'s deliberative 
process for achieving peace in the Middle East. 

MERZ 
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resolution concerning the Iranian nuclear program. The 
Brazilians told him that the GOB vote in the IAEA BOG should 
not be interpreted as an endorsement of Iranian actions 
rather as a judgment that referral to the UNSC is not the 

most appropriate tactical course of action. The GOB stressed 
that 

energy 

international commitments such as the NPT and IAEA safeguards 
agreements. In the case of Iran 

make particular efforts to repair the lack of confidence on 

the part of the international community regarding lran\'s 
program. The GOB told the Minister that it expects Iran to 
make particular efforts to cooperate with the IAEA in a more 
proactive and transparent manner. 


3. (C) Mourao said he believes Iran is now being more 
forthcoming 

The GOB has told the GOI that it needs to suspend all 
enrichment activities and abide by the commitments it made 
concerning its program. Iran should restart negotiations 

with the EU3. Mourao added that Brazil supported the Russian 
initiative to transfer Iranian enrichment capabilities from 

Iran to Russia. This could be a useful confidence-building 
measure 


4. (C) The second discussion with Iran came after the new 
Iranian president made a speech in Tehran saying Iran was 
being treated in a discriminatory fashion when compared to 

the cases of South Korea and Brazil. The Foreign Ministry 
called in the Iranian Ambassador and told him such comments 
were not proper. The Iranian Ambassador blamed the problem 
on a translation error. 


5. (C) Mourao noted that the regular Undersecretary-level 
talks that Brazil holds with Iran have been postponed for 
\"technical reasons.V The real reason for the postponement is 
Brazilian displeasure with the Iranian presidents public 
statements concerning Israel. 
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for its arrogance in refusing to compromise with the 
opposition parties over the timing of the next general 
election and for its Vculture of entitlement 

scandal 

purposes and 

confidence of the House. V 


ELECTION SET FOR JANUARY 23 
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3. (U) PM Martin went to the Governor GeneralVs residence at 
9:30 AM November 29 to inform her of the non-confidence vote 
and ask her to dissolve Parliament. Upon leaving the 
residence 

on January 23. At 56 days 

campaigns in recent Canadian history. The minimum period of 
time for a campaign is 35 days but the PM wanted to account 
for the possibility of an informal break for Christmas week 

and some additional flexibility 

the time pressure off for difficult winter travel. 


HOW AN INTERIM CANADIAN GOVERNMENT WORKS 


4. (U) Until the next election 

government. His cabinet will also continue in office 

the majority of its members will also have campaigns to run 
so they will be distracted. The Cabinet will be doubly 
inactive since the campaign will be occurring over the 
holidays when Parliament would not be sitting in any event. 
Any ministers who lose the election would continue in office 
until the new cabinet is seated. Sitting Liberal Defense 
Minister David Pratt 

2004 election by Conservative Pierre Poilievre but continued 
to sit as Defense Minister until July 19. 


5. (U) Members of Parliament will continue to hold their 
positions for administrative purposes only (primarily to 
receive their pay) 

The Speaker 

Internal Economy will continue in office as a kind of 
caretaker administration until they are replaced in a new 
Parliament 


FINAL PUSH ON LEGISLATION 


6. (U) The dissolution of Parliament has caused all pending 
bills before the House and Senate to die on the Order Paper. 
This is true of all bills that have not received Royal 

Assent. It caused a flurry of activity Friday and Monday to 
push through as many bills as possible. In one historic case 
a bill that cuts taxes on jewelry produced in Canada was 
introduced on Friday and received Royal Assent on Monday 
first time a private members bill successfully cut taxes. 

In total eleven bills made received Royal Assent on Monday 
among them: 


-- C-11: Whistleblower Protection Act 
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-  C-37: Restrictions on telemarketers (don\'t call at all 
during dinner) 

-  C-49: Amendment to Criminal Code making trafficking in 
persons a criminal offense by prohibiting: global trafficking 
in persons 

withholding or destroying documents to facilitate trafficking 
in persons. 

- C-53: Reverse onus of proof in proceeds of crime 
applications (making it easier to seize property from 
criminals and drug traffickers) 

- (-54: Act to provide First Nations with the option of 
managing and regulating oil and gas exploration and 
exploitation and receiving money otherwise held for them by 
the federal government. 

-  C-55: Protection of workers wages and pensions in the 
event of corporate bankruptcy. 

--  C-66: Home heating cost rebate of C$250 for low-income 
families. 

--  C-71: Establishment of regulatory regimes for 
commercial and industrial activities undertaken on reserve 
lands pursuant to agreements with First Nations. 

-- C-331 Expresses \"deep sorrow! for the internment of 
Ukrainian Canadians during the First World War. 


7. (U) If a party wins successive elections it can 

reintroduce bills with new numbers 

technically starts over 

tend to fast-track them. At the end of the fall semester in 
2004 

fact that it was promoting a busy and diverse legislative 
agenda. Opposition parties and other critics dismissed such 
claims by pointing out that many of the bills were leftovers 
from the Chretien government. 


MONEY ISSUES 


8. (U) With the dissolution of Parliament 

put on hold -- the governments regular programs continue to 
function 

last minute push to secure funding for key projects. Cabinet 
approved late last week funding for 16 C-130J aircraft for 
delivery in 2008. This C$4.6 billion purchase was part of 

the C$12.8 billion defense plus-up as part of the budget 
surplus and came under fire when European contractors 
believed they were being shut out of the competition. There 
wasnt time to conclude plans for 15 heavy-lift helicopters 
and 15 search-and-rescue planes. Conservative Defense Critic 
Gordon O\'Conner called the C-130 decision politically 
motivated and said it could be revisited by the new 
government 
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in the wake of basic transportation challenges in recent 
operations. 


9. (U) Another money issue of interest to the U.S. is the 

C$1.5 billion in softwood loan insurance and other assistance 

to the forestry industry that the government announced last 
week. Since the funding is largely covered under existing 
programs and does not require a new government appropriation 
it could conceivably go forward despite the dissolution of 
Parliament 

new government would presumably be in place prior to its 
implementation. (Details will be sent septel) 


10. (SBU) Comment: After the NDP pulled out its support for 
the Liberal government last month it was only a matter of 
time before the 38th Parliament ended. It appears that 
Canadians are now resigned to a winter election 

built-in Christmas break and long campaign 

longer talk of punishing the party that brought it on. 

Canadian Ambassador Frank McKenna 

call to Ambassador Wilkins 

be \"nasty.\" He also expected anti-American themes to surface 
in the campaign rhetoric. During the interim period the 
bureaucracy continues to function so much SPP related 
business will move forward. But there will be no new 
initiatives and no one to engage at the senior levels on 
anything but emergencies. It is also clear that the new 
government will again be a minority 

the same caution and drift that we have experienced over the 
past 18 months. 


Visit CanadaVs Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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The Kurdish Al-Ittinad published a page-three editorial 
entitled 

Upcoming Election 

how it will always be a part of Kurdistan. At-Taakhi\'s 
editorials dealt with the upcoming election 

the electoral platform of the Kurdish list No. 730. 


The partisan ShiVa newspapers (Al-Adala 

and Al-Bayna Al-Jadidah) published editorials about the 
upcoming elections 

Al-Adala published a page-three editorial entitled 
VDisparagement 

was fair but that Saddam did not deserve justice. Most of 
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the ShiVa papers critiqued the trial as too lenient on 
Saddam and other defendants. 


Baghdad newspaper carried a back-page editorial entitled 
\"lyad Allawi Cultivates A Culture of Love\" praising the 
candidate and encouraging voters to choose his list. 
November 29 


A. \"The Teacher Is Against Me\" (Al-Fourat 

B. \"Saddam\'s Trial and the Farce of Human Rights (Al-Bayna 
Al-Jadidah 

C. V Voters V" (Ad-Dustoor 

D. V Differentiation" (As-Sabah 

E. \"The Impartiality of the Religious Authority" (Az-Zaman 
11/29) 


A. \"The Teacher Is Against Me\" 
(Al-Fourat - independent 
back-page editorial by Daoud Al-Farhan) 


VAn assembly member revealed that the government has made 
critical decisions without reporting to the national 

assembly yet we all know that this government has been 
established by the national assembly. In addition 

Minister is a member of the elected national assembly and is 
also a member in the UIA [United Iraqi Alliance] that has 

the overwhelming majority in the parliament. Hence 
guarantee the majority of votes when he places an issue 
before assembly members. In any case 

the national assembly interpret this procedure as something 
along the lines of 

questions the government and ministers but without taking 
legal action against negligent officials.V 


VI think that this is a weak excuse and it is similar to the 
pretext of school dropouts who claim that the teacher hates 
them which is why they have failed in their studies. | would 
like the speaker of the national assembly and the parliament 
to give an opinion on this issue because it is very 
dangerous matter. The parliament must not be merely dcor 
for what is called democracy. We all know that the 
government has twice extended the stay of the occupation 
forces without having approval from the national assembly. 
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Many assembly members such as the Sadrists have objected to 
this decision. 


V Furthermore 

countries without any notification of the national assembly. 
Recently 

conducted a meeting on security cooperation with Iran. He 
also agreed to organize the mechanisms of access for Iranian 
pilgrims to Najaf and Karbala. In fact 

the powers of national security advisor are. Who gave him 
the authority to sign a security agreement with Iran without 
reporting to the national assembly? 


V Moreover 

revenues. Additionally 

assumed security responsibilities from the occupation forces 
and the Iraqi people want an explanation from the government 
about these issues. How can the government extend the stay 
of occupation forces in Iraq? Occupation forces which have 
destroyed 

national assembly has no role in this issue 

speak about democracy?" 


B. VSaddamvs Trial and the Farce of Human Rights V" 
(Al-Bayna Al-Jadidah - no bias 

Political Council 

editorial) 


\"Saddam\'s speech during his trial yesterday reminds us of 
his former speeches. In fact 

martyrs thought that this trial would restore our Iraqi 
national pride which vanished during the era of the former 
regime. But 

of human rights 


\"The trial should not have been a place for Saddam to give 
his bombastic speeches. These speeches could destroy our 
hopes in the new Iraq. How can we establish a fair trial for 

a tyrant that used his power to commit manslaughter and 
wasted the wealth of Iraq? Our people were suffering to 
death during SaddamVs regime while Ba\'athists and Arabs 
danced merrily. 


VWe hope that our future will be new and civilized. But 
civilization does not mean weakness--we have clear evidence 
that indicts the former corrupt regime. We have dreamed of 
establishing a new era that is free from oppression and 
terrorism but unfortunately 

trial was a farce for this criminal. 


\"Democracy is not a theatre in which we wait for actors to 


Column 3 

put on a significant performance. Saddam was sentenced to 

the death penalty since 1959 after he tried to assassinate 

Abdul Karim Qassem but escaped to Egypt to be saved from his 
sentence. Therefore 

snake so that we can get rid of the dwarfs of terrorism. V 


C. V Voters V" 
(Ad-Dustoor - independent 
page editorial by Bassim Al-Sheikh) 


“We know that Iraqi voters are astonished by the huge number 
of electoral posters. But 

puzzled because they cannot distinguish between the enormous 
numbers of electoral lists and their platforms. Thus 

think that voters will 

foreign influences that have nothing to do with the proper 
electoral awareness of voters. 


VVoters must distance themselves from emotional and 
psychological influences 

inside the polling center. Unfortunately 

campaigns coerce voters to choose according to grandiose 
slogans 


VWhen voters vote according to those factors 

process will lose its most important chance to be 
successful. If we let our emotions determine our political 
choices 

politics often cannot be reconciled. If we vote according to 
our emotions 

elected fail to implement their promises. We must realize 
that elections represent a practice to identify the best 
most truthful and efficient candidates that can deal with 
reality in Iraq. V 


D. \"Differentiation\" 

(As-Sabah - Iraqi Media Network 
coalition 

Abdul Jabbar) 


\"Electoral lists and their candidates compete to win the 

votes of the populace. Each list seeks to obtain the largest 
number of votes to acquire more seats in the next parliament- 
-these lists use different methods and styles to convince 
voters to vote for them. These methods are numerous but they 
must not violate the laws of election lest they be subject 

to legal actions. 


V'The electoral lists published and disseminated their 
political plattorms but it is very important to distinguish 
between slogans and platforms. We know that slogans 
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represent general goals while platforms represent practical 
plans to achieve those goals. It seems that most of the 
current political platforms are similar in their subjects 

and ideas. 


VWe do not know the percentage of voters who will vote 
according to political plattorms because it seems that this 
percentage is unknown so far. However 

political platforms among electoral lists will make it 

difficult for voters to distinguish among them. On the other 
hand 

according to their factional 

affiliations. | think that this issue will harm the 

democratic perspective of the electoral process. We all know 
that democracy mandates that free choice and honest 
awareness must be primary conditions for public elections. 


\"Candidates can provide voters a free service by announcing 
the differences between their electoral lists. These 
differences must be clear and decisive so that voters can 
choose the best list. This process will only work if voters 

vote according to political platforms." 


E. V The Impartiality of the Religious Authority" 
(Az-Zaman - independent 
eight editorial by Ibrahim Al-Khayat) 


V During the past two years 

scholars were assassinated and we also heard calls for 
eradicating people according to sectarian reasons. However 
the religious authority remained wise. After the downfall of 
the former regime 

loot but the religious authority issued a fatwa which stated 
that looting is religiously prohibited. In addition 

called on Iraqis to cooperate to build their country. 


VWhen Al-Sistani issued a fatwa encouraging the public to 
participate widely in the election 

against terrorism. Today 

confirmed its parental role by not supporting any specific 
electoral list at the expenses of others. This move has put 
an end to any political group that wishes to use Al- 
Sistani\'s name in the electoral campaign. The religious 
authority has announced it will not receive any government 
delegations so that they cannot portray their visit as 
endorsement for their electoral list. 


V'The religious authority calls on Iraqis to participate 
widely in the election because voting is a legitimate right 
for citizens. This is not an obligation but the religious 
authority merely wants to advise citizens--it avoids 
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interfering in the electoral competition so that nobody can 
speak against its holy position. V 
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campaigns 

see the U.S. or bilateral issues as major factors in races in 
this part of the country. 


4. Despite the sentiment that there will be little change in 

the configuration of the 32 seats after January 23 

some interesting contests starting up. In Nova Scotia 

will be lots of attention on the Halifax riding to see whether 

the Liberals can come up with a strong contender to go up 
against the NDP incumbent and former national leader Alexa 
McDonough -- not an easy task given that prevailing sentiment is 
that the seat is Alexa\'s to keep. Over in New Brunswick the 
campaign there seems to be more exciting given a long-standing 
tiff between the federal Liberal MPs and Conservative Premier 
Bernard Lord over federal funding for several projects. 
Observers say the squabble could spill over into the election 
campaign. Some Conservative strategists believe these bad 
feelings could topple at least two Liberal MPs including Indian 
and Northern Affairs minister Andy Scott. Prince Edward Island 
is looking like it will keep its same four Liberals although the 
Conservatives believe they might stand a chance of knocking off 
CharlottetownYs Shawn Murphy who represents PEI in the Martin 
government. (In a strange alignment of duties 

McGuire 

Opportunity Agency 

is.) In Newfoundland-Labrador there are no indications that 
much will change in the configuration of that province\'s seven 
seats. The Liberals are expecting to hold their current five 

but the Conservatives are hoping that the retirement of Cabinet 
Minister John Efford will open the door for them to add his 
Avalon riding to their total. 


5. Comment: At this stepping off point the pundits see little 
change in Atlantic Canada\'s MP lineup following the January 23 
election. However 

lot of things can happen in the next two months. The parties 

all view the region as an important battleground with each seat 
vitally important. Consequently 

attention on key ridings where a relatively few votes will make 

a difference. One regional columnist 

remarked that the voters here V'will be wooed obscenely as long 
as there is the possibility that the region\'s help will be 

needed to form a government." Recent federal spending 
announcements for the region have been flowing freely 
indicating that the wooing has already started. End comment. 
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its recent change to an accusatory criminal justice system. 
Director Walters further stated that Colombia is a positive 
example to the world and thanked the group and Colombian 
government for their efforts in maintaining our close law 
enforcement partnership and for their courage and efforts in 
developing democratic institutional structures and fighting 
crime despite the many difficulties and challenges that 
Colombia faces. 


5. (SBU) Iguaran stated that Director Walter's comments and 
visit inspire him and his staff to maintain ColombiaVs law 
enforcement and extradition relationship with this United 
States. He stated that the Fiscalia had no intent to move 
backward in its relationship with the various U.S. law 
enforcement partners 

Department of Justice. Iguaran also specifically mentioned 
that he and his staff will continue to demonstrate their 
commitment to working closely with the FBI 

law enforcement agencies on bi-lateral case initiatives and 
operations 

criminals. Furthermore 

criminal justice system will make it easier to conduct more 
effective undercover investigations. He also expressed his 
appreciation for the United StatesV support of their 
successful aerial and manual eradication programs. 


6. (SBU) Director Walters responded that the eradication 
efforts in the region have resulted in a 30 percent decrease 
in cocaine production. He noted that the United States also 
has domestic eradication programs 

Hawaii; as a result 

programs are sometimes controversial. However 


are necessary 

environmental damage that such programs might cause. He 
further stated that the AUC and other illegal organizations 
have over-produced cocaine and flooded the market. But our 
combined eradication 

have also directly resulted in the increased prices of 

cocaine in the world markets. Director Walters stressed that 
the United States is equally concerned with combining our 
efforts in taking away the illicit wealth of drug 

traffickers. 


Column 3 

7. (SBU) Director Walters underscored that for Colombia to 
be successful in implementing its new Justice and Peace Law 
it is critical that the Fiscalia 

make the AUC members fully confess their crimes and forfeit 
the illicit wealth. Director Walters went on to explain how 
other countries and governments of the world 

Mexico 

Colombia to rid itself of the criminal organizations that 
control their countries and institutions. Director Walters 
stated that the United States believes in IguaranVs 
leadership 

Fiscalia to seize this historic opportunity to change 

Colombia for the better. 


8. (SBU) Iguaran responded that as far as the Fiscalia is 
concerned it is clear that the new Justice and Peace Law will 
not effect extradition. He further stated the Fiscalia is 
prepared to demonstrate that the Justice and Peace Law will 
not be used to give sanctuary to those individuals who are 
not really members of illegally armed organizations 

really nothing more than criminals organized to traffic 

drugs. He specifically stated 

advantage of the law 

will be limited only to eligible people and crimes. 


9. (SBU) Iguaran then explained that the Fiscalia is 

working diligently to develop a special unit in the Fiscalia 

to investigate and prosecute cases under the Justice and 
Peace Law. Toward that end 

other governmental entities to develop a comprehensive 
computerized system to store and cross-reference information 
developed during the course of their investigations. He 

stated their investigations will not simply rely on the 
confessions of demobilized members; instead 

their best independently to investigate their crimes and 

illegal assets. As to investigations into illicit assets 

Iguaran stated it will be difficult to fully identify and 

recover the assets because most of the AUC\'s assets have been 
converted into other types of assets or placed in the names 

of third parties. He also stated that demobilized members 
have expressed a willingness to be punished with a term of 
imprisonment 

forfeit their assets. However 

find a way to deal with this as well. V" 


10. (SBU) Director Walters stated that in the United States 
we have also experienced the lengths to which criminals will 
go to protect their assets 

often convert properties into other assets 

in third party names 

intimidate others not to cooperate in investigations. He 
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also recognized that forfeiture investigations and 
proceedings are often time consuming 

But he encouraged Iguaran to try his best to find a way to 
make the proceedings under the Justice and Peace Law 
transparent 

Director Walters noted the importance of developing the 
Fiscalia\'s specialized Justice and Peace Unit to include 
least partially 

and asset forfeiture experts. Finally 

stated that he was confident that with IguaranVs oversight 
and leadership the unit would be successful and that the 
United States government is prepared to help them by 
providing technical assistance to the unit. 


11. (SBU) The meeting then concluded with everyone thanking 
each other for their attendance and for their continued 
collaboration on the above areas of mutual concern and 
interest. 


12. (U) The text of this cable has been cleared by John P. 
Walters 
DRUCKER 
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persons for U.S. Government officials to engage include: 


Secretary of State for Public Health Dr. Bautista Rojas 


SIPDIS 

Gomez 

Under Secretary for Collective Health Dr. Rafael Schiffino 
and 

Dr. Elizabeth Gomez 

Directorate and chairperson of the Al technical working 


group. 


-- National laws have not been specfically reviewed with 
regard to consistency with international health regulations. 
Embassy considersthat the laws would probably not pose any 
barrier to Al detection 


-- USAID and PAHO have already offered technical assistance 
to the authorities. The United States can approach the 
government bilaterally and in multilateral fora. 


- The Dominican Republic does not have a capability to 
administer annual flu shots 

assistance or shift budget priorities. The country does not 
produce flu vaccine. 
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-- As previously noted 

conference on Al 

nationally distributed dailies. To achieve broad coverage of 
the population 

need to devote more attention to the issue. 


B. Surveillance/detection: 


-- With technical assistance 

agricultural sectors are capable of clinically detecting new 
flu strains and diagnosing cases. Embassy doubts that 
influenza viruses could be subtyped in country; the 
authorities would normally send such viruses to the U.S. 
Centers for Disease Control (CDC) for analysis. 


-- The greatest gap in the country\'s disease detection and 
outbreak response capability is financing for supplies 
equipment 

is no budget assigned specifically to Al-related activities 
and no donor has offered monetary or in-kind assistance. 


C. Response/containment: 


-- So far no medications have been stockpiled 

been ordered. The issue of stockpiling will be considered in 

the national response plan to be developed by the working 
group. The National Medicine Support Center (PROMESECAL) 
should play a key role on this matter. 


-- There is no pre-positioned personal protective gear. This 
issue will be addressed in the national plan. 


-- The authorities are evaluating the rapid response capacity 
for human and animal outbreaks 
place. 


-- Embassy believes that the government would be willing to 
impose quarantines or social distancing measures if necessary 
and would use the police or military 

However 

outside the major cities. 
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transaction 

transaction \"suspicious\" 

requirements. The remittance facilitator must also ask the 

end recipient for similar information. Collection of 

recipient information goes beyond FATF recommendations but 
the IVE included this requirement to improve their 

investigative capabilities. The regulations do not specify 
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any requirements as to what type of ID or standard must be 
applied by the remitter or transfer source 

the transaction normally occurs outside of Guatemala. The 
$1000 amount is low enough to comply with new FATF 
guidelines 

remittance flows 

driving remitters away from the formal sector 

complicating potential regulation and investigation. 
WHARTON 
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possibility of a partial withdrawal of U.S. forces 

next year but ruled out early full withdrawal before 
Iraqi security forces can assume full 

responsibility." Al-Shargiya the same day quoted a 
Fox News report: V'U.S. Secretary of State 
Condoleezza Rice said that conditions for reducing 
the number of US troops deployed in Iraq could be in 
place fairly soon.V 


4. (U) Media outlets played up increased capacity 
of Iraqi forces as a way to Iraqi Defense Forces 
taking control of bases: V'U.S. forces handed over a 
presidential complex in Tikrit to Iraqi forces in a 
ceremony attended by U.S. ambassador and the U.S. 
Commander in Iraq.\" Publicly-financed television al- 
Iragiya focused on the possibilities of troop 
withdrawals 

support: \"Italy intends to pull out of Iraq by 

January 2006 

mean abandonment.\" Several outlets 

ChalabiVs al-Mutamar 

the Army: Vlragi Army Receives 77 Tanks 

Vehicles from NATO. V 


5. (U) Factual 

continued 

news most nights. On November 19 

reported V'two bombers have blown themselves up among 
worshippers at two Shia mosques in Khanagin 
martyring 75 people and wounding more than 85.\" On 
November 23 

killed at least 12 people and wounded 28 in an 

attack in Kirkuk. TV 

political and independent outlets) reported at least 

a dozen other attacks 

forces 


6. (U) Al-Iragiya TV carried more upbeat news 
including a November 22 press conference by MOD BG 
Abdulaziz Mohammed Jasim 
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Steel Curtain ended and all Iraqi cities in the west 
are now safe... Joint forces from both MNF-I and 
the Iraqi military lost 10 soldiers while 57 were 
wounded. 136 terrorists were killed 

256 detained 

destroyed. Increasingly 

Iraqi officials taking the lead to \"manage\" their 
own stories. 


7. (SBU) Leaders zeroed in on the role Syria and 
Iran play in IraqVs security. Iraq\'s President 
Talabani distanced himself from criticism being 
leveled at Syria by his colleagues 

Security Advisor RubaiVe and Foreign Minister 
Zebari. (To wit: \"National Security Advisor 
Mowafaq Al RubaiVe demands Syria stop terrorist flow 
to Iraq 

Zebari: Syria is the main channel for suicide 
bombers 

made a mistake by attacking Syria 


8. (SBU) Meanwhile 

this week as the first Iraqi president to visit in 

over 30 years. Kurdish news outlets played down the 
visit (which may not be popular among Iran\'s Kurdish 
population); thus the low-key coverage 

met grand Ayatollah Ali KhamenVi and reviewed the 
political process and the security situation in 

Iraq 

outlets on the other hand highlighted economic 
cooperation and lranVs pledges to play a positive 

role on security (VTalabani expressed confidence 

will assist in combating terrorism. 

The lranian president denied accusations that his 
regime is using Iraq to launch indirect war against 
and London 

Sunni-leaning al-Mashriq. All Iraqi outlets shied 
away from reporting Knamenei\'s statements -- carried 
by Iran\'s al-Alam and al-Jazeera -- that the U.S. 

was the most destabilizing force in Iraq. 

(\"Iran\'s spiritual leader 

urged Iraqis to ask for a US withdrawal timetable 
stressing that the US is responsible for Iraqvs 
suffering 


Cairo Conference 


Column 3 

8. (U) All media covered the Cairo conference in 
detail. Analysis on November 22 varied 

outlets reported discussants had agreed to establish 
a timetable for coalition withdrawal and agreed on a 
definition of resistance: Al-Sharq al-Awsat: 

\"Cairo Conference Participants Agree To Draft A 
Withdrawal Schedule And To Refuse Terrorism. The 
Iragi Accord Conference final statement includes . . 

. a definition of terrorism and a drew distinction 
between terrorism and Vresistance.V It agreed that 
resistance is a right for all people." Most papers 
highlighted U.S. embassy comments on the statement: 
VU.S. Embassy Objects to Resistance Item in 
Communiqu 

saying V'any statement legitimizing killing any 
coalition member is unacceptable. V 


9. (U) Al-Mashriq reported that the Cairo 
communique demanded a timetable for the withdrawal 
of foreign forces and confirmed that \"resistance\" is 

a legal right of the people 

participants agreed terrorism does not constitute 
Vlegal resistance." Radio Free Iraq reported that 
Vdelegates also agreed on the need to release \"all 
prisoners not convicted by a court\" and to 

investigate all \"allegations of torture and bring 

those responsible to justice. The KDP party paper 
noted Kurdish Vreservations about some clauses: Wat 
first there was no mention of the existence of a 
federal democratic system; another reservation 
concerned a special clause on resistance 

other reporting was neutral or positive. 


10. (SBU) The Iraqi media tested its limits with 
speculations about disagreements and walkouts in 
Cairo 

21 

JaVferiVs decision to leave early: VI will keep my 

aide to represent my bloc; the government only 
intended to attend the opening session. Al-Iragiya 

TV noted reports of Ja\afari\'s departure in protest 
were false. There was colorful commentary in anti- 
coalition al-Furat that demonstrated the sectarian 
nature of political faultines: V'Shia and Kurdish 
delegates stormed out of the conference. The 
SUBJECT: IRAQ MEDIA SUMMARt@67H|EADY FOR 
DIALOG WITH RESISTANCE; TALABANI FIRST IRAQI 
PRESIDENT IN TEHRAN IN THREE DECADES 


group returned . . . after Christian Ibrahim Menas 
al-Youssefi apologized for comments. . . which a 
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Sunni delegate said were struck from the record. 
Youssefi had accused delegates of being US stooges 
saying the entire Iraqi political process was 
illegitimate. Storming out of the meeting 

legislator Jawad al-Maliki said such comments 
insulted all Iraqis who voted for the 

constitution. V 


11. (U) Editorials were mixed: in opposition 
newspaper Al-Furat 

there is a general consensus that the final 
statement represents harmony among participants. | 
think that this is a success 

care... [they] want immediate solutions to stop 
bloodshed 

executions 

The final statement ... should have strongly 
recognized the Iraqi resistance.\" In contrast 
government 

Abdul Hadi Mahdi: V'The meeting at such a difficult 
time in Iraq represents a positive step. It is very 
important to put an end to violence. . . The Cairo 
Conference conveys a message that it is impossible 
to move backwards. V" 


Sunni Rejectionists Consider UN Peacekeeping 
Force 


12. (U) Pan-Arab daily al-Sharg al-Awsat continues 
to take the lead among dailies covering Iraq for the 
intellectual elite. Politicians increasingly use it 

and al-Arabiya to debut their views regionally. 

Thus 

with hardline Sunni oppositionist Shaykh Harith al- 
Dari 

(AMS) 

an openness to UN peacekeepers: V'If there is a UN 
schedule for the departure of occupation forces 

then there would be no harm if some UN peacekeeping 
forces entered Iraq. V 


13. (SBU) While Sunni hardliners changed their 
tune slightly 

wide by opening the door to dialog with the 
resistance. Al-Bayyna Al-Jadeeda ran a Reuters 
report November 21 noting with President TalabaniVs 
remarks in Cairo: V'If those who call themselves 
Iraqi resistance wish to contact me 

them. | will not refuse to meet any lragi 

| don\'t agree with their statements. Al-Dustoor 
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also reported this week V'Iraqvs VP \"Abdul Mahdi 
Announces Government Readiness to Facilitate the 
Process for Anyone Who Wants to Put Down Their 
Weapons.V The AMS on November 20 welcomed 
TalabaniVs gesture 

al-Iragiya 


Detainees 


14. (U) Media continued to highlight apparent 
abuse by Ministry of Interior officials at the 
Jadriya detention center. Al-Adalah (associated 
with ruling Shia coalition) criticized 
Vexaggerations of abuse.\" But other media 
including government-funded al-lraqiya 
government) showed some public skepticism remains: 
\"Iragis in Baghdad protested the mistreatment of 
detainees. They demanded... . the removal of 
ministers of defense and interior.\" Meanwhile 
Sabah noted that the Deputy Minister of Interior 
promised V'Investigation into Jadriya Bunker to 
Conclude in Two Weeks." Al-Ittijah al-Akhar 
opposition paper 

human rights violations by \"the Interior Ministry 
and Badr militants. V' 


Good Government 


15. (SBU) Editorialists 

focused on corruption and weak leadership 
targeting the JaVaferi government. German-based 
independent website \"kitabat.com\" on November 21 
observed \"much criticism has been directed at the 
current governments performance just as political 
entities have launched campaigns. ... Some 
politicians might believe that harshly criticizing 

the government or the political system will help 
them 

and national programs that contribute to the 
prosperity of the new Iraq 

on patriotism 

public over personal interests. V 
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security agencies of Kazakhstan will put a stop to any 
attempts directed against the interests of citizens 
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society and the state." The statement said that members 
of public organizations (NFI) were trying to provoke 
conflict between the government and the opposition by 
accusing the leadership of the country of pursuing 
undemocratic policies. \"We are checking information about 
youth groups formed from low category young people 

will be used for participating in so-called active 

actions.V' According to KNB sources 

of the Kazakhstani opposition operating in Kyrgyzstan 
addressed a letter to youth organizations 

opposition to victory by organizing a popular uprising. 


5. (U) The press release also stressed that some media 
outlets have without merit regularly published and aired 
materials discrediting national security agencies. 
According to the press release 

a Just Kazakhstan (FJK) bloc and journalists affiliated 
with FJK use every opportunity to associate all negative 
public incidents to the special services. 


Independent Monitoring Organization Reports Violations 


6. (U) On November 22 

Independent Monitors (RNIM) issued its intermediate report 
on the election. The RNIM recorded violations of the 
election law during the signature collection campaign 
noting that that election commissions failed to properly 
inform people about the candidates and the signature 
collecting campaign. The RNIM report also stated that law 
enforcement agencies and local authorities had interfered 
in the election process. According to the report 
representatives of local procuracy offices in 13 regions 
overstepped their authority by reviewing the signature 
forms of potential presidential candidate Ualikhan 
Kaysarov. Only the CEC maintained the legal authority to 
oversee the signature collection campaign. 


Opposition Urges CEC to Issue Special Ruling 


7. (U) On November 25 

Tuyakbay 

pass urgently a special ruling on election procedures to 
ensure a fair vote. The appeal recommended the CEC 


implement several procedures 
posters at the entrance of every polling station with 
information about voters\' rights to use either the e- 
voting system of paper ballots 
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election results 

ruling on the use of envelopes for paper ballots. The head 
of Nazarbayev\'s election headquarters Bakhytzhan 
Zhumagulov declined to sign the appeal. Abylkasymov\'s 
campaign team said they would probably sign the appeal 
but needed to discuss the matter internally. 


8. (U) On November 28 
the decision to use envelopes during the voting. 


International Observers 


9. (U) On November 28 the CEC accredited an additional 15 
foreign observers and journalists 
1605. 


10. (U) On November 18 

Procurator General 

Kazakhstan by November 25. The group appealed to 
President Nazarbayev to intervene. CIS-EMO claimed that 
political motives were behind the CECVs decision to revoke 
the group's accreditation. CIS-EMO issued a preliminary 
report which documented interference in the election 
process by government officials and other actors. 


Opposition Leader Fined for Insulting College Principal 


11. (U) The city court in Semipalatinsk found Tolen 
Tokhtasynov of V'For a Just Kazakhstan!" guilty of insulting 
college principal Marat Mukhamedzhanov. The court ordered 
Tokhtasynov to pay 48 

incident reportedly occurred during Tuyakbay\'s election 
campaign stop in Semipalatinsk. 


Otan Party Crying Foul 


12. (U) Four unidentified assailants broke into the Otan 
Party headquarters in the city of Shymkent. The police 
failed to arrest the culprits. Some party documents were 
allegedly stolen 

Shaltay Myrzakhmetov 

were lost. 


13. (U) Nazarbayev\'s campaign headquarters in Shymkent 
announced on November 24 that two unidentified people had 
beaten up a representative of the Otan campaign 
headquarters in Turkestan 

representatives claimed the incident was politically 
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motivated. The local MVD is investigating. 


Communist Newspaper Accused of Violating the Law 


14. (U) The Procurator General of Karaganda City filed a 
lawsuit against the editor-in-chief of the Communist of 
Kazakhstan newspaper for publishing free-of-charge 
campaign materials in support of Abylkasymov. The 
People\'s Communist Party of Kazakhstan denied the 
accusations 

themselves." 


Nazarbayev Says Election Process Fair 


15. (U) On November 18 in Kiev 

Nazarbayev reiterated that the Government of Kazakhstan 
was doing everything to hold fair elections. Nazarbayev 
expressed hope that international observers would assess 
the elections objectively. When asked if the election 

issue was raised at his meeting with Ukrainian President 
Yushenko 

to trade. Kazakhstan is a sufficiently democratic 

country 
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HEALTH AUTHORITIES WOULD TAKE THEM ASIDE FOR FURTHER 
SCREENING RELATED TO GOVERNMENT OF KAZAKHSTAN CONCERNS 
POSSIBLE BIRD FLU INFECTION. SHIPMENT OF THESE CAMERAS HAS 
NOT YET BEEN MADE 

UNDER EXPORT LICENSE NUMBERS D346127 AND D346119 

BY MIKRON INFRARED 

07436. 


3. POST WAS ABLE TO SCHEDULE THE VISIT WITHOUT DELAY FROM 
THESE ORGANIZATIONS. THE INTERVIEWS WERE CONDUCTED ON TF 
PREMISES OF THE ASTANA INTERNATIONAL AIRPORT 

DIRECTOR ROBERT YOUNG 

DIRECTOR OF ASTANAVS EPIDEMILOGICAL INSPECTION SERVICE. 
NEITHER THE SCO NOR MS. CHUKREYEVA EXPERIENCED ANY 
RELUCTANCE ON THE PART OF MS. SAGINDIKOBNA OR MR. YOUNG T! 
ANSWER QUESTIONS CONCERNING THIS PRE-LICENSE CHECK. DURI 
THEIR VISIT 

IMPORTANCE OF COMPLYING WITH ALL DEPARTMENT OF COMMERCE 
LICENSES AS WELL AS THE RIDERS AND CONDITIONS ATTACHED TO 
THE LICENSE. 


4. RECOMMENDATION: ALL INDICATIONS WERE THAT THIS TECHNOLC 
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WILL BE USED IN ACCORDANCE WITH THE TERMS OF THE EXPORT 
LICENSE AND THAT THE ASTANA INTERNATIONAL AIRPORT AND THE 
ASTANA CITY DEPARTMENT\'S SANITARY EPIDEMILOGICAL INSPECTIC 
SERVICE CAN BE CONSIDERED RELIABLE RECIPIENTS OF SENSITIVE 
U.S. TECHNOLOGY. 


ORDWAY 
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several independent sources that show that he won by over 5 
percent over National Party presidential candidate Porfirio 
\"Pepe\" Lobo. Formal 

has not been made and pressure on Ambassador continue from 
the Nationalist Party to refrain from doing so until the 

official count is in. Although an excited group of 

Nationalists protested outside the Supreme Electoral Tribunal 
(TSE) the evening of November 28 chanting "Count the Vote!\" 
Honduras continues to remain calm in spite of continuing 
delays in official vote counts. End Summary. 


2. (SBU) On the evening of November 28 

presidential candidate Porfirio \"Pepe\" Lobo rallied his party 
at his party's headquarters before releasing the group of 400 
to 500 people to the streets. The group 

was clearly overly excited and could not be controlled by 
Nationalist Party President Gilberto Goldstein. In an 

attempt to calm the group 

victory! since the TSE announced it would start the vote 
counting at 10:00pm local. About 300 demonstrators moved to 
the main street of Tegucigalpa after leaving the TSE. Police 
blocked both ends of the street and the rally continued 
without incident. 


3. (SBU) By 8:15am November 29 the TSE had tabulated 1 
tables out of the national 13 

from the greater Tegucigalpa area 

released the information. The TSE had announced that the 
magistrates would hold a press conference at 11:00am to 
release these initial numbers 

conference was postponed until this afternoon. Goldstein and 
Liberal Party President Patricia Rodas reportedly held a 
shouting match at the TSE temporary vote count center. A 
press conference was held at 3:00pm showing that the TSE now 
had tabulated 2 

National Party and Christian Democrat Party magistrates were 
present; the Liberal Party TSE President was not. The TSE 
warehouse is reporting that they now have 75 percent of the 
ballots in from roughly 14 of the departments 
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progress. 


4. (C) At 7:30am on November 29 Ambassador met with Lobo at 
the Residence. Although the meeting was to have been 
one-on-one 

candidate and key party official David Matamoros and 

political consultant Mark Klugman. The Ambassador brought up 
the TSE and OAS Quick Count numbers and asked Lobo if he had 
any other information or statistical surveys showing that he 

was ahead. Lobo and his team had no reply. Ambassador 
emphasized that the OAS had informed the Embassy that the OAS 
Quick Count has been accurate all 44 times it has been 
employed. Lobo did say that he would not concede until 

enough votes had been counted. Klugman went further 

the Ambassador a copy of the Nationalists\' talking points 
arguing why a Nationalist Party president would supposedly be 
better for the USG than a Liberal Party president. The 
document is similar to previous points passed to USG 

officials in past meeting with the National Party. (Note: 

The afternoon/evening of November 28 senior National Party 
officials and Klugman spoke with PolChief to vehemently 
express their concerns that no public vote count had been 
released 

not to make what they termed any premature statement about a 
Zelaya victory. End Note.) 


5. (C) At 9:30am on November 29 Ambassador met alone with 
Zelaya at the residency. He cautioned Zelaya to temper his 
rhetoric in regards to Lobo 

the National Party. Zelaya had tipped off the press that he 
was meeting with the Ambassador and was greeted by a large 
group of reporters at the gate to the residence after the 
meeting. Zelaya did not reveal to the press the details of 

his meeting 

Zelaya canceled a planned November 29 trip to EI Salvador; 
Salvadoran President Saca had already called to congratulate 
Zelaya. Press reports also indicate that Roman Catholic 
Cardinal Oscar Rodriguez called Zelaya from Europe to 
congratulate him. 


6. (C) There have been a flurry of phone calls from both 
parties expressing concern and seeking progress. On the 
afternoon/evening of November 28: 

-Ambassador spoke with Special Representative of the OAS 
Secretary General and former U.S. Ambassador to Honduras 


SIPDIS 

Frank Almaguer. 

-Ambassador spoke with Honduran President Maduro. Ambassador 
emphasized his concern of the situation and encouraged Maduro 

to step up and assist his country during this tense time with 
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a a more explicit public statement indicating the election 

reality. Although he asked Maduro to phone him back 

hours later former Honduran President Raphael Callejas called 
instead to discuss the situation with the Ambassador. Former 
Honduran President Carlos Flores also spoke with Ambassador. 
-National Party senior advisors called PolChief before 

during 

that the demonstration was peaceful and to express concern 
over the vote count situation. 

-Liberal Party senior advisors also called PolChief to 

express concern over the Nationalist rally. 

The morning/afternoon of November 29: 

-Ambassador spoke with President Maduro. Maduro said the 
National Party was meeting again on the situation. 
-Ambassador spoke with Ambassador Almaguer. The OAS issued a 
public statement this afternoon concerning the situation. 


7. (C) Although the press is reporting that former Minister 
of Public Security and senior National Party member Oscar 
Alvarez is returning to his position 

that he would not be going back to the Ministry. (Note: If 
this is indeed true 

acceptance by the Nationalist Party that the Liberals won. 
End Note.) 


8. (C) Comment: Although it is obvious to everyone 
both parties and presidential candidates 

his Liberal Party won the presidential elections 

drama continues. Pressure is mounting from both sides 
though more so from the Nationalist Party 

finalize the vote count. It appears that until this is done 
the nail biting 

continued calm will continue. Neither President Maduro nor 
the TSE has shown leadership on this issue 

to try to do so partly by issuing a press release the 
afternoon of November 29. End Comment. 

Ford 
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Seljak said that most of her agency's time is spent on 
addressing concerns associated with a possible mutation of 
the virus into a form easily transmitted to and among people. 


3. (U) Referring to a simulation performed last week in 
cooperation with the EU 

well-prepared to handle a potential pandemic. She said the 
simulation helped the Ministry identify possible holes in the 
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Health Ministry\'s preparedness plan and that the Ministry was 
working to address this (the plan is available at 
http://www2.gov.si/mz/mz-sple.nsf 

pripravljanosti na pandemijo pticje gripe-verzija 2.0\". 

Slovene only.). Seljak noted that her only concern in the 

V most pessimistic scenario\" would be a undercapacity in 
hospital space as well as insufficient medical practitioners. 
She said 

other Western European nations. 


4. (U) Seljak said that Slovenia administers annual flu shots 
and the typical demand is for approximately 150-180 thousand 
doses. (Note: Slovenia\'s population is slightly less than 

two million. End note.) Given the increased concern about 
avian flu 

will administer approximately 300 thousand shots. She 
further said that Slovenia does not produce human influenza 
vaccines. 


5. (U) One of the areas for improvement in SloveniaVs 
preparedness is improving the general publics understanding 
of avian flu 

confused by the different types of flu: avian flu that is 

widely reported in the media 

typical in the winter 

influenza. Seljak said the Ministry is currently working on 

a new communication strategy that will help the public 
understand the differences and risks associated with the 
different types of flu. She said the Ministry has published 

a list of influenza-related frequently asked questions and 

that these were reprinted in the most widely-read newspapers 
and magazines. Seljak also said the Ministry was evaluating 
the potential benefit of printing informational flyers and 
brochures for distribution to households throughout the 
country. 


6. (U) In addition to the subtyping capabilities of the 
Veterinary Administration (ref A) 

Slovene National Institute of Public Health was well-equipped 
and very capable of diagnosing and subtyping new strains of 
influenza. She said that the Institute enjoys V'stable 
financing\" and was staffed with well-educated scientists. In 
addition 

medical practitioners in each region of Slovenia who submit 
throat swabs to the Institute when a patient complains of 
flu-like symptoms. As required 

Slovenia are sent to a reference lab in the U.K. for 
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additional testing. 


7. (U) As noted ref A 

of Tamiflu in 2006. Seljak said the Ministry expected the 
first shipment to take place in March 

second shipment in calendar Q4. Seljak also said that 


Slovenia does have some protective gear available for use by 
the general public 

and is intended for the use of healthcare workers. In 

addition 

enforce quarantines for the \"first patients V" of a pandemic 
she did not see the need for a general quarantine. She said 
that even with a quarantine 

Will still spread. 

ROBERTSON 
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Deputy Assistant Secretary of State Matt Bryza is expected 
to visit Nicosia in the first half of December. Nicosia 
believes that Americans are both attempting to come closer 
to the Republic of Cyprus 

the north. A recent meeting of Secretary Rice with Turkish 
Cypriot leader Talat in Washington is seen by the Cypriot 
government as an indication of American intentions. Nicosia 
believes that the Bryza visit will be a good opportunity to 
display the views of the Cypriot government. It is unclear 

if Bryza will visit Athens and Ankara. His predecessors 
used to visit the European states slated for the EU 
presidency. Austria will take over the post from Britain on 
January 1. Diplomatic sources said that such a visit will 

be useful if the issue of EU regulations for the Turkish 
Cypriots is not resolved under the British presidency 

the article. 


Jandarma Officers Suspected of Semdinli Bombings Arrested: 
A court ordered the arrest of Ali Kaya and Ozcan Ildeniz 
jandarma officers implicated in the November 9 bombing of a 
bookstore in Semdinli in the southeastern province of 

Hakkari 

incident. The bombing had triggered angry protests in 
Turkey\'s mainly Kurdish southeast. The two men were briefly 
detained on November 9 
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The Turkish parliament last week conducted a full 
investigation into the bombing in which one person was 
killed. The officers were almost lynched by local people 
after the bombing as they tried to flee. Police found in 

their car weapons and maps 

bombed bookshop. Kaya and Ildeniz denied any wrongdoing 
saying they were only passing through Semdinli when the 
blast occurred. 


EU Warns Ankara on Slow Reforms Process 

EU Enlargement Commissioner Olli Rehn expressed concern at 
the 20th Turkey-EU Joint Consultation Committee meeting on 
Monday over the use of excessive force by police against 
protesting teachers in Ankara over the weekend 

"EU kept its promise and opened full membership talks with 
Turkey 

that deficiencies in the implementation of reforms in Turkey 
are concerning. Rehn indicated that lawsuits filed against 
Turkish intellectuals such as Orhan Pamuk 

Bekdil 

constituted a violation of free speech and free press. He 
noted that Turkey should also eliminate discrimination 
against women 

minority foundations 

communities 

torture. "There is no shortcut on the road to the EU 

told Ankara. \"Zaman\" reports EU sources in Brussels as 
complaining that PM Erdogan and FM Gul had made no 
statements in support of freedom of expression. Meanwhile 
the Chief of Turkish General Staff (TGS) Hilmi Ozkok warned 
yesterday that Turkey should not strive to join the EU at 

any price. "Turkey must seek EU membership on equal footing 
and must avoid irreversible concessions 


MFA Warns Kretschmer over Lausanne Treaty Remarks: Turkish 
Foreign Ministry (MFA) Deputy Undersecretary Ertugrul 

Alpakan phoned EU Commission Representative Hansjorg 
Kretschmer to ask him to be more careful in his statements 

over possible amendments to the Lausanne Treaty 

report. Atakan reportedly told Kretschmer that any 

amendment to the Lausanne Treaty is out of the question. 


Yerevan Rally to Protest Constitutional Changes: About 

5 

President Robert Kocharian\'s government of rigging a weekend 
referendum that approved changes to the constitution 

Turkish papers report. Western observers said the vote 
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fraud had inflated the size of the "YesV vote. The election 
commission said 93.3 percent of polling stations had backed 
the changes 

at the protest called for KocharianVs resignation. 

Armenia\'s government has said that the changes to the 
constitution 

were vital to bring Armenia into line with European 
democracies. The constitutional changes include reforming 
the judicial system 

minister 

apply for Armenian citizenship. 


Illegal Organizations Use Children in Their Protests: V'Yeni 
Safak\" criticizes fundamentalist and separatist 
organizations for using children at ages 7 to 15 during 
rallies. In a front page report 

for handing out to a group of children bubble gum and candy 
when they threw stones at another group of children 
supporting the terrorist PKK. The children had stoned a 
police station during a recent demonstration in the southern 
city of Mersin. 
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AKP Municipalities Ban Alcohol: Prime Minister Erdogan 
rejected press reports that the municipalities held by the 
ruling AK Party are implementing a ban on alcoholic 
beverages 

implementation. According to Turkey\'s Constitution 

state is obligated to protect youth from alcohol addiction. 
Municipalities are state agencies. Municipalities issue 
licenses for tourism facilities 

where alcoholic beverages are consumed. If anybody is not 
given a license 

be banned. There is no sense in exaggerating the issue this 
much 

criticized the AK Party municipalities that have banned the 
sale of alcohol 

understand in the modern world. 


EDITORIAL OPINION: Iraq 


\"The Kurdish Reality in Northern Iraq" 

Hasan Cemal observed in the mainstream \"Milliyet\" (11/29): 
\"Kurdish self-rule in Iraq 

independent Kurdish state 

Kurds is a source of anxiety in Turkey. The stage for a 
Kurdish state in northern Iraq has been set since 1992. A 
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likely federation structure in Iraq could be a forerunner to 
an independent Kurdish state. According to the new Iraqi 
constitution 

Kurds will be given self-rule as they have been doing since 
1992. Kurdish leader Talabani is the president of Iraq 
while Barzani 

president of the regional administration of Kurdistan. 
Barzani has been traveling around the world 

Washington 

level treatment. Are we going to treat them like tribal 
leaders when they visit Turkey one day? | don\'t think so. 
The realities of life will prevail sooner or later. V 


VFrom Saddam to Barzani\" 

Cengiz Candar asserted in the tabloid \"Bugun\" (11/29): \"The 
new Iraq constitution has brought a loose federation model 
for Iraq. The approval of the constitution both legitimized 
and legalized the structure. In the loose federation model 
which is very close to a confederation 

Iraq is characterized as the "Kurdistan Regional 
Administration.V And as part of this constitutional 

procedure 

regional administration of Kurdistan. Turkey has some 
options regarding this new Iraq. One option is not to 

accept the new structure. Choosing this option will cause 
Turkey to be aiding in the division of Iraq. If Turkey 

accepts the new structure 

Barzani in his new status and act accordingly. Turkey 
should abandon its attempt to shape its Iraq policy based on 
the pre-2003 structure. The policy should be based on the 
reality that the Saddam regime is now over." 
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stopped short 

referendum results were invalid or that the amendments had 

not been adopted as a result of the voting. Harut 
Hmbardzumyan 

observers were present for at least part of the day on 

November 27 in 1 

stuffing 

of the worst infractions. Hmbardzumyan blasted both the GOAM 
for V'grossly inflated numbers\" and the opposition for 
Vexaggerating the low turnout. IYC would not estimate how 
many voters in fact showed up at the polls for the referendum 
but said that anecdotal evidence in at least ten polling 

stations suggested that election officials had inflated the 

figures by 300-400 percent. IYC gave us a 12-page summary of 
its findings following the press conference detailing the 
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major violations it observed. 


2. (C) IYC was extremely critical of the Council of Europe\'s 
(CoE) statement on the election. Hmbardzumyan called into 
question the validity of the report given the small number of 
delegates the CoE sent to Armenia to observe the referendum. 
He made special note of local press reports that the CoE 
delegation was divided in its opinion on the voting and that 

the CoE statement diverged from comments made by individual 
members during their November 28 press conference. With the 
exception of print media 

media was less that it had expected. Only four local 

television stations (and none of the government stations) 
covered the IYC press conference. 


3. (C) Comment: We were disappointed by the turnout during 
IYC\'s press conference and will be carefully watching media 
coverage of its findings over the next few days. Notably 
absent from the event was Armenia TV 

funded by an American-Armenian who earlier pledged that his 
station would be the standard for V'balanced coverage\" of the 
referendum. By criticizing both the GOAM and opposition 
final numbers on the referendum as well as the CoEVs 
statement 

supporters here in Yerevan for its final report. 

Nevertheless 

coverage of polling places on November 27 and the most 
experience with election monitoring 

source for first-hand information regarding the integrity of 

the vote. 

EVANS 
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PERSONS II\" - SYNNOV SKORGE 


REF: STATE 213218 


Ms. Synnov Skorge 

for Women and Children 

the original version (April 27 to May 11 

VCombating Trafficking in Persons\" to the second version of 
the MRP scheduled for August 10-31 

forward to receipt of revised approval cable and DS 2019 
Certificate of Eligibility for Exchange Visitor Status. 


TEITELBAUM 
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Qataris\" are defined as those who lived in Qatar before 1930 
and maintained their nationality and residence in Qatar. 
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4. (C) Naturalization is done by Amiri decree and is limited 
to 50 cases per year. The previous law specified no limit. A 
resident must have lived in Qatar for 25 years; previously 
the period was 20 years. Other conditions remain generally 
the same: Knowledge of Arabic 

and having a good reputation. The wife of a naturalized 
citizen can be granted citizenship by Amiri decree after five 
years (previously 

have the right to vote or to to hold legislative office. A 
naturalized Qatari is not eligible for public sector 
employment until five years have passed. The decendents of a 
naturalized Qatari will be considered naturalized; this group 
of citizens will not obtain rights equal to those of original 
Qataris. 


5. (C) Nationality can be revoked from naturalized citizens 
more easily than from original Qataris. The reasons include 
involvement in V'crimes of honor or breach of trust" and 
living outside Qatar for more than one year. The Ministry of 
Interior may also recommend revocation of citizenship if it 
is in the V'public interest. V 


6. (C) Women\'s rights are not advanced by the draft law. A 
Qatari woman cannot pass citizenship to a foreign husband or 
to her children with a foreign husband. A foreign wife of a 
Qatari must wait five years to obtain citizenship 

to one year under the previous law. 


COMMENT AND POST ACTION 


7. (C) The authority to grant or revoke citizenship is nearly 
entirely in the hands of the Amir. With specific 

qualifications on what would propel a prospective citizen 
into the ranks of the lucky 50 

well-served by this law. It is restrictive 

inclusive 

Palestinians) who were born and spent their entire lives in 
Qatar. Neither is it progressive on the issue of transmission 
of citizenship through female citizens 

legal changes in Egypt and Morocco. Post proposes to seek 
information from th GOQ about the draft law and the GOQVs 
plans to move the law toward final implementation. 
MCGEHEE 
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3. (C) However 


guarantees the USG has requested. The draft MOU lacks any 
written guarantee that Libya will take necessary steps to ensure 
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that the individual does not engage in or facilitate terrorist 
activity and thus continue to pose a threat to the international 
community 

MOU include any written guarantee that the USG would continue to 
have access to the individual or any intelligence obtained 
during investigation 

individual. The Preamble to the draft MOU states that the 
guarantees are provided in the context of the global war on 
terrorism and intelligence exchanges 

the written guarantees requested by the USG. 


4. (S) On several occasions since November 14 

Libyan MFA (GPFLIC) to explain the deletion of language from the 
draft we provided on October 27. They eventually told us that 
COM may receive an explanation in an as yet unscheduled meeting 
with the head of the External Security Organization (ESO). We 

will report any further explanation we receive. 


5. (C) Begin text of unofficial USLO translation of MOU and 
attached Note Verbale: 


The Great Socialist PeopleVs Libyan Arab Jamahiriya 
The General People\'s Republic 

For Foreign Liaison and International Cooperation 
Note Verbale 


The General People\'s Secretary for Foreign Liaison and 
International Cooperation (General Office for the Americas) 
presents its compliments to the USLO in the Great Jamahiriya: 


And has the honor to enclose herewith a draft Memorandum of 
Understanding between the General PeopleVs Secretary for Foreign 
Liaison and International Cooperation in the Great Jamahiriya 

and the US Department of State as regards with the assurances 
provided relating to the transferred people. 


The General Office for the Americas requests from the esteemed 
USLO to relay the draft to the relevant entities in the US to 
examine and express their views thereof. 


The General People\'s Secretary for Foreign Liaison and 
International Cooperation (General Office for the Americas) 
avails itself of this opportunity to renew to the esteemed USLO 
its highest considerations. 


(Seal of the General People\'s Secretary for Foreign Liaison and 
International Cooperation) 


To: USLO 
Tripoli: November 14 


Column 3 

Draft Memorandum of Understanding 

Between the General People\'s Secretary for Foreign Liaison and 
International 

Cooperation in the Great Socialist PeopleVs Libyan Arab 
Jamahiriya 

And 

The US Department of State 

As regards the assurances provided relating to the transferred 
people. 


Preamble: 


Within the framework of combating terrorism 

security information between the Specialized Security Entities 
in both countries 

the field of Global War waged by the world to put an end to 


terrorism and terrorists wherever they are 

nationalities or their origins 

exchange and handing over of individuals indicated in terrorist 
crimes or suspected of engaging in such crimes 


Both parties have agreed to the following: 
Article One 


Definitions: 

1-Forwarding country: is the country which has a terrorist 
individual or suspect of having relations to terrorist actions 
not of its nationals holding its citizenship 

to deport outside its territories. 


2-Receiving country: is the country which accepts to receive the 
deported individual - whether he/she holds its citizenship or 

not 

from another country both parties agreed to deport and receive. 


3-Assurances: are the rights and commitments requested by the 
deporting country (forwarding country) from the receiving 
country for the benefit of the (deportee) as of treatment 
accommodation 

enforcement of prison sentences 

human rights principles and so forth of rights that respect the 
humanity of the individual. 


4-Requests: are the requirements presented by the forwarding 
country through its Department of State to the receiving country 
via its Ministry of Foreign Affairs 

the diplomatic channels as usual in relation to the subject 
matter of this memorandum 

receiving country to the forwarding country as regards the 
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receipt of the (deportee) as soon as possible. 


5-The Watchdog Committee: a group of people having 
qualifications in law 
specialization to be chosen equally from both countries. 


Article Two: 

If the deported individual has been previously tried 

and sentenced in absentia by the receiving country 
judgment in absentia will be nullified as soon as he/she is 
deported and arrives at its territories. And procedures of 
his/her retrial is to be resumed. 


Article Three: 

The receiving country guarantees 

laws 

pronounced in a final verdict against the deportee. 


Article Four: 

When one of the entities (organs) of the receiving countries 
arrests the deportee 

done according to laws in vigor 

conditions 

will be suitable and humane 

customary rules. 


Article Five: 

When one of the state organs arrests the deportee in the 
receiving country 

reason of his/her arrest 

him/her. The arrested person shall have the right to contact 
his/her attorney immediately. 


Article Six: 

Any one of the State security organs that undertakes the arrest 
of the deportee 

specialized office of the attorney general within the limited 
period stipulated by the law. 


Article Seven: 

There shall be no constraints or obstacles for the deported 
person to use his/her right 

contact the Watchdog Committee. 


Article Eight: 

The deportee shall have the right 

practice his/her own religious rituals whether in confinement or 
outside. 


Article Nine: 
Should the deportee be indicted in the receiving country with 
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any criminal charges 

specialized courts and to provide him/her with all the necessary 
assurances (fair trial 

plead for him/her in case he/she does not have his/her own 
chosen attorney 

to call his/her own witnesses 

the contents of all the case files. And he/she shall have the 
right to appeal the verdicts and to repeal them up to the level 

of the Supreme Court). 


Article Ten: 

In the receiving country 

pronounced against the deportee in public. Audience and media 
can be kept away from part or all of the court proceedings 

to prevent them from attendance 

order 


Article Eleven: 

Both countries shall have the right to withdraw from the present 
Memorandum 

provisions of this document. However 

assurances given to the deportee in the receiving country shall 
remain in vigor. 


Article Twelve: 

The present document is drafted into two copies having the same 
binding legal effect one in Arabic 

both copies shall be signed by the entrusted people. 


End Text. 
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international loan market and in order to sterilize the 
excessive money supply 

to repay ahead of schedule those foreign loans of the 
government that are most expensive to service. The amount 
of money to be paid is $849 million 

111 billion 

government meeting on November 21. (Interfax-Kazakhstan 
November 21) 


WTO Protocol with Japan Signed 


3. Kazakhstan completed bilateral talks with Japan on the 
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conditions for the access of goods and services to its 

market. A protocol to this effect was signed in Astana on 
November 23. Japan is one of the G-8 countries with which 
Kazakhstan concluded the negotiations. As Industry and 
Trade Minister Sauat Mynbayev said 

negotiations with the USA and the European Union. There will 
be difficult negotiations with Canada and Australia because 
these countries are very interested in our agricultural 

sector being more open.\" (Interfax-Kazakhstan 


ADB and Kazakhstan: New Forms of Cooperation 


4. The Asian Development Bank signed a memorandum of 
understanding on its first public-private investment in 
Kazakhstan. ADB President Haruhiko Kuroda said in a meeting 
with President Nazarbayev that the coming project with 
Almaty Power Consolidated (a regional energy supplier) would 
help upgrade APC power transmission and distribution lines 
and would be a new form of partnership based on investments 
without sovereign guarantees. Also 

with the GoK on a possible Tenge bond issue directed at 
developing the national stock market. (Central Asian 
Newswire 


New Owner of Karaganda Airport 


5. Sky Service airline from Almaty is a new possessor of 
Sary Arka airport in Karaganda. According to the 
Karagandinskaya Oblast Finance Department 

acquired the airport by tender for KZT 650 
(approximately $4.8 million). Under the agreement signed 
with the new owner 

holds a \"golden share 

affairs of the airport at any time. Sky Service is expected 
to invest in official uniforms and professional training of 
airport personnel. Karagandinskaya oblast is one of the 
industrially advanced regions of Kazakhstan 

million habitants. (Interfax-Kazakhstan 


Economic Statistics 


6. According to the National Statistics Agency 

domestic product (GDP) of Kazakhstan totaled KZT 5 

billion (approximately $38.3 billion) in January-September 

2005. Real GDP was 108.9% of Real GDP in the same period of 
2004. The 8.9% GDP growth was attributed to growth of real 
volumes in all sectors of the economy: industry - up 4.2% 
agriculture - up 7.4% 
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transportation and communication services - up 9.5% 
up 9%. (Interfax-Kazakhstan 


7. Kazakhstan\'s external trade surplus totaled $7 
million in January-September 2005 versus $4 

during the same period of 2004 

National Statistics Agency reports 

trade turnover was $33 

(excluding unauthorized trade) 

same period of last year 

(up by 45.296) and $12 

transportation and insurance expenses (up by 37.6%). 
(Interfax-Kazakhstan 


Kazakhstan - China Pipeline Completed 


8. According to Xinhua News Agency 

(625-mile) pipeline is designed to carry 20 million tons 

(140 million barrels) of oil annually from Kazakhstan to 
China. Alatau Pass 

was welded on November 14 

railway 

China\'s northwest. The pipeline was build by state-owned 
China National Petroleum Corporation and KazMunaiGas 
(KazakhstanVs national oil and gas company). (Associated 
Press Newswires 


Plans of the International Consortium Agip KCO 


9. Agip KCO plans to start commercial extraction at 

Kashagan deposit at the end of 2008. \"We work within the 
program 

the end of 2008 

Luciano Vasques said on November 14 in Atyrau (KazakhstanVs 
Voil capital" on the Caspian Sea). (Interfax-Kazakhstan 
November 15) 


10. Agip KCO intends to construct an oil and gas refinery 
complex near Atyrau within its North Caspian Project by June 
2008. As Agip KCO surface facilities manager Daniele Nazzani 
announced 

by this time 

The project capacity of the oil treatment system would be 

450 

treatment system up to 6.2 billion cubic meters a year. 
(Interfax-Kazakhstan 


TCO to Export Tengiz Cil by the Southern Route 
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11. Tengizchevroil (TCO) signed commercial contracts to 
export crude oil by the \"Southern Route. TCO did not 
specify the names of the signatory companies and the oil 
volumes to be exported. As TCO press release reports 
\".the Southern Route will allow us to export crude from 
Tengiz through Aktau across the Caspian Sea to Baku 
Azerbaijan 

Sea for further deliveries to international markets. V" 
(Interfax-Kazakhstan 


EBRD and DBK to Finance North-South Power Line 


12. The Kazakhstan Electricity Grid Operating Company JSC 
(KEGOC) signed loan agreements with the EBRD and state-owned 
Development Bank of Kazakhstan (DBK) to implement the 
construction of North-South power transmission line. KEGOC 
will receive $87.8 million in loans: the EBRD will provide 
$52.8 million for 12 years; and Raiffeisen Zentralbank 
sterreich 

syndicate $35 million for 9-12 years under EBRD auspices. 
Additionally 

(about $51.8 million) for 15 years. (Interfax-Kazakhstan 
November 25) 
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is suspected of killing 104 persons last year 
Kabataan (see refs b and c). 


3. (SBU) Kabataan documented one case of attempted murder in 
October in which the alleged V'vigilanteV' suspect was arrested 
but posted bail. The trial hearing was scheduled to start on 
November 28 

family has withdrawn their complaint and that the case will 

likely be dismissed as a result. Kabataan has five other 

cases it wants to bring to the courts 

the level of protection local police would provide to its 

witnesses. 


Cebu 94 


4. (SBU) According to press reports confirmed by Cebu City 
Councilor Procopio Fernandez 

killings in Cebu reached 104 in mid-November. The killings 
began in December 2004 

announced the creation of a special police V'Hunter Team\" to 
crack down on crime. In one recent example 
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gunman in Cebu shot and killed a man who had been jailed six 
times for alleged petty crimes. 


5. (U) The Cebu City chapter of the Integrated Bar of the 
Philippines approved a resolution on October 5 asking the 

House of Representatives to address the failure of local 
authorities to resolve or stop the summary executions of 

people with criminal backgrounds in Cebu and other parts of 

the country. Cebu\'s Roman Catholic Archbishop Ricardo Vidal 
and the Cebu Commission on Human Rights have also continued 
to be critical of city government officials for failing to 

curb the killings. 


Mayors Appear to Condone Killings 


6. (SBU) Public officials 

City and Davao City 

killings. In October 

vigilante killings had frightened criminals in Cebu City and 
reduced crime. He was referring to a reported 31 percent 
decline in the incidence of robberies between January and 
September 

also stated in the press that solving vigilante killings is 
among the least of his priorities. (Note: One reason why 
some officials and members of the public may condone such 
killings is a weak judicial sector 

conviction rate; in this context 

way to circumvent a slow-moving and inefficient or corrupt 
judicial process. End Note.) 


7. (C) Andrei Seeto 

the Embassy of Australia in Manila 

recent conversation he had with Davao City Mayor Duterte 
mayor very bluntly said the killings were what criminals 
understood and that was V'the way things are done here. V 
Duterte also criticized human rights groups for V'putting 
ideas\" into peopleVs heads about the killings. 


The GRP Speaks 


8. (SBU) On September 15 

issued a statement ordering the National Bureau of 
Investigation (NBI) to investigate the reported extrajudicial 
or vigilante killings in Davao City. Gonzalez stated 

however 

that police investigations show that many of these cases are 
not vigilante killings 

situation out of proportion. According to the Chief State 
Prosecutor 
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members of the NBI headquarters and regional Davao office. 
In October 

killings in Cebu. An NBI official told Pol FSN said the NBI 

in Cebu was investigating some cases of summary killings but 
that these were not yet classified as vigilante killings. 


Comment 


9. (C) These vigilante killings 

of leftist activists (ref a) and journalists (septel) are 

eroding public confidence in the rule of law. Despite GRP 
assurances that it is investigating the killings 

been little action on the ground. It remains to be seen 
whether GonzalezV recent statements will lead to arrests and 
convictions or a decline in vigilante killings 

when local officials appear to condone these crimes openly. 
Mission continues to urge the GRP to vigorously investigate 
these killings and bring to justice those responsible 

well as to support and encourage reform of the PNP and 
judicial system. 


Jones 
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supported by the Japanese and Germans 

ZNG. The Japanese went so far as to say they were prepared 
to withdraw their membership in ICCROM after 2007 if ZNG 
was not approved or if somehow their contribution continued 
to rise. After the meeting 

U.S. would continue to remain a member of ICCROM after 2007 
if consensus was reached on a budget level higher than ZNG. 
USDEL replied that the subject of withdrawal from the 
organization had never been broached and was unlikely 
though nothing could be completely ruled out. 


3. In terms of what could and could not be accomplished 
during this GA 

since the GA had approved zero real growth as a long term 
financial strategy in 2003 and the budget had been prepared 
on that basis 

until the next GA in 2007 (see further explanation below). 
USDEL argued that the GA could do as it chose as the 
governing body 

2005-2007 biennium. Unfortunately USDEL was clearly in the 
minority among those present. Even the Japanese admitted 
that their Vline in the sand\" referred to the level of 

their contributions after 2007. In the end 

Japanese agreed that interventions would be made both under 
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the agenda item dealing with the report of the Council as 
well as the budget agenda item. 


4. Director General: one duty of the Council is to make 
recommendations to the General Assembly regarding the 
hiring of the Director General. Dr. Stanley-Price had 
already served one term and wanted to be reappointed. 
Lacking a clear definition of how the reappointment process 
should work 

organization should go through the entire solicitation and 
interview process 

candidates. A search committee of Council members was 
formed months ago and the committee came up with a short 
list of applicants (including Stanley-Price) 

made presentations to the entire Council immediately prior 
to the start of the General Assembly. 


5. In the end 

of a new DG 

Director General for Culture at UNESCO. The vote in 
Council was very close -- 12 supported Bouchenaki and 10 
supported Stanley-Price (this fact was not revealed to the 
General Assembly). The Italians led the effort to replace 
Stanley-Price because of what they see as the \"drift\" of 

the organization over the past several years away from what 
they believe is ICCROM\'s core mandate. In addition 
Stanley-Price has regularly complained to the GOI (rightly 

in our minds) about the state of the ICCROM facilities 

which are supposed to be maintained by the Italian 
government but which have not received much of anything in 
the last twenty years. Finally 

Council member Blaine Cliver 

to the Council was relatively weak 

accomplished rather than on what he hoped to accomplish in 
a second term. 


6. Once the cursory agenda items (acceptance of observers 
credentials 

adoption of minutes 

moved on to more substantive discussions. Highlights 
included the following: 


DG Position 


7. There was some consternation among GA delegates 
regarding the Council's recommendation for a new Director 
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General 

the GA was an up or down vote on the recommendation for 
Bouchenaki. Had the General Assembly chosen to reject the 
recommendation 

appointed and a new recommendation made to the next GA in 
two yearsV time. No one wanted to see that happen 
ultimately 

favor of the Council's recommendation to hire Bouchenaki. 
Several interventions were made 

Stanley-Price and advocating trust that the Council was 
doing what was best for the organization. 


8. USDEL was not able to convince enough like-minded states 
to accept any changes in the proposed budget for the 

current biennium (2005-2007). Part of the reason is 
contained in the Rules of Procedure for the General 

Assembly 

draft program of activities or the draft budget in any 

significant way to be submitted in writing at least 30 days 
before the opening of the GA 

any such proposals not submitted ahead of time. USDEL made 
budget interventions under two different agenda items: 

during the report of the Council as well as during the 
discussion of the program of activities and budget. 


9. Per ref guidance 

the report of the Council: the U.S. is pleased that ICCROM 
has made use of results-based management principals 
including goals and performance indicators; the process is 
nearly as important as the outcome because it forces the 
organization to continually examine itself 

well and not so well 

this is particularly important in an era of diminishing 
resources. USDEL sought clarification on carryover funds 
from the 2003-2003 and 2004-2005 biennia (any carryover is 
deposited directly into the strategic reserve) and inquired 
as well as to why the zero real growth financial strategy 
was applied to member states" contributions rather than to 
the actual expenditures of the organization. Even though 
actual expenditures were well above ZRG levels (7.1% v. 
5.696) 

others on this issue 

answer from the Secretariat. 


10. Under the program and budget agenda item 

intervened 

the thought that went into the program of activities and 
acknowledge that ZRG was previously approved as a long-term 
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financial strategy 

organizations remains zero nominal growth; we did not 
support ZRG two years ago and do not support it now; while 
the U.S. 

vote 

assessed contributions 

particularly with the prospect of complete Japanese 
withdrawal after 2007 

serious consideration; we urge ICCROM to absorb cost 
increases through prioritization and increased efficiencies 
(for example 

increases); we urge ICCROM to conduct a thorough review of 
all its activities with an eye toward concentrating 

resources on the organization s core competencies and 
strengths; and finally 

present a ZNG budget as the basis for discussion at any 
future gatherings. 


11. Similar interventions were made by the Germans and 
Japanese 

Finnish and Czech delegations. In the end 

the 2005-07 biennium was approved as proposed 
statements of the Secretariat as well as several other 
member states 

and that a ZNG budget scenario will be prepared for the 
next GA in 2007. This was confirmed at the Saturday 
Council session that followed the GA. 


12. A recommendation from the Council to adopt a triennial 
(vice biennial) General Assembly and budget cycle was 
withdrawn after it became clear that the GA wanted 
additional study and information from the Council on the 
ramifications of such a change. Clarifications of the 

rules regarding the reappointment of the Director General 
as well as the election of the President and Vice 

Presidents of the General Assembly were approved 

as a change in the statutes regarding sanctions imposed on 
member states in arrears 

members of the ICCROM Council were elected for four-year 
terms 

Blaine Cliver. 


13. At the follow-on session for the newly elected Council 
on Saturday 
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Council Chair. This puts Cliver in a prime position to 
influence the direction of the organization 

as a new Director General gets settled in. Though acting 
in his personal capacity and not as a member of any 
government 

employee 

has cooperated fully with USG efforts involving the 
organization. Now that he has attained what is arguably 
the most influential ICCROM position short of Director 
General 

financial support for his travel to Council sessions be 
resolved. 


HALL 
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that removing individual forex controls would likely be the 
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next step. Before this can happen 

terminate its amnesty program 

2005. South Africans who illegally moved or kept assets 
offshore after apartheid are allowed to pay an amnesty tax 
to repatriate funds or maintain their assets offshore 
legally. 


Mboweni Speaks Out 


7. (SBU) SARB Governor Tito Mboweni has publicly advocated 
that the government should consider abolishing what appear 
to be \"purposeless\" forex controls 

cost of exchange control administration and the 
inconvenience that goes with managing (them) might not be 
worth the exercise.\" Mboweni argued that further 
liberalization of forex controls at this time would boost 
confidence in the South African economy and likely lead to 
capital inflows. [Comment: Mboweni has become increasingly 
vocal of late 

Council of Economic Advisors for South Africa. These public 
forays beyond the spheres of monetary policy have South 
Africans speculating about MboweniVs future political 
ambitions. His current term as SARB Governor expires in 
2009. End Comment.) 


TEITELBAUM 
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effectV (chi-pao) will take place. They anticipate that 
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the vast majority of votes for Soong Li-hua will 
disappear on the morning of December 3 
an even-split between DPP and KMT. 


3. (SBU) The KMT remains extremely cautious about 
potential DPP campaign tricks and is trying to put out 
any fires as they arise. Both parties have their 
heavyweights campaigning locally by walking or parading 
in the street this week. President Chen was in Pingtung 
on the afternoon of the November 29 

the city. Ma Ying-jeou 

have also visited the county for the KMT in the last two 
weeks. 


4. (SBU) The KMT stated they hoped to keep the last week 
of the campaign calm and cool. They don\'t want to 
emphasize any party issues or arouse inter-party strife. 
Their hope is to not engender any sense of crisis that 

will rile green voters and thus push them to the polls. 

On the other hand 

concentrated on whipping up three kinds of voters who may 
stay away from the polls: first - voters who are 

confident that the DPP candidate will win and may not 

vote; second - voters who support the DPP but are so 
disappointed by DPP corruption scandals they are not 
motivated to vote; and 

are easily sympathetic to a weak candidate and may throw 
their votes to a tearful Soong Li-hua. Both parties 

remain convinced voter turnout will decide this election. 


5. (SBU) Comment: This race remains too close to call. 
Although internal party polls are usually good indicators 
of the real direction of the race 

present conclusive evidence or display even enough 
bravado about their polls to indicate to AIT/K that they 
have a firm lead. End comment. 
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Supreme Court\'s decision as \"highly significant\" for women\'s 
rights. It explained that although the government had 

enacted the restriction to deter large-scale human 

trafficking to brothels 

addressed but not by denying equal rights to women.V It 
noted that though the ruling would ease Nepali women's fight 
for their rights 

has to be carried on and it is here that the ruling could 

help the crusaders convince the society to become more 
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liberal and accept the needs of the times.\" Sapana Malla 
head of local NGO Forum for Women and Law 

the ruling was \"very positive news.\" She noted that the law 
had been very discriminatory. Dunga Ghimire of ABC Nepal 
local womens rights NGO 

She told Emboff \"I am proud that my daughter can now apply 
on her own for a passport as she goes for further studies in 
the U.K.\" 


Comment 


3. (C) This Supreme Court verdict follows a ruling in 
September (reftel) ensuring citizenship rights to children 
born of single mothers. The Supreme Court is working to 
address long-standing societal inequalities and grievances 
that the Maoists have exploited in their recruiting efforts. 
MILLARD 
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terrorists. ' He added that \"there is no excuse for 
terrorism.\" Bhattarai outlined the six international 
agreements against terrorism to which Nepal was party 
including the South Asian Association for Regional 
Cooperation\'s (SAARC) Regional Convention on Suppression of 
Terrorism 

SAARC countries of the grouping ratifying it \"to wage a joint 
war against the scourge of terrorism.\" Bhattarai noted that 
Nepal submitted annual reports to the UN Security Council on 
Resolution 1373 

Pradan 

Bank 

information from the USG to its member institutions. He 
noted that while no institution in Nepal had found any 

terrorist assets to date 

freeze assets if necessary. 


Preventing Conditions Fostering Terrorism 


4. (C) Upon hearing Slaven\'s explanation that one part of 
U.S. counterterrorism strategy was to prevent conditions that 
fostered terrorism 

Secretary Kabi Raj Khanal told Slaven about the Government 


SIPDIS 

efforts to target Maoist-affected communities. Khanal 

explained that the concept of Peace and Development 
Committees was intended to mobilize local communities to be 
able to counter Maoists (reftel). He noted that the 

government had launched the program in 25 village development 
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committees (VDCs) last year and planned to launch the program 
in 100 more VDCs this year 

prevented the government from extending the program to more 
VDCs. Khanal said that the program targeted youths who might 
otherwise join the Maoists. The RNA trained Peace and 
Development Committee members on development and other 
issues 

development programs such as construction of small roads 
drinking water facilities and community meeting facilities 

using government grant money. The APF 


officials agreed with Slaven about the importance that 
respect for human rights played in convincing people to 
support the government rather than terrorists. The officials 
explained that the human rights cells were working to ensure 
human rights were protected within their respective 
institutions 


Comment 


5. (C) Nepali officials were very interested in the U.S. 
counterterrorism strategy. NepalVs strategy appears to 
include all three elements of the U.S. strategy 

officials had not considered it in that framework before. 
HMGN is engaged in counterterrorism and would be eager to 
receive further information and ideas on this important 

topic. 


6. (U) Mr. Slaven departed post before clearing this cable. 
MILLARD 
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real problems!" in the city or district 
all but the most benign issues. 


2. Located 53 kilometers west of Dushanbe 

enjoy higher rates of employment and consistent electricity 
unlike many other Tajik cities 

aluminum smelter 

government makes sure has sufficient power 

spillover effect for Tursonzoda. Akhmedov told Poloff 90 
percent of district homes have running water (despite Poloff 
observing people carrying water buckets in the streets.) 
Although nationally 

well below anticipated yields 

they reached at least 90 percent of the expected harvest. 
Residents from three border districts freely enter and exit 
Uzbekistan with no problems. The central government provides 
Tursonzoda with adequate funds for schools. \"We are 
normalizing 
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but look how fast we are catching up!\" He cited the 
proliferation of mobile phones and the thriving small markets as 
examples of economic progress. 


3. (COMMENT: Local Embassy staff noted that Tursonzoda is 
actually considered a good place to live 

particularly because the television from Uzbekistan is a 
higher-quality 

machine. END COMMENT.) 


4. In a separate meeting 

Abdurahmonov farm 

agricultural situation. Despite the presence of heavy industry 

district farmers traditionally enjoyed higher yields due to 

better soil and climate. In Soviet times Tursonzoda produced 

many \"heroes of agriculture.\" Unlike in most cotton-growing 

regions 

government did not pressure farmers to grow cotton 

proved more profitable than other crops. \"There is no market 
for other things 


5. Abdulloyev echoed Akhmedov\'s claims that most of the region 
had running water 

smelter and strong agriculture base 

worked in Russia; in fact 

Tajikistan came to Tursonzoda for temporary work. (NOTE: TadAZ 
is estimated to employ 13 

60 


6. Abdurakhim Rakhimov 

factory 

domestic market 

profitable these days. He described the business climate in 
Tursonzoda as encouraging. Cheaper 

from neighboring China was beginning to push his products out of 
the market 

production from tea sets to isolators for power stations. Trade 
with Afghanistan offered possibilities 

prevented commerce with Uzbekistan from growing beyond the small 
traders carrying things to local markets on either side of the 
border. 


7. Rakhimovvs factory still carried debt from the privatization 
processes. His single complaint focused on the high taxes in 
Tajikistan and other CIS countries. V'Too high for such weak 
economies 

maintained. Oh really? pressed Poloff. The government had done 
a lot for stability 

with corruption. 


PASS THE KOOLAID-WEVLL HAVE SOME 
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8. COMMENT: Even the most nationalistic pro-government Tajik 


citizen will usually acknowledge some problems 

frustration with the slow economic growth. Corruption is always 
a favorite topic 

Uzbekistan can usually stir some sort of response in the most 
sanguine. The Stepford-like responses during all three meetings 
in Tursonzoda were puzzling. Tajik officials 

parts of the country 

all is rosy. What was unique was the same comments from 
business and agriculture. END COMMENT. 

HOAGLAND 
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compensation for Greek Cypriot property 

between 80 and 90 percent of the land in the north. In 
response to an April ECHR ruling declaring that the existing 
Turkish Cypriot Property Commission was not an V'effective 
local remedy\" for property claims 

has approved a new scheme it says will establish a more 
impartial body to grant restitution of Greek Cypriot property 

in some cases 

new law 

will take several months to come into force 

thwart further ECHR rulings against Turkey and the Turkish 
Cypriot side -- indirectly gaining the ECHRVs stamp of 
approval for a \"TRNC\"-sponsored institution and blunting one 
point of criticism against EU candidate Turkey\'s 
implementation of EU human rights law. Ankara has reportedly 
given its tacit blessing to the new arrangement. But 
compensation 

costly undertaking and the potential disruption it may cause 
has already generated criticism from the Turkish Cypriot 
nationalist right. It is far from certain the new 

arrangement will meet the ECHR\'s approval as V'effective local 
remedy.\" At the very least 

are betting that their new law will slow the pace of property 
cases against them 

with (or buy-outs of) some Greek Cypriot plaintiffs. END 
SUMMARY. 


CHANGES TO THE PROPERTY COMMISSION 


2. (SBU) On November 22 
Ministers\" published a draft law that would significantly 
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change the way in which the \"TRNC\" handles Greek Cypriot 
claims on property in the north. Under article 159 of the 
VTRNC Constitution 

was confiscated in exchange for lost Turkish Cypriot land in 
the south. A large portion of this Greek Cypriot land has 
since been doled out to Turkish Cypriots 

given \"TRNC\" title deeds to the properties they now use as 
homes 

that between 80 and 90 percent of the land in the north was 
owned by Greek Cypriots prior to the 1974 war 

could have a significant impact on the use of land in the 
north -- and on property provisions in any future Cyprus 
settlement. 


3. (U) The new legislation would abolish the \"TRNC\" Property 
Commission 

in response to ECHR property cases brought against Turkey as 
the Voccupying power." Although no Greek Cypriots are known 
to have filed claims with the Commission 

empowered by the \"TRNC\" to compensate Greek Cypriot owners 
for their property in the north. Turkey subsequently claimed 
that 

to resolve the claims against it 

property cases against it and refer them back to the Turkish 
Cypriot Property Commission. 


4. (U) In April 2005 

Greek Cypriot plaintiff Xenides-Arestis (refs a and b) and 
found that the Commission did not constitute a local remedy 
because 


-- the Commission could grant only compensation 
restitution 


-- the Commission was empowered to provide compensation for 
real estate only 
damages; and 


-- the Commission members were not impartial (indeed 
lived on Greek Cypriot land). 


The ECHR did not 

Cypriot body could constitute effective local remedy 
notwithstanding the non-recognition of the \"TRNC 
deficiencies in the Property Commission were addressed. In 
fact 

death of a Greek Cypriot by the Turkish army in the Buffer 
Zone 

applying the European Convention on Human Rights 

which Greek Cypriot property complaints are generally filed 
\"the remedies available in the VTRNCV could be regarded as 
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domestic remedy." 


5. (SBU) With this target in mind 
legislation envisions the following changes 
the Property Commission: 


-- the Commission will be empowered to return immediately 
Greek Cypriot land to applicants who can prove pre-1974 
ownership 

person 

rights to the property 

threat to \"security\" (probably a reference to Greek Cypriot 
land currently used by the Turkish army); 


-- in some cases 

been issued or the land is currently in use 

could be possible but would be deferred until after a Cyprus 
settlement; 


- in cases where restitution is unworkable 

may be offered another property of similar value 

compensation based on the 1974 value of the land (adjusted 
for inflation and for the value of any Turkish Cypriot land 

the plaintiff has acquired in the south). In some cases 
compensation for damages (both loss of use and V'emotionalV) 
will be allowed; 


-- the Commission will consist of V'either 5 or 7 members 
two of which will be foreigners (from a country other than 
Turkey 


-- the Commission will also be empowered to grant 
compensation for movable property (such as the contents of 
homes and stores) lost in 1974; 


-- claimants will be allowed to appeal rulings of the 
Commission to the VTRNC Higher Administrative Court" and then 
to the ECHR. 


The law must now wend its way through legislative committee 
and then a full floor vote in the V'National Assembly" before 
becoming law. According to one parliamentarian 

probably take V'several more months." 


VECHR COMPLIANT ?\" 


6. (C) The main purpose of this law 

Cypriot \"minister\" we spoke to privately 

further ECHR property suits by Greek Cypriots. By 
establishing a new 
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Turkish side could force Greek Cypriot claims to be 
adjudicated on the island with \"fairness and finality 

told us. He was not certain whether the Turkish side would 
push the ECHR to rule on the new law by filing an appeal of 
the Xenides-Arestis decision. But prominent Turkish Cypriot 
property lawyer Emine Erk suspects \"it\'s too late\" to appeal 
the courtVs decision in this case 

will simply wait for another property case (many are pending) 
to work its way to Strasbourg. 


7. (C) Either way 

determined that the new Commission did constitute an 
Veffective local remedy 

human-rights related stumbling block from Turkey\'s EU 
accession process. It is for this reason Turkey \"backs the 
new legislation fully" and 

already discussing with the \"TRNC\" the possibility of 
extending additional grants and loans to cover the costs of 
administering the Commission and paying for compensation. 
Ankara 

out of cases such as Xenides-Arestis and Loizidou 

Vjust as soon pay out" via the \"TRNC\" and not directly 
said. 


8. (C) From the Turkish Cypriot perspective 

noted 

the added benefit of giving an international seal of approval 
to a Turkish-Cypriot sponsored institution. "We don\'t want 
political recognition 

recognize we are here!" and to deal with the Turkish Cypriots 
Von practical matters. V 


OBSTACLES TO IMPLEMENTATION 


9. (C) But there are several factors that complicate the 
\"government\'s\" plans. The first is domestic politics. While 
the ruling CTP has a strong position in the legislature 
passage of this controversial law is not guaranteed. 
Property is a very emotive issue; strong political resistance 
last fall forced the CTP to withdraw a previous proposal 
limiting the sale of land in the north to foreign developers. 
The new law has excited similarly vigorous opposition. 


10. (SBU) Nationalist icon and \"TRNC\" founder Rauf Denktash 
has already spoken out against the new legislation 

says would leave Turkish Cypriots without anywhere to live. 
Meanwhile 

backbenchers from within the DP of Serdar Denktash (CTPVs 
junior coalition partner) -- have expressed outrage over a 

law that would give away land to the Greek Cypriots without a 
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final Cyprus settlement. Observers note the coalition party 
discipline is high 

if the opposition or public anger could force the CTP to 
water down key provisions of the bill 

the ECHR would agree that the new law is \"effective\" local 
remedy. 


11. (C) Even without changes 

would bless the new Property Commission scheme. One \"TRNC 
Land Registry\" employee estimated that only 3-5 percent of 
Greek Cypriot property in the north is undistributed and 

unused 

the draft scheme. It remains to be seen whether the ECHR 

will agree that restitution of such a small amount of 

property (or delayed restitution 

the law) indeed constitutes effective 

Greek Cypriots plaintiffs. 


12. (C) Finally 

Greek Cypriots offered compensation instead of restitution 
under the new plan would accept it. Assuming the \"TRNC\" can 
find the cash to offer compensation 

take the money and run 

the ROC\'s strong official position against dealing with the 
\"occupation regime\" is certain to encourage many Greek 
Cypriot plaintiffs to stick to their principled stance 

appealing decisions of the new Commission and pushing for 
total and immediate restitution in the courts. 


COMMENT 


13. (C) Even if the new law does not work out as the \"TRNC\" 
leadership hopes 

slowing down the numerous property cases pending against 
Turkey at the ECHR. Furthermore 

honest attempt to respond to the concerns outlined by the 
ECHR in Xenides-Arestis may also 

some of the criticism Turkey faces over its spotty 
implementation of European human rights law. Meanwhile 
Turkish Cypriot plaintiffs continue their own cases against 

the ROC\'s uncompensated use of their land in the south (ref 
c). The ongoing two-way battle of litigation threatens not 

only to create an increasingly large body of jurisprudence 

that will complicate the property provisions of any final 
settlement deal -- it also makes the atmosphere of bicommunal 
trust needed for a final agreement even harder to imagine. 
END COMMENT. 

ZIMMERMAN 
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details needed to be worked out. He worried that the Maoists 
might be using the political parties for their own ends. If 

the Maoists broke the cease-fire 

NC-D would condemn the Maoist return to violence. NC-D is 
involved with preparing for its national convention and the 
seven-party \"agitation\" against the King. NC-D 

CPN-UML 

responding positively to the understanding. End Summary. 


Maoist-Parties Understanding an V'Achievement 
Preliminary 


2. (C) Shrestha lauded the Maoist-Parties 12-point 
understanding (ref A) as a \"big achievement. He noted that 
he hoped that 

could make real progress toward peace. NC-D Central 
Committee member Prakash Sharan Mahat 

the meeting along with Central Committee member Sagar Rana 
explained that the seven parties were \"trying to make the 
Maoists realize that they were on an incorrect path and could 
not win. He added that if the Parties succeeded in 

convincing the Maoists to change course 

welcomed by the international community. Mahat stressed that 
the understanding was only preliminary; the parties and the 
Maoists still needed to work out many details. 


Leery of Maoist Intentions 


3. (C) The NC-D leaders stressed that they shared our concern 
about the Maoist intentions and were aware the Maoists might 
try to seize power. They acknowledged that the Maoists 
continued to hinder NC-D party activities in some areas 
although overall there had been a \"vast improvement.V In 
certain areas 

places where Maoists are firmly in control 

choice but to hold joint programs with the Maoists 

though it was NC-D\'s policy not to have joint programs. 

Mahat commented that the Maoists were attempting to pose as 
the state authority. He said that the Parties remembered 

the Maoists\' brutal history of dealing with the political 

parties. He added that the Maoists had targeted Party cadre 
much more than people associated with the Palace. 


NC-D Will Disavow Maoist Violence 


4. (C) The NC-D politicos stated that they would condemn the 
Maoists if they broke the cease-fire and returned to 
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violence. They asserted that NC-D would be able to 
disassociate itself from the Maoists in that event. Shrestha 
noted that 

to refrain from disturbing the seven-parties activities in 

the countryside even if they broke the cease-fire. He 
emphasized that NC-D had not joined with the Maoists 
would not do so while they used violence. Mahat remarked 
that the Parties believed the Maoists\' claim that they would 
lay down their weapons if the King accepted constitutional 
assembly elections. He admitted that if that did not happen 
violence could continue. 


All Depends on King\'s Response to the Understanding 


5. (C) The NC-D leaders 


are waiting to see how King Gyanendra reacts upon his 
December 2 return to Nepal 

will be positive. Shrestha commented that if the King 
responded favorably 

ceremonial monarch. The King needed to reverse his actions 
of February 1 and postpone municipal elections. Mahat noted 
that the King\'s response could help force the Maoists to stop 
their extortions 


NC-D Preparing for National Convention 


6. (C) The Acting NC-D President said the party was busy 
preparing for its national convention 

6 and 7 

\"agitation.\" NC-D leaders were encouraged by the response to 
their membership drive. Shrestha estimated that the party 

had about 100 

Vordinary members.\" He noted that his party cadre had 
participated in the UML-organized meetings in Butwal 

Pokhara 

December 2 demonstration in Kathmandu as well as those held 
by Nepali Congress. NC-D itself planned a meeting on 
December 11 in Kathmandu. 


Comment 


7. (C) While hopeful about the understanding 

leaders are more anxious than most UML leaders about its 
possible consequences. However 

apparently pinning their hopes on a positive response from 
Gyanendra. They do not appear to be developing a strategy in 
the event the King rejects the understanding. 
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of the public 

government did not return any seized equipment to the 
station 

receipt of the fax. The Supreme Court is set to hear 

petitions on the seizure of equipment and rebroadcast of BBC 
Nepali filed by Radio Sagarmartha on December 7 (ref B). In 
a third radio freedom case before the Supreme Court 
involving the seizure of equipment from Kantipur FM 
Government had not returned any equipment to Kantipur FM and 
the Supreme Court had not set a date for the next hearing 
(ref C). 


BBC Nepali Service Hard to Find 


3. (U) Following the governments actions against Radio 
Sagarmartha on November 27 

stations outside the Kathmandu Valley were broadcasting BBC 
Nepali Service. BBC Nepali was available in the Kathmandu 
Valley only on short-wave as Radio Sagarmartha has had the 
exclusive contract to rebroadcast 

government 

for the past eight years. The government station 

Nepal 

The Government reportedly continued to block access to the 
BBC Nepali website. 


Comment 


4. (C) The Supreme Courts November 29 and 30 stay actions in 
favor of media freedom follow criticism by activists who 

believed the Court's inaction following the Kantipur seizure 

(ref C) gave the government the green light to further 

restrict the media. The new stays put pressure on the 
government to uphold media freedoms. 


5. (SBU) Both the November 30 front page of the Himalayan 
Times 

articles quoting a senior State Department official on the 
USG\'s criticism of the Sagarmartha raid 

ref A. 

MILLARD 
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1. (C) Five-time former Prime Minister and leader of the 
Rastriya Janashakti Party (RJP) Surya Bahadur Thapa told the 
Charge November 30 that he was not happy that the political 
parties were V'compelled to join the Maoists in an unnatural 
alliance.\" He explained that while the \"natural alliance\" 
would have been between the King and the Parties 

failure to reach out to the Parties and the PartiesV 

inability to garner public support had forced the Parties to 
join with the Maoists. He worried that the Parties 

especially the liberal democratic Nepali Congress 
considered the long-term consequences of such an alliance. 


May Be Too Late for King To Do Anything But Accept It 


2. (C) Thapa speculated that it was too late for the King to 
attempt to mollify the Parties by reshuffling his Cabinet 
getting rid of the most corrupt and ineffective members 
appointing a Prime Minister. While he did not think that 
would work 

the political parties if he appointed a Prime Minister with 
full authority and divested himself of power. However 
noted that even this would be very difficult now that the 
Parties had reached an understanding with the Maoists. 


Or People Could Rise Up 


3. (C) The former PM feared the possibility of a popular 
uprising that could lead to anarchy. He explained that the 
Parties had started justifying their understanding with the 
Maoists using the slogan that they were preparing to give 
peace to the people. This was raising peopleVs expectations 
and if the people began to view the King and government as 
obstructing peace 

Palace. If the popular uprising continued beyond one or two 
days 

groups in Nepal feel suppressed and would seize on an 
opportunity that could lead to their greater participation in 
politics and development. He added that the Royal Nepalese 
Army (RNA) would be unlikely to be able to protect the King. 
The majors and captains are in charge of daily operations 
and they and most of the soldiers come from the disadvantaged 
ethnic groups or lower castes. Thapa commented that it was 
very likely that they would join with the people. He 

recalled the 1950 popular uprising that led to the 
dismantlement of the Rana regime and opined that now these 
ethnic groups had greater expectations and would be an even 
greater force that could bring down the government. He 
concluded that it was thus very important that the King reach 
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out to the political parties to prevent possible anarchy. 


Comment 

4. (C) Thapa 

become increasingly outspoken in his criticism of the King - 
publicly assigning blame to him for failing to reach out to 
the Parties. We agree with his analysis that the danger of 
chaos and anarchy is very real. The question is whether the 
King 

three-week absence 

him to reverse a rapidly deteriorating political situation in 
his country. 

MILLARD 
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U.S. silence about the report is a clear indication of its 
authenticity. V" 


3. PRESS FREEDOM: On November 21 

of ruling GPC party) reported a demand by the Yemeni 
Journalists\' Syndicate that the press law providing for 
imprisonment of journalists should be abolished. On 
November 23 

General 

Al-Bokari sent to media contacts and to post 

the YJS as \"paralyzed\" and under attack both from outside 
forces and from internal pressures imposed by YJS board 
members close to the government. On November 28 
Times reported that a SanaVa court banned the newspaper 
AttajamuV (weekly 

Party) from publication for six months for publishing 

reports \"ridiculing Islam and touching on public security" 
and banned two journalists connected with the paper from 
publishing any articles for one year. [Note: The article 
which generated the verdict was an August 2005 retrospective 
regarding street fighting in 1968 between royalist 
supporters and Sha\'afi militants. End note.] 


4. SWISS TOURISTS: On November 21 

reported the kidnapping of two Swiss tourists near Marib. 
The kidnapper reportedly expressed no political demands 
asked only for the release of his imprisoned brother. On 
November 22 

Sanaa. 


7. CHILD LABOR: On November 28 
(English-language weekly; publisher is President Saleh\'s 
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personal media advisor) carried news of a Ministry of Labor 
report estimating the number of child laborers at 500 

Other media sources over the past week estimated the figure 
at 400 


5. HUNT OIL ARBITRATION PROCEEDINGS: On November 22 
Raynews (website of liberal opposition Rabita Party) carried 
straight reporting about Hunt OilVs decision to resort to 

arbitration with the International Chamber of Commerce in 

Paris against the government of Yemen for remuneration over 

the allegedly illegal expropriation of an oil production 

block operated by Hunt since 1982. 


6. MEHLIS REPORT: Press commentary on the Mehlis Report 
has been uniformly supportive of Syria and critical of the 

United States. On November 27 

Al-Qirbi that Yemen \"welcomes the agreement" between Syria 
and Mehlis to interrogate Syrian officials in Vienna. 


7. JMP REFORM INITIATIVE: On November 27 

media sources and some (though not all) official sources 
reported on the Joint Meeting Parties (coalition of 

opposition parties) announcement of a political reform 
initiative aimed at peaceful steps 

assistance 

and economic climate\" in Yemen. The JMP initiative elicited 
a swift reaction from the government. According to Al- 
Sahwa.net (Islah Party news site) Sultan Al-Barakani 

of the GPC parliamentary bloc 

Parliament the formation of a committee to investigate the 
initiative and branded it \"an incitement\" against the 

country and accused the JMP of \"treason\" and of \"throwing 
themselves into the arms of foreign powers." A commentary 
by the editor-in-chief of Al-Motamar.net (GPC website) 
criticized the initiative as V'unconstitutional 

and separatist.\" Mohammed al-Yadoumi 

the Islah party 

undermine any initiative for reform and called an open 
dialogue. 

KHOURY 
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Vernet in Le Monde (See Part C) while Liberation interviews 
Iraqi Foreign Affairs Minister Zebari who is on an official 

visit to Paris: V'Arab nations are taking an interest in Iraq 

once more 

Iraq might become a haven for a coalition of terrorists that 

will then turn against Saudi Arabia and other Gulf states. 
AllawiVs recent comments in the European press are 
unfortunate. He is sending the wrong message to the people of 
Iraq and to our friends. We have excellent relations with 


Column 3 
Paris: what divided us is part of the past. 


The \"disappointing\" conclusion of the EuroMed summit elicits a 
commentary from political analyst Alain Barluet in Le Figaro 

in which he notes the competition between Europe and the U.S. 
for that region of the world and concludes: V'Arab nations 

which are pragmatic 

resides more in Washington than in Barcelona." (See Part C) In 
Catholic La Croix Agnes Rotivel interviews researcher Dorothee 
Schmid: VBetween the U.S. 

the major subject of discussion is the evolution of the 

regimes and democratization. The day the subject was 
introduced it turned into a handicap. Nations are not willing 

to be caught by surprise or ignored over this issue. They feel 
that they are being sold political reforms 

After 9/11 

security tool by the Europeans. It is unfortunate because the 
partnerships have been undermined by mistrust 

bilateral level they seem to work.\" 

Le Figaro carries an op-ed by Ken Weinstein of the Hudson 
Institute criticizing the French social model 

Chirac\'s response to the recent suburban unrest and urging the 
French to regain their self-confidence. (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Alleged CIA Secret Prisons 


\"Brussels Threatens Nations that Might Harbor CIA Prisons.\" 
Jean-Pierre Stroobants in left-of-center Le Monde (11/30): 
\"Franco Frattini 

security issues said on Monday he asked the White House and 
the State Department for explanations regarding the alleged 
existence of CIA secret prisons in Europe. Frattini threatened 
to take away from EU member states 

such detention centers 

Commission 

tone of its remarks. Since then justice departments in several 
countries have asked for investigations and confirmed the use 
of local airports as a stopover for CIA flights 

to illegal detention and torture of presumed Islamic 

terrorists. The Council of Europe is investigating. Frattini 
indicated that the Treaty of Nice requires that member states 
respect fundamental liberties and human rights. Article 7 
gives the Council the prerogative to deprive them of their 

right to vote. According to the European administration 
Washington is said to have asked for a delay in order to 
formally answer Brussels\'s requests. ‘There is unfortunately 
no assurance yet\' that these prisons do not exist 

Frattini 

would respond to his request. Europe\'s attitude will depend on 
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the length of time Washington will take in answering 

added. If these prisons exist 

sanctions\' would be requested against those responsible. The 
subject is sure to come up next week when Secretary Rice 
travels to Europe. 


\"The Europeans Worried About CIA Secret Prisons V" 

Jean Quatremer in left-of-center Liberation (11/30): \"It is 

not an explicit confirmation 

existence of these secret prisons 

Gross answered in a roundabout way that "the U.S. is at war 
against terrorism.\' while Sean McCormack recognized the 
validity of EuropeVs questions. He also said the U.S. would 
answer ‘in as honest a manner as possible.V Secretary Rice who 
is expected in Europe next week assured her German counterpart 
she would answer the questions that the British EU Presidency 
would be asking. The Europeans attention to the issue has 
been growing. and lately the EU has begun to take the stories 
very seriously. After having first underestimated the affair 

the European authorities are now wondering whether some 
capitals did not effectively push their collaboration with 
Washington a little too far. Franco Frattini has raised his 

voice and invoked article 7: but to implement it 

needed that it was violated. Several political groups within 

the European Parliament are demanding the creation of an 
inquiry commission 

competency to investigate member nations. But this is not the 
case of the Council of Europe.\" 


VCIA Secret Prisons: Washington Is Not Denying Them" 
Right-of-center Le Figaro (11/30): \"Secretary Rice who is 
expected in Europe next week will most probably have to give 
explanations about the secret activities of the CIA in Europe. 
The CIAVs Porter Gross has neither confirmed nor denied the 
accusations. although he adamantly denied that the U.S. makes 
use of torture 


President Bush and His Iraq Policy 


\"Fukuyama 

Daniel Vernet in left-of-center Le Monde (11/30): \"The Iraqi 
expedition is a fiasco. It was started under a false pretext. 
President Bush managed to trigger exactly what he was trying 
to avoid. He did not find weapons of mass destruction in Iraq 
but the American intervention has provoked an armed 
insurrection led by Bin Laden\'s allies and the Baath party. 

His unilateral policy has contributed in isolating the U.S. 

from the rest of the world and triggered feelings of anti- 
Americanism. The results are catastrophic. William Kristol and 
Lawrence Kaplan said in 2002 Our Road Starts in Baghdad. It 
is more likely that it will end there. Is this the result of a 
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failed neo-conservative policy 
its principles? For Francis Fukuyama 


Iran- U.S.-Azerbaijan Relations 


VWashington and Tehran Rival For Azerbaijan\" 

Delphine Minoui in right-of-center Le Figaro (11/30): \"Iran is 
worried about WashingtonVs presence in Azerbaijan. The purpose 
of this U.S. military presence is barely hidden and aims 
essentially to control Iran. The Azeri Republic is at the 

heart of a battle for influence opposing Iran and the U.S. 
Rumors indicate that military bases will soon be built on the 
Iranian border. While officially Baku denies such military 
cooperation 

conservatives 

interested in the Azeri separatist movement in Iran 

could be used as a destabilizing force against Tehran\'s 
regime. The recent radical stance adopted by Iran\'s President 
could also influence the Americans towards a more acute 
presence in Azerbaijan.\" 


EuroMed- Europe Vs U.S. 

\"Euro-Mediterranean Misunderstandings Linger\" 

Alain Barluet in right-of-center Le Figaro (11/30): "To say 
that the Euro-Med summit was a disappointment is an 
understatement. So much so that one wonders whether there is 
more that separates the two sides of the Mediterranean than 
brings them together. What is at stake is all the more crucial 
because of the growing presence of the U.S. in the region. Of 
course the Greater Middle East 

Pakistan 

fall short of what EuroMed represents. EuroMed constitutes a 
global partnership to which the members have adhered 
willingly. This is the position put forward by diplomats who 
want to minimize the impact of U.S. efforts in the region. But 
the fact remains that despite the hatred elicited by President 
Bush in the Arab world 

free trade agreements 

Projects which the U.S. sometimes finances with European 
funds. Our Mediterranean neighbors 

lending their ears to the U.S. They know that the future of 
their region resides more in Washington than in Barcelona. V 


The French Social Model Seen From the U.S. 


\"Changing the French Social Model" 

Ken Weinstein of the Hudson Institute in right-of-center Le 
Figaro (11/30): V' The crisis France is experiencing is a deep 
moral 

worries foreign observers. France is in the grips of self- 
doubt. It is urgent for France to look into the failings of 
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its model. but it must go beyond a debate. The policy of 
complacency implemented for years must operate a radical 
shift. Elected to fight against FranceVs social fracture 
President Chirac has not only aggravated the fracture 

hidden his failures with a grandiose and anti-American foreign 
policy 

Solutions exist 

longer seems to possess. France must develop economic 
opportunities for all citizens. The French system of social 
protection should also be revised. The French must acknowledge 
that its population of immigrant origins is also French 

citizens. Mechanisms for social mobility must be re-enforced. 
In this regard 

measures will not be enough. The French must regain their self- 
confidence when it comes to their country\'s influence 
nationally and internationally. If passivity and a wait and 

see attitude take over 

for its allies. If the French decide to shoulder their 
responsibilities and tackle needed reforms 

will have received the proper answer.\" STAPLETON 
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still-to-be-determined consensus Arab opinion\" regarding ref 

b talking points. He and Al-Doesari welcomed the ref a 
invitation to participate at Hong Kong in USG-organized 
briefings and discussions on trade development assistance and 
development issues. Al-Ghanim offered to contact the U.S. 
delegation after arrival to schedule the ref a requested 

bilateral meeting in Hong Kong. 

TUELLER 
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SIPDIS 

Telegraph" of Calcutta reporting the arrest of a Bhutanese 
refugee in the Indian town of Kurseong for having Maoist 
links 

residents and Maoist groups. He stated that he had no 
information about a report from the Human Rights Organization 
of Bhutan (HUROB) concerning the arrest of four refugees for 
distributing pamphlets in the southern Bhutanese town of 
Phuntsholing. Separately 

began his V'road show" to discuss the new constitution with 
the people and has completed two of Bhutan\'s 20 districts. 
End Summary. 


Tshering: \"Nepal Has Cold Feet" 


SIPDIS 
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2. (C) Nepalese FM Pandey experienced a case of \"cold feet" 
in Dhaka and was unwilling to follow through on the agreement 
made between Bhutan and Nepal during the September 2005 UNGA 
for the immediate repatriation of category 1 and 4 refugees 
from the Khudunabari camp 

that Nepal\'s unwillingness to put the agreement in writing 
raises doubts about the governmentVs sincerity 

relying solely on a verbal agreement could lead to further 
confusion 

Kathmandu. It is important to solidify the agreement in 

writing so we can move forward 

reiterated the RGOB position that verification and 

repatriation of Khudunabari should be completed before 
starting work on other camps. 


First Deliver Terms and Conditions of Return 


3. (C) Tshering commented that Bhutan and Nepal must jointly 
deliver the terms and conditions for return to the camp 
residents before any voluntary repatriation can take place. 

We must provide these conditions 

each country 

educated decision as to what they would like to do 

said. He noted that the RGOB had provided the GON with a 
copy of these terms and conditions. Tshering also indicated 
that the RGOB does not want international monitors to oversee 
resettlement efforts in Bhutan 

resettlement occurs 

be requested.\" Tshering signaled Bhutan would be able to 
move forward on the repatriation shortly after the conditions 
were shared with the refugees. 

Willing to Work With Either the King or Political Parties 


4. (C) Noting that Bhutan is in a Vstrange situation 

having to deal with an unstable regime in which the political 
parties have stated (sic) they would disavow any agreements 
made by the King 

deterred.\" He said the RGOB would work with either group to 
resolve the refugee issue and that the main concern is 

finding a durable and lasting solution. PolCouns remarked 

that the USG was pleased to hear that the political turmoil 

in Nepal had not stopped Bhutan\'s willingness to move forward. 


Maoists 


5. (C) Passing us a November 5 article from \"The Telegraph" 
out of Calcutta reporting on the arrest of a camp resident in 
the Indian town of Kurseong (30 kilometers from Darjeeling) 
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for having ties to the Maoists 

concerns that Maoists had infiltrated the camps 

they were developing ties with other militant/terrorist 
groups in the region. He said 

can ill afford the nexus of the United Liberation Front of 
Assam (ULFA) 

Bhutan 

However 

repatriation of category 1 and 4 refugees under the latest 
agreement 


Arrest of Pamphleteers in Phuntsholing 


6. (C) PolCouns raised concern about the reported arrest of 
four refugees in the southern Bhutanese town of Phuntsholing 
for distributing pamphlets calling for the repatriation of 

the refugee population. Tshering stated that he had not 

heard about the HUROB report. (Note: HUROB sent us an email 
on November 28 claiming that four refugees were arrested that 
day by the Royal Bhutanese Army and their whereabouts are 
unknown. End Note.) Tshering discounted the accusation 
stating that there are \"Umpteen numbers of these groups!" in 
Nepal 

unsubstantiated allegations. 


A Democratic King Begins Educational Tour 


7. (U) In order to inform the Bhutanese populace about 
democracy and the draft constitution 

King Wangchuck has begun his educational V'road show" around 
the country and has completed audiences in two of Bhutan\'s 20 
districts. Tshering was noncommittal as to when he thinks 

the referendum on the constitution would take place. 

MULFORD 
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dialogue. The opening of the bus route across the line of 
control (LoC) was an important confidence building measure 
(CBM) 

no other CBMs have since been implemented. 


3. (C) Acknowledging that human rights abuses by security 
forces in the Valley have decreased over the last three 
years 

levels in order to reduce tensions. Commenting that \"with 
only 3 

need hundreds of thousands of troops to maintain control 
Mirwaiz asserted that the GOI should make the necessary 
changes on the ground to facilitate a peaceful solution. 
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Mirwaiz suggested that a military solution is not attainable 
and the GOI and GOP must change their historical stances in 
order to find a political resolution to the problem. 


Omar Abdullah 
President 


4. (C) Abdullah 

acknowledged that the National Conference and the Hurriyat 
differ on how to solve the J&K issue. He remarked that the 
Hurriyat seeks a solution reflecting pre-1947 borders 

the National Conference wants a resolution in line with the 
Vexisting special relationship J&K has with India\" and in 
accordance with the Indian Constitution. However 

with Mirwaiz that military force would not succeed and that 
India and Pakistan must move away from their stated 
positions. According to Abdullah 

than Delhi in recent years in changing their stance 

is now time for the Indian Prime Minister to start thinking 
Voutside the box.\" He proffered that each time there is a 
new proposal 

demonstrating that the GOI is quite content with the status 
quo. He also discounted the claims that the GOI has a road 
map for J&K 

dedicated to finding a solution within the Indian 

constitution 

exist. 


5. (C) Abdullah commented that improvements often listed by 
J&K watchers 

have not really benefited the people in the Valley. The 

recent earthquake has forced the hand of the Indian and 
Pakistani governments 

withhold judgment until concrete results are achieved. He 
concluded that V'a solution will not be found because India 
and Pakistan want a solution 

the world will demand it. V" 


Madhu Kishwar 
Center for the Study of Developing Society 


6. (C) Kishwar 

that the \"Kashmir problem" affects many more people than just 
Kashmiris 

multi-cultural. Indicating that many of the groups 

the Pahari 

different opinions on the future status of J&K 

that a solution to the conflict in the Valley must include 

their sentiments. A problem that also needs to be overcome 
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is the lack of credibility of local politicians 

stated. She noted that many politicians change their 
position depending on their audience 

not trust them to tell the truth. She concluded that in 

order to strengthen the peace process 

discount the many small improvements that have taken place. 
Highlighting human rights improvements since 2004 
increased voter turnout and a decrease in military abuses 
she suggested that the parties involved analyze these small 
successes and find a way to translate them to the larger 
picture. 


Dr. Ajay Chrungoo 
Chairman 


7. (C) Dr. Chrungoo 

when the other participants talk of \"Kashmiris 

include Pandits in this group and asserted that the first 
expression of separatist violence was the ethnic cleansing of 
Pandits from the Valley in 1989. He warned that if these 
atrocities were not addressed and the PanditsY concerns 
heard 

Chrungoo reiterated Delhi-based analyst Radha Kumar\'s call to 
include all of the ethnic and religious groups in the 

conflict resolution process. He warned that the radical 
Muslim element of the separatist movement is by far the most 
dangerous 

Discounting claims that the 2004 election was an important 
step 

violence 

free and fair. Chrungoo concluded that the politics of the 
Kashmir Valley have been exclusionary (of Hindus 

Sikhs) 

extremism and result in another \"Afghanistan.\" 


Wajahat Habibullah 
Chief Information Commissioner of India 


8. (C) Mr. Habibullah 

during the early 1990s 

diverse group in Delhi to discuss openly the issue was 
significant in itself as a sign of India\'s and J&KVs 

democracy. He noted that such discussions have also occurred 
in Kashmir 

Abdullah and Jammu and Kashmir Liberation Front Chairman 
Yasin Malik. Habibullah remarked that there are many 
positive developments occurring in the Valley. \"The fact 

that there is a working government is notable considering 
until recently 
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the collapse of the administration and the exodus of the 
Pandits 

democracy in order to solve the Valley\'s woes 

with only 20 percent participation in the Valley during the 
last election 


Dr. Radha Kumar 
Delhi Policy Group 


9. (C) Kumar signaled that the recent earthquake could 
create an V'enormous opportunity!" for the adoption of more 
CBMs between India and Pakistan. She noted that relief 
efforts could develop greater ties between governments 
society and the Valley residents 

discussion of the problem. She noted that there are ongoing 
talks regarding the devolution of power 

see on the Vother side of the border.\" She warned that 
radical terrorist groups have carried out extensive 
post-disaster work 

militants 

democratization process forward. 


Representative Dan Burton 


10. (C) Thanking the participates for the informative 
discussion 

of the Kashmir issue 

upcoming meetings with PM Singh and President Musharaff. 


11. (U) This cable has been cleared by Congressman Dan Burton. 
MULFORD 
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REFERENDUM 


REF: A) YEREVAN 2074 B) YEREVAN 2062 


Classified By: Amb. John M. Evans for reasons 1.4 (b 


1. (C) Despite what Council of Europe (CoE) observers are 
calling a \"marred\" referendum and considerable NGO and 
opposition concern about alleged voting irregularities (ref 

A) 

quietly embrace the new constitution that it helped draft. 
World Bank Resident Representative Roger Robinson told us 
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November 29 that \"sometimes you get something good out of bad 
events," we expect that the rest of the international 

community will feel the same 

the CoE observer team made a similar comment. 


2. (C) While we called publicly for a referendum that met 
international standards and have now joined calls for 
investigation of the allegations of fraud 

voting abuses only highlight the serious need for our 
proposed Democracy Promotion Strategy (ref B). Specifically 
we expect that our assistance 

2007/2008 electoral cycle has a better-than-even chance of 
improving the votersY lists 

administration 

judiciary 

voter information 

opinion polling 

continuing the fight against corruption 

role for an independent media 

involving the international community. President Kocharian 
endorsed our package of measures in September 
previewed it with him 

term of office. This may provide a better context for making 
progress than would be the case if he were seeking 
re-election. But because Kocharian is no democrat at heart 
we also believe that our program of pro-democracy 
interventions will need to be complemented by diplomatic and 
public diplomacy pressure at every step of the way. 


3. (C) If the GOAM can keep from overreacting as the 
opposition mounts (what have been to date only lackadaisical) 
protests 

to move forward. While preliminary indications are not 
uniformly positive (opposition groups report a number of 
detentions 

this weekVs protests) 

deliberately add fuel to the opposition Ys barely smoldering 
fire. We believe that our only option 

disappointment 

to the democratic 

EVANS 
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is proof that that the steps we have taken have 
unprecedented public support from the entire country 
Sharon told the mayors. Agriculture Minister Yisrael 
Katz (Likud) said that Sharon was unfairly taking 
advantage of the Prime Ministers Office to advance his 
political party 

several mayors and Likud members in attendance said 
they would work to prevent the election of Binyamin 
Netanyahu as Likud chairman so that Sharon could form a 
coalition with his former party should Shalom or Shaul 
Mofaz be elected Likud leaders. In a related report 
several Kadima members were cited as saying yesterday 
that the new Kadima party is \"beginning to look too 
leftist. V" 

MaVariv reports that a poll conducted yesterday among 
Likud members shows Netanyahu leading with 3996 
followed by Mofaz (19%) and Shalom (12%). MaVariv and 
YediVot Aharonot carry the same results of telephone 
polls (of a representative sample of Israelis) 

conducted yesterday 

falling further 

poll question was: V'Were elections held today 

which of the following parties would you vote?" The 
results are given in Knesset seats 

results are given in brackets: Kadima: 34 (33) 

27 (26) 

parties: 6 (5) 

Yahad-Meretz: 5 (5) 

4 (3) 

HaVaretz reports that the religious parties stopped 
deliberations on a potential merger as public opinion 
polls they commissioned revealed that a united list 
would score less votes than if the parties run 
separately. 

The Post reports that the defense establishment 
presented Prime Minister Ariel Sharon Tuesday with a 
plan to halt smuggling from the Sinai by building a 
robust security fence along the Egyptian border. 
Sharon said he would bring the plan 

some NIS 1.5 billion 

weeks.\" YediVot Aharonot reports that 

border area yesterday 

officials that more than 4 

Israel across the V'porous border" last year. Sharon 
instructed that this must be stopped 

is no difference between criminal and terror-related 
smuggling. 

The Jerusalem Post reports that settler leaders on 
Tuesday launched an open-ended sit down strike opposite 
the government compound in Jerusalem to protest the 
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government \"neglect\" and \"obtuseness\" in dealing with 
the thousands of Israeli evacuees. The demonstration 
got off to a slow start with \"a mere dozen participants 

in the huge white tent!" erected opposite the foreign 
ministry. 

The army radio reported that the Supreme Court has 
decided to allow the extradition of ZeVev Rosenstein 

the Israel Police\'s number one intelligence target 

the United States. He is suspected of involvement in 
worldwide drug deals worth tens of millions of dollars. 

A three-judge panel ruled unanimously that Rosenstein\'s 
extradition was the correct course of action and 
stemmed from the recognition of the USVs natural right 
to defend itself against people who rise up against it. 
Rosenstein\'s request to be tried in Israel was 

rejected. 

MaVariv reports that last week 

construction of new separation fence segments - 
totaling 71km -- were issued. The tenders are expected 
to total more than 700 million shekels 

be done in 17 different sectors 

expected by the end of December. Work is to begin in 
January and end around December 2006. 

Citing an AP report 

the United States acknowledged Tuesday that reports of 
secret US-run terror prisons have raised an outcry 


SIPDIS 

among European allies 

its actions. Without confirming that any CIA detention 
sites exist in Europe 

said the US has not violated either its own laws or 
international treaties. V The United States in its 

actions does not break US law 

McCormack said. \"All its actions comply with the (US) 
Constitution and we abide by our international 
obligations. 

The Jerusalem Post reported that 

November 24 rally in Damascus 

former US State Representative from Louisiana David 
Duke called the US a land \"occupied\" by Zionists. \"The 
Zionists occupy most of the American media and now 
control much of American government. It is not just the 
West Bank of Palestine 

Heights that are occupied by the Zionists 

Washington DC 

capitals in the world 

The Jerusalem Post reported that as the United Nations 
began its annual debate on the Palestinian issue 
Tuesday 

against Israel than in former years. Israeli diplomats 
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at the UN have managed to take off the agenda one of 
the anti-Israeli resolutions and are negotiating a 
weaker language for other resolutions condemning 
Israel. 


Independent 

the illegal outposts that the Israeli Government is not 
dismantling live outlaws who not only seize others\' 
lands 

property.. Needless to say that no government 
authority is doing anything to change this reality. V 
Senior military affairs analyst Reuven Pedatzur writes 
in independent 

accept the conclusions of the analysis presented by the 
Jaffee Center for Strategic Studies 

situation has never been better.. If things are so 
good 

in security? This is from where much money can be 
taken to solve much of Israel\'s poverty problems 
make the defense minister lose sleep. V" 


Block Quotes: 


|. "Who Will Deal With Choppers Of Trees?" 
Independent 

the illegal outposts that the Israeli Government is not 
dismantling live outlaws who not only seize others\' 
lands 

property 

olive picking season has in recent years turned into 
fun season for some of the outpost dwellers and the 
damage they cause - undisturbed - to Palestinian olive 
plantations is inconceivable.. The Samaria and Judea 
District police say 672 cases were opened against 
Israelis who attacked Palestinians 

indication of results. Most of the cases are closed 
with time 

the police are not investing resources in the district 
the police stations are inside settlements and the 
Palestinians are afraid to come there and report 

the police officers are themselves settlers. Needless 
to say that no government authority is doing anything 
to change this reality. V" 

II. V'Our Situation is Better Than Ever" 

Senior military affairs analyst Reuven Pedatzur writes 
in independent 
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accept the conclusions of the analysis presented by the 
Jaffee Center for Strategic Studies last week 
strategic situation has never been better.. As its 
power of deterrence grew 

The threat of terror indeed remained 

existential threat. The future potentially holds an 
Iranian nuclear threat 

years before it becomes real. Syria is weaker and 
isolated. 

accord with Jordan is stable. 

completely eliminated the age-long threat of the 
eastern front. 

era in IsraelVs relations with Europe. 

relations with the United States are better than ever 
and the Bush administration. is actually giving Israel 
a free reign in its war against terror. Even the 
developments in the PA territories helped improve 
Israel's security situation.. If things are so good 

why does Israel keep investing so many resources in 
security 

Jaffee Center report does not ask that.. The situation 
should have led to a decision on substantial cuts in 
the security budget and the formulation of a new 
security concept that would cost much less than the 
current one. Regrettably 

the defense minister is advised to read the report to 
remind himself of things he probably knows well. This 
is from where a lot of money can be taken to solve much 
of Israels poverty problems 

minister lose sleep. V 
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in the room. He admitted he and the Jowhar TFG faction were 
taking liberties with the Transitional Federal Charter 

claimed to be the only man able to unite Somalia 

bemoaned his inability to bring together a session of 
Parliament. END SUMMARY. 


FINALLY 


2. (C) Transitional Federal Government (TFG) Prime Minster 
Ali Mohamed Gedi met Somalia Watcher November 25 at our 
request 

accorded Somalia Watcher since February. The meeting took 
place in the former Nairobi residence of the late SPLA/SPLM 
leader Dr. John Garang 

GediVs use (although rumors have Gedi pocketing the 

$1 


in Jowhar 
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time. Also in attendance was Mohamed Ali Nur 

\"Americo\" 

Office of the Prime Minister in Nairobi. No other 
Transitional Federal Institution (TFI) members were present. 


3. (C) Gedi welcomed Somalia Watcher with the same 

affability he had shown us and other USG officials in the 

first months of his Ministry 

much time had passed without an exchange of views. For the 
rest of the hour-and-a-half meeting 

hard-line defense of TFG President Abdullahi Yusuf Ahmed and 
the Jowhar factionVs activities since June 

discussion of the barriers to success of the TFls. His 

switches seemed to be dictated by whether Americo was in the 
room or not. 


IN DEFENSE OF JOWHAR 


4. (C) The PM\'s accusatory and defensive side took on the 
predictable hues of a \"Yusufian\" diatribe against the MPs 
and Ministers who have refused to join the Jowhar faction. 
Gedi decried the absence of an international community 
denunciation of the November 12 killings in Mogadishu of two 
children of one of the Parliament\'s Deputy Speakers. He 
claimed that TFG Minister for Commerce and warlord Muse Sudi 
Yalahow had threatened to commit such an atrocity against 
any MP who \"defected\" to Jowhar 

subsequent international condemnation. Gedi also accused 
the USG and UN Security Council of seeking to leave Somalia 
defenseless in a hostile neighborhood via the UN arms 
embargo. He opined it seemed that the world wanted him to 
sit quietly and wait for the warlords to come kill him 

declared that he and his colleagues in Jowhar simply could 
not take such a passive position. The USGVs comparative 
silence left him wondering if in fact the U.S. wanted 
governance at all for Somalia. Such silence seemed to him 
particularly striking in light of a real terrorist threat -- 

to which he gave responsibility for the November 6 attack on 
his convoy in Mogadishu. \"You only tell us that we must go 
catch the bad guys -- not about how we are supposed to 
survive the effort. V" 


HOW TO CREATE A VTHIRD WAY!" 


5. (C) Gedi seemed to revert to his old NGO personality 
whenever left alone for a few minutes. He could slip 
seamlessly from a rant against the perfidious UN to 


plaintive discussions of how to unite the TFls each time his 
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aide left the room. 


6. (C) The PM on these occasions stated that his first 
priority was to set in motion a process leading to a full 
session of Parliament. He claimed full awareness of the 
fact that many of the actions the Jowhar faction had taken 
since June were illegal under the Transitional Federal 
Charter. \"We cannot spend or commit funds without 
Parliament to approve expenditures 

cannot govern if we cannot spend.\" He readily admitted that 
the coastal security contract his Minister of Fisheries had 
signed that morning was of questionable legality (see reftel 
A) 

our natural resources -- and of course 


7. (C) PM Gedi brought up the Barre Hirale initiative 

wherein the TFG Minister for Reconstruction and Resettlement 
has been seeking to convene a committee of MPs in Kismayo to 
discuss the modalities of a full session of Parliament. 

Gedi stated that the backers of the initiative appeared to 

be a group of MPs who realized that V'they had made a very 
stupid mistake" in aligning themselves with one side or the 
other in the TFI division. (He did not opine on whether his 
alignment was also a V'stupid mistake\".) These MPs 
according to Gedi 

center of the dispute. The PM considered this to be the 

only hope for reaching a point where Parliament could 

actually convene. 


8. (C) Somalia Watcher drew from the message that AF DAS 
Yamamoto had delivered to Yusuf on the margins of the United 
Nations General Assembly (reftel B). Asking the PM to put 
aside the question of whether one TFI faction or the other 

was right or wrong 


- Our bilateral engagement will be part of a process 
based on opportunities presented through the framework of 
the TFls. 


- The USG does not support individual leaders or groups 
and consequently we await evidence of positive relations 
among Somali leaders and their ability to cooperate for the 
good of the country. 


-- The most compelling evidence of positive relations 
would be the uniting of a parliamentary quorum across 
faction lines to meet 

differences. 


9. (C) Gedi heard this message without debate 
the parliament\'s legitimacy-in-numbers might reduce the 
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current focus on individual personalities. He expressed his 
doubts 

particular 

the Jowhar faction to the \"third way" center -- despite 
having earlier claimed (within earshot of others) that he 
was the only Somali politician capable of uniting all 
factions. 


COMMENT: 


10. (C) The PM\'s nearly schizophrenic switches between "'NGO 
Ali\" and \"Yusuf\'s Prime Minister" were dizzying. The 
relatively opulent surroundings of his UN-financed digs gave 
pause 

funds flowing into the Jowhar faction from Italian bilateral 

aid or European Commission finances were finding their end 
use. While wanting to believe that GediVs apparently 

sincere and pensive moments were the true expressions of his 
political leanings 

that his hard-line support for Yusuf is closer to reality. 

As with most things Somali 

combination of these two extremes 

susceptible to influence should the proper incentives and 


disincentives be placed before him. Additional cash is 
probably not the answer 

comfortably in a fully-furnished seven-bedroom house 
beyond the means of either a former large animal 
veterinarianVs savings or of his office\'s legitimate revenue 
stream. More likely to provide appropriate incentives might 
be help to the PM in finding a way out of the deadly cul de 
sac in which he finds himself. END COMMENT. 
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while heading up past investigations; however 

investigation focused too much on official testimony while 
neglecting information from the local 

public. . (Comment: We do not concur with this assessment of 
Elkatmis 

Susurluk incident several years ago. We have found him to be 
narrow-minded 

famously accused the U.S. of \"genocide\" in Iraq. End Comment.) 


Hakkari and Tokat Governors Switch Seats 


3. (SBU) On November 25 
re-assigned as governor of Tokat Province 
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governor was assigned to replace Gurbuz in Hakkari. Gurbuz told 
the press that the change was a normal practice of the 
government and could even be regarded as a promotion 

Tokat is a bigger province. Hakkari Mayor (DEHAP) Tekce was 
critical of the appointment when we spoke with him 

this will not help bring the Semdinli perpetrators to justice 
especially since the appointment is being depicted as a 
promotion. Reporter Duzel claimed to us that the local public 
does not find the governor\'s appointment a positive development 
since many believe he should have been suspended from his 
position and an investigation against him should have been 
initiated. Duzel added that the governor has caused an erosion 
of confidence over the past few months as he has \"misinformed\" 
the public about alleged local civilian involvement in 

Vterrorist activities. V 


Case to be Tried Under Organized Crime Statutes 


4. (SBU) On November 24 

decided to try the Semdinli bombing case in the jurisdiction of 
the Van special felony Court 

be tried under organized crime statutes 

deeper and broader investigation of suspects and witnesses 
connected with the case than would be allowed under other 
criminal statutes. Mayor Tekce described this as a positive 
development 

the government would bring the perpetrators to justice. In line 
with TekceVs remarks 

that justice will be done 

judiciary continues to weaken. (Comment: Our interlocutorsV 
viewpoints are broadly held 

End Comment.) Members of the Van Bar Association told us that 
holding the trial in the Van court showed that the case was 
being taken more seriously by the government than if it had been 
tried in a Semdinli court. They added that three government 
prosecutors are currently working on the case 

all files related to the case are inaccessible to the public 
during the prosecutor\'s investigation. Observers also noted 
that the more extensive investigatory breadth of the organized 
crimes statute still resulted in the locally much criticized 
VYuksekova Gang\" verdict in which all defendants 

defector 


Two Suspects Arrested 


5. (U) November 29 press reports claimed that upon a request 
from the head prosecutor investigating the Semdinli case 

two state jandarma members implicated in the bombing were 
arrested and 
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with treason. These suspects were initially detained by police 
when the bombing occurred 

press 

was made as a precautionary measure to help calm public outcry 
over their release. 


PM Inserts Foot in Mouth 


6. (U) The November 29 press further reported that lawyers and 
politicians criticized PM Erdogan for meddling in the judicial 
process when he said that local people in Semdinli should not be 
called as witnesses in the court case since they might be 
intimidated by the PKK. Reacting to the PM\'s remarks 
Diyarbakir Bar Association head Sezgin Tanrikulu called the PM\'s 
words \"unfortunate\" and said they had increased concerns that 
the truth about the Semdinli incident would not be revealed. 

Head of the Van Bar Association Ayhan Cubuk told the press that 
the PM\'s words showed his mistrust of the people. CHP deputy 
chairman Cevdet Selvi told the press that if the government was 
convinced that witnesses are under threat 

steps to ensure their safety. 


Comment 


7. (SBU) Initial moves by the government to project the image 
that authorities are unified and sincere in their desire to 

bring about a fair and just outcome in this case are 

failing to persuade regional critics and most legal observers 
The de facto arrest of the two jandarma implicated in the case 
the use of the organized crime statute and boosting the 
investigative team from one to three prosecutors are noteworthy 
but public attention in the southeast is still focusing on 
parallels with past cases based on similar allegations which 
they consider whitewashes 

VYuksekova Gang\" case and Susurluk organized crime case. 
REID 
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Security: Why Women?\" 


2. On December 10 

Rights is arranging an event at the Al Hussein Cultural 

Center of the Municipality of Amman to celebrate Human 
Rights Day. The agenda will include a photo exhibit and a 
lecture given by Dr. Walid Abdul Hai 

Science from Yarmouk University entitled \"The Effect of 
Globalization on Human Rights.\" Amb. Hunt has been invited 
to attend 
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3. Later that day 

honor of Ambassador Hunt for high-level activists in the 
human rights arena as well as government officials. 


4. The Public Affairs and Political Sections are planning 

to mark Human Rights Day in partnership with the National 
Center for Human Rights. We are taking advantage of 
Ambassador HuntVs visit to invite human rights activists 
government officials 

debate and open dialogue on \"Women\'s Rights as a part of 
Human Rights." The panel debate will take place December 11 
at Al Hussein Club 

Affairs Section. Ambassador Hale will attend the 

roundtable. 
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process in Cuba\" and that \"we have much to do for democracy 
in Cuba.Y The Lula Administration argues that engagement 
rather than isolation 

behavior; it states it has been critical of the Castro 

regimeVs actions behind the scenes. The GoB 

general aversion to meddling in the internal affairs of other 
countries and routinely opposes V'single country" resolutions 
at the United Nations 

Brazilian media and NGOs are much less hesitant to criticize 
the Castro regime pointedly. 


2. (C) In the past 

unsuccessfully to allow Cuba entry into the Rio Group. 
Lula\'s Workers\' Party (PT) 

refuge in Cuba from persecution during Brazil\'s military 
dictatorship 

campaign contribution (ranging from US$1.4 to US$3 million) 
during the 2002 presidential elections. Beyond allegations 
made in the media by various self-described witnesses to the 
transaction 

has emerged. 


3. (SBU) On the economic front 

between Cuba and the Mercosul common market 

is the largest member. Brazil supports MercosulVs plans to 
conclude a trade pact with Cuba 

islandVs relationship with Mercosul would fall short of full 
membership. Bilateral Brazilian trade with Cuba grew to 
US$177.2 million in 2004 

Brazilian exports of US$131.9 million in 2004 to Cuba 
consisted primarily of chicken 

and buses. 2004 imports from Cuba of US$22.3 million were 
dominated by medicines and vaccines. Over the period 
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2001-2003 

provided US$52.3 million in export credits to finance the 
export of automobiles and buses to Cuba. Local accounts 
suggest that potential BNDES export credits for Cuba are 
under-utilized. 


4. (SBU) There has been a trickle of Brazilian investment to 
Cuba. According to Central Bank data 

held investments valued at US$19 million in Cuba in 2004. 
Petrobras holds rights to an offshore oil exploration block 
the potential of which it is evaluating. Petrobras formed in 
2004 a lubricants joint venture in Cuba with Venezuela\'s 
PDVSA and a local partner. (Note: local media accounts 
suggest that differences over ownership and controlling 
interests have delayed this investment 

reportedly limits foreign ownership to 49% of joint ventures.) 
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action was not necessary 

taken in this particular case. She also noted that 

Article 29 of the Convention on Cultural diversity 

provided for entry into force after deposit of the 

thirtieth instrument of \"ratification 

approval or accession" and that Canada\'s \"acceptance\" 
instrument would be the first to be deposited in 

UNESCO. 


3. The 23 November statement of the Canadian 
Department of Cultural Heritage explains the Canadian 
view and says 


\"Early acceptance by Canada of this Convention 
confirms our strong leadership and commitment to the 
protection and promotion of the diversity of cultural 
expressions 

Minister responsible for Status of Women Liza Frulla. 
VI want to thank representatives of provincial and 
territorial governments 

community 

have done since 1998 to help develop and build 
international support for this Convention. Every 
culture must have the means to promote its ideas 
values 

The Convention will allow us to do that. V 


4. The Canadian acceptance of the Cultural Diversity 
Convention comes even before the absolutely last final 
text is available. The UNESCO web site text of the 
convention (http://portal.unesco.org/culture/en/ev.php- 
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URL ID229123&URL DO-DO TOPIC&URL SECTION-201. html) 
warns that this is only an advance copy of the 

Convention which has not gone through the standard 
editing and language reconciliation procedure. A 
UNESCO staffer told poloff that Canada\'s acceptance was 
a bit premature 

the Convention across the political spectrum was rock- 
solid and speculated that any new Canadian government 
would likely jump at the opportunity to score points in 
Canada by accepting the Convention once again. 


5. Levasseur confirmed to poloff 28 Nov that Canadian 
diplomatic strategy calls for obtaining quick 

ratifications in capitals so that the Convention enters 
into force as soon as possible. Canada is not alone. 
As reported ref 

Douste Blazy recently reaffirmed that France will 
quickly ratify the Convention and will continue to urge 
others to do so. 


6. Steps have already been taken to execute this 
strategy. 


--A Canadian NGO 

Professionals (INCP) 

diplomatic efforts on culture matters was the official 
sponsor of a recent Culture Ministers\' conference in 
Dakar at which a top UNESCO culture official was slated 
to plump for quick ratification of the Convention. A 
political lobbying group that is funded by the Canadian 
government 

Diversity (INCD) 

in support of the Cultural Diversity Convention 
throughout the negotiations 
(http://www.incd.net/resources.html) that its own 

annual meeting would be held in Dakar in the same time 
frame 

ministers attending the other 

meeting and that the conclusions of its INCD meeting 
were slated for formal presentation at the ministersV 
meeting. 
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Status and Future of U.S.-Tajikistan Relations. Text of the 
speech follows in para two. 


2. BEGIN TEXT: 
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Thank you for the opportunity to meet with members of 
parliament 

Youth Committee of the Government of the Republic of Tajikistan 
People\'s Democratic Party of Tajikistan activists 

representatives 

asked me to discuss U.S.-Tajik relations. 


This is especially timely because the U.S. Government has 
recently completed a comprehensive review of its relations with 
all the countries of Central Asia. In broadest terms 

reaffirmed that U.S. interests are 1) political and economic 
reform 

narcotics) 

three equally together is to promote long-term stability 
neighborly regional cooperation 


ENERGY AND COMMERCE 


Let\'s look at each of these three for Tajikistan 

energy and commerce. In recent years 

Rahmonov has advocated a convincing plan to develop 
hydroelectric power and to improve land transportation routes 
for the region. We have listened to his views 

with him. 


During her October visit to Central Asia 

Condoleezza Rice announced the Infrastructure Integration 
Initiative for Greater Central Asia 

think few in the region paid much attention to this 

very significant development. We want to see an improved system 
of roads and highways that will allow goods to transit the 
region efficiently and reach international markets via 
warm-water ports in the south. To that end 

rebuild the highways in Afghanistan 

influence in International Financial Institutions to support 
road projects in Central Asia 


A most recent example is U.S. support for the Asian Development 
Bank loan to rebuild the road from Dushanbe to Kyrgyzstan 
through the Rasht Valley. If the farmers in Rasht can once 

again get their magnificent fruit and other agricultural 

products to markets far beyond their villages 

return to that region. 


And of course by now you are familiar with the U.S. gift of 
about $30 million and the technical expertise to build an 
international bridge between Tajikistan and Afghanistan 

as the customs and border-control points at both ends of the 
bridge. When we say we will do something 


We also see the value of developing Tajikistan\'s considerable 
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hydroelectric potential for use in Tajikistan and to sell more 

broadly in the region. This will take more than finishing 

several major dams and hydroelectric stations. Electricity 
transmission lines and complex international marketing systems 
need to be established. Both your Ambassador Homrahon Zaripov 
in Washington and | have strongly promoted this project in 
Washington. 


| am very pleased that a major U.S. corporation with worldwide 
business interests is negotiating closely with Russia's RAO UES 
to help President Rahmonov\'s vision become reality. Further 
U.S. Government commercial and financial departments are 
increasingly involved and want to see this project reach 

fruition. We understand that achieving this goal will enhance 
stability and promote long-term prosperity for the entire 

region. Some do not want U.S. participation in this project 

but it would be a good guarantee for Tajikistan\'s economic 
sovereignty in the global economy. 


SECURITY 


The U.S.-Tajikistan security relationship is consistently 

growing. In recent months 

nations around the world that support the Proliferation Security 
Initiative to prevent the illegal trans-shipment of weapons of 

mass destruction 

Also 

Weapons of Mass Destruction Agreement between our two countries 
and will open the door for significant new security-assistance 
programs. These are just the latest developments. 


We take seriously our partnership to enhance border security and 
counter-narcotics programs in Tajikistan. In the U.S. fiscal 

year 2005 

essential activities - a truly significant increase above 

previous years\' funding. 


Some like to complain and blame Tajikistan for the narcotics 
transiting its territory. We 

something about it. It is no secret that it is largely U.S. 

funding that is responsible for Tajikistan\'s Drug Control Agency 
having gained international praise for its professionalism and 
effectiveness. And 

Tajik patriots 

make the Drug Control Agency a success. Our support continues 
and soon the U.S. Drug Enforcement Agency will open an office in 
Dushanbe to further enhance anti-narcotics cooperation between 
our two countries 

want to work closely with Russia on this issue. 


In response to TajikistanVs request 
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the State Committee for Border Protection and providing both 
material assistance and training 

European Commission 

its own boarders. This is necessary not only for regional 
security 


Finally 
counter-terrorism programs with Tajikistan that 
term 


POLITICAL AND ECONOMIC REFORM 
LetVs start with economic reform. 


As | have done before 

Tajikistan for the credible steps it has taken toward economic 
and financial reform. These include banking reform 
simplified regulations to make it easier to register a new 
business 

Organization. 


But good laws and regulations aren\'t very useful if they are not 
implemented fairly and honestly. More than anything else 
corruption and protection of special interests - which are often 


one and the same thing - will impede economic development. 


Do you know what especially annoys small business owners in 
Tajikistan? The constant 

health inspectors 

even inspectors of inspectors - all who have their hands out and 
their pockets open. This is more than annoying; it\'s 
destructive. 


A general manager of a successful medium-sized business in 
Dushanbe recently told me his company lost nearly 40 days last 
year to dealing with so-called inspectors. This is 40 days of 

lost productivity. This is 40 days of lost profit and lost 

legitimate tax base for the central governmentVs budget. 


Now for political reform. Let me see if | can find a new way to 
explain our views so that | don\'t sound like a V'revolutionary 
Bolshevik\" seeking to overthrow an old system and impose a new 
ideology - because we honestly seek democratic evolution 

\"color revolution.\" We want the current government to succeed 
according to modern international standards. 


Let me say plainly and clearly that we are not seeking to drag 
countries away from one sphere of influence into another one. 
ThatVs a very old-guard way of thinking. It is a discredited 
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ideology. In the 19th century 

between the British and Russian Empires in Greater Central Asia. 
In the 20th century 

Soviet Union and the West. This is now the 21st century 

times have changed. To divide modern international relations 
into different \"spheres of influence\" is to live in a supposed 

V paradise lost!" and is historically doomed to failure. 


In the contemporary world 

foremost what is in their own national interests. What will 
make them truly stable and prosperous? What will give their 
populations hope for the future? And | have to say it\'s not 
holding Big Brother\'s hand every time you want to cross the 
street. 


| fully understand Tajikistan seeks stability above all else 
because of the traumatic memories of the civil war. But please 
consider this stark fact - 50 percent of the population of 
Tajikistan is under 16 years of age. What will happen in five 
years 

personal memories of the civil war? Isn\'t it better to prepare 

a future for them that will guarantee them an economic and 
political place in society so that they don\'t have to rebel to 
demand it? IsnVt that the essence of true 


We firmly believe that you prepare the next generation by giving 
them the opportunities to become responsible citizens and to 
think for themselves. Not everyone who has an opinion different 
from the official opinion is \"an enemy.\" Young leaders need to 
build their experience and gain confidence. They need access to 
a broad range of ideas. They need independent media - including 
independent television and radio stations - where they can 
debate each other and test their ideas. | assure you 

not endanger the stability of the state. On the contrary 

will strengthen it. These young people need to enter politics 

to bring fresh blood and new ideas into the system 

be V'permitted V" to enter politics only after they have proved 

their loyalty to the existing system. 


Tajikistan is strong enough that it can afford new voices with 
new ideas. Tajikistan is strong enough that it can open its 
mass media to \"the marketplace of new ideasV and new opinions. 


We recommend that Tajikistan trust the natural intelligence and 
patriotism of the Tajik people. If this happens 

will blossom as an island of stability and prosperity and stand 
as a bright beacon of hope for other less free peoples in the 
world. 


| wish you luck. | wish you strength. | wish you success. 
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Thank you so much for listening to me. | now would like to hear 
your views and answer your questions. 


END TEXT. 
HOAGLAND 
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Status and Future of U.S.-Tajikistan Relations. Text of the 
speech follows in para two. 


2. BEGIN TEXT: 


Thank you for the opportunity to meet with members of 
parliament 

Youth Committee of the Government of the Republic of Tajikistan 
People\'s Democratic Party of Tajikistan activists 

representatives 

asked me to discuss U.S.-Tajik relations. 


This is especially timely because the U.S. Government has 
recently completed a comprehensive review of its relations with 
all the countries of Central Asia. In broadest terms 

reaffirmed that U.S. interests are 1) political and economic 
reform 

narcotics) 

three equally together is to promote long-term stability 
neighborly regional cooperation 


ENERGY AND COMMERCE 


Let\'s look at each of these three for Tajikistan 

energy and commerce. In recent years 

Rahmonov has advocated a convincing plan to develop 
hydroelectric power and to improve land transportation routes 
for the region. We have listened to his views 

with him. 


During her October visit to Central Asia 

Condoleezza Rice announced the Infrastructure Integration 
Initiative for Greater Central Asia 

think few in the region paid much attention to this 

very significant development. We want to see an improved system 
of roads and highways that will allow goods to transit the 

region efficiently and reach international markets via 

warm-water ports in the south. To that end 

rebuild the highways in Afghanistan 

influence in International Financial Institutions to support 


Column 3 
road projects in Central Asia 


A most recent example is U.S. support for the Asian Development 
Bank loan to rebuild the road from Dushanbe to Kyrgyzstan 
through the Rasht Valley. If the farmers in Rasht can once 

again get their magnificent fruit and other agricultural 

products to markets far beyond their villages 

return to that region. 


And of course by now you are familiar with the U.S. gift of 
about $30 million and the technical expertise to build an 
international bridge between Tajikistan and Afghanistan 

as the customs and border-control points at both ends of the 
bridge. When we say we will do something 


We also see the value of developing Tajikistan\'s considerable 
hydroelectric potential for use in Tajikistan and to sell more 

broadly in the region. This will take more than finishing 

several major dams and hydroelectric stations. Electricity 
transmission lines and complex international marketing systems 
need to be established. Both your Ambassador Homrahon Zaripov 
in Washington and | have strongly promoted this project in 
Washington. 


| am very pleased that a major U.S. corporation with worldwide 
business interests is negotiating closely with Russia's RAO UES 
to help President Rahmonov\'s vision become reality. Further 
U.S. Government commercial and financial departments are 
increasingly involved and want to see this project reach 

fruition. We understand that achieving this goal will enhance 
stability and promote long-term prosperity for the entire 

region. Some do not want U.S. participation in this project 

but it would be a good guarantee for Tajikistan\'s economic 
sovereignty in the global economy. 


SECURITY 


The U.S.-Tajikistan security relationship is consistently 

growing. In recent months 

nations around the world that support the Proliferation Security 
Initiative to prevent the illegal trans-shipment of weapons of 

mass destruction 

Also 

Weapons of Mass Destruction Agreement between our two countries 
and will open the door for significant new security-assistance 
programs. These are just the latest developments. 


We take seriously our partnership to enhance border security and 
counter-narcotics programs in Tajikistan. In the U.S. fiscal 

year 2005 

essential activities - a truly significant increase above 
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previous years\' funding. 


Some like to complain and blame Tajikistan for the narcotics 
transiting its territory. We 

something about it. It is no secret that it is largely U.S. 

funding that is responsible for Tajikistan\'s Drug Control Agency 
having gained international praise for its professionalism and 
effectiveness. And 

Tajik patriots 

make the Drug Control Agency a success. Our support continues 
and soon the U.S. Drug Enforcement Agency will open an office in 
Dushanbe to further enhance anti-narcotics cooperation between 
our two countries 

want to work closely with Russia on this issue. 


In response to TajikistanVs request 

the State Committee for Border Protection and providing both 
material assistance and training 

European Commission 

its own boarders. This is necessary not only for regional 
security 


Finally 
counter-terrorism programs with Tajikistan that 
term 


POLITICAL AND ECONOMIC REFORM 
LetVs start with economic reform. 


As | have done before 

Tajikistan for the credible steps it has taken toward economic 
and financial reform. These include banking reform 
simplified regulations to make it easier to register a new 
business 

Organization. 


But good laws and regulations aren\'t very useful if they are not 
implemented fairly and honestly. More than anything else 
corruption and protection of special interests - which are often 


one and the same thing - will impede economic development. 


Do you know what especially annoys small business owners in 
Tajikistan? The constant 

health inspectors 

even inspectors of inspectors - all who have their hands out and 
their pockets open. This is more than annoying; it\'s 
destructive. 
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A general manager of a successful medium-sized business in 
Dushanbe recently told me his company lost nearly 40 days last 
year to dealing with so-called inspectors. This is 40 days of 

lost productivity. This is 40 days of lost profit and lost 

legitimate tax base for the central governmentVs budget. 


Now for political reform. Let me see if | can find a new way to 
explain our views so that | don\'t sound like a \"revolutionary 
Bolshevik\" seeking to overthrow an old system and impose a new 
ideology - because we honestly seek democratic evolution 

\"color revolution.\" We want the current government to succeed 
according to modern international standards. 


Let me say plainly and clearly that we are not seeking to drag 
countries away from one sphere of influence into another one. 
ThatVs a very old-guard way of thinking. It is a discredited 
ideology. In the 19th century 

between the British and Russian Empires in Greater Central Asia. 
In the 20th century 

Soviet Union and the West. This is now the 21st century 

times have changed. To divide modern international relations 
into different \"spheres of influence\" is to live in a supposed 

V paradise lost" and is historically doomed to failure. 


In the contemporary world 

foremost what is in their own national interests. What will 
make them truly stable and prosperous? What will give their 
populations hope for the future? And | have to say it\'s not 
holding Big Brother\'s hand every time you want to cross the 
street. 


| fully understand Tajikistan seeks stability above all else 
because of the traumatic memories of the civil war. But please 
consider this stark fact - 50 percent of the population of 
Tajikistan is under 16 years of age. What will happen in five 
years 

personal memories of the civil war? Isn\'t it better to prepare 

a future for them that will guarantee them an economic and 
political place in society so that they don\'t have to rebel to 
demand it? IsnVt that the essence of true 


We firmly believe that you prepare the next generation by giving 
them the opportunities to become responsible citizens and to 
think for themselves. Not everyone who has an opinion different 
from the official opinion is \"an enemy.\" Young leaders need to 
build their experience and gain confidence. They need access to 
a broad range of ideas. They need independent media - including 
independent television and radio stations - where they can 

debate each other and test their ideas. | assure you 

not endanger the stability of the state. On the contrary 

will strengthen it. These young people need to enter politics 
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to bring fresh blood and new ideas into the system 

be \"permitted\" to enter politics only after they have proved 
their loyalty to the existing system. 


Tajikistan is strong enough that it can afford new voices with 
new ideas. Tajikistan is strong enough that it can open its 
mass media to \"the marketplace of new ideasV and new opinions. 


We recommend that Tajikistan trust the natural intelligence and 
patriotism of the Tajik people. If this happens 

will blossom as an island of stability and prosperity and stand 
as a bright beacon of hope for other less free peoples in the 
world. 


| wish you luck. | wish you strength. | wish you success. 


Thank you so much for listening to me. | now would like to hear 
your views and answer your questions. 


END TEXT. 
HOAGLAND 
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for us." He said Somalia was the greatest long-run security 
threat for Ethiopia and the region 

now to act in order to reduce the risk posed by extremism 
based in Mogadishu. He said that for the moment 

ports were the focal points for organized crime and links 
with Al Qaeda; dangerous elements had not yet made 
significant inroads inland toward Ethiopia. The PM said he 
understood that the U.S. could not give the same level of 
attention to Somalia as to other threats in the region 

that seeing the situation clearly was also important. If the 
U.S. were not on board 

fail. The TFGVs Prime Minister had told Meles that he was 
hearing \"positive signals V" from the U.S. The EU was also 
sending such signals. Meles indicated that Ethiopia had 
Vrecoiled a bitV from involvement with its southern neighbor 
but would like to be more proactive in stabilizing the 
situation. 


5. (C) When Yamamoto mentioned continuing U.S. reluctance 
about introducing foreign peacekeeping troops in Somalia 

PM responded that Ethiopia no longer saw such troops as 
important to stabilizing the TFG. The important thing was 

for the U.S. and international community to give the TFG the 
Vgreen light\" to start operating against Islamic extremist 
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groups. The TFG should over time develop the capacity to 
provide for its own security. Winning over the bulk of the 
population of Mogadishu would be important to achieve that 
goal 

help with that. 


6. (C) Meles told Yamamoto that Somaliland had resources that 
would allow the country to take care of itself. The GOE had 
been working with hydrocarbons experts to prospect in its own 
territory 

in Somaliland. Contractors had approached the GOE about 
participating in the construction of a gas pipeline from 
Somaliland to Ethiopia 

political uncertainty to proceed with the project for now. 
Nevertheless 

to stabilize the north part of Somali territory and then try 

to stabilize as much as possible of the south. At a minimum 
such a strategy would \"quarantine\" problems in a more limited 
area. Amb. Yamamoto agreed that engaging with Somalia should 
be both a counter-terrorism and a development issue. He 
underscored concerns in the U.S. about Somali piratesV 
attacks on international shipping. Meles also noted that 

South Africa jad visited Hargese and showed interest in 
Somaliland issues. U.S. interest would complement South 
African efforts. 

HUDDLESTON 
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and was a response to a letter from President Al Assad to 
King Hamad. FM Shaikh Khalid has just returned to Bahrain 
from his travels. Post will seek the first opportunity to 

follow up on this issue with him. 
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post WSIS implementation. There were lots of different 
pieces to put together now 

it would take time to sort out which WSIS stakeholders 
within the UN family wanted to be involved in post-WSIS 
implementation and which ones did not. The main 
problem for UNESCO 

facilitative work to implement WSIS decisions without 
resource implications. All in all 

that the V'right compromise\" was struck at WSIS. UNESCO 
would lead on WSIS action lines on media and culture 
but share all other action lines with various actors in 


Column 3 
the UN system. 


3. (SBU) Longworth discussed plans to link WSIS goals 
with building V'knowledge economies\" that she and the 
head of the communication and information sector are 
devising in order to move beyond WSIS and the 
\"knowledge society to build \"knowledge economies" 
modeled on Finnish 

U.S. and U.K. efforts to create a more educated 
workforce. The goal is to encourage UNESCO to think 
about how to encourage developing countries to build 
cognitive skills in their workforce. Longworth has 

invited Amcit Louis Allardo to UNESCO for a workshop on 
this topic scheduled for January. 


4. (SBU) Longworth stated that she was \"delighted\" 
that the Internet Governance issue was resolved. She 
noted that it was a \"must\" to set up a forum to avoid 
alienating countries from the current arrangement. She 
observed that the final compromise document was well 
drafted 

various member states feel included. At the same time 
she said she was equally delighted that the Internet 
governance negotiations went no further. No one in the 
UNESCO Communication and Information sector 
confided 

(COMMENT: Assistant Secretary General for 
Communication and Information 

Indian national and Longworth\'s boss) was reportedly 
under extreme pressure from the Government of India to 
change his position on this issue but appears to have 
held firm. END COMMENT.) 


5. (SBU) Longworth divulged that she had moved to add 
the term \"avoid fragmentation\" to all UNESCO speeches 
and interventions on the subject of Internet governance 
leading up to WSIS because she wanted to highlight the 
point that if duplicate Internets were created 

value of the Internet would be lost. She stated that 

\"if the U.S. has not changed its position 

countries would have been ready to start their own 
Internets the day after WSIS concluded.\" Maybe 
speculated 

moves as Internet users all gravitated to one net in 
particular 

been a retrograde step. 
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6. (SBU) We provided Longworth with a copy of the 

11/22 Washington Post article on this topic 

had already seen. We clarified that LOCVs James 
Billington has gotten ahead of the process by engaging 

the press and we affirmed that the project was still in 

very early stages - eventually 

Commission for UNESCO would be beginning to brainstorm 
ways in which to approach UNESCO about possible 
engagement. Then 

understood that there was no action needed from her 

end 

her office would be very interested in getting involved 

with 

were to be sold to the items placed on the Internet 

through the program. She asked us to convey to 
Washington that UNESCO had not been in contact with the 
LOC on this issue 

connection. 


7. (SBU) Longworth noted that UNESCO was V'exceedingly 
uncomfortable" with the location of WSIS Phase 2 in 
Tunisia and the Government of Tunisia\'s (GOT) behavior 
toward journalists and NGOs. An unhappy side effect of 

this 

from the good work being done at WSIS to the human 

rights abuses of the Tunisian government. The GOT 
Longworth stated 

progress. 


8. (SBU) Longworth said the mood at UNESCO on 
prospects for the new MIT-created 100 USD laptop 
designed to help populations in developing countries to 
access ICTs 

has to start somewhere. If the invention of this 

laptop 

shook the market up and got people thinking about what 
a developing nations environment demands from ICTs 
she said 
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9. (SBU) We asked Longworth what the biggest success 
of WSIS was for UNESCO. She stated that UNESCO 
achieved great visibility through its exhibit stand and 

that she received formal approaches from Sun 
Microsystems and Cisco on future ICT partnerships. She 
is also pursing leads with the Canadians 

Bank 

African governments. UNESCO delegates were overbooked 
for speaking engagements and V'doing a lot of business V" 
at the conference 

keep this momentum and communication going 


10. (SBU) Longworth stated that a UNESCO workshop on 
ICTs for the Disabled had been a success 
unfortunate logistical problems for attendees that 
suggested 

venue was not disability friendly.) While there were 
no specific member states or actors taking an active 
role on the issue right now 

spotlight on the issue and encouraged industry to 
anticipate the needs of the disabled 

market. She noted that the topic was of high personal 
interest to the Assistant Secretary General. 


11. (SBU) COMMENT: We are pleased that UNESCO agrees 
with us that there should only be one Internet and that 

the compromise reached at WSIS is the best way to 

ensure this. At the same time 

the resonance at UNESCO of arguments for an increased 
international role on Internet governance. UNESCO\'s 

muted reaction to its more limited role in WSIS 

implementation is an indication of USG success at WSIS 

in ensuring that no one UN agency had a leading role. 

END COMMENT. 
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environmental protection and sustainable development. Another 
of his priorities will be to fight against Monaco\'s reputation 

as a money-laundering country and non-cooperative tax haven. 
Since his ascension to the throne in July 

almost totally restructured his cabinet and gave key positions 

to men of his age 

Allavena 

of cabinet 

ambassador plenipotentiary (i.e. 
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official) on November 10. Colonel Serge Lamblin 
Chamberlain 


2. The enthronement was preceded by the signature 

8 

official visit to France as Monaco\'s head of state 

Albert met with President Jacques Chirac to sign a revised 
version of the 1930 bilateral Franco-Monegasque convention. 
After a private meeting during which the two men discussed 
environmental issues and global warming 

agreements which provide for greater cooperation on 
administrative 

historic treaty will allow Monaco to recover full sovereignty 
and will also call for more balanced bilateral relations between 
the two countries. 


3. These new agreements will deeply transform the Monegasque 
administration as they will allow Monaco to reaffirm its 
independence from France 

Before the ratification of the new convention 

government positions in Monaco could only be held by French 
citizens. Now they will be held by Monegasques who will be 
appointed by the Prince. The Prince will be able to choose his 
own Minister of State--the de facto Prime Minister--instead of 
approving a French government official. These agreements will 
also permit the Monegasques to have access to any position in 
the French civil service. Moreover 

ability to conduct its own foreign relations 

countries will be free to open embassies in the Principality 

will soon be the case for France. Monaco will then accredit 
ambassadors instead of consuls. 


4. Judicial cooperation will be more in accordance with 
European standards. Joint investigation teams 

hearings 

for arrests procedures will constitute the basis of new judicial 
and penal cooperation. 


5. As for financial cooperation 

will offer the same guarantees to their investors as in any 
other European country. This means that these credit 
institutions will follow the same European laws 

the end of bank secrecy and greater financial openness. 


6. Prince Rainier 

with transforming Monaco into an international tourist 

and business services center during 56 years of rule. Under his 
reign 

more than 60 banks and financial institutions that administer 65 
billion euros in assets 

cannot be ignored. However 
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serious obstacle for Prince Albert who has expressed a 
commitment to financial ethics and openness as one of the themes 
for his new reign. As his new Finance Minister Franck Biancheri 
recently said 

one of the most important international financial centers.\" 


7. Comment: Prince Albert 

Princess Grace Kelly 

expertise he learned in the U.S. to use in a deliberate but 
committed fashion as he completes the process of taking power. 
Although until accredited CG Marseille can only observe events 
from afar 

steps have been sure-footed. Once accredited 

seek further details on what the \"manager Prince\" has in store 
for Monaco. End Comment. 
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transitions various factions have been working well together 
and have \"come a long way 

now the time for CIAT to criticize. He repeatedly said that 

a communique released to the media was not the proper way to 
convey information 

always pass messages through the Ministry of Foreign Affairs 
(comment: which prompted some muted chuckling in the room 
since the Ministry is not known for efficiency or 
responsiveness). Ramazani stressed that any action that 
could erode confidence in the transition should be avoided 
and that it was not right for CIAT \"to go over the heads\" of 
transition leaders by appealing to public opinion. 


4. (C) Ramazani concluded by saying he would take three 
questions 

Ambassador responded 

a member of CIAT. In short remarks 

continue to play a constructive role and was willing to meet 

as a group with the Foreign Minister. Ramazani then 
acknowledged that while CIATVs \"intentions\" might have been 
good 

session then ended. 


5. (C) Comment: The communique obviously stung many in the 
government 

convey displeasure. More of the same will no doubt be 

included in the official government response. Ramazani\'s 
concerns about the communique being released to the press 
need to be put in context 

communiques which are always reported by the press. The issue 
this time was that the communique was critical of the 
government. 
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6. (C) Comment continued: The intent of the communique was 
to send a clear message 

well. In general the media welcomed CIATYs communique and 
concurred that the issues raised by CIAT urgently need to be 
addressed. With the exception of RamazaniVs remark about 
some progress on the legislative front 

one in the government up to this point has yet said anything 
about the substance of the concerns raised by CIAT 

any new action to allay those concerns. End comment. 
MEECE 
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1. (SBU) Summary. The seventh round of the Inter-Sudanese 
Peace Talks on the conflict in Darfur opened on November 29 
with all speakers emphasizing the importance of reaching a 
comprehensive agreement in this round. SLM leaders avoided 
an early setback by compromising on a single speaker for the 
opening ceremony 

selecting a chief negotiator. A more-unified JEM continues 

to assume a disproportionate role because of SLM\'s divisions 
and is working to minimize the effect of SLM\'s leadership 
problems on a common negotiating strategy. The Government 
of Sudan asserts its commitment to reaching a comprehensive 
agreement can be reached by the end of the year. End 
Summary. 


2. (U) African Union Special Envoy Salim Salim and 

Nigerian Foreign Minister Olu Adeniji opened the seventh 

round of negotiations on Darfur in Abuja on November 29. 
Salim 

the Chad Mediation 

Sudan Liberation Movement and Justice and Equality Movement 
Libya 

League 

final round and continue until a comprehensive agreement on 
power-sharing 

reached. Adeniji relayed Nigerian President Olusegun 
ObasanjoVs message that the parties must reach an agreement 
this round as he did not wish to or intend to invite the 

parties back to Abuja for an eighth round. Ambassador Pekka 
Haavisto 

remarks on behalf of the international community. Most of 

the speakers recognized the SLM reconciliation efforts 

carried out by Deputy Secretary Zoellick and A/S Frazer at 
Nairobi and El Fasher as well as the follow-on efforts of 

Chad 


3. (SBU) The opening ceremony speeches were largely 
unexceptional in content except for the rebel movements\' 
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rejection of the Government of Sudan\'s plan to hold an \"all 
inclusive conferenceV'. In delivering the opening remarks on 
behalf of both movements 

Ahmed Lissan Tugod stated clearly that the conference cannot 
be a substitute for the ongoing Darfur talks. 


4. (SBU) The rebel movements were able to overcome 
significant disagreement within SLM and present a unified 
public front for the ceremony. The compromise selection of 
JEM\'s Tugod to speak on behalf of both rebel movements came 
as the result of two days of discussion and was reached only 
an hour prior to the meeting. The Eritreans 

Libyans and members of the international community moved 
between the SLM factions represented by Abdelwahid Nur and 
Mini Minawi 

movements to decide on a single speaker. Initially 

Minawi insisted that SLM 

Darfur 

President 

his followers 

the option of allowing JEM to speak rather than either Mini 

or Abdelwahid. Mini agreed to this after insisting that he 

be able to name the chief negotiator 

Abdelwahid was not entirely happy with this development 
concurred. 


5. (U) The Government of Sudan\'s delegation made its 
appearance only minutes before the opening. The delegation 
included four members of the Sudan PeopleVs Liberation 
Movement (SPLM): Minister of State for Industry Thomas 
Tootshok 

Council of Churches leader Baba Clement 

advisor Louk 


6. (U) SalimVs workplan for the negotiations includes 
running two track negotiating sessions concurrently 
starting with power-sharing on November 30. The power- 
sharing session will begin with V'Article 4\" of the agenda 
adopted during the sixth round in Abuja which looks at the 
federal system and other levels of governance. Initial 
consultations on security arrangements led by Nigerian 
General Joe Garba will also begin this week. Salim had 
hoped to start with wealth-sharing negotiations but the 
resource persons and experts will not arrive until next 
week. Many had hoped for three concurrent sessions 
facilities at the Chida Hotel can only accommodate two at a 
time. It will be difficult for the rebel movements to 

handle two simultaneous sessions as it is. 


COMMENT 


Column 3 


7. (SBU) The seventh round opened without any major 
controversies. The SLM 

all the right things about a joint negotiating position. 

Both Abdelwahid and Mini have promised not to bring their 
leadership issues to the table. So far 

to a good start on that score although there are continuing 
rumblings of SLM internal armed conflict on the ground in 
Darfur. 


FUREY 
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security alliance 

in this it is an obstacle for European Defense.\" Helene 

Luc 

at things honestly. NATO represents the American dominance 
of European defense." Their comments represent an example 
of one French mindset. 


2. Given these types of French apprehensions 

takes full advantage of NATO tours for select participants 
to broaden their knowledge of defense issues. The Public 
Affairs Section recently arranged for a NATO tour for 
emerging political leaders 

and their tour highlighted NATO and European defense as 
compatible 

Command headquarters brought home that NATO is first and 
foremost a military alliance as opposed to a political 
organization. The French participants 

on Foreign Affairs and Defense Committees at the French 
Senate and National Assembly selected by Embassy Paris 
praised the tour for deepening their understanding of NATO 
the role of the Joint Force Command 

collective defense to meet the challenges of the 21st 
century. End Introduction and Summary. 


DAY ONE 


3. NATO headquarters: USNATOVs Deputy Chief of Mission 
Koening 

the U.S.Vs role in NATO and France\'s contributions to the 
Alliance. He noted that the U.S. and France share a common 
understanding of the strategic threats and most priorities 

but differ over the role of NATO in addressing our common 
challenges. Where lraq is concerned 

appreciated the France\'s contributions to stability and 
reconstruction 


Column 3 

its refusal so far to contribute forces to the NATO Training 
Mission and the ar-Rustamiyah center in Iraq.\" The DCM 
detailed U.S. involvement in various peacekeeping missions 
including Afghanistan and the Sudan. He outlined how NATO 
coordinates humanitarian efforts and gave the example of the 
strategic air bridge to Pakistan that assisted the victims 

of the devastating earthquake earlier that month. 


4. The French Ambassador to NATO 

by his deputy welcomed the group to the French Mission to 
NATO. Ambassador Duque began the briefing with a history of 
France\'s involvement in NATO and the withdrawal from NATOVs 
integrated military structure in 1966. He underscored that 

the fact that France does not belong to the integrated 

military structure is no longer an issue for France or for 

its allies 

cooperate in NATO operations. The Ambassador described NATO 
as an \"instrument of stabilization ' and touched on NATO 
transformation 

recognizes that it is in the interest of France to promote 

greater interoperability. Ambassador Duque touched on the 
\"ambiguous attitude\" of the U.S. with regard to the EU 

saying that the U.S. wants a strong Europe 

the Alliance. NATO 

presence in Europe and an independent European defense would 
undermine this. The newest members to NATO are 

Ambassador Duque 

because they are intent on maintaining their strategic 

alliance with the U.S. and are generally wary of the EU. 

Finally 

once was in NATO because today it is looking for more 

flexibility with the various ad hoc coalitions it has 

established in Afghanistan or Iraq for example. 


5. The Counselor for the Portuguese Delegation to NATO 
Andre Melo Bandeira 

Mediterranean Dialogue and the Istanbul Cooperative 
Initiative that was very well received. Mr. Bandeira 

discussed the Broader Middle East Initiative emphasizing the 
difficulty in determining the boundaries of the Broader 

Middle East. He also spoke about Turkey\'s membership bid to 
the EU and again of the difficulty in defining the political 

and geographical boundaries of Europe. This briefing was 
followed by a discussion on NATO in Afghanistan and the 
challenges facing NATO in that region. This discussion was 
led by Colonel Andrew Budd of the Strategic Policy and 
Concepts Branch of the NATO International Military 
Committee. In a frank presentation of the situation in 
Afghanistan 

on the part of NATO and SHAPE in Afghanistan. He said that 
this lack of vision is responsible for the problems that 
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ISAF has experienced since 2004 and added that the massive 
sending of troops to the region was not the right solution. 
The fact that NATO commits to operations such as the ISAF 
mission in Afghanistan without sufficient attention to the 
Vend state\" is NATOVs principal weakness 

He described the logistical problems that slow down both the 
reconstruction of the country as well as its stabilization. 

He explained the purpose of the Provincial Reconstruction 
Teams (PRTs) that are made up of military and civilian 
personnel and sent to remote regions to extend the authority 
of the Afghan central government 

security 

reconstruction operations. He warned 

dangers that the PRTs face 

of local warlords. 


6. The working lunch was an occasion to discuss NATO-EU 
relations. Overall 

and the U.S. are more aligned than separate and that NATO 
and the EU generally speak with one voice. The briefing 
after lunch continued the discussion on NATO and the EU with 
a debate on the adaptability of the Berlin Plus agreement 
and whether or not Berlin Plus is the best way for the EU 

and NATO to work together. The example of Darfur was put 
forth as an instance where Berlin Plus does not work. The 
discussion also focused on the efforts that remain to be 
made toward greater interoperability between the NATO 
Response Force and the EU Battle Groups. The final briefing 
in French 

provided the group with a chance to recap the information 
that they had gathered over the course of the day and ask 
some final policy-related questions. 


DAY TWO 


7. Brunssum - Joint Force Command Headquarters: The Press 
and Information Officer gave an extremely well-presented and 
informative presentation of JFC and its place within NATOVs 
military structure. The group came away from this briefing 

with a broader view of JFC\'s organization 

and its operational priorities. The briefer gave an overview 

of JFC\'s command of the NATO Response and ISAF operations in 
Afghanistan. The preparations for the upcoming exercise in 
Cape Verde 

Press Officer highlighted the extent of the challenges that 

face NATO because of the need to be operational quickly in 
any part of the world. Part of the briefing was devoted to 

NATO Transformation and what this means for the future of 

the Alliance. The participants questions focused 

most part 

combining the commands of the NATO-led International 
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Security Assistance Force (ISAF) peacekeeping operation 
with the U.S-led Operation Enduring Freedom. France has been 
outwardly opposed to combining these two operations and the 
group reflected this position. The briefer stressed the 

danger of confusing peacekeeping and the war on terror. At 
the end of the day the group was unanimously enthusiastic 
about the day in Brunssum noting 

briefing 

details of NATO missions ideally should have come before the 
day-long briefings at NATO headquarters that focused on 
policy and the decision-making aspect of NATO. 


8. CONCLUSION: The participants were extremely impressed by 
the quality of the briefings as well as by the briefers. 

Discussions in the train returning to Paris focused on the 

tour\'s usefulness in dispelling a common notion in France 

that NATO is an ageing institution that has become quasi- 
obsolete since the end of the Cold War. Instead 

participants came away with a sense of NATO\'s adaptability 
both in its peace-keeping and peace enforcement operations 
and its new function in the war on terrorism. End Conclusion 
STAPLETON 
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to foreign entities and international organizations. 

Though still requiring a second reading in the lower house 
a reading in the upper house 

before coming into force 

implemented by January 2006 

the amendments would soon become a law. The BKGB chief 
supported the move 

forces from causing trouble during the presidential 
elections. Opposition and political activists condemned 
the bill 

Soviet Union to eradicate all anti-GOB and pro-change 
voices in society. End Summary 


The Repression Overwhelmingly Approved 


2. (U) On November 25 

(the lower house) approved the first reading of a bill that 
would amend the country's criminal code and criminal 
procedure. Submitted by Lukashenko on November 23 and 
marked V'urgent 

sentences for activities deemed \"revolutionary\" and 
threatening to Belarus\' stability. The first reading 
overwhelmingly passed in a 94-to-one vote. To become a 
law 

reading 

President would have to sign it. Despite only passing its 
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first step in the Belarusian Vlegal process 

expects the bill of amendments to take effect in January 
2006. 


The Nuts and Bolts of the Bill 


3. (U) The bill is aimed to toughen punishment for 
activities ostensibly directed against the citizens and 
public security. Such activities include participating in 
street protests 

countries 

Belarus sovereignty. The punishment for training people 
to participate in events that \"flagrantly violate the 

public peace\" would be six months in a local jail or two 
years in prison. [Notes: A jail sentence would be time 
served in a local police station or detention center 
whereas a prison sentence would be served in one of the 
high security prisons in the country.] Training people to 
take part in \"mass riots\" or financing such riots would 
carry a six-month jail sentence or three years in prison. 
Soliciting foreign countries or international organizations 
to act \"to the detrimentV of the country's \"security 
sovereignty 

distribution of material containing such appeals would 
result in a six to 36-month jail sentence or up to five 
years in prison. Distributing such appeals via the media 
would carry the same punishment. 


4. (U) The bill includes a new article to the criminal code 
called V'Discrediting the Republic of Belarus.\" The article 
states that presenting a foreign country or international 
organization with false information about the political 
economic 

Belarus would result in up to six months in a local jail or 
two years in prison. Providing information about 
government agencies or the rights of Belarusian citizens 
carries the same punishment. 


5. (U) Making public appeals for power seizure or a 
\"violent\" change of the constitutional system is punishable 
with six months in jail or three years in prison. 

Organizing and/or participating in activities of 

deregistered NGOs or foundations could result in a six- 
month jail sentence or two years in prison. Members of 
these organizations who voluntarily notify the appropriate 
authorities when these laws are broken 

from punishment. 


The True Purpose 
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6. (U) Chair of the BKGB Stepan Sukhorenko told reporters 
on November 25 that the amendments would discourage 
opposition forces from staging street protests during the 
2006 presidential elections. According to Sukhorenko 
main threat to Belarus\ stability does not come from the 
opposition 
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opposition knowingly discredits Belarus in the 

international arena in order to increase Western pressure 
contributing to the country's destabilization. Sukhorenko 
claimed the opposition forces were training activists to 
organize mass disturbances at militant camps in the Vileika 
and Krupki districts and in neighboring countries. 
Sukhorenko regretted that the bill of amendments was not 
adopted earlier and opined it was a measure to prevent 
rioters from taking to the streets with V'guns 

and iron rods. V 


Civil Society Leaders Outraged 


7. (U) Leader of the United Civic Party Anatoly Lebedko 
called the bill a clear indicator of President Lukashenko\'s 
intent to use force to remain in power. Lebedko noted that 
the bill violated the Constitution of Belarus and proved 

that Lukashenko does not have complete control over the 
people and not supported by the majority of Belarusians. 
Sergei Voznyak of the Belarusian Party of Communists and 
Aleksei Korol of the Belarusian Social Democratic Party 
\"Hramada\" are concerned that the bill would give the BKGB 
free reign to intimidate the opposition and stifle dissent. 
Korol called the bill a historical phase of dictatorship 

the next one being judicial executions. Independent 
analyst Sergei Balykin called the bill a revival of the 

Soviet system and likened it to the 1961 Belarusian Soviet 
Socialist Republic criminal code 

Campaigning and Propaganda.V 


8. (C) On November 29 

Committee human rights lawyer Garry Poganyailo. Poganyailo 
and other human rights activists released a statement on 
November 28 condemning the bill as a tool to crush any 
opposition ahead of the elections. Poganyailo noted that 

the \"Discrediting the Republic of Belarus" amendment is an 
almost verbatim copy of amendments adopted by Joseph Stalin 
and Nikita Krushev during the Soviet Union. 
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9. (C) Poganyailo believed Lukashenko ordered the bill to 
be processed quickly so to eradicate any sense of 
opposition within the population by February 

when the Parliament will establish the 2006 election date. 
According to Poganyailo 

early as December 10. Once implemented 

predicted Belarusian NGOs and political parties can expect 
liquidations and a major movement underground. He added 
that one aspect of the bill 

detain individuals for ten days for alleged terrorist or 
hooliganism 

political leaders and election observers on the eve of 
elections and hold them until the results are well 
established and irreversible. From PoganyailoVs 
perspective 

police) forces in Belarus is a clear indication that any 
demonstration before 

be brutally crushed. 


Comment 


10. (C) This action reveals the regimeVs underlying 
paranoia 

all is well in stable 

need this legislative measure to enforce its will Q it has 
the tools to repress whomever it wants. However 
legislation will further chill the atmosphere and cow 
already fearful potential activists. Moreover 

could make it much more difficult for Post to engage and 
report on civil society as part of its normal diplomatic 
activities. Post presumes that the few hard-core 
opposition will remain outspoken. Nonetheless 
legislative action is a civil measure harking back to the 
Cold War and the U.S. (and EU) should make clear to the 
Belarusians our dismay and implications of its passage. 


KROL 


46415 


SATTERFIELD 
D 


46416 

Husam 

investigation commission in the assassination of former 
Lebanese Prime Minister Rafiq al-Hariri. The papers view 
Husam\'s account 

news conference on 27 and 28 November 


Column 3 

condemnation of a group of Lebanese politicians and media 
figures and as proof that the accusations against Syria in 
connection with Al-Hariri\'s assassination are fabricated. 
Headlines featured an official Syrian statement calling on 
Lebanese judicial authorities and the IIIC to stop the 
issuance of misinformation against Syria 

cannot be truthful in Beirut and untruthful in Damascus. V' 


Syrian papers also reported that Zalmay Khalilzad 
Ambassador to Iraq 

officials from Iran to deal specifically with issues related 
to Iraq. 


End of summary. 


2. Selected Headlines: 

\"Syria warns against misleading the investigation into the 
Al-Hariri assassination. Seven items in the international 
report were based on false testimony. An official source 

calls for investigation of falsifications to unveil the 

truth 

IIC to stop falsification and blackmail: Husam cannot be 
truthful in Beirut and untruthful in Damascus\" (Government- 
owned Tishreen 

VLebanese Interior Ministry confirms the meeting between 
Interior Minister Al-SabaV and the \'masked witnessY Husam 
Husam. Lebanese As-Safir and Ad-Diyar newspapers call for 
dealing seriously with HusamVs confessions. Former Lebanese 
Minister Wahab: Mehlis report has completely collapsed 
(Government-owned Tishreen 

V After seeking Tehran\'s mediation 

with gunmen and acknowledges failure of its military means\" 
(Government-owned Al-Ba\'th 


\"Israeli and Palestinian security forces exchange fire in 

the West Bank town of Bethlehem. Occupation forces attack 
Ofar detention camp. Fifty Palestinian detainees injured in 
tent-burning and clashes with Israeli forces\" (Government- 
owned A-BaVth 


3. Editorial Block Quotes: 

\"The Rope of Lies V" 

Umar Jaftali 

commented (11/30): \"Hidden hands are behind the fabrication 
of the trouble between Syria and Lebanon.... But the bonds 
between the two countries are too strong to be harmed by a 
group of rancorous people who shed crocodile tears over Al- 
Hariri but have sought help from foreigners and have ridden 
the wave of foreign schemes to serve their personal 
interests. These people prepared witnesses to harm SyriaVs 
reputation and implicate it in the Al-Hariri assassination 
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deliberately ignoring the Israelis and the Americans 

have a genuine interest in besieging and harming Syria... 
VSyria 

assassination 

The truth is now a Syrian demand more than a Lebanese 
demand. Syria is awaiting fair judgment on this sensitive 
issue. In defense for its dignity and sovereignty 

cooperated and will fully cooperate with the United Nations 
to anchor the values of justice and peace in our region 
based on international law and the noble principles of human 
rights and the rights of peoples and countries....\" 

\"Truth for the Sake of Syria V" 

Isam Dari 

commented (11/30): The masked witness Husam offered 
extremely important and serious information.... This time we 
seek the truth not only for the sake of uncovering who 

killed Al-Hariri but also for the sake of Syria 

Lebanese politicians and journalists wanted to implicate 
forcibly in a heinous crime... 

VLies and ready accusations were fabricated against Syria to 
neutralize it and force it by all available means to change 

its national and pan-Arab positions... 

\"If the investigations take their normal course 

innocence will be declared and the planners and perpetrators 
of the crime will be uncovered....\" 

VIn the Name of the Lebanese People and their 
Establishments" 

Ahmad Dawwa 

commented (11/30): \"Husam\'s revelations prove that a 
political and media group exploited Al-Hariri\'s blood to 

turn Lebanon into a base for hatching conspiracies against 
Syria 

people." 

VGovernment and parliamentary parties are fully involved in 
this 

and the government as official Lebanese establishments... 
\"Isn\'t the participation of a minister from Al-Saniora s 
cabinet in pressuring a witness to give false testimony to 

an international commission a serious conspiracy against 
Syria? Isn\'t the supervision by the leader of the biggest 

bloc in the Lebanese parliament of financing and fabricating 
these conspiracies a kind of turning Lebanon ... into a base 
for plotting against Syria? 

VHusam made extremely serious revelations condemning those 
who exploited Al-Hariri\'s assassination to ride on the 
American political wave in the region 

Lebanon and Syria to surrender to Israel.... The revelations 
have shown the truth about those who claim to be advocates 
of freedom and independence and exposed all their slogans 
and promises to the Lebanese people. 

\"The Lebanese judiciary must take legal action against these 
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people for misleading justice.... The ball is now in the 
court of the Lebanese people and their nationalist forces 
and in the court of the government and the Chamber of 
Deputies. We do not believe that many in the two 
establishments will be willing to continue working 
politically with a team that seeks to hatch plots against 
Syria and to subjugate Lebanon. V" 

Seche 
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Husam 

investigation commission in the assassination of former 
Lebanese Prime Minister Rafiq al-Hariri. The papers view 
Husam\'s account 

news conference on 27 and 28 November 

condemnation of a group of Lebanese politicians and media 
figures and as proof that the accusations against Syria in 
connection with Al-Hariri\'s assassination are fabricated. 
Headlines featured an official Syrian statement calling on 
Lebanese judicial authorities and the IIIC to stop the 
issuance of misinformation against Syria 

cannot be truthful in Beirut and untruthful in Damascus.\" 


Syrian papers also reported that Zalmay Khalilzad 
Ambassador to Iraq 

officials from Iran to deal specifically with issues related 
to Iraq. 


End of summary. 


2. Selected Headlines: 

\"Syria warns against misleading the investigation into the 
Al-Hariri assassination. Seven items in the international 
report were based on false testimony. An official source 

calls for investigation of falsifications to unveil the 

truth 

IIC to stop falsification and blackmail: Husam cannot be 
truthful in Beirut and untruthful in Damascus" (Government- 
owned Tishreen 

VLebanese Interior Ministry confirms the meeting between 
Interior Minister Al-SabaV and the masked witnessY Husam 
Husam. Lebanese As-Safir and Ad-Diyar newspapers call for 
dealing seriously with HusamVs confessions. Former Lebanese 
Minister Wahab: Mehlis report has completely collapsed 
(Government-owned Tishreen 

\"After seeking Tehran\'s mediation 

with gunmen and acknowledges failure of its military means V" 
(Government-owned Al-Ba\'th 


\"Israeli and Palestinian security forces exchange fire in 
the West Bank town of Bethlehem. Occupation forces attack 
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Ofar detention camp. Fifty Palestinian detainees injured in 
tent-burning and clashes with Israeli forcesV' (Government- 
owned A-Ba\'th 


3. Editorial Block Quotes: 

\"The Rope of Lies\" 

Umar Jaftali 

commented (11/30): \"Hidden hands are behind the fabrication 
of the trouble between Syria and Lebanon.... But the bonds 
between the two countries are too strong to be harmed by a 
group of rancorous people who shed crocodile tears over Al- 
Hariri but have sought help from foreigners and have ridden 
the wave of foreign schemes to serve their personal 
interests. These people prepared witnesses to harm Syria\'s 
reputation and implicate it in the Al-Hariri assassination 
deliberately ignoring the Israelis and the Americans 

have a genuine interest in besieging and harming Syria... 
VSyria 

assassination 

The truth is now a Syrian demand more than a Lebanese 
demand. Syria is awaiting fair judgment on this sensitive 
issue. In defense for its dignity and sovereignty 

cooperated and will fully cooperate with the United Nations 
to anchor the values of justice and peace in our region 
based on international law and the noble principles of human 
rights and the rights of peoples and countries....\" 

\"Truth for the Sake of Syria V" 

Isam Dari 

commented (11/30): \"The masked witness Husam offered 
extremely important and serious information.... This time we 
seek the truth not only for the sake of uncovering who 

killed Al-Hariri but also for the sake of Syria 

Lebanese politicians and journalists wanted to implicate 
forcibly in a heinous crime... 

VLies and ready accusations were fabricated against Syria to 
neutralize it and force it by all available means to change 

its national and pan-Arab positions... 

\"If the investigations take their normal course 

innocence will be declared and the planners and perpetrators 
of the crime will be uncovered....\" 

\"In the Name of the Lebanese People and their 
Establishments" 

Ahmad Dawwa 

commented (11/30): \"Husam\'s revelations prove that a 
political and media group exploited Al-Hariri\'s blood to 

turn Lebanon into a base for hatching conspiracies against 
Syria 

people." 

\"Government and parliamentary parties are fully involved in 
this 

and the government as official Lebanese establishments... 
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\"Isn\'t the participation of a minister from Al-Saniora Vs 
cabinet in pressuring a witness to give false testimony to 

an international commission a serious conspiracy against 
Syria? Isn\'t the supervision by the leader of the biggest 

bloc in the Lebanese parliament of financing and fabricating 
these conspiracies a kind of turning Lebanon ... into a base 
for plotting against Syria? 

VHusam made extremely serious revelations condemning those 
who exploited Al-Hariri\'s assassination to ride on the 
American political wave in the region 

Lebanon and Syria to surrender to Israel.... The revelations 
have shown the truth about those who claim to be advocates 
of freedom and independence and exposed all their slogans 
and promises to the Lebanese people. 

\"The Lebanese judiciary must take legal action against these 
people for misleading justice.... The ball is now in the 

court of the Lebanese people and their nationalist forces 
and in the court of the government and the Chamber of 
Deputies. We do not believe that many in the two 
establishments will be willing to continue working 

politically with a team that seeks to hatch plots against 

Syria and to subjugate Lebanon. V" 

Seche 
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operandi in Iraq." Mattli explained that ICRC would start 
scaling-back the humanitarian aid activities it resumed in 

Iraq earlier this month 

deliver water to 1200 displaced families in Tal Afar and 
neighboring villages 

focus on key protection issues 

Iraqi detention facilities. Mattli explained that ICRC 

currently has no access to any detention facilities under 

Iraqi control because it has no agreement with the GOI; 
securing such an agreement was one of his top priorities. 
NOTE: ICRC signed two MOUs with the PUK and PKK in 1994 that 
gives it limited access to facilities in the north. END 

NOTE. In a subsequent November 27 telcon 

refcoord that ICRC Geneva had just approved a joint ICRC 
Geneva/lraq mission to Baghdad to start negotiating detention 
facility access with the GOI. Mattli said ICRC hoped to send 
its next mission to Baghdad as soon as December 6. 


3. (C) Mattli added that ICRC was conducting interviews with 
new arrivals at MNF-I detention facilities to monitor 
treatment of detainees under MOI and Iraqi police control 
and that these interviews suggested that abuse in lraqi 
detention was widespread and often severe. During a 
mid-October visit to the MNF-I facility in Bucca 

example 

interviewed reported problematic treatment. Some cases 


Column 3 

showed evidence of serious abuse 

rape and beatings. Mattli said that ICRC was trying to 
expand its traditional military training to Iraqi line 
ministries in response. In addition to maintaining the 
training in humanitarian law concepts that ICRC has been 
providing to Iraqi military officers (at the invitation of 

the Jordanian military) 

unilaterally trying to launch a course for MOI officials. 
ICRC had successfully recruited Iraqi Ministry of Interior 
Health and Justice officials to participate in an inaugural 
seminar scheduled to take place in Amman this month 
noted that there were still critical gaps 

of participation by the Iraqi police forces. 


ICRC TO PRESS FOR NON-PERMANENT FACILITY ACCESS 


4. (C) While noting that recent ICRC discussions with the 
U.S. military on detention conditions at MNF-I facilities 
were \"highly constructive 

concerns about detainee treatment in the permanent MNF-I 
facilities it regularly visits 

concern that it still lacks access to non-permanent 

facilities under U.S. control. He expressed particular 
concern that an MNF-I website page describing detention 
procedures was updated on September 5 
(www.mnf-irag/com/tf134/humane.htm) with an inaccurate claim 
that ICRC has Vopen access to all detention facilities 
including Division Internment Facilities/Brigade Internment 
Facilities." Mattli said ICRC plans to request access to 
non-permanent detention facilities under U.S. control in 
Washington next month 

scheduled that mission to take place December 12-17. 


SADDAM HUSSEIN TRIAL: ICRC MAY GO PUBLIC WITH CONCERNS 


5. (C) Turning to other issues of concern to ICRC 

revealed that ICRC lawyers following the trial of Saddam 
Hussein have concerns that fundamental judicial guarantees 
are not being respected. Mattli said that ICRC procedures 
particularly in cases involving the death penalty 

require ICRC to take an active 

position. 


6. (U) Acting PRM A/S Greene and Embassy Baghdad cleared this 
message. 
HALE 
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the UAEG efforts to repatriate and re-integrate the child 
camel jockeys. 


5. (SBU) Comment: On November 22 

message from Ansar Burney claiming that children were seen 
training camels in the late evening and early morning hours 

in Abu Dhabi 

and NGO contacts question the credibility of these rumors 

but promise to investigate further. Post continues to 

closely monitor all reports. Indications are that the 

problem is being addressed and that the UAEG is committed to 
abolishing the practice. End Comment. 

SISON 
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Al Suwaidi discussed the UAE Central Bank\'s cooperation with 
foreign law enforcement agencies and financial intelligence 
units in other countries. Al-Suwaidi said that 

Anti-Money Laundering and Suspicious Cases Unit has received 
524 inquiries from abroad and sent about 95 requests for 
information to counterparts overseas. 


2. (U) Al-Suwaidi further noted that the UAE was in the 
process of amending its laws and regulations to bring them 
Von a par!" with global standards. Al-Suwaidi stressed that 
the UAE already had laws that were in accordance with the 
FATF 40 recommendations on money laundering and the special 
nine recommendations on terrorist financing. Al-Suwaidi 
said 

identifying and isolating the sources of terror.8 He 
continued that the bank also supports the exchange of 
information between countries and the development of 
effective measures to trace the source of money laundering 
and confront terror financing. The Governor added that &the 
UAE strategy is to educate people on combating terror 
financing and money laundering and how to uncover such 
crimes.8 


3. (SBU) Comment: Although the governor did not give the 
time frame 

information requests 

publicly stated that the UAE had received 164 requests for 
assistance from foreign FIUs and referred 58 cases abroad. 
In the last two years 

an additional 360 requests for information from foreign FIUs 
and sent 37. End Comment. 

SISON 
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3. (C) The Ambassador and Dzurinda discussed the September 
2006 parliamentary elections. The PM said the feel of the 
street (he has visited 82 villages in the last 9 months) 
contradicts the polls (which show SDKU as low as six 

percent) 

of politics 

against him. He feels that 

disputes 

Christian Democrat Union (SDKU) 

Movement (KDH) 

(SMK). His continued good private relations with these 
partners makes it unlikely they would abandon him for an 
alliance with Robert Fico\'s Smer (\"Direction.\") (Comment: We 
would not rule out KDH or SMK alliances with Smer. In the 
November 26 regional elections 

particularly successful. End comment.) Dzurinda admitted a 
certain personal tiredness 

Smer-HZDS-SNS-KSS possible coalition he gets reinvigorated 
(V remember I\'m a marathoner\") to ensure continuity of his 
reforms. 


4. (C) According to the Prime Minister 

Minister Eduard Kukan) is a great resource 

Ivan Miklos is the \"brain\" of the SDKU operation 

is the political \"nose.\" He has been surprised and very 
pleased by the performance so far of new Minister of Labor 
and Social Affairs Iveta Radicova. She came from the NGO 
world and did not have political experience 

gamble by SDKU to name her to the position. He has reached 
out to HZDS--particularly center-right members like Tibor 
Mikus (head of the parliamentary committee on European 
affairs)--and thinks he could work with the party. He 
conceded that HZDS needed Vladimir Meciar to generate any 
enthusiasm among its electorate before the election. Post 
election 

a government role for Meciar 

He characterized Meciar as old 

would be satisified 

chairmanship in a coalition partner party. 


Airport Privatization and Austria 


5. (C) The PM had a surprising response to the Ambassador\'s 
query about possible Austrian control of Bratislava Vs 

Stefanik Airport 

bidders. While noting that he V'did not involve himself in 
tenders 

was sometimes better than competition. He reasoned that a 
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highspeed tram connecting the Bratislava and Vienna airports 
plus the strong opposition of the Greens to expanding 
Schwechat would bode well for Bratislava even with Austrian 
control of the airport. He also said that there was nothing 
stopping the winning bidder from flipping the airport to the 
Austrians anyway 

received that spread. 


Transatlantic Relations 


6. (C) On European relations Dzurinda was extraordinarily 
frank. He pointed out that he personally called Aznar and 
asked to be added to the coalition of the willing prior to 

the Iraq war. He seemed gleeful that the new Central 
European member states 

from an organization that V'simply parroted the talking points 
of the French and Germans.\" Apparently 

of the last EC Commission head by the European parliament 
was yelled at by Chirac for opposing the French nominee 


(V merely a schill for the French"). The PM pointed out to 
Chirac that in democracies the plurality rules 
didn\'t have the votes. 


7. (C) Dzurinda noted that both Schroeder and Chirac know 
that President Bush has done the right thing in Iraq 

they cynically tap into their electorate with the anti-Iraq 
message simply to get votes. He delighted in the fact that 
Tony Blair had joined the EPP caucus for discussions and 
smiled at the irony. With reference to President BushVs 
current approval rating 

courage when doing the right thing 

political abuse he suffered in Parliament for granting NATO 
overflight permission during the NATO bombings of Serbia. 
\"Now 

look at Croatia now 

channel) are advertisements to visit Croatia. Dzurinda 
called Chancellor Merkel 

at how she spoke openly at their first get-together of 

raising the retirement age to 68 in Germany. \"This lady is 
tough 


8. (C) The Ambassador thanked Dzurinda for Slovakia\'s 
growing positive role in international affairs 

only be enhanced as Slovakia takes its seat on the UN 
Security Council in January. He encouraged the PM to work 
with us on helping in the Balkans. 


Pavol Rusko 
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9. (C) Dzurinda confided to the Ambassador that former 

Economy Minister Pavol Rusko\'s accient 

allegedly shot himself in the leg while cleaning a hunting 

rifle 

unknown \"business partners." Furthermore 

he has been secretly taping conversations with former members 
of his ANO party have made many people nervous. Rumors have 
been flying around Bratislava that there may be more to the 
incident than meets the eye. 


Environment and Tourism 


10. (C) The Prime Minister was very thankful for Embassy 
efforts to bring U.S. experts to help bridge technical 

to some extent political 

development in the storm-ravaged Tatras 

pledged to continue to help. Dzurinda added that he was not 
concerned about the (slow) pace of tourism development since 
he wanted to make sure it was done in the right way. 
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efforts begun in2004-5 to question unreasonable requirements 
and to press for equal Turkish consideration of US 

operational concerns. END SUMMARY. 


2. (SBU) The annual inspection of U.S. military facilities 

located in Ankara 

under the bilateral Defense and Economic Cooperation 
Agreement (DECA) was held from Nov. 14 to 18. Major General 
Sefer Ozturk 

Agreements and Operations Division in 2004 and led the 
Turkish delegation 

as he did in 2004 

and urging both sides to work constructively to resolve 
outstanding issues (reftel). 


425th ABG - DEFUSING ISSUES AS THEY AROSE 


3. (C) As in 2004 
Base in Ankara was uneventful. At the Bayrakli installation 
in Izmir -- home to the 425th Air Base Group which supports 
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US troops at NATO\'s Component Command Air Izmir and US 
military operations in Eskisehir 

administers the Cigli Air Base turnover agreement -- TGS 
identified three concerns: 1) Armed U.S. military personnel 
guarding the Bayrakli entrance 

residences 

the base name from Air Base Squadron to Air Base Group. 


4. (C) GEN Ozturk explained the TGS concern with the first 
two issues as the possibility of an accidental weapons 
discharge in public areas. The Bayrakli compound is located 
on a main road with regular commercial traffic and 425th 
housing units are located in the heart of Izmir. Despite the 
historic use of armed guards at the Izmir Hilton Hotel which 
previously housed the 425th 

from 2004 

civilian clothing and to consider use of a Turkish contractor 
to provide security. The second issue was defused with a 
decision for roving patrols to travel unarmed. On the third 
issue 

provision dealing with name change but agreed to submit a 
letter of notification to TGS regarding the base change from 
a squadron to a group. 


VENVIRONMENTAL V" ISSUES DOMINATE INCIRLIK TALKS 


5. (SBU) At the 39th Air Base Wing on Incirlik Air Base 

did not raise the two most contentious topics of the 2004 
DECA inspections: 1) APO Agreement: the need for an Armed 
Services Post Office (APO) agreement 

demand that the US determine a fixed number of job slots in 
defined categories for dependent hires and to apply for work 
permits for each. The US side effectively ended discussions 
on these issues in 2004 by providing samples of US APO 
agreements with other countries 

lines on both issues and offering dates for a meeting to 
discuss a mutually-acceptable solution. The MFA is charged 
with pulling together a consolidated GOT position but has 


rejected our repeated offers to meet because it cannot gain 
agreement from other relevant ministries on a position that 
will meet our terms. 


6. (SBU) Instead 

the importance of the environment to Turkey 

by EU acquis requirements since Turkey began accession talks 
on Oct. 3. 


Landfill: TGS has called for the US to close and cap the over 
40 year old joint-use base landfill. The US side explained 
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that the $8-9 M required to cap the landfill had been 
requested 

at the earliest. TGS could attempt to accelerate the 
timetable by notifying EUCOM at a high level that closing the 
landfill is a priority for Turkey. If so 

demonstrate a rationale for its concern 

health risk. 


Trash Separation: TGS lamented the unhygenic conditions 
under which trash separators collect base recyclables and 
called on the US to provide running water. (Note: Under the 
DECA the US is responsible for both US-only and joint-use 
base services.) The US contract for trash disposal does not 
include trash separation. The lack of a US directive for 

trash separation was confirmed at the dump site 

workers were visibly nervous and vague in their responses to 
questions about who hired them. The US side agreed that the 
worker conditions are unhygenic and 

directive for them to work on base 

to specifically exclude trash separation. If the Turkish 

base command insists on keeping this facility on base 

39th ABW command will consider in-home recycling options for 
American personnel 

The TGS outbrief stated that hot water and shower facilities 
should be provided to the trash separators but did not assign 
responsibility for this action. 


Completed Actions: The most striking aspect of the TGS 
outbrief was the credit it gave to the US for actions 
completed 

year earlier. 


SETTING THE TONE FOR 2006 


7. (SBU) COMMENT: Mission has noticed a definite improvement 
in both the tone and conduct of the DECA inspections over the 
past two years. That said 

insistence on conducting the outbrief only in Turkish and not 
allowing the US the opportunity to formally outbrief our 

issues. Mission will review options to further level the 

playing field during the 2006 inspection 

development of suggested rules of engagement for inspection 
conduct to ensure fair and accurate representation of both 
Turkish and US concerns. END COMMENT. 
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draft and to be at this stage in the discussions 

that the ball was now in the GOC\'s court for a formal 
response. After a quick read of the text 

satisfaction with the V'considerable conceptual overlap V" 
between U.S. and GOC views. General Padilla asked whether 
joint training of special forces and collaboration on 

anti-mine efforts needed to be spelled out specifically in 

the text 

covered under more general language paragraphs. Penate 
underscored that the GOC wanted to pursue these discussions 
in a quiet and informal manner and hoped to wait until after 
the presidential elections before taking the initiative 

public. 


3. (S) News of Penate\'s nomination by President Uribe to head 
the DAS (Departamento Administrativo de Seguridad) 
equivalent to the FBI 

Penate said he was not sure whether Hernan Sanin 

replace him at the MOD (and brother of former Presidential 
candidate and current Ambassador to Spain and Uribe confidant 
Noemi Sanin) 

would pass to someone else at the MOD. He said the Embassy 
would be informed as soon as a decision was made. 

DRUCKER 
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the country with more time to prepare for introduction of 

the single European currency". Slovakia is the seventh and 
so far the largest EU newcomer to join the ERM-2 after 
Lithuania 

SlovakiaVs regional peers 

have put back the euro adoption deadline to 2010 

Poland has yet to set a target date. 


3. Miklos hoped that Slovakia\'s participation in ERM-2 
would \"keep its currency unit more stable 

economic performance and 

signal to foreign investors\". According to economists 
earlier entry would limit the koruna\'s volatility before 

2006 parliamentary elections. Importantly 

isolate the unit from other central European currencies and 
thus make it less vulnerable to economic and political 
turmoils on neighboring markets. (NOTE: In the past 
koruna has very often suffered from the turbulences in the 
region 

Poland and continued fiscal worries in Hungary.) 


4. Under ERM-2 
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fluctuate in a band of plus or minus 15 percent on either 
side of the central exchange rate 

38.4550 SKK/EUR. This means that the crown shall trade 
within a range of 32.6868 to 44.2233 against the euro before 
the European central bank and the National Bank of Slovakia 
must intervene to stabilize the unit. In spite of the fact 

that Slovakia did not negotiate any unilateral exemptions 
experts expect that the Slovak authorities will seek to keep 
the koruna within an effective asymmetric band of 2.25 
percent on the weak side and 15 percent on the strong side. 


5. The central parity was set in line with the current 
exchange rate and many observers believe that as a result of 
the earlier entry it is somewhat weaker than had been 
expected. However 

revaluation of the central parity if needed 

devaluation in the regime is not permitted. Furthermore 

the final conversion rate must not equal the chosen parity. 
Economists expect the Slovak crown to gain between 5 to 10 
percent over the next two years of convergence 

indicate the final conversion rate at around 36.00 SKK/EUR. 


6. The entry into ERM-2 came as a positive surprise for the 
foreign exchange markets. The Slovak crown strengthened to 
a more than 8-month high against the Euro on Monday (37.812 
SKK/Euro) 

September 2002. Currency traders explained that the 
Slovakian membership in the ERM-2 was just another piece of 
good news 

health. Importantly 

commitment to continue its implementation of structural 
reforms. 


7. The main role of the ERM-2 mechanism is to test the 
currency stability before the Euro adoption. During the 
probation period of two years at minimum 

to fulfill four other 


outlined below 
on public debt and long-term interest rates 
the fiscal deficit ceiling and inflation criterion by 2007. 


-- BUDGET DEFICIT below 3 percent of GDP: Slovakia\'s public 
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sector deficit accounted for 3.3 percent of GDP in 2004 and 

is projected to reach 3.25 percent of GDO in 2005 

percent in 2006 

(Note: new EU entrants exclude pension-related spending from 
their fiscal accounts until March 2007.) 


-- PUBLIC DEBT of less than 60 percent of GDP: Slovakia is 
well below the criterion with public debt of 43.8 percent of 
GDP in 2004 

GDP in 2007. 


-- INFLATION RATE within 1.5 percent of the three EU 
countries with the lowest rate (0.9 percent as of October 
2005): The average HIPC (harmonized index of consumer 
prices) inflation rate in Slovakia as of October 2005 was 
3.2 percent. The average CPI inflation is forecasted at 2.8 
percent in 2005 

2007. 


-- LONG-TERM INTEREST RATES within 2 percent of the three 
lowest interest rates in the EU (3.21 percent as of October 
2005): The average long-term interest rate in Slovakia in 
October 2005 was 3.25 percent 

criteria. 


8. Slovak authorities reiterated that the earlier entry 

into ERM-2 has no impact on the target day for joining the 
Euro itself. According to the National Strategy on Euro 
Adoption from the July 2005 Euro roadmap 

officially introduce the single European currency unit on 
January 1 

Vdual regime\" period the Euro will become the only accepted 
currency in Slovakia as of January 17 


9. COMMENT. The Slovak currency is expected to stay within 
the set boundaries given the strong trajectory of the 

economy. Fulfillment of all other criteria to qualify for 

the Euro will require Slovak authorities to pursue prudent 

fiscal policy with high a degree of budgetary discipline and 
continue the timely implementation of further structural 
reforms. A great deal of responsibility for SlovakiaVs 

final convergence result will thus be in hands of the future 
government 

elections. SUMMARY END. 
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and parts of the West Bank). The latest poll shows Kadima 
would receive 34 Knesset seats if elections were held today 
up one seat from last week. Likud would win only 10 seats 

down from 13 last week 

and Shas. End Summary. 


2. (C) Political Shifts in Shinui 


-- Sources close to former Labor leader Shimon Peres say that 
he is likely to align himself 

Kadima Party 

envoy in any future Sharon-led government. Peres said he 

will announce his decision November 30. 


-- Labor MK and former Minister of Communications Dalia 
Itzik 

28 that she is leaving the Labor Party to join Kadima. Some 
observers speculate that Peres conditioned his political 
support for Kadima on Sharon offering Itzik a choice position 
in Kadima. 


-- Labor MK and former Environment Minister Shalom Simhon is 
also considering whether to leave Labor to join Kadima. 


-- One of the Shinui Partys founders 

confirmed November 29 that he is joining Kadima (reftel). 
Shinui MK Ilan Shalgi told Poloff November 29 that Sharon 
offered Reichman the Ministry of Education portfolio in any 
future Sharon government. He said that Reichman\'s move is a 
setback for Shinui leader Lapid. 


-- Responding to an official invitation 

non-affiliated mayors and heads of regional councils from 
around the country attended a meeting with Sharon at his 
residence to discuss the Kadima Party. Some half of those 
who attended reportedly announced they intend to join the 
Kadima party. 


-- Meretz MK Zehava Gal-On told Poloff November 29 that 
Meretz leader Yossi Beilin\'s November 27 announcement of his 
party\'s willingness to join Kadima was \"premature\" (see 

reftel). She stressed that Beilin made the announcement 
without the party\'s agreement. 


3. (U) Labor Reels in a Public Figure 


-- The media has had a lovefest covering Channel Two reporter 
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Sheli Yehimovitch\'s move to join the Labor Party. Television 

news broadcasts November 29 devoted long segments showing the 
popular Yehimovitch arriving at Labor Party headquarters 

being escorted into Peretz\'s office 

Peretz on the office couch with his arm around her. Peretz\'s 
search for prominent personalities from outside the Knesset 

to join his party list could threaten the seats of current 

Labor MKs. 


4. (U) Kadima Announces Simple Election Platform 


-- The Kadima faction platform as leaked to the media calls 
for the establishment of a demilitarized Palestinian state 
alongside Israel in order to preserve Israel\'s Jewish 
majority and its democratic nature. 


-- The Kadima platform also calls for the preservation of an 
undivided Jerusalem and retention of major West Bank 
settlement blocs under Israeli control. 


-- The platform also states that the roadmap will be a part 

of Kadima\'s national agenda and that the establishment of a 
Palestinian state will be achieved in stages 

which will include the dismantling of terrorist 

organizations 

reforms in the Palestinian Authority and preventing 
incitement. 


-- The platform alludes to the need for political reforms 
including the introduction of constituency-based elections 
and open primaries for Knesset members and the premiership. 


5. (U) Latest Polls Show Likud Losing Ground 


- A Dahaf Polling Institute poll released November 30 shows 
that if elections were to be held today 

only 10 Knesset seats 

number. The polls showed that even the Shas Party would 
out-rank Likud 


-- According to the Dahaf poll 
seats 

Party would receive 27 seats 
week\'s survey. 


-- The poll shows Shinui support shrinking further 
five seats from the six indicated in last weekVs poll. 
Shinui won 15 seats in the last election. 


6. (C) Parties Prepare for Primaries. 
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-- National Religious Party primaries are scheduled for 
January 3 

Poloff November 29 that the NRP and the National Union (NU) 
will be submitting a united list for the elections. He 

dismissed speculation that the other religious parties 

and United Torah Judaism 

form a broader religious/right-wing political base. 


-- Yahalom also commented that Avigdor Lieberman 
the Yisrael Beiteinu party 

Russian vote rather than marry up with the right-wing 
religious parties. 


-- Shinui MK Ilan Shalgi told Poloff that Shinui\'s 169-member 
council will choose the party list January 19. Shalgi noted 

he is number three on the list 

Lapid and MK Avraham Poraz. He commented that Shinui will 
aim to attract the secular middle class 

his party would be a good partner for Sharon. 


-- Shalgi told Poloff November 29 that he will give a speech 
to the Knesset plenary November 30 

that the GOI continue to take unilateral actions with regard 
to its borders. He advocated that Israel retain the large 
West Bank settlement blocs 


-- Likud MK Gilad Erdan told Poloff that nothing major will 
transpire within Likud before the party chairman is chosen in 
leadership primaries scheduled for December 19. He commented 
that suspicion within the party exists about who from Likud 

will jump next to Sharon\'s ship. 


7. (U) Election preparations. 


-- The Population Administration announced November 27 that 
in the upcoming elections 
registered to vote. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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will discuss a calendar for withdrawal useful to the lragi 
transition" if the Center-Left wins the Spring 2006 
elections. At a party conference one week later 

said that troop withdrawal would be gradual and in 
consultation with the Iraqi government. Fassino\'s phrasing 
differed slightly from Center-Left leader Romano ProdiVs 
standard line that if elected 

to withdraw its military from Iraq and engage the country in 
reconstruction." Head of the DS Office of International 
Affairs Lucciano Vecchi assured Poloff that Fassino had 
cleared his comments with Prodi in advance. 


3. (U) Other leaders of the \"reformist\" component of the 
Center-Left coalition have since echoed Fassino\'s comments. 
Daisy Party leader Francesco Rutelli immediately confirmed 
Fassino\'s statement that the Center-Left would discuss the 
withdrawal with allies and with the government of Iraq. 

Radical party leader and former EU Commissioner Emma Bonino 
welcomed the newly enunciated position of the Center-Left. 
She had previously said 

only mean putting the country in the hands of headhunters and 
civil war...We were against the war...but once war was 
declared we must chose which side to take.V Italian Social 
Democrat (SDI) leader Enrico Boselli responded similarly 

that 

fragile democracy and not leave it in the hands of 

terrorists. V 


4. (SBU) Fassino\'s comments sparked a strong negative reply 
from radical fringes of the Center-Left coalition. Il 

Manifesto 

Renewal Party (RC) 

a November 8 editorial 

Center-Left government would fix a calendar and something 
else to say any troop withdrawals would be coordinated with 
the Americans 

Center-Left\'s three radical members 

(RC) 

to call for the immediate withdrawal of all Italian troops 

from Iraq. 


5. (SBU) Communist Renewal leader Fausto Bertinotti has 
generally been considered the radical left\'s spokesperson on 
the issue of Italian troop withdrawal. However 

moderated slightly since his striking defeat in the 
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Center-Left\'s October 16 primary (REFS A and B). He 
responded to Fassino\'s comments that Fassino should be 
careful not to V'cause confusion" and not to \"play with 
words.V Press commentators suggest Bertinotti has toned down 
his rhetoric in order to avoid a public dispute with Prodi. 

The Green\'s Pecoraro Scanio 

left 

announce the withdrawal of our troops from Iraq.\" He 
continued 

no withdrawal 

because we would pull out." Scanio says a withdrawal must 
take no more than two or three months. 


6. (C) Daisy Party Foreign Affairs Adviser Luca Bader told 
Poloff that the Union is currently negotiating the coalition 
platform 

According to the press 

Jacopo Venier stormed out of a November 24 platform 
negotiation on Iraq. Venier was quoted saying 

they have proposed is unacceptable. Sandro Bondi (FI) could 
sign it." Venier said he was dissatisfied with the line 
proposing 

that we withdraw our contingent from Iraq 

consultation with Iraqi authorities 

goal of ensuring security" Venier said the PDCIVs position 
remains that troop withdrawal must be immediate and 
unconditional. Venier complained that he was told the 
language could not be changed because the DS and BertinottiVs 
RC had already agreed on it. 


7. (C) COMMENT: With active encouragement from Iraqi 
President Talibani (REF C) 

Embassy 

has publicly moved to a policy on Italian troop deployments 
in Iraq that is nearly indistinguishable from the Berlusconi 
governmentVs policy: troop withdrawal in consultation with 
the Iraqi government and its allies with a lingering 
commitment to civil reconstruction. The issue is whether 
Prodi and his moderate allies could force that policy on the 
radical left in the event of a Center-Left victory. Opinion 
polls show the Center-Left\'s lead has narrowed from eight 
percentage points in August to within the range of 
statistical error in the most recent polls. Ironically 

close victory by the Center-Left would strengthen the 
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extremist parties relative importance to the coalition and 
give Prodi less flexibility. END COMMENT. 

SPOGLI 


46436 

overt acts and utterances.V There was no explanation for why 
only four of the five assemblymen were suspended. Once 
passed 

Assemblymen from twenty-four to twenty 

pro-impeachment members now had the required two-thirds 
majority to move ahead. The House immediately then empowered 
Chief Judge Igoniwari to investigate the impeachment of 
Governor Alamieyeseigha. Deputy Speaker Bright Erewari 
introduced the motion and noted the constitutional basis for 
their actions. 


HOUSE AFFIRMS DEPUTY GOVERNOR IS ACTING 
GOVERNOR 


4. (U) The House also rescinded an action taken by the 
Governor on Monday. Alamieyeseigha had put Clerk of the 
House Peter George on compulsory leave 

Ere as acting clerk. However 

the Governor's action null and void as it violated of the 
Bayelsa State House of Assembly Act. House Speaker 
Peremobowei Ebebi further stated that the House did not 
recognize Alamieyeseigha\'s actions as governor since the 
120-day leave of absence he requested two weeks ago was still 
in force 

governor. 


5. (U) The Governor's spokesman Preye Wariowei quickly 
condemned the House\'s actions 

four anti-impeachment assemblymen did not follow House rules 
and the direction to the Chief Judge violated the impeachment 
process proscribed by the constitution. 


6. (C) Comment: The Houses actions are further evidence 
of State and Federal Government determination to remove 
Alamieyeseigha from office. End comment. 
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Iraqi Army and Police. Several senior ISF 
commanders spoke frankly of the need to field 
an integrated (cross-sectarian) army and the 
necessity of support from the civilian 
population. An ex-Saddam era Army officer 
presented a detailed plan for future CF 
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presence in populated areas that involved 
immediate reductions in CF security operations 
in the cities and eventual transfer of foreign 
troops to staging sites outside the cities. 

Local Sunni Endowment leader Sheikh Dhaher 
thrust the responsibility for security upon the 
Anbaris themselves. He disavowed Islam\'s 
relation to terrorism and emphasized that the 
terrorists end-game is destruction. 


2. (C) Summary and Comment (cont.) The group 
agreed to a follow up meeting on December 1 
the same day the Independent Electoral 
Commission Iraq (IECI) will meet in Ramadi as 
part of its planned outreach. Following the 
meeting 

proof of American \"sincere intentions" in the 
form of easing of checkpoints or relaxing 
vehicle restrictions will most likely be 
disappointed. We need to emphasize greater 
Sunni involvement in the impending elections 
while sustaining efforts to improve security 
conditions in the province gradually. 

Continued engagement will help clarify 
achievable goals as we reach out to Sunni Arab 
leaders. End Summary and Comment. 


3. (C) Two-hundred Anbari technocrats 

military officers 

officials and citizens braved terrorist threats 

to attend a conference on November 29 in 

Ramadi. Senior Iraqi Security Forces (ISF) 
commanders and CF commanders sat side by side 
with imams and senior provincial officials 

during a four and half hour session on 

establishing sufficient security to permit the 
withdrawal of the CF from Anbar\'s cities. 


4. (C) Governor Ma\'moon Sami Rasheed (al 
Alwani) was primarily responsible for 
organizing the event 

turn-out was due at least in part to the 
support of the provinceVs three most senior 
imams (reftel). Interim Provincial Police 
Chief Abdul Kareem again failed to appear in 
the capital. Fortunately 

attacks; three indirect fire attacks (mortars) 
struck harmlessly near the provincial council 
building and a possible VBIED attack was 
successfully averted. 
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Building the ISF With the \'Sons of AnbarV 


5. (C) Conferees heatedly debated whether Anbar 
natives should form the majority of recruits 

for the Iraqi Army units (and 

mentioned 

province. General Hekmet of the 7th Division 

IA 

Ubaydi 

savvier about the criminal elements in Anbar. 
Sheikh Anwar Kharbit stated 

island 

from solely Sunni (or RamadiVi) sources was not 
the solution. A lower ranking tribal sheikh 

Nasir Abdul Kareem 

need to put hand in hand to achieve peace and 
prosperity in Anbar.\" 


6. (C) Ex-military officer Sabah Menfi al-Rawi 
dredged up the Minister of DefenseVs 
controversial quote V'Anbar is a safehaven for 
terrorists 

\"Anbar is a terrorist province.\" Rawi 
postulated this statement proves the Ministries 
of Interior and Defense are involved in a 
conspiracy to marginalize the Sunni. His plea 
to reinstate the local former regime military 
officers (of which there are many 

held the audience\'s rapt attention. 


Debate on Solutions 


7. (C) Rawi offered a committee of sheikhs 
headed by the governor to recruit and vet 
potential cadre for a \"native defense force and 
police.\" Rawi suggested that \"friction\" 
resulting from the proximity of Coalition 

Forces and the local populace caused the V'armed 
population" to engage the CF in combat 

of fighting their real enemy 

The forceful ex-officer proposed a series of 
restrictions on the CF 

on manning checkpoints 

foot patrols 

leaving the bases unconditionally. Removing 
the CF to V'staging places\" outside Anbar\'s 
cities would lessen the psychological impact of 
Coalition troops on the populace. Brigadier 
General Hekmet noted that the 7th Division was 
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still attempting to recruit an additional 2 
soldiers from Anbar 

\"too little 

that followed 

selected and later rejected for command of a 
unit that was recently deployed to Diyala. 
Hekmet taunted Rawi (who had admitted 
consulting with the last two Ministers of 
Defense) 

whining to the Minister 

completely indigenous army. VV". Pleading for the 
support of sheikhs and imams 

\"we are all Iraqi and we're all under 
occupation V". 


Security and Economics 


8. (C) Brigade Commander Colonel Haider of the 
1st Division 

spoke of the unemployed and halted projects. 

He expressed doubt an Anbar army could 
guarantee security 

more than the army; it depends on the civilian 
population 

that we have heard your views 

going to do?" The Assistant Division 
Commander 

money and economic development only come with 
security and offered Falluja as a prime 

example. 


9. (C) Sheikh Dhaher of the Anbar Sunni 
Endownment admonished 

responsibility.\" He suggested that even the 
Muslim Ulema Council agrees terrorism has 
nothing to do with Islam. He asked the 
audience 

Answering his own query 

\"destruction\". (Comment: Overall our 
interlocutors do not complain about a 

disruptive impact of CF operations on economic 
activity. Far more common are emotional 
charges of improper treatment or displays of 
disrespect by troops. In the Anbari mindset 

(as in much of the Middle East) 

\"Cordons and Knock" missions -- both of which 
involve intrusion into the home sanctuary -- 

are a form of disrespect. End Comment.) 


10. (C) Participants (Head Table): 
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Iraqi Security Forces: 

7th Iraqi Army Division (due in Anbar in 

January) General Hekmet 

Special Police Commando (\'Wolf Brigade!) 
Commanding Officer (due in Ramadi in December) 
Abdul Salam 

1st Iraqi Army (7th Brigade) Colonel Haider 


Provincial Government: 

Governor Ma\'moon Sami Rasheed (al Alwani) 
Provincial Council Chairman Khudair Abdel Jabar 
Provincial Council Deputy Chairman (and Anbar 
IIP Secretary General) Dr. Abdelsalam al Ani 


Sheik Yassin Muflin al Hambadi of Hit 
Sheikh Dhaher Mohammed Awad Obaydi 
Sheikh Thamir Ibrahim Dharer al Assafi 


Coalition Forces: 

Assistant Division Commander General Williams 
2BCT Commander Colonel Gronski 

6th Civil Affairs Group Governate Support Team 
Col Burdine 

3-7 Brigade Commander LtCol Turner 

229 Brigade Commander LtCol Roggeman 

PP3 (Police Advisor) Major Rice 

2MarDiv FAO Capt Aziz 

SET Officer Lane D. Bahl 
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for failure to file the appropriate requests and reports to 
DCPA Etienne before and after the operation. She 
characterized the Inspector GeneralVs internal report as 
favorable to Lochard while placing the onus squarely on 
Etienne\'s shoulders for sending the specialized units without 
the proper paperwork (according to the HNP code of conduct 
only the DCPA can authorize the deployment of specialized 
units like SWAT and CIMO). 


4. (C) Chevalier further argued that Lochard\'s arrest was 
illegal and arbitrary because it was executed after 8 p.m. in 
the evening and without a warrant (according to Haitian law 
arrests cannot be made between 8 p.m. and 5 a.m.). The firm 
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filed a request with the chief judge of the court of first 
instance to have Lochard released based on those grounds 
(NOTE: The letter was also signed by other members of the 
legal team 

au Prince (and former candidate for Minister of Justice 
Gervais Charles) 

Exume and Garry Lissade. END NOTE). Once investigating 
judge Peres Paul has completed his investigation 
recommend whether to release Lochard on those grounds or to 
hold him for trial. Even though she does not represent 
Etienne 

Andresol arrested him and Lochard to settle a personal score 
with them for having participated in his arrest under 

Aristide in 2002. She said that Lochard did not share that 
sentiment. Chevalier added that Lochard is a humble 

V man of the people\" who still lives at home with his mother. 
She pointed to the recent demonstrations by supporters 
calling for his release as evidence of his popularity (NOTE: 
Most of the demonstrators are decommissioned police officers 
Andresol recently fired for participating in corruption. END 
NOTE). 


HR Community\'s role in the Investigation 

5. (C) Director of the National Network of Defenders of Human 
Rights (RNDDH) Pierre Esperance told poloff November 18 that 
he was pleased that DCPJ Lucius had completed his 
investigation. Esperance said that once his organization 
RNDDH issued its report on Martissant in September 

concert with the Embassy\'s continued pressure for the police 
to conduct an investigation 

assistance in interviewing witnesses and gathering evidence. 
Esperance further lauded DG Andresol\'s courage in following 
through on the Etienne and Lochard\'s arrest. Esperance 
recalled the phone call Andresol made to him on the morning 
of November 4 

Esperance 

whether to arrest these two high-ranking HNP officials and 

the implications for his personal security. Esperance said 

he advised him to take the strong stand to demonstrate his 
ability to fight impunity at every level in the HNP. 


Lochard\'s Possible Release? 

6. (C) Esperance shared with poloff his reservations about 

the success of the judicial process against the two officers 
mainly Lochard. Esperance believes that Lochard has a strong 
crony network in the judicial system that will act in concert 

to get him released from jail. In addition to the 

high-powered legal team compiled by his brothers 

includes former Ministers of Justice 
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ally of the current Minister of JusticeVs chief advisor 

Carlos Hercule (NOTE: Before arriving at the Justice Ministry 
in July 2005 

Port-au-Prince Bar Association Gervais Charles. Charles is 
currently a member of Lochard\'s legal team. END NOTE). 
Esperance noted that since Etienne and Lochard\'s arrests 
Minister of Justice Henri Dorleans has been noticeably silent 
on their cases. He does not think that the Minister will 
intervene on behalf of Lochard 

Hercule might place pressure on the investigating judge to 
call for Lochard\'s release. He also pointed out that Lochard 
remains the only officer out of the 15 who wasn\'t 
decommissioned as a member of the HNP and he is technically 
still a member of the force. 


7. (C) Esperance also characterized investigating judge Peres 
Paul as largely corrupt and a judge who only takes a case 
Vwhere money is involved" (Chevalier claimed that Paul 
initially refused to accept the case because he did not have 
a vehicle available to help him in conducting the 
investigation. A car was eventually made available to him 
and he agreed to take the case.) As part of the judges 
investigation 

the judge on November 21 and were returned to the Pacot 
Prison Annex on the same day. As of November 29 

Paul had completed his interviews of all but 4 of the 15 who 
are currently in prison in relation to the Martissant 
operation. 


8. (U) On a positive note 

support for Andresol. During a meeting with poloff on 
November 23 

Bazile asked for the embassy\'s continued support for the 
Justice Ministry\'s efforts at professionalizing the HNP. In 
a November 24 statement 

reiterated its determination to professionalize the HNP and 
called on the DG to continue to respect the rules and 
principles governing the force. The communiqu also stated 
that the judicial authorities have the sole competence to 
determine the guilt or innocence of an officer. In a 
November 28 press conference 

for further HNP reform and specifically congratulated the 
efforts of DG Andresol. 


9. (C) Comment: Andresol may have won this battle but the war 
on impunity within the HNP is far from over. If EsperancesVs 
assertions hold true and Lochard goes free 

actions will have been in vain with risk to future HNP 
professionalization efforts and an even greater risk to his 

own life. We will continue to express our support for 

Andresol and his police reform measures. 
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Petroandina 

agreements with one: Colombia. On November 24 Colombia and 
Venezuela agree to construct a pipeline to transport gas from 
Colombia to Venezuela for the Paraguana Refining Complex. 
(NOTE: The western portion of Venezuela 

Maracaibo 

Construction is scheduled to begin in the first part of 2006 

and to be completed in 24 months at an estimated cost of 230 
million USD. In addition 

percent stake in a refinery in Cartagena for approximately 

800 million USD. It also appears that the Government of 
Colombia will sell its share in the joint venture fertilizer 

and chemical company Monomeros Colombo-Venezolanos to a 
Venezuelan state-owned entity. 


5. (C) (COMMENT: Although Petroamerica and its component 
parts appear to be clearly defined on paper 

lines can be quite blurry. For example 

during his recent meeting with Colombian President Uribe 
stated Venezuela was ready to extend the V'mechanisms of 
Petrocaribe to Colombia as part of the Bolivarian Alternative 

for the Americas (ALBA is the GOV\'s somewhat nebulous and 
largely ignored alternative to the Free Trade Agreement for 

the Americas with energy integration through Venezuela as one 
of its cornerstones.) Venezuela has also expressed interest 

in upgrading the Villa Elisa refinery in Paraguay 

Paraguay is not a member of either Petroandina or Petrosur. 
END COMMENT) 


6. (U) Although the GOV has signed a series of bilateral 
agreements with Petrosur member states 

far behind Petrocaribe in terms of implementation. Argentina 
and Venezuela signed a Memorandum of Understanding this month 
for the construction of a USD 4 billion 

pipeline between the two countries during President 
Kirchner\'s November 21 visit to Venezuela (Reftel B). Energy 
Minister Rafael Ramirez stated at the signing ceremony that 
the MOU was a significant step in the development of Petrosur 
and said both countries agreed to carry out studies to see if 
the gas pipeline project could eventually include Uruguay 
Paraguay 

PDVSA and the Argentine oil company Energia Argentina 
(Enarsa) also signed a contract for the establishment of a 

joint venture that will supply five million barrels of gasoil 

per year to the Argentine market. The contract is a renewal 

of a previous contract. Enarsa and PDVSA are also supposed 
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to open a string of service stations in Argentina. PDVSA has 
also signed a letter of intent to begin negotiations with the 
Argentine firm Rhasa for its purchase. Among Rhasa\'s assets 
are a refinery 

service stations in Argentina 


7. (U) The GOV and the Uruguayan government have signed a 
letter of intent to evaluate PDVSA\'s participation in the 
Uruguayan energy sector. Under the agreement 

study will be carried out on the expansion and upgrading of 
the La Teja refinery. The refinery currently has a daily 
capacity of 50 

examine whether the capacity of the refinery can be doubled. 
The additional capacity would be devoted to the refining of 
heavy and extra-heavy Venezuelan crude. Energy Minister 
Ramirez has publicly said that the amplification of PDVSAVs 
operations in Uruguay and Argentina are V'the key to 
consolidating the energy integration of the South". 


8. (U) PDVSA and Petrobras have also agreed to begin studies 
on the construction of a refinery in Pernambuco 

a capacity of 200 

expected to cost 2.5 billion dollars with costs being split 

equally between PDVSA and Petrobras. It is expected to be on 
line by 2011. Venezuela and Brazil are also studying the 
construction of a gas pipeline that would run from Ciudad 
Bolivar in Venezuela to the city of Manaos in Brazil. 


9. (C) On paper it would appear that the GOV is making 
progress on making its Bolivarian dream of regional energy 
integration a reality. However 

that actual implementation of the GOVVs grand design for 
continent-wide energy integration with Venezuela as the hub 
is at this point little more than a pipe dream. As laid out 

in Reftel C 

operational problems that threaten production levels. These 
operational difficulties are compounded by the GOV\'s practice 
of squeezing PDVSA for funds for President ChavezVs social 
development agenda in anticipation of the presidential 
elections in December 2006. In addition 

A 

to shipping schedules. Finally 

latest strategic plan (Reftel D) 

and PDVSA bandy about for Petroamerica frequently conflict. 
For example 

2.2 billion USD for Petroamerica related refinery projects. 
However 

from this amount. PDVSA\'s figures for individual projects 
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can often range widely. For instance 

Pernambuco refinery is listed as 2.5 billion USD in some 
PDVSA documents and 3 billion USD in others. 


10. (C) As noted in Reftel A 

continue talking about the various components of Petroamerica 
for propaganda purposes as well as to advance its 
politically-driven trade and regional integration agendas. 

It remains to be seen how many of the projects actually get 
off the ground. As critics have noted here in Venezuela 

gas pipeline to Argentina does not make sense commercially 
due to the sheer distance involved as well as the fact that 
there are potential suppliers far closer to Argentina. It is 

not clear how economically viable the pipeline to Brazil is 

but critics have noted it raises significant environmental 
issues. In order to build a pipeline to Brazil 

would have to construct a pipeline and roads over a 
significant distance through virgin jungle. In addition to 

the environmental destruction produced by the pipeline and 
roads 

also cause environmental destruction. We believe that the 
majority of the projects under Petroamerica that do see the 
light of day will do so because the GOV\'s partners in the 
project have a sound 

project rather than a political motivation for increased 

energy integration in Latin America 

motivating Chavez. Post welcomes comments and reporting from 
posts in Petroamerica member states. 

Whitaker 


A. \"Electoral Sewage 
(Editorial by Fatih Abdul Salam - Iraq 4 All News - 
http://irag4all.org - Independent 


\"Any Iraqi politician carrying a national slogan should be 
ashamed of himself 

all Iraqi cities without exception are turning into large 
flooded areas where sewage pipelines are exposed in 
residential neighborhoods forsaken by the ministries of 
health 


V'The availability of essential public services for Iraqis 
to provide their children with decent living standards is 
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the key factor for people\'s trust in politicians. No healthy 
political environment can correlate with open sewage 
networks feeding polluted swamps in neighborhoods and main 
roads in large cities 

devastated by continuous war. 


VWhere have the significant funds dedicated to cleaning the 
drainage channels in southern Iraq 

the former civil administrator Paul Bremer 

Iraq 

ministries still lagging behind those that could be 
implemented by any minor local council? The excuse will 
always be financial difficulties 

the billions presented during Bremer\'s era. There were many 
plans on paper which if they had found their way to reality 
the country would have been in a completely different state 
approaching the end of the third post-war year 

excuses presented by politicians seem so thin and unrelated 
to the people\'s interests in any way whatsoever. 


\"Addressing the problem of the sewage system is the broadest 
slogan through which to demonstrate to Iraqis that some care 
is being devoted to public health 

the education sector. 


VPerhaps the list of SaddamVs crimes should include the well 
built sewage systems established in the Green Zone alone 
which might have left current officials unaware of the 

problems facing the rest of the people. Who can step down to 
the level of the people and make the sewage system the theme 
of his electoral campaign? | don\'t think such politicians 

exist.\" 
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Key Leaders: 
Serge Gilles (presidential candidate) 
Victor Benoit (President of party) 
Robert Auguste (Secretary General) 
Micha Gaillard (spokesperson) 


5. (U) Union Pour Haiti (UNION): A formal alliance between 
center-right party MIDH (Movement to Introduce Democracy in 
Haiti) and the Fanmi Lavalas leadership. Standard bearer 
Marc Bazin has worked hard to cultivate the Lavalas masses 
who supported former president Aristide. Bazin is the 

ultimate survivor of Haitian politics; he served in each 
successive government beginning with Jean-Claude Duvalier. 
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Key Leaders: 
Marc Bazin (presidential candidate) 
Leslie Voltaire (campaign manager) 
Ivon Feuille (senatorial candidate-South) 


6. (SBU) Democratic Alliance (Alyans): A formal alliance 
between populist party Democratic Unity Committee (KID) and 
the Popular Party for the Renewal of Haiti (PPRH). The party 
is centered around well-known politician Evans Paul (aka 
K-Plim 
children\'s stories). Paul 
is extremely popular in the capital 
provinces. Alyans continues to pursue strategic alliances 
and has been in contact with OPL 
extent PNDPH. 
Key Leaders: 

Evans Paul (presidential candidate) 

Claude Roumain (PPRH national coordinator) 


On the Right 


7. (SBU) National Assembly of Progressive Democrats (RDNP): 
This is perhaps founder and former president Leslie Manigat\'s 
last run for the presidency. RDNP has a strong party 
infrastructure 

reins of leadership has limited the party\'s growth. 


Key Leaders: 

Leslie Manigat (presidential candidate 

Myrlande Manigat (Leslie\'s spouse and campaign manager; 
senatorial candidate-West) 


8. (U) Christian Movement for a New Haiti (MOCHRENHA): 
Protestant party with regional strength in Gonaives (hometown 
of the party's founder) and throughout the Artibonite and 
Central Plateau. Over one thousand supporters crowded a 
downtown Port-au-Prince basketball gymnasium for MOCHRENHA\'s 
October 8 campaign launch. Presidential candidate Luc 
Mesadieu promised a university in each of the HaitiVs ten 
Departments 

and bringing back the armed forces of Haiti. This last 
promise drew the loudest applause. Axan Abellard 
REPONSE 

(PDCH-II) each spoke in support of Mesadieu\'s candidacy. 


Key Leaders: 
Luc Mesadieu (presidential candidate) 
Sylvio Dieudonne (senatorial candidate-West) 


9. (C) Heads Together (Tet Ansanm Originally a regional 
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party with strength in the South 

notoriety after choosing Haitian-American businessman Dumas 
Simeus as its presidential candidate. The CEP opted to leave 
his name off the list of final presidential candidates due to 

the Nationalities CommissionVs findings (and ignoring an 
earlier Haitian supreme court ruling in SimeusY favor) that 

he holds an American passport. The party is fielding 
candidates across the board nationally and may form a 
significant bloc within parliament. The secretary general 
doctor by training and former Aristide Health Minister 

likely stifled his own presidential ambitions for a chance at 
becoming prime minister. 


Key Leaders: 
Dumarsais Simeus (disputed presidential candidate) 
Gerard Blot (Secretary General) 


New Comers 


10. (SBU) Platform for Hope (LVEspwa/LVEspoir): 
Left-leaning political alliance between ESKAMP (Solidarity to 
Construct a Popular Alternative) 

and KOREGA 

to be strong in the South 

departments and some cities in the north (ref A). Despite 
being new on the scene 

former president Rene Preval 

the presidential race. Other parties fear that Preval is 

strong enough to avoid a second round and some have called 
for parties to consider coalescing around a consensus 
candidate to challenge the former president (septel). A 
November 3 march of 3000 Preval supporters was tarnished by 
some who engaged in minor violence 

along the route. 


Key Leaders: 
Rene Preval (presidential candidate; former President) 
Bob Manuel (campaign manager 

Public Security) 
Joseph Jasme (ESKAMP) 


11. (SBU) Committee to Build Haiti KOMBA: The left-leaning 
Kombit Pour Bati Ayiti (\"Combat\") was co-founded in February 
2005 by AristideVs Minister of Youth and Sports and a leader 

of the large rural organization 

Papaye (MPP 

backing makes KOMBA a force to contend with in this yearVs 
elections. When the party was founded 

would be the vehicle for former president Rene Preval to 
launch a bid to reclaim the presidency. To the contrary 
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however 

Media reported September 30 that KOMBA will back the 
candidacy of independent Charlito Baker. Baker introduced 

MPP founder and KOMBA co-founder Jean-Baptiste to the Charge 
November 22 as Charlito\'s campaign manager. 


Key Leaders: 
Evans Lescouflair 
Chavannes Jean-Baptiste (MPP) 


12. (C) Mobilization for Haiti\'s Progress (MPH): Centrist 
party founded in November 2004 by Haitian-American and 
presidential candidate Samir Mourra. Mourra failed to make 
it onto the final presidential ballot due to his U.S. 

citizenship. Mourra has pursued the same legal strategy as 
Dumas Simeus and challenged the ruling before the Supreme 
Court. The case 

weeks 

a supreme court justice November 27 (preventing the court 
from reaching a quorum and the ability to render a decision 
on the case). Mourra considers the CEP \"corrupt\" and 
alleged interim Prime Minister Latortue played a personal 

role in the decision to remove Dumas Simeus from the ballot 
(thereby affecting his own candidacy). Mourra said he would 
fully support the international community running the 

elections on behalf of the CEP. MPH is fielding 16 

senatorial candidates and 77 deputy candidates. Mourra 
claims to be self-financing his campaign and the \"4000\" 
(including municipal) candidacies of his party. He told 

PolOff that he has spent more than $500 

runs a mortgage company in Miami Lakes where his family still 
resides. End Note). MPH\'s philosophy is economics-based and 
looks to create jobs by concentrating national production on 
agriculture and attracting foreign direct investment. 


Key Leaders: 
Samir Mourra (presidential candidate) 
Chrisler Elmira (campaign manager) 
Herve Leveille (party vice president) 


13. (U) Justice for Peace and National Development (JPDN): 
Right of center party founded earlier this year by a former 
Finance Minister who was previously head of the 
Port-au-Prince bar association. The party was a merger of 
three smaller defunct parties and 23 civic organizations. 

The party is actively pro-FADH (former Haitian military). 


Key Leader: 
Rigaud Duplan (presidential candidate) 


14. (SBU) The Front for National Reconstruction (FRN): A 
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FRN publication states the party\'s main objective is to 
Vcontribute to the creation of a modern 

respectful of a democratic order...\" FRN is likely to win 
some seats in local and parliamentary elections 

in Gonaives. Guy Phillipe 

early last year for his involvement in the events leading up 
to Aristides downfall 

on July 4 

been sounding more moderate in an attempt to erase the image 
of him as a rebel leader. He applauded the stepped-up 
vigilance of MINUSTAH and was included amongst political 
party leaders that met with the UN Security Council here in 
April. A FRN senatorial candidate once told PolOffs V'our 
economics is on the right; our social policy is on the left. V" 


Key Leaders: 

Guy Phillipe (presidential candidate) 

Winter Etienne (spokesperson; senatorial 
candidate-Artibonite) 

Goodwork Noel (National Executive 
National Dialogue Committee) 


15. (C) Artibonite in Action (LAAA): This party was 

founded earlier this year and is based in Gonaives. It is 

only running candidates in the Artibonite region 

notable being the interim prime ministers nephew who is 
running for senate. This party may have nefarious sources of 
income and has already been implicated in gang-related 
violence in the poorer neighborhoods of Raboteau and Jubilee 
in Gonaives. 


Key Leader: 
Youri Latortue (senatorial candidate) 


16. (U) For Us All (PONT): An off-shoot of Fanmi Lavalas. 
The party was founded in Jacmel and has limited reach beyond 
the South. 


Key Leader: 
Jean-Marie Cherestal (presidential candidate 
KERST 
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GoC plans to use these opportunities to encourage an open and 
inclusive debate about NGO registration and to underline the 
need for transparency in the process of drafting and amending 
the proposed legislation. 


3. (C) Sergey Mironov 
is currently in Ottawa 
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Senate 

opportunity to encourage NGO inclusion in the consulation 
process. He said that Canada will share its own NGO 
registration regulations as a working example but 
acknowledged the sensitivity in Russia toward NGOs that are 
perceived to cross the line from civil society promotion to 
political interference. Breton said that Russia's historical 
experience and culture make it overly sensitive 

as regards NGOs that receive funding from abroad to promote 
democratic institution-building. Breton and MacDonald 
thought that it would be counter-productive for foreign 
governments to attempt to tell Russia which NGOs are 
acceptable and which are not. Instead 

encourage a consultative process. 


4. (C) MacDonald related a recent conversation between a 
FAC official visiting Russia and Ella Pamfilova 

Presidential Council for Promoting Civil Society Institutions 

and Civil Rights. Pamfilova 

the Russian branch of Transparency International 

came to Canada on a GoC exchange program and plans to visit 
again in the coming months. She expressed less concern than 
expected to the official about the potential limitations of 

the proposed registration law. MacDonald himself expressed 
cautious optimism following reports from Canada\'s Moscow 
Embassy that described signs of flexibility shown by senior 
Russian officials on amending the draft. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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services. Farm groups have reacted angrily. This is the 

first time that the GOFVs pro-farm interest \"solidarity\" has 

been broken publicly. Despite reassurances to the contrary 

by MEDEF 

business leaders may well blame farm interests. END SUMMARY 


2. (SBU) At a MEDEF meeting Nov 25 with the French Ministers 
of Finance and Trade 

business leaders expressed their strong support for the WTO 
talks. Flanked by Economy Minister Thierry Breton and Junior 
Trade Minister Christine Lagarde 

Parisot 

the Doha Round was vital for economic growth in France and 
in Europe. Other business representatives were more 

critical 

over the current stalemate in which French officials had 
rallied almost exclusively to the defense of narrow 
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agricultural interests at the expense of manufacturing and 
service industries. According to press reports 
businessman reminded the Ministers that industry and 
Services accounted respectively for 85 percent and 12 
percent of FranceVs exports and employed 62 percent of 
France\'s workforce. 


BUSINESS: GOF IS HOLDING WTO POSITION HOSTAGE" 
3. (SBU) In her main address 

negotiations should not be limited to agriculture. In 

personal comments to the press 

representatives strongly criticized the GOF\'s unquestioning 
support of the French farm lobby\'s position at the expense 

of France\'s other economic interests. At the meeting 

business leader vocally criticized the government for 

Vholding the French WTO position hostage" to narrow farm 
interests. 


4. (U) The leading French farm union FNSEA reacted 
immediately 

condemning \"the naivety of MEDEF\". The press release called 
for MEDEF to unite with other organizations such as FNSEA to 
preserve the so-called French model (of economic 
development). Farm leaders argued that an agreement on 
agriculture would certainly not lead to increased 

liberalization for industry and services. Some French farm 
leaders even openly expressed their wish for a failure of 

the Hong Kong Ministerial 

better than a bad agreement. 


5. (U) In later interviews to the press 

implication that business would blame farmers if the Doha 
trade talks failed. She added that the French business 
community fully supports EU trade negotiator Mandelson in 
his call for a balanced agreement 

industry and services. 


COMMENT: A FIRST BREACH IN THE WALL 

6. (SBU) This incident highlights the growing discontent 
within the French business community about EU farm policy 
and the EUVs negotiating stance leading up to Hong Kong. 
This is the first time that business has openly criticized 

the French governmentVs unswerving support for maintaining 
the EU\'s Common Agricultural Policy (CAP) and protecting its 
main beneficiaries 

absentee landlords. Until now 

publicly tripped over each other to show their allegiance to 
President Jacques Chirac\'s strong pro-farm position. 
However 
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highlights a subtle shift 

that solidarity. Despite reassurances to the contrary by 
MEDEF 

French business leaders may well blame farm interests. 
Curiously 

Doha WTO talks should fail 

example and sign more bilateral or regional free-trade 
agreements. 

STAPLETON 
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and assessed the USG as incapable of thwarting either 
Iranian or Syrian interference in Iraq. End Summary. 


2. (C) Poloffs met November 30 with Saad Saleh Jabr 
(whose father was a Shia prime minister under King 
Feisal Il). Jabr 

exile during the Saddam years 

the upcoming Iraqi elections. He predicted that the 
four major parties -- Shia (Unified Coalition) 
(Kurdish Alliance) 

(Iraqi National List) -- will each win between 40 to 
65 seats. Under this scenario 

balance among the four groups will affect the choice 
of a prime minister. Jabr expects the Sunni winners 
to ally with Allawi. The question will then be what 
the Kurds decide to do. Jabr believes that with a 
little nudge from the USG 

Allawi. If not 

Mahdi. Jabr is certain Jafari will not remain 

Prime Minister. He predicted that support among the 
Shia for the Unified Coalition would drop 
significantly from January (where they gained a 
majority of votes). V'The Shia masses may be 
illiterate but they are not dumb-dumbs 

observing that the Shia government under Prime 
Minister Ibrahim al-Jafari had failed to deliver 
services or otherwise improve the daily lives of most 
Iraqis. Jabr said Ayatollah al-Sistani would maintain 
his decision not to endorse any list 

unsophisticated Shia would be misled into believing 
that Sistani supported the Unified Coalition 

his picture has already been identified with the 

list. He confirmed the widely held expectation that 
the Sunni community would come out to vote in large 
numbers 

terrorist violence. 


3. (C) Jabr strongly urged the USG to become involved 
in the formation of the new government. Poloffs 
stressed that the U.S. is committed to the right of 
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the Iraqi people to choose their government and urged 
that Jabr watch the Presidents speech to be given 
later in the day. Jabr criticized the rationale for 

what he viewed as a \"hands-off approach". \"How can 
you say you\'re not involved with thousands of troops 
on the ground." He added 

you?\" He also emphasized the four-year time frame of 
the new government 

need to get it right. Jabr said a primary concern of 
voters about the new cabinet will be whether the 
ministers are clean (i.e. 

Allawi would win support from the following camps: 
those who fear Iranian influence 

secular or distrust religiously aligned political 

parties 

government. In a familiar lament 

his father was a Shia and his mother a Sunni 

voters like him who regretted the increase in 
sectarianism in Iraqi politics would support Allawi. 
Acknowledging the injustices done to the Shia by 
Saddam 

excuse attempts by Shia leaders to exclude the Sunni 
community from Iraqi politics. 


4.(C) Jabr expressed regret about complete Iranian 
VcontrolV of Iraqi politicians and groups such as 
Abdel Aziz al-Hakim 

of southern Iraq 

couldn't be any stronger 

provide specific examples of Iranian control 

\"that is the stupidest question." He said the 

Iranians are Vlaughing at the Americans 

the USG had no means of thwarting Iranian influence. 
He also shared his view that the USG could not affect 
Syrian behavior 

\"talk louder?\" He noted that Iran pays many of these 
political leaders as well as \"the top 15 clerics\" 

inside lraq. 
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which explores the recent boom in illicit migration and human 
trafficking. The Charge will give brief remarks about 

trafficking in persons. Other speakers will present talks on 
violence against women 

co-sponsors include the Secretariat of Women\'s Affairs 
Paraguayan American Cultural Center 

NGO that provides assistance to women and children victims of 
domestic violence. 

MERZ 
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leadership 

2001-2004 

temporarily withdrew its Ambassador to Havana in protest over 
derogatory comments by Fidel Castro related to Peru\'s role in 
passage of that year\'s Cuba Resolution. In 2005 

Peru abstained on the Cuba Resolution at the urging of 
Brazilian President Lula and Argentine President Kirchner 
(Ref B). On the other hand 

resolution on alleged human rights violations in Guantanamo 
at the 2005 UNCHR. 


4. (U) Peru 

traditionally supports United Nations resolutions condemning 
the U.S. economic \"embargo\" against Cuba 

declarations condemning the Libertad Act by regional 
organizations such as the Rio Group 

Ibero-American Summit. 


No Confirmed Investment in Cuba 


5. (SBU) Peru has minimal foreign direct investments (FDI) 
abroad 

invested by Banco de Credito (Peru\'s largest bank) 

in Mexico 

Islands. Gladys Choy 

of Payment Division 

companies or individuals had any investments in Cuba. She 
did allude 

very small and not worthwhile. (Note: While the Central Bank 
tracks Peruvian foreign direct investment abroad 

release the data to the public because it believes the data 

is unreliable. End Note.) 


6. (U) Trade between Peru and Cuba is negligible. According 
to the Ministry of Trade and SUNAT (Peru\'s Tax and Customs 
Authority) 

exports to Cuba totaled $2.5 million in 2004 

million the previous year. Peru exported fishmeal and other 
fish products 

Cuba were $0.4 million in 2004 and $0.3 million in 2003. 
Imported products included rum 

products. 


Comment 


7. (C) The Peruvian Government is hostile to the Castro 
regime and 
American proponent of UNCHR resolutions condemning Cuba\'s 
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human rights record. Continued suspension of the Libertad 
ActVs application to Peru and its citizens would be in the 
U.S. national interest. Application of that legislation to 

Peru would likely engender ill will 

GOP support in the future 

bilateral trade and investment links with Cuba) have little 

or no effect on the trafficking or use of confiscated 

property in Cuba. 
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await a formal announcement from electoral authorities 

is the first of three cables that assess Zelaya\'s economic 
platform and likely impacts on U.S. interests. The Zelaya 
platform is a remarkably orthodox vision for economic growth. 
Its calls for rational energy policies 

diversification 

infrastructure 

appropriate goals that also mirror U.S. interests. Zelaya\'s 
gentleman\'s agreement with the IMF and unambiguous calls for 
fiscal discipline are sine qua nons for future macro 

stability 

anti-corruption 

like music to our ears. Some proposals remain vague (mining 
and telecomms) and some troubling (land reform 

Post will watch closely how the new administration seeks to 
balance foreign exchange inflows 

rates 

macroeconomic concern facing the new administration. 
Finally 

the Monterrey Consensus position that ultimately Honduras 
itself is responsible for implementing the reforms necessary 
to take full advantage of globalization and lay the 

foundations for sustainable economic growth. End Summary. 


What a Zelaya Administration Means for the U.S. 


2. (C) What is a Zelaya presidency likely to mean for the 
Honduran economy 
Despite having a party president (Patricia Rodas) with a 
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checkered 

revolutionary rhetoric 

platform holds few or no obvious items that threaten U.S. 
national economic interests. His endorsement of the IMF 
deal 

fit squarely within established priorities. His 

straightforward recognition of GOH responsibility for its own 
development is a fitting prologue to productive future 
engagement on technical assistance and other aid programs. 
Zelaya\'s calls for anti-corruption 

open competition will be crucial to promoting investment. If 
he follows through on his word in these areas 
improvements in investment climate will be both striking and 
long-overdue. 


3. (C) Zelaya\'s emphasis on infrastructural improvement 
should provide new business opportunities for U.S. firms; his 
professed free-market orientation could provide trade 
opportunities; and any policies he implements that improve 
conditions for domestic investors will also benefit potential 
U.S. investors. Now for the bad news: Unfortunately 

the above will likely be shelved for six months or more 

while the new administration gets itself organized. If 
personnel turnover and political patronage are too extensive 
key GOH institutional and technical expertise could be lost 
setting Honduras\' progress back by years. Finally 

to adopt these policies 

discredited 

likely spook investors and stall growth. Post does not see 
this as likely 

Zelaya transition team. 


Zelaya\'s Economic Platform 


4. (U) Zelaya\'s platform (known generically in Honduras as 
the \"Plan de Gobierno" and 

VVision of Citizens" Power" -- available at 
www.melzelaya.com) includes over 14 pages of economic policy 
statements 

reftels. The economic platform highlights job creation and 
macroeconomic stability as a Zelaya administration\'s key 
goals. Job creation would be pursued through: support to 
small and medium businesses; support for the forestry sector; 
support for industry; diversification of the maquila (light 
assembly) sector; promotion of tourism; promotion of mining; 
and modernization of infrastructure. On macroeconomic 
issues 

stability; fiscal discipline; control of inflation; the 

financial sector; energy policies; and trade and investment 
promotion. 
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5. (SBU) Zelaya\'s platform calls for consolidating the 
economic reforms and policies that have spurred economic 
growth 

growth to a broader segment of the population. This 
overarching pair of goals is consistent with what senior 
Zelaya campaign officials have told Post over the last six 
months. The platform language 

brief) detour into the social-engineering rhetoric of the old 
left 

Honduran citizen: one who is more economically productive; 
more socially involved; more participatory 

tolerant in political matters; more respectful of human 
rights and therefore more peaceful in his relation with his 
fellow man; more conscious of his cultural identity; and 
proud to be Honduran.\" 


6. (U) Rhetoric aside 

an acute appreciation for the urgent need for microeconomic 
policies that deliver the benefits of recent macroeconomic 
reforms to the average Honduran. Zelaya calls for: improved 
market intelligence to allow the private sector to respond 

both to market opportunities and technological innovation 
much more rapidly; creation of 110 

annually through expansion of the small and medium-sized 
business sector; and increased domestic production in areas 
such as mining 

agriculture. The plan explicitly recognizes the need for 
expanding available credit (including micro-credit) to 

support both small-hold farming and small and medium business 
generation. The plan also focuses special attention on 
programs to assist women and youth to start their own 
businesses. 


7. (SBU) Comment: One of Zelaya\'s key challenges will be to 
manage expectations from the various constituencies that 
supported him during his campaign. In the campaign he made 
several expensive promises and will have to find some way to 
implement them in an affordable way. As newcomers with a 
reputation for weak management and sometimes populist 
rhetoric 

to pay careful attention to this 

undermine an otherwise largely responsible policy platform. 
End Comment. 
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await a formal announcement from electoral authorities 
following cable assesses Zelaya\'s microeconomic platform and 
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proposed sectoral policies and their likely impacts on U.S. 
interests. Part one provided an overview of the Zelaya 
economic platform and impacts on the U.S. 

provides a more in depth assessment of the impacts of his 
proposed macroeconomic policies. 


2. (C) Summary Continued: The Zelaya platforms calls for 
rational energy policies 

re-energizing mining and forestry 

and taking full advantage of CAFTA are each appropriate goals 
that also mirror U.S. interests. Some proposals remain vague 
(mining and telecomms) and some troubling (land reform 
taxes). In our view 

no obvious items that threaten U.S. national economic 
interests. His proposals 

Honduras take maximal advantage of CAFTA and other economic 
opportunities by creating an investment climate that is more 
welcoming of both domestic and foreign investment. End 
Summary. 


Agro-Industry and Forestry 


3. (C) Zelayavs plan for agro-forestry hits all the right 

notes 

control 

exports. It also calls for cutting red tape 

Vlaws that slow the efficiency and dynamism of this economic 
sector will be abolished." However 

populist proposals as well 

assistance to farmers 

seed 

grain reserve. On November 9 

EconChief that these and other farmer-friendly policies would 
promote production 

prices for consumers 

while meeting his campaign promise to lower the cost of the 
basket of basic consumer goods. Of more concern is his 
proposal to increase production of basic grains such as corn 
and beans -- products Honduras would be hard-pressed to 
compete in globally. 


4. (SBU) Zelaya\'s stance on agricultural trade is positive 

but with potentially high-cost caveats that bear watching 
particularly for their fiscal impacts. For example 

plan states 

opportunities that have been opened by free trade agreements. 
It will support producers so that they can be competitive 
supplying the country\'s needs and producing excess for 
export. Those producers that are at a competitive 
disadvantage will benefit from production compensation 
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programs.\" Such social safety nets are in no way anti-trade 
but they could be quite costly 

not indicate how such programs would be funded. 


Land Reform 


5. (C) On land reform 

observation. His call to reform the \"institutional anarchy\" 
that currently paralyzes reform of the land titling process 

is well-founded and laudable. So 

that a clean title to land is not enough to spur rural 
production 

and capacity building. However 

current laws on agricultural reform 

water and property into one mega-law promises to be a 
bureaucratic nightmare. Finally 

such as the World Bank\'s PATH program -- which is actively 
working to clean up and harmonize Honduras\' disaster of a 
land registry and cadastre -- is troubling. He calls for 
de-politicizing the National Agrarian Institute (responsible 
for land titling issues) 

land-registry reform process by V'special projects that obey 
only financial institutions. V 


Industrial Policy 


6. (C) On industrial policy 

foreign investment 

investment and growth. He favors a policy that will create 
domestic investment and savings and promote Honduran 
industrial growth. (Comment: Honduras is awash in 
liquidity 

However 

sterilization operations using GOH-issued risk-free bonds at 
high rates 

imposing enormous costs on the Central Bank. If Zelaya 
intends to mobilize this capital for domestic investment 
chief challenges will be how to do so without spurring 
inflation 

high-yield instruments currently comprising most of their 
portfolios. That said 

merit: to create sustainable economic growth that encourages 
foreign direct investment 

encourages domestic investment. End Comment.) 


7. (U) Similarly 

of the maquila sector 

post-processing (such as freezing and packaging vegetables). 
To encourage this growth 
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lowering energy costs to regionally competitive rates 
creating competitive port facilities and communications. 
Post fully supports such initiatives. 


Tourism 


8. (U) Zelaya\'s proposals for tourism lack specificity 
focusing only on its benefits and calling for the future 
development of a more comprehensive strategy. However 
Zelaya does link tourism to municipal management 

the market opportunities for small and medium businesses that 
expanded tourism presents. He also calls for using tourism 
revenues for archaeological and environmental conservation 
efforts. He hopes to increase tourism by 20 percent per year 
until Honduras doubles its current flow of 1 million visitors 
annually. (Comment: The vast majority of these 1 million 
visitors are one-day cruise ship passengers 

-- we\'ve heard USD 10 per capita 

Caribbean average -- and therefore contribute little to the 
Honduran economy. Higher-quality and more diverse tourist 
services and attractions will be key to improving these poor 
results. End Comment.) 


9. (U) Zelaya\'s mining plan 

important growth sector 

one of which is merely hortatory. Turning attention to this 
much-maligned and politically sensitive sector is long 
overdue 

new mining concessions. Yet 

platform (nor in any of the conversations Post has had with 
the campaign) to indicate Zelaya has formulated any specific 
proposals to re-invigorate this stagnant sector. 


Infrastructure 


10. (SBU) Without naming the Millennium Challenge Corporation 
by name 

improvement goals of improving the primary and secondary road 
network 

electricity grid 

the national railroad." While that last one leaves us 

scratching our heads 

key to economic growth and are in keeping with existing 
programs and policies. Regarding telecommunications 

-- in the space of one paragraph -- promises to strengthen 
state-run telephone company Hondutel to make it competitive 
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(to survive after it loses its land-line monopoly in December 
2005) 

universal service to V'areas that are not attractive for 

private firms.\" Precisely how he intends to split that baby 
remains to be seen. Post will follow this -- and the 
associated telecomms reform bill now in Congress -- closely. 
Ford 
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campaigns 

see the U.S. or bilateral issues as major factors in races in 
this part of the country. 


4. Despite the sentiment that there will be little change in 

the configuration of the 32 seats after January 23 

some interesting contests starting up. In Nova Scotia 

will be lots of attention on the Halifax riding to see whether 

the Liberals can come up with a strong contender to go up 
against the >Mn\"qn easy task given that prevailing sentiment is 
that the seat is Alexa\'s to keep. Over in New Brunswick the 
campaign there seems to be more exciting given a long-standing 
tiff between the federal Liberal MPs and Conservative Premier 
Bernard Lord over federal funding for several projects. 
Observers say the squabble could spill over into the election 
campaign. Some Conservative strategists believe these bad 
feelings could topple at least two Liberal MPs including Indian 
and Northern Affairs minister Andy Scott. Prince Edward Island 
is looking like it will keep its same four Liberals although the 
Conservatives believe they might stand a chance of knocking off 
CharlottetownYs Shawn Murphy who represents PEI in the Martin 
government. (In a strange alignment of duties 

McGuire 

Opportunity Agency 

is.) In Newfoundland-Labrador there are no indications that 
much will change in the configuration of that province\'s seven 
seats. The Liberals are expecting to hold their current five 

but the Conservatives are hoping that the retirement of Cabinet 
Minister John Efford will open the door for them to add his 
Avalon riding to their total. 


5. Comment: At this stepping off point the pundits see little 
change in Atlantic Canada\'s MP lineup following the January 23 
election. However 

lot of things can happen in the next two months. The parties 

all view the region as an important battleground with each seat 
vitally important. Consequently 

attention on key ridings where a relatively few votes will make 

a difference. One regional columnist 

remarked that the voters here V'will be wooed obscenely as long 
as there is the possibility that the regionVs help will be 
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needed to form a government." Recent federal spending 
announcements for the region have been flowing freely 
indicating that the wooing has already started. End comment. 
HILL 
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Rosales. While we await a formal announcement from electoral 
authorities 

macroeconomic platform and likely impacts on U.S. interests. 
Part one provided an overview of the Zelaya economic platform 
and impacts on the U.S.; part two provided a more in-depth 
assessment of the impacts of his proposed microeconomic and 
sectoral policies. 


2. (C) Summary Continued: Zelaya\'s gentleman\'s agreement 
with the IMF and unambiguous calls for fiscal discipline are 
sine qua nons for future macro stability 

of decentralization 

competitiveness are like music to our ears. Post will watch 
closely how the new administration seeks to balance foreign 
exchange inflows 

liquidity concerns -- perhaps the pre-eminent macroeconomic 
concern facing the new administration. Finally 

encouraged to see Zelaya\'s platform adopt the Monterrey 
Consensus position that ultimately Honduras is responsible 
for implementing the reforms necessary to take full advantage 
of globalization and lay the foundations for sustainable 
economic growth. End Summary. 


Macroeconomics 


3. (C) Publicly and privately 

macroeconomic stability has cost the Honduran public too much 
to allow poorly considered policies to put it in jeopardy 

now. He has emphatically said that he intends to continue 
policies of fiscal discipline 

inflation 

Privately 

International Monetary Fund (IMF) that he will continue to 
uphold the agreed-upon components of the Fund\'s Poverty 
Reduction and Growth Facility (PRGF). In a November 28 
discussion with EconChief 

declined to comment on the significance of an apparent Zelaya 
victory 

victor is formally announced by electoral authorities. That 

said 

the revenue losses from the proposed reduction in fuel taxes 
and whether his courting of the teachersV unions during the 
campaign will put at risk completing the teachers\' wage 
reforms that were agreed to with the Fund and that will be 
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key to future fiscal balance. (For more on this 


4. (U) However 

that the benefits of these years of austerity have not 

reached the common man. Zelaya therefore calls for a more 
progressive tax system and a more adaptable labor system 
(Note: Here he refers to training 

restrictive labor regulations that inhibit labor market 
flexibility. End note.) He calls for an opening of decision 
making regarding economic policy and for improved social 
equality 

how it would be achieved. 


Exchange Rates 


5. (SBU) Zelaya proposes stabilizing the exchange rate and 
controlling excess liquidity by keeping monetary emissions in 
line with inflows of foreign exchange reserves. (Comment: 
With remittances and earnings from non-traditional exports 
increasing sharply year-on-year 

such a policy would be implemented without risking inflation. 
Further 

and providing accessible credit more broadly to spur economic 
growth. Finally 

the appropriate target for monetary policy -- the Fund has 
pushed instead for moving to a freely-floating exchange rate 
and using interest-rate targeting to signal macroeconomic 
intentions to the market. Post will raise this issue with 
Zelaya\'s monetary team at the earliest opportunity. End 
Comment.) 

Interest Rates 


6. (SBU) Zelayavs plan recognizes that lack of credit and 
high interest rates (18 percent and higher) have held back 
economic development. In response 

strengthening banks that provide agricultural credit 

creating new savings and loan associations in the rural 
areas 

affordable housing. (Comment: Providing affordable credit 
requires more than just building more banks. How Zelaya 
proposes to increase available capital or reduce interest 
rates (without boosting inflation) is nowhere addressed and 
remains one of the macroeconomic challenges facing the next 
administration. End Comment.) 


Energy Policy 


7. (U) Zelaya proposes to reduce the cost of fuel to 
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consumers by tightening state-imposed profit margins 
combating corruption 

national electrical company ENEE (which currently has 
technical losses estimated at 27 to 30 percent). He calls 
for incentives for production of alternative fuels 

ethanol and biodiesel 

hydro 

reduction of the GOH tax on fuels 

regionalization of the energy market 

volume-discounts for fuel purchases and to build-in economies 
of scale for electrical generation. 


Trade and Investment Policy 


8. (U) ZelayaWs plan expressly recognizes what is in PostVs 
opinion one of the key disincentives to investment in 
Honduras: lack of juridical security. Zelaya notes that 
implementation and enforcement of the new Competition 
(anti-trust) law and Administrative Simplification law will 

be cornerstones of this policy. (Comment: This will need to 
be accompanied by strengthening of the judiciary 

recognition of the collusive and anti-competitive nature of 

the Honduran market is an important first-step. End 
comment.) On trade 

support completing the Central American Customs Union and 
taking maximum advantage of openings to the American market 
offered by the entry into force of CAFTA.\" 


9. (U) Perhaps the most important passage in the economic 
platform is the following 

Honduras\' own responsibility for taking the steps necessary 
to set the stage for economic growth: \"We do not forget that 
to achieve our goals our country must redouble its efforts in 
such areas as: investment; modernization of agro-industry; 
infrastructure improvements; creating a more skilled 
workforce; rationalizing energy costs; and strengthening the 
financial services sector. (This must be done) by means of 
short- 

way can we produce more exports 

and take better advantage of our resources. V 
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his agenda. IPR is another sore point 

clear that the USG and the Brazilian government have 
differing views on the protection to be afforded to 
intellectual property. 
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4. (C) However 

On issues involving matters perceived as technical in nature 
- ie. 

or counter-terrorism) - the GOB is eager to engage. For 
example 

the timing and details of its shoot-down program to 
accommodate our statutory requirements (although now a new 
crop of GOB bureaucrats appears to be unaware of the 
governments past promises). Foreign Minister AmorimVs 
statements to the press in the wake of his September 26 
meeting with Secretary Rice 

would seek intensified bilateral dialogue on scientific 
education 

cooperate only on matters of marginal interest to the U.S. 


5. (C) In large part due to Brazil\'s ambivalence towards the 
United States 

policy with a focus on South America and the Third World 
seeking to forge alliances with other mid-sized powers (South 
Africa 

of a higher international profile for Brazil. Despite 

prodding from the USG and others 

Cuba for human rights violations and 

Cuban membership in the Rio Group. Brazil has also advocated 
a Cuba-Mercosul trade pact. 


6. (C) In addition 

economic and political ties with Venezuela. Enhanced 
integration of the two countries energy sectors is high on 
its agenda. Lula has been especially solicitous of Chavez. 
During the September 29-30 South American Community of 
Nations Summit in Brasilia 

President s democratic credentials (\"if anything 

has an excess of democracy") and declared that the Chavez 
government had been demonized by its foes. 


7. (C) In the face of declining inter-bloc trade 

sought to revitalize Mercosul. It has pursued Mercosul-USG 
trade talks 

the FTAA process. Indeed 

resources 

of the region (even though that perception is not shared by 
many of its neighbors). 


8. (C) Emblematic of BrazilVs efforts to gain greater 
standing on the world stage is its tenacious pursuit of a 
permanent UN Security council (UNSC) seat. Brazil and other 


Column 3 

G4 states (India 

setbacks 

resolution on UNSC reform. This stance is at odds with the 
position of many Latin American countries 

which Brazil believes should follow its V'natural leadership. V" 


9. (C) President Luiz Inacio Lula da Silva was inaugurated in 
January 2003 after a career as a Sao Paulo metalworker and 
labor leader. He founded the left-of-center Workers\ Party 
(PT) in 1980 and lost three presidential campaigns before 
winning in the October 2002 elections. Lula is eligible to 

run for reelection in October 2006. Elected in large part on 
promises of promoting an ambitious social agenda 

VZero Hunger" program 

deliver much in this area 

need for fiscal restraint have limited progress. The 

public\'s top concern -- crime and public security -- have not 
improved under this administration. 


10. (C) In recent months the Lula Administration has been 
beset by a grave political crisis as interlocking influencing 
peddling/vote-buying scandals linked to important elements 
of LulaVs PT party continue to unfold. The crisis has placed 
Lula on the defensive and caused near paralysis in the 
congress and the executive branch. Politics have become 
dominated by investigations 

Presidents Chief of Staff resigned his post 

several other congressmen are the subjects of investigations 
and expulsion proceedings owing to bribery allegations. 


11. (C) Thus far Brazilian society -- including the 

opposition -- seems disinclined to hold Lula personally 
responsible for the scandals or press for impeachment 
proceedings. However 

continuing revelations have created a domestic political 
environment that is fluid and unpredictable. Indeed 

rumors link the President directly to the scandal. Lula\'s 
popularity has been badly damaged 

suggesting he could lose his re-election bid should he pursue 
itin 2006. 


13. (C) Due to a cycle of monetary tightening that lasted 
much of the year 
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political crisis on investment and consumption decisions 
Brazil\'s economy will be hard pressed to attain growth of 3% 
in 2005 

The modest growth in 2005 masks some economic strengths: 
Brazil has booming exports 

inflation under control 

reductions in the debt-to-GDP ratio. In recent months 

real has risen sharply against the dollar and the Sao Paulo 
Stock Exchange (BOVESPA) has hit record levels. In March 
2005 

Stand-by Agreement with the IMF and in mid-July it announced 
that it would pay early US$5.12 billion in Standard Reserve 
Facility payments due by March 2006. 


14. (C) Overall 

problems remain. Despite registering its first year-on-year 
decline in 2004 

remains high 

than 13 percent) are among the highest in the world. Income 
and land distribution remain skewed. Investment (including 
FDI) is low. The country\'s sovereign risk ratings are 

general 

the informal sector constitutes between 35 to 40 percent of 
the economy 

percent of GDP) is so high. The good news is that 

the uncertainty surrounding the political scandal has neither 
retarded economic growth or frightened away foreign investors. 


15. (C) Sustaining high growth rates in the longer term 
depends on the impact of President LulaVs structural reform 
program and efforts to build a more welcoming climate for 
investment 

the Lula administration passed key tax and pension reforms to 
improve the government fiscal accounts. Judicial reform and 
an overhaul of the bankruptcy law 

functioning of credit markets 

along with tax measures to create incentives for long-term 
savings and investments. 


16. (C) To increase its international profile (both 
economically and politically) 

(Itamaraty) is seeking expanded trade ties with developing 
countries 

union with Uruguay 

Mercosul concluded free trade agreements with Colombia 
Ecuador 

agreements with Chile and Bolivia to establish a commercial 
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base for the newly-launched South American Community of 
Nations. 


17. (C) As indicated above 

no serious interest in pursuing the FTAA. Despite serving as 
co-chair and having secured in the November 2003 Miami 
meeting a new framework for negotiation 

inclination to move the process along and has failed to 
convoke the next FTAA Ministerial - which is now overdue. 


LINEHAN 
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and 459 

Porfirio \"Pepe\" Lobo. These numbers reflect 85 percent of 
the ballots from the Department of Francisco Morazan (which 
includes Tegucigalpa 

Lobo is beating Zelaya 49.25 percent to 44.64 percent. The 
count also includes 41.88 percent of the ballots from the 
Department of Cortes (which includes the city of San Pedro 
Sula 

Lobo 50.15 percent 43.12 percent. The TSE has also begun to 
tabulate congressional and mayoral vote counts. (Note: The 
vote count tabulations for each electoral table include 
presidential 

the same document. End Note.) The TSE has experienced some 
computer problems delaying tabulation of vote counts. The 
TSE has established a high level commission with 


SIPDIS 

representatives of the five parties to study incomplete or 
incorrect vote counts by individual electoral tables 

the parties using their copies from the tables. 


4. (SBU) San Pedro Sula is experiencing its own local set of 
issues 

of November 29. The municipal electoral tribunal in San 

Pedro Sula did a tabulation of vote counts in the San Pedro 
Sula mayoral race and declared November 29 that Liberal Party 
mayoral candidate Rodolfo Padilla Sunseri had beaten National 
Party mayoral candidate Arturo V'Tucky V" Bendana (as predicted 
in initial exit polls). There were public accusations of 

fraud related to this process. (There are also reports that 

the same municipal electoral tribunal may intend to tabulate 
vote counts from unnamed municipalities in the neighboring 
Yoro Department.) Tabulations of vote counts by municipal 
electoral tribunals were not foreseen in TSE pre-election 
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plans based on the new electoral law. TSE officials have 
told the Embassy that they are instructing the municipal 
electoral tribunal in San Pedro Sula to cease and desist any 
tabulations of vote counts and send all electoral materials 
to Tegucigalpa via the military for official tabulations. 


5. (SBU) The Embassy\'s press statement 

afternoon of November 29 

press in Honduras. While some papers scanned in the press 
release or printed it verbatim 

took liberties with the statement that there are indications 
that there is a projected winner 

StatesV \"tacit endorsement" of Zelaya as the winner. The 
Embassy and OAS\'s statements 

meetings with both Lobo and Zelaya the morning of November 
29 

continues to receive reports that internal dialogue is 
occurring within the parties 

to EmbOffs by National and Liberal Party officials is 
occurring. 


6. (C) Comment: There are rumors that back room wheelings and 
dealings between the National Party and the Liberal Party to 
protect National Party figures suspected of corruption are 

the real culprit behind the reluctance of Lobo and the 

National Party to concede. Post continues to monitor the 

TSE\'s progress carefully and remains hopeful that the 
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National Party\'s private assurance to the Ambassador that 
they know they lost the presidential election means they will 
recognize a loss once the TSE\'s numbers 

such an occurrence. The question that still remains is when 
will enough votes have been tabulated for Lobo to officially 
throw in the towel. The fear is that he will not do so until 

all votes are in 

Party (perhaps using the San Pedro Sula situation) will 
charge fraud to try to prevent a Zelaya victory. End Comment. 
Ford 


46458 

expressed anger and frustration about the trial\'s V'extension 
without any acceptable reason.\" And for the first time this 
week 

electoral platform of the UIA (United Iraqi Alliance) was 
SCIRI affiliated Al-Adala. 


Baghdad published a page-two column entitled V'Promises or 
Bribes\" criticizing the government and the prime minister 

for using their influence to V'bribe voters\" to vote for 

their list. 
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The Kurdish Al-Ittinad published a page-three editorial 
about the upcoming election under the headline 
Participation is a Necessity For a Successful Election 
which addressed voter turnout. A second editorial on page- 
four dealt with the Saddam trial. 


Al-TaakhiVs front-page editorial 

Kubba. Why All the Accusations Against the Kurds and Why Do 
You Ignore Facts?" criticized the governments official 
spokesman for making accusations against the Kurds in Al- 
Fourat newspaper (Nov. 27). The editorial promises that V'the 
Kurds will continue struggling for the sake of establishing 

a new federal Iraq where racists have no place.\" 


Independent Ad-Dustoor published a front-page editorial 
\"Saddam and the Lesson for Others" warning other politicians 
to learn valuable lessons from this trial. November 30 

2005. END SUMMARY. 


A. \"The End of the Legend of the Ogre V" (Al-Fourat 

B. VIt Doesn\'t Equal the Importance of the Event\" (Al-Adala 
11/30) 

C. V From the Top to the Dock!" (Al-Ittihad 

D. \"Censorship\" (As-Sabah 

E. \"Patching the Gap\" (Az-Zaman 


A. \"The End of the Legend of the Ogre V" 
(Al-Fourat - independent 
back-page editorial by Daoud Al-Farhan) 


VU.S. President Bush always states that he refuses to 
withdraw U.S. forces from Iraq until "final victory is 
accomplished and the mission is completed. However 
American administration has started to speak loudly about 
the withdrawal of U.S. forces from Iraq. It says that this 
withdrawal will be done through two or more stages and will 
begin in the first half of 2006 through 2007. Concerning the 
tale of "final victory and accomplishing the mission 

issue reminds us of the fable of the legendary ogre 

was narrated by our grandmothers when we were children. 


VWhat victory does the American president speak of? Does he 
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mean the victory against unarmed lragis? | think this 
victory has been accomplished because he destroyed Iraq 
killed more than 100 

people and provoked sectarian and ethnic turmoil among 
Iraqis. In addition 

and left the Iraqi borders open to terrorists 

and mercenaries. If Bush says that the mission he wants to 
accomplish means dividing Iraq 

Administrative Law] was the main catalyst for any division. 
We know that the current distorted constitution 
fraudulently passed 


VAII pretexts for war in Iraq were lies. In addition 

was no proof that might indicate SaddamVs regime had a 
relationship with Al-Qaeda. Today 

the country 

withdrawal from Iraq because this issue has strong approval 
by the American administration. 


\"News reports predict that about 50 

Iraq by next July. Talabani said this during his visit to 
Washington but he retracted his statement when the White 
House became upset about it. Now 

say about the recent American officials statements on the 
withdrawal from Iraq? They were speaking about a civil war 
that might happen in Iraq if U.S. forces leave the country. 
The real Iraqi patriots always said that the country would 

be rebuilt only after the departure of the occupiers. Civil 

war and sedition will not happen because Iraqis have shared 
history 

any maneuver by sectarian politicians. The time of ogres has 
gone and it is time for us to wake up.\" 


B. VIt Doesn't Equal the Importance of the Event" 
(Al-Adala - affiliated with SCIRI 

Hakim 

Ali Khalif) 


\"The Iraqi people were astonished while they watched the 
dictator\'s trial 

history. This trial will be unforgettable because it 
represents the people trying a dictator. However 

people were disappointed by the weakness of the trial\'s 
management and the judge 

more responsible while trying a tyrant who routinely danced 
on the remains of his victims. 


\"The people and families who lost their loved ones during 
Saddam\'s regime were waiting hopefully for this trial. The 
dictator has turned the trial upside down and it has become 
a [Kangaroo] court to try victims rather than the dictator. 
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Thousands of Iraqi families feel sad because they had hoped 
that the Dujail case would finish quickly so that there 

would be a just verdict against the dictator. But 

session was merely a submission of the suspects demands to 
the judge. We noticed that one of them wanted a pen 

asked for a piece of paper and someone wanted medical 
treatment abroad. We do not know what they will ask for 
during the next session. 


V'The trial must be totally reviewed and there must be 
changes in its procedures. It should address charges 
directly against the dictator and his lawyers should defend 
him if they are able. It seems that the judge and other 
officials in the court have not practiced law. The trial was 
tedious and cannot even be called a trial. It was just like 

a show whose aim was to make people watch the dictator in 
his dock and for this reason 

more responsible in order to restore the public's confidence 
in this trial. V 


C. V From the Top to the Dock" 
(Al-Ittihad - affiliated with the PUK 
Talabani 

by Abdul Muni\'m Al-Assam) 


\"For the third time 

watch him during his trial. | do not care about the speeches 
of the judge 

journalists and guards. In fact 

Saddam\'s face during his trial. | just wanted to watch the 
expressions on the face of a professional killer who finally 
dropped from the top to stand in the dock. 


\"Whenever | look at Saddam\'s eyes | find a well full of 
black rats. In addition 

these eyes and this yellowness is covered with barbarian 
hatred. It seems that he challenges death because we know 
that dictators do not commit suicide. In fact 

more than once and perhaps they die thousands of times 
because every soul they kill will punish them in the end. 


VWhen | look at Saddam during his trial 

this man is the one who gave orders to attack safe Kurdish 
villages and destroyed the marshes. | also remember that 
this man has waged wars 

shedding the blood of innocent people. Now 

between my hands. He is under my punishment. | think that 
this trial is fairer than any other court since the era of 
Hammurabi. 


VI do not care about what Saddam says during his trial 
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because every lraqi knows his bloody history in Iraq. | 
think we should be grateful to officials of the Special 
Tribunal because they have given us a chance to watch 
sessions of this interesting trial. This trial will 

resurrect our martyrs 

ground] 

trial so that they can be witnesses against Saddam.\" 


D. \"Censorship\" 

(As-Sabah - Iraqi Media Network 
coalition 

Abdul Jabbar) 


VElectoral lists have begun their campaigns--posters and ads 
have been distributed in the streets 

channels. Moreover 

electoral advertising for candidates. The electoral law has 
determined rules of the electoral campaign and this law 
outlines prohibitions that should not be conducted during 

the electoral campaign. At the same time 

ignored issues that might happen during the campaign 
issues that may affect the honesty of the democratic aspect 
of the election. 


VSome speak about assassination attempts and murders against 
people who were trying to post electoral posters and ads for 
electoral lists. It seems that those who perpetrate such 

acts either belong to specific lists or they might just be 

groups that want to demolish the electoral process. Some 

people said that there are groups ripping down posters of 
specific electoral lists. Sometimes 

over other posters in an attempt to hide posters belonging 

to opposition lists. 


\"It seems that these types of acts have become a part of the 
electoral campaign. We all know that we cannot find an 
electoral campaign that is one hundred percent honest in the 
entire world. But 

the electoral campaigns honest. We do not have a specific 
mechanism that can register infringements and violations 
during the electoral campaign. However 

harmed by these violations submitted complaints against 
those who conduct such acts. | think that civil society 
organizations must be responsible for monitoring 

up and informing relevant authorities about any violations 
that may happen.\" 


E. VPatching the Gap V" 
(Az-Zaman - independent 
page editorial by Fatih Abdul Salam) 
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V Recently 

establishing a technocratic government that includes lraq\'s 
scientific and academic elite. We have seen during the 
former transitional governments many ministers who have 
academic degrees who were appointed. This procedure 
continued in an attempt to show that these governments 
appoint qualified figures--however these appointments do not 
necessarily mean that those ministers are truly qualified. 


VWe know that there are many academic certificates that were 
forged and granted to individuals who know nothing about 
their subjects. We all remember that there were nine 
ministers who had academic degrees during the final days of 
SaddamVs government. But 

qualified because the former regime made all senior 
appointments based on loyalty to the regime rather than the 
country's interest.Civil society organizations and media 
outlets must teach people that technocrats cannot save the 
country unless there are wise political minds in the 
government." 


KHALILZAD 
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its weight\" in international and regional fora. It points 
proudly to examples of its leadership role in international 
organizations 

UN SecGen. The Foreign Ministry remains wedded to many 
traditional Latin American foreign policy concepts (Third 
Worldism 

guards its elite status within the GOP. Consequently 

in principle strongly promotes multilateralism 

international institutions (particularly the UN) and 
expansion of international law (the International Criminal 
Court). In practice 

played an understanding and constructive role on issues of 
major importance to the U.S. 

the military operations in Iraq and Afghanistan 

Middle East peace process. President Alejandro Toledo is a 
firm proponent of human rights 

Latin America in supporting the UNCHR Cuba Resolutions 
through 2004 

Argentina to abstain on that resolution in 2005. 


3. (C) Foreign Minister Oscar Maurtua and our contacts in 
the Foreign Ministry\'s Multilateral Affairs Bureau have 
expressed their strong interest in cooperating closely with 
the U.S. on international security issues during Peru\'s 
2006-2007 term on the UN Security Council. On UN Reform 
Peru has been supportive in principle 
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details. On UNSC expansion 

for permanent status publicly 

leave this issue on the back-burner. We have an excellent 
working relationship with our counterparts in the Ministry 
most of whom have served in Washington and/or New York. 


4. (U) President Toledo heads up a lame-duck administration 
heading into its final eight months in office. His 

popularity remains in the low-teens 

the saddle as the opposition parties are cooperating in 
maintaining economic and political stability with an eye to 
inheriting a steady ship of State next July 28. Active 
campaigning for the April 2006 elections has begun and 
dominates the headlines: the race remains wide open as no 
candidate has even reached 30 percent support in the polls. 
Former President Alberto FujimoriVs 11/16 arrest in 
neighboring Chile 

request 

scene. 


5. (C) Your visit will coincide with what we hope are 
end-game negotiations on a U.S.-Peru Free Trade Agreement 
(FTA) in Washington. The FTA is a top priority for the 

Toledo Government 

have suggested that Peru\'s cooperation in the UNSC would be 
enhanced should an FTA be concluded. You can expect 
inquiries and asides on this issue from Foreign Ministry 
officials 


6. (U) The GOP 

actively promoting Peruvian accession to the Law of the Sea 
Convention (LOS). In early November 

legislation unilaterally fixing Peru\'s southern maritime 
baseline boundary and has argued that Peru\'s accession to the 
LOS 

will enable it to extend its maritime jurisdiction into 

waters currently claimed by Chile. This led to a diplomatic 
squabble with Santiago 

maritime boundary was fixed by agreements entered into in 
1952 and 1954 
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dealt with fishing issues 

President Alan Garcia 

major opposition party APRA 

campaign issue 

historical claim to a 200-mile territorial sea. Your 

interlocutors may raise this issue with you and inquire as to 

the USG\'s position on this issue: we have signed the LOS and 
submitted it for congressional ratification. 


7. (U 

) The recruitment of several hundred Peruvians by U.S. 
company Triple Canopy (on a State Department contract) to 
work as security guards in Iraq was a page-one issue over the 
last month and spurred some in the Foreign Ministry to 
propose revising the Convention Against the Recruitment 
Financing and Training of Mercenaries to regulate the 
activities of private security companies. While this matter 
has receded from the headlines 

warn that it will resurface with a vengeance should a 
Peruvian be killed in Iraq. It is possible that this issue 

will be raised during your meetings and interviews. 


8. (U) Peru\'s economy is one of the most dynamic in Latin 
America. GDP grew 5.1 percent in 2004 

Growth was driven by exports 

investment 

mineral prices 

Camisea gas project 

percent in dollar terms from 2003. U.S. exports to Peru 
increased 27 percent during the same period 

Peru 

percent against the dollar over the year. 


8. (U) The economy has steamed ahead in 2005 

rate of 5.6 percent for the first half of the year. Exports 

are up another 20 percent since last year 

hit a record $14.1 billion. Inflation is 2.5 percent 

the government is on track to meet its deficit target of one 
percent of GDP for 2005. Revenues are up 11 percent since 
last year. 


9. (U) Peru\'s major trading partners are the U.S. 
EU 
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the U.S. and 20 percent of imports came from the U.S. Key 
exports include gold 

petroleum 

machinery 

Registered foreign direct investment (FDI) is $12.9 billion 
with the U.S. 

is concentrated in mining 

10. (U) Despite Peru\'s macroeconomic success 
challenges remain. Peru must reduce poverty of 52 percent 
(under $58/month) and extreme poverty of 24 percent (under 
$32/month). Wealth and economic activity are overly 
concentrated in Lima and other large cities. Unemployment 
and underemployment levels total 56 percent nationwide 
over 60 percent of the economy is informal. Growth is just 
beginning to generate employment faster than new entrants 
come into the labor force. The government lacks revenues for 
adequate social investment. Boosting long-term growth and 
reducing poverty will require strengthening the judiciary 
reducing corruption and completing other reforms to improve 
the investment climate. 

POWERS 


46461 

46462 

46463 

46464 

46465 

46466 

characterized the previous minister. Those pressures convert 
foreign policy issues into V'political footballs 

fumigation issue with Colombia as an example. The Peruvian 
government's recent actions on the maritime border is another 
example of an issue which 

stir up a nationalist reaction here. End Summary. 


Washington Visit 


2. (SBU) The Charge and PolChief paid a courtesy call on 
Ribadeneira November 30 to open dialogue. Ribadeneira was 
eager to offer himself as a channel for communication on 
important bilateral issues 

him to do so. Carrion wished to visit Washington in January 
or February 

Ecuador. The details of a visit could be easily worked out 
between us 

assure that Carrion had some opportunity to meet with the 
Secretary 
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policy of dialogue with Ecuador\'s partners and neighbors with 
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the former ministerVs ultra-nationalist line 
Colombia 


Colombia 


3. (C) Ribadeneira said his talks with Colombian VFM Reyes 
had been productive 

December 2 to help prepare for the bilateral meeting between 
FMs on December 7. The GOE wishes better relations with 
Colombia across the board 

principle of GOE \"solidarity\" with the GOC in its internal 
challenges. Ribadeneira was quick to clarify that solidarity 
implies moral support 

in its neighbor 

recognition of (and funding support for) the spillover 

effects of its conflict in Ecuador 

Colombians displaced into Ecuador. 


4. (C) Ribadeneira cited fumigation as an example of an 

issue \"ultra-nationalists\" have converted into a political 
symbol 

he had no doubts that those who benefit from 

narco-trafficking also actively exploit the issue. The Charge 
expressed concern about the tone of a diplomatic note 
received by Embassy Bogota from the Ecuadorian Embassy there 
on the fumigation issue 

assertions. Ribadeneira said he was unaware of the note 
urged the USG to \"consider it a dead issue 

response.V The note probably reflected political 

intervention in response to nationalist pressures 

More important than diplomatic protests about the safety of 
glyphosate 

bilateral understanding on the issue. VFM ReyesY announced 
temporary suspension of fumigation within 10 km of the border 
had been very welcome in Quito 

recognizes the GOC\'s full prerogative to pursue its 
counter-narcotic fumigation policy. What they seek 

explained 

problems that the border spraying presents for Ecuador. They 
do not seek suspension of spraying across the entire border 
region. A satisfactory outcome would be agreement to suspend 
spraying specifically in zones adjacent to Ecuadorian 

villages 

revive the bi-national commission and promote contacts 
between the two nations\ military and civilian authorities on 

a variety of issues. 


Peru 
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5. (C) Another issue which 

nationalist cause here is the Peru-Chile maritime boundary. 
The GOP is asking for Ecuador\'s support in its dispute with 
Chile 

the Peruvian parliament\'s attempt to delineate baselines for 
its claim as V'utopian 

on this issue.\" The GOP has also protested Ecuador\'s recent 
statement in support of ChileYs position 

link a pending electricity cooperation agreement to the 
maritime border issue - which Ribadeneira termed little more 
than blackmail. The meeting was interrupted by a call from 
FM Carrion on this issue--Ribadeneira recommended not 
responding to the Peruvian attempt at linkage 

Ecuador\'s serious electricity shortage. Their goal is to keep 
this from becoming a highly politicized and public issue. 


Comment 


6. (C) We support the FMVs request to be received in 
Washington by the Secretary 

would offer EcuadorVs new FM a credibility boost 

his more moderate approach and shielding him from nationalist 
attack. Ribadeneira\'s openness offers an opportunity to 
circumvent the more unhelpful MFA mid-ranks on important 
issues. His participation in talks with Colombia and Peru is 
also encouraging 

the former. We are especially encouraged that the GOE seems 
to have backed off its aggressive stance on fumigation 

is focusing its energies on advancing a broader dialogue with 
its neighbor to the north. 


Biographic Info 


7. (SBU) Diego Ribadeneira Espinosa 

diplomat who most recently served as Ambassador to Brazil 
from 1999-2005. He has also served abroad in Honduras 
Nicaragua 

General (VFM-equivalent) in the 1990\'s during the negotiation 
of a peace treaty with Peru 

positive role played by the USG in that process. Ribadeneira 
was born in Quito. He studied law and political science at 
Quito\'s Catholic University. He is married and has five 
children. 
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of prisons and violated the right to a free and fair trial. 
A law on extended detention passed in 2003 

to be detained indefinitely for certain crimes after 


Column 3 

indictment but before conviction or sentencing. The law 
contradicts the constitution which states that a person 

cannot be held in preventive detention for more than a year. 
The National Social Rehabilitation Board which runs Ecuador\'s 
prisons reported that between 2003 and 2005 

were held under extended detention 

in the Ecuador\'s two largest cities 

The committee recommended legislative advances to shorten the 
length of preventative prison 

extended detention. 


6. (U) Prison overpopulation and the accumulation of 
unresolved court trials were also noted. The committee 
referred to the NGO report which stated that only in 
Pichincha province 

Currently 

been sentenced. 


GOE Implements National HR Plan 


7. (U) The UN committee commended Ecuador for having a 
national human rights plan. The plan 

implementing in 1998 

social sectors of the importance of preventing 

and sanctioning human rights violations. In its report 

GOE claimed that between 1999-2003 it had trained 35 prison 
directors 

and 334 prison guards in human rights and UN principles 
regulating detention of prisoners. However 

currently no government program to rehabilitate victims of 
torture. 

Comment 


8. (SBU) We will be adding Convention Against Torture 
legislation to our list of congressional priorities and will 

begin raising the issue with the GOE. The UN statement will 
bring added pressure for action on the issue. 

BROWN 
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although obviously other (Central American) countries 
believe that they are just as well positioned." Costa Rica 
has the advantage of an existing 

refinery 

Mexican oil wells. 


4. (SBU) The November 27 Honduran presidential elections 
have not yet been certified by electoral authorities 
unofficially it appears that power will shift to the Liberal 
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Party in January. This change in national leadership could 
have (as yet unknown) impacts on Honduras\ position 
regarding the refinery. MexicoVs President Fox has called a 
meeting of Central American Presidents in early December to 
discuss the energy plan. The GOH has indicated that 
President Maduro is tentatively scheduled to attend 

with results of the elections still unconfirmed 

change as well. Given the economic benefits to Honduras 
is likely both presidential candidates would be in favor of 
the plan. 


5. (U) A Central American refinery would significantly 
expand the market for Mexico\'s heavy Maya crude 
offering a regional alternative to Venezuela\'s fledging 
PetroCaribe plan. While the immediate economic benefits to 
Honduras of a refinery-- job creation and investment -- are 
clear 

throughout the region is not. Each country maintains a 
separate and unique system of pricing and distributing fuel 
and a centralized approach would require a close 
synchronization of the different policies. Guerrero noted 
however 

zero 

all but complete 

only significant obstacle to be overcome 

would be administration of sales taxes 

substantially from country to country. 


6. (SBU) Per ref (a) 

refinery would likely come from the World Bank (WB) or the 
Inter American Development Bank (IDB). However 
representative based in Honduras indicated that \"there was a 
lot of talk about this 

IDB is not financing it either." He would not rule out the 
private arms of both institutions being involved 

as the government isn\'t involved. V" Coincidentally 
consultant hired by the GOH (ref b) to study fuel pricing 

and distribution in Honduras will soon release his third and 
final report on the issue 

recommend a government tender process for fuel imports. In 
a meeting with EconChief and EconOff 

indicated support for the tender (in which the GOH would act 
as bulk buying agent for refined petroleum products 

imports) 

what the consultant considered \"a regional approach to 
buying and storing fuel.\" 

7. (SBU) The Mexican proposal also calls for up to eight 
percent investment from international investors 

(a). Major gasoline distributors in Honduras 

Texaco and Exxon 

have not begun to seriously consider the business case 
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aspects with the limited information available. Minister 
Guerrero has requested a meeting with at least one 
distributor (Texaco). Congressman Jack Arevalo 
Congressional Committee on Energy 

companies had expressed interest in investing in the 
refinery 

countries. Kuwait reportedly proposed a similar refinery 
project in the Honduran port city of Trujillo in the mid- 
1990s 


8.(SBU) Comment: Assuming economies of scale from a properly- 
sized refinery and an open regional market 

American refinery could make economic sense for a region 

that has limited control over its fuel supply. Equally 

importantly 

alternative to Chavez\'s PetroCaribe scheme 

region away from Venezuela\'s volatile policies. A refinery 
located in Puerto Cortes would bring additional investment 

and jobs to the region 

expected to get from increased trade under CAFTA. We expect 
the refinery proposal will receive careful attention and 

likely support from either a Liberal or National Party 
administration 

implemented in the coming year. However 

the business fundamentals of the venture. With the WB and 
IDB wary of committing significant funds 

investment then expected may be required. End Comment. 
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tranquil throughout this waiting game 

Honduras. Evidence is beginning to surface 

irregularities related to the election process at specific 
electoral tables. While a formal announcement from either 
the TSE 

presidential candidate Porfirio \"Pepe\" Lobo in the imminent 
future remains unlikely 

depart 

step up. End Summary. 


Slow Moving 


2. (SBU) PolOffs were informed the afternoon of November 30 
that the Supreme Electoral Tribunal\'s (TSEVs) sorting 
warehouse in Tegucigalpa has received 90.91 percent of the 
voting counts done by electoral tables 

vote counts having been sorted. Although they have made 
similar predictions in the past 
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all voting tabulations by tonight. This said 

percent of the vote counts has been sent to the TSEVs 
tabulation center for processing. The remainder will be sent 
as soon as possible to the TSE tabulation center 

trickle in as late as the afternoon of December 3. The TSE 
sorting warehouse is still awaiting materials from the 
Departments of Yoro 

three electoral tables from the department of Olancho are 
missing and 86 bags that have arrived from San Pedro Sula 
were incomplete or contained copies rather than original vote 
counts. 


3. (SBU) A USAID election consultant reports an irregularity 
from one electoral table in the Francisco Morazan Department 
(area includes Tegucigalpa). Eighty-five congressional 

ballots were split between the National and Liberal Parties 

with the exact same congressmen selected. The consultant also 
reports that it was the exact same type of \"X\" and the same 
handwriting. It is his belief that this is from a table that 

only had National and Liberal Party representatives present 

and that the two colluded to stage these 85 ballots so that 

both sides \"won.\" 


4. (SBU) The afternoon of November 30 the TSE released a 
press statement stating much of what has been reported 
previously (some of this is outdated): 

- The TSE asserts that it is the only institution with the 
authority and ability to carry out the counting of the votes. 

- The TSE sorting warehouse is waiting for 21.2 percent of 
the materials from the electoral tables (10 

13 

Gracias a Dios 

- At 9:45am November 30 43.06 percent (5 

records had been updated into the TSE system. (Note: As of 
4:00pm November 30 the Liberal Party had 48.06 percent of the 
vote and the National Party had 47.51 percent. End Note.) 

- All Tribunal activities were and continue to be monitored 

by national 

- The Tribunal has 30 days to announce official results; it 

will try to do so sooner. 


Election Observers Make Their Opinions Known 


5. (SBU) PolOff met with the Director of Argentine Elections 
Marcelo Escolar 

team are serving as election monitors 

that the Panamanians had in the February 2005 Honduran 
primary elections. Escolar reported: he believes that the 
vote tabulations will remain neck-and-neck until the very 
end 
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is 99 percent confident in the TSE Quick Count tabulation; it 
could take 2-3 more days before the TSE is finished with 
tabulations of vote counts; and that the margin of an 

apparent Liberal Party victory increases by approximately one 
percentage point overall every 12 hours. PolOff also was 
informed at 3:30pm the TSE computer server went down and will 
not be back up until after 5:00pm local time. 


6. (C) Special Representative of the OAS Secretary General 
and former U.S. Ambassador to Honduras Frank Almaguer 
departed Honduras the afternoon of November 30. Moises 
Benamor 

plans to depart on December 2 

encouraged him and his team to remain until the TSE has 
finished their tabulation of the presidential vote counts 

there is a concession. Benamor expressed concern that if the 
OAS remained too long 

the oversight of the tabulation of the congressional vote 
counts 

with the TSE to resolve any irregularities relating to San 
Pedro Sula (reftel and para. 2). Benamor did tell PolChief 
that the TSE vote tabulation tendencies are concurrent with 
the TSE Quick Count - i.e. 


7. (SBU) The NGO-led domestic election observation mission 
Movimiento Civico para la Democracia de Honduras (MCDH) 
mobilized 5 

held November 27. On November 30 

preliminary report of the national electoral observational 
program and post-election developments. MCDH identified a 
variety of minor problems with the elections themselves: 
tardiness by electoral table (MER) officials 

activists trying to sway voters 

observers 

TSE 
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MER\'s 

indelible pens for marking fingers of voters 

materials or official documents. They also reported 
continuous opposition by an \"unnamed specific political party 
that were belligerent and unhelpful towards them. (Note: 
EmbOffs witnessed this first-hand in the field and report 

that it was the National Party 

obstructive prior to the election on this topic. End Note.) 
MCDH also took issue with TSEVs unofficial announcement of a 
presidential victor based on preliminary exit-poll reports; 

they recommend decentralizing the TSE to better facilitate 
and expedite future elections. MCDH did say 

they believe that the general elections were credible 
transparent 
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Frustrations Abound 


8. (C) Comment: Ambassador Ford spoke with President Maduro 
on November 30. Maduro 

Vhunkered down\" the afternoon of November 29 

he was in bed with the flu 

that Maduro could be beholden to former Honduran President 
Raphael Callejas 

National Party. From the conversation 

Maduro is in no hurry to declare Zelaya the winner or 

encourage Lobo to concede publicly. 


9. (C) Comment continued: While no significant progress was 
made on November 30 

clear. A fear grows 

longer this drags on 

Party to find a way to steal the election 

groundwork for an appeal to the Supreme Court (which they 
control) on some grounds. Embassy has not been presented 
with any evidence to contradict the statistical findings of 

the OAS and TSE Quick Counts that Mel Zelaya will indeed be 
the next President of Honduras. End Comment. 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
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small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 
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i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


McCormick 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 
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d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 

f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
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residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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Taiwan has also established a reporting and alert system to 
facilitate and accelerate domestic reporting and laboratory 
surveillance. 450 contract \"sentinels for novel influenza 
sampling\" have been set up 

Taiwan. A new alerting network has also been established. 
Once a new flu case is confirmed 

details who 

patient. It specifies how and when each level of government 
should respond to a reported case. Furthermore 
establishes a new alerting network 

TCDC to directly communicate instructions with local health 
officials using mobile phones as soon as a case is reported. 
It also provides protocols for cooperation across 

ministries. The plan requires 455 elementary schools 
distributed throughout Taiwan to report on all unusual cases 
of school absences on a weekly basis. 


TCDC\'s 5-level Influenza Response System 

B-2. On average 

from an estimated three million cases of influenza per year. 
Thus 

distinguish among SARS 

giving guidelines to the medical workers to minimize 
confusion between the various types of viruses during the 
influenza season. Similar to SARS prevention and control 
measures 

System. 


a) Level 0/Alert: no human-to-human transmission globally 
and no domestic avian-to-human transmission 
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b) Level A1: confirmed cases of human-to-human transmission 
outside of Taiwan. 


C) Level A2: confirmed cases of domestic bird-to-human 
transmission; a laboratory suspected case in Taiwan; or an 
imported suspected case 

human transmission. 


d) Level B: one or more confirmed cases of initial human-to- 
human transmission reported domestically. 


e) Level C: Secondary human-to-human transmission reported 
domestically. 


B-3. At the O level 

At the A1 and A2 levels 

and C levels 

there are no confirmed cases of human-to-human transmission 
abroad 

B-4. Currently DOH said that it would not raise the alarm 
level further for tourists from China despite the 

confirmation of human cases of bird flu in China. Beginning 
from October 26 

a 10-day health self-management from the time of their 
arrival 

Macau or Taiwan\'s outlying island of Kinmen and Matsu. 
Border Surveillance 

B-5. Based on the above response levels 

surveillance program for avian influenza and SARS at its 
borders. At the 0/Alert Response level 

travelers to countries with avian influenza outbreaks to 
avoid touching raw poultry in those places. All incoming 
travelers are subjected to temperature checks. Passengers 
with fevers are further assessed prior to immigration. At 
the 0/Alert and A1 levels 

Swabs are taken from any inbound passengers with fevers in 
excess of 38 degrees. At the A1 level and above 

addition to the above measures 

areas are required to self-monitor for fevers twice a day 

for 10 days. At level B and/or above 

be posted at the borders to assist in these processes. Also 
at level B 

degrees must obtain a doctor\'s note confirming the person 
has been influenza-free for at least 24 hours 

can depart. Finally 

suspected of having avian influenza will be sent by 
ambulance to the designated hospitals for further 
assessment 


B-6. On November 18 
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up a task force in charge of emergency preparedness against 
a possible Al outbreak. The KHB has coordinated with the 
Center for Disease Control and COA to educate shipping 
agents and staff on the proper precautionary measures 
against Al infection and has stockpiled supplies such as 
masks 

requested airline companies and travel agents to notify 
travelers to avoid bringing any live flu virus into Taiwan. 


Laboratory Facilities 

B-7. Taiwan CDC has contracted with nine P3-level 
laboratories located in major medical centers around Taiwan 
to conduct all human Al flu tests. The hospitals include: 
National Taiwan University Hospital 

Hospital and Kaohsiung Medical University Hospital. 
Offshore islands in Kinmen and Matsu are to report to labs 
in the northern part of Taiwan and the island of Penghu will 
report to a lab in Kaohsiung. In addition to the nine 
contracted laboratories throughout the island 

plan to set up more laboratories if needed. COA works with 
a single accredited laboratory in Tamshui. 


Sampling Criterion of Novel Influenza 

B-8. Patients with pneumonia 

patients with criteria clinical influenza symptoms who 
deteriorate rapidly without explanation will be sampled. 
Criteria clinical symptoms refers to any case that is shown 
by throat swab or serum test to show type A flu but not 
subtype H1 or H3 

pneumonia and conjunctivitis. Such cases will be 
immediately provided oseltamivir (Tamiflu) while further 
tests for subtype H5 and H7 are conducted. Epidemiological 
exposure is defined as patients with flu symptoms who have 
had exposure within 10 days of illness onset to one of the 
following three potential exposure routes: 


- domestic birds/livestock (or fecal matter) or a novel 
influenza suspected case; 


- places abroad where human-to-human transmission has 
occurred or animals have tested positive within the past 
three months; 


- an HPAI testing/research laboratory. 


Animal Demographics Overview 


B-9. Taiwan has a modern poultry and livestock industry. 
Both poultry and swine are produced on medium-to-large scale 
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farms with regular service by professional veterinarians. 
Farms are devoted to a single species and all species are 
kept widely separated. The major poultry species are modern 
broilers and layers 

as well as a small population of geese and turkeys. There 

are 132 

415 million. There are 13 

population of about 7 million. Statistics are not available 

on the proportion of the population engaged in poultry/swine 
production 

poultry and swine farms 

of 5 persons 

percent of the population. There are 3 major poultry 
wholesale markets that the Bureau of Animal and Plant Health 
Inspection and Quarantine (BAPHIQ) and DOH have placed under 
close surveillance. In addition 

slaughtered in traditional markets scattered throughout 
TaiwanVs cities and towns. Vendors have been educated by 
local authorities to be aware of signs of Al and practice 

good sanitation in their slaughter. However 

traditional markets would be a cause for concern if Taiwan 
were to have an outbreak of HPAI. 


Surveillance for Animal Influenza = 
B-10. Taiwan has an active surveillance program for 
commercial poultry 

approximately 230 

Taiwan annually 

tested for HPAI and LPAI each year. Furthermore 
compiling a contact database of every chicken 

farm and every poultry market. If there is an HPAI 
outbreak 

preventative measures. 


SECTION C: RESPONSE/CONTAINMENT 


C-1. TCDC\'s Flu planVs hospital infection control measures 
include: detecting and surveying fever patients promptly; 
implementing a standard operating procedure for infection 
control in all hospitals; recruiting qualified 

epidemiologists to help prevent inter-hospital transmissions 
by modeling outbreaks 

facilitate reorganizations that might be necessary; 
instituting fever surveillance and alert programs; 
establishing a mechanism to assess the efficacy and 
efficiency of hospital infection control programs; providing 
comprehensive and intensive infection control training for 
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hospital staff 

transportation of patients with a communicable disease; and 
implementing protocols for waste handling and personal 
hygiene. In addition to having 546 negative pressure beds 
available for use 

plan to allow for a quick conversion of several sports 
stadiums throughout Taiwan into large-scale isolation 
facilities as necessary. It also has contingency plans for 
closing all large public spaces in the event of an outbreak. 


C-2. In addition to the measures above 

hospitals and clinics to ask flu patients if they have had 

any contact with poultry or farm owners. Any patients who 

have had such contact are given the antiviral medication of 
oseltamivir (trademarked as Tamiflu) for five days. Subject 
patients are required to have follow-up checkups. 


C-3. Finally 

control measures have been in place since SARS. TCDC now 
has a network for epidemic control 

national hospitals 

hospitals throughout Taiwan. Hospitals in the network will 

be activated in accordance with the needs of a flu 

pandemic. 


C-4. On October 31 

Intellectual Property Office for a compulsory license to 
allow Tamiflu to be produced in Taiwan. DOH expects that 
mass production of Tamiflu will come at the end of March 
2006 at the earliest 

level recommended by the WHO 

population of Taiwan 


Stockpile of Antivirals 


C-5. Taiwan was the first in the world to purchase 
oseltamivir (Tamiflu) stockpiles. According to the 
Department of Health (DOH) 

of about 160 

pack of 10 tablets is enough for one full course of 
treatment) 

population. DOH is hoping to increase the stockpile to 
cover 4 percent of TaiwanVs population by the summer of 
2006 

able to treat 10 percent of TaiwanVs population. 


Availability of Respirators and Protective Wear 
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C-6. TCDC is responsible for supplying N-95 respirators or 
equivalent 

care workers. Currently TCDC has 25 million masks (for a 
total population of 23 million) 

garments and a large supply of gloves for healthcare 
workers. COA is responsible for the purchase of protection 
supplies for poultry industry workers and also has adequate 
supplies on hand. TCDC is also committed to work with COA 
to ensure that it obtains whatever supplies are needed. 


Movement of Avian Livestock 

C-7. To minimize the risk of interaction between migratory 
birds and domestic livestock 

Force on Preventing Animal Infections co-chaired by Minister 
Without Portfolio Hu Sheng-cheng (concurrent Chairman of the 
Council Economic Planning and Development) 

Ching-lung and DOH Minister Hou Sheng-mou. 


C-8. Farms on which AI is suspected or detected are isolated 
and 

Furthermore 

on which Al is detected are subject to movement control and 
intensive surveillance for 6 months. Illegal smuggling of 
livestock is also a concern. In an effort to reduce this 
potential vector 

criminal punishment for smuggling livestock and poultry so 
that it is equivalent to the penalties for smuggling arms or 
people. 


Poultry Laboratory Testing 

C-9. Animal samples are tested for influenza at four 
Regional Poultry Health Centers and then confirmed by the 
National Institute of Animal Health in Tamshui 

County. Taiwan uses PCR testing 

pathogenicity index testing to establish the type and 
pathogenicity of the influenza. Laboratory capacity is 
sufficient and the results are communicated to COA. 


Culling Practices 


C-10. Culling takes place when tests establish that avian 
influenza is present on a farm. Whether it is Low 

Pathogenic (LPAI) or High Pathogenic (HPAI) 

depopulated. To date 

that was in early 2004 (except in spring 2004 when six ducks 
with H5N1 HPAI were detected in Kinmen island. These ducks 
were later determined to be contraband smuggled from 
Mainland China). Birds are euthanized via their feed or 
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water and then incinerated. Farms are disinfected. Cullers 
wear masks 

trained and supervised by the Livestock Disease Control 
Center. In the past 

antivirals 

cullers in the future. To date 

culled. Culling protocols are available in Chinese. Based 
on the 1997 Foot and Mouth Disease outbreak 

great deal of experience in dealing with serious animal 
disease outbreaks. Taiwan also has a relatively modern 
veterinary and quarantine infrastructure. 


Taiwan cleared of deadly flu virus 

C-11. After examining 212 dead birds abandoned by owners on 
November 17 at the Metropolitan Park in Taichung City 
central part of Taiwan 

infections by the deadly bird flu virus. Other tests showed 

a strain of avian flu 

droppings at Shi Tsao wetland reserve 

in Tainan County (southern part of Taiwan) was a low 
pathogenic form of the virus. COA has erected warning signs 
in the marsh where the droppings were discovered 
residents to stay away. COA assured that no poultry farms 
are nearby 

carry out thorough anti-flu measures including quarantine 
and disinfection. This was the second time the H7N3 strain 
had been detected in Taiwan. The first case was discovered 
in the outskirts of Taipei in April 2005. 

C-12. Taiwan has had to tackle a weaker strain of the bird 
flu virus 

that the HPAI/H5N1 risk will increase as large numbers of 
migratory birds arrive in Taiwan. In addition 

are concerned that live birds smuggled from HPAl-infected 
countries remain a potential channel for introducing the 
disease into Taiwan. 

Poultry farmers to be fairly compensated 


C-13. Speaking at the legislative caucus of the opposition 
Taiwan Solidarity Union (TSU) on Taiwan\'s preparedness for 
the possible onslaught of avian flu 

of the COA said that they would compensate the losses of 
poultry farmers based on market prices. Lee stressed that 
extermination of poultry has to be thorough because 
surviving poultry could well become loopholes in disease 
prevention. 


Animal Vaccination 


C-14. At this time 
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although BAPHIQ suspects that individual farmers have been 
illegally using vaccines based on the Mexican Al strain. 
However 

to consider the adoption of an animal influenza vaccine 

plan. 


C-15. According to Article 17 of TaiwanVs Law of Infectious 
Diseases 

can draw upon the resources 

agencies to control the spread of infectious diseases. If 
necessary 

quarantine and other measures to contain any spread. 


Comment 

3. TCDC\'s infection control and fever surveillance efforts 
are particularly strong due to its significant preparations 

for another potential SARS outbreak and the H5N2 Low 
Pathogenic outbreak in Taiwan in early 2004. In addition to 
the educational programs designed for elementary school 
students and civil servants 

better informed because they continue to have a relaxed 
attitude towards Al. Some even consider that Taiwan might 
be Al-free because they think TaiwanVs sanitation is more 
advanced compared with some of its neighbors. End comment. 
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export route\" is one means (along with rail transport of 5 
million tons from Tengiz to Odessa) by which TCO hopes to 
cope with increased TCO V'second generation" production 
expected in late 2006 or early 2007 

expansion is completed. While shipping oil by rail from Baku 
to Batumi constitutes an acceptable option for TCO 
consortium is currently pursuing one or two-year access to 
the BTC pipeline -- a more economical \"last legW to market. 
End Summary. 


TCO Finds Short-Term Export Solution 


2. (C) In November 29 conversation with Econoff 

Nesbeth 

Transportation (based in London and Aktau) 

November 23 press reports that TCO had concluded a series of 
contracts facilitating the future export of Tengiz oil 

through the Georgian port of Batumi. Nesbeth (strictly 

protect) described the \"Southern Export Route\" as one-half of 
TCO\'s strategy for exporting increased Tengiz production 
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(expected to grow from the current 280K b/d to approximately 
480K b/d in late 2006 or early 2007) until CPC expansion is 
completed. The other half of TCOVs export solution 

indicated 

(100K b/d) from Tengiz to the port of Odessa by rail. 


Expansion of Kazakhstani Infrastructure Needed 


3. (C) According to Nesbeth 

export routes 

launched January 2004 

Kazakhstani 

2004. On the Kazakhstani side 

Kazakhstan\'s national railroad company (Kazakhstan Temir 
Zholy) 

capacity; the national shipping company (Kazmortransflot) 
which 

estimated half-dozen 12-13 

the crude across the Caspian; and KazTransOil (KTO) 
Aktau terminal will be used for shipment. 


4. (C) Interestingly 

recent sale to CNPC (reftel) with easing two difficult 

aspects of the negotiations. First 

oil now expected to flow East 

pipeline 

freed up to carry larger volumes of TCO oil to Aktau. Second 
TCO gained access to KTO\'s Aktau terminal (with its \"much 
better 

only after PK withdrew its long-standing application to use 
the terminal. 


Announcement Meant to Pressure Russians on CPC 


5. (C) Nesbeth explained that 

had been finalized V'a while ago 

been delayed until November 23 in order to influence Russian 
behavior during next weeks CPC expansion meetings. While 
CPC remains TCO\'s preferred export route 

an immediate settlement of the expansion terms would push 
project completion to V'mid or late 2008 

new short-term export routes. (Comment: Others have offered 
a shorter estimation of the project construction phase. End 
comment.) 


BTC Pipeline: Short-Term Export Solution of Choice 


6. (C) Nesbeth emphasized that 
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newly-negotiated contracts to ship TCOV's oil from Baku to 
Batumi by rail 

market via the BTC. The BTC pipeline was a good short-term 
fit for TCO oil 

underutilized until Kashagan production began in 2009 or 
2010. TCO had already entered into negotiations with BTC 


Co. 

pocket as leverage -- hoped to secure favorable commercial 
terms. Nesbeth noted that TCO is contractually obligated to 
specify the volumes it will ship from Baku to Batumi (up to 5 
million tons) by March 2006 

drive the pace negotiations with BTC Co. (Nesbeth suggested 
that 

likely to ship \"at least a half million tons\" of oil by rail 

from Baku to Batumi in order to keep the option open.) 


7. (C) Comment: TCO and BTC Co. would seem likely to reach a 
short-term deal for shipping TCO oil 

coincidence of economic interests. While brokering this 
complicated 

accomplishment for TCO 

improvements must be realized before TCO oil can be delivered 
-- at least in the quantities discussed here -- to Batumi or 
Ceyhan. End Comment. 

ORDWAY 
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same time 

and reiterated its readiness to reestablish diplomatic 
relations. U.S. support for Vatican-Chinese relations was 
highlighted by Italian and Vatican-based media coverage of 
President BushVs statements during his recent visit to Beijing 
(ref A). End summary. 


2. (U) In late October 

meeting of representatives of the world\'s bishops by lamenting 
China\'s ban on four bishops traveling to Rome. After greeting 
the Chinese bishops in absentia in the name of all Catholic 
bishops 

October 2-23 synod. The pontiff also expressed his closeness to 
the Chinese bishops 

them that he felt \"the road of suffering\" of the Catholic Church 
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in China 

attending the synod wrote jointly to the four absent Chinese 
bishops 

China. The Holy See released the text on October 23. 


3. (C) Representatives from the Vatican-affiliated Community of 
SantV Egidio 

freedom issues 

\"frozen\" after the synod controversy. They confirmed that the 
Chinese \"didn\'t appreciate" the way the pope invited the Chinese 
bishops to the synod 

behind-the-scenes contacts. The Communitys academic contacts 
and those with some access to the government interrupted contact 
almost immediately 

Catholic Association (CPCA) Vice Chair Liu Bainian\'s unhappiness 
with the situation as reported in ref C. 


4. (U) Vatican Secretary of State (PM equivalent) Cardinal 
Angelo Sodano 

readiness to move its embassy from Taipei to Beijing the moment 
diplomatic relations with China are resumed. Speaking to 
reporters October 25 on the sideline of the opening of a new 
convention center at the Pontifical Gregorian University 

said the Holy See was continuing its outreach to Beijing but 
stressed that religious freedom must be guaranteed as in the 
Universal Declaration of Human Rights. Sodano expressed the 
hope that V'the sun of freedom would rise on this great country 
[China] 

how they were to express their faith. Reflecting on Beijing\'s 
refusal to allow Chinese bishops to attend the synod 

Secretary of State said he believed the situation would improve 


SIPDIS 

with time. The Gregorian was a particularly apt venue for the 
subject as the convention center is named for famed Jesuit 
Missionary Matteo Ricci (1552-1610) who was renowned in China 
for his understanding and appreciation of Chinese culture. 


5. (U) In another development 

bi-monthly V'Civilta Cattolica" published a Holy See-approved 
article on closer Sino-Holy See relations. The author 

priest Hans Waldenfels 

longer name bishops for the so-called \"underground\" Catholic 
Church 

Catholic Association (CPCA) or \"official\" Church bishops to seek 
Holy See approval prior to their ordination. Waldenfel wrote 

that Chinese leaders wanted solutions to the historical standoff 
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with the Holy See and that Vnew possibilities were opening up. V 
One sticking point is the intransigence of the \"underground\" 
Church in some provinces. These long-suffering Catholics cannot 
readily forget decades of persecution and are reluctant to 

accept \"jointly approved" bishops. The synod bishops were 
likely referring to this situation when they called for more 

visible unity among China\'s Catholic communities. 
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6. (C) Holy See China country director Monsignor Gianfranco Rota 
Graziosi provided an alternate view in a recent conversation 

with us 

the churches. Rota Graziosi said 

patriotic church doesn't want to give up any control over the 
appointment of bishops.\" He emphasized that it was in the 
Chinese governmentVs interest to keep the Catholic church 
divided between underground and CPCA branches 

Vvisible unity\" was a threat to the governmentVs power. Rota 
Graziosi noted that underground bishops have reported being 
approached by Chinese police who have encouraged them to be 
recognized by the CPCA 

underground bishops have declined the offer. 


7. (U) Not all signs on Catholic unity in China were bleak. 

Bishop Joseph Zen of Hong Kong addressed the Pope and assembled 
bishops at the synod 

Rome office of the U.S. bishopsY news agency 

ordinations of Chinese bishops with the explicit approval of 

both the Holy See and Beijing were Y'a breakthrough" in 

relations. SantVEgidio representatives told us that the steady 
blurring of the line between the two churches would eventually 
change the dynamic of the situation. Zen said that some 85 
percent of government approved bishops had been reconciled with 
the Holy See 

fact that for Catholics 

political alliance but V'simply religious business." 


8. (C) As for the Taiwan end of the equation 

thought it was \"unreasonable\" for the Vatican to break ties with 
Taiwan before talks with Beijing begin on normalising 
Sino-Vatican relations. Still 

relations between China and the Vatican are normalized Taiwan 
will be the loser. Rota Graziosi noted that although it was 
\"very sad for the Taiwanese church 


Column 3 
sacrifice. V 


9. (C) Though the Vatican has promised continuing formal 

relations with Taiwan 

Ambassador Chou-seng Tou who can\'t help but resent the situation 
even if he understands the political realities involved. He 

believes that there will be no improvement in diplomatic 

relations between China and the Holy See 

because China is unlikely to make the minimum concessions 
necessary on religious freedom. In a November 23 interview with 
Vatican-based media he noted that rather than releasing 

prisoners before President BushVs recent visit 

arrested several priests and seminarians. Echoing James Huang\'s 
comments (ref D) 

of the Vatican-Taiwan diplomatic relationship 

Holy See is the only European nation with which we still have 
relations~ the Vatican is very important to us" He went on 

\"We are somewhat the victims of the Holy See\'s strong desire for 
rapprochement with the mainland.\" emphasizing 

victims 


9. (SBU) While Benedict XVI\'s and Cardinal Sodano\'s words were 
seen by some as a Setback for Sino-Holy See relations 

also a show of strength in the face of what the Vatican regards 

as Chinese intransigence and violations of religious liberty. 

We recall here the Holy See\'s 1999 cannonization of 120 Chinese 
saints on the same day that China was celebrating 50 years of 
communist rule. The 1999 show of strength came after Beijing\'s 
previous refusal to allow two bishops to attend a 1998 meeting 

of the world\'s bishops. Rota Graziosi noted that Cardinal 
Sodano\'s language is virtually the same five years later. While 
seeking better relations with China 

compromise on the principle of religious freedom and its own 
autonomy and will continue to make this clear to the Chinese. 

The Holy See hopes that this recipe will combine with the 

positive developments noted above to inch the two sides ever 
closer. In the Vatican\'s view it all depends on the Chinese 

and as Vatican-based China watcher Fr. Bernardo Cervellera told 
us recently 

(reftel C) 

SANDROLINI 
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low-key approach for clemency has failed 

approach toward the GOS would have both failed and soured 
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relations. End Summary. 


Sentence Is Death 


2. (U) Singapore arrested Australian Nguyen Tuong Van in 
December 2002 at Changi Airport on his way to Melbourne from 
Cambodia. He had approximately 396 grams of heroin in his 
possession 

was convicted on March 20 

sentence 

Nguyen has not contested his guilt or the facts of the case. 


GOA\'s Low-Key Approach 


3. (SBU) The GOA has appealed quietly and behind closed doors 
for clemency. The Australian High Commission Political 
Counselor told us the GOA approach emphasized that 

Australia did not take issue with SingaporeVs use of the 

death penalty 

Nguyen case. The GOA raised the issue when Nguyen was first 
arrested in December 2002 by trying--unsuccessfully--to get 

the charge reduced. Prime Minister Howard also raised the 
Nguyen case when he visited Singapore in January 2005 
(Reftel). The GOA most recently helped facilitate a contact 
meeting between Nguyen and his mother 

the GOS allow her to hug her son before his execution. The 
GOS agreed to allow them to hold hands. The Pol Counselor 
stated that 

not to let the Nguyen case affect bilateral relations 

is a personal dimension to the case that most Australians 

feel 


GOS Won't Budge 


4. (SBU) Prime Minister Lee has praised Prime Minister Howard 
for avoiding \"megaphone diplomacy\" and for raising the issue 
in \"an effective but non-confrontational way.\" The 
government-linked Straits Times has carried many articles and 
letters from Singaporeans and Australians arguing both sides 
of the issue. The GOA\'s pleas for clemency 

fallen on deaf ears. President Nathan noted to the Charge 

that a foreign government\'s request for clemency when 
delivered via the media leaves the GOS no option but to stand 
firm. 


5. (U) PM Lee has argued Singapore must take a firm stand 
against drug trafficking--using the death penalty--to protect 
its citizens from drug abuse and ensure that Singapore does 


Column 3 

not become a transit center. He noted that the law is 
applied equally 

(Note: On May 13 

for importing one kilogram of cannabis. End Note.) 


Singapore Public Opinion 


6. (U) Singapore public opposition to the death penalty 
appears to be limited. On November 7 

Centre 

approximately 100 people attended. Opposition figure Dr. 
Chee Soon Juan spoke at the vigil and argued for abolition of 
the death penalty. The Think Centre has also campaigned for 
a moratorium on the death penalty in drug cases. 


7. (SBU) Comment: The GOS is proud of its tough 
law-and-order reputation 

Australia would have changed its position in this case. While 
execution of a foreigner is rare 

create the impression of a double standard. Public debate of 
the appropriateness of the death penalty for drug cases will 
continue in the usual muted fashion. End Comment. 
HERBOLD 
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as offenses. Sattar feared that with new civil legislation 

in place 

bankrupt Minivan. Sattar also alleged that the opposition is 
excluded from access to journalism training. As an example 
he noted that the Ministry of Information will only provide 
training for TV broadcasters-- and the only television 
station in Maldives is run by the GORM. 


5. (U) Along with reforming media regulations 

attempting to improve its justice system. On November 11 
the government announced the creation of a Judicial Services 
Commission (JSC) formed by Presidential Decree (reftel). In 
a November 17 phone conversation 

Hassan Saeed outlined the JSCVs composition and mandate: 
-The JSC will have ten members. 

-The Chief Justice will chair the JSC. He will also appoint 
three judges to serve with him 

lower courts and one from the President\'s Advisory Council. 
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-The GORM will appoint four members of the public 

at least two senior lawyers 

-The remaining two members of the JSC will be the Attorney 
General and the Justice Minister. 

-The JSC will be responsible for the hiring 

investigation into the conduct of all judges. 


6. (C) On November 27 in Male\' 

Director General Maumoon Hameed and Assistant State Attorney 
Mohamed Anil. Hameed and Anil heralded the JSC as a full 
separation of the judiciary from the executive. Hameed 
asserted that the fact that the JSC was composed entirely of 
executive appointees not subject to parliamentary approval 
would not lessen its independence 

Rights Commission 

model. (Note: The MHRC has not functioned since August 18. 
End note.) Hameed went on to say that parliament will 
eventually have a mandate to confirm JSC members. 


7. (C) Hameed and Anil added that 

the JSC 

the President on the hiring and dismissal of judges. Since 
the Constitution does not provide for a Supreme Court 
Presidents Advisory Council 

Serves as an appeals body. In a new development 

noted 

court and publish its decisions in order to promote 
transparency. The two interlocutors stressed that these 
stop-gap measures were designed to improve the justice system 
until Constitutional amendments can be implemented. They 
added that Paul Robinson 

University of Pennsylvania is working with the AG\'s office to 
draft a penal code that will incorporate ShariVa law while 
modifying some of the draconian rules now in place. Hameed 
and Anil expect the new penal code to be presented to the 
People\'s Majlis in early 2006 

up to one year 

ratification. 


8. (C) While officials from the AG\'s office cited the 

Maldives Human Rights Commission (MHRC) as a success story 
the organization has not been functioning since August 

(Reftel) when the Chairman and two of the four remaining 
Commissioners resigned over dissatisfaction with the bill 
codifying the MHRC. In a November 27 meeting with poloff in 
Male\' 

frustration at the current situation. She noted that on 
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August 18 

MHRC members be named within three months. However 
said 

ran out to present the Peoples Majlis with a short-list of 
candidates. Ali said the parliamentarians refused to select 
candidates without adequate time for debate 

leaving three vacancies on the MHRC. 


9. (C) In a November 28 meeting in Male\' with poloff 
opposition Maldives Democratic Party activist and member of 
parliament (MP) Ibrahim Ismail complained that the GORM had 
nominated young 

though qualified lawyers had expressed an interest in 
becoming Commissioners. Ismail also said the parliament 
would likely set the Commissioners\' salary at the Deputy 
Minister level in order to attract strong candidates and 

reaffirm the weight of the office. He seemed confident that 

the parliament would select MHRC members soon and have the 
organization functioning once more. 


10. (C) During his November 25 call upon the Ambassador 

Minister Nasheed noted that the GORM has faced international 
criticism for its handling of the trial of the opposition 

Maldives Democratic Party (MDP) chairperson 

Mohamed Nasheed (nicknamed Anni). Minister Nasheed mentioned 
quiet discussions with key players in the opposition 

said the President may be willing to release Anni if the 

opposition leader agrees not to engage in anti-government 
incitement. 


11. (SBU) Poloff visited Anni 

on November 28. Anni said he expected to be freed from 
detention by November 30 and pledged to refrain from speaking 
out against the President. Anni was in high spirits 

forward to his party's congress to be held December 15. 

(Note: On November 30 

days. End note.) 


12. (SBU) Anni told poloff that his party 

orthodox Islamic Adalath (Justice) Party 

all-party talks 

detained and the latter because its members are prohibited 
from public preaching. (Note: Only those with Islamic 

theology degrees are allowed to preach. End note.) Detained 
MDP leader Anni said that were he to be released and were the 
MDP to engage in talks with the government 

Democratic Party (MDP) would have two key objectives: a 
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constitutional amendment to prohibit the President from 
appointing members of parliament 

Police Commissioner Adam Zahir 

allege has engaged in torture of detainees in police custody. 


13. (SBU) Anni seemed confident that President Gayoom is on 
his way out 

policies in order take on the mantle of government. In terms 

of foreign relations 

cooperate with the West rather than with the Non-Aligned 
Movement. The party will seek to pare down the Cabinet to 
nine ministers from the current twenty-two 

decentralize government to accommodate more federalism. Anni 
expressed his hope that the GORM\'s DRP (Maldivian PeopleVs 
Party) 

robust opposition party when the MDP comes to power. 

Finally 

fundamental freedoms 

order to allow for full freedom of the press 

Two MDP presidential hopefuls 

Hassan and MP Ibrahim Ismail 

with poloff during November 28 meetings in Male\’. 


14. (C) The opposition press has alleged that the \"sweeping 
reforms\" the GORM touted in a November 23 press release are 
merely cosmetic changes designed by a British public 
relations firm to placate the international community. This 
characterization is somewhat unfair. Over the past year 
political parties have been permitted to register 

with some limitations on their abilities to function 

effectively. We have also seen improvements in prison 
conditions and treatment of detainees. In addition 
encouraging that opposition journalists were consulted in the 
drafting of the press freedom bills. However 

difficult to see how the creation of the Judicial Services 
Commission truly separates powers 

frame for penal code reform seems overly deliberative. 
Furthermore 

and the opposition 

bound to exacerbate tensions between the two parties. 


15. (C) Comment (cont.): Surprisingly 

contacts have been less critical of the GORM than usual. For 
the first time 

maturity by limiting inflammatory rhetoric 

internal democracy through its first party congress 
considering platforms based on issues and policies rather 
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than merely finding fault with GayoomVs government. It is 
interesting to note the mood of optimism throughout the 
opposition movement. It seems clear 

GORM-led reforms or grassroots MDP efforts 

due for democratic progress in the months ahead. End comment. 


LUNSTEAD 
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centrist China Times\" both commented on President Chen\'s 
remarks on the government's cross-Strait policy. The 
VLiberty Times" editorial compared ChenVs remarks with the 
Executive Yuan\'s announcement a few days ago that it would 
loosen the governments cross-Strait policy 

DPP administration needs to have a coherent and more 
restrictive cross-Strait policy. The V'China Times" 

editorial 

seeing nothing but elections 

will only isolate Taiwan and make it even more marginalized 
in the region. End summary. 


A) VDPP Will Lose More Votes If It Unduly Loosens Its Cross- 
Strait Policy" 


The pro-independence VLiberty Times" [circulation: 600 
editorialized (12/1): 


\", [T]he fact that the Presidential Office and the Executive 
Yuan each spoke of a different version of the governments 
cross-Strait policy fully reflected the DPP\'s confusion and 
anxiety over the outcomes of the [3-in-1] elections. Even 
though the final results of the elections will not unveil 

until [the end of] the polling day 

surveys conducted recently by the private sector showed that 
itis a generally acknowledged fact that the DPP is in a 

very unfavorable position in terms of election campaigns. . 


VOver the past five years since DPP came into power 
people have criticized most is TaiwanVs loss of its economic 
vitality 

its cross-Strait policy. In other words 

TaiwanVs cross-Strait economic and trade policy is the 
"causev rather than the resultV of Taiwan\'s economic 
downfall following the transition of political parties [five 
years ago]. As a result 

economic edge 

prior ^no haste 

opening\' policy is nothing but a dead end. . 
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\"This newspaper has more than once emphasized the 
shortcomings of an open cross-Strait economic policy and the 
major impact of such a policy on Taiwan\'s economy and 
sovereignty awareness. . When voters choose to cast their 
votes for a pro- Taiwan nativism political party 

they support the DPP for its sticking to the pro- Taiwan 

ideals and values. The DPP must never back out from its 
cross-Strait policy 

stakes of an election gamble. .\" 


B) V[The Government] Wants to TightenV Cross-Strait 
Relations after the Elections? V 


The centrist 
400 


V Yes 

it cares only if somebody will become a lame duck and if 
someone will step down after the elections 

else in the whole world matters more than these. . While 
Taiwan is fighting like Kilkenny cats during the election 
campaigns 

about to be held. Likewise 

Asia and the biggest deep-water harbor are about to be 
inaugurated. When all the East Asian nations are feeling 
the anxiety about the whole new changes in the competitive 
domain of influence [in the region] 

unaware of the situation going on in the outside world and 
the accelerating marginalization of its own 

intangible. . 


\". If President Chen insists on tightening the cross-Strait 
policy in the wake of the [3-in-1] elections 

nothing to say. While East Asia is undergoing a stage of 
the biggest changes of the century 

itself up and isolate itself 

being marginalized. What it is left now is nothing but 
those eloquent campaigning rhetoric on the trucks!" 


PAAL 
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Judges to the U.S.V 


2. (U) Barak suggested expanding on what he called the 
Vextremely successful" programs held to date 
and other judges have found highly valuable and which 
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they think have also been beneficial for the U.S. 
participants. (Some of postVs most recent rule of law 
related programs in the last two years are described in 
Reftel). He noted that each formal exchange visit 

well as the many informal exchanges that occur thanks 
to the extensive travel of many Israeli and U.S. 

judicial figures in both directions 

the richness of each society 

harmonization of Israeli law with American law and 
American law with legal systems of other countries. He 
pointed out that he and U.S. Supreme Court Justice 
Scalia are scheduled to be panelists in a debate in the 
Law Faculty of Hebrew University on January 29 
focusing on \"International Law in National Courts. V' 
Barak pointed to what he called a welcome increase in 
the study of 

law schools and in U.S. courts 

courts have lately begun to cite more frequently 
international cases and precedents in their decisions. 
Comparative domestic law and international law are both 
becoming more important worldwide 

legal field is not immune to the overall trend toward 
globalization. 


3. (U) Justice Barak suggested the following ideas for 
possible future Embassy programming and PD exchanges: 


-- Send Judge Okun to the U.S. as soon as possible (in 
a special IV or Volvis) to observe U.S. Specialized 
Courts 


-- Organize an in-depth week-long seminar for Israeli 
judges on the U.S. Bill of Rights or other topic with 
top legal experts 


-- Send several Israeli Judges to the U.S. annually 

and for longer periods of time 

year 

U.S. courts. Barak said that these deeper 

experiences can enrich the Israeli judiciary. (PD will 
follow up on this idea with ECA Citizens Exchanges and 
the Fulbright Commission.) 


-- Continue Embassy programs that focus on key court 
administration/efficiency topics such as case 
management 

and early and neutral evaluation. 


-- Finally 
established to provide recommendations to the GOI 
regarding the future of mediation as an alternative to 
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judicial procedures would soon provide its report. 
President Barak mentioned that the report will likely 
recommend mandatory mediation for civil cases. PD 
staff has met several times with the chair and members 
of the committee 

experts and possibly also a VolVis program in order to 
study the most innovative U.S. models in the area of 
mandatory mediation within the courts. 


4. (U) Barak thanked the Embassy for what he 
characterized as consistent and high quality 
programming with Israel\'s judiciary over the years. He 
and the PAO agreed that Embassy PD staff should set up 
a meeting as soon as possible with Barak\'s designee on 
judicial training and enrichment programs 

Okun (who succeeded Dan Arbel as President of IsraelVs 
National Court Administration in the summer of 2004). 
Barak said he had tasked Judge Okun with developing 
concrete input 

exchange topics and ideas and date timeframes 
contribute to postVs plan for potential exchanges 
speakers and other outreach opportunities in the medium 
and long term. 


5. (SBU) Barak said that 

his mid-2006 retirement 

devote more time to writing. (Note: Barak has already 
published an impressive number of articles and a book 
VA Judge on Judging: The Role of the Supreme Court in a 
Democracy 

late 2007 

Law School 

either Cambridge or Oxford University in the UK in 2007- 
8. He emphasized that in general 

most of his time 

where his input seems to him most relevant and needed. 


6. (SBU) Asked for his views on whether a draft Israeli 
Constitution (which has been under development in a 
process of town hall dialogues and in the Knesset\'s 
Constitution 

brought before the Knesset during his remaining time on 
the bench 

Constitution or anything of that level of import to be 
considered until after nationwide elections scheduled 
for March 28. He did not speculate on whether the 
effort to pass a Constitution would succeed or fail in 
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the long term. 
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government newspaper quoted the GOAM press secretary as 
complaining that the U.S. response was \"incorrect\" in that 
the Central Election Commission (CEC) 

voter turnout figures. END SUMMARY. 


SOME SOURCES PRESENT RESPONSE AS QUESTIONING THE RESULT 


2. Some media outlets presented the U.S. response as 
questioning the legitimacy of the results of the referendum. 
VArmenia Liberty 

article on its website entitled \"U.S. Echoes Questions About 
Armenian Poll Result.\" The article states 

States joined European observers on Tuesday in raising 
serious questions about the credibility of the official 

results of Armenia\'s weekend constitutional referendum...\" 
The article quotes the U.S. response as saying 

the regret of the Council of Europe 

into serious question the voter turnout figures for the 
referendum reported by the Armenian Government" RFE/RLVs 
main website drew a similar conclusion about the text. The 
article states 

Europe and Eurasian Affairs expressed similar concerns [to 
those of the Council of Europe] in a statement released on 
29 November. The statement 

of the U.S. Embassy in Yerevan 

government Vto investigate Council of Europe observer 
reports of serious abuses and fraud. VV" 


.. WHILE OTHERS PORTRAY IT AS LESS CRITICAL OF THE VOTE 


3. Other media outlets presented the U.S. response as less 
critical of the referendum results. Azg 

daily 

by European organizations as well as the U.S. This must be 
the reason why the West 

closed its eyes to flagrant falsifications of the November 

27 vote." WMediamax 

considered pro-government 

U.S. response with the subtitle 

substance of the provisions considered by the referendum as 
potentially strengthening democratic institutions in 
Armenia. V 


NEWSPAPER CALLS REACTION \"BALANCED\" BUT REMAINS CRITICAL 
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4. VHaykakan Zhamanak 

article stating 

statement was Vbalanced 

Council of Europe monitors: three items refer to violations 
committed during the voting 

future that will be realized as a result of collaboration 

with President Kocharian.\" The newspaper 

critical of the United States and the Council of Europe for 
supporting the amendments. The article states 

has already been mentioned 

reasons have given up on the opposition 

condemned to collaborating with President Kocharian. This 
is the only explanation for why the United States and the 
Council of Europe have stated that they cannot evaluate the 
results of the referendum until it is clear how many people 
voted. Instead 

elections and international standards. This means that if 
the Armenian people tolerate the results of this 
collaboration between the West and President Kocharian 
same situation will be repeated during the 2007-2008 
elections 

indefinitely. V 


VHAYOTS ASHKHAR\" NOTES CEC 


5. \"Hayots Ashkhar 

Government of Armenia press secretary as complaining that 
according to Armenian law 

the CEC 

article says that 

GOAM and the CEC are different state bodies and the 
government is not authorized to publicize the results of the 
referendum. (Note: Members of the CEC are government 
employees and their salaries are paid from the state budget. 
The U.S. Embassy added a footnote to its response stating 
\"Specifically 

reports voter turnout figures for the referendum.\" End 
Note.) 
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refuse-to-answer categories but could turn out and boost the 
final vote totals for Luo. 


5. (C) Soochow University Professor Emile Sheng suggested to 
AIT that Luo is trailing Chou in the polls for two reasons. 
First 


Column 3 

KMT supporters outnumber DPP supporters in Taipei County. 
Second 

attacks on corruption at top levels in the DPP government. 
During a discussion with AIT in the early stages of the 
campaign 

that the KMT enjoys a natural 6 percent advantage over the 
DPP in Taipei County 

would have to make up the difference through his campaigning. 
Lin suggested that Luo would appeal to young voters and 
Hakka voters (Luo is Hakka) and that increased support from 
those groups would be key to Luo\'s quest for victory. 


6. (C) Luo began his campaign by stressing reform. After 
falling increasingly behind in the polls because of KMT 
attacks against DPP government leaders over corruption 
issues 

Chou Hsi-wei for alleged financial misdealings. LuoVs 
attacks 

simply ducked the issue and tearfully criticized DPP smear 
tactics) 

image and alienating some of the swing voters he had 
originally hoped to capture. Most important 

strategy was only partially effective and did not give Luo 
the lead. Over the past few days 

again 

emotionally charged activities commemorating late DPP heroes. 
Most recently 

making small payments to participants in a campaign rally 
which 

clean personal image. 


7. (C) Party leaders from all sides are focusing on Taipei 
County in the final days of campaigning. Before switching to 
the KMT to run for Taipei County magistrate 

a People First Party (PFP) legislator. On November 30 
Chairman James Soong 

leadership 

campaign. KMT Chairman Ma Ying-jeou has canceled some 
campaign plans in other districts in order to devote much of 
the last two days prior to the election to ChouVs campaign. 
DPP Chairman Su Tseng-chang has become a near permanent 
fixture in Luo\'s campaign 

Taipei County both Thursday and Friday. Health concerns and 
a commitment to support the Taiwan Solidarity Union (TSU) 
candidate for mayor in Keelung 

President Lee Teng-hui from appearing on Luo\'s behalf. 


Comment 


8. (C) Traditionally 
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in turning out the vote 

and some other close elections on December 3 may depend on 
which party does the better job in turning out the vote. The 
DPP hopes the overall turnout rate in Taipei County will be 
low because the swing vote 

turnout rate 

whether last-minute efforts by Luo and DPP leaders can 
succeed in mobilizing the party base in Taipei County to vote 
in large enough numbers to score a come-from-behind victory 
on Saturday. Whichever party wins this election will almost 
certainly proclaim itself the overall winner on December 3. 
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cases. We suggest requiring that only employers be allowed 
to petition workers. The petitioners for the worst cases 

are typically recruiters or agencies that place the workers. 
Cases are much less problematic when a company such as 
Marriott is itself the petitioner (Marriott in particular 

has an exemplary recruitment program in Brazil). There must 
also be sanctions to inhibit these local recruitment 

agencies from charging outrageous fees. The Brazilian 
authorities have expressed some interest in deterring these 
agencies 

very difficult. 


8. (SBU) We wish we could issue more of the \"bad\" cases. 
When an employer can demonstrate that his workers from prior 
years have returned 

however 

company 

the large illegal Brazilian population in Massachusetts. 

Perhaps the employers" future participation in the H2B 
program could be conditioned on the return rate of their 

prior employees. 


9. (U) Meanwhile 

or getting on a chairlift at a ski area 

greet the employees by saying V'bom dia. V 
McMullen 
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local human rights activists. The U.S and U.K. ambassadors 
will deliver remarks on the promotion of human rights in 
Belarus 

in an informal discussion with the local activists. 
Independent media services will cover the event. 
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and Novopolotsk 

transits Belarus. Private Kazakh companies annually export four to 
five million tons of crude to Lithuania\'s Butinge terminal via the 
Druzhba pipeline 

GOB reportedly told KazakhstanVs energy ministry it would be better 
to process the crude in Belarus and export refined product to 
Lithuania. Padalko commented that Belarusian refineries have 
excess capacity 


GOB Wants More Russian Crude 


4. A source in the Ministry of Economics told the press on November 
21 that Russia has offered to supply Belarus 19.5 million tons of 

oil (19 million by pipeline 

same amount as in 2005. The amount will be finalized at the next 
meeting of the Council of Ministers of the Union State. The two 

are still negotiating longer term supply 

million tons a year 

and Russia offering 22 million tons. 


Oil Transit Grows... 


5. From January through October Belarus\' pipelines transported 
88.231 million tons of oil 

year. Transit increased 3.496 

period. The Gomel-based Druzhba pipeline delivered 7.939 million 
tons to the Mozyr refinery and transited 60.421 million tons across 
the country. Of that amount 

in Poland and 19.758 million tons to Brody in Ukraine. The 
Novopolotsk-based Druzhba pipeline delivered 7.095 million tons to 
the Novopolotsk refinery and 11.918 million tons to Mazeikiu and 
Butinge in Lithuania. No oil transited to Ventspils 

this period. Padalko told Econoff these pipelines are now 
operating around their maximum capacity. 


...And Rail Deliveries Exceed Expectations 


6. In January through October Russian suppliers shipped 950 

tons of oil to Belarusian refineries by rail. Of this 

went to the Novopolotsk refinery and 275 

Russia had only agreed to supply 500 

but exceeded the amount after Russneft opened an export terminal 
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near the Belarusian border at the Zhecha railroad station. This 
terminal has an annual capacity of five million tons. 


Belarus Starts Shipping Oil to Ukraine 


7. On September 28 

announced Belarus was starting to ship oil products to Ukraine via 
trunk pipelines. For 2006 Belneftikhim planned to ship 300 

tons of oil products. However 

to build a 50-kilometer pipeline to Ukraine 

would allow Belarus to ship one million tons of oil to its southern 
neighbor annually. 


Petroleum Sales Climbing 


8. On November 25 

two refineries refined 2.717 million tons of gasoline 
from 2004 

8.9% to 5.277 million tons 

tons 

month period the output of the two refineries 

grew 7.396 to BYR 9.71 trillion [USD 4.5 billion]. 


Belarus and Russia Negotiating Long Term Energy Supplies 


9. In October Russia and Belarus attempted to negotiate Russian 
energy deliveries to Belarus through 2020. The two sides failed to 
reach agreement on oil (see para 4) 

agreement on other fuels. Russia reportedly promised to supply 25 
billion cubic meters of natural gas by 2020 (versus 20.5 bcm in 
2005) 

for in 2005) 

tons in 2005). Despite these increases 

plan (2006 to 2010) calls for increasing use of domestic energy and 
decreasing dependence on Russian imports. To that end the GOB is 
converting some factories and apartment boilers to use peat and 
firewood. The GOB is also searching for more domestic sources of 
oil; currently about 10% of Belarus\' oil needs are met by 
domestically produced oil. However 

percentage can be raised. Belarus does not have significant 
deposits of natural gas. 


KROL 
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perform strongly. Prudent fiscal and monetary 
policies 

structural reforms have contributed to double-digit 
growth 

The outlook is for continued robust growth in 2006." 


5. On November 4 

the Ministry of Finance and Economy 

Development Program (UNDP) and the Armenian Card 
Company (ArCa) introduced two new electronic commerce 
systems 

Direct. The Card-to-Card Transfer system allows ArCa 
debit/credit card holders to make instant on-line bank 
transfers to other ArCa accounts. Under the system 
both sender and beneficiary will receive e-mail 
notification of such transactions. Treasury Direct 

will become operational in December 2005 and will allow 
investors with ArCa cards to purchase treasury bills on- 
line. There are 16 Armenia banks that are members of 
the ArCa e-payment system and approximately 90 

card holders who will be eligible to use these new 
services. ArCa was established by the Central Bank in 
collaboration with 10 trade banks in March 2000 to 
develop electronic banking and payment system in 
Armenia. In 2003 ArCa introduced an e-payment system 
which allows members to pay for public utilities 

mobile phone cards and Internet cards online. 


6. Sixty-four food processing companies displayed 

their products at the Fifth International ArmProdExpo 

held on November 2-5 in Yerevan. The Armenian 
Ministries of Agriculture and Foreign Affairs 

of Trade and Industry and the Center for Agricultural 

and Rural Development (CARD) organized the event. CARD 
is an Armenian non-profit organization funded by USDA. 
ArmProdExpo\'s goal was to promote Armenian agricultural 
products to domestic and international consumers and 
provide a forum for Armenian producers to establish new 
business contacts. The majority of the vendors 
represented local enterprises 

ventures participated (mainly Armenian-Russian 
Armenian-lranian and Armenian-French). No American 
companies were represented but 13 of the vendors had 
received support from USDA through the CARD project. 
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Products available at the expo included alcoholic 
beverages (primarily cognac 

dried and canned fruits and vegetables and some meat 
products. There were also stands dedicated to 
packaging 

of which has been a significant obstacle to producers 
seeking to market goods abroad. 


7. According to press reports based on preliminary 
data from the National Statistical Service 

real GDP from January to October 2005 grew by 12.2 
percent year-on-year to USD 3.7 billion. Industrial 
production totaled USD 1 

percent compared to the same period last year. Gross 
agricultural output for the first ten months of 2005 
grew by 10.4 percent compared to 2004 

835.4 million. Construction increased by 32.6 percent 
to USD 676.5 million. From January to October 2005 
exports were worth USD 766.4 million 

1.39 billion 

million. 

EVANS 
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from April-June 2006. This program 

Rights and Democracy Small Grants Fund 

rights and democracy among young Filipinos aged 18-21. To 
mark Human Rights Day 

about the program and send letters to colleges and 
universities inviting them to nominate potential 

participants. The release will be posted on the embassy\'s 
public website 
(http://usembassy.state.gov/posts/rp1/wwwhmai n.html) and on 
the website of the U.S. Virtual Consulate in Davao 
(http://www.usvirtualconsulatedavao.org.ph). Post will also 
place on both websites messages from the Secretary and/or 
President Bush marking Human Rights Day 


4. (U) Post is also organizing a series of speaking events 

to coincide with the start of Human Rights Week. Ms. Goli 
Ameri 

General Assembly and U.S. Public Delegate to the 61st Session 
of the U.N. Commission on Human Rights 

audiences on the topic of democracy and human rights: 


- December 1: Roundtable Discussion on V'Human Rights: 
Democracy and the Rule of Law.\" The audience will be 
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representatives from human rights NGOs and advocacy groups; 
-- December 2: Roundtable Discussion with the Commission on 
Human Rights on V'The U.S. Proposal to Replace the U.N. 
Commission on Human Rights with a Human Rights Council." The 
audience will be the Commissioners 

the CHR; 

-- December 2: Roundtable Discussion at the National Defense 
College of the Philippines on U.N. Reform and the Proposed 
Human Rights Council. The audience will be some 60 students 
and faculty members of the college. 


5. (U) Post will host an online chat session on human rights 
on the Davao Virtual Consulate website before or immediately 
after December 10 in honor of Human Rights Day. 


6. (U) During the week 
events being held by local groups to mark Human Rights Week 
and Day (paras 7-9). 


Local Activities 


7. (U) The CHR is conducting a series of events around the 
country on the theme V'Human Rights: Respect 

Enforce 

by local governments 

the juvenile justice system 

program (conducted in multiple locations) for groups that 
work with internally displaced persons 

human rights film festival in partnership with the Quezon 
City government in Metro Manila. 


8. (U) As part of its celebration of \"National Human Rights 
Consciousness Week 

is honoring human rights activists Haydee Yorac 

Chair of the Presidential Commission on Good Governance 

Sister Mariani Dimaranan 

Detainees of the Philippines 

the House of Representatives. The ceremony will include the 
inauguration of a human rights resource center 

Yorac 

and approved by the Committee on Human Rights on November 21. 


9. (U) Some of the other activities planned by local NGOs 
are: 


-- December 4: National Day of Prayer for the Disappeared 
Families of Victims of Involuntary Disappearance (FIND); 

- December 5: Launch of the Philippine Alliance of Human 
Rights Advocates (PAHRA) website; 

-- December 5: Forum and press conference on disappeared 
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persons 

-- December 6: Rally by relatives of disappeared persons at 
Congress 

- December 10: 57th Human Rights Day Rally at Plaza Miranda 
in Manila 

-- December 10: Rally/Parade for \"Celebrating Pride and 
Rights\" in Malate 

- December 12: Forum on the Philippine human rights 
situation 

Mechanism. 
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chicken producers. This group developed the compensation 
fund of 100 

October Al outbreak. Industry sources report that current 
Turkish laws prohibit the GOT from paying compensation to 
farmers. However 

the upcoming budget. 


5. (U) EU has lifted the ban for imports of poultry feathers 
from Turkey. However 

although the ban is not connected to Al. Turkey has been 
seeking permission to export poultry meat to the European 
Union for a number of years but has been denied access due 
to Turkey\'s restrictions on EU beef imports. 


6. (U) Broiler meat demand has improved since the outbreak 
but is still only 50 percent of demand. Because of the 
production cycle 

reduce production immediately. Most companies stored meat 
in freezers rather than selling at a loss 

facilities are currently full. Egg demand is now 60 percent 

of normal. 
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recent history of terrorist attacks on its own territory. The 
February 28 

over one hundred Filipinos 
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attack in Asia after the October 2002 Bali bombings 

the February 14 

Mindanao killed and injured many shoppers and commuters. 


5. (C) The GRP has 

successes. On October 26 

arrested Ahmad Santos 

other suspected terrorists at a safe house in Zamboanga. On 
the same day 

seized Sattar Yusop 

his role in the Dos Palmas kidnappings. On October 28 
Philippine court convicted and sentenced to death three Jl 
RSM 

\"Valentine\'s Day\" bombing in Manila (ref C). 


ECONOMY NOT STRONG 


6. (SBU) Our counterterrorism engagement in the Philippines 
ranges from humanitarian relief and development to the 
military and public diplomacy. USAID\'s Livelihood 
Enhancement and Peace (LEAP) program has reintegrated over 
28 

combatants into productive society as successful farmers 
stands poised -- should the GRP sign a peace agreement with 
the Moro Islamic Liberation Front (MILF) 

increasingly appear to expect in the next year -- to provide 
similar assistance to the MILF. USAID\'s broad spectrum of 
development programs (in infrastructure 

governance 

in conflict-affected areas of Mindanao have made a positive 
impact in communities vulnerable to exploitation by 

terrorists 

efficiency 

more thorough attention to TIP efforts nationwide. 


7. (U) Although the Philippine economy is growing by nearly 
5% each year 

domestic and foreign bond-holders. Combined liabilities of 
the government and state-owned enterprises equal 9096 of GDP 
and the debt-service payments on these loans consume 
two-thirds of the annual budget. The just implemented 
expansion of the Value Added Tax to include fuel and power 
will help the GRP further to reduce its fiscal deficit and 
increase spending on social services 

education 

railway lines. There appears to be a grudging acceptance of 
the need for new taxes to restore fiscal imbalances. 


8. (U) A stronger 
direct investment to the Philippines 
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paltry level compared to other countries in East and 
Southeast Asia. To boost development and prosperity 
encourages economic reform initiatives toward greater 
privatization 

have worked closely with GRP officials on the PhilippinesV 
Millennium Challenge Corporation concept paper focusing 
heavily on anti-corruption and revenue enhancement efforts. 
US firms account for the largest stock of FDI in the country 
and the US is still one of the country's largest trading 
partner 

remains a significant impediment to investors 

high cost of electricity 

delays 

an unpredictable legal system. 


TRAFFICKING IN PERSONS (TIP) 


9. (U) The Philippines is an origin point for 

internationally trafficked persons and suffers from an 

internal TIP problem. Most victims are young women. The GRP 
is publicly steadfast against TIP 

passed Republic Act 9208 

law. The State Department designated the Philippines as a 
Tier 2 Watch List country in 2004 and re-designated it on the 
Tier 2 Watch List in 2005. Mission continues to underscore 
the seriousness of the TIP problem with GRP officials 
including the possibility of a downgrade to Tier 3 next year 

if stronger actions 

more prosecutions 

the issue with the President twice during the last month and 
she is looking forward to your visit. 


10. (SBU) The GRP\'s ability to address the problem is 
limited by poverty 

that encourage migration 

sex tourism. The GRP coordinates anti-TIP efforts through 
the Inter-Agency Council Against Trafficking (IACAT) 

is chaired by the Secretary of Justice. GRP enforcement of 
its anti-trafficking law has increased as more law 
enforcement officers 

training 

cases under the 2003 law are pending 

the first convictions under this law in November 2005 

more expected in the coming months. 


11. (U) The PhilippinesV vibrant NGO community is mobilized 
against TIP. The US-based International Justice Mission 
focuses on rescuing victims and prosecuting traffickers. A 
unique feature of Philippine law allows NGOs to act as 
prosecutors. The Visayan Forum Foundation operates four 
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shelters for TIP victims 

in 2005 and one from USAID in 2003. Other NGOs acting 
against TIP include Development Action for Women Network 
Coalition Against Trafficking ) Asia Pacific 

Foundation; both have also received USG grants. 


12. (U) Mission is actively engaged in several programs 
aimed at increasing the capacity of Philippine police 
prosecutors 

Trainers at USG-funded roadshows have educated officials 
throughout the country about the new anti-trafficking law and 
how to pursue trafficking cases more effectively. Many of 
the cases currently pending under R.A. 9208 were filed by 
recipients of such training. Recently 

workshop on TIP for members of the Philippine National 
Police\'s (PNP) Women and Childrens Concern Division (WCCD). 
Trainers highlighted the seriousness of TIP as a global 

issue 

legislation. Local media was extensive and largely 
favorable 

TIP with an ongoing alleged rape case involving U.S. military 
personnel. The seminar represented a \"quick win\" for the PNP 
in current reform efforts 

crucial 

initiative seeks to address key flaws in the Philippine 

justice system that hamper TIP-related prosecutions 
particularly a lack of cooperation between police and 
prosecutors. 


PRESS THEMES 


13. (SBU) The Philippines is an exuberant media environment. 
In both your private and public remarks 
highlight: 


-- TIP: The USG takes the issue of trafficking extremely 
seriously. To this end 

increase the capacity of the GRP to fight trafficking. We 
want to support Philippine efforts to combat the serious 
trafficking problem that exists here. We know the 
Philippines can do better in this endeavor 

the guilty be brought to justice soon. Failure to make 
progress could lead to a downgrade to Tier III status in 2006; 


-- Partnership: The Philippines is a valued partner in the 
Global War on Terror 

look forward to opportunities to advance our substantive 
bilateral agenda including counterterrorism 
anti-corruption 
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-- Rule of Law: Rule of law is essential to the success of 
any modern society 

TIP offenders 

an attractive investment climate 

and protecting the rights of citizens. Stable democratic 
governance is critical to strong relations with major 
partners 

efforts currently underway in key institutions such as the 
Armed Forces of the Philippines and the Philippine National 
Police. 


IF ASKED 


14. (SBU) 


-- Alleged rape case: Six U.S. Marines are now under 
investigation by Philippine officials as well as by US 

military authorities for involvement in an alleged rape in 

Subic on November 1. They remain in U.S. custody under the 
terms of the Visiting Forces Agreement (VFA). Some members 
of the press have attempted to claim that our criticisms of 

the GRP\'s performance on TIP is hypocritical given the 
alleged involvement in a sex crime. Our consistent line is 

that the VFA provides the mechanism for U.S. and Philippine 
authorities to work together to determine the facts of the 

case. We intend fully to comply with the terms of the VFA; 

we are committed to seeing justice done; and the accused 
should be presumed innocent until proven guilty. Just as in 
TIP cases 

the legal rights of the accused. 


-- Espionage case: The October 2005 arrest in the United 
States of an FBI employee of Filipino descent for espionage 
made front page news for weeks in the Philippines 

on his alleged ties with Opposition leaders Senator Panfilo 
Lacson and former president Joseph Estrada. Alleged Embassy 
reporting was quoted in the press 

create discord between the government and the United States. 
This case has received considerable press attention and the 
press may ask you about it. Our consistent line is that the 

issue remains before the courts and we cannot comment on law 
enforcement matters. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
Jones 
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but that Ministry officials had been able to get the 
reference removed. Given Fernandopulle\'s inexperience on 
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these matters 

can probably hope for is that Sri Lanka plays a neutral role 
and does not exacerbate an already tough negotiating 
environment. It is remotely possible that the Sri Lankans 
will try to play a postive 

Cancun 

team will find the professional representatives from the 
Commerce and Finance Ministries well-informed and interested 
in being helpful. Their boss\'s position 

unclear. We will continue to press these points in the days 
ahead. End Comment 

LUNSTEAD 
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toward democracy!" following unrest in early November. Meles 
regretted the loss of life from the disturbances 

acknowledged that some mistakes had been made 
\"insurrection\" had to be put down. Yamamoto pressed for the 
release of CUD opposition leaders 

trying them for their alleged effort to overthrow the GOE was 
essential to developing a respect for the rule of law. CUD 
detainees will be formally charged on December 2; trials will 

be in ordinary courts and open to international observation. 
About 5 

The PM pledged that Parliament would conduct a review of its 
own rules of procedure and resume work on a new press law 
drawing in both cases on expertise from developed 
parliamentary democracies. Meles promised a new National 
Electoral Board in June 2006 and indicated that local 

elections would likely be postponed until 2007 due to the 

need to calm current tensions. The PM expressed pessimism 
that a quorum of CUD MPs would take over the government of 
Addis Ababa 

appointing a temporary government to fill the void. He also 
argued pointedly that political dialogue between the GOE and 
opposition parties could only resume after foreign embassies 
ceased providing opposition leaders an alternative to dealing 
directly with the EPRDF. Yamamoto and Charge argued that the 
GOE would continue to face problems with international donors 
over its treatment of the opposition 

sacrifice what he called Ethiopia\'s long-term democratic 
development for the V'mob justice" of international public 
opinion. He also reiterated his promise that his current 

term as Prime Minister would be his last. Septels will cover 
discussion concerning the Eritrean border and Somalia 

issues. End Summary. 


2 (C) DAS Don Yamamoto met Nov. 29 with PM Meles Zenawi 
accompanied by Charge Huddleston and PolEcon Counselor Kevin 
Sullivan. MFA Director for Europe and the Americas Grum Abay 
and a notetaker joined the PM. This message covers 
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discussion on internal political issues. Septel will cover 
discussion of the border conflict with Eritrea and as well as 
policy toward Somalia. 


3. (C) Yamamoto told Meles that the Secretary had asked him 

to give the Prime Minister a sense of the concern in 

Washington over recent events in Ethiopia. He described 

recent protests at the White House and in Crawford 

and underscored USG concerns about V'hate messages\" coming 
from some quarters of the Ethiopian Diaspora in Washington. 
The USG hoped Ethiopia would be a model for African democracy 
and an important ally on issues like Somalia and fighting 
terrorism. At the same time 

how the GOE was dealing with the opposition and the GOEVs 
commitment to the process of democratization. 


4. (C) Meles conveyed his appreciation for the USGVs response 
to recent developments 

-- not security -- to be the basis of our bilateral 

relationship. Ethiopia was involved in democratization not 
because of international pressure 

because it was essential to the country\'s long-term 

survival. He defended GOE efforts since the May 15 elections 
to engage in dialogue with the opposition and verify facts 
concerning the disputed election results. A key element of 

the ruling EPRDF coalition\'s strategy had been to break the 
link between hard-line elements of the opposition -- which 
were committed to overthrowing the constitution -- and the 
large body of voters who simply wanted to send the EPRDF a 
message of protest over particular policies like taxation and 
agricultural policy. That goal had been achieved. 


5. (C) The PM expressed regret over the loss of life during 
early November street protests 

unacceptable. He acknowledged that some errors had been 
made at the local level in dealing with the unrest 

the \"insurrection\" had to be put down. Meles said the GOE 
had arrested over 10 

of unemployed urban youth that had been \"used\" by Coalition 
for Unity and Democracy (CUD) leaders. He added that the 
Eritrean government had practically \"blackmailed\" the Oromo 
Liberation Front (OLF) to join the fray 

destabilize the country also failed. All detainees had now 
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been screened; those who had merely thrown stones had been 
released. Around 5 

would be charged with lesser offenses that would like result 

in prison sentences of a few months. Detainees had initially 
faced risks of overcrowding and disease 

moved quickly to address these problems and had spent a lot 
of money doing so. The country was now as stable as it ever 
had ever been. 


6. (C) PM Meles told DAS Yamamoto that the GOE would formally 
charge imprisoned CUD leaders on Friday. (Note: CUD leaders 
announced Nov. 28 that several would begin a hunger strike 
that day. End note) Their trials would be open to their 

lawyers and family members as well as to representatives of 
the international community. If found innocent 

would be released. If found guilty 

actions. Yamamoto argued that the trials of detained CUD 
leaders would overshadow whatever else the GOE did to 
strengthen democracy and create continuing angst in the 
international community. Meles replied that V'this thing has 

to go all the way.\" Opposition leaders had never believed 

that they would go to jail for more than a few weeks; 
embassies would save them 

for the Diaspora and for future opposition to see that there 
were consequences for failing to respect the constitutional 
order. For that reason 

pardon any time soon. Y'l am aware of the public relations 
challenges these detentions pose externally 

concluded. \"This is a painful price to pay 

value of these trials internally. The opposition needs to 

know that no matter how much they protest in Crawford 

cannot change democratic processes here.\" DAS Yamamoto 
pressed Meles that the unrest and trial of opposition leaders 
undercut and distracted Ethiopians from the process of 
democratization. (Charge had pressed Meles in prior meetings 
to not/not move forward on trials.) Yamamoto raised the idea 
of an amnesty or pardon to move beyond this crisis. Meles 
said no 


7. (C) The PM returned to familiar complaints concerning the 
Voice of America (VOA) Amharic service. He said the GOE had 
monitored calls in which employees of VOA had actually called 
opposition leaders in Ethiopia to discuss how to \"spin\" news 
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stories to inflict maximum damage on the GOE. VOA 
interviewers had even \"coached\" some subjects in how to 
respond prior to questioning. DAS Yamamoto acknowledged the 
bias in some VOA reporting and promised to continue efforts 
in Washington to address it. Meles said that VOA was not 
just biased in its coverage of events in Ethiopia 

fact \"part and parcel of the insurrection.\" German V'Deutsche 
Velle\" broadcasts 

bias 

against the EPRDF. He also claimed that much of EthiopiaVs 
private newspapers 

arrest 


8. (C) Now that unrest had been overcome 

government would move ahead with a V'march toward democracy. V 
He said the ruling coalition would reenergize efforts in 
Parliament to pass a new press law 

comparitive studies from model parliamentary systems in the 
developed world. The models for the press law -- as for the 
analysis of the ParliamentVs rules of procedure -- would be 

the United Kingdom (because it was the oldest system) as well 
as Canada 

federal parliamentary systems.) The objective of the law 
would be to provide for freedom of the press 

accountability. The GOE would hire its own international 
consultants to compare international systems with Ethiopia Vs 
and offer recommendations 

if available. If not 

independent advice. The Charge presented the PM a letter on 
behalf of the AmbassadorsY Donors Group (ADG) that offered 
international assistance in reviewing Ethiopia Vs 

parliamentary rules. The PM pointed to a law passed that day 
to establish an independent commission to investigate the 
GOE\'s response to post-election unrest in June and November. 


9. (C) The Charge told Meles that to overcome the distrust 
that existed he should present to the public the package of 
reforms he had just outlined to DAS Yamamoto 

declined 

media interviews. He claimed that Ethiopia was not going 
backward on its process toward democracy 

the CUD to join it in Parliament. 


10. (C) Meles indicated that Parliament would renew the 
mandate of current members of the National Electoral Board 
(NEB) through June 2006 so that they could carry out a study 
of Vlessons learned" from 2005 elections and receive 
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capacity-building assistance to address weaknesses identified 

in the Carter Center report. In June 

appoint a new board. The PM said the GOE had already decided 
that local elections scheduled for mid-2006 would be 

postponed for a year. When Charge objected that the 
postponement would be interpreted badly by the public 

shot back that \"the smart thing for us to do would have been 

to hold the elections early 

disarray!\" 


GOE Dialogue with Opposition Won\'t Start Until Embassies 
Finish Theirs 


11. (C) Meles told Yamamoto and Charge pointedly that the GOE 
would not resume its suspended dialogue with opposition 

parties until ambassadors finished their dialogue. Intense 
contact between some embassies and opposition leaders had 
given the latter the idea that \"this is where decisions get 

made 

the right address for dialogue is right here.\" Meles added 

that he could not and would not interfere with such contact 

but would merely allow this phase to play itself out. This 
approach would cost valuable time -- time Ethiopia could ill 

afford -- but there was no alternative. Once the GOEVs 

dialogue with the opposition began 

invited in 

for clarification by the Charge 

embassies\ interaction with opposition leaders was a normal 

part of diplomacy; the problem was that some embassies seemed 
intent on V'saving us Ethiopians from ourselves." Salvation 

said the PM 


12. (C) The PM expressed pessimism that a quorum of CUD 
leaders would take up their posts in the Addis Ababa Regional 
Council 

plans to appoint a temporary government for the capital for 
another three weeks 

continue in limbo for longer than that. Some CUD MPs 
appeared to want to take over the Addis administration 

feared that the Diaspora and others would brand them as 
traitors. Meles denied charges that the GOE had been 
harassing opposition MPs 

hard-liners had been harassing the nearly 50 CUD MPs that had 
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earlier decided to join the national Parliament. He added 

that expected that 60 CUD MPs would ultimately join the 
Parliament. DAS Yamamoto asked whether the GOE would hold 
new elections to fill empty seats; Meles said the GOE was 

still studying the legal implications of a boycott in 

considering bi-elections. 


13. (C) PM Meles is displaying a kind of respectful defiance 

of the international community as he builds Ethiopian 
democracy -- his way. He is demanding political space from 
the international community to take control of the political 
situation. He is clearly cognizant of growing concern among 
donors about his governments treatment of the opposition and 
appears to be accelerating some confidence-building steps on 
Parliament that he had been delaying 

retain control over any reform process Ethiopia undertakes. 
With his government under pressure from many sides 

to show as little weakness as possible. While Meles may 
eventually soften his attitude on the release of some senior 
CUD leaders 

if not years. In the meantime 

to see if the GOEVs planned democratic reforms in Parliament 
the NEB and the media are genuine or only for external 
consumption. 

HUDDLESTON 
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Republic 

force. We obtained additional information about the agreement 
in November 29 meetings with the Egyptian Embassy and the 
visiting Canadian regional defense attache. 


2. (S) The Canadian was well informed. He told us an agreement 
was indeed signed in Tripoli to create a North African Brigade 
for the African Union Peace and Security Council. Under the 
agreement 

an Egyptian battalion 

headquarters element 

(which in actuality would be run by the Algerians). Logistical 
bases may be located in Egypt and Algeria. The Brigade is 
supposed to be stood up by 2010 

Egyptians were skeptical it will ever see the light of day. The 
Egyptians commented that they were in no hurry to move things 
forward 


Goldrich 
BERRY 
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of the nation and the people 
interests of its own and the wish of an individual.\" 


3. (U) After detailing the 16 \"basic principles\" that were 
approved in the last session (ref B) 
listed the three agenda items for the upcoming session: 


--Discussion 

the sharing of administrative and judicial powers; 
--Discussion on principles for relations among \"Hluttaws\" 
(Regional Councils); 

--Discussions on principles on the role of the Tatmadaw 
(Burmese Armed Forces). 


4. (U) The prepared text noted that more NC sessions are to 
be held 
in future sessions 


--Fundamental rights and responsibilities of citizens; 
-- Elections; 

--Political parties; 

--Procedures for a state of emergency; 

- Amendments; 

--State flag 

-- Procedures during the transition period. 


A BRIEFING WITH MORE QUESTIONS THAN ANSWERS 


5. (C) In the panel Q & A session 

that the ethnic cease-fire groups were frustrated with 

previous sessions at which the GOBVs Vhandpicked delegates V" 
did not accept proposals from other participants. She asked 
what assurance the ethnic groups had of the right to use 

their own languages and to be involved in local 

administration. The officials responded that there is no 
discrimination against the more than 100 races in the country 
and the state was committed to developing their language 
literature 


6. (C) The French ambassador asked how long the NC process 
would last 

among the delegates. Responding that V'we don\'t handpick our 
delegates 

ethnic delegates at the NC. The German DCM asked whether the 
GOB did not want to invite international constitutional 

experts to help in drafting the new constitution. The 
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officials said they would study the constitutions of other 
countries 

best and they do not need foreign experts. 


7. (C) Another diplomat asked whether the GOB planned to 
invite the NLD to this session. The officials responded that 
they last invited the NLD in 2004 and the party declined to 
attend 

attendance at the NC was \"a matter for them (NLD leaders) to 
decide. The government did not plan to issue them new 
invitations. The officials avoided connecting the detention 

of ASSK with the NLD decision to boycott the NC process. 


8. (C) The Australian ambassador noted that in the lead up to 
the NC the GOB had slapped V'very punitive sentences\" against 
ethnic Shan leaders (ref D) and only this week had extended 
the detention order for ASSK (ref E). He contrasted this to 
the GOB\'s repeated calls for \"national reconciliation." He 
reminded the officials that V'international attention is 

closely focused on these issues 

about Burma that are now taking place at the U.N. The 
officials 

General 

purview...so you should discuss them with the authorities 
concerned. The Attorney General added that V'these people 
have committed crimes...but they have the right to appeal\" 
and again claimed \"this is not our concern" in the NC 
process. 


COMMENT: THE JOURNEY IS THE DESTINATION 


9. (C) The military regime feels no great pressure to alter 
the status quo at present and seems to be in no hurry to 
complete the first step of their seven-step V'road map to 
democracy." The generals clearly have no intention to hand 
over the reins of power to a democratically elected 
government. It now seems clear that the NC process is 
unlikely to move forward any more quickly in 2006. The 
drafting of a final constitution and its ratification will 

not be completed soon. The earlier rush to wrap this up 
before Burma chaired ASEAN has been deferred 
seven-step \"road map to democracy" remains a long and winding 
road. End Comment. 

STOLTZ 
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to support those at the lowest end of the economic spectrum. 


EMIGRATION 


Column 3 


11. (SBU) Some find moving abroad until opportunities in Iraq 
improve the most attractive option to adverse economic 
conditions. Neighboring countries 

and Saudi Arabia 

citizens. We believe that there are thousands of Iraqis 
\"parked\" in neighboring countries waiting for better 
conditions before they return. Furthermore 

multinational companies who maintain regional headquarters in 
Dubai 

Iraqi technocrats -- at international salaries -- and are 

training abroad to be ready for future 

Iraq. The remittances these young Iraqis send home help to 
keep their unemployed and needy family members afloat. 


12. (SBU) COMMENT: The drawdown of family capital and 
emigration 

more difficult. They point to the urgency of establishing 
conditions to reverse emigration and capital flight as well 

as secure economic growth. One can and should admire the 
resilience of many Iraqi families but 

mechanisms come with a price -- often impacting on future 
economic prospects. END COMMENT. 

KHALILZAD 
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cooperation with Iranian Deputy Foreign Minister for 
Consular Affairs Hamid-Reza Asefi and reviews preparations 
for an Iraqi Reconciliation Conference with Chairman of 

Iraqi Association of Moslem Scholars Hareth al-Dari\" 
(Government-owned Al-Thawra 


VAsefi: Hizbollah is a decision-maker. Cooperation with 
Washington is not on our agenda. Al-Dari: Accusations 
against Syria by some Iraqi officials do not represent the 
Iraqi people\'s opinion\" (Government-owned Al-Ba\'th 


\"The UN General Assembly calls for Israeli withdrawal from 
the Golan and the Palestinian territories. Miqdad [Syria\'s 
Representative at the UN]: Syria\'s stand on the peace 
process is fixed and credible" (Government-owned Tishreen 
12/1) 


VHusam calls on Lebanese authorities and the world community 
to stop intimidation and blackmail of his fiancee and her 

family. Husam\'s lawyer: My client has a lot of documented 
proof. VAI-SafirV calls for definitive clarifications about 

the \'masked witness\\" (Government-owned Tishreen 


\"Who stands behind Al-Siddig\'s lies? French journalist 
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George Malbrunot reveals the answer in Le Figaro: Who 
demanded that France host the \'witness\'?\" (Government-owned 
Al-Thawra 


VLe Figaro: When Saed Al-Hariri was exposed 

Al-Siddiq. Saudi and US intelligence revealed Al-Siddiq and 
Chirac suggested hosting him\" (Government-owned Al-Thawra 
12/1) 


V'The Lebanese presidency denounces statements by some MPs: 
allegations and misleading; a new chapter of conspiracy 
against Lebanon\" (Government-owned Tishreen 


V Bush promises full victory in Iraq without giving a 
specific date. Bush fails to relieve Americans. Democrats 
step up criticism\" (Government-owned Al-Ba\'th 


VAggression against Ofar ignites Palestinian anger. 11 
Palestinians injured in Nablus clashes\" (Government-owned Al- 
Ba\'th 


8. Editorial Block Quotes: 

\"At Al-Hariri\'s Expense 

Dr. Fayez al-Sayegh 

Thawra 

to prove that it is innocent of the crime of the Al-Hariri 
assassination 

intelligence oriented mentality of the political media group 
that planned and committed the crime of accusing Syria.... 
\"The people whose names were mentioned by Husam will 
naturally 

investigation.... This bloody political mafia planned to 
implicate Syria to serve its own interests.... It is not 
unlikely that the assassination crime and what followed it 
were the making of this mafia... 

\"Who should call whom to account today? Is it not logical to 
ask about the objective behind misleading the investigation 
in such bad faith 

a crime in the sense that it protects the real criminal and 
diverts attention from him and allows the forces of evil and 
aggression 

crime to settle political scores and serve their interests? 
\"Those Lebanese politicians and journalists applauded the 
masked witness and his credibility when he was in Beirut 
but hurled all sorts of abuse upon him and upon his 
credibility wnen he spoke to the media in Damascus.... 
\"The International Investigation Commission 

save its credibility 

open a new track in the investigations and interrogate all 
those who misled international justice 

money 


Column 3 

\"The commission should also set up a special court to try 
these people....\" 

VFor the Sake of Justice 

Isam Dari 

wrote (12/1): V'The truth about the Al-Hariri assassination 
has gradually begun to appear; the masks have fallen from 
many faces 

managed to escape from the whirlpool of lies and the swamps 
of conspiracy... 

\"What happened will reshuffle the cards and cause the 
collapse of reports and resolutions that were built on false 
information that was first imposed on the witness and then 
on the International Investigation Commission. This dictates 
that a calm and objective review of the new facts be 
conducted 

suspects in the crime be searched for 

made accusations by the anti-Syria political-media machine 
be avoided.... 

\"We have no doubt that the true seekers of the truth will 
take what happened in the past two days into consideration. 
They will realize that Syria was first the victim of the 
assassination crime 

plotters and deceivers and of a report and resolutions that 
were based on those lies. Syria wants nothing other than 
fairness 

that was played partly by a group of people who were not 
only ungrateful for what Syria offered to Lebanon 

also tried to mobilize the whole world against Syria to take 
personal revenge 

receive a few dollars.\" 

Seche 
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oppression. (2) R. llango - a grassroots political/social 

worker from a Dalit background resigned from a reputed 
government engineering research institute to serve his Dalit 
village and uplift villagers from poverty. His village 
Koothambakkam in Tamil Nadu has emerged as a model for other 
Dalit villages in the state. (3) Henri Tiphagne 

Director of Peoples Watch 

human rights NGOs in south India 

the area of Dalit rights. 


-- The Embassy also supports Dalit NGOs and awarded a grant 

of US$18 

(CADAM) and partner NGO SWECHHA (We for Yamuna) to promote 
environmental education and awareness related to the Yamuna 

River 


-- On September 1-2 
lecture discussions for Dr. Brenda Flanagan 
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professor of Caribbean and African American literature at 
Davidson College in North Carolina 

to bring multi-culturalism and diversity into literature. 

Dalit audience members drew parallels between the U.S. 
immigrant experience 

Rights Movement 

race relations in America 

learned could be well used in India. 


-- As part of its 2005 Black History Month outreach 

Embassy arranged a DVC program with Professor of Economics 
William Darity from the University of North Carolina 

Hill 

action in the United States. Darity\'s overview was followed 
by remarks by Professor S.K. Thorat 

from Jawaharlal Nehru University 

Director of the Indian Institute of Dalit Studies. Professor 
Thorat spoke about the condition of Dalits and untouchables 
in India 

policy of reservations for Dalits. Professor Darity then 
answered questions about how affirmative action is enforced 
in the United States. This program brought together an 
eminent U.S. scholar on African American rights and a group 
of prominent Dalit scholars who discussed similarities and 
differences among the plight of African Americans and the 
underprivileged castes in India and raised the awareness of 
affirmative action and the civil rights movement in the 

United States. 


-- In February 2004 

Suzan Lori Parks 

playwright and writer 

compared the struggle of Dalits to that of African Americans. 


-- Consulate Chennai also facilitated several visits of 

various individuals and groups to a training center for Dalit 
youths in Tamil Nadu. The Center is run by Henry Thiagraj 

the Managing Trustee of the Dalit Liberation Education Trust. 

-- On several occasions U.S. Consulate Chennai officers spoke 
with south Indian business leaders on the Dalit issue and on 
private sector reservations in particular. Business leaders 
unanimously opposed job reservations in the private sector on 
the grounds that it would impede India's economic development 
and ability to compete with other low labor cost countries. 
(Comment: Post does not advocate private sector reservations 
with the GOI 

liberalization agenda and hypocritical to press for programs 
that experts agree would be ruled unconstitutional in the 

U.S. End Comment.) 


-- Our business leader contacts told us that the currently 
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functioning reservation system for positions in institutions 

of higher learning provides equal opportunity for members of 
all groups to develop needed skills and knowledge 

the only criteria for selection for positions in business 
particularly positions in the high tech knowledge industry 
should be ability and knowledge brought to the job. Caste is 
not a significant issue in India\'s IT sector. 


-- The issue of discrimination against Dalits 

other minority groups in the country 

conversation between Mission officers and their 
interlocutors. FSOs regularly attend meetings with Dalit 
rights activists and conferences highlighting discrimination 
against Dalits 

April 2005 conference entitled \"Dalit Women in Politics. V" 
Also 

discrimination faced by Dalits 

officials. 


3. (U) How much USAID funding benefits the Dalit community 
and has post heard of allegations of U.S. assistance being 
directed away from some beneficiaries? 


-- Response: USAID does not break down beneficiaries of its 
programs by caste. The agency does have a number of programs 
operating in regions with large Dalit communities 

not earmark programs by caste 

programs are determined by need 

government priorities 

they often fit into these categories. The Embassy has 
investigated reports that claim USAID funds have been 
siphoned away from Dalits 

relief effort after the December 2004 tsunami 

evidence to confirm such accusations. 


-- The question of whether aid from the GOI was diverted away 
from Dalits was raised in January 2005 shortly after the 
tsunami. At the time Mission talked with a number of 


SIPDIS 
contacts and provided the following assessment: 


-- UNICEF: UNICEF officials in Chennai deny having 
encountered any discrimination by fishermen or by the local 
government. 


-- The Federation of Consumer Organizations in Tamil Nadu 
(FEDCOT) - Cuddalore: According to FEDCOT 

in relief and rehabilitation work in 45 villages near 
Cuddalore 

against backward Dalit or tribal castes. However 
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that some local fishing communities hindered the distribution 
of relief materials to lower castes. 


-- FEDCOT - Nagapattinam noted that there were a few isolated 
cases in which the government and/or fishermen discriminated 
against Dalits. However 

scrutiny 


-- Nagapattinam District Collector: According to Mr. 
Radhakrishnan 

destined to V'homeless people 

misinterpreted to mean only fishermen. This was because the 
majority of the homeless were from fishing communities. Once 
the government clarified that the package was for all those 
who lost their livelihoods 

relief materials to Dalits. 


-- People\'s Watch: According to Executive Director Henri 
Tiphagne 

in relief camps. Village administrative officers have denied 
relief materials to the people Dalits involved in inland 
fishing. V 


-- Consulate Chennai reported that it is very likely that 
higher-caste fishing communities have discriminated against 
Dalit communities and have prevented them from receiving aid. 
While isolated cases of government apathy or negligence may 
exist 

plan to favor one community at the expense of another. 


4. (U) Why do Dalits who convert to Christianity or Islam 
not have access to reservations 

Buddhism or Sikhism continue to be considered for 
reservations? 


-- Response: Our interlocutors told us that the reason 
converts to Buddhism and Sikhism do not lose reservations is 
that both these religions originated out of Hindu reform 
movements and the legacy of caste discrimination remains 
prevalent in the them. Once Dalits switch to Islam and 
Christianity 

ideology of social egalitarianism 

status and stratification determined by birth 

associated lack of social mobility 


-- It should be noted that caste/class discrimination is not 
solely practiced by high-caste Hindus against the lower 
castes and Dalits. The stratification within the Dalit 
community results in extensive discrimination by higher-level 
Dalits against lower-level Dalits. There is also extensive 
discrimination within the Christian community by older 
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ancestral Christians against Dalit Christian converts. There 
have been a number of instances reported in the press in 
which established Christians refuse to pray with Dalit 
converts and bar them from entering their churches. Muslim 
society in India also has an extensive caste structure 
including Dalits. 


5. (U) Does Embassy new Delhi have any information on the 
Supreme Court Case reviewing the Presidential Order of 1950 
which extends quotas only to Hindu Dalits? 


-- Response: The Supreme Court has reported it will hear the 
writ petition seeking review of the order in February 2006. 
Also 

Commission to study the issue 

completed by April 2006. 


6. (U) Are Dalits who convert to Islam or Christianity still 
socially treated as Dalits? 


-- Response: Many Hindus 

higher-strata Dalits still treat Dalit converts socially as 
Dalits. Our interlocutors noted that caste-based 
discrimination in urban areas is on the decline 

quite prevalent in rural areas. They also stated that it 
could take generations for these deep-rooted religious and 
social beliefs to change 

the government and an active NGO community. 


7. (U) What is the GOIVs assessment of these concerns? 


-- Response: The GOI views caste-based discrimination as 
illegal and has a ministry (The Ministry of Social Justice 

and Empowerment) tasked to combat the problem. However 
many cases programs designed to benefit the Dalit community 
like many other GOI programs 

to government apathy or bureaucratic inefficiency. For 
example 

program to eliminate human scavenging 

Dalits manually clean sewers and latrines 

complete failure. The Central Government allocated Rps. 200 
crore (USD 47 million) to the Ministry for Urban Employment 
and Poverty Alleviation to convert latrines needing manual 
cleaning to twin-pit latrines 

carry away the excrement. The Times of India reported that 

in three years 

the funding is slated to be canceled due to lack of use. 

This weak implementation exemplifies the problems that occur 
throughout the Indian government 

on all of its citizens 

and under-utilization of funds for education is also a major 
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problem. A large part of the governments strategy to 
improve the livelihood of Dalits is focused on reservations 
in the education system. However 

particularly in rural areas 

reservations in the university system because the lack of 
adequate primary education. 


- The government is faced with the incredibly difficult 
challenge of changing the cultural and religious perception 

of caste. The caste system 

years 

and restricts their social mobility. The belief by many in 

the religious concept of Karma 

ranking is determined by their actions in a prior life 
legitimizes this system because many Indians believe that the 
lower castes have been punished for past wrongs. Higher 
caste members often feel they are entitled to their position 
because of honorable living or good deeds committed in their 
past life. The other tenet of importance is Dharma 

states that a person must do his/her duty in his/her societal 
position to advance to a higher caste in the next life. In 

the interpretation of many Indians 

uphold their Dharma by attempting to pull themselves up and 
change their status in society during this life 

farther in the caste system in their next life. These 

beliefs are tightly held by much of the Indian population 
including many individuals in government. Our interlocutors 
noted that discrimination against Dalits will remain 

prevalent in this society until there is a popular 
re-examination of this deeply-rooted system. (Comment: The 
popular perception is that Mahatma Gandhi called for the 
eradication of the caste system upon Indian independence. 
However 

but for the end of \"untouchability\" and discrimination based 
on caste. Our interlocutors have told us that many Gandhians 
have endeavored to implement his teachings by attempting to 
implement a social V'separate but equal" status for all 

castes. End Comment.) 


8. (U) In recent years 

growing urbanization has helped some Dalits improve their 
financial and social status. Dalits who grew up in urban 
areas tend to have access to better schools 

get a better education and are more likely to receive a 
reserved seat in the university system. Dalits living in 
urban areas are also more likely to escape caste restrictions 
and ritual pollution and obtain access to higher paying and 
better jobs. Also 

revolution" is taking place and many Dalits are asserting 
themselves in politics and are no longer afraid to confront 
the ruling elite and vote them out. Political parties 
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dominated by higher castes have begun to realize that they 
often cannot win elections without the support of low-caste 
and Dalit parties 

demands. Our interlocutors assert that India Vs active and 
vibrant democracy and burgeoning economic growth and 
corresponding urbanization could be the catalyst for a 
gradual shift in the social equation in the coming decade 
away from caste discrimination and towards a more egalitarian 
society. 

MULFORD 
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and Labor Party leader Shimon Peres ended weeks of 
speculation about his political future when he 
announced on Wednesday that he had decided to retire 
from the Knesset 

attempt to bring about Middle East peace. If Sharon is 
re-elected as prime minister 

senior minister in charge of peace talks with the 
Palestinians and developing the Galilee and Negev 
regions. He does not intend to seek a Knesset seat 
with Sharon\'s new Kadima party 

years in the Knesset.\" According to a HaVaretz-Dialog 
poll published Thursday 

move would increase the chances they would vote for 
Sharon\'s party 

chances. The poll shows that 47% of those polled said 
Sharon is their favorite candidate for prime minister 
with Labor\'s Amir Peretz coming in a \"distant second\" 
with some 18%. 


The media carry a host of reactions to Peres\' move. 
HaVaretz reports that Labor Chairman Peretz has not 
commented yet 

\"attempt to excuse the fact he abandoned ship for the 
sake of peace is pathetic.\" Likud\'s Netanyahu said the 
move \"proves Kadima is headed leftward\" and that \"Labor 
Il has been established.\" Meretz\' Yosi Beilin said 
Peres \"made a grave mistake\" when he decided to join 
\"Sharon\'s supermarket 

expired. The Jerusalem Post reports that 

of the Peres move 

slogan: \"Vote Sharon 


Yediot Aharonot reports that after 32 years in the 
Knesset 

decision\" to quit the party and politics. He will 
announce it officially tomorrow. 

HaVaretz reports that Moshe Feiglin 

member 

leader and its candidate for prime minister yesterday. 
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He presented a family-oriented social agenda 

Israel should quit the Oslo process and annex all the 
land in Israels hands at this time. 

HaVaretz reports that Justice Minister Tzipi Livni has 
stated publicly that the separation fence will serve as 
\"the future border of the state of Israel" and that 
\"the High Court of Justice 

fence 

remarks are in contradiction to the position of the 
state prosecution 

minister. The prosecution has many times stated in 
court 

being heard 

than a \"political\" fence 

measure. V'Just as the fence has been built 

be taken down or moved 

stated. Speaking a few days ago at a legal conference 
in Caesarea 

genius to see that the fence will have implications for 
the future border. This is not the reason for its 
establishment 

implications." 


HaVaretz follows-up on a report on Military 

Intelligence chief Major General Aharon ZeVeviVs 
(Farkash) remarks Wednesday before the Knesset Foreign 
Affairs and Defense Committee 

had planned to unleash a massive barrage of rocket 
attacks on civilian targets in the north 

an Israel Defense Forces reaction 

the Lebanon-based organization had planned to launch 
rockets 

northern border last week. Referring to the Iranian 
issue 

the international community does not manage to use 
diplomatic means to block IranVs effort to produce a 
nuclear bomb 

continue diplomatic activity in this field 

be possible to say that the international attempts to 
thwart [Iran\'s efforts] have failed.\" Several MKs 
including the committee chairman 

ZeVevi was saying military efforts would become 
necessary by April. 


In a related story 

source" as saying that \"Israel will apparently have to 
get used to living with the fact that Iran has nuclear 
capabilities." The source said he sees \"no power in 
the world that could change the situation at this 

time 

deeper about its strategic situation 
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bolstering its conventional military capabilities. The 
source added that Israel would not be dragged into 
skirmishes by Hizballah provocations. 


The Jerusalem Post reported that during a visit to the 
Kerem Shalom terminal crossing 

Mofaz said Wednesday that Israel cannot accept a 
situation whereby V'complete 

information on Palestinians traveling between Egypt 
and the Gaza Strip is withheld. Mofaz warned that if 
the PA fails to live up to its commitments in 
accordance with the US-brokered agreement 

shut down the Karni and Erez terminal crossings and 
later turn them into international border crossings 
between Israel and Gaza 

economic repercussions for the PA. Mofaz intends to 
raise the issue in the coming week with European Union 
officials 

then conclusions will be drawn 

said. Five days since the crossing was officially 
opened 

through the terminal 

operational and is currently open four to five hours 
each day. 

The Jerusalem Post reports that senior Fatah members 
are demanding that Marwan Barguti 

who scored a landslide victory in PA primaries last 
week from his Israeli prison 

chairman. 

The Jerusalem Post reports that 10 Palestinians were 
wounded in Nablus yesterday in clashes with IDF 
soldiers in pursuit of fugitives. 


Yediot Aharonot reports that dozens of Israeli veteran 
combat soldiers were sent to northern Iraq over the 
past 18 months to establish special Kurdish security 
and antiterror units 

Hawler International Airport. They were sent there by 
Israeli commercial companies that produce military 
equipment and provided the Kurds with manpower and 
equipment to the tune of hundreds of millions of 
dollars. The Defense Ministry stated in reaction to 
this report that \"it has never allowed any Israelis to 
operate in Iraq 

taken 

permission.\" 


1. Mideast 


Summary 
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Middle East affairs commentator Guy Bechor writes in 
mass-circulation 

large experiments in democracy have been held in the 
Arab world in recent years 

democratic disappointment.. The Arab world wants to 
join the democratic world 

democratic tool would allow the rise to power of 
political Islam 

Separating state from religion and banning religious 
parties from any political elections could solve the 
problem. V 


Bloc quotes 


\"God\'s Houses and Parliaments\" 


Middle East affairs commentator Guy Bechor writes in 
mass-circulation 

and the Arab world were (once again) shocked -- the 
Muslim Brothers Party won 20% of the parliamentary 
seats in Egypt\'s democratic elections 

pro-Islamic parliamentarians 

seats. 

President MubarakVs party. Two large experiments in 
democracy have been held in the Arab world in recent 
years 

disappointment: In the 1992 Algerian elections 
Islamic Salvation Front won no less than 82% of the 
vote.. Last year 

Iraq 

ethnic parties returning to the political ring and the 
raging civil war.. The Arab world wants to join the 
democratic world 

would allow the rise to power of political Islam 

would cancel democracy. How to solve this dilemma? 
Who could vouch that if elections are held in the PA 
Hamas would not win and start ruling the same 
Palestinian Authority that Israel established to fight 
Hamas?. Turkey offers a model: separating state from 
religion. which might prove to be the coveted answer: 
if - as part of a regional covenant 

of the world\'s superpowers - all the Arab parliaments 
should decide on banning religious parties from any 
political elections 


2. Israeli elections 


Summary 


Veteran columnist Yaron London writes in the editorial 
of mass-circulation 


Column 3 

instinct that drives people toward the VstrongmanV 
while ignoring his other qualities 

or finding what goes on in his skull 

instincts that created Fascist mass-supported parties. V 


Political commentator Evelyn Gordon writes in 
conservative 

winking at the voters and saying: Vote for me because 
you know that | am lying.. For now 

upcoming election will primarily be a referendum on 
SharonVs performance as prime minister. Thus voters 
are faced with a simple choice: They can say 

and clearly 

that they want politicians to tell the truth about 

their intentions and thereby allow them to make a real 
choice about the country\'s future. Or 

Sharon 

perfectly fine 

told the truth.\" 


Bloc quotes 


|. \"The Smell of Fascism is in the Ain" 


Veteran columnist Yaron London writes in the editorial 
of mass-circulation 

VStrange is the publicVs belief in a man who only 
yesterday was perceived as a corrupt warmonger. Scary 
is the race of notables to join the party that was born 
at his whim and totally depends on him. The instinct 
that drives people toward the \'strongman\ while 
ignoring his other qualities 

finding what goes on in his skull 

instincts that created Fascist mass-supported parties. 
We may find comfort in ignoring certain historical 
chapters and drawing hope from others: In many 
respects 

Gaulle 

constitution 

on his big name 


Il. \"The Fruit of Mendacity\" 


Political commentator Evelyn Gordon writes in 
conservative 

columnist Akiva Eldar aptly noted on Monday 

Sharon currently appears poised to become the first 
person ever elected precisely because nobody believes a 
word he says.. Lying to the electorate has been the 
Israeli political norm for the last 13 years 
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since Yitzhak Rabin\'s victory in 1992.. Sharon\'s 
broken promises over disengagement inevitably 
undermined his credibility. But now 

true political genius 

of credibility from a liability into an asset. 

Essentially 

Vote for me because you know that | am lying.. for 
now 

primarily be a referendum on Sharon\'s performance as 
prime minister. Thus voters are faced with a simple 
choice: They can say 

tired of being fed lies; that they want politicians to 

tell the truth about their intentions and thereby allow 
them to make a real choice about the country\'s future. 
Or 

only is being lied to perfectly fine 

prefer it to being told the truth. In that case 

things are certain. First 

ever again consider honesty a viable policy; anyone who 
values integrity will understand that he does not 
belong in politics and quit. As a result 

politics will become even more dishonest 

debased than they already are. And second 

will deserve every bit of it.\" 


3. Iran 

Summary 
Military correspondent Amir Rapoport writes in 
pluralist 
military option to destroy the Iranian nuclear project. 
Europe (Russia excluded) and the United States are 
currently united in their willingness to threaten Iran 
with grave international sanctions if it does not stop 
its nuclear project. 
left with the military option 
believe that the [American] public would allow the 
administration to launch another military adventure 
whose end no one knows." 


Bloc quotes 


\"There is No Military Option" 


Military correspondent Amir Rapoport writes in 
pluralist 

military option to destroy the Iranian nuclear project 
in an instant.. It is impossible because instead of 
running their nuclear project from a single facility 
they dispersed its components all over Iran. There is 
no single site there that 
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project.. But there are ways to stop the nightmare of 

a nuclear bomb in the hands of an extremist ayatollahs 
regime.. Europe (Russia excluded) and the United 
States are currently united in their willingness to 
threaten Iran with grave international sanctions if it 
does not stop its nuclear project. 

fail 

when we remember the mud the Americans have sunken into 
in Iraq 

would allow the administration to launch another 
military adventure whose end no one knows. Given this 
complex reality 

Israeli security officials have been making regarding 

the Iranian bomb reflect an Israeli incompetence 

than confusion." 

Jones 
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officials to engage on this issue is MOH Director General 
Professor Avi Yisraeli at the Ministry of Health. 


-- Avian and pandemic influenza has been added to IsraelVs 
list of reportable diseases. 


-- GOI health officials have been in regular contact with 
the WHO 

guidelines. The MOH is also in contact with the Ministry of 
Agriculture regarding surveillance and monitoring of poultry 
and wild birds for evidence of the disease. Health 

officials are also in contact with their counterparts in the 
Palestinian Authority and Egypt to coordinate disease 
surveillance efforts 

CDC 

UK. GOI veterinary officials are working closely with their 
Palestinian and Jordanian counterparts. 


-- Israeli hospitals and HMOs currently administer annual 

flu shots. Israel does produce influenza vaccines 

not produce Tamiflu. It might be able to contribute to 

Tamiflu production under a WHO-declared emergency. Vaccines 
for poultry are imported from the Netherlands. Health 

officials were not aware of local research towards a H5N1 
vaccine 


-- Because Al features prominently in the local and 
international press and government ministries have been 
proactive in informing the Israeli public 

population is aware of the issue. However 

expressed concern that the public may disregard or downplay 
the threat of Al because of the previous public health 

scares (Swine flu and SARS) that did not become pandemics. 
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There is also some risk that less informed third-country 
nationals (TCNs) 

farms 


B) SURVEILLANCE/DETECTION 


-- The MOA Veterinary Service has its own laboratories to 
test samples from farms 

MOA laboratories also serve as regional testing facilities 

for suspected cases from Gaza and the West Bank 

from Jordan. Protective gear and doses of Tamiflu have been 
made-ready for poultry workers who may come into contact 
with chickens infected with the disease. The GOI has long- 
standing relationships with the USDA and APHIS. 


-- MOA recently conducted an emergency action drill to train 
poultry workers and Veterinary Service specialists. A U.S. 
veterinary health specialist attended that exercise. 


-- A critical international gap that Israel could help 

address is the need for expanded monitoring and surveillance 
to screen migratory birds for the H5N1 virus as part of an 
early warning system. Because Israel is a major fly-over 
region for migratory birds between Russia and Europe and 
Africa 

identify risks for more vulnerable areas in Africa. Two 

sets of local experts have submitted related proposals to 

GOI ministries 

will be funded. 


C) RESPONSE/CONTAINMENT 


-- Israel has already purchased NIS 44 million (just under 
USD 10 million) worth of Tamiflu. MOH has requested 
additional funding of 150 million NIS to purchase additional 
Tamiflu. MOH officials anticipate that the additional 

supplies will be available by March. MOA officials have 

many years of experience controlling and containing diseases 
that may affect poultry and livestock. 


-- An additional 10 million NIS has been allocated for the 
purchase of protective gear. The gear will be stockpiled in 
MOH warehouses. A plan detailing logistics of distribution 
is in place. 

-- Based on the national preparedness plan 

monitoring of suspected cases of avian flu 

drills and planning in the agricultural sector 

made to stockpile vaccines and protective gear 

rapid response capacity appears to be good. The MOA 
Veterinary Service already closely monitors poultry 
producers and has stated that they would quickly cull 
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infected poultry stocks and/or birds. Although specific 
amounts have not been decided 

poultry producers if it should be necessary to cull their 
stock. In the case of an outbreak of avian flu 

would handle the situation by using guidelines that it has 
in place for handling other diseases that affect poultry and 
birds; quarantining of poultry in the affected areas would 
be put into effect and the sale of poultry products would be 
restricted. 


-- Post believes that the GOI is willing to impose 

quarantine and social distancing measures. Law enforcement 
and military personnel would enforce any quarantine 

on the severity of the outbreak of the disease. 


JONES 
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countries (naming Mauritius 

likely not the complete list) to encourage a consensus 
based on Kenya\'s position 

the entire Africa Group. When asked about current 
negotiating groupings 

less developed countries 

logic of holding common positions with large 
developing countries such as India and Brazil 

that changing the current lineups would be a \"delicate 
matter." He admitted that these large 

economies should be more open to exports from the less 
developed world. 


6. (SBU) As reported in ref B 

geographic indications 

position in favor of the EU proposal appeared at odds 
with KenyaVs economic interests. Nalo replied that the 
Ministry needed a significant overhaul of its technical 
groups 

supporters of one side on an issue. He admitted that the 
EU 

closely involved with some of the technical groups. He 
said that these advisors provide funding for the groupsV 
Work 

directly. Nalo added that it is probably too late to 
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attempt any major revision of Kenya\'s positions ahead of 
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Hong Kong 
officials. 


7. (U) Nalo presented talking points 

specifically for the meeting with Econ/C 

8) of Kenya\'s WTO negotiating position. He noted that 
these were draft points and still under discussion among 
the Trade Ministry and its advisors. Nalo said he would 
welcome our comments. 


8. (SBU) Begin Text of Kenya Draft Talking Points: 


-- The preparations for the 6th WTO Ministerial 
Conference scheduled for Hong Kong are at an advanced 
stage and the main challenge for all members is to 
identify priorities to ensure a successful outcome that 
will set the pace for the conclusion of the DDA 
negotiations by 2006. It is important therefore for 
members to focus on resolving the outstanding 
difficulties before the Hong Kong Ministerial Meeting 
particularly in the major areas of agriculture 

agricultural market access 

facilitation and development issues. This will be crucial 
so as to ensure a successful outcome of the ministerial 
conference. 


-- Kenya has been very supportive of initiatives and 
proposals to ensure a successful outcome that will 

reflect the ambition set forth under the Doha mandate and 
in particular the development dimension that takes into 
account the needs and interests of developing countries. 
In this respect Kenya is keen to work with other key 
players in the negotiations including the EU 

the G90 and others to ensure a balanced outcome in Hong 
Kong. 


-- We acknowledge with appreciation the recent proposals 
by the major players in the negotiations which include 

the US 

meeting where selected trade Ministers exchanged views on 
the key Doha negotiating subjects and the challenges of 
striking a deal before Hong Kong. The EU on its part has 
indicated that all participants have domestic constraints 

and political limitations and shall therefore negotiate 

on the basis of the mandate decided by the Council of 
Ministers. 


-- On the other hand the US has given a conditional offer 
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to eliminate all tariffs 

free flow of goods and services provided other members 
are prepared to make significant contributions. The 
target of this offer is to create new trade opportunities 

in manufactured goods and services comparable to those 
created in agriculture. 


-- The US offer is similar to the recent EU contribution 

on agriculture negotiations which is conditional to 

certain targets being met in other areas of the Doha Work 
programme and specifically a higher ambition for NAMA and 
benchmarking for Services. However despite the difficult 
political circumstances that both the EU and the US face 
they both have a responsibility of ensuring that the 
outcome of the Hong Kong meeting takes into account the 
specific concerns of developing and least developed 
countries. In this respect Kenya calls upon the US in 
particular to continue providing the necessary leadership 
during the preparatory process leading to the Ministerial 
conference. 


-- As a country Kenya is particularly concerned that on 

the overall there has been a predominant focus on the two 
major issues of Agriculture and Industrial Tariffs 

leaving many of the important issues of interest to 
developing countries on the sidelines. This has led to 

the process and pace of the negotiations largely being 
dependent on the position of the major players 
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particular the US and EC. Many developing countries are 
concerned at this state of the negotiations 

marginalizes the issues of interest to them as well as 
their involvement in the negotiations process. Some of 
the key issues include; 


-- On Agriculture 

structure of the tiered formulae to be used for the 

tariff reductions and how this will impact on the 

different Members. A resolution of this issue is 
necessary to unlock possible movement on the issues of 
domestic support and export competition pillars. In 
addition specific concerns for developing countries which 
include 

the question of preference erosion 

Special Safeguard Mechanism 

commitments and increased market access through the 
expansion of tariff rate quotas 

commodities should be adequately addressed in the 
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negotiations. 


-- On NAMA there is need to resolve the formula to be 
used for tariff reductions and the treatment of unbound 
tariffs to avoid a situation where developing countries 
could assume a disproportionate burden of the tariff 
reduction commitments. On average 

have high tariff rates compared to the developed 
countries 

reduction formula on their economies will need to be 
assessed. In this respect number of flexibilities for 
developing countries should be factored into any final 
framework on tariff reductions to incorporate longer 
implementation periods 

cuts 

full exemption of least-developed countries from 
undertaking any reduction commitments. The key concern 
for Kenya is the treatment and the flexibilities to be 
accorded to countries that have bound less than 35% of 
their tariff lines and in particularly with regard to the 
conditions attached. 


-- On Services the general assessment is that the offers 
on the negotiating table are unsatisfactory in terms of 
quality 

covered by the offers. The recent proposals are calling 

for additional modalities to raise the coverage 

and number of participants in the services negotiations 
including complimentary approaches that would establish 
mandatory benchmarks for all Members to meet in terms of 
the offers. However in KenyaVs view the approach to be 
agreed must ensure that developing countries will only 
undertake liberalization commitments which are consistent 
with their development needs as provided for in the GATS 
and the negotiating guidelines. 


-- The Services negotiations should equally focus on 

specific measures to strengthen the capacity of 

developing countries in the supply of services and their 
participation in international trade. Such measures 

should include ways and means to increasing the 
competitiveness of their services sectors 

with access to distribution channels and information 
networks in developed country markets 

countries to undertake increased commitments on temporary 
mobility under mode 4. 


-- The general assessment on Trade Facilitation is that 
these negotiations are "progressing well and on 
scheduleV. Consequently 

Kong Ministerial could result in a broad agreement on the 
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main elements on trade facilitation 

the finalization of the relevant legal instrument by 

2006. However WTO members should take stock of the 
negotiations and the implications of a possible agreement 
on trade facilitation. This will give a clear assessment 

of the capacity of different Members to implement new 
commitments on trade facilitation 

differential treatment provisions 

implication of a dispute settlement process that is 

likely to be an integral part of the agreement. 
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-- On Development issues it is important to recall that 
the Doha mandate and the July Package provide that the 
interests and needs of developing and least developed 
countries should be placed at the core of the DDA 
negotiations and also their outcome. In this regard the 
Special and Differential Treatment provisions should be 
strengthened to make them more precise 

operational\" 

developing countries 

provision of capacity building and technical assistance 
to enable developing countries implement both Uruguay 
Round Agreements and results of the Doha Round. 


-- On TRIPS and Public Health 

speedy adoption of an amendment to implement the 30th 
August 

with the African Group proposal which is widely supported 
by a large majority of developing countries. It is 

therefore important for members to intensify 

consultations to complete the necessary amendment before 
Hong Kong. The amendment should address the difficulties 
regarding the implementation of compulsory licensing 
measures and also integrate the 30th August Decision into 
the TRIPS agreement in a manner that will guarantee the 
interests of developing countries are taken into account. 
The issue of access to essential drugs that are subject 

to higher prices due to the stronger patent regime 

resulting from the TRIPS agreement 

than the HIV/AIDS 

provide the motivation for a more dynamic resolution of 
this matter. In this regard the issue of incorporating 

the ChairmanVs statement in the amendment of the TRIPS 
Agreement remains a genuine concern for many developing 
countries including Kenya. 

End Text. 
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9. (U) Action request: Post would appreciate any 

comments or questions from Washington agencies on Kenya\'s 
draft points to deliver to Ministry of Trade officials. 

Econ/C and Econoff meet again the morning of December 5 
with Nalo and the technical-level officials who are 

working on finalizing KenyaVs positions going into Hong 

Kong. 


10. (SBU) Our reading of Kenya\'s draft points indicates 
an obvious slant towards an EU perspective 

good relations with Ministry of Trade officials 

including former Minister Kituyi. KenyaVs trade 

officials have a fairly good grasp of the issues at hand 
and we believe Kenya wants to see a successful Hong Kong 
outcome. However 

willingness by Kenyan officials to call on the EU to 
improve its offer on agriculture 

leadership 

will do so either. 
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BANGLADESH 


Classified By: PolCouns Geoffrey Pyatt for Reasons 1.4 (B 


1. (C) Summary: MEA J/S (Bangladesh 

Mohan Kumar was candid about India\'s need to continue 
engaging in Burma and optimistic that PM Singh had begun to 
\"clear the air" during his bilateral meeting with President 

Zia in Bangladesh. Acknowledging Indian competition with the 
Chinese presence in Burma 

relationship as V'constructive engagement." Kumar was equally 
puzzled about the recent relocation of Burma\'s capital 

offered Indian theories on the move 

intelligence penetration in Rangoon or a power battle between 
State Peace and Development Council (SPDC) Chairman Than Shwe 
and Vice-Chairman Maung Aye. Regarding the November 12 
bilateral meeting between PM Singh and President Zia on the 
sidelines of the South Asian Association for Regional 
Cooperation (SAARC) Summit 

result of the meeting was to \"clear the air" between the 

heads of state. The two leaders did not cover much 

substantive ground 

stressed that he and Zia should \"cut through the red tape" 
together when problems between Delhi and Dhaka arise. End 
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Summary. 


Burmese Engagement: Constructive or Just Competitive? 


2. (C) In a November 23 meeting on regional issues 
Secretary for Bangladesh 


SIPDIS 

was open about India\'s need to compete with Chinese presence 
in Burma and characterized Delhi's growing ties with Rangoon 
(and now Pyinmana) 

Chinese influence in Burma 

postured 

infrastructure projects throughout the country. In response 

to PolCounsY hope that India is using its relationship to 

lead Burma in a direction which reflects our common values 
Kumar commented that \"India does raise these (democracy) 
issues.\" However 

how their Burmese counterparts respond to these statements 
since they tend to V'read from a script" at meetings and are 
clearly worried about saying anything out of line. 


3. (C) Kumar offered several theories on the recent 
relocation of the Burmese capital 

work of a schizophrenic leader rather than a further sign of 
regime hardening. After joking that the move was taken in 
response to fears of a US invasion 

ancient Mughal ruler Tughlak\'s equally unpopular relocation 
of the Indian capital. He commented that there was no good 
explanation 

Shwe was worried that Rangoon had been \"penetrated\" or the 
SPDC leader was embroiled in a battle with Vice-Chairman 
Maung Aye. He repeated a rumor that Aye had protested the 
bizarre idea of relocating the capital 

Vtrigger to move.V He rejected the theory that it was a 
further sign of hardening in Burma 

work of a \"paranoid\" leader in an \"act of desperation.\" 


PM Singh V'Clears the Air" in Dhaka 


4. (C) Turning to Prime Minister Singh\'s November 12 
bilateral meeting with Bangladeshi President Khaleda Zia on 
the sidelines of the SAARC Summit 

the meeting would further New Delhi\'s campaign for increased 
high-level contact with Dhaka. Singh and Zia had a \"very 
pleasant" meeting for about twenty-five minutes 

cover much substantive ground." During the meeting 

Indian PM stressed the importance of good bilateral relations 
by promising that he would personally V'cut through the 
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bureaucratic red tape together" to solve any disputes between 
the two neighbors. Most significantly 

high level contacts with Bangladesh had been initiated and 
sustained.V He hoped this meeting would begin to repair the 
damage left by hurt feelings over India\'s decision to cancel 
the February 2005 SAARC Summit. 


Comment: India Getting Practical With Tough Neighbors 


5. (C) What was striking about Kumar\'s comments was the 
GOIVs practical take on how to manage relations to the east. 
Rather than squabbling over its inability to get tangible 
results from Zia or decrying the negative effects of Chinese 
presence in Burma 

looking for practical ways to further its interests. MEA is 

still hopeful that sustained 

will eventually elicit better communication and cooperation. 
In Burma 

infrastructure 

cooperation. We will continue to urge the GOI also to use 
its influence to emphasize human rights and encourage Burma 
in the right direction. 


6. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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options 

Iran-Pakistan-India gas pipeline. The meeting follows the 
Government of Iran\'s passing a terms sheet on the proposed 
pipeline similar to one that it gave to the Government of 
India on September 10. Wagar will visit India in 
mid-December 

to follow. The GOP also will attend a January meeting in 
Ashgabat on the Turkmenistan-Afghanistan-Pakistan-India 
(TAPI) pipeline 

delegations to Pakistan reflect China\'s growing interest in 
the region. END SUMMARY. 


Pakistan Petroleum Secretary\'s Nov 16-17 Visit to Tehran 


2. (C) On November 14 

Petroleum Additional Secretary Shawkat Durrani and delivered 
WashingtonVs Ref B points 

consideration. Durrani reported that after a two-month delay 
(Ref A) 

the Government of Pakistan (GOP) a terms sheet that he 
believed was similar to one that Iran had given to the 
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Government of India on September 10. Durrani indicated that 
Iran has offered to sell gas from its South Pars fields 

his frustration with Iranian interlocutors was evident. He 
described his Iranian counterparts as V'very cunning and 
mercantile....They place no value on time and are willing to 
discuss all but the price. V" 


3. (C) Duranni expressed concerns about Iran\'s insistence 

that all aspects of any pipeline arrangement be made 
\"according to Iranian law.\" Specifically 

Iranians were insisting on a \"buyback scheme 

any gas purchased under a pipeline deal be sold to the 

National Iranian Gas Company and resold to the 
government/consortium purchasing the gas. As he saw it 
private company developing the Pars Gas Field would sell the 
gas to the Iranian Government 

new GOP-owned Interstate Gas Company. (Interstate is the new 
GOP-owned entity that the GOP has tasked with working on the 
Iran pipeline). Interstate would then sell the gas to the 

Sui North and Sui South gas companies (both currently being 
privatized). The Sui companies then would sell to the 

end-user customers. Regulatory 

financial issues under lran\'s framework were also concerns. 
Durrani noted that India had hired a financial advisor for 

the project and the GOP hoped to select its own advisor by 

the mid-December. 


4. (C) Ata November 25 follow-up meeting with Durrani 
confirmed that he had shared the Washington talking points 
with Petroleum Secretary Wagar but that Waqar had made no 
comment on the points 

discussions as \"a long process.\" Durrani related that at the 
Tehran meetings Wagar had discussed pipeline routing options 
gas quality-- and price. He informed that Wagar would travel 
to Canada soon 

discuss the Iran pipeline. Durrani said that following 

WagarWs meeting in India 

meeting would be held 


Progress on TAPI and LNG 


5. (C) Regarding the proposed 
Turkmenistan-Afghanistan-Pakistan-India (TAPI) pipeline 
Durrani indicated that Petroleum Secretary Wagar would attend 
a January meeting in Ashgabat 

Amanullah Khan Jadoon might also attend. He confirmed that 
the Government of Turkmenistan had not confirmed quantity or 
availability of gas from its Dovelatabad reserves 

speculated that GOT might finally disclose information on the 
reserves at the meeting. For the GOP to proceed 

Durrani indicated that the GOP would need reassurances about 
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the security of a pipeline running through Afghanistan. 


6. (C) On liquified natural gas (LNG) 

a financial advisor resident in Karachi had been selected and 
the GOP was hoping to get an initial set of suggestions for 
setting up a GOP regulatory policy framework shortly (though 
he reiterated that LNG would not be sufficient to meet all of 
Pakistan\'s growing energy needs). He stressed that the GOP 
was continuing its efforts to completely privatize the 

natural gas sector and due diligence continued apace in 
preparation for privatization of the Sui North and South Gas 
companies. 


Growing Chinese Interest in PakistanVs Energy Sector 


7. (C) Asked about press reports that the GOP was considering 
establishing a Pakistan-China Energy Forum 

that a six-member delegation of the China Development and 
Reform Commission 

Pakistan to explore investment opportunities in the oil and 

gas sector. Durrani described the commission as one of 
China\'s highest decision-making bodies for energy policies 
and said that the visit was an outgrowth of Prime Minister 
Aziz\'s 2004 visit to Beijing. He said that the delegation 

had good discussions 

pipeline 

said that the Chinese had expressed interest in becoming a 
partner in building pipelines 

transport. Durrani added that the Chinese National Chemical 
Engineering Group Corporation (CNEGC) was expected to visit 
Pakistan November 29 to discuss working in the energy sector 
including developing the Thaar coal fields 

refinery/oil storage facility along Pakistan\'s coast 

installing an LNG facility near Karachi (Pakistan is 
simultaneously pursuing multiple pipeline/LNG options. While 
LNG will help 

energy needs). 


Minimal Earthquake Damage to Pakistan\'s Natural Gas Network 


8. (C) Durrani reported that earthquake damage to PakistanVs 

64 

pipelines are built in the southern part of the country 

stopping short of Abbottabad 

where the most severe damage occurred. Damage was mostly to 
Liquid Propane Gas (LPG) shops and petrol pumps. As part of 
the national relief effort 

had donated approximately 430 million rupees (approximately 
$7.3 million). 

CROCKER 
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country. The message to Kibaki 

president cannot go about business as usual. 


WHAT THEY WANT 

3. (C) The ODM leaders told the Ambassador that they are 
looking for the government to engage them in structured 
discussion 

Moi\'s former legal adviser Mutula Kilonzo as the 
organization\'s mouthpiece. The organization has two 
priorities: that Kibaki should commit to a \"time-bound\" 
legislative agenda 

constitutional review process. Contrary to statements 
immediately following the referendum 

are not insisting on snap general elections. Claiming they 
are not out to bring down President Kibaki 

snap elections in their back pocket as a fall back. They 
confirmed that they intended to run as a coalition -- with 

LDP and KANU retaining their independent party identities -- 
in 2007 elections. The ODM also informed the five Chiefs of 
Mission that 

numbers 

in Parliament for a vote of no confidence 

Kibaki to call early elections. (NOTE: 150 of KenyaVs 210 
constituencies voted Orange; but not all of those MPs 
necessarily back risking their perks in early elections. A 
vote of no confidence requires a simple majority of all 222 
voting Members of Parliament (including 12 nominated MPs). 
END NOTE.) The ODM has not achieved a unified internal 
position for achieving constitutional reform 

hope to hammer out in Naivasha. In their discussion with the 
Ambassador 

committee to negotiate a new draft 

constitution 


MANY VISITORS 

4. (C) While Kibaki has not met with any of the ODM 

leadership 

referendum 

Richard Leakey and former Constitutional Affairs Minister 
Charles Njonjo. The men spoke with the president shortly 

after the Ambassador on November 25 (ref A) carrying the same 
message urging Kibaki to seize the opportunity to renew his 
reform agenda and to engage in dialogue with the ODM. Leakey 
commented to the Ambassador that he was \"disappointed\" with 
KibakiVs laconic response 

he -- who has avoided appearing in public for many 

years -- participated in the Orange thanksgiving and prayer 

rally the very next day (ref B). Former president Moi has 
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also visited State House 

reach out to the ODM. 

ROADBLOCKS FOR THE ORANGES 

5. (SBU) On orders from an unnamed source 

have been instructed to V'seal off" the Municipal Stadium 
venue chosen for the ODM\'s first V'thanks rally\" 

The Standard newspaper November 30. Citing \"firm 
instructions to stop the rally at all costs 

quoted government spokesman Alfred Mutua as noting that the 
order was consistent with the November 27 ban on ODM mass 
gatherings (ref B) 

meeting. (VP AworiVs ban on Orange rallies 

yet to be legally gazzetted 

of law.) The ODM has insisted it will go ahead with the 
December 10 event. 


COMMENT: KIBAKI\'S REALITY 

6. (C) The ODM gives the impression not of confidence 
of concern 

disparate 

organization initially cobbled together for a single purpose 
(now achieved). Tea-leaf reading increasingly suggests that 
President Kibaki may well try to pick and choose among 
palatable (to him) KANU members 

lesser lights among the LDP 

leaderships in an effort to V'gut it out" with a parliamentary 
majority of his own design. But with less than one week 
remaining before his self-imposed two week deadline for 
naming a new cabinet 

that he appreciates what the ODM has characterized as a 
crisis. The longer he allows the current uncertainty to 
steep 

President of all Kenyans (instead of as chief of the Kikuyu 
tribe) -- particularly among his rivals. 
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suggesting; the only differences were over speed and the 
specifics of implementation. On Somalia 

the USG plans to increase support for the TFG process 
pressing TFG President Yusuf to build ties with other actors. 
Yusuf shared Ethiopia s unwavering commitment to fighting 
extremism 

SomalilandYs people should decide whether they wanted 
independence. He recommended that the USG tell leaders from 
both Somaliland and the TFG that the U.S. expected them to 
work out their differences through dialogue. End Summary. 


2. (C) AF DAS Yamamoto and Charge met over breakfast with 
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Ethiopian State Minister for Foreign Affairs Tekeda Alemu 
Nov. 28. Director for North American Affairs Grum Abay and 
Deputy Alayew Mamo joined Tekeda 

and PolEcon Counselor Kevin Sullivan also attended for the 
USG. 


3. (C) DAS Yamamoto told Tekeda that both Secretary Rice and 
President bush wanted to know what was being done to address 
the political crisis in Ethiopia. Both had taken notice of 

Diaspora protests and the reports of the detention of CUD 
leaders and wanted answers. Yamamoto asked the Deputy FonMin 
how the country could move forward on democracy and human 
rights. Tekeda replied that a small group of opposition 
hard-liners were holding both opposition moderates and 

society at large hostage. The return of CUD President Hailu 
Shawel to Ethiopia had been the real blow to the democratic 
process; the GOE should not be blamed for this. Tekeda asked 
for USG understanding as the GOE sought to balance the need 
to ensure the rule of law and maintain civil order while 
respecting democratic rights. According to Tekeda 

forward was for CUD MPs to come to Parliament 

along with those leaders not implicated in \"crimes.\" He added 
that the GOE objected to too much micromanaging by the 
international community of the GOEVs relations with the 
opposition. Ethiopians must learn to talk to and trust each 

other 

lamented that the CUD had been successful in its efforts to 
tarnish the GOE\'s international image 

key element of the oppositionVs long-standing strategy to 
undermine the EPRDF government. 


4. (C) Yamamoto said that imprisoned CUD leaders would be the 
biggest challenge for the GOE. Creative solutions would be 
needed; amnesties linked to medical conditions were one 
possibility. Col Kenny suggested revising widely criticized 
changes to the rules of Parliament would be another 

initiative the GOE could take to defuse the situation. Charge 
Huddleston agreed 

willing to build trust with CUD moderates and the general 

public 

could have been overcome. Trust remained a problem 

added. Everyone was waiting for the GOE to follow through on 

its commitments. Prime Minister Meles had expressed his 
agreement with reforming Parliamentary rules 

media and building capacity at the NEB 

happened. Tekeda responded that the GOE agreed \"in principle\" 
with democratic reforms; the only issue was how and when to 
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implement them. 


5. (C) The Charge and DAS Yamamoto pressed Tekeda for access 
to detained CUD leaders; Yamamoto mentioned that he had 
brought medication from the U.S. for Hailu Shawel. The Charge 
noted that a series of major letter-writing campaigns had 

begun at some of the U.S. most prestigious universities on 

behalf of the imprisoned members of the opposition. Granting 

DAS Yamamoto access would allow him to address these concerns 
more effectively. Yamamoto pointed out that many of the 

detainees had AmCit family members to whom the USG would have 
to discuss their cases. While granting the USG access would 

go beyond Ethiopia\'s Geneva Convention obligations 

been done before in other countries. Tekeda answered that he 
hoped the USG would not insist on this point. Allowing 

international community access to the detainees would 

\"maintain their illusion\" that outsiders cold resolve their 

legal problems. The GOE should be the primary interlocutor 

for the opposition 


Somalia: GOE Favors More USG Support for TFG 
-- With String Attached 


6. (C) DAS Yamamoto briefed Tekeda on U.S. plans for greater 
engagement on Somalia. The USG was looking for ways to show 
increased support for the Transitional Federal Government 
(TFG) while at the same time mitigating President YusufVs 
tendency to go it alone 

potential rivals like the Speaker of the Parliament. The 
Department had taken an initial step forward by having 
Washington based officials meet Yusuf in New York on the 
margins of the UNGA. A next step would be for a USG rep visit 
to the TFG in Jowhar. Yamamoto underscored that the U.S. 
continued to believe that the introduction of foreign troops 

from neighboring countries would be counterproductive. At the 
same time 

promote stability in Somalia. Yamamoto and Kenny also 
mentioned stepped up USG efforts to combat Somalia-based 
pirates in the Indian Ocean. 


7. (C) Tekeda agreed that it was important to keep pushing 

Yusuf to build relations with other actors in Somalia. He 

noted that while many observers believed Yusuf was V'in our 
pocket 

What kept the GOE close to Yusuf was their common commitment 
to fighting Islamic extremism. Yusuf\'s determination on that 

point was absolute 

The GOE was working more closely with other regional states 

to support the TFG 
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obstacle to the process. The Deputy Prime Minister said 
sending a USG representative to Jowhar would send a positive 
signal -- the principal contribution the USG could make -- 

and did not appear to have a downside. Tekeda remarked that 
most Somali leaders had a weakness 

drug-trafficking or other illicit activities 

contrast to their more responsible counterparts in Hargese. 


8. (C) Asked what message Tekeda could carry Jowhar later the 
same day 

a national leader 

with the Speaker of Parliament and other leaders in Somalia. 

If he is successful 

level. 


Somaliland: GOE Agrees Gradual Engagement 
Supports Self-Determination 


9. (C) Tekeda told DAS Yamamoto that the GOE sought to 
maintain honest and transparent relations with both the TFG 
and Somaliland authorities in Hargese. Ethiopia had no 
position on the substance of SomalilandVs desire for 
independence from Somalia; the GOE believed that the people 
of Somaliland should determine their relationship with 

Somalia. Tekeda added that Somaliland\'s quest for 
independence was not a policy driven exclusively by an elite 
but rather enjoyed strong grassroots support. He called an 
AU-organized referendum V'one option\" for gauging dealing with 
the issue of independence. The Deputy Minister acknowledged 
Ethiopians\' strong sentimental affinity for the Issacs clan 

in Somaliland 

over the decades. Still 

independence of Somaliland or early diplomatic recognition of 
authorities in Hargese would be damaging. The GOE would 
instead seek to maintain \"balance\" between the TFG and 
Somaliland. Tekeda claimed that Somaliland and Puntland 
would have gone to war several times in recent years had it 
not been for GOE intervention. In managing the issue of 
Somaliland 

not be helpful 

past 


10 (C) Yamamoto indicated that the USG would also be seeking 
balance in its relations with the TFG and Somaliland 

authorities. The U.S. would begin with low-level contacts 

with Hargese. Tekeda recommended that as a first step 

USG communicate to both Hargese and Jowhar its expectation 
that the two sides would start talking in order to resolve 

their disagreements through dialogue. 
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supposed to continue the relocation operations begun on 
November 22nd 

Police intervened to protect the civil servants. A crowd out 
of control began throwing stones and other projectiles at the 
civil servants. Police had to use force in order to establish 
order. As a result 

them seriously; nine citizens were lightly injured. Two 
police vehicles were damaged; a third vehicle had a bullet 
impact. An investigation has been ordered to determine the 
circumstances of these troubles V" (end of press release). 


6. (C) Opposition and the Djiboutian League of Human Rights 
have condemned the V'dramatic and muscled operations." The 
Union for Democratic Alternance (UAD 

reported V'shooting with real bullets occurred toward 

civilians while they were peacefully rejecting the 

destruction of their personal belongings.\" UAD reported four 
dead 

Djiboutian League of Human Rights (LDDH) called the operation 
a \"massacre.\" The President of UAD requested that foreign 
militaries present in Djibouti not support this new massacre 
against poor civilians with their silence. LDDH is wary of 

the political implications of this action against the Afar 
population. 


7. (C) Comment: The government may be pursuing a double goal 
with this operation. On the one hand it targets crime and 

unease that is a major concern in this area of the capital 

but it also may be hunting hidden members of the Afar 

rebellion that are believed to be using Arhiba as a staging 

base before deploying to the northern regions. The government 
has been particularly concerned about increasing Afar unrest 
since two of its armed forces members were killed in an 

ambush two weeks ago allegedly set by the armed rebellion 60 
km north of Tadjourah. \"The armed-FRUD of Kaddamy\" claimed 
responsibility. Mohamed Kaddamy was the spokesman in Europe 
of Armed-FRUD (Ahmed Dini\'s movement) during the civil war. 
After the late Ahmed Dini signed the peace accord 

refused the terms of the accord and decided to pursue the 
struggle against the Djiboutian government. The killing of 

the two soldiers in the north remains the only action 

undertaken by this faction since the signing of the Peace 

Accord in 2001. 


8. (C) Comment continued: A few days ago 
President Guelleh\'s cabinet 
Embassy the ambush that occurred on or around November 20th 
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resulting in the death of two soldiers. He added the 
government was angry about the ambush 

to gather proof to bring opposition leaders to justice 

the government was \"sure\" that the backers of this action 
were the opposition leaders in Djibouti despite the claim of 
responsibility by Kaddamy in Paris. End Comment. 
RAGSDALE 
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amends\" for IGADVs mistake in calling for deployment of 
troops to Somalia 

dialogue between the Somali parties is limited without the AU 
having much to offer. Peace and Security Commissioner 
Djinnit said that the AU plans to organize consultations 

with the international community to discuss how to promote 
Somali dialogue as well as support post-conflict 
reconstruction and stabilization. Yamamoto told Konare and 
Djinnit that the USG continues internal discussions on 
Somalia and is contemplating sending teams to Hargesa and 
Jowhar. Ethiopia 

on Somalia 

additional U.S. engagement. 


10. (C) On Somaliland 

Somaliland officials at the highest level and that the Deputy 
Chairperson went on mission to Hargesa. While Somaliland 
seeks observer status at the AU 

encourages dialogue between Somaliland and Somalia aimed at 
political accommodation. 


11. (U) DAS Yamamoto cleared this cable. 
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appointed two committees to address allegations of 
detainee abuse by Iraqi authorities: 


(i) a Bunker Investigation Committee led by Deputy 

Prime Minister Rowsh Shaways and comprised of assorted 
Iraqi officials and private citizens 

reporting on Bunker detainees" allegations of abuse; 


(ii) a National Investigation Committee led by PM 
military assistant Major General Talib al Kinani and 
comprised of representatives from the Ministries of 
Heath 
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inspecting Iraqi detention facilities nationwide. 


In addition 

investigating judges has been established by Judge 
Medhat al Mahmood 

Council 

imprisonment 

investigate allegations of abuse and murder 
consider charges against Iraqi officials involved. 


3. (SBU) On November 27 

Investigation Committee visited Abu Ghraib to conduct 
interviews with detainees removed on November 13 from 
the Jadriyah Bunker (currently housed in a separate 
detention compound usually reserved for Coalition 
security internees awaiting release). Embassy Rule of 
Law (ROL) Coordinator 

Intelligence 


4. (S/NF) Upon arrival at Abu Ghraib 

leader - Rashid Majid Salih Khattab al Nasiri 

medical doctor and prominent Da\'wa Party member - 
selected a small group of detainees from the crowd 
seemingly at random 

to the tent reserved for interviews and seated in rows 
of plastic chairs before the committee. 


5. (S/NF) Committee members watched as Dr. al Nasiri 
asked selected detainees to unzip their jumpsuits to 

the waist 

wearing sandals). Dr. al-Nasiri expressed impatience 
with detainees who interrupted the brief examination 

to report threatening behavior or other complaints 
against MOI officials 

Scars 


6. (S/NF) Some committee members - who represented 
the Ministry of Transitional National Assembly (TNA) 
Affairs and Baghdad City Council 

Ministry of Human Rights (MoHR) - showed a keener 
interest in the cause of detainees\' imprisonment than 

in their physical treatment 

detainee \"why have your put your thumbprint confessing 
to a crime if you are innocent?\". 


7. (S/NF) After interviewing three groups of 
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detainees 

committee declared its work done 

Prison Inspector Saad Sultan 

behest 

members performance 

information and no knowledge" of human rights 
investigations. 


8. (S/NF) Mr. Sultan was also pessimistic about the 
value of the Judicial CommitteeVs review of the 
legality of the MOI Bunker detainees\' imprisonment 
noting that judges present at the Bunker had failed to 
report physical abuse and lack of access to counsel. 
\"ragi judges are involved in illegal detentions 

said 

to say other judges are wrong". 


9. (S/NF) The following day 

Force 134 

Counselor 

home. ROL Coordinator told the DPM that 

bluntly 

Investigation Committee at Abu Ghraib had been cursory 
at best. (Note: the DPM previously expressed concern 
about the committeeVs capability; see Reftel A.) 


10. (S/NF) DPM Shaways agreed that the committeeVs 
efforts were inadequate: \"| have told the PM we need 
much more time 

this 

matters singly 

also noted that he had asked the MOI to prevent 
officials accused of abuse at the Bunker from 

departing Iraq. 


11. (S/NF) The DPM was more positive about the role of 
the Judicial Committee 

Judge Medhat 

Bunker evacuees should be moved in short order to an 
Iraqi facility. He pledged to ask the judges \"to 
accelerate the investigation into cases of detainees 
without charges and to release those against whom 
there is no evidence\". 


12. (S/NF) The DPM advocated more substantial MoHR 
involvement in the investigation 
by the idea of requesting assistance from an 
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international organization such as the International 
Committee of the Red Cross. But he seemed shy of 
advocating these proposals himself 

that Post and MNF-I raise these issues with the PM. 


13. (S/NF) In closing 

of continued USG engagement with the ITG on the Bunker 
issue 

are some 

object to that. But we will ensure that these meetings 

are open. | personally think it is necessary. V 


14. (C) Major General Talib al Kinani opened the 

first joint USG-ITG meeting on the PM\'s six-point-plan 
proposal for nationwide inspections of all Iraqi 
detention facilities with an explanation of his 
committees mandate 

as quickly as possible - \"in\'shallah 

week". 


15. (C) MG al Kinani confirmed that he planned on 
surprise inspections 

convey the reality of what has happened in these 
facilitiesV. His intent 

with MOI facilities - V' there is a lot of corruption" 

- and to move next to Ministry of Defense holding 
cells. The Ministry of Justice 

already inspected regularly 


16. (S/NF) While MG al Kinani thanked Post and MNF-I 
profusely for their repeated offers of support 

avoided specific commitments to joint efforts in 
planning or execution 

would V'share our reports with you 

saying that \"when we need help 

you 

17. (S/NF) When offered the advice of MNF-I technical 
experts in detention conditions and inspections 

Kinani nodded enthusiastically 

and benefit from you guys 

requested access to Coalition intelligence about the 
location of additional detention facilities. It was 

clear 


18. (S/NF) Asked about methods of inspection 
Kinani said he envisioned small ITG teams posing as 
human rights organizations 
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themselves unannounced at detention facilities \"with 
different IDs 

taxis\" in order to avoid \"a big event with media 
attention 

into this prison". 


19. (S/NF) AI Kinani was frank about the likelihood 

that additional Bunkers lay undiscovered 

\"there are places all over 

and the holding areas can be worse than the prisons. 

We know that MOI and MOD are doing that right now. And 
we have to find these places. Even if they hate us 

thatVs fine with us.\" 


20. (C) Later that afternoon 

Coordinator 

attended a meeting of the Bunker Investigation 
Committee 

findings from the Abu Ghraib interviews and its 
initial report on abuse allegations. In the absence of 
DPM Shaways 

region that morning 

Minister of State for TNA Affairs Safa al Safi. 


21. (S/NF) Dr. al Safi opened by requesting that USG 
officials sit on one side of the table (USG and lragi 
officials had taken mixed seats 

warned Iraqi committee members in Arabic not to talk 
about copies of the initial report (which most members 
had in front of them on the conference table) \"in 

front of everybody". 


22. (S/NF) Dr. al Safi then launched into accusations 
directed at USG officials. The Bunker had held 171 
detainees 

Ghraib. The Bunker Director had told him 

that \"the Americans took everyone 

not in an orderly way. That\'s why we want to know 

where are these three? Where? They could be anywhere\". 


23. (S/NF) 'When Coalition Forces came in 

al Safi 

took our power. So we ask: were the detainees removed 
with or without authorization? Were Iraqi officials 
present? Were files removed 

This poses a problem for us; there is no coordination. 
We know files were destroyed.\" 
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24. (S/NF) Dr. al Safi brushed aside USG comments 
that 168 detainees had been jointly counted by USG and 
ITG officials 

entered into the custody of Iraqi judges. \"We\'re not 
saying that tortures took place 

for now 

need for you to give us details and evidence 

want us to talk to people about these crimes". 


25. (S/NF) Acting Minister of Human Rights Narmin 
Othman 

comments by committee members echoing Dr. al Safi\'s 
accusations. V'You are defending those officials at the 
Bunker 

committee members 


26. (S/NF) We pledged to give Dr. al Safi additional 
copies of the substantial documentation already 
provided to the ITG on abuses - including murder - at 
the Bunker. Dr. al-Safi questioned the quality of the 
reporting he had seen so far. V'These reports cite V'a 
witness 

cannot convict without 100% evidence. It\'s not enough 
to say somebody has heard 


27. (S/NF) Dr. al Safi closed the session by voicing 
unfounded complaints that the USG had released 
provocative photographs of abuse to Iraqi TV stations. 
VIn the media 

is supposed to be a torture victim - and he is wearing 
a gun on his hip 

investigation.\" 


28. (S/NF) To date 

lists of detainees whose legal status is unresolved 
lists of reported deaths in custody 

officials working at the Bunker 

intelligence picture of the facility\'s establishment 
history 

ITG has taken no action to use this information as a 
basis for substantive investigation. 


29. (S/NF) The incompetence of the Bunker 
Investigation Committee and the intransigence of its 
Acting Chairman clearly need to be addressed; we will 
raise this issue with DPM Shaways as soon as he 
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returns south 

reconstitution of the committee with the PM if this 
proves necessary following DPM-level consultation. 


30. (S/NF) Meanwhile 

issued mandating the transfer of all Bunker evacuees 
to the MOJ Rusafa Prison in Baghdad 

monitored by U.S. DOJ personnel. We will press Iraqi 
investigating judges to set clear timelines for 
determining the legality of these detentions and 
releasing detainees not subject to criminal charge. 


31. (S/NF) We intend to meet with MG al Kinani in the 
coming days to clarify his plans for nationwide 
inspections 

initial mock-NGO espionage inspection proposal is 
creative 

assessments (and would outrage the humanitarian NGO 
community). 


32. (S/NF) It is premature to conclude (although we 
suspect) that MG Kanini - a ShiVa officer and close 
associate of National Security Advisor Abd al Karim al 
Anzi - is incapable of mounting a credible national 
inspection regime. Post and MNF-I will engage him with 
detailed proposals on alternate methods of proceeding 
and will report on further developments septel. 
KHALILZAD 
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that the law will frustrate NGO activities. Geeven added 
that the Dutch are particularly concerned with the draft law 
in light of Russia's upcoming term as President of the G-8. 


3. (C) Geeven predicted that 

as a common procedure at the Kremlin 

most Draconian measures of the law in an effort to 
demonstrate his sensitivity to international criticism. 
Geeven postulated that the law in its final form will 
nonetheless severely constrain NGO activities in Russia. 
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Neighborhood\" policy. Austria has already taken the lead for 
the EU in coordinating law enforcement activities in Central 
and Eastern Europe and Central Asia. Working with EU 
External Relations Commissioner Benita Ferrero-Waldner 
Schuessel protegee 

stability and further development. The Austrians share U.S. 
views rearding Belarus president Lukashenko and will want to 
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be helpful. Knowledgeable observers of developments in 
Ukraine 

for Ukraine will occur on their watch and will do what they 

can to promote the neighborhood policy. They look forward to 
consultations wtih the U.S. prior to the March meeting of EU 
Foreign Ministers. 


4. (SBU) In the Broader Middle East 

the identification of common values as a response to 
extremism. In November 

hosting a conference on V'Islam in a Pluralistic World 
attended by Presidents Talabani and Karzai. This event 
reinforced the message of the Bahrain BMENA conference and 
supported our broad goals. Austria has made modest 
contributions to stability in Iraq: police trainers at the 

Iraqi Police Academy in Jordan 

substantial debt relief 

guarantees. On Turkey 

accession talks to take their course 

demonstrated in the run-up to the October accession talks in 
the EU 

issues if they arise. 


5. (S) Austrian business 

sector 

Austria and the Russian border. Austrian firms are the main 
Western European banks operating in the region 

almost a quarter of the banking sector. The stability they 

bring has been a basis for commercial investment and 
development. This positive picture has been somewhat clouded 
by recent questions regarding possible money laundering 
activities by some of these banks 

into. 


6. (SBU) Austrian firms have sought a strong presence in the 
Middle East. Austrian business has made strides in 
reestablishing itself in Iraq 

recently decided to open a Trade Office in Erbil. Austrian 
development thinking focusses on Official Development 
Assistance and they commit resources to a few \"priority 
countries in order to maximize the impact of the country\'s 
small budget. The Austrians prefer to channel emergency 
response through the EU 

bilateral offers for assistance after Hurricane Katrina. 


7. (S) Problematically 
countries of concern 
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manufacturer sold high-power sniper rifles to Iran until we 
induced the Austrian government to halt further deliveries. 
Iran has also worked to establish capacities in Austria to 
purchase dual-use goods. At our insistence 

Iranian plans to open a formal government office for 
technology transfer 

offices to open. 


8. (SBU) Austria is a strong partner in stemming financial 
flows to terrorists 

effective. Austria does not participate in military activity 

in Iraq 

Afghanistan 

Provincial Reconstruction Team in Kunduz last summer to 
provide election security. 


9. (SBU) The Austrian government will make anti-corruption 
and law enforcement cooperation a cornerstone of the 
presidency. They will host a major conference in Vienna in 
May to coordinate EU law enforcement activities in the area 
along the EUVs eastern border. 


10. (SBU) Schuessel 

parliamentary elections in September 2006. He remains 
personally popular 

generally done poorly in local elections and consistently 
lags behind the Social Democrats by 4-5 points. His current 
coalition partner is in disarray. Many observers expect the 
elections to result in a grand coalition. 


11. (SBU) Schuessel is currently taking some political heat 
from the opposition and press over a January 2008 incident in 
which a U.S. contract air carrier overflew Austria on a 

flight from a U.S. military base in Germany. The plane did 
not have Austrian diplomatic clearance for transporting a 
U.S. government cargo. The political opposition has now 
seized on the issue 

prisoner transport operation and demanding that Schuessel 
raise the issue with the President. SchuesselVs government 
has sought to downplay the issue. 

VAN VOORST 
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flights is another pressure point on the international 
community to resolve the border dispute. 


3. (C) Referring to the recent UNSC resolution 

remarked on the requirement for Ethiopia to accept the 
Eritrea-Ethiopia Boundary Commission decision 

has accepted and Ethiopia has only accepted V'in principal\". 
Meles replied that demarcation of the border without 
addressing the fundamental causes for the conflict (i.e. 
taking steps to normalize relations) will not guarantee 
sustainable peace. As a way forward 

would send a team to a meeting called by the EEBC 
Ethiopia has refused to attend thus far. Meles said no -- not 
until Isaias shows commitment to peacefully resolving the 
border dispute without the use of force and a dialogue to 
improve relations. 


4. (C) Meles indicated that Ethiopia could live with the 

latest UNSC resolution calling for possible sanctions against 
Eritrea if it did not lift restrictions on UNMEE operations 

and if either Eritrea or Ethiopia returned to conflict. The 
resolution also demanded Ethiopia accept the EEBC decision 
but did not threaten sanctions on this point. Meles said 
Ethiopia would not abide by any UN resolution if sanctions 
were tied to EthiopiaVs full acceptance of the EEBC decision 
without clearly calling for a dialogue to normalize relations 
and address the root causes of the war. Meles added that the 
head of the EEBC 

in making the final adjudication of the border dispute. 


5. (C) To meet the current UN resolution demands to ease 
border tensions 

withdraw EthiopiaVs troops to the December 16 

a separate meeting with DAS Yamamoto 

Staff General Samora confirmed receipt of this order and 

noted that it would mean withdrawing troops to as much as 140 
km from the border in some areas. The withdrawal process 
would take a week. Meles said he doubted whether Isaias would 
reciprocate. General Samora demurred in criticizing the 

call 

border area. UNMEE Deputy SRSG Azouz Ennifar told DAS and 
Charge separately that Ethiopia had been particularly helpful 

to UNMEE and that the UN was aware of where Ethiopia\'s troops 
were positioned. This was not the case with Eritrea. Ennifar 
noted that UNMEE was not able to verify Eritrea\'s troops and 
there was evidence that two divisions of Eritrean troops may 
have been re-deployed from the Sudan border to other areas. 
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6. (C) Meles\' stated position remains unchanged. Progress on 
the border can proceed only if Meles is assured of a dialogue 
with Eritrea on normalizing relations and Isaias receives 
equal assurance of demarcation of the border. Potential 
elements for moving both parties proposed by the EEBC 
discussed are V'open borders V 

people without restrictions after demarcation; and giving 

full authority to the EEBC to demarcate the border 

areas where there are V'anomalies and impracticalities.\" 
Ultimately 

bilateral discussions 

greater priority. 

HUDDLESTON 
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the disputed January 2003 overflight had been carried out by 
the CIA 

prisoners in that plane.\" Similarly 

indication that Austrian airspace had been 

violated 

not provide further information 

representatives had voted to maintain the confidentiality of 
the hearings. 


2. SPO and Greens reportedly requested information from 
Transportation Minister/Vice Chancellor Gorbach as well as 
from Defense Minister Platter on whether the Austrian 
government V'had been aware of overflights by the U.S. 
intelligence agency. According to Austrian media 
representatives of the government in turn asked the 
opposition what evidence it had for such allegations. 

3. The SPO and Greens have called on Chancellor Schuessel 
in his capacity as future chair of the EU presidency 

make use of his December 8 meeting with President Bush in 
Washington to lodge a protest. 

4. During a joint press conference in Vienna with visiting 
Danish FM Moellmann November 30 

response to a question as to whether Austria would raise the 
issue bilaterally with the U.S. 

Jack Straw had \"contacted the U.S. on behalf of the EU\" and 
\"we are waiting for a response.\" 

5. The GreensY security spokesman 

November 29 that he would visit the NGO Human Rights Watch 
in Washington and hold a press conference there on December 
7 on the alleged CIA overflights. Pilz said that he would 
demand that Bush apologize to Schuessel for the overflights. 
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6. On November 30 

Democratic floor leader Josef Cap deplored the GoA\'s failure 
to comment publicly about the overflights. Cap called on 

the government to provide information on all overflights of 
Austria in recent years and the defense ministry\'s response. 
van Voorst 


46527 

46528 

that the PLO is prepared to assume sole responsibility for 
the Palestinian negotiating position 

Zaki would need to continue to leverage their position on the 
ground to fulfill their strategic objectives of ensuring 
Palestinian refugees are not used as V'bullets in the guns of 
others" and to take advantage of the unprecedented 
opportunity the GOL was providing to improve the conditions 
Palestinian refugees face in Lebanon. 


ZAKI TO VISIT SYRIA MID-DECEMBER EN ROUTE TO BEIRUT 


4. (C) Abu Bakr believes that Zaki has decided to visit 

Damascus en route to Lebanon. He revealed that SARG GAPAR DG 
Ali Moustapha (strictly protect) had approached him on the 
margins of a November 15-17 UNRWA stakeholders meeting at the 
Dead Sea to convey an offer to facilitate such a visit 

indicated that the PLO hopes that that overture means the 

SARG will exert constructive pressure on the PFLP-GC and the 
Fatah al-Intifada. Abu Bakr thought Zaki would meet with 
rejectionist groups if SARG meetings do not materialize to 

try to leverage messages groups in northern Lebanon are 

clearly receiving. Abu Bakr explained that Zaki received a 

cold reception when he visited the pro-Syrian camps in the 

north 

disarmament with Lebanon" during his last visit. (COMMENT: 
Abu Bakr suspects that Ali Moustapha 

may be acting on his own initiative. END COMMENT.) Abu Bakr 
also indicated that Zaki was having difficulty recruiting 

officials from within PLO ranks to represent them in Beirut. 
According to Abu Bakr 

Shafiq El Hout rejected ZakiVs offer to head the formal 
diplomatic mission the GOL is reestablishing. Abu Bakr also 
noted that practical issues are working against them. The 

PLO 

its request to help evict/compensate several Lebanese 

families squatting in its Beirut offices. 


5. (C) However 
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immediately open a separate office in Beirut to start 
GOL/Palestinian coordination on humanitarian aid issues 
explaining that it is critical to de-link humanitarian aid 

initiatives from disarmament talks in the mind of Palestinian 
factions on the ground. While acknowledging that all 
Palestinian factions generally support improving refugee 

living conditions 

skepticism about ZakiVs motivations. Abu Bakr added that he 
does not trust the existing PLO/DORA office in Beirut to work 
constructively with the GOL 

sympathies of some of the staff in that office have left the 
DORA office V'a virtual PFLP-GC office in the eyes of the 
refugees." (NOTE: Abu Bakr needs external funding to open 
this office; he has approached the Swiss in Amman to date. 
END NOTE.) In addition to establishing a trusted team to 

work on humanitarian issues in Beirut 

the agreement of Gaza-based head of PLO/DORA/Fatah Central 
Committee Member Dr. Zakaria al Agha 

to Beirut December 14 to persuade Lebanon Fatah Party 
Representative Sultan Abu Al-Aynayn to support his efforts. 
Abu Bakr said he also hoped to explore whether PLO/DORA could 
use its own funding to immediately launch projects to 
ameliorate conditions in the camps. 

6. (C) Separately 

told PRM A/S Greene in a November 17 meeting at the Dead Sea 
that UNRWA is starting to position itself to take advantage 

of the new openings presented by the GOL\'s Palestinian 
initiative. According to Cook 

is currently deciding whether UNRWA should launch a separate 
appeal for Lebanon 

repair UNRWA\'s severely deteriorating housing 

water systems in Beirut camps were removed from the Medium 
Term Plan 

lack of GOL support that existed at that time. Cook 

predicted that UNRWA would proceed cautiously and use a new 
15 million Euro package of education projects that UNRWA 
expects to sign with the EC in Beirut next month as a test 

case. (NOTE: The GOL has indicated that it is actively 
considering providing UNRWA additional land outside its 
densely populated camps in Beirut to construct four new 
schools. END NOTE.) 


7. (U) PRM Acting A/S Greene and Embassy Beirut cleared this 
message. 
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an apparent reference to the then-pending issues related to 
Mehlis 
Asad no opening to believe he could offer anything less than 
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full cooperation 

prevented the Syrians from publicly miscasting the trip as a 
sign of Jordanian support for Syria. 

HALE 


46530 
LANGUAGE 


REF: STATE 217326 (NOTAL) 


Classified By: Counselor for Political-Military Affairs Timothy A. Bett 
s for reasons 1.4 (b) and (d). 


1. (C) PolMilOff discussed reftel demarche with Gulin Dinc 
MFA Chief of Section for NATO Political Affairs 

1. Dinc explained that Turkey has no problem with the 
International StaffVs text (she added that V'personallyV she 
preferred it) 

consensus in the face of serious opposition from some Allies 
to the I.S. Vs proposed language on Russia's Istanbul 
commitments in Moldova. She said that the GOT would fully 
support the I.S. version as drafted if there were consensus 
on it 

delegation had already been instructed to accept a version of 
the \"either\" language 

-- the alternative language still achieves the aim of 
reaffirming support for the CFE Treaty and for the need for 
Russia to fulfill the Istanbul commitments. Dinc emphasized 
that Turkey\'s long-standing policy on the importance of the 
Istanbul commitments remains unchanged. 


2. (C) Dinc read the text of the \"either\" version that the 
Turkish delegation has been instructed to support: 


BEGIN TEXT 


Given the lack of progress in 2005 

expectation that the remaining Russian military forces will 

be completely withdrawn from the Republic of Moldova as soon 
as possible. 


END TEXT 
MCELDOWNEY 
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region." Henk Voskamp (Deputy Director 

Eastern Europe Division 

poloff in response to reftel points on November 30. The 
Dutch share our interest in fostering dialogue with Russia 
and are eager to coordinate activities with the U.S.; Voskamp 
explained that his boss 
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Washington to discuss fostering complementarity of EU and 
U.S. approaches to Russian regional policy. 


2. (C) The Dutch believe such harmonization will require 
relatively little adjustment. Voskamp said the objectives of 

the V'European Neighborhood Policy” with regard to Russia 
closely resemble those put forward in reftel points and 

pointed to the recent establishment of the EU Border 
Assistance Mission to Transnistria as evidence. Voskamp also 
mentioned that 

to The Hague 

policy in the Baltic States with Russian Foreign Minister 
Lavrov. 


3. (C) The shrinking geographic distance between the EU and 
Russia has catalyzed EU interest in Russian regional policy. 
Voskamp explained that there is a Vheightened sense\" within 
the EU that \"the Moldova border issue should be settled" 
before Romania\'s accession to the EU in two years 

time Moldova will border the EU. 
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ideal opportunity for members of civil society and political 
parties to gain experience!" by traveling to Bolivia as Haiti 
prepares for its own elections. 


4. Comment and Action Request: HaitiVs first round of 
elections is scheduled January 8 and the independent 
Provisional Electoral Council (CEP) is on a strict timeline 

to ensure technical tasks are completed to avoid additional 
delays. It is unlikely CEP members could afford the time to 
travel to Bolivia. However 

National Council of Observers (CNO) is currently training 
its own membership for the fast-approaching Haitian 
elections and may benefit from the experience 

political parties and members of civil society the IGOH 
would invite as part of its bilateral delegation. Please 
advise if there is funding available (either from USG 
sources 

mission on the ground) to assist the IGOH in fielding an 
electoral observation mission to the December 18 elections 
in Bolivia. Minister Magloire is traveling this weekend and 
needs a response soonest. End Comment and Action Request. 
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-- Eutelsat relaunches IPO (para 5); 

-- A new Google AdWord campaign for Sarkozy\'s UMP Party 
(para 6); 
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-- Crackdown on internet bloggers (para 7) 

-- Digital television spreading faster than expected (para 
8) 

-- Orange offers first EDGE-enabled BlackBerry in Europe 
(para 9). 


2. Record Fine for France Telecom: The French Competition 
Council (Conseil de la Concurrence) imposed on November 7 an 
80 million Euro fine on France Telecom (FT) 

fine ever imposed in its history. This amount comes on top 

of another 40 million Euro fine already imposed on FT for 

failure to respect the interim measures imposed by the 

Council in this same case. FT was found guilty of abusing 

its dominant position on the wholesale market for high-speed 
Internet access by preventing other telecoms operators from 
having access to the local loop. FT Chairman Didier Lombard 
hit back during the recent International Conference of 

French Telecoms and Internet consultancy IDATE on November 
27. Lombard called the fine \"disproportionate\" and blamed 

the \"two organizations that depend on the State\" (i.e. the 
competition Council and the telecoms regulator ARCEP) for 
\"legal instability" that in turn destabilized FT. He 

underscored that FTYs approach was a key factor in the 
development of the broadband market in France 

become the leading European country both in terms of ADSL 
lines and number of unbundled lines. 


3. Hefty fines for French mobile phone operators: On 
December 1 

Bouygues Telecom and SFR 

collusion by the French Competition Council and ordered to 
pay 530 million Euros in fines. Orange has been fined 256 
million Euros while SFR and Bouygues have been handed 220 
million and 58 million fines respectively. Orange and SFR 
have both already said that they would appeal the 
Competition Council decision. This fine is the largest 

single penalty ever levied by the French competition 
watchdog 

exchanged confidential commercial information during the 
period from 1997 to 2003. The information 

monthly basis 

subscriptions sold during the month 

of customers that had cancelled their subscriptions. The 
Council said that the practices had done V'significant 
damage" to the economy. The Competition Council began its 
investigation into market collusion began after the French 
consumer association UFC-Que Choisir lodged a complaint. 
UFC-Que Choisir said that it planned to sue the three 
companies for damages. The Council said that while the 
exchanges between the three operators had not related to the 
price decisions they planned to take 
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information was of the kind that reduced the intensity of 
competition in the mobile market. 


4. France Telecom fined for \"negative\" ad campaign: FT was 
fined six million Euros by the Paris Court on November 27 

for a 2004 advertising campaign that was found to harm 
competing telecom provider Free. The fine includes five 
million Euros for material harm and one million Euros for 

harm to Free\'s image. The doomed campaign underlined that 
all providers 

Free 

in 2002 

the upstart has succeeded in installing its own gear in 
hundreds of FT switching centers. Some 69 percent of its 
customers are now on Illiad\'s own network. 


5. Eutelsat relaunches IPO: Eutelsat Communications 
holding company of Europevs largest satellite operator 
Eutelsat 

initial public offering of shares in the company 

after abandoning its first attempt because of difficult 
market conditions. The company aims to raise 860 million 
Euros from the sale of new shares 

existing shareholders 

Texas Pacific Group and Cinven 

holdings as part of the IPO. The sale process will close on 
December 1 

early in case of strong demand. Eutelsat had originally 
hoped to raise 1.2 billion Euros from the sale of shares to 
the public 

Euros last month in the face of market volatility and 
analyst claims that the issue was overpriced. The satellite 
operator also confirmed its target of 2 percent sales growth 
for the full year to June 2006. 


6. A new Google AdWord campaign for Sarkozy\'s UMP Party: 
France\'s center-right UMP Party recently enlisted the help 
of Google\'s AdWords to rally support for the policies of its 
interior minister 

suburban unrest in France. In early November 

number of words associated with FranceVs social unrest into 
a Google search 

appear. The ad 

Suburban violence. Support Nicolas Sarkozy\'s policy to re- 
establish order. Arnaud Dassier 

department 

three different themes related to the unrest (political 
keywords 

Dassier asserts that despite the criticism the party has 
received 

service to attract more traffic to the UMP website. A 
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reported 3000 people have signed the UMP petition in favor 

of Sarkozy. Each click on an AdWord cost the UMP money. As 
a result 

the UMP\'s bill by clicking on as many UMP bought AdWords as 
possible. It is the first time that a government or party 

in France has used the services of a widely used website to 
promote its policies in a time of crisis. 


7. Crackdown on internet bloggers: The GOF had to police the 
internet as well as the streets during unrest in early 
November 

to encourage and justify the violence. French prosecutors 
shut down several blogs and arrested three bloggers 
suspected of inciting violence during the recent urban 
unrest that rocked France for more than ten days. The 
bloggers allegedly posted messages that violated French 
criminal statutes governing violent speech. The blogs in 
question were hosted on a French site called Skyblog 

of French radio station Skyrock. During the unrest 

rapid flow of news reports and communication via cellphone 
(including SMS) 

the fires to the point that reporters refrained from 

releasing some information out of concern that reports on 
the number of cars burned the night before and photos of 
burning cars were being viewed as trophies by those 
responsible. 


8. Digital television spreading faster than expected: 

Digital Terrestrial TV (DTT) may be received in over 1.035 
million French homes 

percent in currently covered areas. On average 40 

adapters are being sold every week and sales increased by 85 
percent during September and October 

study by market research institute GFK. A report on 
accelerating the launch of DTT services has also been 
released by France\'s Broadcasting Authority CSA. The report 
highlights the conditions and requirements necessary to 
ensure that 85 percent of French residents can access DTT 
services by March 2007. 


9. Orange offers first EDGE-enabled BlackBerry in Europe: On 
November 28 

launch of the BlackBerry 8700f in France 

BlackBerry handheld that is compatible with Orange\'s EDGE 
network. Customers will be attracted by the fact that it 
leverages the advantages of Orange\'s high-speed mobile 
network 

as well as a powerful Intel processor to provide exceptional 
performance for features such as email 

messaging 

applications. The BlackBerry 8700f is expected to be 
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available for Oranges corporate customers in France on 
December 15 

It will be available in other Orange markets across Europe 
in a phased rollout during 2006. Jean Marie Culpin 
President Business Solutions for Orange France said that 
\"The EDGE-enabled BlackBerry 8700f from Orange is an 
excellent choice for our customers who want an unrivalled 
data and voice experience to keep them connected and 
productive while they are away from their desk." Rivals 
SFR 

Bouyges Telecom 

a 6096 increase in its 2004 profits 

pressure to launch a similar high-end offer. 


Stapleton 
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illegal side of travel and immigration. Marchetto then asked 
Miller directly why the U.S. continually presses trafficking in 
persons with his dicastery instead of general immigration 
issues. Ambassador Miller noted that TIP is one of the most 
important of all migration issues. Marchetto argued that it was 
the role of governments and states to propose concrete actions 
against TIP. When pressed by Ambassador Miller 

admitted that Migrants and Itinerants had no plans for further 
conferences or statements against trafficking in persons 

it did make a big stride on the issue with its recent conference. 


4. (U) Embassy Vatican and Embassy Rome co-hosted a conference 
October 26 at the Centro Studi Americani titled Joining the 

Fight Against Modern-Day Slavery: A Seminar on Trafficking in 
Persons. The conference brought Ambassador Miller together with 
representatives of faith-based organizations 

government and non-governmental organizations to analyze some of 
the root causes of trafficking in persons. Speakers included 
Counselor Bruno Brattoli 

Opportunity and President of the Italian Government Committee on 
Trafficking in Persons; Sebastien Dechamps 

Officer for Caritas Internationalis; Senator Enrico Pianetta 

President of the Human Rights Committee of the Italian Senate; 

and Isabella Orfano 

Commission Advisory Group on Trafficking. 


5. (U) Sebastien Dechamps 
Officer for Caritas Internationalis 
faith-based organizations in combating trafficking in persons. 
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Dechamps pointed to the presence of faith-based organizations in 
almost every country where trafficking takes place 

emphasized that faith-based organizations are usually close to 
victims and other V'social groups\" which are part of the issue. 
He spoke about V'Christian Organizations Against Trafficking in 
Women Network" or COATNET 

there are over 30 member organizations 

but increasingly global. COATNET focuses on prevention and 
awareness raising 

work. In September 

Caritas network 

be more in touch with the congregations in their countries 
engage together on prevention 


6. (U) The Hope Family House religious community 
functioned as a shelter for survivors of trafficking since 1998 
hosted Ambassador Miller for a working dinner. The shelter is 
subsidized in part by the City Council of Rome 
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its administration is provided by 2004 G/TIP Hero Sister Eugenia 
Bonetti. Bonetti explained to Ambassador Miller the 

difficulties the sisters have encountered under Article 18 of 
Italian Anti-TIP law. These difficulties include getting full 
assistance for victims who will not denounce their traffickers 
keeping under-18 victims from the detention facility at Ponte 
Galleria and the forced repatriation of victims. Bonetti also 
presented Miller with a booklet prepared by the Italian Union of 
Major Superiors 

International Organization for Migration that is currently being 
used in TIP training courses for religious sisters around the 
globe. (Ref B) 


7. (U) The visit to Hope Family House also offered Ambassador 
Miller an opportunity to talk directly with six victims of 

trafficking (8 Nigerian 

experiences and their interaction with the religious community. 
Ambassador Miller spent several hours with the nuns and victims 
over a family-style dinner and in quiet conversation 

encouraged information sharing and an increased understanding of 
the issue for all involved. 
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8. (U) Vatican-watcher John Allen acknowledged the good work 
done by the USG 

and G/TIP might continue to engage the Holy See on this pressing 
issue. John Allen is the Vatican correspondent for the National 
Catholic Reporter 

Vatican programs and Holy statements addressing trafficking in 
persons. 


9. (U) Allen noted the untapped potential of Catholic 

organizations worldwide and encouraged further collaboration 

with Caritas Internationalis 

individuals such as Cardinal Juan Sandoval Iniguez who heads the 
Archdiocese of Guadalajara and is influential within Vatican 
circles. 


10. (U) Ambassador Miller's visit highlighted the role of 
faith-based organizations in combating trafficking in persons. 
Although Dewane was very positive about opportunities for 
working with the bishopsV conferences 

stance was strangely discordant with Migrants and ltinerantsV 
productive June TIP conference (Ref A) that resulted in a list 

of promising concrete recommendations on the issue. The range 
of Catholic entities engaged in anti-TIP efforts was highlighted 
in our programming with Caritas and Hope Family House. In 
addition 

promoting future work with bishops councils 

men and women religious and Catholic relief agencies. Post 
thanks Ambassador Miller and the G/TIP office for their support 
and looks forward to future programming on the issue. END 
COMMENT. 

SANDROLINI 


46536 


1. (SBU) Summary: Judging from a November 23 conference 
views on the social and human aspects of CAFTA by top opinion 
makers are mixed. Concerns range from including the poor in 
CAFTAVs benefits 

US and Guatemala\'s ability to compete. Supporters focus on 
the stable framework CAFTA should provide in many areas and 
the institutionalization of trade benefits. End summary 


2. (U) At a November 23 panel discussion sponsored by the Opus 
Dei affiliated Universidad del Istmo entitled The Human 
Balance Sheet of Trade 
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panoply of views on CAFTA 

in favor. The panelists included Vice President Eduardo 
Stein 

of the business association CACIF Marco Augusto Garcia 
Supreme Court President Rodolfo Molino 

Association of Municipalities Roel Perez Argueta 

General of the labor union federation 

indigenous academic and activist Alvaro Pop. 


3. (SBU) Stein 

surprisingly started off by saying that CAFTA was a 
negotiation of elites imposed on Central America by the United 
States (note: the conference was closed to the press). He 
added that several years ago Central American leaders had 
proposed a free trade deal to the US and were ignored 
ridiculed. However 

FTAA and therefore turned to CAFTA-DR. He granted that CAFTA 
would be beneficial overall and gave it his support. However 
he criticized the US on several counts. For example the US 
should not preach to Central America about the environment 
while being the largest producer of greenhouse gases and 
pulling out of Kyoto. Similarly 

human rights 

Convention on Human Rights (note: 27 OAS members have.) 
Comment: Stein 

Embassy 

Berger administration. He may have been addressing leftist 
NGO representatives in the audience. End comment). 


4. (SBU) Most of the other speakers stressed the importance 
of focusing on the human dimension of CAFTA. Mendez Herbruger 
said that CAFTA should be evaluated on more than statistical 
grounds 

complementary agenda including rural development and micro- 
finance. Perez Argueta focused on developing small firms 
called for more guidance and funding from the central 
government to help Guatemala\'s 332 municipalities. Molina 
perhaps addressing Opus Dei supporters 

Guatemala had lost its values during the civil war. CAFTA 
providing a strong framework for development 

Guatemala regain those values. It is neither good nor bad in 
and of itself 

implementation. 


5. (SBU) Predictably 

boss Pinzon. He cited a recent World Bank study as saying 
that \"trickle down\" economics does not work. He criticized 
alleged plans to promote competitiveness by keeping salaries 
low 

the population is illiterate. Solidarity should be with the 
masses of workers 
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that CAFTA will be \"hara-kiri\" for small firms. CAFTA was not 
only imposed on the government by the US but also on the 
Guatemalan congress. 


6. (SBU) Alvaro Pop 

indigenous academic and activist 

views. Although he questioned how Guatemalans who don\'t have 
a reading culture and may be illiterate are able to understand 

a4 

fortify the state and thus help human and social development. 
However 

Guatemalan values or human development as had been suggested 
by another panelist and in a study commissioned by the 
conference 

also cautioned that CAFTA will be trade between unequal 

partners 

in Mexico or lessened emigration. He called on the government 
to focus on the indigenous 

CAFTA implementation process. 


7. (SBU) As expected 

panelist 

called it a positive national agenda that will define the 

rules of the game and allow Guatemala to compete. While there 
may be only 20 Guatemalans who truly understand the text 
CAFTA and free trade won\'t resolve all Guatemala\'s problems 
itis a good start. Up to now Guatemala has had to rely on 
renewable trade preference regimes and quotas. CAFTA gives a 
much better long-term guarantee of market access. It is in 
Guatemala\'s interest to take advantage of CAFTA and not leave 
trade agreements with the US to other countries. Garcia 
compared CAFTA support to the notoriously high drop out rate 

in Guatemalan schools. At first the classroom is full 

when the going gets tough and exams loom most drop out. What 
Guatemala lacks 

chance to regain it. 


Wharton 
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Federal authorities issued no explanation of the move 

Mission sources indicate the move was intended to silence 
broadcasts deemed to be inciting the Bayelsa populace against 
the Federal Government. 


2. (SBU) Federal troops also occupied the governor\'s offices 

at the Bayelsa Government House and searched the premises and 
all personnel. Some reports indicated the troops were 

searching for weapons stockpiled at the site 

say the target was incriminating documents. 
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3. (U) Governor Alamieyeseigha spent the day at his country 
home in Amassoma 

BROWNE 
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Authorities have charged the owner of another modeling agency 
for selling women to traffickers for up to EUR 10 


3. The mainstream Lithuanian press has seized upon 
TIP-related issues as a way both to serve the public good by 
raising awareness and to increase circulation by printing 
sensational stories. A series of front-page articles has 
appeared in Lithuania\'s largest daily illuminating the 
experiences of women working in strip clubs or as prostitutes 
in the United Kingdom 

in some cases 

providing background that the police have used as a 
foundation for subsequent investigations and arrests. 


4. The International Organization for Migration (IOM) 
announced the results of a survey of 200 Lithuanians who had 
been involved in sex work overseas. Seventy-six percent of 
the women interviewed had fallen into the work in response to 
promises of employment in non-sexual services. Sixteen 
percent were under eighteen years old 

were over thirty. 


5. TIP issues continue to attract high-profile attention from 
GOL politicians and community groups: 


- MP Ona Valiukeviciute 
rights committee 
trafficking; 


- Lithuanian MPs have organized a meeting with their Nordic 
counterparts for the first week in December to discuss 


regional matters 


- The Interior Ministry arranged a bilateral meeting with a 
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visiting official from the UK on trafficking 
their close and successful intergovernmental cooperation; 


- Vytautas Grigaravicius 

announced the creation of a special unit charged with 
investigating TIP cases and building ties with foreign law 
enforcement; and 


- The Kaunas Catholic Archdiocese hosted a news conference 
calling on priests in this overwhelmingly Catholic country to 
inform their parishioners and other community members about 
the threats of trafficking. 


6. TIP-related cooperation remains a central feature of our 
Mission\'s public outreach. Two police officers responsible 
for breaking up a major human trafficking ring in June 
(reftel) were special guests of Ambassador Mull at the 
Mission\'s July 4 event 

accomplishments and the importance of their work in his 
speech. We continue to work with NGOs 

the Lithuanian-U.S. Initiative 

at-risk populations. 


7. Lithuania is intensifying its battle against TIP 

predators. EU accession has made it easier for traffickers 

to operate 

cooperation. A vigorous effort from the police and media to 
expose and break up trafficking rings has helped to raise 
public awareness. We will continue to work closely with both 
the GOL and various NGOs on trafficking and to emphasize it 
in our public outreach. 

KELLY 
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idea of a troop withdrawal calendar\" is reported in 
Liberation and Le Figaro which also carries an op-ed titled 
Vlraq: A Turning Point in the Fight Against Terrorism.\" For 
Jacques Amalric in Liberation 

revisionist.\" (See Part C) 


Le Figaro carries an interview of Iraqi Foreign Affairs 
Minister Hoshyar Zebari: \"The withdrawal of American troops 
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is tied to the country's stability. They cannot leave before 
the country is stabilized. And stabilization will depend on 
the training of the Iraqi security forces. | know this is a 
controversial issue. But we need to remain firm and 
determined. The coming months will be critical for Iraq." Le 
Monde also reports ZebariVs remarks from his press 
conference: \"Because of persisting border crossings from 
Syria 

from Iraq is not pertinent at this time. V 


Allegations about CIA V'secret prisons V" lead Le Monde to 
report: \"Washington is expected to give explanations.\" (See 
Part C) France Soir 

VWashington Will Give Explanations 

chief in Paris 

journalist who broke the story. She has assured me that 
everything was indeed true. Physical abuse of prisoners has 
taken place in Guantanamo and Abu Gharaib. We were all 
convinced that there were WMD in Iraq. Including the French. 
But we had no proof. Both these incidents have tarnished our 
reputation. In addition 

the fury of the Arab world and is damaging the image of the 
United States. V" 


The televised interview of Interior Minister Villepin on CNN 
Tuesday is the subject of several commentaries. For Le Monde 
Villepin is \"explaining France to the Americans." The article 
concludes: \"On Iraq 

to tone down his differences of opinion with the Americans 
which he defended at the UN in February 2003.\" In La Croix 
Pierre-Yves Le Priol writes: \"This was a delicate exercise 

in English 

Behind Amanpour\'s questions 

France\'s image was affected by television shots that have 
left a caricature as vision of our country.\" 


Shimon Peres\'s departure from the Labor Party to join Ariel 
Sharon\'s new centrist party is widely reported. For 
Liberation \"Sharon is made of stainless steel.\" (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iraq 


\"Revisionism According to Bush" 

Jacques Amalric in left-of-center Liberation (12/01): 
VRevisionism is in. But no one expected Bush to be among the 
revisionists. In his speech on November 11 he said it as 
Virresponsible to rewrite history about the start of the war 

in Iraq.V A few days later Vice President Cheney also accused 
the Democrats of revisionism. In trying to submit proof to 
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support his position 

exposing himself to the same accusations he is making of 
others: it is somewhat revisionist to claim that the 

Senatorial commission found no proof 

have access to the necessary archives. and because it is a 
lie to claim that Vmore than a hundred Senators and 
Democrats had access to the same documents as the President. 
With Congress back in session this week 

revisionists attempts from the President. The U.S. President 
is losing his credibility.\" 


V Bush Defends his VStrategy for Victory. V" 

Philippe Gelie in right-of-center Le Figaro (12/01): \"Just 
like Lyndon Johnson during the darkest hours of the war in 
Vietnam 

his supporters. Yesterday the President 

criticism 

launch his new campaign to explain the war in Iraq to the 
American public. This speech 

be given until the elections in Irag on December 15 
provide new information but marks a turning point in the 
White House\'s approach. For the first time since the invasion 
of Iraq 32 months ago 

coherent strategy 

a measure of modesty to persuade his fellow citizens to be 
patient" 


Vlraq: A Turning Point In the Fight Against Terrorism.\" 
Alexander Adler in right-of-center Le Figaro (12/01): "The 
military operations in Afghanistan and in Iraq do not 
constitute victories for the Americans. they were more 
political than military. In spite of the blows that the 
American army has been able to inflict on the Iraqi jihad 
along the Syrian border 

that the war against terrorism has taken a turn. The question 
is will Bush be able to come to an understanding with the 
Iranian elite in time to create a favorable political climate 
in Iraq before Congress and the pacifist American 
intelligentsia succeed in completely paralyzing America\'s 
capacity to carry on the war?\" 


Alleged CIA Prisons 


VWashington Will Give Explanations on CIA Activities in 
Europe. V" 

Corine Lesnes in left-of-center Le Monde (12/01): VJack Straw 
wrote to Secretary Rice on Tuesday to ask for clarification 
concerning the Vallegations that the CIA set up terrorist 

camps in Eastern Europe.V The Europeans are waiting for a 
reaction from the American authorities. These have not yet 
formally denied the accusations. The existence of Vblack 
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sites" where \'phantom\' detainees might be incarcerated has 
not been proven to date. But Human Rights Watch has proof of 
the CIA using several European airports for transit of 

aircraft going or coming from Guantanamo. The Europeans 
consider that the stopovers 

violation of the EU\'s founding values." 


Israel - Shimon Peres Leaves His Party 


VA Stainless Steel Politician\" 

Didier Francois in left-of-center Liberation (12/01): "The 
political earthquake triggered by SharonVs departure from the 
Likud has just triggered a mirror reaction in IsraelVs left 

with Shimon Peres\'s decision to join Sharon. After much 
hesitation 

overtures 

action. While he has not formally joined SharonYs new party 
he has given him his support and signaled his intention of 
Vsupporting the coalition\' for peace. This pacifist support 
for Sharon 

been supportive of a territorial compromise with the 
Palestinians 

leader of the Israeli left. while helping Sharon who has 
openly been courting Peres. ' STAPLETON 
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4. (SBU) BTC allocated $12.3 million to its Community 

and Environment Investment Program in Turkey 

promote sustainable social and economic development in 
settlements within the 4 km wide BTC pipeline corridor 
working with multiple NGO implementers. BTC 
Environmental and Social Manager Paul Sutherland briefed 
Energy Officer on its detailed response to the report 
generated by the UK OECD investment complaint process rep 
(ref). Although he did not share the UK report or the 

draft response 

details. After carefully researching the complaints 

some alleging discrimination against \"minority\" groups 
BTC identified all of them as unfounded 

unfair. The BTC rep said that the UK investment rep was 
not adequately briefed on individual village agreements 

and BTC suspects that the Kurdish Human Rights Project or 
others might have pre-coached complainers 

pursuing political agendas or encouraging a last shot 
opportunity at BTC\'s perceived deep pockets. 
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5. (SBU) Sutherland described the detailed needs 
assessment process 

officials 

Affairs identified and agreed on community investment 
program goals and contributions of all the different 
parties 

BTC contribution was intended to be a catalyst and lever 
for meeting community felt needs. These village 
agreements were documented and made public. The BTC rep 
cited a number of early successes in livestock artificial 
insemination and irrigation. In no situation were 
community investment funds to be used for political or 
religious institutions. Here are a few examples of 
complaints and responses researched by BTC: 


-One complainant alleged that other villages got new 
mosques 

because their village was predominantly Alevi. Response: 
Absolutely no funds have been dispensed for religious 
purposes. 


-Some villagers complained that BTC did not provide 
promised water systems or roads. Responses: All 
complaints involved: items not agreed to or promised in 
needs assessment agreement; non-performance by third 
parties (not under BTC control) such as a sub-contractor 
engaged by GOT Village Affairs; confusion with separate 
commitments from BOTAS on the separate natural gas spur 
to feed Pump Station One (BOTAS insisted that this be 
separate from BTC). 


6. (SBU) Sutherland asserted that the grievance systems 

for both land appropriation and construction problems 

were robust and working well. He noted that they were 
transparent and internet-based 

performances they were succeeding; i.e. 

outcomes documented and number of outstanding complaints 
diminishing. 


7. (SBU) The BTC rep also cited numerous instances where 
the project had taken costly measures or delays to 

protect spawning fish 

newly-discovered archeological sites (overcoming frequent 
objections from BOTAS). He noted that many of the 
pipeline block valves were located for environmental 
reasons. The project has carried out extensive seed 
collection and anti-erosion measures as part of its 

intense land reinstatement program. 


8. (SBU) COMMENT: Embassy agrees with BTC\'s assertion 
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that the complaint process is working and under control. 
The project can serve as a model for international 

pipeline approach to community and environment 
sustainable development. In a project of such magnitude 
there will be some lingering construction complaints 
and/or gadflies seeking to take advantage of BTCYs deep 
pockets or to advance their own political agendas. As 
noted in previous reporting (ref) 

Kurdish Human Rights Project and others are being driven 
from outside Turkey and do not resonate domestically. 
BTC is doggedly working these issues externally and 
transparently. It is not clear how much of the BTC high 
standards for safety and environment will be taken on 
board by BOTAS when it executes its connection to the 
follow-on South Caucasus natural gas Pipeline (the Turkey 
portion and connection to its grid at Erzurum are 

separate from the international SCP natural gas pipeline 
consortium). 


McEldowney 
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opposed to the common law" system. Case preparation and 
evidentiary standards are not yet up to U.S. or western 
European standards. 


7. (U) An Extradition Treaty and a Mutual Legal Assistance 
Treaty is in effect with the United States Government. 


PKK 


8. (C) Iraq has been the major sore point in U.S.-Turkish 
relations for the past three years 

of Turkish ire is the continuing presence of the separatist 
PKK in northern Iraq. The PKK called off its unilateral 
\"cease-fire\" with Turkey in the summer of 2004 

been in place since 1999. Since then 

(primarily using IEDs) and increased Turkish military 

activity in the southeast have resulted in dozens of deaths. 
The Government of Turkey blames us for allowing the PKK to 
maintain terrorist training camps in northern Iraq 

which PKK leaders have command and control over operations 
in Turkey. Coalition forces are not in a position to take 
resources from the fight against the insurgency in order to 
fight the PKK. 


9. (C) In an effort to take action where we can - and to 
improve our relationship with Turkey - there is an ongoing 
interagency effort to approach European countries where the 
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PKK currently conducts criminal activities to support its 
terrorist goals (including extortion and narcotics 
trafficking). The PKK also runs media outlets in Europe 
and its European network provides logistical support to its 
operatives in Turkey and Iraq. The USG estimates that 
illegal PKK \"mafia\"-like activities in Europe raise $300 
million per year. The U.S. effort on PKK in Europe is 
multi-pronged 

governments not to allow PKK to use their territory 
pressure on PKK media outlets 

closely in support of Turkish efforts to secure European 
law enforcement and judicial system action against PKK. 
This support was offered by APNSA Stephen Hadley when he 
visited Ankara in September and by other senior officials. 
Complementary to these efforts 

pressing Turkey to strengthen its relatively weak anti- 
terrorism finance regime. Additionally 

enhanced intelligence support to the Turks as they carry 
out counterterrorism operations in Turkey. 


KEY ISSUES TO RAISE DURING YOUR VISIT 


10. (U) The TNP is the main liaison contact with the Legal 
Attache office. We would request that you thank the TNP 

for its continued cooperation and support. You may wish to 
express condolences for the loss of TNP officers in Iraq in 
2005 and for the many deaths over the past two decades as a 
result of PKK and other terrorism 

of the sacrifices the TNP makes daily and we appreciate the 
advice and guidance they provide to us. 


11. (C) Turkish authorities are to be congratulated on the 
recent arrest of Lu\ay Saga 

role in the 2003 Istanbul bombings. We will seek to assist 
the Turkish authorities in confronting the terrorist 

activities that are undertaken by the PKK and various 
Marxist organizations from safe havens in Europe and 
northern Iraq and that continues to threaten Turkish 
citizens. We seek to assure the Turkish authorities that 
we will follow any lead they provide us regarding anyone in 
the U.S. who may be connected to or providing support for 
terrorists. We also want the Turks to know that if they 
have information about PKK affiliates operating in Europe 
we will work 

enforcement liaison in Europe to bring them to justice. 


12. (U) The Embassy is especially proud of the recent 
successful cooperation between the FBI and the TNP that 
resulted in the arrests in Turkey and Morocco of those 
responsible for releasing the destructive ZOTOB virus 
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which plagued CNN 
numerous corporations throughout the world. 


MCELDOWNEY 
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attention to World AIDS Day at his weekly general audience in 
Vatican City November 30. The Holy See\'s official message for 
AIDS Day was released earlier by the President of the Pontifical 
Council for the Health Care Workers 

Barragan. The message highlights the particular vulnerability 

of women and girls to HIV infection and AIDS 

impact of HIV/AIDS on women aggravates inequality and hinders 
progress towards the universality of rights.\" The Vatican\'s 
message stressed that the advance of HIV infection among women 
Vthe columns of families and communities 

of social collapse in many countries. 


2. While restating the Holy See\'s policy of abstinence from 
sexual activity before marriage and marital fidelity as the best 
methods to prevent HIV infection 

end to the stigma that surrounds people with HIV/AIDS. Cardinal 
Lozano Barragan outlined the Holy SeeVs policies to achieve 
greater efficiency in the fight against the AIDS pandemic. 
These include 

combat HIV/AIDS 

discrimination against people with HIV/AIDS 

campaigns 

nations 

medicines for sufferers of HIV/AIDS 

mother/fetus transmission. The Vatican\'s message repeated 
statistics that the Catholic Church and related agencies provide 
some 26.7 percent of the care for people with HIV/AIDS 
worldwide 

asked to address the pandemic in their regions. 


3. COMMENT. The Holy Seevs global reach and presence makes 
it a valuable partner in efforts to combat the spread of HIV and 
initiatives to treat and care for HIV/AIDS victims. While media 
attention on the PopeYs message for AIDS Day tended to focus on 
his not mentioning condoms 

and Catholic Church\'s consistent and long-running outreach to 
people with HIV/AIDS. We note the work of the Church in places 
like Vietnam 

provides hospice care for terminally ill AIDS sufferers. It is 

this kind of behind-the-scenes work that is the real face of the 
Holy See towards HIV/AIDS and counters the hostility of those 
who focus only on the condom issue. END COMMENT. 
SANDROLINI 
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in the EU Parliament will send a separate delegation to 
Turkey for the trial. The head of Turkey-EU joint 
parliamentary commission 

lawmakers Daniel Cohn Bendit and Helga Trupel will come to 
Istanbul for the trial. 


Gul Remarks on Turkish Judiciary: Turkish Foreign Ministry 
(MFA) Spokesman Namik Tan said yesterday that Foreign 
Minister Abdullah Gul meant that Turkish judges acted more 
in line with our judiciary system when the FM said in a 
recent interview with Financial Times (FT) that the 

‘judiciary in Turkey is conservative 

are even more conservative.V "It was a technical 
description 

have carried out reforms together with the judiciary. FM 
Gul\'s words should be understood within this context 

said. Gul had also told FT that it was difficult to “spread 

the spirit of liberal reform\' through the Turkish judicial 
system. 


Bush Orders Torture of Terror Suspects: Turkish dailies 
cover an ABC news report on torture of terror suspects by 
Americans 

as well as then-National Security Advisor Rice and then- 
Attorney General Ashcroft. 


36 Million Americans Live Under Poverty line: Dailies 
report newly released US statistics showing that 12.5 
percent 

poverty line. Mississippi leads the US states in terms of 
poverty with 18.3 percent of people living under the poverty 
line. The poverty line in the US is 16 

of four. 


Hejaz Railway to be Reactivated: Turkey 

Saudi Arabia will work together to reactivate the Hejaz 
RailwayY which was linking Damascus to Medina 

during World War I 

Agency" (AA) reports. Turkish State Railways (TCDD) 
officials said on Wednesday that the railway 

1900 and 1908 

led by project director Abdul-Razzaq came to Ankara on 
Wednesday to hol talks on the project until December 5. 
The railway will strengthen cooperation among regional 
countries in many areas. Turkey attributes importance to 
the project as the railway will connect Europe to Middle 
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East 
countries 


Report on Street Children 
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report by the Istanbul Governor\'s Office shows that nearly 
80 percent of children living rough on the streets of 
Istanbul are under 15 years old 

According to the report 

number of homeless children are family disagreements (20.7 
percent) 

(17.1 percent). 10.5 percent of homeless children are 5 to 
9 years old 

and 20 percent are 16-18. The report says that many girls 
have left their homes to escape harassment and abuse 
faced more violence and exploitation on the streets. On 
problems of women 

institutions established to give support to battered women 
were not sufficient. In 2005 

office of Istanbul Governor for help 

phone calls to seek help from authorities. The applications 
are generally related to domestic violence or abuse 
violence at the work place. 


Interior Ministry Releases Alcohol Circular: Turkish 
Interior Ministry released a controversial circular 
regarding restriction of alcohol sales 

The circular released by the Interior Ministry in October 
says that municipalities had to reserve special areas for 
the sale of alcohol. The circular had been disclosed amid 
press reports lashing out at AKP municipalities for 
attempting to ban alcohol consumption 


Police Report on Narcotics Operations: According to a 
report by the Turkish Security Department on the fight 
against narcotics smuggling and organized crime 
police seized 9.3 tons of hashish 

tons of base morphine 

and 9.4 million Captagon pills and 845 

2004 

6 


EDITORIAL OPINION: Kyoto; Iraq 
\"Time to Act for Kyoto\" 


Derya Sazak commented in the mainstream VMilliyetV (12/1): 
V'The entire world is standing up to show its awareness of 


Column 3 

global warming. The Montreal meeting is also an effort to 
break the US and Australian resistance to the Kyoto 

protocol. Interestingly enough 

consequences pose the most serious threat to developed 
countries such as the US and Canada as seen during the 
recent hurricane. However 

polluters 

US is acting against reports from American institutions as 

well as the Pentagon warning about the danger of climate 
change. Canadian officials have already described climate 
change as a problem more dangerous than terrorism. Turkish 
environmentalists will join the international forum on 
December 3 and organize local demonstrations to warn against 
global warming. We support their drive to urge the US to 

sign the Kyoto Protocol and work for clean energy. V" 


\"Recognition of Kurdish Fact in Iraq\" 

Cengiz Candar commented in the tabloid \"Bugun\" (12/1): V'With 
elections coming in two weeks 

new era as the transition period comes to an end. In 2006 

Iraq will either continue its current existence with a 
confederation-like structure or face a process of division 
following a civil war. Even though the international 

community 

Iraqvs internal and regional circumstances the latter option 

is not off the table yet. The Turkish Foreign Ministry gave 
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its okay for flights between Turkey and Erbil 

the Kurdistan regional administration. This signals an 
important step toward changing traditional Iraq policy. 
However what Turkey should do as well is recognize and 
establish official contact with Barzani as the president of 
the Kurdistan regional administration. There is no other 
conceivable way to address the situation 

already been received at high levels in London 

Berlin and the Vatican." 
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said 

acknowledged Poland\'s difficult situation 

Poland continue to press to maintain a tough NAC text 

as Poland\'s new government seeks a constructive relationship 
with Russia. 

HILLAS 
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reference to 1 March 2003 

against a resolution in the Turkish parliament that would 
have authorized U.S. troop deployment into Iraq through 
Turkey. 


4. (C) Baykal delivered a three hour speech at the 
Convention 

the secular and unitary Turkish Republic. He claimed that 
forces were attempting to break up the country and turn it 

into an \"Islamic theocratic state. He accused PM Erdogan 
the leader of the governing and pro-Islam Justice and 
Development Party (AKP) 

He also stressed the importance of holding early elections in 
2006 so that Erdogan does not become president in 2007 (ref 


5. (C) Baykal and his inner circle exercise nearly complete 
control over CHP 

and criticism of their leadership among the rank and file. 
POLOFFs have heard repeated criticism of Baykal and his inner 
circle from a variety of current and former CHP members 
including dissident CHP MPs Hasan Aydin 

Batu 

Serafettin Elci; and former senior CHP leaders Erol Cevikce 
and Ertugrul Gunay. Baykal has systematically purged all 
opponents from positions of power within the party according 

to Batu 

who opposed Baykal at the January 2005 party convention have 
been punished by the party. All local and regional party 

leaders who backed Sisli mayor Sarigul for the party 

leadership earlier this year (refs B and C) have been 

replaced. 


6. (C) Baykal and his cronies have used a variety of dirty 
tricks to retain control of CHP. A common tactic is to 
advertise that local party meetings will be held at a 

specific time 

regional or national conventions 

with a small group of loyalists at a different time 

and place -- and select pro-Baykal candidates. Baykal\'s 
dictatorial tactics have undermined CHP\'s popularity and 
caused many grassroots supporters to desert the party (ref 


INCREASING NATIONALISM AND ANTI-AMERICANISM 
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7. (C) Although CHP MPs continue to describe their party as a 
contemporary 

leadership is increasingly using nationalistic 

anti-Islamist 

the statist status-quo. CHP\'s leaders reject accusations 
that their party is anti-EU because CHP MPs have routinely 
supported EU reform legislation in parliament. At the same 
time 

and contributed to conspiracy theories alleging that the EUVs 
real goal is to break up Turkey. In conversations with 
POLOFFs 

senior party leaders close to Baykal 


-- talk endlessly about their perceptions of corruption 
mismanagement 


- rail against the EU and IMF; 


-- criticize U.S. foreign policy 
lack of U.S. military action against the PKK; and 


-- spin conspiracy theories about supposed repeated U.S. 
interventions in domestic Turkish politics 

allegations that the USG supported AKP\'s rise to power in 
Turkey. 


8. (C) Comment. Although BaykalVs strategy has garnered him 
complete control of the party 

who are ideologically inclined to support a secular 

democratic party. Baykal 

nationalistic voters to the party 

to pander to that portion of the population. CHP received 19 
percent of the vote in the November 2002 election 

October 2005 ANAR poll published in Turkiye newspaper on 
November 24 indicated that CHP\'s support had dropped to 14 
percent. Whatever the specific poll numbers 

agreement here that CHP 

of the Turkish left will remain dim 

other leftist parties 

create internally democratic structures 

that address the real concerns of average Turks 

grassroots party base. Despite CHP 

and anti-American rhetoric will exert a negative domestic 
influence on Turkish 

Comment. 
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was ejected from the polling station while emboff watched. 
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--Emboff in Damietta reported that polling stations in areas 
considered NDP strongholds appeared to be opening and 
functioning. Stations in MB areas 

inconsistently open by mid-day. NDP activists in Damietta 
were issuing chits to NDP voters which appeared to allow 
these voters to cross the police lines at a number of 
stations in Damietta. 

--Emboff in Daqahiliya noted also that police cordons around 
many urban polling stations appeared in some cases to be 
enabling access by NDP voters and discouraging MB 
participation. 


5. (C) Violence: There were numerous scattered reports of 
violence over the course of the day. Most seriously 

1800 local time 

the Neo-Nasserist Karama (Dignity) Party was killed during a 
clash with security forces in Kafr El-Sheikh. Unconfirmed 
reports also suggested that Hamdeen Sabahi 
leader/candidate had also been hospitalized with injuries 
suffered in the melee. In addition 

following other incidents: 


--In Mansura 

photographer (protect) 

a closed polling station by unidentified thugs bearing 
machetes. 


--In Kafr El-Sheikh 
Al-Jazeera 


-- At various polling stations around Dagahiliya 

observed multiple clashes and high tensions between 
supporters of various candidates as well as police clashes 
with and arrests of MB supporters. 


6. (SBU) Key domestic monitoring groups funded jointly by 
USAID and MEPI both issued press releases sharply critical of 
the day's events. The Independent Coalition for Elections 
Monitoring (ICEM) said that the arrests of more than 600 
opposition supporters (mostly MB) in the 48 hours prior to 
December 1 V'adversely affects the credibility of government 
actions" ICEM also noted that several of its observers had 
been warned by unknown persons not to pursue their monitoring 
work. ICEM also noted the following: 


--an up-tick in denial of access by ICEM observers to polling 


Column 3 
stations by GOE officials. 


--three separate beatings of ICEM observers in Kafr El-Sheikh 
and Sohag 


--arrests of MB \"poll watchers\" in Kafr El-Sheikh and Sohag. 


--multiple reports of \"disenfranchisement of opposition 
voters\" due to cordons and other denial of access by the 
security forces. 


7. (SBU) The Egyptian Association for Supporting Democracy 
(EASD) issued similar critical findings 

increasing security interventions that have led to the 

closing of polling stations 

exclusion of civil society monitors 

citizens from the voting process.\" 


8. (C) The defining characteristic of round three so far 
appears to be an increase in security force cordons outside 
polling stations 

to the polls by non-NDP voters. The ultimate effects of 
these tactics will only be clear once the results are 
announced 

already crying foul. End comment. 
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the brain alone and concentrating on financial sources in 
Europe. Yarasli said this was a widely-held view in Turkey 
including in state agencies. Econcouns responded that 

as in the fight against Al-Qaida 

tracks; using military 

techniques. In addition to going after the brain of the PKK 
we can go after its blood supply: financing from Europe. 
Yarasli 

urged that all methods be used in parallel. Econcouns said 
he looked forward to receiving the GOT\'s response to U/S 
Levey\'s letter. 


8. (C) FBI Director Mueller\'s visit provides a major 
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opportunity for the U.S. to be seen by both the GOT and 
public opinion as taking action on PKK. Announcement by the 
FBI director of the visit of a team the following week would 

be an important deliverable and reinforce his other messages. 


9. (C) Post recommends FBI agree to send a case management 
expert 

recommends CIA send a PKK expert 

purposes and because of his expertise on the PKK names in 
question. 
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representative\" of Iraqvs population. Zebari 

briefed Douste-Blazy on the evolution in Iraq\'s political 
process since 2004 and the crucial run-up to December 
elections. According to Sivan 

Iraq's next government would be one of \"national unity 
which would be more stable than its predecessors and maintain 
the unity of the country. Sivan said Zebari sought to 
emphasize his support for Iraqvs unity and greater Sunni 
inclusion in the political process 

agreement with the GoF. Sivan reported that Zebari also 
thanked the GoF for its support for Arab League efforts to 
promote Iraqi reconciliation 

Iragi-Arab League initiative. 


FOCUS ON EXISTING ASSISTANCE 


4. (C) According to Sivan 

Zebari the GoF\'s readiness to assist Iraq\'s reconstruction 

within the context of existing programs 

\"JUSTLEX\" program (under which 40 Iraqi police have attended 
gendarme courses in France) 

(through which some 500 Iraqi students have studied in 

France 

prospects for increased or new GoF assistance to Iraq 

claimed that Zebari did not press the issue 

FM did stress the need to speed up the JUSTLEX program. 


5. (C) Sivan confirmed that the two sides had discussed the 
long-stalled GoF offer to train up to 1 

France 

that the training offer remained on the table 

Zebari\'s visit hopefully would prompt movement on the Iraqi 
side. At the same time 

Zebari visit 
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Iraqi Vice Minister for Security to discuss the offer 

on doubts about the official\'s competence and GoF inability 
to secure ministerial level meetings. Sivan concluded that 
the GoF wanted participant names from the GOI 

MOI delegation visit 

questioned SivanVs dismissive attitude to the MOI follow-up 
visit 

training needs and work constructively with the ITG to 
implement the offer. In press remarks 

Iraqi readiness to accept the French training offer 
suggested that the delay was on the French side 

the ITG had sent senior officials and diplomatic notes to 
discuss the training and in what country it might take place. 
Asked about ZebariVs suggestion that the French training 
could take place somewhere other than France 
emphasized that the GoF training offer was intended to take 
place in France only. (Comment: When France first floated the 
training proposal in 2003 

training might take place somewhere in the region 

Iraq; this past year 

suggested that the training would be possible in France only 
in the near term 

such as Qatar 


6. (C) Sivan reported that Zebari and Douste-Blazy also 
discussed lraqi assets frozen by France 

to the Development Fund to Iraq (DFI) requires new French 
legislation. Sivan explained that the French Ministry of 
Finance was on the verge of finalizing the draft legislation 
for submission to the National Assembly 

the progress had been slowed by interagency coordination. 
Sivan added that the GoF had hoped to sign the bilateral 
accord formalizing cancellation of Iraq\'s debt during 
Zebari\'s visit 

the agreement was \"not quite ready" to be signed at the time 
of Zebari\'s visit 

signature taking place within a few days. 


HARSH CRITICISM OF SYRIA 


7. (C) Sivan was struck by the vehemence of Zebari\'s 
criticism of Syria 

number one problem and the main source of terrorist 
infiltration. Zebari stressed to Douste-Blazy that the SARG 
harbored malicious intent towards Iraq and that it was not a 
case of lack of Syrian capacity in securing its border. 

Sivan reported that Zebari made an interesting comparison 
between Syria and lran 

its hard-core Ba\'thist character 

political process in Iraq; Iran 
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Iraqvs political process to the extent that it sought to 

promote its political proxies within Iraq. In the end 

Zebari concluded that Iran wanted a stable Iraq 

susceptible to its influence 

Douste-Blazy responded to Zebari on Syria 

that the French FM did not disagree with ZebariVs assertions. 
At the same time 

GoF remained insistent on Syrian compliance with UNSCR 1559 
\"nothing more\" than that 

1559 as a weapon against Syria. 


PRAISE FOR ZEBARI 


8. (C) Sivan concluded by praising ZebariVs effectiveness and 
shrewdness as an interlocutor 

exception among ITG ministers. He observed that ZebariVs 
presentation to the National Assembly foreign relations 
committee impressed the audience of some 40 MPVs 

perhaps not totally convinced of his arguments 

his views on prospects for the political process and the need 
for U.S. troop reductions to be conditions-based. Sivan 
asserted that 

visited France in the past year 

Culture and Education 

ineptitude with which they handled meetings with the GoF. He 
ascribed the situation to an overwhelming lack of capacity 
within the ITG 

Zebari 

incompetent ministers. Sivan expressed hope that formation 
of Iraq\'s permanent government would herald a more competent 
administrative corps 

France to offer more help 

capacity. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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sent at least 117 names to the IECI for 
disqualification. Al-Shami indicated that the DBC 
expects to submit more names in the coming days. 


3. (C) Al-Shami averred that the overwhelming majority 
of the DBC-identified candidates were high-ranking 
BaVathist military officers during SaddamVs regime. 
Poloffs rejoined that it is important that the process 

of identifying these persons be transparent and 

subject to a reliable appeals process. Al-Shami added 
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that the candidates represent virtually all parties 
participating in the election; however 

that very few are from the Shia parties. He asserted 
that the DBC is nonetheless apolitical 
contradictorily disclosing 

only two of the six directors general at the DBC not 
on a party candidate list. 


4. (C) On November 29 

concern about the DBC action to Deputy Prime Minister 
Chalabi. Chalabi agreed that candidates named by the 
DBC should not automatically be taken off the election 
lists. The DBC\'s submission 

ICrind while continuing to appear 

on party or coalition lists. According to Chalabi 

apart from submitting names to the IECI 

not pursue further action. 


5. (C) The original letter sent by the DBC to the IECI 
noted that the candidates in question were covered by 
de-BaVathification procedures (reftel). In response 

to this letter 

parties notifying them that the DBC had identified 
specific candidates as persons covered by the de- 
BaVathfication Law and asked for a reply within three 
days. (NOTE: The IECI alone has the authority to 
disqualify any of the candidates. END NOTE.) 


6. (C) COMMENT: In a November 30 conversation with 
Poloff 

dismay at the open-ended nature of the de- 
BaVathification process. He agreed that 

minimum 

tell the DBC that further submissions would be 
inappropriate given the proximity of the election. We 
will continue to follow up with Jenness 

appropriate political leaders. END COMMENT. 
KHALILZAD 
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A. V'Integrity and Corruption" 
(Editorial by Mohammed Jubair - Kitabat - \"Writings\" Website 
(http://www.kitabat.com) - independent based in Germany) 


VWherever you find corruption 
is an everlasting duality linked to the existence of good 
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people and bad people 

has been established to monitor the performance of 
government institutes and prevent administrative corruption. 


VWith the rule of law subsiding against the rulers law 
corruption can be found at the top of executive hierarchies 
and it is no longer a shameful subject to mention. 

The integrity commission carries the huge burden of serious 
corruption issues 

the head of the Commission on Public Integrity 

interviews 

cases and the names of those involved in administrative 
corruption and the abuse of public funds. 


\"If an official or even an ordinary person addresses this 
subject 

passing on its corrupt heritage to the current government 
which has prepared a suitable environment for corruption. 
But corruption of the past doesn't justify that of today 

and higher levels at ministries and institutes should be the 
first frontier in stranding up to and eliminating such 
practices 


\"The huge responsibility of the commission 

number of cases investigated but yet to be announced 

the commission\'s employees and their families under the fear 
of serious threats 

situation where those defending what is right become the 
weaker party against the powerful defenders of wrong. But 
this situation is a temporary stage that shouldn't last 

the rule of law should prevail again. The people should be 
able to hold accountable all those taking advantage of the 
country's wealth 

is the only thing to prevail.\" 
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Tawafoq members are suffering from the Iraqi Security 
Forces that are preventing campaigning and from groups 
(al-Qaida and al-Zarqawi) that are trying to 

assassinate them. Mashadani asked that the USG tell 
the Gol to order officers to stop tearing down 

campaign posters and end raids until after the 

election. 


3. (C) Mashadani said he would be traveling to Kuwait 


and Saudi Arabia to try to secure funding for Tawafoq 
but that time is running short. 


Column 3 
POST-ELECTION ASSESSMENT: NEED UNITY GOVERNMENT AND 
STRONG MINISTRY OF HUMAN RIGHTS 


4. (C) Mashadani speculated that the Shia Alliance 
will receive 70 seats 

seats 

List 15-30 seats. He said Tawafoq will be the 
legitimate leader of the Sunni Community in the 
Council of Representatives. 


5. (C) Mashadani praised the investigation of the 

Bunker detention facility and related abuses. The 
Ambassador assured him that the Embassy will continue 
to pursue this matter and that investigations will 

happen at other facilities. Mashadani agreed with the 
assessment that it is crucial that the next 

government's Minister of Interior not be linked to 

militia groups. Mashadani said the Ministry of Human 
Rights (MoHR) should have executive powers and courts 
because if human rights are respected then the 

situation will improve. 


6. (C) Mashadani said that \"for us to succeed and 
finish the transitional period 

national unity government. If any one group is 
excluded 

be allotted to the electoral blocs according to the 
percentage received in the election. He said MoHR 
should go to Tawafog and MOD to the Kurds (for two 
years) 

Abd al-Mahdi as Prime Minister. 


7. (S) Mashadani told the Ambassador that security 

will remain a problem if proper attention is not paid 

to it. He said Tawafoq has played an honest mediator 
role to convince most armed Sunni groups to disarm as 
the political process continues. The Ambassador 
encouraged Tawafog to continue to play this role and 
said the US would do what it could to support the 

effort. 


8. (S) Mashadani told the Ambassador that he and other 
Tawafoq representatives had recently returned from 
Jordan and lran 

Rafsanjani. He said the Tawafoq members told 
Rafsanjani they would do what they could to help calm 
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the Iraqi insurgency 

exhort Badr Corps to ratchet down its activities as 
well. They warned the Iranians that there will be a 
civil war if the Sunnis are prevented from 
participating in the elections. Rafsanjani reportedly 
responded by referring to the January elections and 
saying that ?we did not prevent you 

did.? 


9. (C) Mashadani produced a statement from the BaVath 
Party that he said had some positive aspects (e.g. 

belief in democracy) and some negative ones (e.g. 
allegations that upcoming election results are already 
pre-cooked and that civil war will result from the 
increased arming of Shia groups). He said the basic 
BaVathist demands have not changed: release all 
detainees 

soldiers back into the armed forces. 

10. (C) In response to a question about the future of 

the now outlawed BaVath Party 

that the leadership has made many mistakes. He added 
that the Tawafoq members are trying to contain the 
BaVathists and engage them in the political process. 
This calls for them to move away from old Ba?athist 
ideas to new national and cultural ideas and to keep 

the party from being a destructive element. Mashadani 
emphasized that Tawafoq is trying to deal with the 
Ba?athists but is not \"with\" them. 
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task force 

confirm that all agencies are doing what they should for 
implementation. Fernndez appointed as interim director 
Guaracuyo Felix 

Wilma Arbaje 

experience 

week from a trip abroad. Meeting with USAID and Embassy 
economic officer November 17 

task force reflected the administration 

there was \"need for additional focus" to ensure that 
implementation comes off without a hitch. He stressed that it 
is still the Ministry of Industry and Commerce and not the 
task force which holds ultimate responsibility for 
implementation. 
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4. (SBU) Felix offered for the task force to meet with 

Embassy officers weekly until implementation 

that the Embassy and USG are informed on status and aware of 
potential problems. He said the government plans to have all 
necessary pieces in place by mid-December 

government shuts down for the holidays 

preparedness. (Secretary of Industry and Commerce Javier 
Garcia was quoted in the press on December 1 as citing the 
mid-December deadline.) Felix commented on widespread 
expectation among CAFTA participants that the implementation 
date could slip to March 1 

practical and less stressful to all participants 

the United States. V 

DOMINICAN CUSTOMS 


5. (U) Customs Technical Subdirector Eduardo Rodriguez told 
us soon afterwards that his agency is also working with a 
January 1 implementation date 

indicated that Customs believes CAFTA countries might decide 
to delay implementation. Rodriguez was confident that the 
Dominican Republic will be ready for January 1. He cited as 
progress the expected congressional approval of the fiscal 
reform package including regulatory changes necessary for 
implementation. For instance 

a consular fee charged for all goods imported to the country 

is written into the fiscal reform package. 


USAID CONSULTANTS 


6. (U) USAID has hired two contractors with CAFTA negotiation 
experience in Central America to work on IPR and Agricultural 
issues. IPR expert Federico Valerio is concerned that 
INFADOMI (an association of unscrupulous pharmaceutical 
copiers) continues to try to influence the patent office 

(ONAPI) into implementing procedures that favor patent 
violators and run counter to CAFTA. So far 

has resisted the pressure and the country is moving in the 

right direction on implementation. Another indication of 

this 

Andres Bautista\'s firm and vocal refusal to further consider 
INFADOMI-backed IPR-weakening legislation that the Embassy 
had earlier pointed to Bautista as problematic for CAFTA. 


7. (U) The USAID-hired agricultural policy expert 

Santa Maria 

Ministry of Agriculture 

particularly the most sensitive: rice quotas. The Ministry 

of Agriculture has drafted new quota regulations which 
compartmentalize quotas into three periods during the year 
meaning that an importer must time imports according to a 
government-imposed schedule. Other CAFTA participants allow 
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flexibility to use quotas whenever desired throughout the 
year. Santa Maria said that the Dominican approach is not 
unreasonable--it is based on historical marketing data--but 
added that it could potentially make importation more costly 
forcing importers to bring in smaller quantities 

than they would under a more traditional approach. 
KUBISKE 
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end." Based on Bernard\'s conversations with MINUSTAH 
estimated that recent delays would add at least USD 10 
million to the elections budget. However 

MINUSTAH budgets lacked detail and were thus difficult to 
assess. 


2. (SBU) Additional elections costs and unmet donor pledges 
will create a cash flow problem after the January 8 first 

round. Because the EU has not disbursed Euro 8 million of 

its pledged contribution 

USD 46 million of the 56.6 million pledged. (Note: An EU 
officer said comments by the EU chairman that EU aid would be 
cut off as a result of recent delays was an empty threat. 

Such a decision would have to be taken by all 25 EU members 
and given strong support from some members 

he felt it unlikely that the EU would make any move to cut 

off funding. He expected 95 percent of the Euro 8 million to 

be disbursed during the week of December 5. End Note) 
Nonetheless 

LeChevallier 

through to the first round 

shortly thereafter. 


3. (SBU) Comment: Bernard\'s estimate that the budget overrun 
will be at least 10 million reflects estimates of the growing 
deficit in the past weeks. However 

remains unclear; the OAS and MINUSTAH have been unable to 
produce a detailed 

request. Instead they continually debate and blame one 
another for overruns and delays. The Core Group should 
consider that UN head quarters audit MINUSTAH\'s elections 
budget in order to produce a clearer picture of the budget 
needs. 

KERST 
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surprise about the U.S. position 

MFA had thought the \"or\" language was a first draft that had 
already been superseded by the \"either\" text. 


2. (C) On substance 
that a decision would be reached at the NAC. The problem was 
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how to overcome continuing reservations by some countries 
especially Italy 

\"regret\" in the same paragraph. Roux said France is fine 
with the use of the word V'urge 

compromise on the use of \"regret.\" The MFA did not support 
the inclusion of V'regret 

used in last year\'s text. 


3. (C) In an effort to find another compromise approach 
suggested a combination of the \"either\" and \"or\" texts to 
read as follows: 


\"Given the lack of progress on the further withdrawal of 
Russian military forces from the Republic of Moldova 
its resumption and completion as soon as possible.\" 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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Cooperation for the Human and Ecological Rehabilitation and 
Development of the Semipalatinsk Region of Kazakhstan" 

has been unanimously adopted by the Second Committee of the 
General Assembly of the United Nations on 1 November 2005 in 
New York. 


The Government of Kazakhstan attaches great importance to the 
adoption of this resolution and looks forward to working on 

its full its full and effective implementation with all the 

United Nations member states and international development 
organizations in order to ensure the human and ecological 
rehabilitation and human development of the Semipalatinsk 
region. 


The Ministry of Foreign Affairs of the Republic of Kazakhstan 
avails itself of this opportunity to renew to the Embassy of 
the United States of America to the Republic of Kazakhstan 
the assurances of its highest consideration. 


Astana 
Embassy of the United States of America of the Republic of 
Kazakhstan 


Almaty 


End text. 
ORDWAY 


Column 3 
NNNN 


46562 

her reputation 

that she was not V'well known!" in France. Douste-Blazy was 
reportedly the first foreign minister to congratulate FM 
Steinmeier following his consultations 

are that contacts between the German and French governments 
are continuing apace as before. Separately 

that the MFA was currently \"obsessed\" with finding a solution 
to the EU budget impasse 

the UK Presidency would succeed in brokering one. He 
suggested it would be a mistake for PM Blair not to stop in 
France 

advance of the December ministerial and summit meetings. End 
summary. 


2. (C) Pol Deputy met November 30 with Counselor for 
Franco-German relations in FM Douste-Blazy\'s cabinet and 
German national 

to German Chancellor Angela Merkel\'s November 23 visit to 
Paris. German Ambassador Klaus Neubert provided a couple of 
additional insights to Ambassador Stapleton during a December 
1 meeting. 


Franco-German relations 


3. (C) Heldt described MerkelVs visit to Paris as correct 

and business-like; there were no fireworks 

there any problems. Given Merkel\'s cooler 

nature 

Chirac would never be as \"affective\" as that of former 
Chancellor Schroeder. While it thus was clearly no longer 
possible to speak about a Franco-German V'axis 

relationship would be marked by broad continuity 
Franco-German relationship would remain a key one within the 
EU. Neubert also conveyed 

business-as-usual approach in his enumeration of a steady 
stream of high-level officials 

Minister to the new State Secretary for European affairs 

were already making their pilgrimages to Paris. Citing 
Germany's liberal market philosophy as another example 
Neubert stated that while France and Germany had always been 
and would always be very different in many of their outlooks 
this had never prevented them from working closely together. 


4. (C) Heldt nonetheless blamed the GOF for some missed 
opportunities 
had committed a grave mistake in ignoring the CDU and Merkel 
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over the past two years. Although he had repeatedly argued 
with his colleagues at the Quai that it would be normal for 
French officials to cultivate relationships with promising 
German opposition party politicians early on and on a routine 
basis 

Vwell known.\" The one exception was Interior Minister 
Nicolas Sarkozy 

in his capacity as president of the center-right governing 
party. (Note: Merkel did meet with President Chirac 
Villepin 

visited France in her capacity as opposition leader.) Heldt 
said the lack of a longer and deeper acquaintance with 
Merkel 

success in depicting her as a radical liberal who would flee 
France\'s embrace for the arms of the UK 

officials to expect the worst. It was highly important that 
Merkel -- reportedly after some discussion of alternatives -- 
finally chose Paris as her first foreign destination to send 

a signal of the continuing viability and importance of the 
Franco-German relationship. 


5. (C) Asked about Foreign Minister Frank-Walter 
SteinmeierVs relationship with his counterpart Philippe 
Douste-Blazy 

an auspicious beginning. He related how he (Heldt) 

his connections in the German MFA 

that Douste-Blazy would be the first foreign minister to call 
Steinmeier when the latter assumed his new duties. Heldt 
proudly announced that 

within eight minutes of the end of the press conference that 
followed his confirmation as foreign minister. 


EU budget the key current concern 


6. (C) Heldt volunteered at the outset of the meeting 

returned to the point at the end of the meeting 

main \"obsession\" at the Quai at the moment was to see a 
resolution of the EU budget crisis (see reftel for a fuller 
discussion). He asserted that failure by the UK to find a 
solution by the December EU summit would put a permanent blot 
on its six-month EU Presidency 

accession negotiations with Turkey was its only 
accomplishment to date. He contended that uncertainties 
about PM Blair\'s authority 

the wings 

domestic standing attributed to Chirac. It should not be 

taken for granted that Blair would be able to deliver a 

budget agreement in the end. Neubert reasoned that paralysis 
in Paris and London 

any concessions 
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7. (C) Pol Deputy asked Heldt if Paris had received word 
that Blair also intended to travel to Paris following his 
consultations among new members 

deal was in the making. Heldt responded that the Quai 
currently had no information to that effect. He believed 
however 

failed to consult \"with the major players" in advance of the 
EU summit meeting. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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Mr. Bravo 

legal custody of Kaitlyn. Ms. Holman recently underwent a 
home study in Oklahoma 

parent and her ability and willingness to support Kaitlyn. 

We have the home study and are assisting with a translation 
for presentation to the courts (the translation Ms. Holman 
obtained in Oklahoma is of poor quality and would not be of 
assistance in a Costa Rican court). FYI. While Costa Rica 
has ratified the Hague Convention on Parental Child 
Abduction 

based on the absence of implementing legislation and overall 
non-compliance. 


5. Post makes periodic visits to Kaitlyn Bravo 

by representatives of PANI (El Patronato de la Infancia - 
National Child Welfare Agency). On November 17 

visit went awry - although Lizano agreed to the visit 

was no one at home 

Lizano\'s son) quickly affirmed that Lizano and Kaitlyn were 
in San Jose for the day. More than an hour later 

up by PANI indicated that someone was at home 

suspect Lizano acted to avoid contact with the Embassy and 
PANI. SEPTEL provides details of the visit and PANI 
thoughts regarding this case. 


6. Ms. Holman has legal recourses in Costa Rica. However 
these recourses would require a significant expenditure of 
time and money - perhaps several months in Costa Rica and 
thousands of dollars in legal fees alone. Ms. Holman has 
limited financial resources; she is employed part-time and 

is the sole provider for an infant child in Oklahoma. She 

has obtained some financial support from interested parties 
and is willing to come to Costa Rica in order to regain 

custody. We have argued that Ms. Holman should not have to 
contest Lizano\'s suit - Holman is the biological mother with 
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legal custody in the U.S. 

Rican citizenship 

she took steps to locate the child and regain physical 
custody 

parent 

be for a US court to decide. While the above seems 
reasonable 

will be required at some point. We have taken steps to 
minimize her stay 

lawyers have agreed to take her case and charge only for 
expenses). 


7. The reality is this - the longer Kaitlyn remains in Costa 
Rica with Lizano 

Rican courts to order her return to her mother. This case 
is a priority for us 

Rican authorities to do the right thing both legally and 
morally. 


FRISBIE 
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that the city's political scene remained dangerous. He had 
been an early member of the transitional Fallujah City 
Council 

city's powerful cleric class in the well-functioning 

municipal body. 


3. (C) Tens of thousands of Fallujans gathered early 
November 30 

funeral procession. The city\'s approximately 80 mosques 
broadcast news of the mufti\'s death throughout the day. 
The gathering progressed peacefully. (NOTE: Senior 
religious figures are expected to visit Fallujah in coming 
days to pay their respects. END NOTE) 


4. (C) Mr. Ibrahim 

Al Bishara 

November 30 

Operations Center (CMOC) that the mufti had been killed for 
two reasons: to create unrest in the city 

Sunni-ShiVa problems. Ibrahim added that the attack 
clearly had a \"political dimension\" and 

been committed by outsiders (implying a ShVia hit squad). 


5. (C) Ibrahim relayed that the city's new mufti would be 
Sheikh Khalil Mohammed Al-Fayadh 
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Jordan. An alternative would be Sheikh Jamal 

V blood brother.\" Mufti selection 

from certain qualities: religious education 
people\'s love for the cleric. \"All imams have this 
religious education 


6. (C) Poloff and Marines conveyed initial condolences and 
asked Ibrahim to pass the same message to Fallujah Mayor 
Sheikh Dhari 

senior and very political imam. (NOTE: Both Sheikhs Dhari 
and Kamal are running in the December 15 election; Kamal 
had previously told Poloff that he did not fear anyone in 
Fallujah 


7. (C) COMMENT: Sheikh Hamza\'s killing represents a blow 
to U.S. interests in Fallujah. Imams represent the most 
important group in the city (alongside U.S. Marines). The 
mufti had implicitly supported strong relations between the 
coalition and residents since November 2004. Fallujah 

Poloff had developed a close working relationship with 
Hamza. In July 2005 

on all Fallujans to vote in the upcoming referendum and 
election. They did. 


8. (C) COMMENT CONTINUED: Slow but steady progress in 
Fallujah -- especially on the political front (mobilized 
population) 

environment (increasingly ISF-led under effective Marine 
mentorship) -- became tied to the senior cleric 

his desire to stay above Iraqi politics and delegate that 

file to Sheikh Kamal. Sheikh Hamza\'s death also 
underscores that Sunni Arab extremists who once called 
Fallujah home -- some still do -- remain focused on 
destabilizing the strategic city. The attack likely came 
from within the Sunni community 

among Zarqawi and Al-Qaida-linked terrorists and 
supporters. This probable linkage 

confirmed and no group has yet claimed credit. Given the 
current dynamic 

Fallujah residents rather than to intimidate them. 
KHALILZAD 
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relief in New Orleans as a possible outcome 

not continue to build an effective model for dealing with 
pandemics. 


4. (U) Any action on the part of the CHR or Edmonton would 

likely be in conjunction with the province 

formulated its own strategy for minimizing the impact of a 
pandemic. The Alberta government has purchased enough Tamiflu 


Column 3 

for 260 

segments of the population most affected 

and health care workers. The province also has in place a 
network of 48 health care workers named \"Sentinels\" whose job it 
is to monitor flu cases across Alberta 

to the Provincial Laboratory in Edmonton. Whether H5N1 
bogeyman of the health community 

viral strain mutates into a threat to humans 

predict that it is only a matter of time before Alberta is faced 

with a new pandemic. Calgary Mayor Dave Bronconnier says the 
city 

\"(we must) ensure that in the event that this does take place 
Calgary is ready". 

AHMED 
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(in the January elections) 

votes in the South 

then 

rights being as bad as during the Saddam regime would 
cost him votes. 


4. (C) In response to PolOff\'s query about the Kurdish 
Islamic partiesV public split from the main PUK/KDP 
alliance 

harmed the Kurds\' chances in the election. The 
Islamic Movement of Kurdistan (IMK) and the Kurdistan 
Islamic Union (KIU) were both moderate groups 
Karadaghi claimed 

as the V Muslim brotherhood of Kurdistan. V 


5. (C) Karadaghi went on to state that the Kurdish 
Islamic parties remain on very friendly terms with 

both the Kurdish Regional Governments (KRG) in Erbil 
and Sulaymaniyah. The difficulty 

the Islamic groups did not agree with the main Kurdish 
parties on the distribution of seats within the 

Alliance. In the last election 

Karadaghi 

due to the likelihood that the Kurdistan Alliance 

would garner fewer seats overall they were only 
offered four seats. This led to the split 

KIU believed that they could do better on their own. 
However 

intended to ally themselves politically with the 
Kurdistan Alliance after the elections. 
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6. (C) Of more concern than the Kurdish Islamic 
parties to Talabani 

threat of PKK activities in Iraq. The Turkish 
Ambassador had presented Talabani with information 
that two groups on the election registration list were 
actually fronts for the PKK: List 779 and List 713 

the People\'s Democratic Party and the Justice and 
Reconstruction Party 

reported that these groups were banned in Kurdistan 
but had apparently managed to slip past the monitors 
in the IECI. (Comment: As best we can tell 

does no monitoring or even checking of such political 
entities. End Comment.) According to Karadaghi 
Talabani remarked that \"Iraq is still not a real 

state 

overt foreign influence in internal affairs. 


7. (C) PolOff brought up the increasing reports in the 
press on allegations of torture by elements in the 

Iraqi government 

in the Ministry of Interiors \"Bunker.\" Karadaghi 
replied that Deputy Prime Minister Rowsh Shaways was 
asked to chair the governmentVs committee 
investigating charges against the Ministry of 

Interior 

come of the investigations. Shaways is weak and \"not 
independent at all 

Shaways belongs to KDP Leader Masud Barzani and will 
not stand for anything without direct instructions 

from Barzani 


8. (C) Karadaghi affects an attitude of detachment 
repeatedly telling Embassy officials that he is 
neutral in Kurdish politics since he is not affiliated 
with either the KDP or the PUK. However 

a fairly reliable interlocutor for the Embassy on PUK 
redlines 

relay TalabaniVs frustrations with the Embassy. For 
example 
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the topic of turning over the NATO house to TalabaniVs 
control (over which Talabani and Prime Minister Jafari 
nearly came to blows.) During the Ambassador\'s 
meeting with Talabani 

Talabani about the house 

PolOff by demanding the keys to the house. 
KHALILZAD 


46567 

-- until a few months ago 

minister in President Lula da Silva\'s government and the main 
leader in the PT party 

ongoing scandals that have rocked Brazil (ref). Dirceu was 
impeached on charges of breaking V'congressional decorum!" on 
specific items related to the scandal allegations 

fall is viewed here as a broader acknowledgment by the 
political class that the financial improprieties at the core 

of the scandals are real 

the responsibility of senior figures beyond those already 
implicated and sanctioned publicly. Hence Dirceu\'s fate 
cannot be considered good news for Lula 

may temporarily diminish pressure on the GOB through the 
years end. End summary. 


DIRCEU FALLS 


2. (U) Until a few months ago Lula\'s powerful Chief of Staff 
and once the most influential figure in the cabinet 

Dirceu was formally ousted by his congressional colleagues 
late on 30 November from his seat in the Chamber of Deputies 
and also lost his political rights until 2016. A majority of 

293 deputies -- 36 more than the necessary -- in the 513-seat 
Brazilian lower house voted to expel Dirceu from congress 
indicating their acceptance of a report by the chambers 
ethics committee charging his culpability in the illicit 

financing and vote-buying scandals that have rocked the Lula 
administration (ref). The vote calling for DirceuVs 
\"cassacao\" (a formal ousting process akin to banning or 
impeachment) was the denouement of DirceuVs story in the 
crisis 

the governing coalition 

impeached several weeks ago 

Party of bribing lawmakers 

corruption schemeVs mastermind. Dirceu\'s last in a series of 
appeals to the Supreme Court was decided just hours before 
the impeachment vote took place 

Justices allowing the vote on Dirceu\'s impeachment 

portions of the report judged to be unconstitutional on 
procedural grounds were deleted. The 42-page report included 
circumstantial evidence that links Dirceu to the PTVs 
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corruption schemes and supports the assertion that \"(Dirceu) 
altered the regular legislative process by collecting money 
from the Banco Rural and Banco de Minas Gerais 

Mr. Delubio Soares (former PT treasurer) and by Mr. Marcos 
Valerio de Sousa (the private sector money man at the center 
of the scandals)... and used that money to buy congressmen\'s 
votes in favor of the governing coalition. V 


3. (U) At 7:30 p.m. 

procedures by hearing a strong oral presentation of the 
charges by the ethics committee rapporteur 

Delgado 

speech in his own defense. Dirceu denied all the accusations 
presented in the report 

to support them. Dirceu defended his record of public 

service and argued he was a scapegoat and victim of vendettas 
by those who resented his political power and arrogant 
personal style. He pleaded not to be ousted from the 
Chamber: \"I reached the point where my situation became an 
agony 

cannot be impeached because | was the \"all-mighty\" (in the 
government) 

schedule meetings. | cannot be impeached because of my 
personality. It is not fair 

past midnight when the chamber President (Speaker of the 
House equivalent) 

and declared Dirceu ousted.. 


4. (SBU) Dirceuvs fall from the apex of power he enjoyed in 
the early months of Lula\'s government began in February 2004 
when his friend and senior advisor Waldomiro Diniz was caught 
soliciting bribes from a numbers racketeer 

intending to funnel the cash into PT slush funds. The 
governing coalition was able to put off further investigation 

of the case for over a year and Dirceu began to regain some 
of his previous influence. However 

was forced to step down as Lula\'s chief minister after former 
deputy Roberto Jefferson alleged to the press and to Congress 
that the Worker\'s Party was running illicit campaign 

financing operations and a bribery scheme in exchange for 
lawmakers\' support 

scheme 

allegations prompted the congress to open investigations on 
the bribes-for-votes scheme and other allegations 

investigative committees (CPls) examining a range of issues 
including use of state funds in illegal actions 

laundering 

houses and contracting practices under PT municipal 
governments. After resigning 

the Chamber of Deputies 

against his impeachment. Ultimately the efforts were 
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fruitless 

ousted 

Dirceu made three different appeals to the Brazilian Supreme 
Court 

spark an institutional crisis between the legislative and the 
judicial branches. 

CONGRESSIONAL COMMITTEES: NEXT MOVES 


5. (U) With the conclusion of Dirceu\'s case 

Committee in the chamber is expected to move ahead on 13 
other cases against implicated congressmen 

try to conclude these processes by years end. Dirceu\'s 
impeachment may well pave the way for faster handling of the 
other cases 

congressmen and in which there is substantial material 
evidence in some instances. Osmar Serraglio 

the CPI on the Postal Service -- which is charged with 
investigating use of state funds in the PT\'s illicit finances 

-- said his committee will also release a report on related 
bribery operations involving congressmen 

shore up a gap left by the demise earlier this month of a 
separate and largely ineffective CPI on vote buying. The 
second remaining CPI 

and municipal governments under the PT 

examination of allegations relating to finance minister 
PalocciVs tenure as mayor of Riberao Preto 

the murders of PT mayors linked to suspected corruption in 
Campinas and Santo Andre 


6. (C) Comment. Dirceu\'s fall is a watershed. Beyond the 
specific charges in the report on which Dirceu\'s impeachment 
was founded 

here that Dirceu\'s guilt is broader 

mastermind 

complicit observer 

activities 

Lula\'s victory 

municipalities apparently flowed into party war chests 
fueling campaigns and embroiling some PT mayors in nefarious 
circumstances that literally led to murder in the cases of 
Santo Andre and Campinas 

We have tended to share that view of Dirceu\'s probable 
culpability. Dirceu was 

figure within the PT as the party\'s president 

campaign image-remake of Lula that led to his presidential 
victory 

the early years of the administration. It strains credulity 
that he would not have been involved in the large-scale 
illicit financial machinations that are at the core of the 
current scandals. In our assessment 
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personal history of devotion to both the PT and his own 
ambition -- a history that includes exile 

as a guerrilla 

names in Brazil -- that he would view dubious means as 
justified by his ends. Indeed 

stands accused were set in play to win and consolidate 
political power for the PT 

traditional sense. We see no indication that an angry or 
embittered Dirceu will now implicate Lula in wrongdoing 
that would undercut Dirceu\'s assertions of his own innocence 
(he must still be wary about criminal indictments 

those seem unlikely) 

still too much of a good soldier to ruin his former chief and 
further damage his party. Dirceu recently told Embassy 
officers that he intends to vanish for a time from BrazilVs 
political scene 

States in early 2006 

learn some English and visit a country that is largely alien 
to him. But we are certain that 

for office lost until 2016 

influential figure in the PT and Brazilian left. 

7. (C) Comment continued. The Lula government 
expended virtually no energy to defend its former high priest 
in his final trial before the congress 

end to his fate. Lula must now hope that Dirceu\'s sacrifice 
may be sufficient to diminish pressure from the ongoing 
investigations 

also can be argued that the condemnation of Dirceu represents 
the strongest statement yet that the body politic and public 
in Brazil believe that the corruption schemes revealed over 
the past months are real 

senior persons in the government and PT party beyond the 
former party treasurer 

thrown from the ship during investigations bear 
responsibility. Despite some temporary relief that last 
nights vote may offer 

Lula. 


LINEHAN 


46568 

such crucial and explosive events.\" Council members also 
agreed international observers and the United Nations 
performed admirably during the elections. One member 
suggested the IECI use more local volunteers at polling 
centers and provide more training for center supervisors. 
Several agreed that election employees should be permanent 
staff. Only two members were highly critical of the IECI. 

They complained too many poll center workers were untrained 
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and unqualified. 


5. (C) Members were very vocal and emotional when asked if 
they perceived attempts from other countries to influence 
their elections. Though Syria 

mentioned 

and influence came from Saudi Arabia. It was mentioned 
this influence was being attempted because V'the Kingdom 
feared a democratic state on its borders." When asked what 
evidence any council person had of attempts to influence 
elections 

member noted that all countries 

have outside influences trying to direct their elections. 
Another member agreed but cautioned that all countries 
don\'t have the richest oil country in the world on their 
borders. As with other councils 

nearly unanimous in stating they felt no attempts from 
Coalition Forces to influence their vote or the outcome of 
their elections. 


6. (C) COMMENT. Members of the 9 Nissan DAC take great 
pride in mentioning they were the first DAC established 

after the fall of Saddam. Several times they said 9 Nissan 
and the other DACs were the only vestiges of democracy when 
there was no president or national assembly. But now the 
DAC feels neglected. Coalition Forces that once showered 
them with money and projects no longer do so. The national 
government rarely responds to their requests and snubs 

their approaches for an audience. Still 

councils express strong support for the ideals of democracy 
and an overarching desire to have free 

elections. A constant theme during the 9 Nissan meeting was 
that the current government elected in January had done 
little to improve the standard of living in Iraq. Yet 

members were excited about the opportunity to vote on 
December 15 and optimistic about the future of democracy in 
Iraq. END COMMENT. 

KHALILZAD 


46569 

after the formation of the new government 

the governorate councils of the region of Kurdistan" 
and places the responsibility for holding these 
elections on the IECI. 


2. (C) TNA Legal Committee Chairman Muhsin Sa\'adun 
told Poloff December 1 that he expects the TNA to 
leave it to the Council of Representatives to set a 

date for provincial council elections. Sa\'adun said 

he had consulted the IECI and recognized that two 
months was too short a time frame for holding the 
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vote. He said he expected the proposal to be read 
criticized 

the Assembly reconvenes on Sunday 


3. (U) The previous version of the bill set the date 
for provincial elections on February 11 

governorates except those in Kurdistan. After the 
reading 

a letter from IECI Chairman Izadin al-Mohammady 
stating that the IECI could not conduct elections by 
the referenced date and that the IECI would need six 
months to prepare for such elections. 


4. (U) A lively discussion ensued among the members 
with some arguing for elections two or three months 
after the formation of the new government 

even saying that elections should be held in one or 
two years so provincial and national elections could 

be held off-cycle. Another member argued that the 
IECI should expand its mandate and be responsible for 
elections for sub-provincial councils (e.g. 

municipal 

Hussein Al-Shahristani referred the bill back to the 
Legal Committee and the Provincial and Governorate 
Affairs Committee to produce a modified draft for a 
final reading and vote. 


5. (C) Ambassador on November 29 urged Abdel Aziz al- 
Hakim 

the Shia Islamist Coalition 

provincial elections back. Al-Hakim seemed to accept 

the idea. PolCouns explained the security challenges 

to influential Shia Islamist parliamentarian Sami al- 

Askeri November 28 who also seemed open to the idea of 
a delay. 


6. (C) If this bill is passed as is 

the election date to late March. By contrast 
provincial elections bill is not approved prior to 
adjournment 

elections. This would increase the prospects of a 
date that provides more time for adequate IECI 
preparation. 


Column 3 
KHALILZAD 


46570 

are accusing the government and the UIA (United Iraqi 
Alliance) of negligence in providing essential services to 

the public 

representatives because they reflect the candle that will 

light the way toward advancement and prosperity.\" The paper 
also continues to dedicate page six to editorials about the 
UIA\'s political platform and today 

trial. 


Independent As-Sabah\'s front-page editorial entitled 
\"Mechanism\" addressed the vexing issue of how the next 
parliament will amend the constitution. 


Al-Taakhi published a page-three editorial entitled 

the Kurdistan List 730\" promising the Kurdish refrain that 
\"List 730 will ensure no more dictatorial regimes come to 
power in lraq.\" Al-Ittinad\'s editorials on pages 3 

were wide-ranging and on the oil crisis 

corruption 

and the electoral process in Iraq. 


Baghdad published two editorials on page two: \"The Essence 
of Being for All IragisW which outlined the importance of 
voting for Allawi\'s list 

Majority and Representation for Political Minorities.\" 
December 1 


A. \"Mutual Language\" (Al-Bayyan 

B. VElectoral Sewage\" (Az-Zaman 

C. "Which Are We Going to Choose: The Horse 

Road?\" (Al-Mashriq 

D. \"This Morning" (As-Sabah Al-Jadeed 

E. Candidates and Their Ways of Attracting Voters V" (Az- 
Zaman 


A. V Mutual Language 

(Al-Bayyan - affiliated with Ad-Dawa (led by Al-Ja\'fari) 
bias 

Khafaji) 
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V'The competitive environment among electoral lists has 
demonstrated many outcomes. We noticed that there are a lot 
of political ads and posters that represent electoral 

platforms of different lists and most of these ads or 

posters speak about the unity of Iraq 

how to stabilize security in the country. It seems that 

these issues represent mutual language among all electoral 
lists. 


V During this stage 

language in addition to their electoral platforms to show 
that all political groups are harmonized. And this way 
will be able to attract voters to participate in the 

political process no matter what their choices. 


VIf a specific electoral list wins the election 

think about how to establish a government because this 
government will implement the winning listVs political 
platform. In addition 

follow up with the general platform of the government. 
Today 

map of the country so that Iragis can choose the list that 
will represent them and achieve their aspirations. V" 


B. VElectoral Sewage" 
(Az-Zaman 
Fateh Abdul Salam) 


\"Any Iraqi politician carrying a national slogan should be 
ashamed of himself 

all Iraqi cities without exception are turning into large 
flooded areas where sewage pipelines are exposed in 
residential neighborhoods forsaken by the ministries of 
health 


V'The availability of essential public services for Iraqis 

to provide their children with decent living standards is 

the key factor for peoples trust in politicians. No healthy 
political environment can correlate with open sewage 
networks feeding polluted swamps in neighborhoods and main 
roads in large cities 

devastated by continuous war. 


VWhere have the significant funds dedicated to cleaning the 
drainage channels in southern Iraq 

the former civil administrator Paul Bremer 

Iraq 

ministries still lagging behind those that could be 
implemented by any minor local council? The excuse will 
always be financial difficulties 

the billions presented during Bremer\'s era. There were many 
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plans on paper which if they had found their way to reality 
the country would have been in a completely different state 
approaching the end of the third post-war year 

excuses presented by politicians seem so thin and unrelated 
to the people's interests in any way whatsoever. 


\"Addressing the problem of the sewage system is the broadest 
slogan through which to demonstrate to Iraqis that some care 
is being devoted to public health 

the education sector. 


VPerhaps the list of SaddamVs crimes should include the well 
built sewage systems established in the Green Zone alone 
which might have left current officials unaware of the 

problems facing the rest of the people. Who can step down to 
the level of the people and make the sewage system the theme 
of his electoral campaign? | don\'t think such politicians 

exist. V" 


C. "Which Are We Going to Choose: The Horse 
Road?\" 

(Al-Mashrig- independent 

published this page-ten editorial by Shamil Abdul Qadir) 


\"The Iraqi people have paid a heavy price for the 
consequences of Saddam\'s wars. For the first time in more 
than half a century 

establish a new parliament and government. Hence 
election is a national duty that all Iraqis must participate 

in. 


\"After two years of the occupation of Iraq 

have many choices at the current time. These choices are 
presented according to ideological 

nationalist 

trends and opinions. Today 

to elect the strictest and strongest leadership that 

believes in the unity of Iraq. We must choose a leader who 
rejects sectarianism and individual interests. We have to 
choose honest leaders who are not deceived by regional or 
international intelligence services. We are looking for 
leaders who respect and fulfill their promises. 


\"After two years of tears 

sectarian assassinations 

leader is for their country. However 

and Kurds are the most probable candidates to win the 
upcoming election--choosing any one of these lists means 
that we choose our road for the new Iraq. But 

bloody hurricane that destroyed us for almost three years 
who will we choose? Are we going to choose the horse 
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carriage or road?" 


D. V This Morning" 
(As-Sabah Al-Jadeed - independent 
front-page editorial by Ismail Zayyer) 


V Hope and safety are undoubtedly coming to Iraq. Every day 
that passes we gain more chances to advance our plan and 
quietly think. Those who were enemies of Iraq have become 
our friends. Frustrated Iraqis have also begun realizing 

that violence is useless. Today 

have been recorded. The first is the issue of reducing multi- 
national and U.S. forces in Iraq. U.S. President Bush has 
started to speak publicly about the necessity of reducing 

the number of American forces in Iraq. 


\"For this reason 

responsible and establish a clear plan in order to achieve 
the required goal. We do not say that withdrawal means we 
should give up our democratic project in Iraq. At the same 
time 

power. In fact 

opportunity to think they will win. 


\"The second development is that the Jordanian Al-Ikhwan Al- 
Muslimeen [Muslim Brotherhood] group announced that it would 
support the political process in Iraq. In the past 

group called for opposing changes in Iraq. As-Sabeel 
magazine 

supporting the Iraqi Islamic Party and called for Iraqis to 

vote for it. | think that this is a very important turn for 

this group because it will have an influence on the group\'s 
reputation in Jordan 

Today 

camp is gaining more strength while the camp of our enemies 
is weakening. In addition to these steps 

group committed his crime against Amman\'s hotels and the 
tribe of Zarkawi renounced him. All of these acts make us 
more hopeful. V 


E. "Candidates and Their Ways of Attracting Voters\" 
(Az-Zaman - independent 
front-page editorial by Basim Al-Sheikh) 


\"Without a doubt 

plans to attract voters. These plans vary because each 
electoral list has its own program and campaign to publicize 
its platforms. Candidates must now understand their limits. 
| think that this is the most important factor for real 

success that can qualify candidates to get what they want. 
Hence 
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voters so that their electoral campaigns become successful 
and effective in the community. 


V Most candidates think that it is important to convey their 
message to all voters and they do not care about whether or 
not it will affect voters. Consequently 

negatively affect the whole electoral process. If we exploit 
all energies and abilities in the right place 

more positive results. We know that secular or liberal 
candidates do not expect to gain significant votes in this 
religious environment. At the same time 

that tribal candidates can convey an effective message to a 
developed academic audience. But 


VSome candidates may resort to randomly giving information 
and conveying messages to voters. They think that such 
information will magnetize voters. In fact 

must be accurate in particular when they want to target 
people. If they targeted suitable groups of people 

would have greater chances to win the election.\" 
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candidate Porfirio \"Pepe\" Lobo continuing to widen - it now 
stands at 3.35 percent. Honduras remains in a calm state of 
waiting. Evidence continues of voting irregularities causing 
National (and some Liberal) Party officials to publicly 
question the electoral process 

unlikely to affect the Presidential race. End Summary. 


RollinV 


2. (SBU) As of 10:56am local time 

69.77 percent of the electoral tables. Zelaya leads Lobo 

49.63 percent (735 

votes); a 3.35 percent lead. These numbers include 
approximately 78 percent of the Cortes Department (Zelaya has 
a 8.3 percent lead in Cortes at present) 

Sula 

has a 5 percent lead in Francisco Morazan) 

Tegucigalpa. 


3. (SBU) PolOffs were informed the morning of December 1 that 
the Supreme Electoral TribunalVs (TSE) sorting warehouse in 
Tegucigalpa has received 100 percent of the voting counts 
done by electoral tables 

already at the TSEVs tabulation center. The remainder of the 
vote counts are expected to reach the tabulation center by 
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the afternoon of December 1. The TSE sorting warehouse 
received the missing three electoral tables from the 
Department of Olancho 

missing or incomplete materials from the city of San Pedro 
Sula. The military has been exemplary in fulfilling its role 
of helping to ensure a peaceful electoral process and 
transporting and protecting the vote counts from the 
individual Departments. 


4. (SBU) At approximately 11:00am on December 1 
Ambassador 

tabulation center. The Ambassador met with the three TSE 
magistrates (and one alternate magistrate) to discuss the 
situation and updates before receiving a tour of the 

tabulation center. The Ambassador then met with Marcelo 
Escolar 

Escolar showed the Ambassador his vote tracking software and 
gave a computer tour of where things stand in each of the 
Departments. He projected that Zelaya would ultimately win 

by 5 to 6 percent 

he helped conduct. Upon exiting the TSE tabulation center 

the Ambassador was mobbed by reporters hungry for information 
about the election. The Ambassador spoke about the 
importance of a transparent election process to democracy and 
congratulated the TSE on its efforts. He also noted there 

were clear tendencies to the results 

winner 


Arguments Over Individual Electoral Tables 


5. (SBU) According to the Honduran newspaper EI Heraldo 
approximately 300 Nationalist lawyers have announced that 
they are looking into the possibility of challenging the 

results of the general election. They have formed a group 
committed to V'the defense of the Nationalist vote 

that there are more that 1 

support this effort. The group cites various complaints of 
irregularities and blames the TSE President Aristides Mejia 
as a \"power usurper\" who has unilaterally made decisions in 
favor of the Liberal Party. (Note: While questioning of 
irregular ballots is possible 

scenario will be about Congressional 

vote counts 

did mention to the Ambassador that they are seeing 
approximately 9 percent of vote counts with irregularities. 
The TSE Magistrates said this percentage is less than in the 
February primaries. For that 9 percent (about 200 plus 
electoral tables at this point) 

primaries 

five parties to recount the votes and establish accurate vote 
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counts. End Note.) 


Lobo Ready to Throw in the Towel? 


6 (C) Early morning December 1 

Ambassador to report that he intends to \"end\" things later 
this morning 

Later in the morning 

a head\'s up of his intentions to visit the TSE tabulation 

center and speak with the press. PolChief gave Zelaya 
Campaign Manager Hugo Noe Pino advance notice of the 
Ambassador\'s planned TSE tour and press conference. Both 
parties 

Mission Moises Benamor 

comments were a good ideas. During the Ambassador\'s second 
conversation with Lobo 

concede the election later this evening and that he was 
working on his concession speech. As nothing in Honduras 
happens quickly 

wait-and-see scenario. 


7. (C) Comment: With stamina dwindling on all sides of this 
electoral process 

happen soon. While there is no direct reason to doubt what 
Lobo told the Ambassador 

patiently wait and see. The Embassy believes that it is 
clear that the final vote tabulation will show Zelaya has won 
the election. Once Lobo concedes 

begin and the parties can fight over congressional and 
mayoral elections. End Comment. 
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Watani 

political environment in the weeks prior to the December 15 
election. Abdulahad said he hopes the election will result 

in an increase of the total number of Christians in the 
Assembly from six to at least ten. He said that his list has 
begun a multi-faceted political campaign 

and Baghdad provinces. He downplayed candidate intimidation 
as a problem 

been targeted within the Christian political community. END 
SUMMARY. 


2. (C) The six-party Al-Nahrain Watani list is a mix of 
Assyrians and Chaldeans based primarily in Ninewa and 
Baghdad 

provinces. A few other leading Christian politicians in Iraq 
are running on separate lists 
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other non-Christian lists in order to increase their chances 
of winning a seat in the next elections. While there are a 
total of six Christians in the Transitional National 
Assembly 

to at least ten in the new Council of Representatives. 


3. (C) Abdulahad said Al-Nahrain Watani receives the 
majority of its financial support from members based outside 
of Iraq 

the Christian parties in his list began to campaign actively 
last week. In addition to putting up posters and 

distributing pamphlets 

special electoral newspapers 

participating in press conferences 

interviews. Abdulahad\'s main complaint to poloffs was that 
the Christian list is not as large as other lists and thus 
needs more time to cover ground while campaigning. 


4. (C) In contrast with other political leaders 

downplayed reports of candidate intimidation. He asserted 
that Yonadim Kannavs list is the only Christian group facing 
intimidation. (NOTE: Three members of Yonadim\'s party were 
killed earlier this week in Ninewa province.) Poloffs 
affirmed the U.S. commitment to the participation of all 
Iraqis in the December 15 election and opposition to any 
instance of intimidation. Abdulahad avoided making 
speculations on why Kanna is being targeted 

out of his way to emphasize that his list does not attack 
other parties as a campaign strategy. 


5. (SBU) BIO NOTE: Amjed Abdulahad is a Chaldean born in the 
Christian district of Ankawa in Arbil. He went to university 

in Mosul and has lived most of his life in Baghdad. He said 

he decided to run as a candidate in Diyala province 

increase the percentage of votes his list receives in that 

province. 
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the December 13-18 WTO Hong Kong Ministerial. He said the 
most worrying aspect of the upcoming talks was the absence of 
a sense of direction among WTO members. It was clear that 
members were preparing themselves for a lack of progress in 
Hong Kong 

if that reflected reality. Moreover 

plan on how to move the Doha round forward in 2006. 
Ambassador Furche felt WTO members were so busy managing down 
expectations for Hong Kong that they were failing to think 
beyond it. As a result 

successfully concluded in 2006. 
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3. (SBU) Pablo Furche said the GOC expected progress in Hong 
Kong in areas that would matter for developing countries. He 
mentioned the possibility of a new agreement on cotton and a 
TRIPs and public health waiver for LDCs as progress that 

could be made. Pablo said the GOC did not want Hong Kong to 
end without any successes. Despite the likely lack of 

progress on agricultural reform 

other ambitious reform efforts of the Doha round ignored. He 
agreed with Ambassador Furche that what was needed out of 
Hong Kong was a clear political indication of next steps for 

the WTO. 


4. (SBU) On agricultural reform 

clearly in the EUVs court. The GOC felt that the overall EU 
bargaining position was not realistic. He cited a lack of 
balance in the EU proposals on agriculture 

NAMA. Chile definitely wanted an end to export subsidies in 
agriculture but had a more nuanced position on domestic 
subsidies with an acknowledgment of political considerations 
in some EU countries. Pablo said Chile had made its policy 
positions clear to the EU through the G-20 and the Cairns 
Group. In addition 

EU ambassadors resident in Santiago for a mid-November 
meeting to express to them collectively that Chile expected 
further flexibility in the EU offer on agricultural reform. 

Pablo said the EU ambassadors told the GOC that the current 
offer was already as far as the EU could go. 


5. (SBU) Pablo said that failure to conclude successfully the 
Doha round in 2006 could leave the WTO as nothing more than a 
discussion forum. He felt this could have implications for a 
small country such as Chile 

harder time getting its voice heard internationally. He also 
said that the failure of the Doha round might negatively 

affect the entire WTO dispute resolution mechanism. That 
being said 

its web of trade agreements Chile was well protected from the 
ramifications of the failure of the Doha round. (Note: Chile 
has 17 trade agreements in place 

China and plans to begin free trade negotiations with both 


Japan and India in 2006. End Note.) Both felt Chile had done 
a remarkable job of securing bilateral access to its most 
important markets. While Chile did not want the role of the 
WTO to decline 

was well prepared to survive this eventuality through its 
bilateral agreements. 


6. (SBU) Comment. These trade officials are among the leaders 
in defining ChileVs overall trade posture and in particular 
its positions in the WTO. They believe that Chile has 
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already secured access to many of its most important markets 
with or without the successful conclusion of the Doha round. 
There are no signs that Chile intends to stop expanding its 
web of bilateral trade agreements 

on the agenda. Chile is hesitant to play more of a 

leadership role in the WTO context 

participate in the G-20 and Cairns Group. 

YAMAUCHI 


46576 

46577 

Uribe has been invited to the concert 
confirmed. 

DRUCKER 
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National Party presidential candidate Porfirio \"Pepe\" Lobo. 
While some in the Nationalist Party continue to cry foul 
seems not to be affecting the presidential vote count. End 
Summary. 


2. (U) As of 4:10pm local time 

Tribunal (TSE) had 73.93 percent of the electoral tables 
counted. Liberal Party presidential candidate Manuel \"Mel\" 
Zelaya continues to lead National Party presidential 
candidate Porfirio \"Pepe\" Lobo 49.61 percent (770 

to 46.33 percent (719 

These numbers include approximately 77.98 percent of the 
Cortes Department 

beating Pepe by 8.3 percent) 

Morazan Department 

4.62 percent lead over Zelaya). The latest results can be 
found at http://resultados.tse.hn (when the site is working). 


3. (SBU) On November 29 

from San Pedro Sula to the TSE sorting warehouse in 
Tegucigalpa. Of the 83 vote counts that were turned in 
problems included two blank tallies 

have been blank/erased somehow 

three ballots. The TSE request the San Pedro Sula municipal 
electoral tribunal to send any and all remaining materials 
from these 83 electoral tables to Tegucigalpa. (Note: These 
and other alleged irregularities led to the National Party\'s 
request to nullify some vote counts from San Pedro Sula. End 
Note.) 


4. (C) Comment: Lobos promised concession was still pending 
at 5:30pm. Post will contact Washington immediately if Lobo 
concedes later tonight. End Comment. 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 
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f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


McCormick 
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paper that the Delhi State Labor Department 

Police and the NGO Pratham planned to undertake the \"biggest 
ever operation against child labor.\" The plan was to rescue 
hundreds of children working in zari (a type of embroidery 
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common to Indian garments that threads fine gold or silver 
wire into fabrics) factories 

stay facilities identified for 2 

Despite the fact that the newspaper had thereby warned every 
factory owner of the upcoming raid 

to rescue 477 children between the ages of five and fourteen 
from a variety of Delhi sweatshops. The operation began 
around noon 

post that the zari owners tipped off one another throughout 
the day and fled the scene. In many cases the owners told 
the children to keep quiet and/or sent them home. Ravi 
reported that 

floor of a school building. The unit owner had school 

identity cards issued to the children to show them as 
students. In another unit we found that several children had 
been hidden under heaps of quilts 

parks in the area to evade detection. V 


3. (U) According to M. Rajan 

Pratham 

They worked in small 

Most children worked for more than 10 hours a day. Despite 
the poor conditions 

children wanted to return to work and some of them tried to 
escape from the temporary shelters immediately after being 
rescued. One rescued child reported to the BBC that he 
worked eight hours every day and at the end of the month his 
manager sent 300 Rs (about $7) to his mother in Bihar. 
Other children reported working 15-hour days and getting 
paid 800 Rs (approximately $18) a month. The minimum legal 
wage in New Delhi is 2 


4. (U) The V'Express Newsline\" reported that according to the 
Labor Commissioner Piyush Sharma: \"We have been actively 
working on this matter since June 2005. Working under the 
INDUS project 

like Pratham and Prayas.V The INDUS project is the 40 
million dollars joint India-US project to combat child labor 

in 10 industries in 21 districts across five states. The 
International Labor Organization (ILO) is implementing the 
project. 


5. (U) One week later 

from those who felt that Pratham and the Government did not 
do enough planning for post-raid rehabilitation. While 180 

of those rescued have been put up in a rehabilitation center 
run by Prayas 

Homes -- the same homes that house juvenile delinquents -- 
rather than shelters. V'The Pioneer" reports that there was 
neither a First Information Report (FIR) (an initial police 
report) for these children 
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police reports are critical for the children to receive 
financial compensation from various government 
rehabilitation schemes; and these FIR reports are also 
necessary to file charges against the factory owners. V'The 
Pioneer" criticized raid organizers because they did not 
consult with the Labor Department Divisional Commissioner 
who is normally responsible for carrying out such raids. 
According to the \"Times of India 

criticized the media for leaking the story and consequently 
the \"raids were not as successful as the department had 
hoped." 


6. (U) Pratham released its volunteers responsible for the 
rescue operations after the fact 

press. \"The Pioneer" also reported that the \"lure of UN 
funds" drove the NGO to rescue the kids rather than more 
properly focus on their well-being. The Delhi Child Welfare 
Committee (CWC) will now determine where the children will 
go and it is expected that they will be turned over to their 
parents. However 

rehabilitation under the Child Labor Act since the rescue 

did not follow proper procedures (such as filing an FIR). 

7. (U) ILOVs Indus Project Coordinator Surina Rajan told 
post that the original idea was to rehabilitate all the 

rescued children at shelters run by Prayas and Pratham. 
However 

consequently the children had to be sent to the state run 
juvenile homes. Rajan mentioned that there was intense 
pressure on the Delhi government from NGOs and the media to 
mount this operation and hence 

all the details were not worked out carefully. Hinting at 

more such actions in the future 

would try and rope in other NGOs such as the M.V. Foundation 
to set up bridge camps/centers in Delhi to rehabilitate 
children rescued in future. 


GOOD NEWS ON FEMALE FETICIDE 


8. (U) On September 21 

Ministry of Human Resources Development (MHRD) decided to 
waive fees and provide scholarships to all girls from single- 
child families until the post-graduation level. The 

scholarship will be available for all families with a single 

girl child 

two girls 

one child. The scholarship money ranges from 800 Rs ($18) 
for high school studies to 2000 Rs ($45) for postgraduate 
studies. The MHRD hopes to help correct the male-female sex 
ratio by reducing the financial burden on families with 

girls through these scholarships. 
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9. (U) On September 20 

ratio in the state of Haryana saw a slight but significant 
improvement from 819 to 833 CSR (Child Sex Ratio as measured 
by number of girls per 1000 boys ages 0-6). The Haryana 
government is pleased with the news but states the 
improvement could be attributed to a recent administrative 
change whereby the registration of births and deaths is done 
in health care centers and not police stations 

more births being registered. In one district 

CSR jumped from in one year from 706 to 772 (girls per 1 
boys). However 


10. (U) In August 

(Amendment) Bill. The bill gives daughters and sons equal 
rights to claims on inheritance of property. The Law and 
Justice Minister is now directing the States to amend 
current state laws on the subject to bring all laws related 

to inheritance into conformity with this bill. In 

September 

called for a social campaign to end female feticide 

drew attention to the alarmingly low CSR in the Punjab (876 
girls per 1 


CHILD MARRIAGE CASES 


11. (U) On August 26 the Indian Express reported that a 20- 
year-old woman 

community related to her illegal marriage at the age of 

three years old. Her supposed in-laws are demanding money 
to annul the wedding and the panchayat (local government) 
chief has gone on record as saying 

Our culture accepts child marriage and she\'ll have to accept 
whatever the community decides. In a separate case 
October 8 the Delhi High Court ruled that the otherwise 

illegal marriage of a 15-year-old girl was valid since it 

was of her own free will. (The Child Marriage Restraint Act 
sets 18 as the minimum age for a woman to marry and 21 for a 
man.) National Commission for Women (NCW) chairwoman Dr. 
Girija Vyas expressed significant disappointment with the 
decision 

this court order and the government should appeal against 

the decision." The Indian Express reported in a related 

story that the Governments of Rajasthan and Madhya Pradesh 
(MP) are trying to raise the average age of marriage to 

reduce infant and maternal mortality. According to the 

paper 

married off before they turn 15.V 

FOCUS ON JAINS 
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12. (U) On October 23 the Indian newsmagazine V'The Week\" did 
a story on traffickers taking tribal girls from Madhya 

Pradesh and selling them to Jain families under the false 
pretense that they were also from Jain families. 

Traffickers dress the women in traditional Jain clothes and 
teach them Jain prayers and customs. The women are also 
forced to sleep with some of their prospective husbands. 
Families pay as much as 50 

traffickers in exchange for the victims. The traffickers 

claim innocence 

husbands know the real caste of their wives but other family 
members do not. If the girls are happy 

article concludes that trafficking has been on the rise due 

to the low CSR (870 girls per 1 


13. (U) On October 11 

VJains on female feticide blacklist." The Health Minister 
Dr. Anbumani Ramadoss 

determination through law is obviously not enough. It's a 
social problem and we need to change the mindset of the 
people through people who can influence their thinking 

as religious leaders." Some state and local governments are 
taking innovative actions. For example 

government posts a nurse outside of clinics to count the 
number of pregnant women who walk in and then tallies the 
total against the clinics medical records to ensure 
compliance with the law. 


FAST TRACKING DOMESTIC VIOLENCE CASES 


14. (U) On November 26 

Justice of the Supreme Court 

domestic violence cases be fast tracked. The Chief Justice 
acknowledged the backlog of cases 

violence cases need to be redressed immediately 

the outcome of these cases should be publicized. At the 
same Womenvs Legal Aid Summit 

Bhardwaj said that he was prepared to increase the Supreme 
Court by five seats if more women judges could be included 
(currently there is only one sitting female Supreme Court 
judge). 


15. (U) COMMENT. There has been a noticeable increase in 
the number of news stories on trafficking and related issues 
over the past year. Further 

drawing links between various interrelated issues such as 
feticide 

This is an important new trend because it is not only 
representative of evolving opinions in society 
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increasing press coverage of gender issues (including 
trafficking) could serve to help shape public opinion as 
well. END COMMENT. 
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that the breakout was part of an unsuccessful 

operation to free Anibal dos Santos Junior (Anibalzinho) 
the man convicted of leading the group responsible for 
the November 2000 murder of MozambiqueVs foremost 
investigative journalist 

Anibalzinho was tried and convicted in absentia for 

his role in the Cardoso murder; he had escaped from 
Maputo\'s Maximum Security Prison and was at large at 
the time of the trial. 

Captured and returned to jail 

made a second escape from the same maximum security 
facility. He was eventually arrested in Canada and 
deported back to Mozambique in January 2005 (ref B). 
Since then he has been held at the Maputo City Police Command 
considered a more secure facility 

(the Supreme Court overruled the in abstentia 

conviction on a technicality). This alleged escape 
attempt occurred just days before the December 1 start 
of Anibalzinho\'s retrial. 


2. (SBU) A police communiqui issued on November 30 
confirmed the escape of the five prisoners 

the incident occurred in the early morning hours of 
November 28 

Anibalzinho. In a December 1 meeting with Emboffs 

the police stated that several police and prison 

guards had been detained in connection with the escape of 
the five prisoners and denied any connection between the 
escape and a wider operation to free Anibalzinho. 

In a follow-up conversation with MediaFAXV editor 

daily continued to back its story 

well-placed police and Ministry of Interior contacts 

are certain that Anibalzinho was to have been 

freed also. The sources indicated that the operation 

was carefully planned and involved payoffs to prison 
guards for their complicity. The escape apparently was 
foiled by a new prison guard not in on the plot. 


3. (U) On November 29 Minister of Interior Pacheco 
acknowledged on television that there are significant 
weaknesses in the state of security at Maputo\'s 

Maximum Security Prison and the City Police Command. 

On December 1 he convened a high-level meeting with police 
commanders to discuss internal security strategies and 
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the fight against corruption within the police force. 


4. (SBU) Comment: MediaFax is considered one of the most 
reliable of the independent journals. Another escape 

by Anibalzinho 

embarrassed the Guebuza government. That said 

we have talked with doubt his retrial will produce any 
significant revelations beyond what emerged in 2003. 

The successful escape of five prisoners from the most 
secure facility in the country compounds growing unease 
over rising crime and the ineffectiveness of the Mozambican 
police force. 

LA LIME 
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2004 as part of the regional EU Partnership process. As 
a member of a customs union with the EU 

to attempt to negotiate parallel agreements to those 
established by the EU. However 

suspension of finalizing its Association Agreement with 
Syria 

Turkish parliament and it has not entered into force. We 
understand that the agreement would eliminate tariffs on 
non-agricultural goods (as with most EU agreements 
FTA does not include agriculture or services) over 12 
years. The FTA no doubt exempts a long list of sensitive 
products. In 2004 

Avoidance of Double-Taxation Agreement and an Agreement 
on Reciprocal Promotion and Protection of Investments. 
Unlike the FTA 

August 2005. 


3. (SBU) The AKP government has made a concerted effort 
to improve relations with neighboring countries (except 
Armenia) and Muslim countries. Developing trade 
relations with neighboring countries has been a priority 
of State Minister Kurshad Tuzmen 

trade and customs. Since he took office in 2002 

with neighboring countries has indeed grown from 5% to 
30% of Turkey\'s total trade. Tuzmen 

Parliament from Gaziantep 

interest in Syria. He sometimes claims to have ancestral 
ties to and continuing family relations (and perhaps 
property) in northern Syria. (In fact 

family relationships are quite common.) 
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4. (SBU) Turkish exports to Syria are mostly refined oil 
products 

parts (particularly after the Syrian Government lifted a 
ban on secondhand machinery imports in 2004). Exports 
totaled $392 million in 2004. Turkish 2004 imports of 
$358 million consisted of cotton and wool 

fruits and vegetables. (See data below.) Syrian and 
Turkish officials have said they aim to increase the 
bilateral trade volume to $2 billion from its current 
$750 million level (equivalent to 0.596 of total Turkish 
foreign trade of $150 billion). 


5. (SBU) The largest known Turkish investment in Syria is 
the Akteks textile factory near Aleppo. The factory 

which produces yarn 

the company still suffers from well-publicized unresolved 
insurance claims. While this incident has added to the 
caution of Turkish businesses 

Southeast see construction as a promising sector. 
Turkish construction companies tell Consulate Adana they 
have been granted USD 106 million in contracts in Syria 
and are hopeful that they will get a significant share in 

the upcoming tenders for infrastructure projects. Major 
Turkish construction companies including as Nurol and 
Guris have offices in Syria and closely follow the 
opportunities in the construction sector. 


6. (SBU) To complement the active Turkish consulate in 
Aleppo 

consulate in Gaziantep that would facilitate business 
contacts. The leading Turkish business association 
TOBB 

facility at Kilis that would provide a direct link 

between Gaziantep and Aleppo. The Syrians have yet to 
finish the matching infrastructure on their side of the 
border. Similarly 

border facility that would link Aleppo to the Turkish 

city of Sanliurfa. The Turks have been refurbishing a 
mostly disused 40 km stretch of the Hijaz Railway between 
Islahiye and Meydan al-Ekbez on the Syrian border. Once 
similar work is completed on the Syrian side 

slated to go back into service with two passenger and 

four freight trains per day 

directly into the Turkey\'s western rail network. 

Finally 

not been able cooperate on management of the shared 
Euphrates or Orontes River basins. 
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7. (SBU) Within Turkey 

trade with Syria seem to be accruing to businesses in the 
impoverished Southeast. However 

tell Consulate Adana that trade growth is inhibited by 

lack of financing mechanisms 

few credible banks and opaque Syrian business practices 
as well as Syrian restrictions on imports. None 
expressed real enthusiasm for doing business in Syria. 
Nonetheless 

report last month 

region issued press statements arguing that UN Sanctions 
on Syria would harm their newly established economic 
relationships. 


8. (SBU) Although trade volume with Syria amounts to a 
trifling 0.596 of total Turkish trade 

beneficiaries of the current $750-800 million in annual 
bilateral exchanges appear to be located in the 
Southeast. Many businesses have looked to trade with 
Syria as one way to help pull the area out of its 
persistent poverty. Southeastern businesses were the 
most vocal about losses due to the Iraq embargo. If the 
UN were to impose economic sanctions on Syria 
Southeastern businesspeople would be similarly vocal in 
opposition and would find a sympathetic audience 
elsewhere in the country 

and AKP government 

ability to implement such measures. 


Year TR Exports TR Imports Volume Balance 


1995 272.1 258.1 530.2 14.0 
1996 307.8 311.5 619.3 -3.7 
1997 268.8 456.3 725.1 -187.5 
1998 308.9 308.0 616.9 0.9 
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1999 232.2 
2000 184.3 
2001 281.1 
2002 256.5 
2003 410.8 
2004 391.8 
Jan-Aug: 

2004 246.1 
2005 348.4 


307.0 
544.3 
463.5 
506.2 
413.3 
357.6 


283.8 
171.9 


539.2 
728.6 
744.6 
762.7 
824.1 
749.4 


529.9 
520.3 


MAJOR TRADE ITEMS (USD mil 


Item 
Mineral fuels 
Boilers 


Man-made staple fibers 


Value 


21.0 


Automotive and side industry 15.1 


Iron and Steel 
Salt 
Plastics and Articles 


Animal or Vegetable fats 
Articles of iron and steel 


Electrical machinery 
Other 


Total 


Turkish Imports 


Mineral fuels 
Cotton 

Salt 

Plastics and Articles 
Iron and Steel 
Edible vegetables 
Oil seeds and fruits 
Coffee and tea 
Wool 

Wood 

Other 


Total 


14.2 


13.1 
13.0 
12.5 
9.9 
52.5 


309.8 


Value 


-74.8 
-360.0 
-182.4 
-249.7 

-2.5 
34.2 


-97.7 
176.5 
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recent history 

of terrorist attacks on its own territory: the February 28 
2004 

Filipinos 

after the October 2002 Bali bombings 

2005 

devastated crowds of shoppers and commuters. 


4. (S/NF) Amid these challenges 

to fend off Opposition attempts to force her to step down 
following allegations that she engaged in cheating to win the 
2004 presidential election and that her immediate family 
benefited from illegal gambling revenues. Arroyo continues 
to look for positive 

States. Pictures of Arroyo with President Bush atthe APEC 
Summit were prominently displayed on the front pages of local 
newspapers 

bolster the perception that the U.S. and the Philippines 
remain close partners 

to senior USG officials. 


5. (S/NF) The government's political woes have not yet had a 
significant impact on the Armed Forces of the Philippines and 
the Philippine National Police 

counterterrorism partners 

Security Advisor Gonzales told the Charge November 21 that he 
had recommended that the President impose emergency rule to 
counter the CPP/NPA threat. Recent RMAS reporting indicates 
Arroyo may indeed be weighing whether to enact emergency rule 
-- a move we believe she had backed away from in mid-October. 
Resorting to emergency rule 

or a coup attempt would likely divide the military and the 

police 

attractiveness of the Philippines as an investment 

destination. The USG would oppose any of these options 

we have said so publicly and privately. 


USAID - ECONOMY AND LIVELIHOOD 


6. (SBU) Our counterterrorism engagement in the Philippines 
ranges from humanitarian relief and development to the 

military and public diplomacy. USAID\'s Livelihood 
Enhancement and Peace (LEAP) program has reintegrated over 
28 

combatants into productive society as successful farmers 
stands poised -- should the GRP sign a peace agreement with 
the MILF 
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next few months -- to provide similar assistance to the 

MILF. USAIDVs broad spectrum of development programs (in 
infrastructure 

growth 

of Mindanao have made a positive impact in communities 
vulnerable to exploitation by terrorists 

contributed to greater judicial efficiency 

and promotion of rule of law nationwide. 


JUSMAG - TRAINING AND REFORM 


7. (C) The Joint US Military Assistance Group-Philippines 
(JUSMAG-P) plays an increasingly vital role in our efforts 

to improve Philippine capabilities. The US-trained and 
equipped Light Reaction Companies (LRCs) and Light Infantry 
Battalions (LIBs) are the tip of the spear in the 
counterterrorism fight. Although the AFP failed to capture 
ASG leader Khaddafy Janjalani during Operation Layas Pagad 
this summer 

training 

the field for over 60 days. Over the longer term 

support for the Philippine Defense Reform (PDR) program will 
prove key to the GRP\'s ability to stand alone without US 
assistance and transform the AFP into a more modern 
effective 

the needs of the Philippine people and serving as a more 
reliable coalition partner. 


JSOTF - INTELLIGENCE FUSION AND CIVIL MILITARY OPERATIONS 


8. (C) Joint Special Operations Task Force-Philippines 
(JSOTF-P) provides advice 

fusion to the AFP in the hunt for wanted terrorists. 
Additionally 

civil-military operations in Mindanao. This approach 
coupled with USAID\'s longer-term programs 
environment in which the terrorists thrive. Following a 
successful program in Basilan island (the former stronghold 
of the ASG) 

civil-military operations will now focus on the island of 
Jolo in the Sulu Archipelago 

goal of changing perceptions of the AFP and Philippine 
government among the citizens of Mindanao. 


9. (S/NF) There are indications that ASG leaders Janjalani 

and Abu Solaiman as well as JI operative Umar Patek are now 
in Jolo. JSOTF-P Liaison Coordination Elements (LCEs) on the 
island can help improve AFP efforts to target the terrorists 
through intelligence fusion and training assistance. 
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PUBLIC DIPLOMACY - GETTING THE STORY OUT 


10. (SBU) The Philippines remains an exuberant media 
environment 

journalists get their facts straight. We also take every 
opportunity to get our side of the story out. Initiatives 

such as our recently published V'Muslim Life in the 

Philippines 

works a film chronicling the successful joint US-AFP effort 

to defeat the ASG on Basilan. Our Public Affairs office 

works hand-in-glove with both USAID and JSOTF-P to ensure 
that perceptions of our efforts on every front are positive. 


REWARDS PROGRAMS - SYNERGIES 


11. (S) Our rewards effort builds upon the synergies between 
the State and DoD programs to attack the web of social 
religious 

relied for their safety and freedom. The promise of a reward 
encouraged individuals to step forward to help the AFP get 
ASG leader Hamsiraji Sali 

and JI operative Jeki. The USG has already paid out rewards 
for numerous other terrorists. We anticipate the recently 
announced reward of $10 million under Rewards for Justice for 
the JI\'s Dulmatin will help bring him to justice. 


RMAS - CRITICAL SUPPORT 


12. (S/NF) RMAS support and direction of the PNP\'s 
Intelligence Group (IG) 

Intelligence Service of the Armed Forces of the Philippines 
(ISAFP) have proven critical to the capture of a number of 
terrorists and the disruption of operations directed against 
US interests. RMAS assistance helped lead to major 
Successes 

Jl operatives Jeki and Faiz. 


ECONOMY NOT STRONG 


13. (U) Although the Philippine economy is growing by nearly 
596 each year 

domestic and foreign bond-holders. Combined liabilities of 

the government and state-owned enterprises equal 9096 of GDP 
and the debt-service payments on these loans consume 
two-thirds of the annual budget. The just implemented 
expansion of the Value Added Tax to include fuel and power 


Column 3 

will help the Government further reduce its fiscal deficit 

and increase spending on social services 

education 

railway lines. There appears to be a grudging acceptance of 
the need for new taxes to restore fiscal imbalances. 


14. (U) A stronger 

direct investment to the Philippines 

paltry level compared to other countries in East and 
Southeast Asia. To boost development and prosperity 
encourages economic reform initiatives toward greater 
privatization 

have worked closely with GRP officials on the PhilippinesV 
Millennium Challenge Corporation concept paper focusing 
heavily on anti-corruption and revenue enhancement efforts. 
US firms account for the largest stock of foreign direct 
investment in the country 

country's largest trading partner 

and services. But as you will hear from members of the 
American Chamber of Commerce 

impediment to investors 

electricity 

enforcement of intellectual property rights 

unpredictable legal system. 


THE ROLE OF THE AMERICAN CHAMBER OF COMMERCE 


15. (U) The American Chamber of Commerce of the Philippines 
works closely with us to promote a sound business environment 
in the Philippines. It produces reports and meets with senior 
government leaders 

private 

under Philippines laws in July 1920. It is affiliated with 

the Chamber of Commerce of the U.S.A. (COCUSA) and the 
Asia-Pacific Council of American Chambers (APCAC). It 
maintains close liaison with other foreign chambers in Manila 
and Philippine business groups: the Employers Confederation 
of the Philippines (ECOP) 

Industry (PCCI) 

Regional Headquarters (PAMURI) 

Management Association of the Philippines (MAP) 

Executives Institute of the Philippines (FINEX) 

trade and business organizations. It also networks in the 

U.S. with the Philippine-American Chamber of Commerce in New 
York 

US-ASEAN Council. AmCham works closely with various parts of 
the American Embassy in Manila 

Commercial Service 

Office 
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PRESS THEMES 


16. (SBU) In both your private and public remarks 
encourage you to highlight: 


-- Partnership: The Philippines is a valued partner in the 
Global War on Terror 

(despite the sudden pull-out of Philippine troops from Iraq 
in July 2004 in response to the kidnapping of Philippine 
driver Angelo De La Cruz); 


-- Anti-terrorism legislation: the Philippine House has 
consolidated its efforts behind one anti-terrorism bill 

which is now out of Committee for consideration by the full 
House. The Senate has also consolidated behind one bill. 
However 

from the Arroyo administration for action. You should stress 
the need to pass effective anti-terrorism legislation that 

will give law enforcement agencies the tools to fight and 
defeat terrorism 


-- Peace talks: With growing optimism by both the 
Government and the MILF that the Malaysian-brokered peace 
talks could end with an agreement by mid-2006 

also looking for USG developmental support similar to what we 
provided in the wake of the 1996 agreement with the Moro 
National Liberation Front. Settling Bangsamoro claims for 
autonomy would politically mainstream a 15 

insurgent group 

stabilizing the region. You should commend President Arroyo 
for the progress her government has made thus far 

the strong US backing for the successful conclusion of the 
negotiations 

assistance programs by USAID to advance the goals of the 
peace agreement. 


IF ASKED 


17. (SBU) 


-- Espionage case: The October 2005 arrest in the United 
States of an FBI employee of Filipino descent for espionage 
made front page news for weeks in the Philippines 

on his alleged ties with Opposition leaders former president 
Estrada. Alleged Embassy reporting was quoted in the press 
apparently designed to create discord between the government 
and the United States. Our consistent line is that the issue 
remains before the courts and we cannot comment on law 
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enforcement matters. 


-- Alleged rape case: Six U.S. Marines are now under 
investigation by Philippine officials as well as by US 

military authorities for involvement in an alleged rape in 

Subic on November 1. They remain in U.S. custody under the 
terms of the Visiting Forces Agreement (VFA). Our consistent 
line is that we intend fully to comply with the terms of the 

VFA 

the accused should be presumed innocent until proven guilty. 


Visit Embassy ManilaVs Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


Jones 
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Pan-Blue wins a big victory 

policy will only tighten (jinsuo) 

become more open.\" KMT Chairman Ma 

Vdeceiving voters\" with his claim that KMT victory would 
force the DPP government to relax its cross-Strait policy. 
V'This will not happen 

the DPP fares poorly and the KMT wins big on December 3 
cross-Strait policy V'can only tighten 

previous day 

half of the races at stake 

Beijing\'s V'Anti-Secession Law. V" 


Ma Rejoins 


4. (U) Chairman Ma responded by shaking his head sadly in 
dismay and admonishing Chen in parental tones not to be 
\"spiteful\" (duqi). Tightening up cross-Strait policy 
cautioned 

Asia. If the Taiwan government will not loosen its 
restrictions on the three links with China 

Taiwan will lose its geographical economic advantage with a 
booming PRC. 


NSC\'s Chou Claims Media Exaggeration 


5. (C) National Security Council (NSC) Secretary-General 
Chiou l-jen insisted to the Director that the media had 
exaggerated and misreported ChenVs Ilan speech. Chen 
explained 

claim that KMT victory on December 3 would bring further 
relaxation in cross-Strait relations. Chiou 

figure in formulating DPP campaign strategy 
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the Taiwan media exaggerated ChenVs remarks in the context of 
unprecedented negative campaigning. 


MAC\'s Wu Explains What Chen Meant 


6. (C) Mainland Affairs Council (MAC) Chairman Joseph Wu 
told the AIT Deputy Director that President Chen had made his 
remarks in Ilan with an eye toward both the election campaign 
and government cross-Strait policy. He explained that 
President Chen had told him (Wu) that he felt it necessary to 
make his llan remarks in response to Ma 

cross-Strait policy would loosen if the Pan-Blue coalition 

won a major victory on December 3. Ma\'s remarks 

Wu 

President Chen emphasized to Wu that Taiwan\'s cross-Strait 
policy would remain consistent and would continue to move 
forward at a stable pace unless the PRC refuses to negotiate 
on practical issues 


7. (C) Chairman Wu told the Deputy Director that President 
Chen had hoped in early 2005 that it would be possible to 
follow up on the January-February 2005 Chinese New Year 
charter flights with other steps to improve cross-Strait 

ties 

the December 2004 LY elections 

to push through the Anti-Secession law in March 

prevented additional steps to reduce cross-Strait tensions. 
If the Pan-Blue wins big again on Saturday 

argued 

Pan-Blue opposition and isolate the DPP government. That 
could complicate any future cross-Strait negotiations and 
make it difficult for the DPP government to implement its 
commitments to move forward on cross-Strait opening. 


8. (C) The government 

emphasis on the need to make progress on cross-Strait 
transportation 

charter flights this year. Taiwan is continuing to negotiate 
with the PRC on other passenger and cargo charter flights and 
hopes the atmosphere for these talks will improve after the 
election. Wu told the Deputy Director that Taipei considers 
charter flights to be an intermediate step and wants to make 
progress toward direct scheduled flights. Wu said he also 
hopes there will be movement on cross-Strait tourism after 
the December 3 election. On November 30 

Chinese side sent MAC information on the new cross-Strait 
tourism organization it is establishing (note: presumably the 
Cross-Strait Tourism Exchange Association reported reftel. 
end note) 

the PRC Ministry of Internal Affairs. MAC requested more 
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information about the organization so that it can establish a 
parallel Taiwan counterpart in order to begin talks. Wu 
explained that he hoped the Taiwan side could register its 
organization in about a month and then move forward on talks 
with its Mainland China counterpart as quickly as possible 
though he would not speculate how long it might take to open 
PRC tourism to Taiwan. Wu added that he looked forward to 
discussing these subjects in Washington when he visits next 
week. He did not indicate whether a Blue victory on December 
3 would affect these plans. 


Chen Steps Back 


9. (U) On December 1 

step of clarifying the remarks he made the previous day in 

llan. The December 3 election results 

change TaiwanVs cross-Strait policy. He went on 

charge that an opposition Pan-Blue victory on December 3 
would mean the Pan-Blue Legislative Yuan (LY) would pass the 
\"Cross-Strait Peace Promotion Bill 

variously call a V'surrender law" or a Taiwan version of the 
PRC Anti-Secession Law. Thus 

local elections are \"life and death" for Taiwan. 


Comment: Just Politics? 


10. (S) President Chen appears to expect that a KMT 
\"victory\" will lead to an outcome similar to the December 
2004 Legislative Yuan (LY) election results 

view 

such as the Anti-Secession law passed in March 2005. Given 
their radically different perspectives on the fruits of this 

year 

it is not surprising that Chairman Ma believes the past year 

is beginning to produce improvements in cross-Strait 
relations 

believes the opposite. Less than reassuring was Chiou 
message to the Director that another election setback will 
make Chen even more resentful of the PRC 

to ignore him 

cross-strait initiatives if the PRC continues to prefer to 

talk to opposition parties. NSC Chiou\'s and MAC Wuvs efforts 
to play down ChenVs statements 

clarification 

Washington are watching events closely. 


11. (C) To the extent that President Chen\'s rejoinder to Ma 
was \"just campaign politics 
resonance beyond ChenVs \"deep-Green\" base. Recent public 
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opinion polls indicate a strong majority of Taiwan people 
favor reducing cross-Strait tensions and increasing economic 
and other ties with the PRC. Within the DPP itself 

moreover 

cross-Strait relations are unavoidable and even beneficial to 
Taiwan. On November 28 

Chen was proclaiming a reduction in cross-Strait relations if 
the DPP loses on December 3 

announcing that one of the main topics of the second Economic 
Development Conference 

3 election 

The same day 

Taiwan must open up more economically to Mainland China 
following the election. While President Chen\'s rejoinder to 
Ma was a campaign ploy to elicit votes from TaiwanYs moderate 
swing voters 

Chen government to negotiate with Beijing in the event of a 
DPP defeat 

cross-Strait progress like those that followed the DPPVs 
December 2004 legislative election setback. This time 
however 

would push back with its own cross-Strait initiatives. 

Paal 
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extra-judicial killings (EJKs) to target suspected militants. 
END SUMMARY 


2. (C) On November 30 Ambassador called on Privy Counselor 
Palakorn Suanrath. Palakorn -- who served as director of the 
Southern Border Provinces Administrative Center (SBPAC) from 
1997 to 2001 -- is known to be a close advisor to the royal 
family on the South and travels with the Queen to the region 
during her annual visits (NOTE: Biographic information 
attached. END NOTE). 


THAKSIN MISSTEPS FUEL THE PROBLEM 


3. (C) Palakorn said that ThaksinVs decision to give the 
police primacy in the South shortly after taking office in 

2001 

factors 

He lamented that Thaksin had ignored the successful policies 
created in the 1980s by then Prime Minister Prem and 
characterized ThaksinVs dissolution of the highly successful 
SBPAC and the combined Civilian 

(CMP-43) in April 2002 as the V'turning pointV in the unrest. 
ThaksinVs advisors convinced him that the joint commands were 
V Democrat Party institutions 

Palakorn expressed concern that Thaksin was still not getting 
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reliable information on the situation from his senior 
advisors. 


CONCERN OVER DISAPPEARANCES 


4. (C) Palakorn said that Thaksin\'s decision in 2001 to 
appoint Police General Sant Sarutanond as Police 
Commissioner-General was another turning point in the 
southern situation; \"that\'s when people started to 
disappear.V He believes that General Sant was directly 
involved in the disappearance of prominent Muslim lawyer 
Somchai Neelapaiji in March 2004 and that Thaksin either 
approved the operation 

agents would carry it out. 


5. (C) Ambassador strongly emphasized USG concern over this 
and other reported cases of disappearances. He expressed 
deep unease over recent speculation that that RTG planned to 
take a more aggressive approach to the South 

leading to EJKs of suspected militants. Palakorn said he had 
also \"heard these reports 

concern over Interior Minister ChitchaiVs involvement in 
ordering such operations may be overstated. He opined that 
Chitchai 

the potential negative ramifications of EJKs and was looking 
at several different approaches to dealing with suspected 
militants. 


6. (C) Palakorn believes that General Sonthi Boonyaratglin 
the recently appointed Thai Army commander 

significant impact on southern policy. Many had hoped that 
Sonthi 

However 

experience in the South and does not have special access or 
influence. 


NO END TO VIOLENCE WHILE THAKSIN IN POWER 


7. (C) Palakorn opined that it was possible to reduce the 
intensity of the conflict in the South to the levels seen 

over the previous twenty years 

he indicated that this process would probably take years 
would not happen until Thaksin was out of office. He 
emphasized how much antipathy many southern Muslims feel 
toward Thaksin and the Thai police. He also noted that it 
would take some time for the majority of V'insurgent cells" -- 
made up primarily of young men -- to break up. 


THAILANDYS TROUBLED RELATIONSHIP WITH MALAYSIA 
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8. (C) Palakorn indicated that former Malaysian Prime 
Minister Mahathir\'s visit to Thailand on November 21 and 22 
was considered a success by the royal family 

ThaksinVs relationship with his Malaysian counterparts 
remained troubled. He noted that Thaksin blamed Malaysian 
Prime Minister Badawi for not cooperating with RTG efforts on 
the South. However 

to reach out to Badawi and failed to understand Malaysian 
concerns over the situation. 


DIALOGUE WITH SEPARATISTS WILL NOT PRODUCE RESULTS 


9. (C) Palakorn said it would not be possible for the RTG 

to establish a meaningful dialogue with leading separatist 
groups. He said that recent reports that the RTG was quietly 
reaching out to the Barasi Revolusi Nasional Coordinate 
(BRN-C) and other separatist groups -- while likely true -- 
would not prove successful. (NOTE: septel will report on RTG 
exploratory talks with separatist groups. END NOTE) He said 
that in the past the RTG had limited success in setting up 
informal talks in Malaysia with separatist leaders. However 
given the personal animosity felt towards Thaksin by the 
militants and the fractured relationship with Malaysia 

similar rapprochement was unlikely. 


LOW EXPECTATIONS FROM THE NRC 


10. (C) Palakorn said he has very low expectations for the 
National Reconciliation Commission (NRC) and questioned 
whether its chairman -- former Prime Minister Anand 
Panyarachun -- understood the South well enough to present 
recommendations that would ameliorate the situation. 
Moreover 

he feels that he has been V'set up\" by Thaksin and that the 
government has little intention of following his 
recommendations. 


QUEEN REMAINS FOCUSED ON PLIGHT OF SOUTHERN BUDDHISTS 


11. (C) Palakorn accompanied the Queen during her recently 
completed month-long annual visit to the South. She is 
\"saddened\" by the extreme security measures in place for her 
when she is in the region -- she only travels by helicopter 

-- and feels she has been V'cut off" from the local populace. 

He indicated that the Queen remains concerned about V'innocent 
Buddhists\" hurt in the conflict. The Ambassador asked if she 


Column 3 

was also concerned about Muslim victims of the violence. 
Palakorn respond that V'until a few months ago 99 percent of 
the victims were Buddhists.\" (NOTE: Our information suggest 
that while a majority of victims are Buddhists 

number are Muslims. END NOTE) 


SITUATION IS LOCAL/ETHNIC NOT INTERNATIONAL/RELIGIOUS 


12. (C) Palakorn emphasized that the conflict in the South 
remained primarily based on ethnicity and not on religion 
and that the sense of Malay identity 

remains the core factor in the unrest. He noted that 
following the U.S. invasions of Afghanistan and Iraq 

were greater calls for Islamic solidarity in the South 

this remains a secondary factor in the conflict. He 
emphasized that there are no indications of direct outside 
involvement in the South. 


COMMENT 


13. (C) Palakorn offers a rare glimpse of the royal 

family\'s views on both the southern situation and Thaksin. 
Palakorn indicated that the King was carefully considering 
how to address the South in his birthday remarks 

delivered on December 4. The speculation from such a well 
placed and high-level source that Prime Minister Thaksin 
might have been aware of the planned disappearance of the 
lawyer Somchai is troubling. Post will continue to 

forcefully advocate at all levels strong U.S. views about 
respect for human rights in the South. END COMMENT 
BIOGRAPHICAL NOTE: PALAKORN SUWANRATH 


Phuang 

extensively with the royal family. Palakorn spent his early 

life in Songkhla 

to Bangkok to pursue his secondary education. He obtained a 
BA in political science from Chulalongkorn University and a 
MA in political science from Ohio University. He attended 

the National Defense College in 1994. 


15. (U) In 1973 Palakorn became a career Ministry of 

Interior (MOI) officer 

Bureau. He worked his way through the ranks 

becoming the Vice Governor of Satun in 1989 and Vice Governor 
of Prachuap Khirikhan in 1991. Palakorn became Governor of 
Pattani in 1992 and Chiang Mai in 1996. 
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16. (U) In December 1997 

now-defunct Southern Border Provinces Administrative Center 
(SBPAC) 

Deputy Perm-Sec at MOI. 


17. (U) Beside his Interior posts 

as a board member of the Expressway and Rapid Transit 
Authority of Thailand 

Metropolitan Electricity Authority 

Board of the Provincial Electricity Authority 

member of the Electricity-Generating Authority of Thailand 
(EGAT) and the Government Savings Bank. 


18. (C) On July 18 

the SBPAC -- 7 years before his slated retirement. The 
following day he was appointed Privy Counselor by the King. 
At that time there was widespread public speculation that he 
was forced to resign because of conflicts over the handling 
of the southern situation with then Interior Minister 

Purachai Piamsombun and Prime Minister Thaksin. Most 
observers saw his immediate appointment to the Privy Council 
as a sign of the King\'s displeasure with Thaksin. However 
Palakorn told the Ambassador that this was not the case. He 
said during his fatherVs funeral in April 2001 the King 
informed him that he would be given a V'special position” in 
the future. Palakorn says he was tapped to join the Privy 
Council on July 9 

from the MOI. Palakorn explained that his current position 
on the Privy Council precluded him from talking publicly 
about the timing of his appointment 

that the appointment was a deliberate slap at Thaksin by the 
King. 


19. (C) Palakorn is married to Khunying Dhasaniya; they 
have a grown son. END BIOGRAPHICAL NOTE 
BOYCE 
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businessmen.\" The police have sent the daughter to 
a women and children\'s welfare center while her 
mother continues to be questioned. The mother 
convicted of bringing her child into prostitution 

faces 20 yearsY imprisonment and a fine of up to USD 
10 

follow up on leads indicating any involvement of 
government officials in procuring prostitution from 

a minor. 


MP ON THAI WOMEN TRAFFICKED TO TAIWAN 
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11. (U) On 13 November 2005 

Kusumalvati Sirikomart said that a trip to Taiwan by 
members of the House Committee on Foreign Affairs 
uncovered a large number of Thai women forced into 
prostitution after registering marriage certificates 

with Taiwanese nationals. Kusumalvati said the 
women 

legitimate work 

parlors from Noon to 4 AM because they are in debt 
to job brokers by as much as 400 

(USD 10 

became aware of the matter in January and February 
of this year when 22 women contacted the Bureau of 
Trade and Commerce in Taiwan requesting repatriation 
back to Thailand. Likhit Tiravekin 

of the Committee on Foreign Affairs 

situation as V'a slave ring 

were being forced to take drugs and service as many 
as ten customers a day to pay off their debts. He 
said that as many as 10 

work in Taiwan having registered marriage 
certificates with Taiwanese nationals. 


12. (U) Organizers of the planned March 

Voices NGO anti-trafficking workshop in Bangkok 
confirmed that the RTG has agreed to co-host the 
event along with the Vital Voices and the Embassy. 
Vital Voices welcomed a commitment from G/TIP for 
USD 25 

a planned contribution from EAP/RSP. The Embassy is 
exploring the possibility of further funding through 
USAID and Public Affairs to ensure the success of 
this event 

government representatives from five Southeast Asian 
countries and China. 
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that the Russians were cordial and did not V'push back" on any 
agenda items. Vinciunas said that the GOR did not pressure 
the GOL to accept any specific bidder for Mazeikiu Nafta 
agreed that the Kaliningrad transit program is running 
smoothly. 

KELLY 
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directly with a Russia-favored Burgos-Alexandropolos 
Bulgaria-Greece bypass) 

the gas pipeline along a similar route to Ceyhan - with 
hoped for gas-processing facilities and gas re-export 
rights. The Russians were non-committal on the oil 
pipeline 

analysis (and/or a separate feasibility study in the new 
year 

study). Instead 

Stream capacity should be doubled to 30 BCM. As for 
Berlusconi 

rather 

well 


4. (SBU) In a press conference 

was careful to emphasize that the Russians were not 
against Samsun-Ceyhan oil pipeline. He forecast that 
there would soon be an inter-governmental agreement 
between Turkey/BOTAS and Russia/Gazprom for the 
commitment of oil throughput in the project. Guler 

stated that technical feasibility studies would be 

carried out in 1-2 months. On natural gas 

spoke optimistically about cooperation on an LNG terminal 
at Ceyhan 


5. (SBU) GOT MFA DDG Energy Mithat Rende 

November 28 with EmbOffs 

Samsun-Ceyhan prospects. He claimed that PM Berlusconi 
had expressed support at the Blue Stream ceremony. Rende 
admitted that the Russians had said that they would put 

off another look until 2006 (Note: they reportedly 

continue to favor Burgos-Alexandropolos. End Note.) He 
asserted that for the first time the Russians recognized 
tanker passage in the Turkish Straits as a problem. 

Rende made a new point that the GOT aimed to reduce 
Bosphorus tanker traffic from current 140 mm tons p.a. to 
60 mm tons 

at this significant reduction. 


6. (SBU) Chevron reps briefed EmbOffs on November 30 on 
their year and a half analysis of Bosphorus bypass 

options. Their conclusion is that - while they remain 

open to all options - there is not a clear economic 
justification for a bypass. Front-runners would be 
Burgos-Alexandropolos or trans-Thrace. The Chevron reps 
observed that the Turkish dogged position on Samsun- 
Ceyhan is imbued with prestige visions of Ceyhan as 
energy hub and political-military concerns about reliance 

on the Aegean Sea for shipping. They called for clear 
focus on maritime shipping safety (including greater 

vetting of Black Sea ports) 
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about the GOT adopting \"manipulation\" to accomplish goals 
to reduce tanker traffic. 


7. (SBU) COMMENT: It is not clear why the official 
inauguration for Blue Stream was delayed two years from 
first operation. Turkey was clearly hoping to deliver 

other commitments with the splash 

to obtain further firm impetus to its long favored Samsun- 
Ceyhan oil pipeline. A number of major oil companies are 
looking seriously at the project 

throughput commitment is not in the bag. Some observers 
attribute the late Blue Stream inauguration to 
embarrassment over the notorious lack of transparency of 
the deal. Others express concern that the Russians are 
seeking to create additional control and pipelines 

through Turkey and Europe to prevent the Caspian/Central 
Asia - Central Europe Nabucco project from materializing. 
While Russia is a natural and important energy partner 

for Turkey- and has shown some flexibility on Turkey\'s 
gas surplus from take-or-pay commitments - Turkey 
purchases well over 60% of its natural gas from Russia 

so it is risky to increase its dependence. 


8. (SBU) The oft-floated idea of an international 
public-private conference on shipping safety in the 

Turkish Straits (i.e. 

bypass) could be a productive way forward. The challenge 
would be to gain broad and appropriate participation and 
avoid pre-canned positions (perhaps multiple meeting; 
perhaps hosted in Turkey by a third party 

GOT has long championed an idea like this. Chevron is 
open to it. 

McEldowney 
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Chunghwa Picture Tubes expects to complete the purchase 
within six months. The sale would make Chunghwa Picture 
Tube China\'s second largest LCD TV manufacturer. On 
November 10 

Royal Philips Electronics announced plans to form a new 
company in China. Toppoly is a subsidiary of Taiwan\'s 
Compal Electronics Group. Toppoly already has a TFT-LCD 
display factory in Nanjing. Taiwan firms currently are not 
permitted under Taiwan law to invest in TFT-LCD panel 
manufacturing facilities in the PRC. However 

prohibition against investment in manufacturing TFT-LCD 
modules from imported panels. 


10. The value of Taiwan-made large-scale TFT-LCD panels 
will increase 31% this year to US$17.6 billion. Large-scale 
TFT-LCD panel exports will reach 93 million pieces 
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surpassing South Korea\'s exports of 88 million pieces. The 
strong demand for LCD TVs 

contributed to rapid expansion of Taiwan\'s TFT-LCD industry. 
Taiwan\'s seven TFT-LCD producers took 45% of the world 
market in the second quarter this year 

invest an additional NT$120 billion (US$3.58 billion) in 
construction of \"7.5G\" (the most advanced) plants. Corning 
Inc. has decided to invest an additional US$450 million to 
expand its glass substrate production facilities in Taiwan. 
Taiwan\'s TFT-LCD industry has attracted up-stream suppliers 
from Japan and South Korea to invest in Taiwan. 


Taiwan IT Leads the World 


11. Taiwan manufacturing firms are dominating world markets 
through production bases in China 

information technology (IT) products. According the 
Marketing Intelligence Center (MIC) of the Institute for 
Information Industry 

following IT product categories (with estimated 2005 global 
market share in parentheses) : motherboard (98.396) 

PC (82.495) 

wireless access point (59%) 

premise equipment (75%) 

(8396). The MIC estimates that TaiwanVs IT hardware outputs 
excluding semiconductors 

year to US$80 billion and by 9.5 percent in 2006 to US$87.5 
billion. Laptops 

the most valuable IT products. A recent survey conducted by 
the Ministry of Economic Affairs showed that 71.7% of export 
orders for Taiwan IT products were manufactured overseas 
mainly in China. 


PAAL 


2. In the early stages of a disaster 

show areas that are most severely affected 

people in need 

Much of this information is reported and mapped as large 
polygons 

such as the percent of damage. Once this information is 
mapped 

information about specific areas. 
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3. In recent years 

the humanitarian and disaster response community and at 
present is widely used in the earthquake response in 
Pakistan. The US military is using GIS for helicopter 

landing zones and delivery of materials; the UN Humanitarian 
Information Center and Joint Logistics Center both have GIS 
staff for production of specialized maps; and some NGOs are 
using GIS for information management. Additional details 
regarding multi-agency information management in the 
Pakistan earthquake response will be reported septel. 


4. The USAID/DART is creating maps to track the operational 
locations of implementing partners in order to determine if 
needs are being met and if areas exist where people are not 
being reached. Maps are also used to identify gaps in 
coverage to enable implementing partners to expand their 
areas of operation to cover these needs. On November 17 

the USAID/DART invited partner nongovernmental organizations 
(NGOs) to a coordination meeting in Islamabad that included 

a mapping exercise. Each partner delineated their area of 
operation on a paper topographic map and the information was 
then transferred to a GIS system through on-screen 
digitization. The partnersY working areas were displayed as 
distinct polygons. Once all of the partner program data was 
digitized onto one map 

visual representation of all NGO program areas. 


5. The USAID/DART Program Officer held follow-up meetings 
with individual NGOs and took along maps showing the 
combined program areas as well as a detailed map showing the 
operational area of each NGO. The maps triggered 
discussions about on-the-ground coordination between NGOs 
working in the same location 

be unmet 

duplication of NGO services in a particular area. Partners 

were also asked to add any program updates to the maps. The 
changes were subsequently relayed to the GIS Officer to more 
accurately reflect the reality on the ground. 


6. The USAID/DART used the maps produced by the GIS Officer 
to assist with grant proposal reviews. Program staff 

entered new or second tranche grant proposal information in 

the GIS to determine if the areas specified in the proposal 

were already covered 

extend into an area with no previously identified damage 

and to ascertain whether the proposed program location could 

be modified to cover an area of identified need. 
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Information from this process was used to support funding 
decisions. 


7. At a second coordination meeting on November 24 

were asked to provide additional information for mapping. 
NGOs responded to a questionnaire that asked if partner 
programs were meeting all or partial needs for shelter and 
emergency relief commodities. They were also asked if they 
knew of areas where these needs were not being met. In some 
cases 

sites and implementing different programs at each site. 

Data from the questionnaire was then linked to the 

respective NGO polygons in the GIS by the GIS Officer. Maps 
were produced showing commitments for winter shelter kit 
distribution and emergency relief commodity distribution. 


8. To promote donor collaboration 

map products with colleagues at the UKYs Department for 
International Development (DFID). Recognizing the value of 

the GIS program 

program to map the program location of DFID-funded NGOs. At 
DFID\'s request 

duplicating the same model with DFID-funded NGOs. 


9. USAID/Pakistan requested the assistance of the GIS 
Officer in identifying and testing GIS software for possible 

use in the Mission. To more effectively display the 
geographical coverage of programs 

import spreadsheets with location coordinates into a 
comprehensive map. The GIS Officer recently gave a one-hour 
GIS presentation and demonstrated ways that GIS tools can be 
useful for program management. The Mission plans to use 
maps created by the GIS Officer designed to track the 
locations of USAID-funded earthquake activities as a 

starting point for reconstruction planning 

USAID to build on existing relationships with local 

government officials 


CROCKER 
46593 


46594 
field to find ways to build trust 
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4. (C) An served as the Chinese Defense Attache in 
Kyrgyzstan in the late 1990\'s 

number of counter terrorism programs under the aegis of the 
Shanghai Cooperation Organization. He highlighted Sino-U.S. 
cooperation in counter terrorism as a major factor in 

improving bilateral relations. He suggested that China was 
interested in building on that cooperation in Southeast Asia 

by jointly looking at maritime security issues. He also 
mentioned disaster relief preparation and peace keeping 
training as other areas worth exploring together. 


CHINESE DCM TO BE NEW AMBASSADOR TO LAOS 


5. (C) PRC DCM Pan Guangxue was unable to attend the 
reception. Nonetheless 

be the PRC\'s next Ambassador to Laos. Previously 

us about his command of the Lao language and his having 
served as former President Jiang ZeminVs interpreter on trips 
to Vientiane. 


BIO NOTES 


6. (C) Ambassador Zhang Jiuhuan was born in 1947 in 
Guangxi. He is married to Tang Lizhen 

Ministry official. They have one son. Zhang speaks 

excellent Thai and passable English. He has previously 
served as DG for the Asian Department at the PRC MFA and as 
Ambassador to Singapore and Nepal. He is purported to be a 
protege of former Vice-Premier Qian Qichen. 

Senior Colonel An Zuoshan was born in 1950 in Jilin. He is 
married to Wang Ling. They have a 28 year old married 
daughter. An speaks excellent Russian and good English. He 
is an expert on counter terrorism and Central Asia. 

Engaging 

improvement over the previous Chinese DATT. We view his 
appointment to Bangkok as another example of the PRCVs 
emphasis on putting top-flight staff into their embassy here. 
BOYCE 
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monarchy\" and give additional time to explore a political way 
out V'through a constituent assembly." He asserted that the 
Maoists had decided to extend the cease-fire in light of the 
demands made by forces within the country and abroad. 
However 

the cease-fire V'if the current attitude of the absolutist 

feudal elements continued." Prachanda noted that the 
three-month cease-fire had provided an opportunity for the 
seven-party alliance and the Maoists to present a new 
\"blueprint\" to resolve Nepal\'s crisis. 
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Political Parties Welcome Extension 


3. (C) Political party leaders welcomed the extension of the 
cease-fire. Nepali Congress-Democratic (NC-D) Central 
Committee member Narayan Khadka 

member Kashinath Adhikari 

Committee member Chakra Prasad Bastola separately commented 
to us that the extension was positive. Khadka and Adhikari 
noted to Emboff that the extension both gave time to 
increased pressure on 

the Parties-Maoist understanding (ref B). Khadka speculated 
that the Maoists could have decided on a one-month extension 
following discussions with UML party leaders 

that ended January 2 would still leave time for Maoist 

violence in the countryside to disrupt the municipal 

elections called by the King for February 8. However 

Adhikari stated that after one month the Parties would again 
request the Maoists to extend the cease-fire so the Maoists 
and Parties could continue peace talks. Khadka also observed 
that 

they had respected appeals to do so by the EU 

the international community. Bastola suggested that the 
Maoists and parties would use the time to \"network\" with 
international groups that could play a monitoring role. He 
remarked that the extension would give more time to the 
Maoists to convince others about the sincerity of their 
commitments expressed in the understanding with the political 
parties. (Note: Despite the cease-fire and the 

understanding 

November 30 

and seized journalists\' equipment in Taplejung District. End 
Note.) Bastola added that the understanding was V'very 
primitive\" and only in its initial stages; it needed a lot of 
clarification. 


Comment 


4. (C) By extending the cease-fire -- however imperfect -- 

the Maoists have maintained the high ground. The Parties 
would have been hard-pressed to continue their understanding 
with the Maoists had the latter returned to violence so soon 

- without waiting for a reaction from the King or 

establishing their bona fides. While the extension has also 
given the King some breathing space 

mounted on him to respond positively. 


Action Request 
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5. (SBU) Embassy suggests the following press guidance for 
use by the Department spokesperson: 


We welcome the Maoist one-month extension of the cease-fire. 
We call on the government to respond positively to this 
development. As we have said many times 

military solution to the ongoing conflict in Nepal. Any 

measure that promotes peace in Nepal is to be welcomed. We 
urge the Maoists to permanently abandon violence and rejoin 
the political mainstream to seek a peaceful resolution. 
MILLARD 
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that accuses Chu of official and personal misconduct. The 
Democratic Progressive Party (DPP) denies any link to the 
video but nonetheless offered a copy to AIT. DPP candidate 
Cheng Pao-ching staged two protests after being summoned to 
testify as a witness in the video disc probe 

hoping to gain sympathy votes. The KMT is justifiably 
confident that Chu 

of all city mayors and county magistrates in Taiwan in a 
recent poll 

safe V Blue" district. End Summary. 


KMT: The Confident Incumbent 

2. (C) KMT Taoyuan County Chairman Fu Chung-hsiung told AIT 
that approximately 60 percent of Taoyuan voters support the 
Pan-Blue camp 

magistrate elections 

more votes than the Pan-Green camp. According to Fu 

percent of Taoyuan\'s Mainlander and Hakka voters (who account 
for 49 percent of the general population) and 50 percent of 
Taiwanese voters are Pan-Blue supporters. Fu also estimated 
that the voter turnout rate will be 65 percent and suggested 

that a high voter turnout rate will benefit incumbent KMT 
Magistrate Chu Li-lun and the KMT. Acknowledging that DPP 
supporters are historically more enthusiastic about casting 

their ballots than KMT supporters 

creating conflicts or other \"incidents\" to target the 

sympathy vote and unite their supporters. 


3. (C) Fu attributed Magistrate Chus commanding lead in the 
polls to his strong performance in office. Fu told AIT that 

Chu promoted several development projects 

efforts to keep businesses in Taoyuan and has encouraged 
investment. As a result 

are higher than any other city or county in Taiwan and the 
unemployment rate has dropped from 5 to 3 percent. Fu told 
AIT that despite the recent negative campaigning 
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said is common in Taiwan 

candidates\ qualifications and their development plans for 

the county. Fu was confident that the V'extraordinary video!" 
will not impact Chu\'s campaign and he suggested most voters 
are aware of the political motive behind the disc. Fu noted 
that KMT Chairman Ma Ying-jeou has made three visits to 
Taoyuan but will not be making any additional appearances 
since the KMT views Taoyuan as a safe district. 


DPP: On the Attack 
4. (C) DPP Taoyuan County Advisory Committee Chairman Hu 
Tsung-wen criticized Magistrate Eric ChuVs social welfare 


SIPDIS 

policies 

subsidies for the elderly. In response 

candidate Cheng Pao-ching has promised to increase senior 
citizens\' pensions and also provide free lunches for primary 
school children. Hu also accused Chu of unfair treatment of 
Taiwanese military veterans 

veterans receive a monthly pension while native Taiwanese do 
not receive a subsidy. Finally 

for living with his family in Taipei City rather than 

Taoyuan 

running for Taipei City Mayor and helping large companies 
profit than helping the residents of Taoyuan County. 


5. (C) Chairman Hu insisted that Lin I-fang 

the V'extraordinary video 

Cheng Pao-ching. DPP candidate Cheng 

summoned for questioning about the video 

hunger strike the same morning AIT visited Taoyuan 
sympathy from elderly Taiwanese voters. Hu told AIT that 
even though the DPP is not behind the V'extraordinary video 
the party does agree with some of its accusations against 
Magistrate Chu Li-lun and without being asked 

AIT with a copy of the disc. 


Comment 

6. (C) This is one of the easiest races to call. Chu has 
received strong popular support throughout the campaign. His 
DPP opponent is not one of the rising stars that the ruling 
party put in some of the more competitive races against KMT 
incumbents. Chu has told AIT that he is committed to serving 
out his term if reelected. He then hopes to move to a major 
cabinet position. End comment. 

Paal 
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current administration to get legislation passed to enable 
them to deal with these nominally foreign vessels. Given 
all of this 

continue to be forced out of the market. End Comment. 


Thiele 
Paal 
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prostitution statute in April. End Summary. 


3. (SBU) On November 9 

Trial Court in Batangas City (located about 60 miles south 
of Manila) sentenced three individuals under R.A. 9208 
Anti-Trafficking in Persons Act. These mark the first 
successful convictions under the anti-trafficking law 
passed in December 2003. The regional court originally 
charged the three 

street 

the purpose of prostitution\" -- which carries a maximum 
sentence of 20 years. However 

with the prosecutor to plead guilty to the lesser offense of 
violating Section 11 of R.A. 9208 -- V'engaging the services 
of trafficked persons for the purpose of prostitution.\" The 
court sentenced each defendant to six months of community 
service and a 50 

to Mission sources 

cases were originally filed 

trials. This prompted the prosecutor to accept a guilty 

plea to a lesser charge. End Note.) 


4. (U) Progress on TIP cases has been slow 

among all types of cases in the Philippine judicial system. 

Of the 41 cases filed under R.A. 9208 between December 2003 
and November 2005 

first to reach a verdict. Overburdened judges 

resources 

tampering all contribute to the glacial pace of justice in 

the Philippines. Nonetheless 

government and NGO prosecutors trying TIP cases has resulted 
in a quadrupling of cases filed from 2004 to 2005 (ref B). 
Mission has actively supported this effort through training 
programs to help police 

build more effective TIP cases (ref A). Senior DoJ 

officials have promised to provide more detail on the 

Batangas cases and other pending TIP cases when they meet 
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with Ambassador John Miller during his December 3-6 visit. 


5. (U) Earlier in the year 

Investigation (NBI) sting operation led to the arrest of a 
woman in Butuan City on the island of Minanao in the 
southern Philippines. The Regional Trial Court convicted 
the defendant on April 22 

slave trade 

9208. The court sentenced her to between one year and one 
day and two years 

headquarters in Manila had been unaware of this case until 
Justice Secretary Raul Gonzalez issued a Department-wide 
order on November 10 directing all regional 

city prosecutors to submit a report on trafficking cases 
within their jurisdiction. 

JONES 
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planning in this regard. He said there was no evidence that 
the major opposition leaders were implicated in this 

added that suspicion was focused on second-level FJK leaders 
Kozhakhmetov and Tokhtasinov 

reputation somewhere between radical and hot-head. (Note: 
FJK leaders 

Zhandosov 

have pledged to address any grievances peacefully. Tuyakbay 
issued a public statement calling on the government to back 
up the assertions with concrete evidence and arrest anyone 
known to be plotting violence 

that create public anxiety. End note.) 


4. (C) Interior Minister Mukhamedzhanov told the Ambassador 
that members of a youth group in Taraz (southern Kazakhstan) 
had been arrested for criminal activity such as arson 
investigation had implicated an additional suspect who had 
financed this activity and who was planning post-election 
VillegalV actions. The Ambassador urged the MVD to focus on 
clearly illegal activity and to restrain its rhetoric 

was having a negative impact on Kazakhstan\'s foreign 
reputation as well as increasing domestic tensions. 


5. (C) With the Procurator General 

restraint in dealing with any post-electoral peaceful 
demonstrations 

not. The Procurator General said that it went against 
Kazakhstani traditions to engage in violence 

recognized that it was necessary to allow opponents to \"let 
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off steam." 


6. (C) The opposition has leveled countercharges in response 
to the repeated GOK allegations. In a December 1 posting in 
the \"Rumors\" section of mizinov.net (the successor site to 
Navigator) 

Sergey Duvanov alleged that law enforcement authorities were 
planning a provocation on December 2 in Almaty. Duvanov 
claimed that protesters would set cars on fire and rob 

stores. The police would disperse the crowd and arrest a few 
participants 

create an incident. (Note: On Friday evening 

circulating that four cars are on fire near the Ramstore on 
Timuryazev in Almaty and/or on Republic Square. Post has 
dispatched the mobile patrol to verify. End note.) 


7. (C) The charges and countercharges have had a dramatic 
effect on the level of public anxiety 

Post has issued an internal security notice and a warden 
message to address the numerous rumors of possible violence. 
Conversations with Embassy staff 

staff reveal a significant level of concern about the coming 
weekend 


8. (C) These allegations and countercharges are building on a 
wave of public anxiety in Almaty resulting from the November 

12 shooting here of former GOK official-turned- opposition 

figure Nurkadilov (reftel). Although there is no evidence 

that the murder was politically motivated 

perception is that it was intended as a warning. (From whom 

and to whom the warning was directed is the subject of much 
debate.) A November 29 quote from an anonymous MVD source 


that the death would be ruled a suicide has fueled public 
speculation of a cover-up. The same day 

widow\'s lawyer held a press conference to reveal what he 
claimed were details of the death that ruled out suicide 
including the fact that the body was covered with a sheet 
when discovered 

In his November 30 meeting with the Ambassador 
Mukhamedzhanov said that the investigation 

which would be announced after the elections 

that Nurkadilov had committed suicide. He was well aware of 
the public skepticism that would greet such a report 
maintained that the forensic evidence allowed for no other 
conclusion.) 


9. (C) Comment: While we think that the governments 
concerns about the danger of election-related violence are 
exaggerated and largely unfounded 

possibility that a few individuals or very small groups may 
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be considering actions designed to provoke the authorities. 
The larger danger is that the police would in fact overreact 

to unsanctioned gatherings and bring about the very disorder 
that they are seeking to avoid. We will continue to use 

every opportunity to urge restraint and to promote dialogue. 
ORDWAY 
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Vice-Chairman for Political Affairs Ghazali Jafaar was billed 

as the keynote speaker 

closed door event hosted by the Philippines Business Leaders 
Forum (PBLF) and Mindanao Business Council (MBC). (Note: 
MILF Vice-Chairman Jafaar was also expected to attend the 
November 27 opening ceremony for the Southeast Asian Games in 
Manila with MILF Central Committee Chairman Al Haj Murad 
Ebrahim and GRP-MILF Peace Panel Chairman Mohager Iqbal 
all three leaders did not appear due to \"previous 

commitments. Attending the SEA Games opening ceremony on 
their behalf were MILF Coordinating Committee on Cessation of 
Hostilities (CCCH) Chief Von AI Haq 

Kabalu 

Dataya. End Note.) 


3. (SBU) Delivering the keynote speech in place of MILF 
Vice-Chairman Jafaar at the PBLFYs November 23 special forum 
was Dr. Abas A. Candao 

Development Agency (BDA). Dr. Candao began his speech -- 
which contained quotes from the Koran -- by conveying 
Jafaar\'s gratitude to the PBLF and MBC for inviting him to be 
the keynote speaker for a forum that would set the stage for 
an international investment conference on Mindanao. Since 
Jafaar was unable to attend because of V'a previous 
commitment 

Executive Director Dr. Danda N. Juanday and BDA 
Vice-Chairman/former MILF Technical Adviser Dr. Saifrullah M. 
Dipatuan. (Note: The BDA is a non-governmental organization 
based in Cotabato City 

MILF in accordance with provisions of the 2001 Tripoli Peace 
Agreement. Since being activated in 2002 

the MILF\'s development arm responsible for implementing 
rehabilitation and development projects within impoverished 
and conflict-affected areas of Mindanao. Its executives -- 
Candao 

profession. End Note.) 


4. (SBU) After thanking the Malaysian-led International 
Monitoring Team (IMT) 

Bank 

contributions to the GRP-MILF peace process 

the audience a glimpse of the MILF\'s vision for Mindanao\'s 


Column 3 
future development. His key points were as follows: 


--- Spiritual and material development are inseparable and 
must be in accordance with the Koran. 


--- Feasibility studies will be conducted to determine the 
kind of investments that are needed in each area. 


--- An Islamic Economic Development Model will be implemented 
in whatever juridical entity that is created by a final 
GRP-MILF peace agreement. 


--- Dependence on foreign loans is a \"disease\" that has 
shattered lives. Islamic principles require the Bangsamoro 
people to avoid incurring foreign debt V'even if it hurts. V 


--- Capitalism still suffers from unequal distribution of 
wealth 

distortions of the market that result in monopolies. The 
rich use money for their own benefit and interest payments 
are always added to the cost of production. These are 
problems created by capitalism 

birth to another reaction worse than communism. 


--- While capitalists have celebrated the fall of communism 
on both a political and ideological plane 

that communism was a reaction by the common man toward 
unequal distribution of wealth. 


--- Communism failed because of its inherent defects. The 
communist model assailed private ownership and market forces 
denied individual liberties 

people at the hands of a ruling class. 


— The principles contained in the Koran are capable of 
solving economic problems in the world today. Islamic 
principles allow for private ownership 

economic system that prevents monopolies as well as 
activities such as gambling that are detrimental to society. 


--- Under the Islamic Economic Development Model 
people share in the fruits of development 

distributed to the needy through Zakat 

and equitable relationship between lenders and borrowers. 


5. (SBU) Following Dr. Candao\'s keynote speech 
Executive Director Dr. Juanday gave an overview of the BDA\'s 
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activities. A total of 3 

males) have been trained on transparency and accountability 
to support six BDA Regional Management Offices in Central 
Mindanao 

Kudurat 

Peninsula 


6. (SBU) Dr. Juanday noted that Islamic development requires 
Vvalue transformation" and V'agents for community change. He 
highlighted existing linkages between the BDA and such 
institutions as the World Bank 

Asian Institute of Management 

AID 

Adviser for the Peace Process. He especially thanked the 

World Bank for assisting the BDA in capacity building and 
developing plans for communications and marketing 
administration 


7. (SBU) In his closing remarks on the future of the BDA 

Dr. Juanday emphasized the importance of the Islamic Economic 
Development Model 

the BDA and Global Islamic System 

would play in peace and development for Mindanao. 


8. (SBU) BDA Director Dr. Dipatuan - who formerly served on 
the MILF Peace Panel -- made the following key points 
regarding the GRP-MILF peace process: 


--- The GRP and MILF peace negotiators have yet to determine 
the kind of juridical entity to be created in Mindanao. 

While a federal state is a possibility 

other options and has been looking at examples from other 
countries such as Peru. Whatever juridical entity is 

ultimately created must be acceptable to the Bangsamoro 
people. 


— The MILF is not going to rush into any final peace 
agreement. 


--- À key issue in the peace process is ancestral domain 
which has four strands - concept 
resources 


--- Until the recent press leak 

peace negotiations were held secret for good reason. Future 
negotiations will continue to be held secret 

released to the public at an appropriate time. 


Column 3 


9. (SBU) In her opening remarks 

Council on Islam and Democracy (CID) Amina Rasul -- whose 
family is originally from Sulu -- stated that Islam and 
democracy were compatible based on the Koran. Rasul then 
intimated that MILF Vice-Chairman Jafaar\'s failure to appear 
for the November 23 forum was related to his meetings with 
the World Bank. According to Rasul 

the World Bank -- including a former rebel from Latin America 
-- unofficially met with Jafaar and eight other MILF leaders 

for the first time in Mindanao. Their meeting 

for a half day 

arranged. 


10. (SBU) Rasul highlighted the importance of overcoming the 
common stereotype that Muslims are incapable of economic 
development by their own efforts. She pointed out that Sulu 
once had a vibrant economy with trade routes throughout the 
region. The imposition of martial law by the Marcos Regime 
during 1972 and the armed conflict that followed had a 
devastating impact on Sulu\'s economy. 


11. (SBU) To date 

in the Sulu Archipelago due to the lack of peace and 
security. Local businessmen in these areas are thus pooling 
their financial resources together to buy equipment for their 
own development projects. According to Rasul 

exist in the Sulu Archipelago for any outside investors 

willing to take a risk. (Rasul\'s CID has been examining 
Islamic finance for the past year and plans to organize a 
major conference on this important topic during 2006 for 
potential investors.) 


12. (SBU) Speaking in reference to the ongoing armed clashes 

in Sulu between the Armed Forces of the Philippines (AFP) 

Abu Sayyaf Group (ASG) 

Rasul stated that most members of the Moro National 

Liberation Front (MNLF) still recognize Nur Misuari as their 

leader. Though the MNLF signed a 1996 Final Peace Agreement 
with the GRP 

According to Rasul 

the GRP and MILF must not supersede this GRP-MNLF Final Peace 
Agreement. 


13. (SBU) Rasul ended her presentation with remarks about 
charter change. Consultations during November in Mindanao 
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with local government 

revealed concerns about the motive 

charter change and its potential impact on the implementation 
of a final GRP-MILF peace agreement. In Rasul\'s view 
constitutional convention must be held 

adopted 

of Mindanao. 


14. (SBU) Panelist Edward McBride - the Bangkok based 
Southeast Asia Correspondent for The Economist -- made the 
following points: 


--- Mindanao needs more rather than less capitalism. 
Increased investments and loans can only improve the 
situation there. 


--- Countries with the most open economies and least 
interference by government in the Southeast Asian region 
such as Singapore and Malaysia 

Making Mindanao more like these countries would improve the 
lives of the Bangsamoro people. 


— Neither the Philippine political system nor some of the 
people claiming to speak on behalf of the Bangsamoro people 
have really addressed their aspirations and concerns. 


15. (SBU) The following key points were made by several 
businessmen 
official during the open forum: 


--- Mindanao is currently divided into two areas -- a growth 
area that includes Davao and Bukidnon and a conflict-affected 
area that includes Sulu. Without strong GRP intervention in 
the conflict-affected area 

spillover into the growth area and rest of the Philippines. 


--- Four major factors inhibit investment in Mindanao -- 
lack of law and order 

competing land claims 

poverty. 


--- The excessive focus on religion in the dialogue on 
Mindanao is a source of concern to bankers and businessmen. 
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16. (SBU) In delivering the closing remarks for the forum 
MBC Chairman Antonio R. Santos Sr. highlighted the positive 
aspects of Mindanao for potential investors: 


--- Mindanao 
Asia-Pacific Region 
agri-business 


--- Approval has been given for the establishment of an ARMM 
Regional Economic Zone. 


— The peaceful election within the Autonomous Region of 
Muslim Mindanao (ARMM) last August reflects that governance 
is improving. 


— The Polloc Port in Maguindanao has the potential to 
become a major international port. 


--- Power projects are now being implemented in the region. 


--- Agricultural products such as bananas 
pineapple are being exported into foreign markets. 


--- Seaweed products are shipped from the Sulu Archipelago to 
Cebu via Zamboanga City. 


17. (C) With the unveiling of an Islamic Economic 
Development Model at this Philippines Business Leaders Forum 
-- which happened to coincide with a November 21-24 
international conference in Jakarta 

Economics and Banking in the 21st Century" -- MILF 
religious/intellectual leaders have put the business 
community on notice of their opposition to free wheeling 
capitalism in post-conflict Mindanao. Implementing an 
Islamic Model may prove to be easier said than done 
Christian leaders such as Zamboanga City Mayor Celso 
Lobregat 

Citizens-Activists for Development (CCAD) 

to the creation of any juridical entity that includes areas 
outside of the ARMM (Maguindanao 

Sulu 

there is a consensus regarding an Islamic Economic 
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Development Model between the MILF 

ARMM Administration under Zaldy Ampatuan 

clans within the region. Nonetheless 

government officials and the general public would do well to 
bone up on Islamic economics 

the debate over this alternative paradigm to capitalism and 
communism is likely to intensify in the months ahead. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 


Jones 
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enjoyed going into the election. Charges of high-level 
corruption 

\"Kazakhgate\" scandal in the televised debates 
overcome the voters\ apparent inclination to vote their 
increasingly prosperous pocket books. Peace 

and ethnic accord (particularly important for the 30 
percent of the population that is ethnic Russian) work 
strongly in Nazarbayev\'s favor. Voters show little sign 
of wanting to change the status quo. 


6. (SBU) The bigger question is whether this election 

will represent the kind of significant progress in 
democratization that we would like to see 

Nazarbayev has assured us he will deliver. The pre- 
election period has been decidedly mixed 

fully met international standards. Nonetheless 

balance we believe that there has been substantial 

progress 

presidential elections in Kazakhstan. For the first time 

there are genuine opposition candidates who are running 
substantial and determined campaigns. The performance of 
the Central Election Commission has improved dramatically. 


7. (SBU) The government has welcomed a large-scale OSCE 
election observation mission. Opposition candidates 
received 15 minutes of uncensored air time on the state- 
controlled television channel that is received throughout 

the country 
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debate. Although the debate was marred by the absence of 
Nazarbayev 

candidates to lay out their programs. Opposition 

candidates produced and distributed campaign literature 

and the opposition press increased their press runs 
substantially. Candidates traveled freely throughout the 
country and made daily public appearances. The government 
accepted as its own a U.S.-proposed \"code of conduct" and 
largely followed through on the letter of its provisions. 


8. (SBU) There were also significant shortcomings. Two 
print-runs of opposition newspapers were seized during the 
early days of the campaign. State-owned media provided 
news coverage of the opposition campaign 

negative and not particularly informative fashion. 
Candidates were assigned smaller 

venues than they requested. Tuyakbay and Baymenov 
reported numerous efforts to disrupt or prevent their 
campaign events. There have been numerous incidents of 
low-level police harassment 

and opposition newspapers 

opposition campaign malfeasance. Vague charges by the 
security authorities of planned violence have marred the 
atmosphere. Nazarbayev posters have popped up in some 
governmental institutions 

numerous incidents of pressure being applied to potential 
voters. 


9. (SBU) The major outstanding questions focus on Election 
Day. During last year\'s parliamentary elections 

certain procedural difficulties voting went relatively 
smoothly during the first round at the polling places 
precinct-level counting was by-and-large accurate. There 
was large-scale manipulation during the aggregation 
process 

ensure pre-determined results. A complete lack of 
transparency in releasing disaggregated vote totals was an 
enabling factor. The second round of voting was marred by 
blatant misuse of administrative resources 

bussing of voters to numerous polling stations. 


10. (SBU) This time 

they have undertaken serious measures to ensure that local 
authorities 

appointed by the President 

performance. The advisors seem increasingly confident 
that they have this problem in hand 

threatening the akims with dismissal or even criminal 
prosecution if they engage in such falsifications and 
abuses. The CEC has assured us that they will release 
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precinct-by-precinct results on the Internet within 24 
hours 

polling stations to ensure that all observers receive 
copies of precinct protocols. 


11. (SBU) Comment: We are not nearly as confident as our 
interlocutors that the process will be as smooth as they 
anticipate. In the final analysis 

honest vote count will get the government the recognition 

of Vsubstantial improvement" that it is seeking. 


ORDWAY 
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in Pyinmana is not open for business.\" The scope and cost of 
the ongoing project is staggering 

U.S. dollars. Real motives for the sudden move 

timing 

government of Burma will be saddled with the costs and 
consequences of the GOB\'s absurd relocation. End Summary. 


THE ROAD TO MANDALAY (AND PYINMANA) 


2. (C) Emboffs on November 29 made an unannounced visit to 
the Burmese regimeVs new administrative capital of Pyinmana. 
The 225-mile overland trip from Rangoon took roughly seven 
hours driving time (public transport takes 8-10 hours). The 
route follows Highway 1 

corridor running from Rangoon to Mandalay 

two-lane road crowded with commercial trucks 

bicycles 

country-wide practice 

portion of the road to dry their rice crops. 


3. (SBU) Highway 1 also now supports an endless stream of 
government and military convoys that are busy moving Burma\'s 
capital from Rangoon to remote Pyinmana. Emboffs saw at 
least four convoys traveling north under military escort 
transporting GOB payroll and office furniture for the 

Ministry of Labor and the Ministry of Social Welfare 

and Resettlement. Local shopkeepers along the route told 
Emboffs that the furniture-laden convoys 

thirteen hours to make the trip to the new capital 

traveling north on alternating days since the official move 
began on November 6. 


4. (SBU) Emboffs saw a new airport about 17 miles south of 
Pyinmana 

new capital. Emboffs observed well constructed access roads 
but entry to the airport site was prohibited. According to 
Embassy military sources at the MOD\'s foreign liaison 
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division 
airport 


NOBODY\'S CROSSROADS 


5. (SBU) The town of Pyinmana itself 

Highway 1 

described by some press reports. According to GOB figures 
the existing population of the district is about 90 

persons; the central town has at least 50 

Emboffs observed a bustling market area and a small 
commercial district in the central part of town. 


6. (SBU) The foreign media has not been inaccurate 

in describing Pyinmana as \"located in the middle of nowhere.\" 
The GOB said that it selected Pyinmana as a strategic 
location \"at the crossroads of the country\'s communications 
and transportation networks.\" The Pyinmana region 

has neither transport nor communications links of any 
substance. There is no cell phone or internet access in the 
entire area. The so-called \"highway\" to Rangoon (south) or 
Mandalay (north) is a two-lane country road. There are no 
direct routes to the east (Shan State). Routes leading west 
must cross the Bago Yoma mountain range. Emboffs returned to 
Rangoon along what maps identify as a principal east-west 
corridor 

It took over five hours to travel the first 60 miles across 

the remote mountain terrain. 


MEN AT WORK 


7. (SBU) The Burmese regime has not constructed new 
government facilities within the town of Pyinmana itself 
rather at fairly distant locations to the east and west of 

the town. To the east is a heavily guarded 

complex. Emboffs were prohibited from reaching this area 
but sources report that the construction of military command 
centers 

is substantial and close to completion. Many military sites 
within the complex are already functioning. 


8. (SBU) Seven miles west of Pyinmana lies a massive 
construction zone 

is the future site of the government bureaucracy. The 
administrative and housing complex is known as \"Kyatpyay\" 
(roughly translated as \"Running Chicken 

on words in Burmese 

Devil\"). Emboffs toured the Kyatpyay complex for about an 
hour 

stages of completion 

future housing for civil servants and their families. 
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9. (SBU) Emboffs also entered a ministerial sub-zone at 
Kyatpyay that appeared to be about five miles long. There 
are over thirty sites within the sub-zone where workers are 
constructing individual complexes for each GOB ministry. 
Although none of the ministry buildings appeared complete 
and no civil servants were seen on site 

were at an advanced stage of construction 

future Ministries of Home Affairs 

Information 

estimates 

appeared to cost between 10 and 20 million USD. 


10. (SBU) The remote ministerial zone does have not yet have 
significant infrastructure. Roads and water and sewer lines 
are still under construction. Construction sites are 

separated by rice and sugar cane fields 

any commercial outlets or other services to support the GOB\'s 
large civil service. Emboffs observed a single 

line providing service to the entire administrative zone. 

The GOB has built a 300-bed hospital in the administrative 
zone and staffed it with nurses 

equipment have yet to arrive. Hospital staff told Emboffs 

that the military complex east of Pyinmana already has a 
functioning 1 


CRONY BUSINESS 


11. (SBU) All of the individual sites at Kyatpyay are 

identified by the construction company awarded each building 
sub-contract. Our quick tour revealed a Who\'s Who of SPDC 
crony companies 

laundering and/or with ethnic Kokang and Wa druglords. Among 
the several dozen companies constructing new housing and 
government buildings are Htoo Trading 

subsidiary) 

of the now defunct Mayflower Bank) 

International 

and Golden Flower. 


YOUVRE NOT WELCOME: UNWANTED VISITORS 


12. (C) EmboffsY self-guided tour through the ministerial 
complex was cut short by a half dozen security agents who 
stopped the Embassy vehicle 

papers 

declined to meet the agentsY demands 

them to nearby Military Affairs Security and Burmese Police 
offices. Emboffs explained to the senior military officer at 
the office 

that they had stopped off in Pyinmana to see the new capital 
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and deliver some demarches to MFA counterparts. When asked 
another security officer said that the GOB had staked out 

land in the Kyatpyay area for future diplomatic missions 

that it had not yet identified specific plots for any 

individual countries. 


13. (C) The Lt Colonel in charge of the site consulted by 
phone with his superiors in Rangoon and told Emboffs that the 
Vcapital project is not completed 

is not open for business 

the area \"are not available" to meet with Emboffs. He 
advised that access to the new capital area is prohibited and 
directed his subordinates to escort Emboffs back to Pyinmana 
and Highway 1. On December 1 

approached P/E chief at a Japanese Embassy reception in 
Rangoon and said he had heard that Emboffs had visited 
Pyinmana. \"Next time 

request to make a visit 

answer will be no 


COMMENT: THE ABSURDITY OF IT ALL 

14. (C) We are not aware of any other diplomats who have 
visited the Pyinmana area since the GOB\'s announcement in 
early November that it was moving to a new administrative 
capital. Our November 29-30 visit to the region revealed 
several new dimensions to the absurdity of the relocation. 
The scope and cost of the new construction is staggering and 
underscores the regimeVs profitable control of natural 
resources such as natural gas 

Our rough estimate is that the GOB has expended over one 
billion USD for construction of the administrative zone 

alone. This estimate does not include the more substantial 
and unseen military zone east of Pyinmana 

or other capital relocation costs. Nor does our estimate 
include future costs for the necessary infrastructure 

upgrades to link Pyinmana with the rest of the country. 


15. (C) Our visit also revealed that the ongoing relocation 
which involves thousands of civil servants 

its time. We have seen no signs that GOB offices are 
actually functioning in Pyinmana 

basic infrastructure that would allow them to operate. While 
it possible that relocated GOB ministries are using V'swing 
space\" in the restricted military district 

administrative zone is 

completed. It will take at least another year or two for the 
new ministerial and housing complexes to be operable. It 
seems most relocated GOB functionaries are on an extended 
holiday. We have heard reports that the GOB has directed 
some civil servants 

Rangoon until further notice or to rotate their time between 
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the two locations. 


16. (C) The genuine motives for the relocation remain 
uncertain. As we have reported (reftels) 

are the various whims 

of the SPDC Chairman Than Shwe. We cannot rule out any of 
these possibilities 

GOB decision-making seems more suited for Oz than for 
reality. The obviously premature relocation 

of completion of the new capital 

order to meet Than Shwe\'s artificial deadline for the 
operation. What is certain 

government will be saddled with the largest infrastructure 
project in the country's history. This will be a difficult 
and costly decision to reverse. End Comment. 

STOLTZ 
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4. (C) ZCTU economist Godfrey Kanyenze told PolOff on 
November 22 that the labor organization had strongly opposed 
the Bill 

from existing labor laws. Kanyenze said this was a blatant 
violation of ILO core labor standards and was a deliberate 
effort by the GOZ to keep civil servants in check. He also 
expressed skepticism that the promised amendment to the 
Public Service Act to correct the problem would ever come to 
pass. 


5. (C) Kanyenze said ZCTU also opposed allowing the Labor 
Minister to make appointments to the Advisory Councils 
without consultation 

useless as mediators 

right to appeal. A labor union that had been ordered to 
de-register 

operations pending appeal and given the long time courts take 
to hear and decide cases would most likely be unable to 
re-constitute itself even if it won on appeal. 


6. (C) EMCOZ Executive Director John Mufukare told PolOff on 
November 16 that employers were also largely unhappy with the 
Bill as well and were sympathetic to ZCTUVs objections. 
Mufukare shared KanyenzeVs concern about the Advisory 
Councils and emphatically opposed the enforcement of lower 
court judgments while an appeal was pending. He noted that 
under this provision 

employee damages and then recover the money later if the 
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employer won on appeal. 


7. (C) This Bill represents the latest in the GOZ\'s 

relentless drive to subdue civil society. Despite the 
objections of both employers and the unions 

be implemented as passed. With that in mind 

Department to examine the Bill's provisions 

effect on public sector employees\' labor rights and the Labor 
Ministry\'s control of the arbitration process as they relate 

to Zimbabwevs international obligations and 

to have the matter(s) raised at ILO meetings in June. 
SCHULTZ 


46605 
under the threat of the PKK\". 


RADIKAL / ZAMAN: The prosecutor demanded the arrest of two 
officers on grounds that the officers \\committed crimes against 

the public 

action to kill people." The judge of Van\'s Heavy Penalty Court 
however 

to destroy the stateVs unity and nationVs solidarity 

This development marks the first time that the judiciary has 

been willing to bring action against military officers for being 

involved in \'separatist activity.\ The officers may reportedly 

face life in prison under these charges. 


RADIKAL: In the ninth day of the diarrhea epidemic seen in 
Malatya (see press summary 11/29) 

contracted the disease 

anonymity that the municipality had been warned many times in 
the last two months about the city's contaminated potable waters 
because of an increased number of patients suffering from the 
same symptoms. However 

heed the warnings and kept telling the public that the city 

water was clean. 


EKSPRES: Ekspres daily continues to report on an alleged 
fraud scandal concerning the issuing of false construction 
certificates in the Yuregir Municipality in Adana (see press 
summary 11/29). Previous Mayor Ahmet Unal dismissed claims that 
he was involved in such fraud. The daily reported rumors 
circulating about a municipality official attempting to retrieve 

the false certificates from the people. 


RADIKAL / EVRENSEL: An investigation has been filed against 
Selahattin Demirtas 

Association 

terrorist leader Abdullah Ocalan. The number of investigations 
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opened against Demirtas reportedly increased to 62. 


EVRENSEL / OZGUR GUNDEM: A former CHP (Republican PeopleVs 
Party) deputy will call for an action against Commander Faruk 

Comert who the deputy blames for allegedly allowing F-16 

aircraft to fly low over a funeral ceremony in Yuksekova. 


OZGUR GUNDEM: Cavit Torun 

Parliamentary Human Rights Investigation Committee member 
authorities to shed light on alleged other people that Jandarma 
Chief Sergeant Ali Kaya 

connections with. 


OZGUR GUNDEM: NGOs in Mersin demanded that counter-guerillas 
and JIT (Jandarma Intelligence) be abolished so that more light 
could be shed light on the Semdinli incident. 


OZGUR GUNDEM: As a result of a confrontation between police 
officers and alleged burglars 

killed by a police officer in Reyhanli district of Hatay. 12 

people were detained. 


OZGUR GUNDEM: Joost Lagendijk 

member and Co-Chairperson of the Joint EP-Turkish Parliamentary 
Commission 

provoking people and aiming to draw PKK into committing 

violence. According to Lagendijk 

(Turkish) government in its attempt to unveil the Semdinli 

incident. 


OZGUR GUNDEM: SES (Union of Health Workers) drew attention 
to the insufficient services provided by hospitals in 

Diyarbakir. The hospitals in Diyarbakir reportedly lack the 

means to provide essential health care services to the people 
according to a report generated by SES. 


RADIKAL: Deputy Security Director of Mersin dismissed claims 
that the police gave gum and foot-balls to a group of children 

as gifts when they confronted another group of nearly 200 

children as they were allegedly chanting pro-PKK slogans (see 
press summary 11/29). The deputy director said that the 

terrorists were in the habit of using children and women to 

support their actions. 


ECONOMIC DEVELOPMENTS 

DUNYA: Exports to Syria and Middle East will reportedly be 
shipped faster after completion of the railway rebuilding work 
between Islahiye of Turkey and Meydan-? Ekbez of Syria at the 
end of November 2005. Hasan Koprulu 

region of TCDD (Turkish State Railways) 

which runs 40 kms along the Turkish-Syrian border 
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the 15th of November. Pointing out that the directorate covers 
eleven cities 

runs through several cities which are important in terms of 
commerce and industry; Koprulu reports that they have been in a 
period of \"rebuilding\" because the railway net used for long 
years was old and below standards. He adds that they have been 
rebuilding the net under international standards in which the 40 
kms long work along the Turkish-Syrian border is covered as 
well. Koprulu reports that trains 

currently 

the work; then 

be shipped faster and safer. 


2.  HURRIYET (CUKUROVA): Defense Minister Vecdi Gonul 
came to Gaziantep to attend a series of ground breaking and 
opening ceremonies 

Zone in Gaziantep and facilities of a company called SANKO 
well. 


3. | SABAH (GUNEY): Antakya Chamber of Commerce in Hatay and 
Gaziantep Chamber of Industry expressed a joint effort to solve 
the common industrial problems the two provinces have. 


4. | SABAH (GUNEY) / BOLGE: The 2nd Cukurova Construction and 
Building Materials Fair 

March 23 and 27 

reported Adana company specialized in organizing fairs. 

REID 
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bookstore after throwing the bomb in there. | chased him and 
told people outside to catch him. In the meantime the bomb had 
already exploded. Outside 

with him (Ates). People attempted to kill him. However 
surrendered [him] to the police. In the notebook (in which a 

plan of the bookstore was found) 

written down and my name was struck trough. (Note: Ali Kaya 
said in his statement that they had drawn the plan of the bombed 
bookstore on the day of the incident. End Note.) The list also 
included the names of the mayor and clan leaders who have 
affiliations with DEHAP (Democratic People\'s Party).\" According 
to the statements given by Kaya and lldeniz 

in front of AKP premises when we came to Semdinli. | 

and Ozcan were in the car. We were to meet a person who would 
provide information in order to talk with him outside the 

district. Following our meeting 

and we would go to the Prosecutor\'s Office to submit the report 
there. Ozcan needed a break 

big explosion took place. As a security officer would normally 

do under such a circumstance 

bombing took place. Veysel also got out of the car and was 
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coming towards me as | walked 10 meters to see a group of people 
looking at Veysel and shouting VThis is a defector\'. Everybody 

in Semdinli had already known Veysel. Suddenly people gathered 
in the place and started shouting VGive us the defectorv. | 

cried VWe are security officers; this car is an official state 

car.\ People started hitting the car; they broke the back 

window and hit Veysel. All this lasted for 10 minutes. V 

According to PKK defector Veysel Ates\'s first statement given at 
the Prosecutor\'s Office 

meet the people who would provide us with information. We 
arrived at Semdinli. Ozcan would observe ablution and we would 
buy a lottery ticket. Before we even got out of the car 

heard an explosion. People came towards us and started hitting 
at us. V 


HURRIYET / CUMHURIYET: Officers Ali Kaya and Ozcan 
IIdeniz reportedly further said that they have obtained 
intelligence that two PKK members were stationed in Semdinli 
strategic hub point providing access both to Iran and Iraq where 
the districts two major clans had close relationships with 
BarzaniVs clan in northern Iraq 

enhance their organizational capabilities there and to recruit 
new members. Reportedly 

by collecting a \"tax\" from people. That\'s why 

officers in their statements 

following Seferi Yilmaz 

militia organization formed in Semdinli. The officers 

dismissing the claims that they had formed an organized crime 
network 

known by their commanding officers. Cumhuriyet daily claims 
that the statements of the officers revealed that they came to 
Semdinli on November 7 as well 

November 9 was not a mere coincidence 

officersV initial statements given. 


HURRIYET: The daily reported that CHP (Republican PeopleVs 
Party) did not appoint Esat Canan 

the Parliamentary Investigation Commission for the Semdinli 

Case. Esat Canan was in Semdinli during the incidents 
announcements kept the incidents on the agenda and his remarks 
were broadcasted on Roj TV. While CHP administration said 
V'There is no specific reason for not selecting him 

that not selecting Canan as a commission member would be an 
inadequacy on his party's part. 


HURRIYET / CUMHURIYET: According to Anavatan (Motherland Party) 
National Leader Erkan Mumcu 

deem either the PKK flags flown or F-16 aircrafts flying low 

(over people during a funeral) as wrong actions" is wrongfully 

putting the PKK on equal footing with the security forces. 
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HURRIYET: RTUK (Higher Board for Radio and Television) decided 
to lift the stipulation that required a study and assessment of 

the audience profile before giving a license to television 

companies broadcasting in local languages 

language. The regulation required will be arranged next week 

and Kurdish language broadcasting will be started two weeks 

later from today. 


CUMHURIYET / SABAH / RADIKAL / OZGUR GUNDEM: _ A four-person 
Ministry of Health delegation went to Malatya to investigate the 
diarrhea epidemic case there (see press summary 11/29). 
Meanwhile 

patients having diarrhea in Malatya were exaggerated and the 
results of Inonu University's analysis of the case were 

politically manipulated. The mayor dismissed the claims that 
chlorination was applied insufficiently in the city stored water 

(see press summary 11/29). Cumhuriyet and Sabah dailies claimed 
that the analysis of the city water supply by the City Hygiene 
Administration revealed mixing of sewage water into the potable 
water. 


OZGUR GUNDEM: Former DEHAP\'s (Democratic PeopleVs Party) 
Mardin Provincial Chairperson Cemal Veske claimed that JITEM 
members stopped his car the previous night at the entrance of 
MardinVs Kiziltepe district and attempted to kidnap him. Veske 

who reportedly barely escaped from the JITEM members 

complaint with the Kiziltepe Prosecutor\'s Office concerning the 
alleged incident. 


OZGUR GUNDEM: A Van Centennial University student was 
arrested on charges that he made PKK propaganda during a protest 
activity held (on an unspecified date) against the Semdinli 

case. 


OZGUR GUNDEM: The daily reported claims about alleged 
oppression shepherds and guerillasY families were subjected to 

in two villages of Mardin\'s Savur district. Separately 

security forces reportedly caught 4 alleged PKK members during a 
military operation in Mardin\'s Derik district. According to 
MardinVs Security Directorate 

attack against BOTAS\'s (Pertoelum Pipeline Corporation) oil 
pipeline in the Mazidagi district in Mardin. 


OZGUR GUNDEM: The daily reported yesterday that a police 
station in a quarter of Tunceli moved from its position there 
before clearing mines they planted on the surrounding land. 
Tunceli CHP deputy announced that it will bring the case to the 
agenda of the Turkish Parliament 

very close to a Boarding Primary School 

for children and people. 
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RADIKAL: Ministry of Justice decided to initiate an 
investigation against Van Chief Prosecutor Kemal Kacan for 
breaching the secret nature of the investigation 

carried out against Van Centennial University Rector Yucel 
Askin 

investigation. There are already two ongoing investigations 
initiated against Kacan. One of the investigations was opened 
because Kacan allegedly said once that half of the attorneys in 
Van were PKK affiliated. 


SABAH: Hakan Acil 

terrorists on October 9 on the road to SirnakVs Cizre district 

has not been released for 53 days. Reportedly 

website of Firat News Agency published statements of Hakan Acil 
who reportedly said that he talked on the phone with his father 

a couple of minutes ago and that he was safe and sound. Acil 
allegedly further said that he would be released 

Human Rights Association would take him. 


CUMHURIYET: The chief doctor of Van Centennial University said 
that the health condition of the University's Rector Yucel Askin 

was still serious. Reportedly 

health problems 

not responding well to his psychological treatment. 


OZGUR GUNDEM: Seventeen children in Sanliurfa\'s Viransehir 
district are now being treated with life support therapies 

allegedly because of a disease called Subacute Sclerosing 
Panencephalitis (SSPE). Reportedly 

after having measles vaccination in October 2003. Increase of 
SSPE cases has caused Viransehir Subgovernor to apply to many 
universities to call for studies on these cases. 

REID 
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Plunder Act 
or even the death penalty. 


3. (U) Comment: The guilty verdict handed down by the court 
martial after an eight-month trial is an extremely positive 
development in the Philippine government\'s anti-corruption 
campaign 

government officials. Allegations of military corruption 
have triggered investigations of several high-ranking 
military officers 

martialed under these circumstances 

most senior AFP officer ever to be found guilty in a court 
martial. Post will continue to follow the Garcia case 
closely. End Comment. 


4. (U) U.S Embassy Manila Press Guidance: 
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Q: Any reaction to the conviction and sentencing of former 
General Carlos Garcia today? 


-- The U.S. welcomes the general court martial conviction and 
sentencing in this important anti-corruption case. We note 
that former General Garcia also faces charges filed in 

civilian court. 


Q: What was the U.S. role in this investigation? 


-- The investigation into this matter began with information 
gathered by law enforcement officials in the United States. 
U.S. and Philippine law enforcement authorities cooperated 
closely during this investigation 

conviction. 


Q: Is Garcia under investigation in the U.S.? What is the 
status of that investigation? 


-- U.S. law enforcement authorities are carrying out an 
investigation of former General Garcia in the United States. 
We cannot provide details 

ongoing. 


Jones 
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detailed previously unknown insurgent insults against the 
monarchy 

impatience of national political leaders. When asked about 
rumors of government elements \"disappearing\" insurgents 
Saniroj stated that Prime Minister Thaksin had clearly 
forbidden such actions 

may not be aware of this policy. Poloffs impressed upon 
Saniroj our strong concern over any extra-judicial efforts to 
neutralize insurgents. End Summary. 


WINNING HEARTS AND MINDS ON THE SMALL SCALE 


2. (C) Lt. Col Saniroj Thumayos met with poloffs on 1 
December to discuss his recent service as the deputy 
spokesman for the 4th Army and Southern Provinces Peace 
Building Command (SPPBC). Saniroj 

to Supreme Command HQ in Bangkok 

level military and political leaders increasingly realize the 
need for integrated civil affairs components in their efforts 

to deal with the restive South. Saniroj himself spent much 
of his time forging links with local officials and leaders 

and even accompanied security forces on raids and arrests 
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when possible. While these \"ride-alongs\" allowed him to ease 
friction with locals 

members to remove their shoes before entering a house 

civil affairs staff cannot move quickly enough to assist in 

every operation. Moreover 

increased recently 

understaffed. 


CONTROLLING THE MUSLIM MESSAGE 


3. (C) On a larger scale 

have also worked to counter what Saniroj characterized as 
biased Malaysian and other international Muslim media 
mixed results. The visit of a team from the Organization of 
Islamic Conference (OIC) was tightly scripted by RTG 
officials down to every meeting they attended and location 
visited. The initial readout of their trip provided to the 

RTG appeared balanced and helpful 

Thailand 

South. 


4. (C) Saniroj said that a major focus of the civil affairs 

staff has been the creation of and support to a group of 
sympathetic Islamic teachers called the Ustaz \"Da I. The 
RTG has \"trained\" this group of approximately 70 men and paid 
for them to travel to central Thailand to see how the small 
Muslim community there lives in unrepressed peace (Note. The 
majority of Thai Muslims living in central and northern 

Thailand speak Thai 

integrated into the community. End Note). The Da l are then 
expected to be active in combating extremist rhetoric and 
\"incorrect\" Islamic teaching 

on Friday nights. That said 

unclear. Many are fearful of reprisals from insurgents for 
working with the government 

yet. 


CONCERN OVER MUSLIM-BUDDHIST SPLIT 


5. (C) The growing split between the Muslim and Buddhist 
communities clearly concerns Saniroj. He is worried that the 
exodus of Muslims students from state-run schools means that 
a generation of Buddhists and Muslims will have grown up 
without significant contact. Muslim students are drawn to 
better-funded private Islamic schools with a more rigorous 
curriculum taught in Yawi 

Saniroj says that many of these students can barely speak 

Thai and some cannot even sing the Thai national anthem. For 
their part 
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government and think that authorities do \"too much\" for the 
Muslims. 


THE ROYAL FAMILY AND THE SOUTH 


6. (C) The monarchy remains revered by people of both 
religions in the South 

wedge between them on this issue as well. In a hushed tone 
Saniroj explained that last year some insurgents moved from 
burning Thai flags to torching pictures of the King. 

Realizing the extreme sensitivity surrounding such a profound 
insult to the beloved monarch--and the likely violent 

Buddhist backlash--RTG officials strictly suppressed these 
reports. Perhaps realizing their error 

switched to burning pictures of Thaksin instead. 


7. (C) When asked about the frequent travel of Royal Family 
members to the South 

by the Queen had been uneventful 

threatening note saying \"this is not your land" had been 
placed in a gift basket given to her. When the Crown Prince 
traveled to the three provinces this year 

driving the length of all three provinces 

flying in a helicopter. Saniroj explained that this was not 
intended to highlight the safety of the southern provinces 
but instead as a naked V'show of force" displaying the large 
number of RTA troops protecting the prince. 


COPS STILL A PROBLEM 


8. (C) Although Saniroj dutifully explained that 
military-police cooperation was significantly improved 

began the meeting with an anecdote about a crooked cop in the 
South turning people against the government through petty 
corruption. Saniroj also related his repeated frustration 
over sloppy police methods 

inevitably ruin evidence and/or crime scenes and that very 
often whichever force got to an incident first 

police or army 

Saniroj quickly snapped back into public relations mode 
explaining that cooperation had improved however 

Thaksin ordered so.\" After another few rounds of personnel 
transfers 


TIDBITS ON UNITS 


9. (C) Corrupt police aside 
quality of Army units was uneven as well 
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regard to their relationship with local communities. Task 
Force 36 

Bangkok was very good 

The 5th Infantry regiment 

creation of the 15th development division earlier this year 

is good news to Saniroj 

the SPPBC saw development as the key to a durable solution. 


10. (C) Saniroj also outlined the division of Army forces in 

the SPPBC area. Currently 

force under the command of the SPPBC and 4th Army. Task 
Force One in Yala 

Three in Narathiwat. Each task force is divided into three 
district units of 600 men each. Of these 600 

200 are on training or leave 

remaining 200 are on night duty. This means that there are 
only 200 soldiers available in each district at any one time 
which Saniroj suggested was less than optimal. These task 
forces would soon be removed from SPPBC control and placed 
under each provincial governor in a bid to increase local 
control. When asked if any new deployments or shifts in 
forces were planned 

interest in VescalationV' of government forces kept the RTG 
from moving in more troops and had even slowed or halted 
normal force rotations 

mischaracterized them as build-ups. 


LONG TERM SOLUTION NEEDED 


11. (C) RTA leaders believe that the major outbursts of 
violence will take three years to control 

return to \"normal\" in the South (i.e. some sporadic violence) 
in the next decade. Saniroj explained that the military was 
trying to educate political leaders on these realities but 

the politicians need more patience. He compared the 
insurgents to Bangkok teens who race motorcycles 

graffiti and brawl in public. You can\'t eliminate all of 

this behavior 


NO KNOWLEDGE OF EJKS 


12. (C) When asked about media reports and rumors of 
government elements \"disappearing\" suspected insurgents 
Saniroj denied knowledge of any such activity 

Thaksin had clearly said V'no 

military policy formally forbade such actions. Saniroj 
admitted 

know or understand these orders 

such activities are counterproductive and worsen the 
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situation. Poloffs expressed our strong concern about such 
actions and the potential negative impact on our close and 
productive bilateral relationship. 

BOYCE 
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Chinh.\" By 2:45 p.m. the situation deteriorated and 
according to Chinh 

his family 

on the extent of injuries). At this point 

started to try to break down the door. A bystander wearing 
what Chinh described as a police uniform then shouted 
\"that\'s enough!" and the crowd dispersed. 


3. (SBU) Embassy spoke again with Chinh December 2 
said that there had been no further incidents at his 
residence. Adding further details to his description of the 
previous days events 

policemen 

\"113\" quick-deployment task force 

they did not intervene 

acting out of frustration with Chinh\'s anti-GVN statements 
while traveling in the United States. Chinh reported that 
his neighbors later told him that 

home 

cameramen who later filmed the protest. 


4. (SBU) Poloff discussed this incident at some length on 
December 2 with a sophisticated MFA officer who is also a 
staunch Communist Party member. The MFA officer questioned 
the significance of the claimed violence and said that an 
Vangry reaction\" to ChinhVs return was predictable. Chinh 
he stressed 

of the Communist Party (which most Vietnamese take in 
stride) but also in what the Vietnamese public perceived as 
insults to relatively recent national heroes. This had 
\"embarrassed\" the nation 

Vietnamese. (Note: Our urbane 

was quite emotional on this subject 

on my father and grandfather.\" This level of intensity was 
unprecedented in our long association with him. End Note.) 


5. (SBU) Poloff noted that the GVN\'s forbearance in not 
arresting Chinh for having made anti-regime statements had 
been noticed in human rights communities around the world 
and added that the Hanoi police had failed to carry out 

their duties when they allowed the mob to veer into 

violence. How the GVN treats those who committed those 
illegal acts of violence would now be carefully watched 
Poloff continued 
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was supported by the Government. The MFA officer conceded 
the point 

or prosecute Chinh for his crimes would be tougher to 

sustain if it brought charges against those who were 

protesting his actions. 


6. (SBU) The Ambassador raised this incident with VFM Le Van 
Bang December 2 during the latter\'s meeting with Congressman 
Chris Smith (reported septel). 


MARINE 
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thing." END SUMMARY. 


SOMALIA: "THE US CAN DO MORE" 


2. (C) Permanent Secretary Mbaya highlighted three points 
with regard to Somalia: that the Transitional Federal 
Government (TFG) needed to be able to ensure its own 
security; that the U.S. should use \"diplomatic efforts\" with 
the UNSC to authorize an African Union (AU) deployment to 
provide that security 

embargo; and that the U.S. should encourage its 
non-traditional CT partners among the Hawiye Clan to 
influence Hawiye warlord-ministers in the TFG to engage in 
dialogue with the Johar faction. On the first point 

noted that Kenya had committed to training 200 Somali police 
and had requested assistance (he did not indicate from whom 
though likely from the UNDP Rule of Law program) to support 
5 

had authorized a deployment from V'non-frontlineV states 
needed UNSC approval. Mbaya was encouraged that a group of 
IGAD foreign ministers had been able to meet in Johar (the 
statement from which Post emailed to AF/E on 11/30) V'without 
an incident." He predicted that \"the Mogadishu group could 
find themselves irrelevant.\" The Somali people are tired 
remarked 


3. (C) Revealing a troubling misperception 

about the \"agreement\" the U.S. had signed with the TFG to 
provide anti-piracy security services (referring to the 

reported agreement between private US company Top Cat Marine 
and the TFG 

Permanent Secretary that there was no U.S. Government 
connection to the agreement 

that the TFG thought it should seek the ability to police 

Somali waters. Mbaya noted that the TFG had requested Kenyan 
assistance with patrolling the area 

Nairobi considering the effect on the port of Mombasa 
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questioned KenyaVs capacity to do so. In that regard 
continued 

international involvement. 


WHEN THEREVS A GOVERNMENT... 


4. (C) Deputy Director Malac recognized that the government 
of Kenya was understandably occupied with sorting out 
internal issues at the moment 

more settled 

bilateral matters. On Article 98 

agreement was under consideration in the government 

there was a question on it outstanding before parliament 
which would have to be addressed when the legislature 
returned to session. The government would have to take into 
account the opinion in Parliament 

that there was sufficient political will in the government to 
pass a Suppression of Terrorism bill 

time to work on it 

rejected as \"alien\" 

Secretary\'s request that the U.S. not reissue its travel 


SIPDIS 

advisory for Kenya 

government must consider what is happening in the country 
with respect to terrorism 

therefore essential that the government show it is taking 
action. 


REFERENDUM READOUT 


5. (C) Mbaya appreciated Deputy Director MalacVs recognition 
that the November 21 referendum had been carried out 
peacefully 

process had divided the country along tribal lines. Although 
he noted that he was not privy to any details on KibakiVs 
decision making 

difficult to deal with a divided cabinet 

Vclean slate 

ministers. (NOTE: Mbaya\'s own position may be in jeopardy. 
END NOTE) Mbaya acknowledged the current uncertainty 
assured that Kibaki 

\"make the right decision. V 


6. (U) Deputy Director Deborah Malac has cleared this message. 
BELLAMY 
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a bad guy." Though Rahmonov has to work closely with Russia he 
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made clear he keeps both eyes wide open. He alleged that he 
kicked the Russian Border Guards out of Tajikistan because they 
were plotting with former Presidential Guards Commander Gaffor 
Mirzoyev to overthrow him. Although some of what Rahmonov said 
may have been calculated for U.S. consumption 

ring of truth." END SUMMARY. 


3. (S) President Rahmonov expressed gratitude for the State 
Department's non-paper about U.S.-Russia consultations (reftel) 
and said that Tajikistan will do everything possible to promote 
good relations in the region between Russia and the United 
States. He said Russia has natural historic 

security interests in the region and will always be a major 

force that cannot be ignored 

international community to moderate Russia\'s worst instincts and 
help it become a positive force. It is especially important for 
Russia and the United states to develop common positions in the 
region 

stability and prosperity. 


RUSSIAN AMBASSADOR VNOT A BAD GUY 


4. (C) Rahmonov 

paused and smiled. V'You know 

Ambassador) Ramazan (Abdulatipov) is not really a bad guy 
though he complains to me about you all the time. He\'s a 
politician 

Dagestan 

of Russia\'s Muslims and Persian culture. But heVs just not a 
diplomat. He doesn\'t understand nuances and niceties. He\'s 
certainly no Peshkov! (NOTE: Previous Russian Ambassador 
Maksim Peshkov. END NOTE.) But heVs open and friendly with me 
personally. He understands Russia creates a lot of problems 
here 


5. (S) Rahmonov added 

services who cause trouble here 

job to keep them under control. And it\'s not just here 
coming from the Kremlin 

can never forget that Putin himself is a Vchekist (career 
intelligence officer) at heart. V 


WHY RAHMONOV KICKED OUT THE RUSSIAN BORDER GUARDS 


6. (S) Rahmonov said 

insisted that the Russian Border Guards had to leave Tajikistan. 
You know they\'re part of the KGB. | had credible information 
they and (jailed General Gaffor) Mirzoyev were plotting a coup 
against me. Thats why | pushed Mirzoyev out of the 
Presidential Guard 

Putin forcefully his Border Guards had to go. This had been 
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building for a long time 
Putin 


against Mirzoyev did Putin finally understand that their game 

was up. To make amends 

leave. You know who helped me with this? (Federal Service on 
Control of Narcotics Chairman Victor) Cherkesov. He was here at 
that time studying our Drug Control Agency 

the Russian Border Guards were more involved in trafficking 
heroin than in stopping it. He went to Putin on my behalf. V" 


7. (S) Having warmed to this issue 

constant propaganda in the Russian media about how Tajikistan is 
failing to control its borders now that the Russians have left - 

you know where that comes from? From the Russian generals who 
want to come back here with their mafia buddies. Look what they 
got here - they put in two-year tours 

Moscow and bought Mercedes 600s and elite apartments. You think 
they did that on their salaries? Why do you think the generals 

lined up in Moscow all the way across Red Square and paid 
enormous bribes to be assigned here - just so they could do 

their patriotic duty? V 


8. (S) \"And another thing 

do you think | got rid of the 50 Russian generals who used to be 
advisers in our Ministry of Defense. They never did anything 
for us. They never helped us build a professional military 

never gave us any military-technical assistance 

wanted to keep us weak so their buddies could play games and 
make fortunes dealing drugs. | got fed up 

it\'s time for you to go home. Thats one reason they eventually 
came up with the plot to overthrow me." 


9. (S) COMMENT: Rahmonov seldom misses a chance in extended 
conversations with the Ambassador to assert Tajikistan\'s 
independence from Russia and occasional unhappiness with their 
friendship-of-convenience. His revelation of why he asked the 
Russian Border Guards to leave Tajikistan is an amplified 

version of what he told us last year. Although it may be highly 
edited and spun for our consumption 

timing. The Mirzoyev drama played out at the end of January 
2004. By the end of February 2004 

confided to us that the Russian Border Guards would leave 
Tajikistan. END COMMENT. 

HOAGLAND 
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where Iran has nuclear arms\" and \"is making all the 
necessary preparations to handle a situation like 

this 

enemies have \"the capability" to use military force to 
disrupt Iran\'s bid for nuclear arms 

that Vbefore exercising it 

made to pressure Iran into stopping its activity." 
Sharon stressed that \"Israel doesn\'t lead the 
struggle" to keep Iran nuclear-free 

UN Security Council would neutralize V'this great 
danger.\" \"Israel is not without hope and is taking all 
necessary measures 

tack 

Syria as critical 

discuss a return of the Golan Heights or anything else 
that might V'make things easier for the Syrians.\" There 
are V'no contacts" between Israel and Syria now 
said. Sharon alluded to diplomatic pressure on Israel 
when he said Israel had no plans to build an eastern 
fence in the Jordan Valley 

Israel's security zone.\" Sharon reaffirmed his 
commitment to the road map plan and retaining the major 
settlement blocs in the West Bank. He said he was 
unwilling to encourage Israelis living east of the 
security barrier to relocate. Sharon reiterated his 
opposition to Hamas\'s participation in the upcoming 
Palestinian elections 

prevent its participation 

thing to interfere in other peoples elections. V 


In an interview with The Jerusalem Post 

Transportation Minister and Likud veteran who has 
joined Prime Minister Ariel Sharon\'s new Kadima party 
said he believes not a \"single additional house\" should 
be built in Judea and Samaria because the V'true Zionism 
of tomorrow!" is to settle the Galilee and the Negev. 
Ultimately 

leave most of the territories and let the Palestinians 
establish a state next to us\" to guarantee that Israel 
remain a democratic state with an overwhelming Jewish 
majority. Sheetrit 

prominent position by Sharon on the Kadima slate for 
the elections 

that he had no objection to someone choosing to build a 
home in a West Bank area that would remain under 
Israel's permanent control 

He indicated that he thought it would be \"fair enough\" 
were Israel to permanently control the 5%-10% of the 
West Bank covered by the major settlement blocs. He 
pledged that Sharon would be true to his word in ruling 
out further unilateral disengagement from the West 
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Bank 

as necessary - until or unless the Palestinian 
leadership dismantled terrorist organizations and thus 
opened the path to a resumption of peace talks. He 
also ruled out concessions in Jerusalem and dismissed 
Palestinian demands to establish their capital in the 
city. 

HaVaretz reports that the Likud is continuing to 
plummet in the polls 

the latest Haaretz-Dialog survey 

Ariel Sharon\'s Kadima party continues to gain strength. 
The poll 

voters 

would win 37 seats 

Some 65 percent of those who voted Likud in 2003 said 
that they planned to vote Kadima this time 

16 percent said that they definitely plan to stick with 

the Likud. The poll also found that Labor is currently 
holding firm at 26 seats 

shrink 

their preferred candidate for defense minister 

percent of respondents chose the incumbent 

Other candidates - Ami Ayalon 

and Matan Vilnai - trailed far behind. For finance 
minister 

chose Amir Peretz 

Braverman and Ehud Olmert. Interestingly 

of Likud voters named Peretz as their preferred 
candidate for the treasury. For foreign minister 
Shimon Peres was the favorite 

the vote 

Shalom. Peres even outpolled Shalom among Likud voters 
40 percent to 30 percent. 

Haaretz reports that 

polls 

disengagement opponents Thursday for causing Prime 
Minister Ariel Sharon to leave the party 

Likud\'s nosedive in the polls shows that Sharon is 
taking almost the entire party with him. 

The Jerusalem Post reports that dozens of Palestinian 
gunmen stormed PA offices in the Gaza Strip on Thursday 
in protest against the decision to suspend Fatah\'s 
primary elections. Sources in the Gaza Strip said the 
gunmen were members of Fatah\'s armed wing 
Brigades. No one was hurt in the raid - the latest sign 
of growing lawlessness and anarchy in PA-ruled areas. 
Meanwhile 

Fatah 

quickly. Wednesday night he chaired an urgent meeting 
of the Fatah central committee in Ramallah to discuss 
the latest crisis and ways of easing tensions between 
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FatahVs old guard and young guard. It was decided to 
form a 24-member review board 

look into allegations of massive irregularities and 

fraud during the voting. 

Trouble with the recently opened Rafah crossing is the 
top story on Israel Radio this morning and features 
high on the Yediot Ahronot news pages. The media report 
that at least 15 Hamas militants 

prominent fugitives who had been deported by Israel 
from the Gaza Strip 

opened crossing to reenter unhindered. This was also 
confirmed by Palestinian security sources. 


Yedioth Ahronot cites security officials who said this 
situation will continue until the first terror attack 

after which Israel will be compelled to impose real 
supervision on the crossing. Israel also notified 
American officials that the Palestinians are not 
relaying photographs of those entering the crossing as 
per the agreement reached 

Sharon to repeat his warning to the Palestinians that 

if they do not fulfill their part of the agreement 

Israel will close the Erez and Karni terminals. 
Speaking Israel Radio 

Affairs and Defense Committee Chairman 

can blame only ourselves and that the security envelope 
in Gaza has collapsed. 


HaVaretz Internet site reports that IDF troops 

operating in the West Bank town of Hebron on Wednesday 
arrested a reporter for the Web site of the Arabic 

satellite channel Al Jazeera. Awad Rajoub 

arrested at his home 

chief for the West Bank 

Thursday. Israel has not explained the arrest 

Reuters. V'We are checking to find out why they arrested 
him.\" An IDF spokeswoman said that Awad was being held 
Vfor security reasons. V 


Haaretz reports that US Secretary of State Condoleezza 
Rice is sending a senior envoy here to monitor the 
implementation of the Rafah border crossing agreement 
she brokered last month. The envoy 

counselor Philip D. Zelikow 

expedite parts of the agreement that have not been 
executed yet. Rafah reopened last week 

brokered deal on new border arrangements. 

In a follow-up on yesterday\'s story and main weekend 
supplement article 

Israelis who were reportedly training Kurds in northern 
Iraq have been uncovered by lranian intelligence and 
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were forced to leave V'a few months ago\" - showing the 
story covers an affair that seems to be over. 
1. Mideast 
Summary 


Senior columnist and chief defense commentator Zeev 
Schiff writes in independent 

\"Israel must prepare itself for the American withdrawal 
from Iraq. especially if it takes place without the 

United States achieving its main goals in Iraq.. It 
doesn\'t matter if it is a Democrat or Republican. The 
new president will surely do everything possible to 

find a convenient formula for a withdrawal from Iraq. 
Therefore 

American withdrawal and carefully examine what can be 
achieved in the realm of arrangements with the 
Palestinians.\" 


Bloc quotes 

Senior columnist and chief defense commentator Zeev 
Schiff writes in independent 

\"Israel must prepare itself for the American withdrawal 
from Iraq. An American withdrawal 

takes place without the United States achieving its 
main goals in Iraq 

strategic situation throughout the region. The American 
military deployment in the Middle East in the wake of 
the Iraq war is of unprecedented scope. Its forces are 
deployed on the flanks of Iran and Syria 

Lebanon and near Jordan and Saudi Arabia. As a result 
Iran and Syria are behaving much more cautiously. 
However 

events in Iraq and the losses suffered there 

any sign of a tangible solution approaching. That 
feeling has penetrated Congress 

presidentVs own party are starting to talk about the 
need to develop an \"exit strategy" from Iraq. President 
Bush\'s popularity is at an unprecedented low. But Bush 
keeps reiterating that he will not order an exit from 

Iraq until the goals of the war are met.. America's 
enemies will certainly exploit those changes to claim 
that Washington failed to achieve its minimal goals in 
the Iraq war. When defeated in wars in the past 

Arabs often managed to convince their people that they 
won. In any case 

from Iraq will certainly cause Iran to step up its 
involvement there 

encourage terror against Israel. Al-Qaida will also 
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feel more confident in its attacks on moderate and pro- 
Western regimes like Jordan 

Palestinian extremists will draw encouragement from 
such a development. What doesn't get done before the 
American withdrawal with regard to Israeli-Palestinian 
road map arrangements will be much harder to accomplish 
afterward. The results of various elections in the 

Middle East could also make things more difficult for 
the moderates. In any case 

American withdrawal from Iraq will take place in three 
years at the latest 

office. It doesn\'t matter if it is a Democrat or 
Republican. The new president will surely do everything 
possible to find a convenient formula for a withdrawal 
from Iraq. Therefore 

for an American withdrawal and carefully examine what 
can be achieved in the realm of arrangements with the 
Palestinians.\" 

Jones 
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Al-related needs 

and software should not be overlooked by donors. Troedsson 
highlighted two key areas for immediate donor support: 
surveillance (\"if we don\'t see it 

information/education 

Vietnam enters the high-risk flu season. 


8. (SBU) During the meeting 

Finance Vice Director N.H. Long gave a detailed presentation 
about MOH\'s Action Plan to Control Al Pandemic in Humans and 
asked for USD 147 million for Al-related equipment 

surveillance and training needs in 2006. Specifically 

said the MOH needs to focus more support toward prevention 
treatment and essential services. 


8. (U) The Asian Development Bank (ADB) will be providing 
Vietnam 

contain Al and other diseases. ADB will provide the funds 
to help the affected countries develop their surveillance 

and response systems and the grant will be administered 
within the framework of the ADB-backed Greater Mekong 
Subregion economic cooperation program. 


USAID AI BEHAVIOR CHANGE PROJECT 


9. (U) In response to a request from the Ministry of 
Information and Culture 

will be providing assistance for the training of the media 
in reporting on Al under the AI Behavior Change 
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Communication Project. Three one-day workshops will be held 
in Hanoi 

participants. The tentative dates for the workshop are 
December 9 

Public Affairs Section (PAS) the possibility of providing a 
specialist to conduct the media skills training. The 
presentation topics may include: responsible and factual 
reporting 

and integrating behavior change messages into your stories. 
OPR will manage the organization of the event and will 
arrange for some of the presenters and facilitators. 


POULTRY RELATED ISSUES 


10. (U) According to November 30 press reports 

considering culling the country's entire poultry stock of 

220 million fowls to combat Al. The idea is facing strong 
objections from poultry producers after millions of dollars 

have already been spent on the poultry vaccination program. 

In the meantime 

in Vietnam and the Chinese government recently provided USD 
174 

from China to Ho Chi Minh City. 


11. (U) The Consulate General in Ho Chi Minh City has also 
followed up on news reports that the Department of Animal 
Health is poisoning pigeons and other wild birds in that 

city. Animal health officials reported they were conducting 
experiments to see if it was feasible to poison the city's 
pigeons without harming other animals and humans; however 
no program has been implemented to date. According to 
Reuters 

that the wild birds around Ho Chi Minh City were \"highly 
unlikely" to carry the H5N1 virus. 


12. (U) To help farmers with their poultry losses 

Vietnam Bank for Agriculture and Rural Development will 
reduce its monthly loan interest rates from 1.5 percent to 
0.15 percent to poultry farmers. According to press 
reports 

banks to extend the repayment deadline by one year for 
farmers affected by Al. 


GVN PRACTICES FOR AN AI OUTBREAK 


13. (U) The GVN held its first Al outbreak drill in Hanoi on 
November 27. The drill involved approximately 1 

workers and civilians who responded to a simulated Al 
outbreak in HanoiVs Long Bien District. A battalion of 
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health 

neighborhood where thirty individuals simulated having 
contracted Al. According to news reports 

roads 

health workers wearing protective clothing sprayed 
disinfectant around the surrounding neighborhood. This was 
the GVN\'s second Al exercise using \"live\" victims in 
response to the continued concern of an Al pandemic in 
country; an earlier exercise was conducted in HCMC. 
According to reports 

Chien was present during the drill. 


BYE-BYE CHICKEN FEATHER DUSTERS! 


14. (U) With poultry not available in Hanoi\'s markets and 
restaurants 

find alternatives to chicken and eggs. In fact 

frog legs is now often seen as a substitute for chicken. 
The real test 

or \"Tet\" in late January 2006 when demand for poultry 
reaches an annual peak. Chicken is a traditional dish often 
served by most Vietnamese families during Tet and an 
informal survey of local embassy staff has revealed that 
pork or seafood will be a likely replacement 

mild protests. 


15. (U) Interestingly 

becoming a rarity in Hanoi because the number of vendors 
selling them is on the decline since the GVN has banned 
their production. Prices have actually tumbled 

increased 

feathers may contain H5N1. 


MARINE 
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PeopleVs Behavior." 


Busy President 

6. (U) President Guebuza left the country December 2 for 
Bamako to attend a France-Africa summit. He then travels to 
Atlanta December 5 

Center Development Forum. He will depart Atlanta on December 
9 to return to Mozambique. 


Comment 


7. (U) The World AIDS Day event was a success in several 
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respects. Guebuza has never spoken as emotionally on this 
topic during his presidency 

audience. His candid 

and may mark a turning point in Mozambique\'s anti-AIDS 
campaign. The USG created the forum in which Guebuza was 
able to shine and speak candidly on subjects often too taboo 
to address publicly. He openly thanked the United States for 
its support. In this manner 

bold leadership at the highest levels in the country's battle 
against the growing AIDS pandemic. End comment. 

La Lime 
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competitive countries of the world 

its own home 

Nazarbayev performed a duet with a well-known opera 
singer 

audience. Senate Chairman Nurtay Abykayev hailed the 
president by whistling. Similar mass meetings in support 
of Nazarbayev were held on the same day in every regional 
center of Kazakhstan. 


3. (U) Tuyakbay\'s final election campaign events in 
Southern Kazakhstan Oblast and in Almaty occurred without 
major incident. In some regions of Southern Kazakhstan 
people allegedly recruited by local authorities tried to 
disrupt Tuyakbay\'s meetings with the electorate by yelling 
into microphones they brought and by insulting Tuyakbay. 
The police reportedly did not intervene. Tuyakbay plans 
to end his campaign in Kzylorda Oblast. VI have become 
convinced that local authorities will try to falsify the 
election because they understand that if | win 

officials involved in preparing unfair election technology 
will be out of work 


4. (U) Alikhan Baymenov\'s campaign will wrap up with stops 
in Taldykurgan 

hometown. At a briefing in Almaty on November 29 
Baymenov said 

those who call themselves democrats 

mass media resources 

situation in the Qry into a race on vilifying each 

other 

compete in a fair competition.\" He added 

understand that if those who use democratic shields seize 
power it would be a step back because it would lead to 
chaos and the redistribution of property 

interests of ordinary people would be left on the 
sidelines.' Baymenov noted that he had held 60 meetings 
in more than 40 settlements. 
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5. (U) On November 29 

Karaganda Oblast. While in Karaganda 

his platform always found common ground with the 
electorate and that his program was designed for people 
who remembered and respected the communist past. 
Abylkasymov added he would tirelessly fight against those 
who impose Western values on our people. Abylkasymov 
announced he would finish his election campaign in 
Zhezkazgan on November 30. 


6. (U) On November 30 

independent observers from France and with OSCE 
observation mission head Audrey Glover. During his 
meeting with the French observers 

his plan to establish the Green Party irrespective of the 
election results. He also mentioned that the government 
provided every candidate with equal access to mass media. 


7. (U) On November 30 

Baymenov 

calling on the CEC to do away with the electronic voting 
System. The e-voting system creates opportunities for 
electoral law violations and fraud 


President Warns Against Splits in Society 


8. (U) On November 22 
speech at the Eleventh Assembly of the Peoples of 
Kazakhstan 


prevent splits in society. A multiparty system should not 
grow into an open confrontation like we are witnessing 
now 

progress; this would be a dangerous development for our 
statehood 


President Orders Akims Not to Falsify Vote 


9. (U) On November 23 

Yermukhamet Yertysbayev 

government officials in the regions to prevent 
falsification of the election results. Nazarbayev met 
with the akims to deliver this message personally. 


CEC Pledges to Publish Results in 24 Hours 


10. (SBU) On November 28 
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told Ambassador Ordway that the CEC would publish 
preliminary results of the vote within 24 hours after the 
polls close. V'Given the huge territory of our country and 
long distances between our settlements 

difficult commitment to publish preliminary results of the 
election within 24 hours after the end of the voting 
Zhumabekov said. \"In addition 

the results by precincts on our web site 

pointed out. The CEC plans to announce the official 
results within 10 days 

of the press were present at the meeting and reported 
Zhumabekov\'s commitment widely. 


11. (U) In order to streamline the voting process 

issued resolutions on printing and delivering paper 
ballots to precincts 

have to present at voting stations 

the issuance of protocols at precincts where voting would 
be done both by paper ballots and e-voting. According to 
Zhumabekov 

voting system 

electronically. 


12. (U) The Sailau e-voting system still remains a major 
point of controversy. On November 24 

integrity committee issued a positive assessment of the 
Sailau e-voting system 

secure. The opposition 

voting system is vulnerable to manipulation. The CEC 
announced that the Sailau system would be put into 
operation at 3:00 AM on December 4. 


Legislation to Lift Ban on Rallies 


13. (U) On November 28 

Ordway that amendments lifting the ban on rallies and 
demonstrations during the period after the voting day and 
before official announcement of the results had been 
received by Parliament. Responding to a question whether 
the amendments could be passed before December 4 
Zhumabekov said it was a constitutional law to be amended 
which would require at least two readings at a joint 

session of both houses of Parliament. As of December 2 
the legislation had not been approved. 


Election Observers 


14. (SBU) On November 28 
representatives of foreign mass media. As of November 28 
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1 

accredited including 

countries 

CIS observers 

organizations 

media from 23 countries. The accreditation process ended 
on November 28. (Note: the final observer figure will be 
slightly higher 

observers was issued after the deadline due to delays at 
the MFA. End note.) 


15. (U) CEC Chairman Zhumabekov spoke highly of the CECVs 
cooperation with the OSCE/ODIHR and other observer 
missions. Zhumabekov characterized the second interim 


report by the OSCE/ODIHR EOM as generally impartial. He 
said that the CEC had adopted half of the recommendations 
made by OSCE observers 

envelopes for paper ballots and granting permission to 
interpreters to escort international observers and 

reporters. 


16. (SBU) On November 24 

announce that the group had managed to register with the 
CEC under the auspices of NDI (reftel). The press 
conference elicited an immediate reaction from the 
procuracy 

independent statements because it can only operate as a 
part of the NDI observation mission. Post has been 

working with ENEMO and NDI to ensure that future 
statements are presented in a way consistent with ENEMO\'s 
status. 


Local NGO Denied Accreditation 


17. (U) On November 29 

& Democracy International Association (EDIA) held a press 
conference in Almaty to announce that their request for 
accreditation as election observers had been denied by the 
MFA. According to EDIA\'s president 

November 16 the MFA notified him that his request for 
accreditation had been denied because the group did not 
meet the definition of an V'international organization\" as 
defined by Kazakhstani law. EDIA was not recognized as an 
international organization because it was registered as an 
NGO in Kazakhstan. (Note: EDIA 

received accreditation to observe last yearVs legislative 
elections. Its report was generally positive 

journalists to speculate that the MFA\'s interpretation of 
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the law was actually aimed at other observation missions 
like CIS-EMO and that EDIA unfortunately fell into the 
same category. Lobachev did not object to this reasoning. 
End note.) 


Kyrgyzstanis Deported 


18. (U) On November 27 

Kyrgyzstan were deported from Kazakhstan. They were 
detained in Almaty by Zhetysy district police officers in 

the morning of November 27. The detainees claimed that 
they were forced into two buses 

taken to the Korday border post. The police confiscated 
their migration cards and marked their passports with 
deportation stamps 

Kazakhstan for 3to 5 years. Kyrgyzstani officials are 
reportedly investigating the matter. The Express K 
newspaper speculated on November 30 that those deported 
were \"revolutionists\" seeking to breach civic order. 
\"They were offended because were not allowed to help 
export revolution to brotherly Kazakhstan. At the same 
time 

information saying that the deported Kyrgyzstani migrants 
were getting ready to carry out a revolution on behalf of 
their Kazakh brothers 


19. (U) On November 30 

Kyrgyzstan 

citizens had been deported from Kazakhstan because they 
were staying in the country illegally. \"All of them had 

been working in Almaty markets. They had no registration 
and had no rights to do business.\" (Interfax 

30) 


Security Tightened on Kazakhstan-Kyrgyzstan Border 


20. (SBU) Kazakhstan has tightened security on its border 
with Kyrgyzstan 

announced on November 29. New security measures will 
include increasing the number of border guards 

guards more frequently 

procedures. \"The regime has been established to prevent 
undesirable elements from getting into the country 

KNB said. Although the press characterized the measures 
as the closure of the border 

measures represented a tightening of control rather than 
closure. In discussions with Embassy representatives 
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Border Guard officials would not confirm any link to the 
presidential elections. 


21. (SBU) Kazakhstan\'s ambassador to Kyrgyzstan explicitly 
linked the two events 

conference in Bishkek 

that V'a temporary regime restricting the crossing of the 
Kyrgyzstan-Kazakhstan border has been imposed since 
November 28 due to the presidential election in 
Kazakhstan." \"According to our Kyrgyzstani colleagues 
there is a big flood\' of drugs and weapons being 

trafficked through the Central Asia 

territory of Kyrgyzstan. The tightened regime for 

crossing the border is related to ensuring security during 

the election. This regime may remain until December 8. 
The regime does not impede cross border travel Kyrgyzstani 
citizens who have diplomatic and service passports and who 
are visiting Kazakhstan for service purposes or family 
problems 


Police Operations Intensify 


22. (U) On November 30 

ordered the Ministry of Emergency Situations and the 
Ministry of Energy and Mineral Resources to tighten 
security over strategically important facilities including 
ones that provide utilities. 


23. (U) On November 25 

deployed to provide security for election precincts. A 
coordination center for police operations related to the 
elections was set up at the Ministry of Internal Affairs. 

All police stations have mobilized teams of investigators 

to act on any possible violations of the law. The number 
of police patrols was increased. (Note: Post has no 
information to corroborate a kub.kz report that MOD troops 
have been sent to Almaty 

reinforced security. End note.) 


Universities Dismissed Early 


24. (SBU) A representative of the OSCE/ODIHR EOM confirmed 
to POEC chief on December 2 that the mission had verified 
reports that universities in Almaty had released their 

students early in order to discourage political activism 

and/or protests. Some students were threatened with 

expulsion if they remained at school and took part in 

political activities. 
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Candidates Present Campaign Speeches 


25. (U) The four challengers chose to use their government- 
provided 15 minutes of airtime on Kazakhstan One late in 

the campaign. Baymenov\'s address was aired on November 
30 

Tuyakbay\'s on November 28. The national television 
channel initially refused to air Tuyakbay\'s taped address 
however 

it a crime to spread ideas that promote social discord. 

After intervention by the CEC 

address in full. 


CEC Pledges Fair Access to Media 


26. (U) \"The rights of candidates to place their campaign 
materials in official mass media at the expense of the 

state will be fully realized 

said on November 29. Zhumabekov noted that 
Kazakhstanskaya Pravda and Yegemen Kazakhstan published an 
address by Tuyakbay in Kazakh on November 29. Earlier in 
the week 

statement because it contained a reference to the regime 
as authoritarian. In response 

submitted a complaint to the CEC. In reference to 
Tuyakbay\'s complaint 

allows the editor to examine materials and to make his 
decision on whether to publish or not the material 
depending on the content. The editors acted according to 
the rights provided by the law. Candidates who were 


denied publication can appeal the ruling with the court." 


Update on Nurkadilov\'s Death 


27. (U) An anonymous source from the Ministry of Internal 
Affairs was quoted by Interfax on November 29 as saying 
that Zamanbek Nurkadilov committed suicide. The source 
reportedly said that V'the cause for the suicide was family 
conflicts and quarrels with his wife Makpal Zhunusova. 
According to the investigation 

Nurkadilov was depressed. Empty boxes of strong sleeping 
pills - Imovan and Semnol - were found on the scene." 
28. (U) The same day in Almaty 

Zhunusovavs lawyer 

journalists on the investigation. V'Suicide is out of the 
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question. We believe it was a murder. Murder on the 
grounds of family conflicts is impossible. A third party 

is responsible 

November 24 the police examined the scene and found 
numerous blood tracks all over the building including the 
corridor 

suggested the tracks were evidence of resistance. Police 
also examined Zhunusovavs fingers and clothes for traces 
of gunpowder and the results were negative 

claimed that the body was covered by a sheet when 
discovered 

that Zhusupov did not attend the press conference because 
she was depressed and on the verge of a breakdown due to 
pressure from her husband's relatives and the police. 


ORDWAY 
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peaceful. Emboffs observing the demonstration estimated that 
between 15 

atmosphere was not tense (the participants sang "We Shall 
Overcome") 

told us that 

arrests. The UN OHCHR and other local human rights 
organizations were visibly present monitoring the meeting. 

The protest dispersed peacefully at about 1530 local time. 
According to unconfirmed local press reports 

attacked the dispersing demonstrators at 1545 local time 

the police subsequently intervened with a baton charge and 
used tear gas canisters. However 

the site until 1600 after the majority of the crowd had left 
observed no violence. Respected local NGO INSEC told us that 
the police had had to break up a minor scuffle between 
pro-Royalists and the demonstrators 

to use tear gas. 


2. (C) There had been allegations that the security forces 
would prevent people from entering Kathmandu Valley to 
participate in the rally. An Embassy contact told us that 
the security forces had set up mobile health clinics along 
the roads leading into the Valley 

diverted some of the participants. 


King\'s Return Unhindered 


3. (C) The demonstration took place as planned and the crowd 
peacefully dispersed before the King\'s plane landed. The 
police had roped the site off from the road in order to 

prevent the crowd from spilling into the road. There had been 
an unfounded rumor that the government had restricted the 
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site of the protest for fear the demonstration would 

interfere with the KingVs travel back to the Palace. Police 
sources confirmed that police had arrested seventeen people 
for throwing stones at the vehicles of the King and the Crown 
Prince as the cars travelled to the airport. 


Comment 


4. (C) The confluence of the demonstration with the last day 
of the Maoist cease-fire and the King\'s return to Nepal after 
a three week absence had led to a fear of popular unrest. 
However 

rumors that it had restricted the site of the protest or was 
doing anything to interfere with the UML\'s right to assemble; 
the police acted responsibly; the Maoists extended their 
cease-fire (ref C) 

demonstration was largely peaceful. 

MILLARD 
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Tsvangirai in return called a National Council meeting for 


SIPDIS 

December 1 

the party should \"disassociate itself" from the leaders of the 
rival faction. Although Tsvangirai has clearly won the backing 
of the bulk of the party 

to carry the fight to friendlier ground - the GOZ-dominated 
courts 

the rebels in an effort to further hamstring the opposition. 

End Summary. 


2. (C) Apparently attempting to enforce a letter from party 
Vice President Gibson Sibanda as head of the party\'s 
Disciplinary Committee purporting to suspend Tsvangirai from the 
party 

application at the beginning of the week seeking to bar the 
party president from speaking publicly. According to a report 
in the independent press 

Vparalle" MDC secretariat that the rebels had set up in 
Bulawayo. MDC MP Priscilla Misihairabwi-Mushonga 
publicly sympathized with the rebels 

the application 

was only submitted to the High Court on December 1 
apparent difficulty finding a willing lawyer. (N.B. Ncube is 
likely barred from personally submitting the application for 


Column 3 
conflict of reason interests.) 


Tsvangirai\'s Riposte 


SIPDIS 


3. (C) Getting wind of the court move 

a National Council meeting scheduled for December 3 to December 
1 to preempt the possibility of a court ruling siding with the 

Ncube faction. Attended by 57 of the body's 66 members 

Council 

Disciplinary Committee 

mailed to AF/S) overturning Tsvangirai\'s suspension on appeal. 


4. (C) The resolution further stated that the Council 

on behalf of the party 

from Sibanda 

Treasurer General Fletcher Dulini Ncube 

Information Paul Themba Nyathi 

Research Stevenson 

leadership positions. Harare MP and national youth chairman 
Nelson Chamisa was named Nyathi\'s replacement and National 
Chairman Isaac Matongo - who briefly sided with Ncube et al 
before finally aligning himself with the president - became 
acting secretary general and treasurer general until the party 
Congress names a permanent replacement. 


5. (C) The Council also moved to assert its control of the 
party's assets and financial statements 

the control of the Ncube faction. The resolution established 

that only Tsvangirai and the Chairpersons of the Party 
Women\'s Assembly 

signatories for party transactions. Treasurer General Dulini 
Ncube was ordered to turn over the party\'s financial statements. 


6. (C) Tsvangirai continues to hold the upper hand in the 
intra-party battle with both the party\'s grassroots and its 
structures firmly on his side. Moreover 

whole are likely to read the Ncube factionYs appeal to the 

ruling party-manipulated courts as a sign of desperation and as 
an act that is well beyond the pale for opposition politicians. 
That said 

gaining control of the party name and assets through the courts. 
And 

paralyze the party vis- vis the government until at least the 
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MDC Party Congress in February 
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attract lower fees than normal mutual funds and invest 
only in fixed interest-bearing assets to reduce capital 
loss risks. This recent announcement brings the mutual 
fund industry in line with the Financial Sector Charter 
requiring signatories to provide low income market with 
access to affordable products. The life insurance 
industry has indicated that it will provide lower-income 
products early in 2006. The South African mutual fund 
industry 

billion 

Day 


RECENT RESEARCH SHOWS POVERTY HAS FALLEN IN PAST FOUR 
YEARS 


12. Poverty has decreased since 2000 because of the 
expansion of government grants and accelerated job 
creation 

Louw 

research paper mapped poverty trends in South Africa from 
1993 to 2004. Using household income data from the annual 
or semi-annual All Media and Product Surveys (AMPS) 
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collected by the South Africa Advertising Research 
Foundation with national account household income data and 
setting the poverty line at an annual R3 

6.5 rands per dollar 

authors found that poverty has declined more rapidly since 
2000. The proportion of the population living below the 
poverty line rose slightly from 40.6% to 41.396 between 
1993 and 2000 

labor market prospects 

2004. This brings the total number of poor people down to 
15.4 million in 2004 from 16.2 million in 1993. The 
average per capita income of an individual belonging to 
the poorest 20 percent of the population has risen from 
R855 ($130) to R1 

monetary values are given in 2000 rand terms). Van der 
Berg and Louw attributed the large reduction in poverty 
levels since 2000 to expansion in social welfare grants 
and faster economic growth 

poverty reduction cannot depend on grants alone 
large-scale expansion in jobs. The research also showed 
that the black middle class has been growing very rapidly. 
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The number of black people who are members of households 
earning more than R40 

increased threefold in the past decade. Source: Business 
Report 


TEITELBAUM 
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government control via the Golden Share policy. See para 
9.] Lukashenko stated that the GOB would help the company 
but since it belongs to the workers 

its economic status. The President demanded that the 
strikers return to their work building bicycles and 

motorcycles 

better rather than rebelling in the street. The President 
announced that he would soon implement measures to take 
over the factory. 


A Word From the Motovelo Administration 


7. (U) Motovelo Director Vladimir Kluchnikov told reporters 
on November 28 that the situation at the factory remained 
complicated and tensions were still high. He also opined 
that the workers do not understand what they are doing when 
they strike. However 

promised salaries and is in negotiations with the bank to 
settle its debt to the workers. In a November 28 press 
interview 

announced that wages would be paid by November 30 and 
blamed bureaucracy for the wage arrears 

management. Motovelo\'s administration faced problems with 
the bank 

the factory\'s level of trade is calculated every three 

months. He added that the factory\'s debt to the workers 
was a result of decisions made by the previous director. 


Motovelo and Working Conditions 


8. (U) Although Odintsov denied the wage arrears were due 
to the company's poor economic standing 

that Motovelo did not make a profit in 2005. Shareholders 
did not receive dividends and all profits went to pay off 

the companys debts. The first Deputy PM Vladimir Semashko 
announced on November 28 that MotoveloVs debt to the state 
budget was USD 395 

and had an energy debt of USD 1200. However 

opinion everything was fine at the factory. The average 

wage is USD 200 and the company hopes to boost sales by 
forming an economic partnership with China in the near 
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future. [Comment: This does not seem a realistic 
expectation given China\'s production is usually more 
competitive than Belarus\'.] 


9. (U) Odintsov admitted that due to falling sales 

were the only option for the company\'s future. Odintsov 
claimed neither he nor the director of Motovelo own shares 
in the company 

personal interest or gain. According to Odintsov 

workers wanted higher wages in September 

enough money to do so. The director refused the raises and 
the workers got angry. Therefore 

Motovelo under the Golden Share rule and supported the 
directors decision. To date 

satisfied with their wages. 


What Unofficial Sources Had to Say 


10. (C) In a November 28 phone conversation with the 
International Labor Organization reporting officer in 
Minsk 

in dire financial condition. The bicycles and motorcycles 
it produces are not competitive due to their high costs and 
low quality. Workers are promised USD 140 per month 
only if they meet their sales quota. Since they are unable 
to meet these quotas 

The workersY union at Motovelo 

pro-government Federation of Trade Unions of Belarus 
failed to address the concerns of the employees to the 
administration. According to Varishagina 

had enough and declared a strike. 


11. (C) On November 30 

Shumchenko told Poloff that a Motovelo worker called to 
inform him that the strike began. [Comment: Shumchenko 
highlighted that the strikers did not contact the 

opposition leaders or even the independent labor unions 
indicating to him that these organizations do not have the 
strong support among the people that he does.] Shumchenko 
immediately contacted the independent press and rushed to 
the factory before the police closed the street. With the 
streets closed 

reporters. The police tried to persuade the workers to get 
out of the street 

Shumchenko claimed that the strikers were blaming 
Lukashenko directly for their problems because he had 
nominated the current director of Motovelo who subsequently 
bankrupted the company. 

The Result 
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12. (U) On November 29 

November 30 

would take steps to revive the plants economic standing. 
Ivan Sinitsa 

claimed that similar promises had been made and unfulfilled 
in the past. A Motovelo informed independent news source 
Belapan that GOB and law enforcement officials attending 
the management-employee meeting and threatened the workers 
with \"harsh\" penalties should they strike again. On 
December 1 

charges against Motovelo\'s administration for violating 
labor legislation and its untimely wage payment. 


Comment 


13. (C) The Motovelo strike was the largest Minsk has seen 
since the market vendors gathered in October Square in 
February. If Shumshenko\'s opinions are correct 

saw how his support 

media and civil society 

are not satisfied with their pay 
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Party -- and former PM Binyamin Netanyahu -- challenging 
Sharon\'s leadership. Then 

the Knesset (MK) Amir Peretz successfully challenged former 
PM Shimon Peres for the leadership of the Labor party 
securing for himself leadership of the second largest party 

in PM SharonVs coalition government. Labor subsequently 
withdrew from the government. In a bold response to the 
rebels within his own party 

asked President Katsav to dissolve by decree Israel\'s 
parliament 

led to an agreement by all parties to hold general elections 

in March 2006 (instead of 

kicking off the general election campaign. PM Sharon is now 
building up his new V'Go Forward" (Kadima) Party with MKs 
defecting from Likud 

At the same time 

to garner support from Israel\'s political center. 


3. (C) You are scheduled to meet with PM Sharon on December 
8. Our GOI contacts caution 

be canceled as a result of fast-breaking political events. 

Our contacts have assured us that the meeting -- organized by 
the Israel Embassy in Washington 

courtesy call 
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limited to a general 
cooperation with its Israeli counterparts. 


4. (C) In a process the Israelis called \"disengagement\" and 
the Palestinians called withdrawal 

took the bold step in August of withdrawing from the Gaza 

Strip and a portion of the northern West Bank Jewish settlers 
and the IDF units protecting them. The withdrawal process 
went very smoothly and was broadly hailed as a bold and 
creative step. As a result of the execution of SharonVs 
disengagement policy and implementation of the November 15 
Agreement on Movement and Access 

the Palestinians now have a significant degree of control 

over the Gaza Strip. The agreement brokered by the Secretary 
opens the way to (a) opening the Rafah border crossing 
between Gaza and Egypt; (b) resuming convoys between Gaza and 
the West Bank; (c) increasing throughflow at crossing points 
between Israel and the occupied territories; (d) decreasing 
restrictions on movement within the West Bank 

progress on a seaport and airport for Gaza. 


5. (C) Problems remain that could significantly affect future 
progress on the Israel-Palestinian conflict. The PA is 

having difficulty asserting its authority in Gaza and the 

West Bank as its ruling party 

rivalries 

Hamas and the Palestinian Islamic Jihad (PIJ) 

armed militias and clans. Palestinian Authority (PA) 

President Mahmud Abbas secured an agreement from Hamas in 
March to stop attacks in order to allow disengagement to 
proceed 

this \"Hudna\" (calm) went into effect. The GOI continues to 
press PA President Abbas to assert his authority and 
dismantle the Palestinian terrorist groups as the first step 

in implementing President Bush\'s road map. The PA prefers to 
address the situation more gradually 

widespread clashes. The GOI has also called on the PA not to 
allow Hamas to run in January 2006 Palestinian Legislative 
Council elections. Its argument is that terrorist groups 

should not be allowed to participate in democratic elections. 
The PA response has been that elections will empower the PA 
to disarm militias subsequently. It is widely expected that 
Hamas candidates will run in the election. 


6. (U) U.S. policy remains firmly anchored in President 
Bushv's historic vision -- first enunciated in June 2002 -- of 
two states 
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peace and security. The USG remains committed to the 
performance-based road map under the auspices of the Quartet 
(the U.S. 

PresidentVs vision. The Israeli and Palestinian sides have 
endorsed the road map -- both with reservations -- but need 
to take additional steps. Israel must continue to work with 
Palestinian leaders to improve the daily lives of 

Palestinians 

final status negotiations. As the President has noted 

means that Israel must remove unauthorized West Bank outposts 
and stop settlement expansion. It also means that the 
barrier now being built to protect Israelis from terrorist 
attacks must be a security barrier 

one 

not threaten IsraelVs security. On the other side 

Palestinians must stop terrorism 

infrastructure within their society 

that a democratic society -- with open and transparent 
governance -- takes root. The storming by armed militants of 
polling stations in Gaza during the Fatah primaries on 
November 28 shows that they still have a number of major 
issues to address 

construction and planned barrier construction in sensitive 
areas shows that progress remains to be made on the Israeli 
side. 


7. (U) Because of both ongoing negotiations to implement the 
Secretary's November 15 agreement and political campaigning 
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by Israeli officials in the run-up to the March elections 
suggest that you avoid these topics to the extent possible 
and engage your hosts on the broad range of DOE issues. 


8. (C) Israel maintains that the greatest existential threat 
it faces is a nuclear-armed Iran. This issue of Iran\'s 
nuclear weapons program and how we intend to confront it are 
the subject of intense interest and concern on the part of 
Israel\'s political and military leadership. Israel\'s 

position is that the international community should press 
Iran harder -- diplomatically and via the threat of sanctions 
-- to get it to abandon its weapons program. They accept 
that the USG continues to support the EU3 process 

is frustrated by what it believes is the EUSVs record of 
concessions to Iran (e.g. 

return. Privately 

best 


Column 3 

stop it. Most Israeli officials also do not believe at this 
stage that anyone could successfully confront Iran 
militarily 

are dispersed throughout Iran and 

are hidden. 


9. (C) Israels northern border with Lebanon and Syria 
remains tense 

Hizballah incursions into Israel with the likely aim of 
kidnapping Israeli soldiers. IDF units positioned along the 
border -- operating under strict orders to show restraint in 
responding to Hizballah challenges -- successfully repelled 
the November 21 attacks 

Israel returned the bodies of the fighters to the Lebanese 
government with the assistance of the Red Cross. The border 
is currently calm. Since Israels withdrawal in 2000 from 
Southern Lebanon 

international pressure to move Lebanese Armed Forces into 
areas along the border occupied by Hizballah. For the time 
being 

Lebanon (UNIFIL) try to maintain an uneasy calm on the 
Lebanese side of the Israel-Lebanon border 

within eyeshot of Hizballah positions -- a situation that 
causes consternation within the GOI and IDF. 


10. (C) As the Mehlis investigation into the assassination of 
former Lebanese PM Hariri gets closer to supporters of Syrian 
President Al-Assad 

Syria will lash out at Israel to deflect international 

attention away from the investigation. Indeed 

consensus within the GOI is that this was the reason for the 
Hizballah attacks on November 21. GOI and IDF officials 
maintain that Al-Assad needs to be pressured into behaving 
according to international norms 

the point of collapse 

likely result in his regimeVs replacement by the growing 
Muslim Brotherhood in Syria. 


11. (C) Israel and Egypt signed a peace treaty in 1979 
relations between the two countries have been peaceful 
somewhat cold 

disengagement as a result of Egyptian-Israeli coordination 
over the Egypt-Gaza border. Israeli defense planners 
maintain that Egypt remains a serious potential military 
threat 

be replaced by a leader less friendly to Israel. As a 

result 

sales to Egypt. 


12. (C) Israel and Jordan signed a peace treaty in 1994 
relations between the two countries are good. Jordan has 
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control of its border with Israel and prevents infiltration 
in either direction. 


13. (U) We recommend that you avoid answering requests to 
comment on Iran\'s nuclear program and how to deal with it. 
If you are pressed 


-- lran\'s pursuit of the nuclear fuel cycle makes no sense 
considering the oil wealth of that country 

the lack of domestic uranium reserves in Iran to support a 
nuclear fuel cycle. It is unnecessarily provocative and 
destabilizing to regional and international security. 


-- The U.S. is pursuing a multilateral approach to dealing 

with IranVs nuclear weapons program 

of the EUS and other like-minded nations that are rightly 
concerned with Iran\'s program. We are committed to widening 
the diplomatic consensus on the steps Iran must take to 
resolve this issue -- including cooperating fully with the 

IAEA and agreeing not to seek fissile material production 
capability in Iran. 


-- If Iran refuses to return to negotiations on that basis 
the next step should be an IAEA Board decision that reports 
Iran to the UN Security Council. 


14. (C) The U.S. enjoys a strategic partnership with Israel 
and overall relations between our two countries are 
excellent 

formation in 1948. The relationship recently suffered a 
bumpy period 

scandals -- the most noteworthy in recent times being 
Israel's sale of Harpy UAVs to China 

maintains helped to put U.S. and allied forces in the Pacific 
atrisk. In response to our concern about these transfers 
Israel signed a Statement of Understanding (SOU) with the 
Pentagon in August requiring coordination on future 
sensitive defense sales to third countries. GOI and IDF 
officials go overboard to stress that the signing of the SOU 
means that technology transfer scandals are V'water under the 
bridge. The USG position is that Israel still has much work 
to do in order to restore the USG\'s trust in Israel's export 
control system. 


15. (C) Israel and the U.S. exchange information and 
coordinate on policy through our annual Strategic Dialogue 
the Joint Political-Military Working Group (JPMG) 
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Defense Policy Advisory Group (DPAG). The last round of the 
Strategic Dialogue took place in Washington 

28-29. The next JPMG is scheduled for January 2006. 


16. (C) The fallout over the technology transfer scandals has 

not affected cooperation between the Department of Energy and 
the Israeli Atomic Energy Commission (IAEC) and Soreq Nuclear 
Research Center (NRC) under the Memorandum of Understanding 
(MOU) and the February 2000 Letter of Intent (LOI). Work 
continues on the several projects covered by the MOU and LOI. 
In August 

an effort to enhance U.S.-Israel cooperation on combating 
radiological terrorism and mitigating the effects of 

radiological device detonations. The Israeli side was very 
pleased with that visit and looks forward to cooperation on 

this and other issues. In March 

the idea of its participation in the Foreign Research Reactor 
Spent Nuclear Fuel Acceptance program 

declined because (a) they claim that the DOE management fee 
is too expensive for them; and (b) contrary to the program\'s 
requirements 

on highly-enriched uranium fuel. The Megaports project has 
been embraced as an integral part of Israeli border security 

by a GOI interagency team that includes key members of 
Israel's National Security Council 

authorities. 


17. (U) This cable has been cleared with State\'s NP/RA and 
NEA/IPA. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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featured a lengthy interview with Natwar Singh confidant and 
current Ambassador to Croatia Aneil Mathrani. He alleged 
that the former Foreign Minister has been deeply involved in 
the oil-for-food scandal as noted in the Volcker Report 
implied that Natwar\'s denials were duplicitous. On December 
2 

the PM on the Mathrani allegations 

demanding Natwar\'s immediate arrest. The revelations have 
encouraged new rumors that Natwar will soon leave the 
cabinet. The GOI has recalled Mathrani from Croatia. 


Column 3 


At First the NDA Adjournment Motion Flops 


3. (U) The NDA had signaled in advance their intention to 
disrupt Parliament and put the UPA on the defensive over 
Congress corruption 

to Congress officials during the cold war and Congress 
involvement in the oil for food scandal. However on November 
28 

Chidambaram 

NDA attempt to adjourn the house over the Volker Report and 
compel the GOI to share all Volcker related documents with 
Parliament. Dismissing the motion as \"unjustifiable 
Chidambaram noted that no other country named in the Report 
has responded as swiftly as India and the UPA-appointed 
Pathak Committee would present a full report to Parliament. 
Opposition leader LK Advani conceded that if the UPA had 
initially spoken with such clarity 

need for an adjournment motion. NDA Spokesman Arun Jaitley 
was more combative 

\"tarnish the Congress image 

the Volcker era.V In the end 

adjournment motion on a voice vote in the Lok Sabha on 
November 27 and in the Rajya Sabha on November 28. 


The Boomerang Effect 


4. (C) Our contacts among Congress MPs argued before the 
Mathrani interview that the BJP was reluctant to go to the 
carpet on the Volcker scandal 

might be vulnerable to similar charges of seeking V'non 
contractual advantage" from other transactions. Now 
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leadership is on the offensive 

from Manmohan SinghVs reformist agenda. One opposition MP 
told Poloff that Natwar is no longer the target 

will go after Sonia as well and demand her resignation. He 

and other contacts 

his departure will not end the matter. 


Comment - Is UPA Up to the Challenge? 


5. (C) By December 1 
convinced that the oil for food scandal 
Indian politics 
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NDA had been able to score few points on the issue and the 
had LF rallied to the defense of Congress 

managers such as Finance Minister Chidambaram and Defense 
Minister Mukherjee proved capable of meeting the verbal 
onslaught of the BJPVs big guns such as Jaitley and Shourie. 
The UPA was also relieved that the contentious IAEA issue did 
not come to a vote 

issue. On December 2 

revelations pumped new life into the NDA 

attacking Congress with renewed vigor. The UPA may now find 
itself on the ropes again 

for their political lives. 
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carried an op-ed by Raul Reina Cleaves entitled \"No More 
Studies. The majority of donations 

Honduras receives include an elaboration of studies of which 
the majority are not needed. The country is a Highly 
Indebted Poor Country and a highly studied country. V 


V'This is a situation that for the sake of the country 
shouldn't continue 

will generate a new series of studies 

international credit organizations. V 


\"USAID\'s representative Mr. Paul Tuebner said during 
Ambassador Ford\'s recent visit to the Industry and Commerce 
Chamber in Cortes in response to some businessmen\' 
commentaries: No more studies. VV" 


\"USAID\'s help will be oriented primarily in education 

training and infrastructure 

success in CAFTA-DR.\" 

VOur governments should learn to say no when they negotiate 
loans and help when the conditions are not favorable to 
Honduras. V" 

\"Now is the moment to begin. V 


Ford 
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END TEXT. 
KHALILZAD 
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to attend Monday's diplomatic conference. END SUMMARY. 


2. (C) Meron provided poloff a list of countries that the 
GOI believes might be willing to speak publicly before or 
during the diplomatic conference in favor of adopting the 
Third Additional Protocol. 


- Africa: Kenya. 

- Australia. 

- Asia: Japan and South Korea. 

- Europe: Bulgaria 

Holland 

- Middle East: Jordan is favorable but cannot speak out. 
- North America: Mexico and Canada. 


3. (C) Meron reported that the Egyptian delegation in Geneva 
has led efforts to re-open the protocol for discussion 

move that Meron said the GOI adamantly opposes. He said GOI 
officials are disappointed that Swiss Ambassador at Large for 
the Emblems of the Geneva Conventions Didier Pfirter has 
worked to accommodate the demand of the Syrian government 
that the SRCS reach an agreement with MDA prior to the 
conference. 


4. (U) ICRC Head of Delegation Dominik Stillhart called 

poloff December 1 to report ICRC and Swiss Government concern 
that the Syrians and other OIC countries have already 

proposed 10 to 12 amendments to the Third Additional 

Protocol 

proposed before and during the conference. He said that 

emblem opponents who can no longer base opposition to the 
emblem conference on the claim that the timing is not right 

have begun instead to focus on the substance of the protocol 
itself. 


5. (U) Stillhart also said that MDA President Noam Yifrach 
told him December 1 that he does not plan to leave Israel in 
the next few days. Stillhart said he suspects the GOI has 
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pressed Yifrach not to return to Geneva prior to the 
conference 

SRCS President Abdu Rahman Attar (reftel). As of early 
December 2 

been able to convince Yifrach to return to Geneva. 


6. (C) Meron told poloff December 2 that Swiss government 
officials arrived uninvited at Yifrach\'s private residence in 
Tel Aviv late December 1 to convince him to fly immediately 
to Geneva to speak to Attar 

day. Meron said he is confident Yifrach will not fly to 
Geneva to speak to Attar 

to Geneva on Sunday night \"on the same flight that | am 
taking" in order to attend Mondays diplomatic conference. 


7. (U) Meron said he was concerned about Israel TV Channel 
10 news reports December 1 claiming that Syrian and Israeli 
government officials planned to discuss humanitarian issues 
related to the Golan Heights. Channel 10 said that the GOI 
refuted this report 

Sharon denied GOI contact with Syrian officials during a news 
conference December 1. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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before international quotas were removed on 
January 1 

Valarming lack of creativity 

vision 

textile industry. 


Government Assistance 


6. (U) Apart from the proposed government- 
to-government talks with China 

of Trade and Industry recommended extending the 
duty credit scheme and the development of a 
customized sector program to assist industry. 
Mpahlwa also proposed improving customs 
inspection to reduce illegal or underinvoiced 
imports from China and elsewhere. Meanwhile 
the clothing industry is lobbying for the review 
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of import tariffs on textiles 
reducing costs for local manufacturers. 


Industry Reaction 


7. (U) Igsaan Salie 

surprised to learn that the governments view 
towards safeguards seemed to have undergone an 
about-face. Keith Robson 

African Clothing Industries 

remarks as \"most unfortunate" in light of the 

need for a cooperative relationship between 
business and government to tackle the issue. 

The Clothing Trade Council of South Africa 
(CLOTRADE) welcomed Mpahlwavs statement on talks 
with China 

of cheap Chinese imports. TexfedYs Claasens 
warned against a possible negative result from a 
review of textile import tariffs 

that South Africa\'s applied rates were either 

equal or very close to their bound rates. A 

review could conceivably lead to some tariffs 

being lowered. 


Comment 


8. (U) Although the change in the South African 
government's view towards safeguards could be 
interpreted by industry as a kick in the teeth 
bilateral talks with China might bring the first 

real relief to an industry in distress. 
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to help the Turks make this into something the UN can 
consider. End Summary. 


Draft Plan 


3. (C) MFA Deputy U/S Apakan called in Charge December 1 to 
explain a draft plan representing what appears to be a 

modestly more detailed version of FM Gul 

open all Turkish and Cypriot ports and airports. The plan is 

still in draft 

asked us to keep the proposal strictly confidential. 

Turkey 

On December 2 
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told us that UK Ambassador Westmacott also knows about it. 


4. (C) Apakan explained the proposal as follows: 
-- Turkey opens its ports to ROC vessels. 


-- Turkey opens airports to ROC aircraft and allows ROC 
overflights of Turkey. 


-- The ROC allows ports in northern Cyprus to open under 
Turkish Cypriot administration 
EU and IMO. 


-- The ROC allows Ercan Airport to open under Turkish Cypriot 
administration 
Eurocontrol. 


-- North Cyprus is included in the EU Customs Union. 


-- Turkish Cypriots are allowed to participate in 
international sports 


-- All steps are taken without prejudice to any of the 
parties 

constitute Turkish recognition of the ROC nor others\' 
recognition of the \"TRNC.\" End Comment.) 


-- By March 2006 
action plan to implement the proposal. 


-- If the plan is implemented 
and Greek Cypriots meet under UN auspices to seek a way 
forward on comprehensive settlement. 


5. (C) Apakan said Turkey hopes opening all ports and 
airports would be a \"transitional phase\" to comprehensive 
settlement. The Turkish UN PermRep will present the proposal 
to the UN Secretariat in a week to ten days. Apakan requested 
the USG\'s \"advice and public supportV for the initiative. 


6. (C) CDA welcomed the MFA decision to take an initiative 

but urged Apakan to think more about how to make the proposal 
attractive to the Greek Cypriot side 

argue the proposal only represents steps Turkey would have to 
take in any event for EU accession. CDA also urged Apakan to 
think carefully about how the plan could be sequenced. 


7. (C) On December 2 

Bilman told Deputy Political Counselor that the Turkish side 
has little room to add more elements to the plan. He said 

the proposal had been drafted with input from several Turkish 
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overseas ambassadors and with domestic input (NFI). 
According to Bilman 

\"far-fetched.\" 


8. (C) Comment and Action Request: This is the first 

glimmer we have seen 

think Turkey can no longer rest on what it did in 2004 and 

are ready to resume a \"one step ahead\" policy. We 

UK 

from the Department about how we can respond to the MFA 
request for support 

needed to make this more workable and realistic. End Comment 
and Action Request. 
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the political participation of the citizenry. In addition to 
announcing the FNC elections 

National Day remarks to reiterate the UAE\'s support for Iraq 
and the Palestinians 

Summary. 


3. (U) On December 1 

country\'s principal consultative body )- the FNC )- would 

be partly elected for the first time in its history. These 

would not be general elections. Instead 

will appoint local council members who will in turn elect 

half of the FNC membership for their respective emirates. No 
announcement has been made yet on the timeline for the 
elections 

say that the process would get under way in a few months. 
The \"Gulf News\" reported that the Presidential Court will 
issue a by-law later regarding the election process. The 

term of the FNC is two years. No announcement has been made 
about the start of the next two-year session. 


4. (U) The FNC is a consultative body and all federal draft 
laws and decrees must go through it before they are 
officially adopted by the Supreme Ruling Council. (Draft 
legislation is prepared by the relevant UAEG ministry.) 
While the FNC does not have the power to reject legislation 
it can send it back to the cabinet for amendment. The FNC 
also has the authority to question any government minister. 


Election Announcement No Surprise 


5. (C) This development had been anticipated for some time. 
During his visit to Washington in August 2005 
Minister/Minister of State for Foreign Affairs Sheikh Hamdan 
bin Zayed had told the Secretary to expect an announcement 
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about greater political participation before the end of the 
year. In mid-November 

Mohammed bin Zayed had stated that a plan for broadening 
political participation was forthcoming. Discussions of 
political reform in the UAE began to percolate in earnest 
earlier this year after the Ruler of the emirate of Sharjah 
appointed municipal councils and announced that these 
councils could one day be elected (ref A). 


Selection of FNC Membership 


6. (U) At present 

rulers of the seven semi-autonomous emirates. The emirates 
of Abu Dhabi and Dubai each have eight seats 

Al Khaimah six 

Fujairah four. The Constitution leaves it up to the 

individual emirates to select its FNC members. Under the new 
plan 

December 3 

local councils in each emirate. Membership to the local 
councils will be on appointment by the local ruler of each 
emirate. The number of members on each of the emirate\'s 
councils will correspond to the number of representatives on 
the FNC multiplied by 50. For example 

council will consist of 400 members. All told 

2 

\"super-electors 

and other influential figures in society 

from either within or outside their ranks half of the FNC. 

It appears that each local council will be responsible for 
electing members from its emirate. The remaining 20 FNC 
members will be appointed by the rulers as before. 


7. (U) In his National Day remarks 

\"Considering the developments in our region 

witnessing transformation and reforms 

blessed march require a bigger role for the Federal National 
Council by empowering it to be an authority that would 
provide great support and guidance for the executive arm of 
the government. We shall work to make the Council more 
capable 

affecting the nation and the people. ... And through a more 
gradual 

activating the role of the FNC through electing half of its 
members through councils for each emirate and appointing the 
other half. By doing this 

culminates in more participation and interaction from all the 
citizens of the country. V 


Participation of Women 
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8. (C) Information Minister Sheikh Abdullah bin Zayed had 
told the Ambassador earlier in the year that that there would 
likely be no restrictions on the participation of women in 

the FNC. Economy and Planning Minister Sheikha Lubna AI 
Qassimi 

told the \"Gulf News\" December 2 that the constitution 
envisaged a move toward democracy and the rulers had been 
preparing the people for it. \"Now the time has come for this 
natural transition 

more women participating in the FNC. In the past 

received training from the FNC and the General Women\'s Union 
to prepare them to play an eventual role in the council. 

Their training has included observation of the FNC\'s 
proceedings. Also 

the late UAE President Sheikh Zayed 

forefront of those calling for greater participation in the 
political process and for the empowerment of women in the 
Society. Academic Ebtisam AI Kitbi 

contact 

candidacy for the FNC. She and General WomenVs Union 
Secretary General Noura Al Suwaidi have told us in the past 
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of their intentions to serve on the FNC 

also said that they believe it was more important to empower 
the FNC than it was to open its membership to women for the 
first time. 


Press Coverage: Unanimous Approval for V'Half Election V 


9. (U) The press published interviews with government 
officials 

the coming of democracy to the UAE. In a front-page 
editorial 

hailed the UAE leadershipVs decision. V'They have always 
proved how close they are to their people and their deep 
understanding of the positive changes taking place in the 
region and the world." He said the \"half election is half 

the way to fully open the political process.\" Arabic dailies 
VAI Khaleej\" 

welcomed the announcement 

historical turning point." \"Al Khaleej\" editorial notes that 
the decision \"has placed a huge burden on the shoulders of 
local organizations to activate new steps and pump new blood 
into the Federal establishment. V 


Support for Iraq 
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10. (U) President Khalifa\'s national day address also noted 
the UAEVs support for the unity of Iraq and its people 

well as for Palestinian statehood. He said of Iraq 

deeply pained and concerned by the deterioration of the 
security situation and the continual bombings 

terrorism 

On the Palestinian issue 

withdrawal from Gaza Strip will be followed by similar 
withdrawals from the occupied Arab territories so that the 
Palestinian people will have the opportunity to establish 
their own independent state.\" On the issue of terrorism 
President Khalifa said 

vicious terrorism bombings that hit the sisterly and friendly 
countries of Egypt 


Comment: 


11. (C) The pace of political reform in the UAE has been 
admittedly slow until this landmark decision to open up the 
political process. While the move is welcome 

of legislative authorities )- FNC members do not have the 
power to draft or reject laws )- the significance of 

President Khalifa\'s announcement may be less than meets the 
eye. Although it is still only a V'half election 

welcome this gradual step toward broadening the political 
participation of the citizenry. Embassy programs are already 
committed to advance the reform process and MEPI political 
reform goals through civil society support 

strengthening 

with skills and techniques to use in advocacy and electoral 
campaigns 

assistance (refs. B 
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of a large package of shares of a leading bank in 

Israel 

will strengthen competition among banks 

competition in the domestic capital market.\" He added 
that the policy of privatizing banks is an inseparable 

part of the large reforms in the capital market and the 
private sector. He called Cerberus-Gabriel a serious 
group that did not come to Israel in order to make a 
Vquick exitA" Olmert added that the management of the 
Group knows Israel very well and has plans to invest in 
the country for the long term. With regard to the 
proceeds of the sale 

be used to reduce the national debt. He told the 

Israeli business newspaper Globes on November 15 that 
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Vreducing debt is a long term investment and that this 
is a very important element of the economic 
infrastructure. He noted that this will enable the 
GOI to budget more funds for social purposes. 


8. (U) A November 13 Yediot Aharonot article quoted 
Amir Peretz as saying that \"privatization has become an 
obsession with us.\" A day before the sale 

that he thought that Bank Leumi should remain a leading 
public body. 


9. (U) Former Finance Minister Netanyahu 
enthusiastically supported the sale 

happy that the Leumi deal was completed during the term 
of his successor. He added that V'the process of 

opening the banks to true competition was completed 
today for the benefit of all the citizens of Israel. V" 


10. (U) Alon Glazer 

Co. 

November 15 that the State received a very impressive 
price for the sale of the bank. He said that the 
privatization of the banking sector is good for the 

state. With that 

not well known in Israel 

final approval of the deal by the BOI. 


11. (U) Dr. David Klein 

said in a November 15 Voice of Israel Radio interview 
that a hedge fund is not a strategic investor with long 
term plans. He said that a hedge fund generally buys 
and sells depending on the needs of its investors 
usually does not hold on to investments for the long 
term. He noted that the BOI will take this into 
account before giving approval should the Cerberus 
Group decides to purchase the additional block of 
shares. 


12. (U) Yediot Aharonot columnist Sever Plotsker wrote 
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in an opinion piece on Ynet on November 15 that the 
purchasers of Leumi are a V'secret investment fund 
not have an internet site 

not listed on any stock exchange.\" He also noted that 
they do not have expertise in either American or 
foreign banking. Plotsker acknowledged that the 
government received a very good price for the sale of 
Leumi 

thing for the citizens of Israel 

\"Zionist\" bank will now be owned by a V'clumsy 
complicated 


13. (U) The privatization of Bank Leumi marks the high 
water mark for the economic reform program of the 
Sharon government 

deep recession to a growth rate in the five percent 
range. The proceeds from this and other sales have 
increased the revenues available to the government and 
reduced the deficit. Regardless of the uncertainty 
about future economic policy as the country heads into 
elections next year 

economy that is stronger than anytime in recent years 
and freer than it has ever been. 
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3. On September 12 

where V'we will accord him a welcome fit for the closest and best 
friend. On November 24 

Committee on International Affairs Vadim Popov announced Minsk and 
Havana have excellent political ties and parliamentary relations 

and that the two countries always support each other on the 
international arena. Belarusian Foreign Minister Sergey Martynov 
visited Cuba in November 2004 and promised continued Belarusian 
support. These manifestations of friendship pay off for Minsk; on 
November 28 

bilateral talks on BelarusY entry to the WTO. 


4. Minsk mayor Mikhail Pavlov led a delegation to Cuba October 29 
through November 2. While there he established a sister-city 
relationship between Minsk and Havana. Press reports claim Pavlov 
met with senior officials from the ministries of construction 
transportation 

industry 

economic cooperation 
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agencies. A main topic of conversation was the possibility to 
build a factory in Cuba to assemble Belarusian tractors. 


Growing Economic Relations 


5. As of mid-November 

exported to Cuba: 134 trucks from the Minsk Automobile Factory 
(MAZ) 

dump trucks from the Belarusian Automobile Factory (BelAZ) 
tractors. Before the end of the year Belarus also intends to ship 
roughly 200 trucks from the Minsk Tractor Factory (MTZ) 
engines from the Minsk Motor Plant 


6. The GOB announced Belarus exported USD 10.2 million worth of 
goods to Cuba from January to September 

earlier (note: this number does not reflect all the deliveries 

noted above). Belarus imported USD 7 million worth of goods 

mostly raw sugar 

Lukashenko signed a decree in November 2004 reducing import tariffs 
for Cuban goods by 25% 

76.2% for the first nine months of the year. 
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meeting 

concluded. He hoped severance package issues would be 
resolved during their follow-up meeting with the GON on 
Friday 


4. (SBU) Comment: Senior members of the NLC pledged that no 
strikes would occur and no ports would be shut down. There is 
no reason to believe that a strike would occur unless the 
December 9 negotiations break down. lrabor seemed content 
with the discussions the NLC had with various GON ministries 
regarding severance packages 

concrete figures. When pressed 

naira 600 

\"fair\" 

upon work experience and position. End Comment. 

BROWNE 
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3. (S) In a separate December 2 discussion with poloff 
Lebanon desk officer Remy Bouallegue expressed general 
agreement with reftel points and stressed that the CSA ban on 
Al Manar reflected the GOF\'s ongoing battle against 
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discrimination and anti-Semitism. He added that HizballahVs 
hardening position and recent suburban unrest in France 
his view 

would reverse the CSA ban 

independent. Bouallegue added that the GoF supported 
\"europeanizing\" the Al Manar ban. This remained an issue 
still to be resolved in Brussels 

Bouallegue 

GoF\'s view 

and it should not be left to individual European governments 
to take action against the station and its satellite carriers. 
Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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GATS negotiations.\" He also said that South Africa was 
uncomfortable with the line that LDCs should not be looking 
to the developed countries for greater market access 

rather to the larger developing countries 

Africa. He said that South Africa and other developing 
countries wanted to V'reclaim the aspect of development" in 
the Doha Round. End Summary. 


2. (SBU) South Africa\'s Chief Director for Multilateral Trade 
Negotiations 

and forty-five minutes on December 1 to discuss a number of 
issues related to Doha Round negotiations and talking points 
from the United States. Carim opened by saying that while 
there was much in agreement between South Africa and the 
United States 

particularly wanted to highlight his interest in finalizing a 
TRIPS and Medicines deliverable for the Hong Kong 
Ministerial 

dissension among developing countries 

difficulties that South Africa had in submitting its services 
offer. When it came to geographical indications 

that South Africa was \"on side\" with the United States. 


Agriculture 


3. (SBU) Carim told Econoff that the United StatesY proposal 
on agriculture had clearly helped it to reclaim the moral 

high ground in WTO negotiations. There was the sense 
said 

the 2002 Farm Bill increased subsidies 

deficiency loans 

A joint U.S.-EU paper on agriculture followed that 
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to Carim 

United States October proposal 

figures 

United States had played a constructive role in negotiations 
and had managed to re-establish negotiating credibility. 


4. (SBU) Carim said that South Africa viewed the U.S. 
proposal on agriculture in the context of ongoing 

negotiations. While analysis indicated that the United 

States could actually increase its level of domestic 

subsidies under the U.S. proposal 

under the July Framework counter cyclical payments could be 
moved into the Blue Box. He added 

counter cyclical payments are not the same as set asides.\" 
There was more negotiating to do 

and box criteria. 


5. (SBU) Carim said that he understood that for the United 
States to eliminate export subsidies and reduce domestic 
support 

access. However 

had against subsidized imports came in the form of tariffs. 
The question was which side should move first? Carim felt 
that developed countries had to move first by declaring 
reductions in subsidies. Only then could developing 
countries determine how much they could reduce tariffs. 


6. (SBU) Carim noted that the EU was clearly on the defensive 
after the United States submitted its proposal on 

agriculture. The EU\'s offer of October 28 simply did not 
measure up. He assured Econoff that South Africa was 
continuing to apply pressure on the EU to improve its offer. 

He noted strong statements recently made by the Africa Group 
in Arusha 

Brussels 

that South African ministers were also aware of the need to 
press the EU at the political level 

colleagues continued to press EU counterparts at different 
levels. 


7. (SBU) Carim did not think that lowering expectations for 

the Hong Kong Ministerial necessarily reduced the pressure on 
the EU to submit a better offer on agriculture. That said 

the notion of lower expectations for Hong Kong did not make 
South Africa happy. It was a reality 


Services 


8. (SBU) Carim said that he had the opportunity to discuss 
services in passing with William Jackson of USTR at the 
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meeting of the Africa Group in Arusha the previous week. He 
added that JacksonVs presentation in Arusha on how the WTO 
related to Africa was very useful. Carim lamented the fact 

that South Africa had not yet submitted its services offer 

but said that he continued to expect it would be submitted 
soon. All the substantive work had been completed. What 
remained was V'procedural 


9. (SBU) Carim wanted to respond to a recent statement made 
by a USTR official to the effect that one of the biggest 
disappointments so far in the Doha Round was South Africa\'s 
failure to submit a services offer. Carim explained that 
preparing the offer had been a difficult process internally 

for South Africa. There had not been a good domestic 
understanding of trade-in-services nor of the WTO. There was 
no statistical base upon which to structure an analysis. He 

felt that there was a lot more work for him to do at home in 

this area 

from producing the type of sophisticated analysis that the 

U.S. Coalition of Service Industries (CSI) was capable of. 
(Note: Carim said that CSI had requested a meeting with him 
in Hong Kong and that he would try.) Carim added that there 
was also the notion that now was not necessarily the time to 
submit a services offer 

agriculture and the fact that other countries had not stepped 
up to the plate. 


10. (SBU) Carim said that the discussion of quantitative 
targets for developing countries was \"worrying\" and 
Vthreatened to change the framework of GATS negotiations. V' 
He said South Africa had enough difficulty in putting its 

initial offer on the table 

quantitative targets. He pointed out that compared to other 
countries 

commitments in the Uruguay Round. Fortunately from his 
perspective 

quantitative targets had been removed from papers prepared 
for the Hong Kong Ministerial. 


Development Dimension 


11. (SBU) Carim said that he thought that the development 
dimension of the round was getting lost in negotiating 

details and the immediacy of certain issues. For this 

reason 

Vreclaim the aspect of development" in the Doha Round. In 
fact 

Minister for Trade and Industry Dr. Rob Davies (Septel). 


12. (SBU) Carim said that while development was the mandate 
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of the Doha Round 

concepts had eroded it. He felt that certain key points 
needed to be reinserted into the dialogue. Doha should 
provide better market access for developing countries across 
the board. Critical to achieving this was the removal of 

trade distortions in agricultural through the elimination of 
export subsidies and the reduction of domestic subsidies. To 
increase developing country access to nonagricultural 
markets 

export interest to developing countries needed to be 
eliminated or reduced. 


13. (SBU) He added that the EU was acting as if it were time 

to negotiate on nonagricultural market access and services 
issues. However 

access were excessive 

agriculture. Carim said that the EU\'s approach was a Vrecipe 
for an antidevelopment round.\" He believed that a 

negotiating framework was needed to achieve a market outcome. 
Along these lines 

paper in Geneva on bringing back the development agenda. 


Divide and Conquer 


14. (SBU) Carim told Econoff that one point that made South 
Africa uncomfortable was the line that LDCs should not be 
looking to developed countries to make greater tariff cuts 

but rather to large developing countries 

Africa. He mentioned the AGOA meeting in Senegal 

United States was trying to align itself with subSaharan 
African countries 

States to argue that further reductions in developed country 
tariffs would only erode LDC trade preferences. He said that 
this sort of talk was part of an effort to shift the focus 

away from the major powers and toward the advanced developing 
countries. \"It created divisions among developing countries 
and confused the message 

pressure on (the larger developing countries) not to lose 
trade preferences. V 


15. (SBU) Carim asserted that advanced developing countries 
were prepared to make offers according to \"proportionality 

i.e. 

developing countries did have an important role to play. He 
realized that a number of LDCs and smaller developing 
countries were vulnerable 

capacity or infrastructure to take advantage of market access 
provided by the Doha Round. He also realized that some LDCs 
would incur adjustment costs stemming from the loss of trade 
preferences. In this vein 
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PortmanVs suggestion to scope the costs of trade preference 
losses. 


16. (SBU) Carim added 

Southern African Customs Union) 

LDC 

assist LDC\'s.\" Carim claimed that South Africa had already 
made substantial agricultural and nonagricultural market 
access offers. Noting Brazil and Indias recent announcement 
on LDCs 

willing to do more. 


TRIPS and Medicines 


17. (SBU) Carim said that he wanted to see the medicines 
issue as it related to TRIPS resolved in time for the Hong 
Kong Ministerial. He explained that with U.S. involvement 
the issue was resolved in August 2003. Two and a half years 
later 

into the legal text of TRIPS. There were some procedural 
issues around the fact that reference was made to the 
ChairmanVs statement in the text of the agreement. The 
preamble needed to be changed and some other text shifted 
around. He said that over the weekend 

agreed that the Chairman would simply re-read the same 
statement made in 2003. The problem was that some countries 
such as Brazil and India 

might have been. South Africa was speaking to Brazil and 
India 

that it was not too late for this to be a deliverable for 

Hong Kong. 


Geographic Indications 


18. (SBU) When it came to geographic indications 

that South Africa was Von side" with the United States. He 
specifically said that South Africa V'was burnt" on 
geographical indications in its bilateral trade agreement 
with the EU 

WTO \"did not sit well." (REF D) 

TEITELBAUM 
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veterinary industry and the private sector. 
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7. During an open discussion 

expressed support and concern. The U.S. recognized the 
important groundwork already laid by FAO and its partner 
agencies 

and commitment to the International Partnership on Avian 
and Pandemic Influenza (IPAPI). Canada offered FAO more 
coordinated veterinary support 

million contribution to FAO to support the three TCPs in 

Asia and another $700 

effort to contain Avian Influenza in North Korea. Norway 
also welcomed a common UN appeal for burden-sharing among 
member states. 


8. Sudan stated it had established a ministerial committee 
on Avian Influenza and instituted an import ban from 
affected countries 

should also be instituted (Dr. Paul assured Sudan that 
Europe has had cases of low-pathogenic strains and thus 
European imports are safe). The United Arab Emirates 
reported that laboratories and veterinary services were 

being set up or upgraded and an emergency national 
committee was also established. The PRC also spoke on the 
dozen or so animal disease control measures it had 
instituted and suggested establishing a vaccine development 
center in-country. Libya stated it had spent Euros 10 

million on internal emergency measures thus far. Lastly 
Swaziland expressed its gratitude to FAO for having the 
pre-emptive insight to establish three TCPs in Africa 

where Avian Influenza poses the most serious threat due to 
the continent\'s lack of readiness and infrastructure. 


9. In a side discussion with FAO staff 

that FAO\'s liaison office in Washington has held meetings 
with OCHA and InterAction to discuss the use of U.S. PVOs 
already working in affected countries to expand 
surveillance. FAO would provide guidelines and/or training 
on early warning signs for infected fowl. Within the next 
few weeks 

where PVO staff from agencies like CARE 

are positioned and FAO will respond as to whether these 
placements can be useful to the organizationVs efforts in 
the region. An expected outcome is the expansion of FAOVs 
NGO networks in the field through these U.S. PVOs. The 
FAO/Washington liaison office is also communicating with 
U.S. veterinary institutes and schools to establish a 

roster of possible veterinarians and consultants 
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member of the IBM Steering Committee on Avian Influenza 
which is working to integrate animal and human health data 
through data mining. 


10. Fresco ended the event with five take-home points: 1) 
the key to Avian Influenza control and prevention is on the 
animal side; 2) increased awareness equals increased public 
communication and risk communication; 3) stronger political 
will is needed at all levels; 4) increased resources are 
needed for science 

the spread; and 5) international cooperation is critical. 


11. USUN Rome will continue to cover and widely disseminate 
information on FAO Avian Influenza activities. 
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an investigation against a public officer is placed 

permit opening of that investigation. When judiciary places a 
demand 

for us to respond to it. V" 


CUMHURIYET: The Diyarbakir GovernorVs Office did not allow the 
Kayapinar Municipality to name the municipality\'s newly built 

parks with Kurdish names or names whose meanings refer to 
specific contexts important for Kurds. For example the proposed 
name \"33 Bullets\" refers to the bullets found in the body of 

Ugur Kaymaz after he was killed on November 2004 by the security 
forces. The municipality has applied to the Supreme Court to 

annul the Governor\'s ban. 


OZGUR GUNDEM: Esat Canan 

(Republican PeopleVs Party) 

have prevented CHP from appointing Canan to the Parliamentary 
Investigation Commission for the Semdinli Case (see press 
summary 12/01). 


OZGUR GUNDEM: The daily claimed that cost assessment studies 
have not been done to date despite the fact that the Minister of 
Internal Affairs and former Hakkari Governor promised to cover 

the costs of the damage done by the November 1 bombing in 
Semdinli. The tradesmen affected from the bombing said that 

200 

allocated to the Subgovernor\'s Office would not be enough to 

cover the costs of the 67 utterly damaged buildings. 


OZGUR GUNDEM: Following the finding that the type of the 
bombs found in the car of the officers Ali Kaya and Ozcan 
IIdeniz 

Case 
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reportedly said in his statement that the car remained under the 
control of alleged PKK followers for nine hours. People could 
have replaced the regular type of bombs officers owned with the 
ones used in the bombing incident 


OZGUR GUNDEM: Following the dismissal of four workers from 
their jobs in Adana\'s Cukurova University Hospital allegedly on 
grounds that they engaged themselves in unionist activities 
workers enrolled in a health union to protest the dismissals. 


HURRIYET ONLINE 
(http://www.hurriyet.com.tr/gundem/3590636.as p?m=18gid=69): 527 
young activists 

who staged many protests in many (unspecified) places asking for 
a peaceful solution for the Kurdish problem and for the end of 
military operations in the southeastern region of Turkey 

reportedly went to the Qandil Mountains in northern Iraq and 
enrolled in the ranks of the PKK terrorist organization. The 
spokesperson of the \"so-called\" human shields said that 

their demands for the end of violence and oppression found no 
response 

the war by going to the operation areas as human shields. 


HURRIYET: Four village guards 

residences and security directorate of Sirnak\'s Silopi district 
in 1995 with their state registered arms 

and sentenced to life in prison. 
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inflation under close and constant review 

intention of reaching the governments target without 
deviating from it either upwards or downwards.\" 


3. (SBU) Inflation rates during the Governorship of Stanley 
Fischer\'s predecessor 

2000 to early 2005 were 0 percent in 2000 

2001 

percent in 2004. These inflation figures should be viewed 
in the context of the Intifada and the ongoing aggravated 
security situation 

austere fiscal situation 

decisions more difficult than usual. By raising interest 
rates a full half point instead of just a quarter point 

Fischer showed that he intends to pursue an aggressive 
monetary policy to keep inflation in check. The BOIVs press 
release noted that it could take several months to return 
inflation to the mid-point of the target range. 


The Rate Hike Supports the Shekel 
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4. (U) One of the major factors that led to the increase in 
inflation in the last few months has been the rapid rise in 
the dollar vis--vis the shekel. The average monthly 
dollar/shekel exchange rate increased from NIS 4.54 in 
September to NIS 4.63 in October. After trading in the NIS 
4.70 to 4.74 range during the first half of November 
anticipation of another rate increase brought the dollar 
down to just under NIS 4.70 just before the increase was 
announced. The day after the announcement 
appreciated against the dollar 

NIS 4.65 range. 


5. (U) In its press release 

political situation in Israel by noting that the rate was 
raised 

uncertainty. The release also noted the BOIVs expectation 
that the GOI is likely to maintain fiscal discipline. 


6. (U) The Fitch rating agency 

retained its A minus rating for foreign and A rating for 
domestic debt 

stable 

the 2006 budget and policy framework to be similar to 2005 
and maintained that the impact of the elections 

will only become evident in the framework of the 2007 
budget. The Fitch analyst noted 

room for complacency.\" 


7. (U) In its report 

and structural reforms implemented by the Sharon government 
which contributed significantly to stabilizing IsraelVs 
creditworthiness. Following the Fitch announcement 

Minister Ehud Olmert noted the GOIVs restraint in fiscal 

policy and confirmed that the government would continue to 
make structural reforms 

Israel's growth prospects. The Minister added that 
responsible and balanced economic policies need to be 
maintained in order for rating agencies to upgrade their 
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ratings of the Israeli economy. In a public comment 
Yaron Zelekha 

assessment that a continued gradual decline in the public 
debt could bring about an eventual upgrade in the rating. 


8. (U) In an additional piece of positive economic news 
Central Bureau of Statistics reported on November 28 that 
unemployment declined from 9.1 percent in the 

second quarter to 8.9 percent in the third quarter. 

This is the first time since 2001 that unemployment has been 
below 9%. The number of employed persons increased by 
83 

with the comparable period in 2004. Average unemployment 
from January to September was 9.1 percent. 


9. (SBU) Unemployment rates may continue to marginally 
decline in the coming months as a result of a pool of jobs 
traditionally created in conjunction with elections. 

However 

provide permanent relief to the chronically unemployed. In 
addition 

by the CBS for the third quarter remained at 55.2 percent 
somewhat lower than the rates in other developed economies. 
Therefore 

labor participation will remain critical challenges for the 
next Israeli government. 
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Sensitive but Unclassified 
for Internet publication. 


1. (SBU) Summary: In an introductory courtesy call with the 
Ambassador 

Pietro Lunardi criticized the poor state of Italy\'s 

infrastructure 

ItalyVs tourism industry. Lunardi was pleased with 
Transportation Secretary Norman Mineta\'s attendance at the 
November EU road safety ministerial. The Minister also 
pledge his continued support for port security and the 
Megaports program 
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push Megaports forward on his own. Lunardi reiterated his 
determination to move forward with the Messina Strait bridge 
and the Venice subway projects. He expressed concern 
however 

to cuts in needed infrastructure programs. End summary. 


Lack of Infrastructure Holding Tourism Back 


2. (SBU) The Ambassador paid a courtesy call November 29 on 
Minister of Infrastructure and Transportation Pietro Lunardi. 
Lunardi opened the meeting by explaining that 

importance of the tourism industry to Italy is well 

recognized 

not always appreciated. Italy is a V'country of museums and 
gardens 

exploiting its unique attractions. The transport network 
functions poorly \"both for us and for tourists.\" He said 
many of Italy\'s best tourist and archeological sites are not 
easily accessible by freeways and visitors are often forced 
to navigate tiny roads. Better road infrastructure is 
especially important for attracting more cruise ships. 

Cruise passengers 

ports to sites inland and back again. Syracuse in Sicily 

for example 

Italy 

infrastructure problems are also affecting Sardinia 

added. 


Pleased With Secretary Mineta\'s Visit 


3. (U) Lunardi expressed great satisfaction with the November 
visit by Transportation Secretary Norman Mineta. He said he 
was pleasantly surprised when Mineta accepted his invitation 
to attend the EU road safety ministerial in Verona 

The conference 

Italian presidency of the EU and is now an annual event. 
Thirty eight transport minister attended the 2005 meeting. 


4. (U) Road safety 

for the EU 

accidents. Lunardi commented that half of road deaths in 

Italy involve motorcyclists; and he said Italy should 

consider adopting a more strict 

for motorcycle riders. An important topic of conversation at 

the Verona conference was the need for European Member States 
to start educating children at a young age about traffic 

safety. 


Port Security 
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5. (SBU) The Ambassador asked Lunardi how to move forward 
with the Department of Energy\'s Megaports program. (Note: 
Megaports has made little headway in Italy 

the Prime Minister's office has failed for well over a year 

to name a lead Italian agency. End note.) While obviously 

not very familiar with Megaports 

for the program 

consulting the rest of the government. LunardiVs chief 
secretary 


SIPDIS 

advisor 

a hand in Italian port security issues 

Ministries of Transport 

customs service and financial police) Finance. Lunardi 
suggested that the Ambassador could perhaps host a meeting 
with the key GOI players to discuss a way forward. 


6. (SBU) On other transport issues 

the Container Security Initiative (CSI) was functioning well 

and that Italy is ahead of other EU members in implementing 
the program. Lunardi also mentioned recent airport security 
issues--namely 

no-fly/selectee list--that raised privacy concerns at the EU 
level. Maraini stated that Italy had found an interim 

solution to implement USG data-sharing requirements and that 
this was functioning well. 


Messina Bridge and Venice Subway 


7. (SBU) The Ambassador noted that the GOI had provisionally 
awarded the project management contract for the Messina 
Strait Bridge to the U.S. engineering firm Parsons. (Note: 

This has not been announced publicly 

of documents submitted by Parsons. End note.) Lunardi 
expressed satisfaction that the GOI has succeeded in moving 
the Messina bridge project forward after decades of 
discussions. \"It is now a reality 


8. (SBU) Lunardi also spoke at length about the proposed 
Venice subway project. He outlined his vision for a 
high-speed rail line from Turin that would link to the Venice 
regional subway system and Venice\'s Marco Polo airport. 
However 

along with other key infrastructure projects championed by 
the current center-right government 

should the center-left win the 2006 general elections. 
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Bio Note 


9. (SBU) Pietro Lunardi is a political independent and does 
not hold a seat in the Italian Chamber of Deputies. He is an 
engineer by training and in the early 1980s founded his own 
company 

underground construction. His enthusiasm for the Venice 
subway proposal can be explained 

professional experience working on underground metro projects 
around the world. He is head of the Italian Tunnel Society 
and gained public prominence through his membership on 
several government panels and committees 

formed to investigate the 1999 Mont Blanc tunnel fire. 
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External Relations: International Insertion with Social 
Inclusion\" on 11/15 

CAN\'s foreign relations role. Wagner argued that the time 
and environment are right for a new agenda focused on three 
broad themes: democracy and social inclusion; commerce and 
productive development; and regional security and energy 
cooperation. 


2. With respect to the U.S. 

focused on developing social cohesion/inclusion 
transnational crime 

Though the message was generally the same 

between Ambassador Struble and Wagner (Reftel) 
organized the three major areas of dialogue with the U.S. as 
drugs 

SecGen also stressed the need for increased cooperation and 
progress on a free trade agreement with the EU 

enhanced relations with South Korea 

Throughout the presentation 

promote social cohesion and inclusion while promoting 
commerce and productive development. 


3. Much of the discussion following Wagner\'s speech dealt 

with panelists\ and audience members concern that Venezuelan 
President Hugo Chavez\'s policies and actions have created a 
\"crisis\" for the CAN. Former Minister of the Interior Gino 

Costa and others expressed skepticism about Wagner\'s 
optimistic presentation 

economic and foreign policy issues conflicts with those of 

its CAN partners and makes coherent CAN engagement with the 
U.S. impossible. Another recurring comment from the 
participants was that despite making progress at the 
macroeconomic level 
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serious problems 
social inclusion is needed. 


4. COMMENT: Wagner clearly wants to enhance the CANVs role 
in the Andean region's relations with key countries 

proposals are long on goals 

to what value-added the CAN can bring to the table. He 
continues to be reluctant to address the problems that 

Chavez\'s Venezuela poses for the CAN as an institution 

well as for that organizations ability to serve as an 

interlocutor with the U.S. END COMMENT. 


5. Post is faxing a copy of Wagner\'s presentation to WHA/AND. 
POWERS 
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supply of refined products." Chevron-Texaco country manager 
believes this undermines the integrity of their substantial 
in-country fuel storage assets. 


5. (SBU) The GOP has also foregone diesel fuel tax revenue 
to reduce prices for the transport industry 

designated list of retail outlets who may sell diesel tax 

free. Industry representatives maintain that this list of 
distributors does not correspond to the purchasing patterns 
of the transport industry and the allocated volumes far 
exceed those used by the transport industry. In conjunction 
with the American Chamber of Commerce 

protested their forced compliance with this program 

asserting it could result in a black market in diesel. 


6. (U) An Amcham board member and retired oil executive told 
Econoff that the GOP\'s politically expedient attempts to 

shelter the populace and the economy from the impact of 

rising global oil prices were potentially more destabilizing 

than the prices themselves because they threatened the 
stability of the supply and reduced revenue at a time of 

deficit hindering the GOP\'s ability to invest in alternate 

fuels. 


7. (SBU) Vice-Minister of Industry Manuel Paredes told 
Emboffs the GOP feels squeezed between domestic 
constituencies expecting to be shielded from the global rise 
in fuel prices and the fuel companies expecting to make a 
profit. Paredes questioned the financial damages claimed by 
the petroleum companies 

losses against their global profits. However 
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the GOP had erred by destabilizing existing regulation. 
Emboffs emphasized the importance of a stable investment 
climate to Panama\'s development strategy. Paredes said the 
GOP is structurally incapable of administering a secure and 
transparent diesel fuel subsidy program for the transport 
sector such as checks 

transport fuel purchasers. 


8. (SBU) In August 2005 

on hydrocarbons and alternate energy sources. This \"policy\" 
is a hastily cobbled together set of desired infrastructure 
and capacity with minor efforts at conservation. (To 
conserve energy 

3:30 pm.) To diversify its energy sources 

recouping its refining capacity through a joint venture with 
Mexico 

development of alternate fuel sources such as wind 

peat. However 

projected length of any project has been established. 


9. (SBU) Comment: As Panama is not in a position to 
meaningfully affect the global price of oil 

degradation of living standards requires the GOP to tackle 
the long-term challenges of high unemployment 

income distribution 

Security and Judicial reforms. Industry representatives told 
Emboffs that the rack price and effective period had 
stabilized at an acceptable level but made it clear they did 
not want to subsidize GOP short term political solutions 
again. End Comment. 

ARREAGA 
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previous pre-trial investigation by the prosecutor\'s office 
had found no grounds for charges. 


3. (U) Valentukevicius told us that he believes the CAC erred 
in applying European Court of Human Rights precedent in its 
decision 

that if the CAC rejects his current appeal 

further opportunity to appeal the decision or to prosecute 

the Respublika case. The Court could consider the appeal 
during the current term 

until early 2006. 


4. (U) Kestutis Cilinskas 
Board of the Human Rights Monitoring Institute 
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he believes the CAC did not follow V'normal legal practice" 
when it annulled the lower court judgment. He also commented 
that if this decision stands 

prosecute similar cases in the future. Cilinskas was not 
convinced that the judges would reverse themselves 

believed that they will carefully consider the appeal due to 

the case\'s high profile. 


5. (U) Coalition political parties were quick to come out 
against ValentukeviciusVs attempts to resuscitate the case 
against Tomkus 

expressing concern about his actions. The statements 
criticized the prosecutors decision to appeal 

the new PG to focus on more serious crimes. 


6. (U) New Prosecutor General Algimantas Valentinas 

his early November confirmation hearing in Parliament 
stressed the importance of resisting political influence and 
maintaining an independent prosecutor\'s office. According to 
Valentukevicius 

giving Valentukevicius both public and behind-the-scenes 
support in his pursuit of the Tomkus case. 


7. (U) Arnoldas Pranckevicius 

Adamkus 

this issue closely. He also said that the President strongly 
believes in the independence of the new Prosecutor General 
and trusts that he will not be subject to any external 
influence 


8. (U) GOL prosecutors 

down 

in their legal arsenal. Tomkus can wield substantial 
influence 

Valentukevicius and Valentinas are not afraid to stand up to 
him. 

MULL 
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to follow the letter of the Turkish law (which prevents 
generic companies from relying on the files of products 
that have not yet been licensed on the Turkish market). 
Unuvar reiterated the MOH\'s desire to uphold Turkish law 
and pledged their diligence in reviewing the generic 
applications. 


9. (SBU) Comment: Especially on the issue of data 
exclusivity 

normal adage of being under-appreciated for what they 
have done while receiving international pressure to do 
more than was expected from similar countries at the same 
time in their EU accessions. U/S Unuvar\'s demeanor 
though 

assure us that 

applications under Turkish law 

only those who met the Turkish standards -- if any -- 
would be approved. While the review process will most 
likely take much longer (it has already taken eleven 
months) 

addition to the objections raised by the EU and by the 
research-based companies 

broader implications of these last few applications. End 
comment. 
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cut limits and the government's linkage of flexibility in 
NAMA to additional concessions in agriculture. 


13. (SBU) In a November 19 Estado de Sao Paulo article 
Rubens Barbosa 

FIESP would reject tariff cuts of over 50 percent (from 

bound rates) in NAMA 

earlier statements on the GoB position. Carlos Antonio 
Cavalcanti 

Relations 

in a conversation with Econoff November 30. Cavalcanti said 
additional flexibility is impossible without substantial 

further movement in agriculture - the \"payment\" in 
industrials would be commensurate with concessions received 
in agriculture. While Cavalcanti linked the 50 percent 

tariff cut limit to agricultural offers currently on the 

table 

further concessions in agriculture 
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Brazilian flexibility would be limited to engagement on 
sectorals. 


14. (SBU) Cavalcanti was unwilling to confirm the steel 
sector\'s ability to V'go to zero 

extremely competitive sector in Brazil. While claiming 
FIESP V'is open\" to sectorals 

industries do not believe they are sufficiently competitive 
to engage in such negotiations. With regard to AmorimVs 
statements on the weekend of November 26-27 suggesting a 
possible opening to sectoral agreements 

that Brazil would only negotiate sectorals if very 
substantial 

agriculture 
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Faith 

states and reaches a vast portion of Brazil\'s growing and 
politically active evangelical population. This segment 
voted strongly in favor of him during the last election 

he can be expected to once again control a substantial 
portion of these votes. 


8. If Garotinho is unsuccessful in his bid to gain the PMDB 
candidacy or the PMDB decides not to run its own candidate 
he has stated that he will throw his support behind Jose 
Alencar 

(PRB) 

movement. This would add considerable weight to Alencar\'s 
candidacy - which is currently not even on the radar screen - 
although probably not enough to carry the election. Still 
would create a sizable bloc with significant negotiating 

power if the election goes to a dead heat in the second round 
between Lula and Serra 

president (the overall evangelical population in Brazil is 
estimated to be between 25 and 40 million voters.) 


ATKINS 
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Libreville Pauline SimoneT 


*** LE MONDE 11/30/2005 
- VSURE RE-ELECTION FOR OMAR BONGOY" 
in Libreville Jean-Pierre Tuquoi 


*** LE MONDE 11/27-28/2005 
- VIN POWER SINCE 1967 
FOR A NEW SEVEN-YEAR MANDATE\" 
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- VBONGOYS GANG 
Jean-Pierre Tuquoi 


*** LA CROIX 11/24/2005 
- VOMAR BONGOVS EXPENSIVE RENEWED MANDATE\" 
correspondent in Libreville Laurent d\'Ersu 


3. COTE DVIVOIRE 

*** LIBERATION 12/2/2005 

- VTHE MAHE AFFAIR: WHEN A SOLDIERYS ORDER LED TO MURDER\" 
Jean-Dominique Merchet 


*** LE FIGARO 12/1/2005 
- "THE MAHE AFFAIR REACHES THE JUDICIARY STAGE 


4. RWANDA 

*** LE FIGARO 12/1/2005 

- VRECONCILIATION IS HARD WORK" 
Kigali Patrick de saint Exupery 


*** LIBERATION 11/29/2005 
- VNEW BOOK CONTENDS CURRENT RWANDAN PRESIDENT WAS BEH 
GENOCIDE" 


5. AFRICA/FRANCE SUMMIT 

*** LIBERATION 12/2/2005 

- VCOUNTER-SUMMIT CRITICAL OF FRANCE" 
correspondent in Bamako Thomas Hofnung 


6. NIGER 

*** LIBERATION 12/2/2005 

- VSLAVE COUNTING UNDER WAY IN NIGER\" 
correspondent in Niger Judith Rueff 


7. HISSENE HABRE 

*** LE MONDE 11/29/2005 

- VPENDING AFRICA UNIONVS DECISION 
IN SENEGAL" 


*** LA CROIX 11/29/2005 
- VSENEGAL GRANTS HISSENE HABRE TWO MONTHS REPRIEVE\" 
correspondent in Dakar Christine Holzbauer 


*** LE MONDE 11/27-28/ 2005 
- VFORMER DICTATORVS FATE BETWEEN THE HANDS OF PRESIDENT 
WADE\" 


*** LE FIGARO 11/26-27/2005 
- "DAKAR REFUSES TO EXTRADITE HISSENE HABRE\" 
8. UGANDA 
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*** LA CROIX 11/25/2005 

- "UGANDA CIVIL WAR OVERFLOWS INTO SUDAN!" 
correspondent in Juba Adrien de Mun 


9. HIV/AIDS - MALAWI 

*** LIBERATION 12/1/2005 

- VNO MEDICAL FOLLOW-UPIN MALAWI 
- V400 

correspondent in Blantyre Valerie Hirsch 


10. Minimize considered. 
(ARS) STAPLETON 
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Guardian 

The itemized list includes two alleged flights that landed in 
France. But Le Monde notes \"that this does not prove any of 
these flights carried Islamic detainees towards detention 
centers 

in Europe." All report Secretary Rice\'s trip to Europe next 
week. (See Part C) 


President Bush\'s V'victory for lraq\" speech is noted in Le 
Monde and France Soir (See Part C) 

to the U.S. policy in Iraq titled: \"The U.S. More Than Ever 
Mired in lraq\" and interviews Middle East expert Robert Fisk: 
\"Everyone knows that the reason for the war in Iraq is oil. 
But | also think that super powers need to flaunt their 

military might. | don\'t believe the U.S. is interested in 
exporting democracy to the Middle East. | do not think there 
will be a civil war in Iraq. This is a way of frightening the 
Iraqis into asking the Americans to stay. V" 


On the occasion of the Franco-African summit in Bamako 
attended by President Chirac 

Africa policy (See Part C) while communist L\'Humanite devotes 
its lead and three pages of reports to the complex 
relationship" between France and its former colonies. 


The G7 meeting of Finance Ministers in London today leads La 
Tribune to ask: \"What will be the G7\'s commitment towards the 
Doha round? The G7 is convinced that failure to reach an 
agreement in Hong Kong will impact negatively on the worlds 
economy." In Le Figaro 

Voutdated G7.\" (See Part C 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Allegations of CIA Flights 


VCIA Flights in France" 
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Thierry Vigoureux in right-of-center Le Figaro (12/02): \"Days 
before Secretary Rice\'s trip to Europe 

secret prisons is taking a new turn. According to the latest 


SIPDIS 

revelations 

flights chartered by the CIA. The flights were namely used to 
transport Islamic suspects to Guantanamo. It is conceivable 
that many anonymous CIA flights may have transited through 
France and other countries. But it is also conceivable that 

at the time the French authorities knew nothing about such 
flights. The Foreign Affairs spokesperson said that although 
the French government \'wondered\' about such flights having 
come through Paris 

Defense has not commented. Obviously 

transit point for these flights. It is clear that the 

Americans preferred to use the air routes of closer allies 
where they have military bases 


Iraq 


VPresident BushVs Victory Speech" 

Eric Leser in left-of-center Le Monde (12/02): V'After losing 
control of its won party 

over the initiative and keep the opponents to the war from 
taking the upper hand. Because the Vice President has lost 
all credibility 

the holes. His new communications campaign consists in 
systematically countering every attack in the hopes of 
stopping his falling popularity ratings. His speech and the 
National Security CouncilVs report on national security 
received a rather cold welcome from the Democrats. V 


G-7 Summit 


\"The G7: An Aristocracy that Must Accept to Reform\" 
Jean-Pierre Robin in right-of-center Le Figaro (12/02): "The 
fundamental question is the level of power that each state 
has in the face of the globalization of world markets. What 
is their true ability to influence the market? . It is clear 

that in the past several years the impact of the G7 on the 
course of events has been rather poor. This is true for the 
price of oil 

between the U.S. and Europe. The so-called Vboard of 
directors of the world economy must learn to reform and the 
governments that participate in it should be truly 
cooperative. In short 

domestic policies in accordance with the better good of the 
world at large." 


Franco-African Summit 
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\"France Opts for Less Interventionism in Africa V" 

Laurent d\'Ersu in Catholic la Croix (12/02): The Franco- 
African summit in Bamako will give President Chirac a new 
opportunity to assess FranceVs Africa policy. His two terms 
in office have been marked by a series of African crises 
most serious being Cote dVlvoire. 

about France\'s interventionism. In Bamako 

will insist on Vmaintaining solidarity with Africa 
multilateralism.\ The most concrete illustration of this new 
policy is probably the reforms of French military presence in 
Africa. It is fashionable these days to steer away from the 
old-style African policy based on personal relationships. 
Chirac will most probably present himself as an advocate for 
Africa 

international trade and urging for wide access to AIDS 
treatment 

for Africans on a day-to-day basis is more concrete 

more with immigration and visas.\" 

STAPLETON 
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treaties and other instruments regarding the Pacific 
South-East 

of 1952 and the Convention on a Special Frontier Maritime 
Zone of 1954 

between the parties through the geographic parallel.\" 


2. The Peruvian communique in response reads as follows: 


VWith respect to the Joint Declaration that the Presidents of 
Chile and Ecuador signed 

the Government of Peru reiterates its Official Communique 
RE/13-05 

Declaration on a Maritime Zone of 1952 and the Convention on 
a Special Maritime Zone of 1954 

are not treaties on maritime limits. 


In this sense 

the cited Joint Declaration with respect to the claim that 
the international instruments referred to establish the 
maritime delimitation between the parties through the 
geographic parallel 

conformance with international law and 

juridical effect. V" 


3. The Foreign Ministry\s communique referred to its prior 
communique on this issue (RE/13-05). That communique was 
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issued in response to a Joint Communique issued by the 
Ecuadorian and Chilean Foreign Ministers on 11/25. As with 
the 12/1 Joint Declaration 

Joint Communique declared that the 1952 and 1954 agreements 
delimited maritime limits 

communique rejected this interpretation 

\"lacks all juridical effect. This Peruvian communique also 
stated that 

method of maritime delimitation is only applicable on the 
Peruvian-Ecudorian frontier with respect to the existence of 
islands. The Government of Peru reiterates that no maritime 
limit controversy exists with Ecuador. Peru only has a 
maritime delimitation controversy on its southern frontier. 

The controversy referred to has been recognized by the 
Government of Chile and is being addressed by the respective 
diplomatic channels and eventually will be addressed by the 
corresponding jurisdictional channels 

international law. V" 


4. COMMENT: While the Peruvian Foreign Ministry was quick 
to react to the Ecuadorian-Chilean Joint Declaration\'s 
reference to regional maritime delimitation with an answering 
communique 

comments on the issue. As the Foreign Ministry noted in its 
11/25 communique 

handle this issue in diplomatic and legal channels 

than renew the political aspects of the dispute (Refs). END 
COMMENT. 

POWERS 
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Iran 

Council. FM Gul raised human rights with Mottaki and 
stressed that government accountability and human rights are 
important Islamic tenets. On the Middle East 

Mottaki that supporting the Roadmap is the only way to an 
independent Palestinian state. Mottaki noted that Iranian 
Kurds were now in the PKK and promised continued Iranian 
cooperation on countering Kurdish extremism. The Turks found 
Mottaki \"relaxed\" on Iraq 

fragment. Bilateral trade and energy issues were also 
discussed. End Summary. 


2. (C) Iranian FM Mottaki arrived in Ankara on November 30 
for two full days of meetings with nearly everyone in the 
Turkish political elite. He saw President Ahmet Necdet 
Sezer 

Speak Bulent Arinc 

Minister Abdullah Gul 

Refat Hisarciklioglu 

Chairman and former Foreign Minister Deniz Baykal 
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Prime Ministers Bulent Ecevit and Necmettin Erbakan 

former president Suleyman Demirel. The Iranian FM 

MFA contacts 

contacts from his controversial time here as Iranian 
Ambassador in the late 1980s. MFA flatly denied that Mottaki 
had met with Chief of the Turkish General Staff General Ozkok. 


3. (C) Charge dV Affairs and POLCOUNS received a readout on 
MottakiVs visit December 1 from the PM\'s foreign policy 
advisor Ahmet Davutoglu and MFA DG for Middle East Oguz 
Celikkol. Celikkol and Davutoglu said that Mottaki appeared 
relaxed when discussing Iraq. Celikkol and Davutoglu 
surmised that the Iranians no longer believe that the 
territorial integrity of Iraq (a key Turkish concern) is in 
danger. Gul reportedly told Mottaki that the Iranians have 

to support the Roadmap if they want an independent 
Palestinian state. Mottaki responded that they have V'seen 
many roadmaps and plans 

arrived at the goal. 


4. (C) Mottaki raised the PKK issue first 

become their own domestic issue since there were now lranian 
Kurds in the PKK. The Iranian proclaimed Tehran is ready to 
cooperate with Turkey against the PKK. Celikkol noted that 
the Iranians had recently acted cooperatively in this regard. 
(Note: Turkish television has carried stories in recent 

months about Iranian military operations against the PKK in 
northwestern Iran. End Note.) 


5. (C) Mottaki told the Turks that Iran will re-start talks 

with the EU-3 in two weeks. The Turks claimed that PM 
Erdogan and FM Gul both delivered a V'clear message\" that if 
developments did not go in the right direction 

could be referred to the UN Security Council. Gul reportedly 
told the Iranian FM that Turkey is opposed to any countries 
in the region gaining nuclear weapons. Gul 

Celikkol 

the issue is because they sit in on NATO and EU meetings. 
Mottaki reportedly replied that referring the issue to the 
UNSC would be a \"lose-lose\" proposition -- for Iran and for 
the West. 


6. (C) Celikkol said that Gul also raised human rights 
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noting that the Turks view violations in the entire region as 
their problem. Mottaki responded that they had to look at 
violations in the West as well. Gul 

said 

and deal with their own shortcomings. Celikkol added that 
Gul had noted that administrations need to be accountable to 
their own people and that Turkey (and lran) had not yet 
reached that point. Gul reportedly told Mottaki that respect 
for human rights is an important tenet of Islam. 


7. (C) Mottaki expressed a willingness to resume negotiations 
on the price of natural gas supplied to Turkey and discussed 
the transit of Iranian gas to Europe. MFA\'s energy DDG 
Mithat Rende said that Gul agreed to resume talks (there have 
been many unsuccessful rounds over the years) 

the condition that there be a real give and take on the price 
issue (as opposed to the 'maximalist" approach the Iranians 
have taken in the past). The MFA official was not optimistic 
that there had been a genuine change in the Iranian approach 
on these difficult subjects. The Turkish side also V'asked 

he said 

the trade balance that is currently heavily weighted in 

Iran\'s favor 


8. (C) Press coverage was decidedly muted. Cumhuriyet 
covered the story on page 8 

page 13 

completely ignored the story. NTV had a softball interview 
with Mottaki 

light and positive. 


9. (C) On this trip 

dedicated to Turkish Republic founder Mustafa Kemal Ataturk 
-- normally de rigeur for official visits. In addition 

contentious bilateral commercial issues were scarcely 
mentioned in the press. 


10. (C) FM Mottaki had an interview with NTV 

news channel. He was relaxed and positive throughout the 
interview 

about issues of the day. Mottaki repeatedly claimed that 
Turkish and lranian relations were very good and that they 
were cooperating to bring peace to the region. Mottaki also 


Column 3 

asserted that Iran does not have nuclear weapons 

states" in the region do. He said that Iran does not have 
any concerns regarding the territorial integrity of Iraq and 
the Iraqi people will make the necessary decisions regarding 
state structures (e.g. federalism). 


11. (C) The Turks appear to have talked seriously to the 
Iranian FM. Still 

he saw nearly everyone of substance in Ankara. The absence 
of critical press coverage was striking 

controversy that could have surrounded Mottaki and current 
issues on the Turkey-Iran agenda -- the Turkish press appears 
to have gotten the word to spin the visit positively. (In 

the late 1980s 

left under a cloud in 1989 because of alleged interference in 
domestic Turkish politics and \"subversive activities\".) End 
Comment. 
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the border region 

Stan provides an opportunity to reduce potential instability in 
this border area 

democracy through continued support and development of 
agriculture resources. 


2. During my visit 

to support food-insecure Guatemala 

of the nation\'s infrastructure. In Guatemala City 

an additional U.S. donation of $2 million towards the GOGVs World 
Food Program (WFP) emergency request of $22 million. 


3. We should encourage greater coordination among the UN and NGO 
communities and with the government in order to avoid overlap and 
poor use of resources; and extol the leadership from USAID in its 
relationship with the GOG in assisting with this coordination. 

We must also emphasize to the donor community that the worst hit 
regions of the country will face a long and difficult winter if 

food aid doesn't arrive soon. We must urge other donors to join 

us in meeting WFP\'s appeal. 


END SUMMARY. 
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4. Accompanied by Public Affairs Officer Carla Benini and Special 
Assistant David Austin 

examine local conditions and assess the food security situation 
with the help of the local US Mission. We traveled to three 
departments 

several communities affected by food insecurity and malnutrition. 


5. It was clear that Stan has had a frightening impact on the 
forecasted harvest for November 

beans and rice crops in certain areas. The GOG predicts that up 
to 1.5 million people will need food assistance through the next 
harvest in 2006. Even prior to the hurricane 

children of Guatemala were chronically malnourished (80% of the 
indigenous population) 

most severe chronic food crisis in Latin America. On November 10 
the GOG made an emergency request to the WFP for an additional 
$22 million in food aid; the US has committed over $4 million in 
response to this request; 42% of the request has been fulfilled 

by the US and other donors. 


6. In addition to losing the majority of their main crops 

people in the storm-affected areas also lost their land to the 
hurricane-triggered mudslides that roared through communities 
carrying with them homes 

land on which survivors would have been able to eke out a living. 

In a matter of hours 

large volumes of heavy mud and large boulders in the paths of the 
former creeks 

In some communities we visited over 5096 of the homes were damaged 
or destroyed. 


7. We traveled to the department of Chimaltenango with USAID 
Mission Director Glenn Anders to visit a USAID project called 
AGEXPRONT that has organized and trained 25 farming families in a 
farming cooperative 

increase to their incomes. This coop has reached out to another 

125 families in order to supply Guatemala\'s McDonaldVs chain and 
Pais supermarkets. Additional income has built a school and 
children\'s health clinic. 


8. We visited an impoverished community in Chimaltenango that had 
been severely affected by landslides and rain from Stan. NGO 
partner \"SHARE\" is offering assistance in partnership with USAID 
to provide P.L. 480 food commodities and funds for the 
reconstruction of water and sanitary infrastructures. While 

traveling through the department we saw hundreds of mudslides 

that had wiped out roads 
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Peace Corps Volunteers from Chimaltenango briefed us on the 
problems of malnutrition in their area that pre-dated Stan. 


9. On November 14 

San Marcos 

the local citizens who had lost their homes 

land. As we flew to San Marcos from Guatemala City by helicopter 
we could easily see the extent of the damage to crops. In San 
Marcos we visited two food distribution sites 

and one WFP site where US wheat and maize were being distributed 
in 50kg bags. 


10. Prior to leaving the department of San Marcos we met with 
Bishop Alvaro Ramazzini 
Secretariat of Central America and Panama and has spoken out 
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against US trade policies. | spoke about America\'s history of 
generosity to the people of Guatemala our recent giving to 
Hurricane recovery and assistance 

assistance even to nations that have shown animosity towards the 
US 

influence policy. 


11. On November 15 | traveled to Jutiapa with FAO country 
director lan Charrett to visit two FAO agriculture technical 
development projects to alleviate severe poverty and increase 
nutrition through simple agriculture diversification. These 
programs are developed through the local village leaders and 
district mayors thereby strengthening grass roots democratic 
processes 

democratic support. 


12. Meetings with GOG officials in Rome and Guatemala City were 
encouraging. Minister Andres Botran 

Vice President Eduardo Barillas displayed an extraordinary 
commitment to the issues of hunger 

development -- unmatched in my experience with developing nation 
governments. Further US investment in Guatemala - both for 
reconstruction as well as longer-term agricultural development -- 
would be money well spent. 


12. US Mission Guatemala helped organize a press conference 
following our visit to San Marcos. About 30 journalists were 
present 

outlets included CNN Espanol 

dailies and weeklies. The delegation also hosted Reuters TV and 
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the New York Times during field visits and conducted a phone 
interview with Cox News Service out of Mexico City. 


13. Coverage was overwhelmingly positive in Guatemala and 
throughout Central America. Front-page headlines of increased US 
assistance were on three of the four major papers. Several papers 
used the story of additional US aid as a jumping off point for 
general think pieces on the hunger issue. We also heard there 
was pickup by BBC of the Reuters TV coverage. 


14. This visit focused primarily on food insecurity prior to and 
after Stan. Infrastructure development and a strategy for 
implementing within reconstruction a plan for diversified higher- 
valued agriculture 

rural economy will be key components of a long-term solution to 
hunger in Guatemala. 


15. There are currently many players assisting victims of 
Hurricane Stan. Improved coordination of aid will insure the 
proper amount and kind of assistance will reach the most needy 
recipients. 


16. Local infrastructure is in need of repair if economic 
development is to progress to the point beyond subsistence 
agriculture. In addition to food assistance 

access to these communities is critical for their ability to 

improve their own destiny. FAO and USAID projects in Guatemala 
have shown that the farmers in this country can succeed when 
given training and access to markets. 


17. The GOG should consider a focused campaign on improving 
girls\' education. Improved school attendance among girls 
especially within indigenous populations 

lowering malnutrition rates. 


18. In the short term 

time assistance 

USAID 

avert famine. US assistance to GOG (over $250 million) has been 
critical to stabilizing civil society for the past five years 

and the current government has shown their commitment to 
democratic principles and fighting hunger. 


19. We should support the GOG\'s request to WFP and alert the 
donor community regarding any remediable shortfalls for the 
procurement and distribution of necessary food assistance for the 
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coming 12 months. 
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impression of preempting UNIIIC and the sanctions committee 
which could feed Syrian accusations that it is being unfairly 
targeted. Bouallegue said the MFA would coordinate further 
with the Finance Ministry to formulate the final GoF 
response. Poloff stressed that we were asking the Gof to 
advise financial institutions to exercise enhan 

ced vigilance 

Bouallegue took the point 

likely seek to maintain a discreet approach 

any signs of prejudging the findings of the next Mehlis 
report. 
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MFA IO Director Meron informed poloff that concerns about the 
Fourth Geneva Conventions led Mazuz to advise FM Shalom not 
to support the agreement. 
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require legislative action 

While we are still looking for more detail 

the impact of this package on U.S. softwood producers is 
likely to be marginal at most 

immediate USG reaction. 


13. (C) In our view 
purposes: a) to ensure that Quebec 
companies get their share of the pre-election handouts 
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(b) to create an additional bargaining chip should the GOC 
eventually return to the table. The Canadian media reports 
that some officials have already said they might &review8 
the package 

quo (predictably) as the full return of all existing 

deposits. Once the campaign rhetoric subsides 

more of an opportunity for constructive dialogue on Canadian 
aid to its forest industry. End Comment. 


WILKINS 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 


WILKINS 


46662 

V Supreme Court") deep-sixing accusations of corruption 
against the Court in the deep of night. Civil society is 
disappointed with the Assembly\'s dismissal of the complaint 
yet not surprised. President Torrijos 

that he respected the decision of the USG to revoke one of 
its visas 

for two upcoming vacancies at the Supreme Court. End 
Summary. 


Background 

2. (SBU) On November 14 Alianza Pro Justicia (the 
\"Alianza\" 

submitted a criminal complaint against eight Supreme Court 
Justices based on an independent legal audit of six cases 
regarding narcotrafficking. The audit was sparked by and 
referred to a denunciation made by former Chief Justice Adan 
Arjona last March against eight of his colleagues for what 

he considered questionable rulings (to say the least) 

related to notorious narcotics cases 

criminals were freed on apparently flimsy pretexts. 

Alianza\'s audit alleges \"serious concerns\" about the rulings 
in two of the six cases. (See Reftel.) 


A Committee Deliberates 

3. (U) After meeting initially on November 22 
Assembly\'s Judicial Affairs Committee (comprising PRD 
legislators Freidi Torres (Chairman) 

de Laguna and Jerry Wilson 

Argentina Arias 

voted to dismiss the complaint on November 29 

of evidence. Right after the complaint was submitted 
Legislative President Elias Castillo and the Committee 
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Chairman Freidi Torres (a former majority leader) publicly 
stated that unless the complaint was accompanied by strong 
\"evidence\" the National Assembly would not admit it. 


\"None of Your Business!" 

4. (U) Commissioner Jerry Wilson (former Assembly president 
and former Supreme Court justice under the Noriega military 
regime) also publicly criticized the complaint and claimed 

that the Alianza had no right to submit such a complaint as 

it was not a party affected by any of the rulings. (Note: 
Panamanian law specifically permits any individual to submit 
complaints against Supreme Court Justices before the 
National Assembly.) Moreover 

Troyano 

the eight Justices accused 

that whoever wanted his job would have to wait until his 
term was over (in December 2007)\" as he had no intention to 
resign or any expectation that the complaint would prosper 

at the National Assembly. 


Where\'s the Beef? 

5. (U) In an interview broadcast live 

talked without restraint against the criminal complaint and 
called it \"imprudent and too vague 

comply with Panamanian law. The Committee members 
unanimously agreed that the complaint had to be dismissed 
immediately as it was not accompanied by solid evidence 
(Vprueba sumaria 

Panamanian law specifically calls for evidence to accompany 
criminal complaints at the moment the complaints are 
submitted. Alianza considered that they had provided enough 
evidence when they filed the complaint. See Reftel.) 

Torres went further 

admit the complaint if it was accompanied by evidence V'that 
the Justices had received money for the rulings they issued\" 
and defended Supreme Court rulings as \"final and 
unchallengeable.V (Note: Torres has requested a meeting 
with Ambassador Eaton to explain his committeeVs decision.) 


Reactions 

6. (SBU) Alianza Executive Director Magaly Castillo was 

upset by the decision 

that she had little reason to expect the National Assembly 

to take action against the Justices. Castillo argued that 
corruption does not leave evidence behind and therefore is 
very difficult to prove to the standard that Torres 

demanded. \"The least the National Assembly could have done 
was to summon Justice Arjona to ask for more information on 
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his public denunciation against his colleagues 

said. Alianza will focus on pushing for penal laws to make 
it easier to convict people for corruption and to require 
less evidence in the presentation of a complaint. 


7. (U) Transparency International Executive Director 
Angelica Maytin stated that the Assembly\'s position showed 
\"complicity between the Justices and the legislators 
Panamavs constitution establishes that the National Assembly 
can impeach justices and the Supreme Court may investigate 
and try legislators. Catholic Church Peace Commission 
Executive Director Maribel Jaen also was disappointed but 
said that the decision V'will encourage civil society to keep 
close watch on public servants. V 


8. (U) More dispassionately 

of the Ecumenical Council 

the complaint did not charge the Justices specifically with 
corruption but raised serious questions about certain Court 
rulings that should have been clarified for societyVs 
\"tranquility.\" 


Evaluating Committee 

9. (U) On November 23 

criminal complaint was submitted 

a Cabinet Decree establishing an \"Evaluating Committee\" 
(Comision Evaluadora) 

Commission for Judicial Reforms 

candidates for the two upcoming vacancies at the Supreme 
Court. (Note: Justices Arturo Hoyos and Jorge Federico 
LeeVs terms both expire on December 31 

Committee is formed by seven members from civil society. 


Comment 

10. (SBU) The National Assembly\'s decision surprised no 
one. On the contrary 

Panamanians if it had accepted the complaint. Nonetheless 
Panamanian skepticism regarding the countryVs judicial and 
political authorities to take ethical actions increases by 

the day. Civil society leaders made passionate public 
declarations that signaled their deep disappointment at the 
Assembly\'s decision to dismiss the case but privately they 
were reconciled that V'nothing would happen. In Panama 
PRD-controlled Assembly in fact has little independence from 
the executive. The Assembly\'s dismissal of the complaint 
against the magistrates rather reveals the Torrijos 
administrations reluctance to pursue high-profile 

corruption cases against the Court. Is that because several 
cases before the Court 
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remain pending 

corrupt acts? Is the executive as afraid of the Court as 
the Legislature? 


Arreaga # 
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gold mining 

children and adolescents aged 12-17 working in this sector) 
carpentry 

adolescents between 5-17 working in this sector) 
brickmaking 


Banana Labor Dispute Update 


6. The striking workers at El Zapote banana plantation 

(RefTel) were removed from the premises on the night of 
October 21 by police. A labor judge had issued a preliminary 
ruling in favor of the laborers 

voided by a civil judge 

laborers had forged documents. The MOL labor inspectorate of 
the town of Quevedo in Los Rios province formally rejected 

the complaint on November 18. 


7. In protest of the MOL\'s rejection of the complaint 

banana workers physically occupied the coastal Subsecretary 
of Labor\'s offices on November 24 

corruption. FENACLE banana union leaders met with the acting 
Minister of Labor Jose Serrano on November 28 asking that 
Serrano designate a high level commission to analyze the EI 
Zapote conflict. Labor leaders also asked for administrative 
investigations into two labor inspectors involved in the 

conflict. 


8. Guayaquil CG and PolOff met with Dole manager Mario 
Padilla and Dole legal advisor Luis Vernaza on October 27 to 
express concern about the case 

Dole. The Dole representatives said they had been urging the 
plantation owners to settle the dispute. Vernaza said that 

the workers protesting were not part of the plantations 
permanent staff 

to work during peak season. (FENACLE denies this.) Padilla 
said that Dole had not been buying fruit from the plantation 
not because of the labor issue 

had fallen during the strike and did not meet their standards. 
Number of Maquilas Decreasing 


9. According to press 
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plants of imported component parts for re-export 

country has decreased from 150 to 43 due to bureaucratic 
hassles related to the frequently changing staff of the 
Ecuadorian Customs Corporation and constantly changing 
interpretations of Customs Law. A 2003 reform to the Customs 
Law added extra requirements for customs transactions. Many 
of the maquila workers are hired under temporary contracts. 
Nationwide 65 percent of maquilas are in Quito and Cuenca. 

In Cuenca 

BROWN 
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made V'but it is a complicated issue and we are not going to 
take this decision hastily.\" End summary. 


Cabinet Doubts 


2. (C) National Security Advisor Rob Swartbol and MFA Deputy 
Director General for Political Affairs Peter de Gooijer 

reported the same account of the Cabinet meeting: Bot and 
Defense Minister Kamp presented a joint statement supporting 
deployment; Balkenende concurred. After lengthy discussion 
several of the 16 Cabinet members expressed skepticism -- 
including Interior Minister Remkes and both D-66 Cabinet 
members 

for Kingdom Affairs and Government Reform Pectold. Swartbol 
and de Gooijer suggested some members questioned why Kamp and 
Balkenende had earlier opposed but now supported the 
deployment 


3. (C) Swartbol and de Gooijer also said cost-sharing of 
maintenance and repair at Kandahar airport and security 
concerns figured prominently in the discussion. But they 

said the most contentious issue involved the treatment of 
prisoners captured in Uruzghan 

deploy. Several members pushed for stronger assurances that 
prisoners would be turned over to Afghan authorities 

detained in facilities that meet international human rights 
standards 


4. (C) Both also noted that the Cabinet will continue 
discussion of the deployment at its next meeting December 9. 
MFA Deputy Director of the Conflict Prevention Division Joop 
Nijssen said the meeting will include a military briefing on 

the feasibility of the mission 

on the results of the NAC Ministerial. He said Bot will push 
for strong assurances in Brussels on detainees and 
cost-sharing at Kandahar airport 
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mandate to give NATO a positive response in the event these 
issues are resolved. De Gooijer added that BotVs 
consultations in Ljubljana and Brussels now take on greater 
importance. 


Balkenende Comments 


5. (U) Following the Cabinet meeting Balkenende told 

reporters \"in many areas we made headway. However 

issues remain to be resolved.\" He told national television: 
\"No decision was made this afternoon. It is a complex 
consideration. And the Cabinet has to be cautious and look 

at all factors." He added: \"This concerns a NATO operation 
not an American operation. There are more countries 
involved. He was asked whether the Netherlands could back 
away from the deployment -- \"No commitment has been made. 
The Cabinet will make a decision and then Parliament. V" 


To Be Continued 


6. (C) News of sharp and vocal disagreement within Cabinet 
comes as something of a surprise. On the eve of the meeting 
Dutch officials here and in Brussels repeatedly pointed to 
assurances made by the November 30 delegation led by A/S 
Fried and ASD Flory -- and results from the SACEUR Gen. Jones 
and Dutch CHOD Gen. Berlijn December 1 meeting -- as tipping 
the scales in favor of deployment. Even media reports made 

an V'about face\" in the past few days 

now favored the mission. Although final Cabinet approval was 
never foreseen before December 9 

to the NAC ministerial without a clear political mandate. 

The opposition of both D-66 Cabinet members also indicates a 
difference of opinion within the governing coalition -- not 

just with the opposition Labor Party (PvdA). However 

decision today was not a \"no\" -- delayed discussion leaves 
open the door that Cabinet might still approve the deployment. 
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violators detained at the border. A new program entitled the 
Secure Borders Initiative (SBI) aims to deport one-hundred 
percent of border detainees. This shift in policy is part of 

a larger initiative to demonstrate that we can secure our 
borders. At issue is whether SBI will instantly dissuade 

first time migrants and prior deportees from attempting to 
enter the United States illegally. 


3. (C) In fiscal year 2005 


Column 3 

officers captured approximately one million persons 
attempting to illegally enter the United States. Many of 
these individuals had been apprehended previously for the 
same offense. During the same period 

acknowledges an estimated 800 

successfully reached the interior of our country. Roughly 
stated 

States are successful. This fact alone is sufficient 
incentive for Salvadorans -- first time migrants and prior 
deportees -- to attempt or reattempt to enter our country 
illegally. Complicating the issue of access is the fact 
that 

Salvadorans living in the U.S. earn salaries six times that 
of their countrymen back home. In the short term 
doubtful that the threat of being instantly deported will 
deter intending immigrants from EI Salvador. 


4. (C) Moreover 

deportees to try again. Many migrants employ smugglers to 
safely guide them across the border and into the interior of 
our country. Salvadoran smugglers charge between USD $5-8 
thousand for their services. Almost all migrants must borrow 
the money to pay this fee. If the money is borrowed from 
family and friends 

loan after finding employment in the U.S. If it is borrowed 
from a loan shark 

regardless of whether the migrantVs attempt was successful. 
Even if the repayment of debt is not an issue 

is another mouth to feed and must compete with the local 
populace and other returning migrants for the limited amount 
of jobs that pay a living wage. For most 

left El Salvador in the first place. 


5. (C) In addition to being sufficiently motivated to 

immigrate 

proximity to their target. An immigration agreement between 
their countries permits all Central Americans to travel 

freely to Mexico\'s border with Guatemala. Much of the border 
is unguarded and can be easily crossed. Arranging 
transportation to the U.S. border is not difficult. From 

there 

border on their own. 


6. C) The success of SBI depends in part on creating a 
financial disincentive to immigrate. If caught and deported 
the migrant loses the money invested in his migration. This 
can be substantial if he employed a smuggler. This 
disincentive can be mitigated 

\"business\" practices. It is widely known that \"legitimate\" 
Mexican smugglers charge for a successful border crossing 
not just for the attempt. One real possibility is that 


Column 3 

smugglers will start offering an additional crossing without 
charge to their \"clients\" who were caught and deported before 
reaching the interior of the United States. Once SBI begins 

to produce substantial and instantaneous deportations 
Salvadoran smugglers may also adopt this practice 
diminishing the financial disincentive created by SBI. 


7. (C) COMMENT: Post realizes that the objective of SBl is to 
demonstrate that we can control our borders. In the mid- to 
long-term 

against employers hiring undocumented workers will lead to 
decreased illegal immigration as potential migrants see 
limited opportunities to successfully cross the border and 
find gainful employment. In the short term 

remains unclear if SBI -- expedited deportations of one 
hundred percent of illegal aliens detained at the border -- 
will substantially impact the presently massive illegal 
immigration from El Salvador. Despite the setback to those 
caught and deported 

Salvadorans to continue attempting illegal entries until they 
are successful in reaching the interior of our country. 
Nonetheless 

should begin to slow down the Salvadoran illegal pipeline in 
the mid-term. The GOES has given every indication that it 
wants to cooperate with us 

eventual success. 

Butler 
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Classified By: PolChief Erik Hall for reason 1.4 (b&d) 


1. (C) Summary: After being rebuffed by the Supreme 

Electoral Tribunal and Congress 

December 1 announced he had issued a decree ordering the 
Supreme Electoral Tribunal to hold a referendum on January 
22. The referendum would ask voters whether to convoke a 
national assembly to reinvent Ecuador\'s institutions and 

create a new constitution. The Tribunal is expected to rule 

on the validity of the decree by December 7. If it approves 
voters will decide whether Ecuador enters a new period of 
uncertainty threatening important USG interests. End Summary. 


2. (U) Palacio\'s controversial action came on the eve of 
Quito holidays and a Congressional recess 

continued absence of a Constitutional Tribunal (since April) 
cannot be appealed on constitutional grounds. (Note: only 
the constitutional court 

issues of constitutional interpretation here.) It came just 
after the constitutional committee of Congress ruled against 
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authorizing his pending proposal to allow voters to decide 
between a constitutional reform assembly and an unbounded 
constituent assembly. This new move seeks the same outcome 
by a different means. 


3. (U) In his presidential decree Palacio cites the 
sovereignty of the people and his constitutional authority to 
convoke referenda directly under Article 104 (2) 

permits him to do so when \"in his judgment 

issues of transcendental importance for the nation 

apart from reform of the constitution. Critics charge that 
an assembly would inevitably involve reforming the 
constitution 

as a matter of national urgency by Congress before being 
submitted to the TSE. 


4. (U) The question to be put to the people by referendum on 
January 22 

direct election be convoked for representatives to a 
Constituent Assembly to reform institutionally the State and 
create a new constitution?" 

Assembly members would be selected by the same numerical 
formula currently used to select the 100 Congress members 
(two per province and additional representatives for every 
200 

with support from .25 percent of the provincial electorate 

and be listed alphabetically. Qualifications would be the 
same as for congressional deputies. The assembly would be 
installed by 125 days after the referendum (May 27). 
Approval requires a simple majority of valid votes. Voting 

is obligatory. 


Initial Reaction: Congress Furious 


5. (U) Palacio sent a letter of explanation of his action to 
Congress president Wilfredo Lucero on December 1 
congressional sources shared with us. In it 

as his mandate the demand of the Ecuadorian people 

in the events leading to the removal of ex-President 
Gutierrez 

litany of his previous attempts to respond to this demand 
with no positive response from Congress 

that \"it is clear that the Congress is not able or willing to 
tackle such reforms 

going directly to the people. He then expressly disavows any 
electoral motive for doing so 

never give up the search for mechanisms to hold a national 
assembly to re-institutionalize the country and guarantee a 
democratic 
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6. (U) Congressional reaction to the presidents move was 
swift 

to plot strategy. The next morning 

Fernando Torres told the press that Palacios move was 
unconstitutional and provided grounds (undermining the 
security of the state) to move to impeach. Congress will 
reconvene on December 7 to discuss the issue further. 


TSE Votes 


SIPDIS 


7. (SBU) Action on the referendum proposal now moves to the 
Supreme Electoral Tribunal (TSE) 

largest political parties. TSE president Gilberto Vaca (PSC) 
said the TSE would act on the presidents request by December 
7. Presidential spokespersons claimed the TSE was not 
empowered to vote on the issue 

presidential order without question. 

8. (U) Most here expect the TSE to vote on whether the 
presidential decree is valid. The TSE had rejected Palacio\'s 
last attempt to bypass Congress with a referendum proposal 
by a margin of 5-2 

only by indigenous Pachakutik and the (virtually 

non-existent) New Country Movement. The PSC 

and MPD voted against. Some speculate (we have no 
confirmation) that the MPD and PRE might now also be willing 
to support Palacio\'s new referendum proposal. In return for 

a vote in favor 

that the fate of the FTA with the U.S. be turned over to the 
assembly to decide. 


Comment 


9. (C) Palacios move 

the new Supreme Court 

confrontation with Congress. Although well-timed to mute 
immediate reaction 

implemented. It could well be blocked in the TSE 

major repercussions. But if not 

the TSE or even seek to impeach Palacio. Failing that 
initiative could also be blocked at the polls 

opposition is successful convincing voters that Palacio\'s 
motives are impure. Already critics are accusing Palacio of 
seeking to extend his mandate by delaying the October 2006 
elections 

structural reforms. Given the opposition of major political 
parties 

the premature end of Palacios mandate. Palacio has 
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repeatedly said he is willing to step down if the assembly 
requests. 


10. (C) The assembly proposal is dangerous to USG interests 
because it would undermine stability by creating an alternate 
government which could dissolve Congress 

president 

economic uncertainty. That said 

changes 

vulnerable to Ecuador\'s recent cycle of irregular changes of 
government. Given the level of political fragmentation here 
we doubt an assembly can achieve positive reforms and fear it 
could become hostage to radical elements intent on 
symbolically asserting sovereignty by rejecting the FTA 
expropriating Occidental Petroleum 

of the Cooperative Security Location at Manta. The 
Ambassador has made USG concerns about an assembly abundantly 
clear to Palacio 

political reform. We will continue to urge caution 

seeking to shield USG interests from this latest populist 

storm. 
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National Solid Waste Management Agency (NSWMA 
management of which created a very public scandal in 2005); 
the Fire Brigade 

led to a critical Opposition motion from which Simpson Miller 
abstained rather than vote with her party; maintenance of 
cemeteries 

was a positive one 

fiercely contested national secondary school athletics 
competitions 

the planned December unveiling of a statue in honor of 
renowned former Jamaican Olympic sprinter Merlene Ottey. 
Asked whether her Sports portfolio included overseeing 
Jamaica\'s preparations to host some of the matches of the 
2007 Cricket World Cup to be held throughout the West Indies 
Simpson Miller replied that Prime Minister P.J. Patterson had 
assumed charge of the effort in Cabinet 

of us are on the sidelines.\" 


3. (C) One of four declared candidates from the governing 
Peoples National Party (PNP) vying to succeed Prime Minister 
P.J. Patterson 

was confident of her chances of becoming the next PM 

that her campaign team - \"a very strong one\" - was working 
with the grassroots to pave the way. At the same time 
however 

popular politician of either party in Jamaica 

that unspecified senior members of the PNP resented her 
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because of her modest origins and her widely acknowledged 
ability to relate to the poorer masses. These individuals 

she said 

she continued 

floated the idea that majority MPs can petition the Governor 
General to select the next prime minister. (Note: It was 
unclear to which stage in the selection process Simpson 
Miller was referring - the internal vote among PNP delegates 
to elect Patterson\'s successor 

sometime thereafter 

against Jamaica Labor Party Leader Bruce Golding. Simpson 
Miller did not clarify the point when asked directly to do 

so. End note.) Simpson Miller indicated very clearly 
however 

opponents unfairly derail her campaign to succeed Patterson. 


4. (C) Comment: The meeting was very cordial 

Miller 

previous ambassador 

establishing a similar relationship with the current 
Ambassador. The Minister was also far more V'politicalV in 
her statements than in recent discussions with emboffs. With 
Patterson having publicly committed to step down by April 
2006 at the latest 

very much on Simpson Miller\'s mind. With so much at stake 
it is no surprise that the Minister's opponents within the 

PNP would be assessing a range of options to defeat her. 
Such is Simpson Miller\'s popularity that she can indeed make 
trouble if she loses 

Given the vagueness of her allegation 

discreetly sounding out other senior PNP contacts about the 
Minister\'s claim that some PNP MPs are discussing ways of 
sidelining her even if she wins the internal election. At 

this time Post has no/no indication that anything other than 
the usual back-room 

underway in the internal contest 

history of electoral violence 

TIGHE 
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claims that at the time of his death 
had $320 million in his possession. 


3. Attracted by the high interest rates 

failures and the confidence-inspiring longevity of the 
operation 

were depositing their life savings (or mortgaging their 
properties) to buy into this get-rich-quick scheme. 
Individually and by groups 

families receiving remittances from abroad 
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poor alike were clients of notary Cabrera. Some 
reportedly quit their jobs and simply lived off the 

interest payments. The scheme was able to finance 

itself as long as the money base was expanding and more 
deposits were coming in. Although there is much 
speculation about money laundering 

possible investments that generated profit 

been confirmed to date and there may be no more to this 
operation than the scam itself. 


The House of Cards Falls 


4. Press accounts describing Cabrera as being in the 
company of an eighteen year-old woman at the time of 
death added spice to the incredible story that unfolded. 

He was buried and mourned by many in Machala and for a 
few weeks his \"business\" continued. The notarys son 
and daughter 

the scheme previously 

assured people that things would continue as before. An 
Ecuadorian attorney who has spoken to the Cabrera family 
in the U.S. told Guayaquil Consul General that the 

family had no real knowledge of the operations of 
Cabreras business and they had been shocked to find a 
room in his office literally filled with cash 

hundreds of people gathered outside the offices 

S 

demanding their money. According to the attorney 

very quickly realized this was far beyond their ability 

to manage and they were fearful for their safety. The 
lawyer also stated Cabreras children claim they were 
never given any of this money and took nothing from the 
money-filled room 

the crowds outside who were searching anyone exiting the 
building. 


Family Connections 


5. Cabreras wife 

for the U.S. on November 6 and her two children 
year-old Jose Cabrera Gallardo and thirty-five-year-old 
daughter 

following day for the safety of a relative\'s house in 
Connecticut. Despite speculation 

yet surfaced that the family members were ever part of 
the scam or were enriched by it. Credit checks done by 
the Consulate confirm that neither of the two children 
has obvious wealth in Ecuador. Jose Cabrera Gallardo 
O 

recently married but lived in his parents home. The 
daughter appears to have a legitimate construction 
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business 

took out for her business. The Cabrera residence in 
Machala appears to be nothing more than an upper middle- 
class home 

family in Connecticut told Consul General that the 

family members do not wish to stay in the U.S. because 
itis too expensive. 


Chaos breaks out in Machala 


6. When the news of the familys departure hit 

ensued. On November 14 

up the body Cabrera after a rumor surfaced that he had 
not died but had instead fled the country. TV news 
viewers were provided with graphic footage of the corpse 
being poked with sticks by crowd members trying to 
determine if the body was really Cabrera and not a 
dummy. The fact that onlookers were holding 
handkerchiefs to their noses supported the view that the 
e 

cadaver was real. Jilted clients of the ex-notary have 
continued to turn out in hundreds to demand their money 
back by marching through the streets 

the radio station 

and Governor of Machala and demanding that the 
government of Ecuador intervene and make restitution. 
Police and military intervened 

motivation was more to try to get their hands on as much 
of the money as they could before it disappeared than to 
restore order. On November 16 

Ecuador declared a state of emergency in Machala but the 
atmosphere of insecurity has continued. 


Military and police officials involved in the scheme 


7. Cabreras client list was impressive 

for its length. Newspaper accounts of the case reveal 
that depositors represented a cross-section of 
Ecuadorian society. Nicolas Castro Patino 

for the Supreme Court 

Cabrera 

candidate. A major Ecuador daily newspaper estimates 
that 20% of Ecuador\'s Armed Forces personnel (about 
6 

Jaramillo 

resigned from his post when it was discovered he had 
given money to Cabrera after initially claiming he had 
no knowledge of the scheme. Congressional deputy 
Guillermo Haro is leading an investigation of the 
scheme 

political participants by January. 
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8. In another twist 

flights 

Force One 

collect personal deposits made by high military 
officials in Quito. Upon arrival 

officials clashed with police guarding Cabreras office. 
A police officer sent to the office of the ex-notary to 
recover money was caught stuffing $25 

bullet-proof vest. During the early hours of November 
r 

12 

taking boxes and bags of money out of Cabreras office 
building after again clashing with police who were also 
taking cash away. Machala Attorney General Alberto 
Caiviguana confiscated $346 

police and military looters. As of December 2 

arrests have been ordered of various police and military 
officials for their involvement in the scheme or their 
attempts to recover (or simply steal) money. The 
Machala police chief and his deputy are already in jail. 
The employees of Cabrera have also been detained. 


Illegal pyramid schemes continue 


9. The Machala newspapers continue to be full of 
classified ads offering high interest rates in return 

for deposits and dozens of people have reportedly 
withdrawn their money from the Bank of Machala fearing 
general financial instability. 


10. Comment: It is still uncertain how many people made 
deposits with Cabrera 

Cabrera did with the estimated hundreds of millions of 
dollars. Rumors abound that Cabrera was involved in 
money laundering 

activities. One newspaper has reported that the U.S. 
Drug Enforcement Agency had cleared Cabrera of 
involvement in drug trafficking 

surprise to DEA personnel at post. A month after his 
death 

revelations about this strange and sensational case. On 
December 2 

time legally 

him. There have been unofficial calls for the 

extradition of the Cabrera family members from the 
United States. Today saw the sacking of several senior 
military officials in Quito 

the Joint Chiefs 

case. The whole story has not yet fully played out and 
the scandal could still reach higher. End comment. 
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proposed text on Moldova 

would contravene longstanding Canadian policy as well as 
specific instructions sent to the Canadian del regarding 
Moldova. She said her office would share USG concerns and 
re-issue instructions to support text that makes clear NATOVs 
support for Moldova and holds Russia to its commitments 
drafted by I.S. staff. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 


WILKINS 


46676 

46677 

beyond self-correction.\" He referred to a \"criminal 

inability to work things out 

in the South \"haven\'t suffered enough." The Sinhalese were 
relatively unaffected by the conflict and in some ways 
benefited from it 

suffered much in the last 20 years and won't agree to a 
settlement without a large payout. 


4. (C) Hodgins said the GOC is concerned with the 
\"de-internationalization\" of the conflict. The Tokyo 

Co-Chairs 

pays attention to them any more.\" Canada has been engaged in 
the peace process since the Oslo discussions in 2002 

through the efforts of former Ontario Premier Bob Rae and the 
Forum of Federations which he directs. Rae and the Forum 
spent a good deal of time advising LTTE negotiator Tamil 
Cheldun and others on the federalism issue 

Lankan government negotiators were cool to the concept 
understanding it as a simple devolution of power. 


5. (C) Hodgins spent a good bit of time explaining Canada\'s 
position on the listing of LTTE and emphasized that Canada 
has been unfairly judged over the issue. He said Canada 

listed the LTTE as of 7 November 2001 as part of the UN 
Suppression of Terrorism motion. Since the mid-90\'s the GOC 
had not allowed LTTE members entry into Canada. He noted 
Britain went further in banning membership altogether 

added that Canada cannot legally do this because of its 
Charter of Rights. 
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6. (C) Stokes asked whether there was an issue with listing 
the LTTE under Canada\'s criminal code in addition to the UN 
listing. Hodgins responded that policymakers are debating 
the issue 

activities to criminalize and what would be considered 
facilitation of criminal or terrorist activities under the 

law. Part of the problem 

involve criminalizing activities that are currently legal 

which would be poorly received by Tamil constituents so 
unlikely to get through Parliament. The new government could 
revisit LTTE policy 

government would be more inclined to take a more hard-line 
position. Toward the end of the meeting 

suggested as one of the four key issues to come out of the 
meeting 

time on listing LTTE.\" 


7. (C) In terms of a long-term prognosis 

believes there will be a breakdown in the cease-fire and a 
return to hostilities. In his view 

initially successful 

long-run they would be defeated. He said the government 
lacks intelligence 

intelligence on Tamil troop movements (e.g. by the U.S.) 
would be able to defeat the LTTE. Hodgins suggested that 
violence could break out as early as six months hence 
two sides could muddle along for 18-plus months before 
returning to hostilities. 


8. (C) Hodgins suggested that the Quad reconvene in the 
spring of 2006 at the DG level to discuss Sri Lanka further. 

He suggested bringing in some outside experts on the peace 
process to look at what is going wrong and how to move the 
process further. The key 

international support. Stokes and Howarth concurred that 
such a meeting would be beneficial. Hodgins finally 

suggested that the V'elephant in the room\" was Karuna and the 
split in the LTTE 

can\'t convince the intelligence community to focus on. 


VIEW FROM THE UK 


9. (C) Stokes said the UK analysis is also that the situation 

on the ground is getting worse 

have criticized the LTTE as unhelpful on several issues: 

first 

(either because the LTTE really did not want them to go 
forward 

and second 

UK shares the assessment that there is a downward spiral and 
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wants to keep attention on Sri Lanka in particular so as to 
find ways to urge restraint. HMG believes it is vital to 
coordinate 


VIEW FROM AUSTRALIA 


10. (SBU) Howarth asked if it would be possible to add a day 
of policy discussions to the Quad information exchange in 
order to talk about strategy. Since the Australian rep will 
have traveled so far they want to get as much value out of 
the talks as possible. 


11. (C) Howarth said that Australia was greatly disappointed 

with the election as it had hoped for a better outcome in 

terms of participation. Some commentators 

the outcome strengthened President Mahinda Rajapaksa\'s hand 
in the negotiations with the Tamils 

yet be the Ariel Sharon of Sri Lanka. 


12. (C) Howarth said the listing issue is of great interest 

to Australia as well. Australia lists LTTE under the UN list 

but not as a terrorist organization under domestic 

legislation on terrorism. This was on hold pending the last 
election 

back on the agenda. He mentioned that Kadirigama\'s 
assassination personally affected the FM 

many encounters. The GOA wants to take a more hard-line 
position on the LTTE 

Howarth said the Sri Lankan diaspora in Australia is somewhat 
balanced compared to Canada\'s 

mentioned the case of an MP whose visa to Australia was held 
until he signed a statement outlining his intentions and 
accepting certain restrictions to his activities. Howarth 

said if the peace process shows no progress 

would consider stronger steps. At present they are focusing 
on cracking down on fundraising. 


13. (C) Howarth said that a strong message needs to be sent 
to President Rajapaksa 

sanctions. Hodgins expressed concern at the word sanctions 
for which he didn\'t think there would be support 

corrected his intention as being investment restrictions 
formal sanctions (Australia is a leading investor in Sri 

Lanka). 


14. (C) Howarth said the Australian Embassy in Copenhagen 
which covers Norway 

about continuing as the lead for the peace process (UK had 
also heard this; Canada wondered if they weren\'t looking for 
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a face-saving way to disengage). Hodgins also wondered if it 
would be better if Norway were not both facilitator and 
enforcer (head of PKO) 

outside support for its role as facilitator. 


15. (SBU) Stokes suggested that there is a need for refreshed 
Co-Chairs. Hodgins also believes there is a need to refresh 

or even extend the Co-Chairs 

Lanka\" group. He wondered if Switzerland would consider such 
a role 

its large Tamil diaspora. 

16. (SBU) SA/INS has cleared this cable. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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Ambassador the late afternoon of December 2 to inform the 
Ambassador that he will not concede today 

he did not concede December 1 at the request of his party who 
allege widespread irregularities in the electoral table vote 
counts. At the National Partys request 

PolChief met with National Party VP candidate Mario 
Canahuati 

David Matamoros 

the same afternoon for an hour at the Embassy to discuss the 
National PartyVs concern over alleged fraud at numerous 
electoral tables and the relatively high percentage (6) of 

null votes. The National Party leaders claimed there was a 
scheme by the Liberal Party to in effect stuff numerous 

ballot boxes with extra ballots brought by individual voters 

to affect each electoral table at the margins. The National 
Party is also briefing the OAS on the alleged fraud. 


2. (SBU) PolOffs discussed the alleged problem later that 
evening with Supreme Electoral Tribunal (TSE) Magistrate Saul 
Escobar and technical staff 

TSE checked for numerous irregularities in vote counts 


SIPDIS 

including the number of ballots in the closing vote counts 
not being more than the number of ballots issued to that 
electoral table 

better on this fraud prevention work and that the parties 
could raise any alleged fraud concerns at the TSE 
consultative commission (as the National Party said it had 
done on this issue). Despite these reassuring answers 
same National Party officials went on TV the night of 
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December 2 to charge fraud. 


3. (C) PolChief asked Liberal Party member Hugo Noe Pino the 
afternoon of December 2 if Liberal Party presidential 

candidate Manuel \"Mel\" Zelaya would like to have a public but 
non-congratulatory meeting with Ambassador or wait to have a 
public congratulatory meeting with the Ambassador after a 
Lobo concession. Zelaya told the Ambassador in an early 
evening phone call December 2 that he wanted to wait until 
Lobo officially conceded before having a public meeting with 
the Ambassador 

Zelaya and his team do not appear to be worried about the 
National Party fraud charges 

with the press plans for their future administration. 


4. (SBU) Chief of the Organization of American StatesV 
Electoral Observation Mission Moises Benamor left the country 
the afternoon of December 2; four technical staffers remain 

for OAS representation. 


5. (SBU) As of 7:12pm local time 

89 percent of the electoral tables counted 

from the 88.06 percent from this morning. Zelaya continues 
to lead Lobo 49.90 percent (915 

(846 

at 4:00pm at least 88.5 percent of the Cortes Department 
including San Pedro Sula 

8.69 percent) 

Department 

percent lead over Zelaya) 

Department (where Zelaya is beating Lobo by 11.21 percent). 
The website (when working) lags in updated information but 
when working has reliable results: http://resultados.tse.hn. 


6. (C) Comment: Post is concerned that the National Party may 
challenge the entire results of the general elections based 

on irregularities. Post notes that in the National Party 

meeting every suspect vote count shown to EmbOffs appeared to 
be signed by the National Party electoral table 

representative 

in cahoots with or oblivious to any alleged fraud 

rather unlikely. The TSE posted results still show Zelaya as 
the likely winner barring either a change due significant 
reversals of electoral tables or a highly improbable 

turnaround in the remaining 10 percent of votes. Post is 
unsure when this never-ending race will stop. End Comment. 
Ford 
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and Indian leaders would discuss energy security 
revive trade and business 
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cooperation. PM Singh is bringing a fourteen member 
delegation of prominent industrialists to Moscow 

business analysts in New Delhi argue that obstacles such as 
visa denials 

banking outlets will prevent any substantial momentum in the 
economic realm. As a result 

pessimistic about the direction of Indo-Russian relations 

and suggest that the shrinking economic base and India\'s 
foreign policy reorientation towards America will continue to 
wear on the historically close relationship with Moscow. 
RussiaVs loss is our gain. End Summary. 


Defense and Space Ties Still the Strongest Area 


2. (C) During the December 4-6 Annual Summit in Moscow 
Prime Minister Singh and President Putin are expected to sign 
four agreements 

Space 

grow beyond these traditional fields of cooperation. The 

list of agreements 

cooperation to relaxed visa requirements 

significantly narrowed down and now amounts to two 
substantial agreements between the leaders 

Agreement preventing third-country transfers and a Technology 
Safeguard Agreement to protect Russian hardware and allow 
India to launch the new generation Glonass-K navigational 
satellites. The third reported agreement is a Protocol on 
Inter-Governmental Commission on Military- Technical 
Cooperation until 2010 

clarified that the only change is to reflect the IPR 

Agreement. According to a December 1 V'Hindustan Times!" 
article 

Madhvan Nair will accompany the Prime Minister in order to 
sign an agreement on cooperation in solar physics with the 
Russian Space Agency Roskosmos. MEA Russian Desk Officer 
Somnath Gosh commented that since these meetings occur on an 
annual basis 

items every time.\" Nonetheless 

unexcited by the upcoming summit. 

3. (C) India has been under pressure to sign the IPR 
Agreement 

products and technology to third parties 

to Delhi in December 2004. Russia is concerned that India 
wants to export co-produced items such as the BRAHMOS cruise 
missle 

concerned over transfer of technology to Israel 

Israel is doing most of the upgrades to Russian legacy 

systems such as Indias MiG-21s. Although every previous 
bilateral military agreement had its own separate IPR clause 
which covered third-party transfers 
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that Russia has raised quite a \"hue and cry" to obtain an 
umbrella agreement. The Observer Research Foundations 
Senior Fellow Nandan Unnikrishnan speculated that this 
agreement 

production 

with India. He commented that Indias similar agreement with 
the US created V'an ego problem\" with the Russians 

wanted their own IPR safety net. 


4. (C) Indian Defense Minister Pranab Mukherjee began a 
discussion of the V'Protocol on Inter-Governmental Commission 
on Military- Technical Cooperation until 2010" during his 
November 14-17 visit to Moscow. In a speech 

General Staff Academy of the Russian Armed Forces that 
military cooperation is the \"bedrock\" of the bilateral 

relation 

ties is Vnot at the expensive of our traditionally friendly 
relations with Russia.\" Mukherjee and his counterpart Sergei 
Ivanov reportedly discussed potential Russian assistance to 
India\'s efforts to build an indigenous nuclear-powered 
submarine Advanced Technology Vessel (ATV) and aircraft 
carrier Air Defense Ship (ADS) as well as joint development 
and financing of a fifth generation fighter. However 

Gulshan Sachdeva 

predicted that India's defense purchases from Russia will 

fall from seventy five percent to under fifty percent in the 

next ten years 

defense sources 

RussiaVs declining technological edge. Sachdeva commented 
that RussiaVs defense sales to India 

foundation for the continued close relationship since 1991 

are no longer a V'strategic decision for Russia 

just a way to make money." 


Trade Hits a Low Point 


5. (C) Compared to the big plans in the defense field 
prospects for reviving India and Russia\'s sagging economic 
ties are slim. The Russian Embassy\'s Liebov called the 
decreasing trade a \"stumbling block V" in the relationship 
MEA\'s Gosh said the trade relationship has \"no hope of 
improving.\" Professor Sachdeva noted that for the first 
time 

trade with Russia 

improvement." D.P. Das 

Federation of Indian Chambers of Commerce and Industry 
(FICCI) 

trade were visas 

financial infrastructure and banking facilities 

of awareness and market analysis of opportunities for growth. 
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He added that PM Singh was interested in an open skies 
agreement with Putin to facilitate business travel. Liebov 
commented that while Russia was open to such an agreement 
the GOR was worried that there was not sufficient demand to 
justify the work required to negotiate it. Without any 

concrete GOI proposals to revive trade 

off Indian proposals (reftel) to increase trade from USD 

three billion to fourteen billion within the next five years. 


6. (C) Institute for Defense Studies and Analyses Russia 
watcher Nivetida Das Kundu predicted that PM Singh would make 
visa relaxation proposals a V'major issue.\" Noting several 
high-profile cases of visa rejections (including the top 
executives of Indian corporates Reliance and Mahindra) 

Kundu pointed out that average Indian businessman faces such 
major hassles in obtaining a visas and entering the country 

that many are wary of even looking at opportunities in 

Russia. The press here also complain of racist treatment at 
Russian airport. Liebov responded to Poloff\'s inquiries 

about relaxing visas by commenting that illegal immigration 
through Russia into Europe is significant and that 

Sino-Indian trade flourishes even though it is \"harder to get 

a visa to China.\" He also observed that Russia will not be 

able to substantially relax visa restrictions until India 

agrees to the right of return for illegal immigrants 

the GOI has not agreed to with any other country. 


Lots of Energy Talk 


7. (C) At the 2004 Annual Summit 

for Vjoint development of new oil and gas fields and means of 
their transportation in Russia 

but MEA\'s Gosh reported that no new energy proposals have 
resulted. For all the GOIVs interest in Russian energy 

only non-nuclear Indian investments are in RussiaVs Sakhalin 
One and Three Oil Fields. Professor Sachdeva explained that 
Indian companies are finding it is physically too expensive 

to bring Russian oil to India. Delhi\'s Russia watchers 
predicted that if the GOI can\'t find any other oil and gas 
prospects with Moscow 

investments. The ORFVs Unnikrishnan suggested that the only 
area for collaboration is Russian investment in joint 

projects to modernize existing Indian facilities 

nuclear power plants. 


Where do we go from here? 


8. (C) JNU\'s Professor Sachdeva echoed our government 
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contacts in predicting that the shrinkage of the Indo-Russian 
economic base will begin to erode the traditionally close 
bilateral relationship. Unnikrishnan also commented that 
India\'s \"mothball political relationship can\'t stand alone 
without an economic foundation.\" There is still enough 
momentum from past ties to continuing pushing the 
relationship forward for another 10 years 

the Soviet era 

economic partner and defense supplier 

He suggested that as India\'s foreign policy evolves 

US increasingly takes on many of these roles 

further reassess the value of its ties with Russia. While 
emphasizing that New Delhi has built a trust level with 
Moscow that it does not enjoy anywhere else in the world 
Sachdeva nevertheless suggested that \"India will increasingly 
look towards the US for its security and economic 
architecture.\" NOTE: A recent Office of Research poll 
indicates Russia is tied with America in terms of the trust 
Indians repose in them 

Russia 

US 


Comment: Scope for Growth in Nuclear Power 


9. (C) While MEA 

watchers all exude pessimism over the Annual Summit 
admits that from a strategic viewpoint the relationship is 

still important to India. Despite the lack of economic or 
people-to-people contacts 

Russians goes a long way 

generation that dominates the political class. While not 
officially on the agenda for this summit 

sides are hoping that when Nuclear Suppliers Guidelines are 
relaxed 

growth. The presence of Atomic Energy head Khakodkar in the 
PM\'s delegation reflects the prominence of this issue in the 
future Indo-Russian agenda. Until then 

couple 

historically fruitful relationship. 


10. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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partnership with Yemeni civil society. Many participants 
suggested that cooperation could increase if post and MEPI 
increased communication with them. PolChief responded by 
promising to disseminate information on post activities and 
MEPI programming more widely. 
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4. (U) Participants also urged MEPI to expand its 

programming 

development. Abdul-Aziz Sultan 

Ministry of Education and head of the Taiz Teachers\' 
Syndicate 

VWe need help assessing and identifying our weak educational 
methods 

identify partners or programs to help us.\" Mohammed 

al-Arigi 

added that Taiz needs help with wastewater management. 
MEPloff replied by describing MEPIYs educational and economic 
reform pillars and inviting NGOs with relevant programs to 
apply for small grants and 

Announcements 

Econ/Comoff added that the USG 

Bank 

project to expand Taiz\'s wastewater management network. 


5. (U) Cther highlights of the two-hour meeting included an 
appeal by Dr. Abdul-Jalil al-Zuraigi 

the Taiz Medical DoctorsV Syndicate (known for its opposition 
to the ROYG) 

since the ROYG and government-controlled media commonly 
portray them as Vforeign agents." Another participant with 
the Yemeni Socialist Party 

grandstanding 

USG policy in Palestine and Iraq will overshadow any progress 
with civil society. 


6. (SBU) Comment. Although the DAD was on the agenda 
clear that the participants were more interested in MEPI 
grants. Notable was how every participants comments were 
accompanied by a call to increase contacts with his or her 
NGO. In Taiz 

community. In fact 

intellectual capital of Yemen 

community than Sanaa. It is evident that increased MEPI and 
post efforts to reach out to Taiz NGOs would advance Yemeni 
political and economic reform. As a result of this meetings 
success 

cities in the near future. End Comment. 

Krajeski 
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to hear from the Iraqi Ministry of Health\" on potential 
alternatives and was not aware of any progress on this issue 
resulting from Minister SalehVs visit. 


5. (SBU) Al-Musaibeeh noted that as with the discussions on 
health sector assistance 

the allocation of the $440M concessional loan package. He 
said KFAED was not prepared to immediately approve the ITG 
request to allocate the full loan amount to a single thermal 
power station in northern Iraq. He said that the GOK offer 
was on hold pending a formal KFAED appraisal of the proposed 
site and that a three-member KFAED team 

legal 

travel to Iraq for at least 10 working days to conduct the 
appraisal. However 

to do an appraisal given the current security situation in 

Iraq. According to Al-Musaibeeh 

Siemens as the principal contractor for Iraq power sector 
projects. 


6. (SBU) Al-Musaibeeh also referred to a letter sent 

recently to GOK Prime Minister Al-Sabah from the lraqi 
Communications Minister requesting the GOK to allocate $96M 
from the $440M loan package as a grant to fund the purchase 
of fiber optic cables proposed by a prominent Kuwaiti company 
(Al-Sultan). Al-Musaibeeh explained that certain lraqi 
ministries wrongly considered the $440M loan package a grant. 
He noted that the request letter has been forwarded to 

Kuwaiti Foreign Minister Dr. Mohammed Al-Sabah for his review 
and that the Council of Ministers (cabinet) would probably 
refuse the ITG MinisterVs request. 


KUWAIT 00004980 002 OF 002 


No GOK Funds Allocated Yet for New $60M Grant 


7. (SBU) Al-Musaibeeh explained that the Council of 
Ministers had not yet identified the funds for the additional 
$60M grant announced in June to fund health 

power sector projects in Iraq (refs B and C). 
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Visit Embassy KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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organization? Where are you from? We know nothing about 
you.\" (Note: IFES subsequently informed us that IIP had 
briefed the governor\'s aides on its plans 

list of 6 

Baghdad 

acknowledged IIP shortcomings to CF and State 

that they believe this NGO is the only organization that 

can organize the hiring of impartial local staff. It was 

agreed to revisit this issue with Anbar leadership. 


Sunni Concerns 


5. (C) The governor and local leaders pressed for a lead 
role by Iraqi security forces in providing security on 

election day. Commander of Second Marine Division\'s 2BCT 
Colonel Gronski 

security face at polling sites 

perimeter 

that the election be a \"test\" of ISF capability. General 
Williams urged local leaders to encourage the men in their 
community to respond to recruiting efforts and join the ISF 
to increase its force size in Anbar. Colonel Gronski asked 

if the tribes were willing to provide security for polling 

sites in Ramadi; several of the tribal leaders said it was 
absolutely not possible. When pressed by PolOff 

demurred 

tribal feuds and association with CF. (Note: Some tribes 

in western Anbar 

security for polling sites in their area.) PolOff 

explained that the election was a critical step in 

addressing Sunni concerns; the Sunni voice from Anbar must 
become part of the new national government in order to play 
a role in determining Iraqvs security policy; therefore 

the tribal leaders should urge their communities to vote 

and act responsibly on December 15. The local leaders 
urged CF to decrease military operations in the run-up to 
the elections 

of armoured vehicles in Ramadi. 


6. (C) The governor raised the issue of internally 
displaced persons 
residents who had been displaced by military operations 
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feared they would not be permitted to vote. (Note: The 
IECI 

location during the October referendum 

issuing a statement to that effect in Anbar province with 
regards to the December 15 election 

fact that such a gesture to the Sunni Arab community in 
Anbar could open the IECI up to charges of fraud.) He also 
asked about the right of detainees to vote. The local 
leaders complained that the number of representatives from 
Anbar to the new assembly had been decreased from Saddam\'s 
time 

disenfranchise the Sunni community. Al-Ami explained how 
the TNA had developed and adopted the electoral law. He 
also provided a robust defense of the independence of the 
IECI 

large Sunni turnout at the election. 

KHALILZAD 
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Turkey 

dependency in ties with Iran. Iran has been given the 
message that Turkey and Iran ought to respect each other\'s 
different regimes. The two countries share common regional 
interests and they need each other 


Barzani: Kirkuk Will be Annexed to Kurdistan in 2007: The 
president of the regional administration of Kurdistan 
Massoud Barzani has infuriated Ankara by saying that in 
2007 

acquire the control of Kirkuk 

Minister Abdullah Gul reacted strongly to the KDP leader\'s 
statement 

decisions with regard to Kirkuk. V'CumhuriyetV says in a 
news-commentary that the president of the regional 
administration of Kurdistan 

source of encouragement for Kurds in Turkey as well as in 
Syria and Iran. Receptions at the highest levels given by 
Western statesmen to Barzani are seen as serious 
developments regarding the establishment of a Kurdish state 
in Iraq. The wide interest seen in Turkey in Barzani is due 
to social 

time 

organizations in the region. People in southeast Turkey are 
scared by the violent actions of the PKK 

see that the reputation of the Kurdish phenomenon is 
improving 

\"Cumhuriyet.\" 


CIA Planes Land in Turkey Twice: CIA planes have landed at 
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Turkish airports not once but twice 

Minister Binali Yildirim revealed on Friday. Yildirim 
confirmed that CIA planes had landed twice at Sabiha Gokcen 
Airport in Istanbul. On Saturday last week 

admitted that a CIA plane had landed on November 15 at 
Sabiha Gokcen ‘due to technical reasons.V The plane had 
remained on the ground in Istanbul for 27 hours. The plane 
had arrived at the Istanbul airport from Baku on November 
15 

later traveled on to Iceland. Suspicions are now growing in 
Turkey that Incirlik Air base in southern Turkey could have 
been used by US forces for illegal transportation of terror 
suspects 


Patriarch Bartholomew | on Halki Seminary 

Ecumenical Patriarch Bartholomew | 

300 million Orthodox Christians around the world 

interview with \"Milliyet\" that he wanted Turkey to reopen 
Halki Seminary in Istanbul. Bartolomew | also urged Greece 
to allow a mosque to open in Athens. 


Private Israeli Military Firms Train the Kurds in Northern 
Iraq: Private Israeli military firms have been training 
Kurdish peshmerge forces in northern Iraq 

citing the leading Israeli daily \"Yedioth Ahronot\" report on 
Thursday. 

The Israeli daily claimed that dozens of Israelis 
specialized in elite military combat training were employed 
by private Israeli companies in northern lraq to train Kurds 
in the establishment of elite anti-terror units. Last year 


ANKARA 00007099 003 OF 004 


Turkey issued a strong warning to the Israeli authorities on 
the subject. Israel later denied the reports. V'Yedioth 
Ahronot\" named Motorola Israel and Magalcom Communications 
and Computers as two companies contracting with the local 
the Kurdish government to train Kurdish security forces and 
provide them with advanced equipment. The paper said that 
tons of Israeli made equipment 

tractors 

rifles 

training camp in Iraq\'s northern region. The Israeli 
instructors entered Iraq through Turkey using their Israeli 
passports 

infrastructure engineers 


YAS Expels Four Turkish Officers from Military: TurkeyVs 
Supreme Military Council (YAS) expelled four officers from 
the military for “reactionary activities and lack of 
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disciplineV -- a reference to Islamist tendencies seen by 
the Turkish General Staff (TGS) as a threat to TurkeyVs 
secular regime 

chaired the YAS meeting 

expressed "reservations to show that they do not 
necessarily endorse the decision. 


Erdogan Due in Australia 

Tayyip Erdogan 

businessmen 

and New Zealand on Friday. Erdogan will be the first 
Turkish prime minister to pay a visit to Oceania countries. 


Turkey Wants National Afghan Army 

Turkey\'s Permanent Representative to UN Baki Ilkin said on 
Thursday Turkey believes that it was essential in assuring 
the long-term security and unity of Afghanistan to form a 
national Afghan army and police force 

VAnatolian News Agency" (AA) reported Thursday. Ilkin 
reminded the UN General Assembly in a debate on Afghanistan 
that Turkey assumed the command of ISAF for 14 months 
that it was determined to assist Afghanistan to achieve 
permanent peace and stability. A draft resolution submitted 
to the UN calls on the international community to support 
war-ravaged Afghanistan to complete its political transition 
within the framework of the Bonn Process. The draft also 
wants the international community to encourage the Afghan 
government to prepare a temporary national development 
strategy. The strategy will be debated at a London 
conference in January. 


AKP Wants to Open 15 New Universities in Turkey: A motion 
by the ruling AK Party on the establishment of 15 new 
universities in 15 provinces across Turkey was discussed and 
accepted at the parliamentary education commission on 
Thursday 

universities 

Wednesday that only four cities out of a list of 15 meet the 
criteria for hosting a new university. New universities are 

to be established in the provinces of Kirsehir 

Duzce 

Giresun 

to the bill. 2 

be needed at the new universities. Only 250 

million of students have a chance to enter Turkish 
universities through an exam held every year. There are 53 
state and 24 private universities in Turkey. 


EDITORIAL OPINION: US-Turkey; GWOT; Iraq 
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\"The Growing Importance of Turkey" 
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Hasan Mesut Hazar commented in the conservative \"Turkiye\" 
(12/2): VDuring Ambassador Ross Wilson\'s swearing-in 
ceremony 

strategic importance of Turkish-American ties. She referred 

to Turkey as one of the most important countries for the US. 
Her remarks serve as a rebuttal to conspiracy theorists who 
continuously claim that the strategic partnership between 
Turkey and the US has died. The new American Ambassador to 
Turkey is a senior diplomat who put a great deal of effort 

into the realization of the Baku-Ceyhan pipeline project. 

US support for the project -- especially when oil companies 
characterized it as nothing but a dream -- has now been 
justified. It is equally important for Turkey that the US 

is sending an experienced diplomat like Ross Wilson to 
Ankara." 


VWho Cares?\" 

Haluk Ulman commented in the economic-politic \"Dunya\" 
(12/2): VIn the absence of a counter-power 

Bush administration has been acting as if there are no 
binding rules. The global war against terrorism has become 
a pretext for the violation of international law. According 

to global opinion 

There are numerous international conventions to prevent it 
but that does not seem to bother the Bush administration. 
Torture camps in East European countries are clear examples 
of this behavior. And let\'s not forget the other ones in 
Guantanamo 

engaging in piracy as well 

the Middle East and holding them in torture camps. The use 
of white phosphorus against Iraqi civilians also proves that 
the Bush administration not only ignores international rules 
on torture 

regarding the laws of war.\" 


VBarzani Is Comfortable About Kirkuk\" 

Fikret Bila wrote in the mainstream \"Milliyet\" (12/2): 
\"Developments in Iraq also impact regional relations. Iran 
is under threat from the US due to its nuclear program 

is Syria due to the Hariri assassination. Turkey 

other hand 

Barzani to uproot the PKK in the Kandil mountains. Iran 

it moves closer to Turkey while the US threat grows 
offered to cooperate with Turkey in the struggle against the 
PKK in Iranian territory. The Iranian Foreign Minister said 
to Turkish authorities in Ankara that Iran will not allow 
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the establishment of an independent Kurdistan in northern 
Iraq. He signaled that both Iran and Syria will stand with 
Turkey against such a development. Content with this 
approach 

program. Meanwhile 

focused on Kirkuk and its status. In a recent speech 
said that Kirkuk will belong to the Kurdish region in 2007 
citing article 136 in Iraq's new constitution. The status of 
Kirkuk used to be an alarming issue for Ankara. Turkey 
still wants to see Kirkuk remain as part of Iraq. But such 
efforts seem doomed 

a promise on Kirkuk from the US." 
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hearings of a woman nominated to complete the term of the 
vice president 

York Congresswoman Shirley Chisholm\'s 1972 campaign to be 
the democratic nominee for president. For both films 

Political Section invited political activists 

candidates for office 

were inspired by the protagonists\' struggles and dedication 
and commented that the events depicted would help to prepare 
Kuwaiti women for political life. Attorney Salma Al-Ajimi 
commented after the Chisholm film 

to give it [running for office] a try. Even if I don\'t 

manage to win a seat 

others to learn from my mistakes." 


3. (SBU) In addition to provoking discussions on the role 

of women in politics 

Although small 

stratified society. At post\'s most recent event 

Muna Al-Fuzai met academic Dr. Samar Al-Roomi. Both knew of 
each other as Al-Fuzai had written about Dr. Al-RoomiVs 
efforts to encourage young women to become more politically 
active. The two exchanged cards and are now discussing 
working together on a program to target young women. LES 
Political Assistant is now also playing matchmaker 

daily calls for contact information for movie night guests. 


4. (U) Post also hosted a movie night for 93 students 
participating in the ACCESS program in Kuwait. The ACCESS 
program conducts in-country English-language training for 
non-elite Kuwaiti ninth- and tenth-graders and teaches them 
about American culture 

students watched the Disney film 

and were further motivated to continue their language 

studies. 
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5. (U) Pleased with the success of the events above 

is planning to make movie night a regular event and has 
identified films addressing religious freedom 

in persons 

Department recommendations for movies that address U.S. 
foreign policy goals. We have learned that ideal films are 
no longer than 90 minutes and have English subtitles. 
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Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State DepartmentVs Classified SIPRNET website 
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admitted that the move was purely political as members of his 
political coalition are demanding their \"fair share\" of 

places in the MOD. He claimed not to like it and to be 
personally opposed to the need for such quotas but kept 
repeating: that the Transitional Administrative Law (TAL) 
required diversity in the MOD; that since his government took 
office he has been talking about making such a change; and 
that unless it is illegal he plans to move ahead. GEN Casey 
persuaded JaVafari not to act until he 

from a planned trip to Japan that begins on December 4. When 
Ja\afari returns 

serious harm this plan would do to IraqWs security. END 
SUMMARY. 


2. (S//REL GBR AUS) On the evening of December 2 
Deputy Commanding General Houghton was called to the Prime 
Minister\'s office on short notice. Upon arrival 

by Senior Advisor Adnan Ali 

decrees pertaining to a reorganization of the MOD and the top 
ranks of the Iraqi Army. These decrees: abolished several 
high ranking committees and positions; called for ten new 
senior appointments to the MOD 

a uniformed officer in a position formerly held by a 

civilian; and replaced the commanding generals of the 6th 

8th 

best division commanders in the Army and their divisions are 
located in the first areas likely to be turned over to Iraqi 
control. MNF-I and the U.S. and British embassies 
immediately requested a meeting with JaVafari to discuss the 
implications of these moves. On the evening of Dec. 3 

Casey 

Commanding General Houghton 
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called on JaVafari at his residence. JaVafari was 

accompanied by Chief of Staff Abdul Aziz al-Tamimi and Senior 
Advisor Adnan Ali. 


3. (S//REL GBR AUS) GEN Casey began the meeting by telling 
JaVafari that he had seen the three decrees and wanted to 
know the Prime Ministers intent. V'Are these serious 
proposals you\'re planning to announce" JaVafari replied 
that he has been talking about changing the structure of the 
MOD since his government took power in April. He said that 
the TAL requires balance in the MOD. In the previous 
government 

positions in the ministry went to Sunnis and Kurds. When 
JaVafari came in 

Saadoun Dulime 

concerned with the national interest than was the prior 
minister. Nevertheless 

Sunni 

other top portfolios. JaVafari maintained he had discussed 
this many times with GEN Casey 

Charge. He said that two or three months ago he had given 
the Ambassador a list of three names of possible top level 
appointments to the Iraqi National Intelligence Service. 
JaVafari continued that \"as far as I\'m concerned 

agreement | must live up to.\" He believes the most important 
thing is that the new appointees are patriotic 

qualified 

didn\'t know any of the individuals on the list. However 
considers this normal 

to accept ministers in his cabinet about whom he had 
reservations. Nevertheless 

together. JaVafari concluded by saying \"We did not come up 
with the TAL 

bring in the right people. | believe in direct democracy. | 

do not believe in quotas 

balance and | must obey. | did not want to have Deputy Prime 
Ministers 


4. (S//REL GBR AUS) GEN Casey replied that if this is what 
JaVafari believes 

advisors. He firmly warned Ja\'afari that \"this is a 

wholesale restructuring of the armed forces two weeks before 
a major election at a time when your country is engaged in a 


Column 3 

war 

disrupt two and a half years of work with the General Staff 
and Land Forces Headquarters at a critical time 

by the people as a negative act 

the insurgency.\" JaVafari asked if Casey was concerned abut 
the change to the structure or with the names proposed. GEN 
Casey replied he does not know the men named and will have to 
review the list in more detail but that he is clearly 

concerned about the proposed change to the structure of the 
military. \"My problem is the impact on the ministry and the 
forces they supervise and the fact that your advisors 
recommended to you this type of change at this time without 
consulting with the Minister of Defense 

irresponsible.\" GEN Casey made clear that we are not 
questioning JaVafariVs sovereign authority but noted that we 
are his partners in this struggle and must consult on such 
important changes together. JaVafari replied that he had 
spoken to Dulime several times 

he would do whatever the Prime Minister ordered. \"He 
understands that this is a political agreement and has told 

the Iraqi united coalition that he has no problems with 
changes in the ranks.\" 


5. (S//REL GBR AUS) Charge told Ja\afari that 

Casey had spoken as a military expert 

the political consequences of such a move also be fully 
appreciated. If JaVafari goes through with the planned 
reorganization 

is a significant political decision eleven days before a 

major election that should be left to the incoming 
government. It will be seen as an obvious attempt to pack 
the MOD with Shias at the expense of the Sunnis. JaVafari 
replied again that he had spoken of taking these steps for a 
long time. He emphasized that the move needs to be looked at 
in a legal context: \"Is this illegal? If it is 

go forward. If it is not 

it; but as long as the intent of the TAL is to maintain 
balance 

was selected by the people. Nm Prime Minister due to the 
agreement of political parties. Although | do not believe in 
this 

agreements. V" 


6. (S//REL GBR AUS) The British Ambassador seconded 
Charge\'s view 

efficiency and effectiveness of the army are the most 
important factors. But also 
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the position where government and military officials are 

picked by political parties based on their religious sect? 

If this is the case 

pointed out that the names on the decrees are the same as 
those which surfaced two months ago when an attempt was made 
to sweep senior officials out of the MOD under charges of 
corruption. The list was handed over to the Minister of 
Defense by an official of a Shia political faction. 

Ambassador Patey assured Ja\'afari that no one is questioning 
his integrity and intentions to appoint patriotic officers 

but to make such changes a few weeks before the election with 
the names proposed will have a deleterious effect on 
perceptions and on our ability to fight the insurgency. 
Ambassador Patey also raised a legal question 

that it was for the Presidency Council to select officers 

once recommended by the Prime Minister or Minister of 
Defense. Therefore 

the Presidency Council. 


7. (S//REL GBR AUS) Again 

argument that as long as the move is not illegal 

obligated by politics to act. \"| understand the military 
concerns 

am a Prime Minister in a coalition government 

agreed upon a long time ago. If there are concerns about the 
legality or the qualifications of the names | will reexamine 
them 

am | going to tell them? That it\'s not my responsibility? | 
can\'t just tell them | can\'t do this because it\'s late in my 
term. V 


8. (S//REL GBR AUS) GEN Casey again reiterated his belief 
that JaVafariVs advisors had not adequately explained the 
magnitude of the changes contemplated. \"This is not 
replacing a few people. This is a wholesale reorganization 
of the land forces headquarters. Casey reminded Ja\afari 
that the first time they met 

no political disruptions of the functioning of the security 
ministries. Other political leaders from all factions had 
received this same briefing. \"We have an agreement 
Casey emphasized. JaVafari replied that he concurred that 
the military cannot be politicized. 
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9. (S//REL GBR AUS) JaVafari then turned to Tamimi and asked 
him about the list of names. Tamimi replied that all on the 

list are Shia but that this helps to maintain the proper 

balance in the MOD. MNF-I Deputy Commanding General Houghton 
disagreed 

pointed out that of the 58 senior positions at the 

Headquarters staff 

Kurds 

Shia will be brought in at the expense of the Sunni and 

Kurds. The same can be said for the division commander 
positions. Of the ten 

3 Kurd 

are Shia 

Casey added that the three commanders slated to be replaced 
are the best in the Army. JaVafari replied that all that 

matters to him is the patriotism of the officers 

quotas were agreed upon when the government was formed. 
Ambassador Patey pointed out that the Shia already have more 
than fifty percent of the top slots in the military and 

questioned whether the quota agreement that applied to the 
formation of the government even applied to the military. 
Houghton then raised another concern 

plan 

military officers. This jeopardizes the concept of civilian 
control over the military and is a bad move that will 
dangerously empower military officers to have control over 

the ministry. JaVafari replied that these observations are 
important and that he will see that 

maintaining sectarian balance 

and civilian leadership also is preserved. 


10. (S//REL GBR AUS) GEN Casey forcefully returned to the 
main point: V'As Prime Minister 

your foremost concern. You are the Commander in Chief of the 
armed forces. Your country is under vicious attack by an 
armed insurgency and is under emergency measures. The 
changes you propose to make will fundamentally affect your 
ability to defend the nation. If there was ever a time when 
national security concerns must trump political deals 

is it." JaVafari rejoined that we should take into 

consideration and appreciate all he has done to hold this 
government together: V'I took from the Shia to give to the 
Sunnis and Kurds. | am now near the end of my term and they 
feel it is their right to have their fair share in the 

ministry." Ambassador Patey remonstrated that what JaVafari 
was planning to do -- change the country's military structure 
in the middle of a war with an election approaching -- is 
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against common sense. Charge warned JaVafari that such a 
move would be \"madness.\" Talk of balancing the ministry 
might have made sense in April but not now 

election when such a move will be seen only as an attempt to 
pack the MOD with Shia and will surely serve to inflame 
sectarian suspicions and passions. 


11. (S//REL GBR AUS) Convinced that JaVafari was failing or 
refusing to see our points 

JaVafari to consider this one more time upon his return from 
a pending trip to Japan. When JaVafari returns 

Embassy will present a detailed briefing outlining the 

dangers 

course of action. JaVafari agreed and also said that he 

would have two members of his staff work with us in the 
meantime to try to understand and address our concerns. He 
also agreed to take this matter before the Ministerial 
Committee for National Security. 


12. (S//REL GBR AUS) This is the third time in two months 
that Shia political factions have tried to gain control of 

the MOD. They make no secret of the fact that they harbor 
deep suspicious of a V'Sunni controlled" army 

all coups in IraqVs history have sprung from the military. 
JaVafari 

in the next government 

believe is right and the political realities of trying to 

maintain his support with activist Shia factions. We will 
continue to forcefully push back this proposal (including 
through discussions with the Kurds and SCIRI leader Hakim). 
This proposal 

progress made to date in developing the capabilities of the 
Iraqi Army and threaten the ability of the Army to function 
effectively 

move 

of the Sunni population that Iranian-supported Shia 
hard-liners are intent on controlling all organs of lraq\'s 
armed security services. END COMMENT. 
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finding regional and subject-specific allies. 
Non-agriculture market access remains the GOCR 
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priority within the EU and in WTO trade discussions (reftel 
B). END SUMMARY 


2. (U) As a small open economy 

to revolve primarily around the export of three goods: 
automobiles 

The Czech economy can be crudely summarized as a supplier of 
these goods for final assembly or sale in the Germany 
economy. Czech exports consist of machinery and 
transportation equipment (44 percent) 

manufacturing products (25 percent) 

and raw materials and fuel (7 percent). In the first half of 

2005 

The Czech RepublicVs largest export partners are Germany with 
36 percent and Slovakia with 8 percent. Much of the growth 

in Czech trade this year can be attributed to the outsourcing 

of manufacturing from Germany (through direct investment and 
orders) and the freer flow of goods to traditional partners 

(such as Poland and Slovakia) following EU accession. 


3. (U) While further market penetration into the EU remains a 
government priority 

competitive in the face of rising labor costs. Deputy 

Minister of Trade and Industry Martin Tlapa said that the 
government is keenly aware of the problem of eroding 
comparative advantage. In an attempt to maintain and even 
increase market share in neighboring countries 

to improve the efficacy of the national trade promotion 
agency CzechTrade and ensure that they focus on effective 
assistance services for Czech exporters. His office has 
submitted a five year strategy to the cabinet that it hopes 

will result in a significant increase in Czech exports 
especially from SMEs. In discussions with CzechTrade 
officials 

forthcoming to increase staffing in their offices or to 

expand their current funding levels. They hope that EU funds 
can be used to support the development of new programs 
the unexpected order earlier this year from the EU to halt 
one of their SME development programs as V'uncompetitive 
suggest that EU funds are unrealistic sources for the 
expansion of trade offices abroad. Prime Minister Paroubek 
has made it clear that increased trade with Russia and China 
are goals of his government 

poorly coordinated (for example 

anyone from the Ministry of Trade on his visit to China in 
June 2005). Nevertheless 

markets represent untapped potential for their exports 
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look to expand their presence in these countries. 


4. (U) The Czech Republic is one of the largest auto 
producers in Central and Eastern Europe 

success in the automotive industry is a significant driving 
force in the economy. 16 percent of the country's exports in 
the first half of 2005 consisted of road vehicles - the 

single largest sector in the Czech trade portfolio. 


PRAGUE 00001677 002 OF 003 


Companies from across the globe (Japan 

the United States) continue to invest in the expanding Czech 
automotive industry. The major player 

Skoda Auto 

country 

export value in 2004. 


5. (U) The Czech steel industry has naturally benefited from 
the auto-industry boom. Although employment in the industry 
has declined over the years 

are profiting from increased domestic demand and exports. 
However 

illustrates the inherent weakness of the current economic 
growth in the country. Necessary structural reforms have not 
been made which would protect the industry in times of 
economic downturn. As part of the country's accession 
major producers of steel in the country: Vitkovice 

(now Mittal Steel Ostrava) 

Mistek) were allotted EU restructuring funds. They have 
until 2006 to carry out required reforms intended to 
revitalize and streamline the firms 

sprawling and inefficient relics of the communist era. 
However 

companies to miss out on 

and closing certain mills 

the EU\'s protocol 

As a result 

companies will not comply with the protocol. This will cost 
them billions of Czech crowns in repayments and leaves the 
companies 

inefficiencies that will hamper their ability to compete in a 
normal market. 


LOSER: Textiles 
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6. (U) Since 1989 

percent of its work force and EU membership has put an end to 
the GOCR 

dramatically reduced workforce and increased competition from 
abroad 

imports 

main culprit and with very few exceptions the domestic market 
is now closed to Czech producers because they cannot compete 
on price. ATOK and the Ministry of Trade and Industry both 

pin their hopes on \"technical textiles\" (defined by the 

industry as textiles for application where performance and 
specifications are more important than aesthetics and 

fashion) as the only hope that can save the domestic textile 
industry The assumption is that cheap Chinese imports may 
be hard to compete with on price 

can find a niche market where they can emain competitive. 

The recent EU-China spat on txtile quotas was of great 

interest to the Czech roducers and they prevailed upon the 
government o side with other traditional textile-producing 
cuntries to support continued protection of the EU arket. 


7. (SBU) Although several of our Minstry of Trade and 
Industry contacts lamented the verall weak position that a 
small country like the Czech Republic has in he EU 

gradually learning to become savv about working within the 
\"consensus\" system. Deputy Minister of Trade and Industry 
Tlapa said that the tried-and-true Visegrad-4 alliance 

(Poland 

a good negotiating unit on trade issues. However 
representatives are learning to find countries with similar 
interests on a subject-by-subject basis: for example 

with France and Italy on the latest textile brouhaha with the 
Chinese. Although they are quick to give the canned response 
(\"trade is a pillar one issue so we stand by the EU 

position\") to any U.S. demarches on trade issues 

often eager to hear from US officials that there are other EU 
nations with whom they may find common ground on issues. 


8. (SBU) The Head of the Trade Policy Unit at the Czech 
Mission to the EU Dita Charanzova says that they have learned 
a lot from the EU internal decision-making process this year 
but could only claim V'minor victories" (such as pushing for 
agreements on aluminum) in goading the direction of EU trade 
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policy 
players". 


9. (SBU) COMMENT: Even though the Czech economy was a 
relatively open economy prior to May 2004 

had a positive impact on the Czech trade balance and helped 
to boost GDP growth. However 

overwhelming reliance on trade with Germany 

is an important future consideration. The importance of 

trade in non-agricultural goods explains why the country is 
focused on NAMA in the current WTO negotiations (reftel B). 
However 

neighboring Poland on this issue. While the GOCR is quietly 
hoping and lobbying within the EU for movement on the 
agriculture issue 

whatever the EU party line is once a decision has been made. 
CABANISS 
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Denmark 

(reftel A). Instead 

sort of a side agreement on NAMA and services along the lines 
of the Swiss formula 

that might be achieved without a breakthrough in agriculture. 


3. (SBU) When asked whether and how the internal EU dynamic 
has changed as a result of the pressures brought on by the 

new U.S. agriculture proposal 

that in the short run 

hardliners has become even harder and prevailed within the 

EU. Nonetheless 

non-agricultural countries have also become clearer and more 
vocal 

EU position on agriculture will evolve 

for the Hong Kong ministerial. 


4. (U) The GOCR is taking a rather large delegation to Hong 
Kong. The 24 delegates represent four ministries: Industry 
and Trade 

final internal GOCR delegation meeting will be held December 
5. The head of the GOCR delegation 

Industry and Trade 

of the Ministerial 

Tlapa 


5. (SBU) COMMENT: Compared to previous meetings with 
Ministry of Industry and Trade (the lead ministry on WTO 
issues) 

to the U.S. agriculture proposal: greater certainly that 
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there would be no further movement on the EU agriculture 
proposal before Hong Kong 

agriculture 

proposal. We see this as a clear result of continued 
indoctrination from various EU meetings preaching that the EU 
must be united on this issue. These changes are in contrast 
to initial GOCR reaction to the U.S. agriculture proposal in 
October 

proposal can trigger change within the EU. As reported in 
reftel A 

at Hong Kong 

to the fact that Hong Kong will likely not achieve sweeping 
changes and instead 

better year for reducing trade barriers. END COMMENT 
CABANISS 


46693 

46694 

46695 

highly critical of the U.S. military\'s involvement in the 
\"scandal\" of publishing unattributed 

in the Iraqi press. The newspaper described the act as \"a 
stigma on the forehead of the occupation. V" 


Independent Ad-Dustoor\'s front-page editorial by Editor-in 
Chief Bassim Al-Sheikh was entitled 

Media!" and took a defensive tone coupled with a slightly 
broader attack 

defaming the Iraqi press and even complicity in the scandal 
merely by virtue of how itVs treated the Iraqi media. 


On a different topic 

entitled 

election and how the Iraqi people are still suffering daily 
from crises and problems committed during the current and 
former governments. 


Independent As-Sabah Al-Jadeed\'s front-page editorial 
highlighted the results of the Cairo Conference and how the 
Iraqi people are waiting for reconstruction 

rapprochement following the election. 


Al-Adala continues publishing editorials on pages 4 

about the political and electoral process in general and 
also about the UIA\'s list. Baghdad also continues to 
dedicate a back-page column to speaking about the lraqiya 
National List No. 731 


KDP affiliated At-Taakhi published a front-page editorial 
entitled 
where the writer criticized those who are trying to gain the 
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votes of Shiite Kurds by employing sectarian slogans. The 
writer argued that the Shiite (Faili) Kurds will defend 

their rights because first and foremost they are Kurds. 


Al-Ittinad published a page-three column entitled V'Kurdistan 
Coalition List (730) is a List For All Iragis\" that dealt 

with preparations for the upcoming election and the 
importance of all Iraqis voting for list 730 because \"it 

will satisfy all wishes and interests of Iraqis. V 


Independent Al-Mashriq distributed \"The Eyes of the Voter 

an eight-page electoral supplement with the newspaper which 
contains editorials about the upcoming election. Other 
newspapers (i.e. Ad-Dustoor 

Jadeed) are also publishing electoral supplements which have 
been less news-driven and more public service oriented. END 
SUMMARY. 


A. \"Even You?\" (Asharq Al-Awsat 

B. \"Advertising and the Media" (Ad-Dustoor 

C. "Allawi Outside of the Electoral Game\" (Al-Bayyan 

D. \"Az-Zaman Cannot Be Seduced or Threatened\" (Az-Zaman 
12/4) 

E. \"Honesty Is Rare In Our Country" (As-Sabah Al-Jadeed 
12/4) 

F. "About the Los Angeles Times Article" (Al-Mada 

G. V'The Lame Duck and the Strategy of Withdrawal" (Al- 
Ittinad 


A. V'Even You?" 

(Asharq Al-Awsat - independent 
Pan-Arab 

Tarik Al-Hameed) 


\"The Los Angeles TimesY report on the U.S. military paying 
Iraqi papers to write pro-American articles indicates what | 
call polluted democracy. What is the difference between the 
U.S. forces and the dictator Saddam\'s regime? Saddam 
oppressed and tyrannized inside Iraq and domestic media 
outlets praised him. At the same time 

were outside of Iraq to polish his image. 


VWe heard General Rick Lynch 
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in Iraq 

but did Al-Qaeda push the Americans to adopt the same style 
as Saddam? If we understand that the media is half the 

battle 

in the world--we also have writers who write as a business. 
We have authors who write because they believe that media is 
a sacred jihad. 


\"In fact 

not the press. Therefore 

Americans in an attempt to improve their image is similar to 
burying nuclear waste in our region. We have a lot of 
problems and we do not need the Americans to increase these 
problems. If we want to improve Americas image among 
Iraqis 


VWe say to the Americans that they should not spoil the 
democracy they established in Iraq. Improving the image of 
America does not come from buying media outlets. In fact 
comes through adopting transparency 

and providing freedom for conveying facts without any 
interference. But 

another bombastic press in the region 

“even you?" 


B. \"Advertising and the Media" 
(Ad-Dustoor - independent 
page editorial by Bassim Al-Sheikh) 


V'The feverish western media outlets have defamed and accused 
the Iraqi press of publishing reports and this reflects the 

shining face of the 'occupationY or the ‘multi-national 

forcesV as those who oppose or support its presence label 

them. If we want to be neutral 

foreign troops. It seems western media have forgotten that 

any paper has the right to publish ads. Usually 

newspapers publish ads and they indicate that these items 

are ads and do not necessarily represent the newspaper\'s 
viewpoint. 


VAII Iraqi newspapers publish ads that call for Iraqis to 
promote peace 

clearly represent ads and they have nothing to do with 
affiliations or loyalties. On the other hand 

newspapers publish ads 

influence [created by] publishing those ads. 


VWe know for sure that the leak of information about this 
issue is a result of American political and economic 
disagreements. However 

American press defame our national media outlets. Our media 
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outlets rely on professionalism 

journalism\'s code of honor. We do not care about the 
American factions or if they did not benefit from deals 
which are held under the guise of the media. I think this is 
an American affair that Iragis have nothing to do with. 
Iraqi journalists know better how to discriminate between 
advertising and media. V 


C. \"Allawi Outside of the Electoral Game" 
(Al-Bayyan - affiliated with Ad-Dawa (led by Al-Ja\'fari) 
bias 

Khafaji) 


\"Iragi National List leader lyad Allawi recently paid a 

visit to a military camp and attended a military parade. 
This act has nothing to with the electoral campaign and in 
fact 

responsibility. The electoral competition must be ruled by 
ethics and values. 


VAllawiVs recent statements in front of the Iraqi Army\'s 
parade have caused confusion in the electoral competition 
and are distant from the rules of the electoral game. These 
statements accused Al-Ja\fari\'s government of disregarding 
human rights. At this point 

proof to support his accusations. | think that Dr. lyad 

Allawi should have analyzed his statements well before he 
announced them. He should have condemned armed terrorist 
groups and regional countries that support them instead of 
standing against Al-Ja\'fari's government. 


\"lyad Allawi should not have criticized the government's 
military triumphs against terrorism. In fact 

accusation may confuse the Iraqi community because Iraqi 
voters must not be concerned about details of military 
issues that have nothing to do with the electoral process. | 
think that Allawi has made a political mistake by making 
such a statement. It is not right to randomly accuse others 
in an attempt to make electoral gains because this is not 
democracy. Allawi and other competitors should focus on one 
important issue in their electoral campaign and that is the 
interest of the country. V" 


V[Congressman] Murtha and Kerry weep for the sake of the 
American Democratic party and they want to hinder the "lame 
duck\' by calling for early withdrawal from Iraq. However 
Bush laughs for the sake of America and for the sake of 
staying in the White House just as Reagan did in order to 
achieve complete victory\ in Iraq. V 


D. VAz-Zaman Cannot Be Seduced or Threatened\" 
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(Az-Zaman - independent 
editorial) 


VWe consider the scandal of the U.S. military\'s involvement 
in publishing articles as publicity for it in the Iraqi 
newspapers 

that the U.S. army wants to humiliate the independent 
national Iraqi press through buying the dignity of 
unprofessional journalists. The occupation has brought 
unprincipled journalists and established false press 
platforms for them to convey amateurish reports. In 
addition 

tried to use these reports to affect the Iraqi national 
press. At the same time 

Iraqi national press by providing and allocating funds and 
places for those unprofessional media outlets. 


V'The newspaper Az-Zaman has always watched these attempts 
which represent a significant insult to the independent 

Iraqi press. We refused to publish any suspected article or 
report. Additionally 

companies because we discovered that these companies 
propagandize for the same reason. For all those reasons 
newspaper has become an example for credibility and 
professionalism. Our newspaper is honored for not being 
involved in this crisis. Thus 

for the national press that refuses submission to any group. 
Our newspaper cannot be seduced and there is nothing it 
fears but God and the people. 


VAz-Zaman represents an example for independence and it 
succeeded in distancing itself from the occupation\'s traps 
and its tricks to gain influence in the new lraqi press. We 
believe that the U.S. army and any other group involved in 
this scandal threatens the Iraqi media\'s independence and 
the honor of journalism. At the same time 

totally reject these practices. Az-Zaman calls on Iraqi 
journalists to be wary of tricks and traps that they may 

fall into. In addition 

to fall into the traps of the occupation. Az-Zaman is proud 
to resist all these methods because it is free from 
pressures 


E. \"Honesty Is Rare In Our Country" 
(As-Sabah Al-Jadeed - independent 
front-page editorial by Ismail Zayyer) 


VI saw a phrase on one of the electoral list posters that 
says 

Neither | nor any Iraqi has the right to object to the way 
candidates portray their electoral campaigns 
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democracy allows any way of doing so 

other candidates or hurting the public. But the question is; 
what are the achievements during the past seven months that 
some candidates are promising to provide us with more? 
\"If the water and electricity shortages 

security 

share 

Scientists and teachers are considered achievements then 
congratulations to the Iraqis 

achievements will come in the next stage. 

V For me 

simply because whoever propagates such a slogan is 
considered the only one who is honest 

abilities in advance. He would be certain that he is unable 
to provide security 

else 

hungry people under these complicated and difficult 
circumstances. 


VVote for whomever will deal with the sewage 

the traffic 

because that person is the only honest one among others who 
make promises bigger and grander than this.\" 


F. \"About the Los Angeles Times Article\" 
(Al-Mada - independent 
editorial by the paper\'s editorial board) 


VA Los Angeles Times reporter interviewed the managing 
editor and employees of our newspaper but 

Times reporting was distorted-it asserted there are some 
Iraqi newspapers that publish articles about military 
operations. Al-Mada thinks that this story represents one 
point of view and that most of the sources for these reports 
are not mentioned. For this reason we do not deal with such 
stories 

policy and our readers should get accurate information 


V'The Los Angeles Times report was distorted because it did 
not publish the whole interview. Al-Mada newspaper stated 
that it refuses to accept money for publishing ads or 

articles. At the same time Al-Mada has editorialized more 
than once on its font page about the disclosure and the 
condemnation of many advertisements that lack clear motives 
and sources. 


VHere we confirm that the Los Angeles Times report included 
distorted information 

and goals. We as a newspaper depend on professionalism and 
we reiterate that we are committed to our fixed policies. We 
also reject all types of support and grants from any 
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foreign entities whatever their motives might be. 


\"Finally we ask the Los Angeles Times to publish this 
comment in its next edition in order to explain the facts 
and to be committed to the principles of journalism.\" 


G. \"The Lame Duck and the Strategy of Withdrawal 
(Al-Ittinad - affiliated with the PUK 

Talabani 

by Faryad Rawanduzi) 


VWith the beginning of the second year of the second 
presidential term for the American President George Bush in 
the White House 

stage. In this stage 

their dream even if this dream will cost them their 

political life. 


VPresident Bush put an end to the likelihood of an early 
withdrawal from Iraq in spite of the Democrats and the 
pressures of some Republican doves. But 

"lame duck\' mode 

establish an American strategy to withdraw U.S. forces from 
Iraq. Therefore 

other politicians\' plans. Such plans were adopted by the 
Democratic Senator Joseph Biden and the hawkish Democrat 
Murtha\'s plans to withdraw from Iraq even if this withdrawal 
would be at the expense of "victory.V 


VHenry Kissinger believes that any thinking about withdrawal 
from Iraq represents a "disaster. V President Bush knows this 
fact. As long as President Bush is a ‘lame duck 

have nothing to lose. If he withdrew from Iraq according to 
his opponents" strategies 

the ‘lame duck\' stage indicates that President Bush will not 
withdraw according to Democratic wishes. In fact 

withdrawal will be accomplished according to his plans." 
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2. (U) Poloffs met December 3 with TNA member Mariam al-Rais 
who is currently running on Ahmed Chalabi\'s Iraqi National 
Congress (INC) list in the upcoming election. Al-Rais began 

her presentation with a general assertion of support for 
de-BaVathification and anti-corruption efforts. With that in 

mind 

immunity of Alawi-ally and former Minister of Defense Hazim 
al-Shalan (NOTE: Members of the TNA raised this issue during 
the previous week\'s session 
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Al-Rais then presented portions of the INCYs campaign 
platform: combating poverty in Iraq through the direct 
allocation of a percentage of oil revenues to Iraqi citizens; 
distributing state land for housing to Iraqi citizens; and 
improving the education system 


3. (C) The INC List has candidates in all 15 governorates 
outside of Kurdistan. Al-Rais said the list has some 

national figures as well as provincial notables. She also 

said that Chalabi maintains close ties to politicians on 

other lists 

al-Mohamedawi (Abu Hatem). On the subject of campaign 
intimidation 

irregularities regarding the INC. When PolOff raised recent 
media reports of campaign intimidation with other parties 

she acknowledged that she had heard that others had presented 
complaints to the IECI 

done anything in response. (NOTE: Embassy has pressed the 
IECI to issue a statement condemning campaign intimidation; 
on December 4 

Poloffs the Commission has plans to do so.) 


4. (C) While al-Rais refused to speculate on how the INC will 
do in the elections 

personalities who could be the next Prime Minister: former PM 
Allawi 

She argued forcefully that of the group 

be the most appropriate candidate. 


5. (C) Al-Rais said V'there is no resistance in Iraq 
terrorism\" -- a clear reference to the Arab League Cairo 
Prepcon\'s final statement. She pointed to Iraqvs Arab 
neighbors as sources of the country's instability -- in 
particular to Jordan and Syria (i.e. 

terrorists and BaVathists) as well as Saudi Arabia (as the 
source of Wahabism). 


6. (C) Al-Rais was emphatic that Ahmed Chalabi is the right 
man to lead Iraq. She argued that twenty years of war had 
psychologically damaged generations of Iraqis 

those who had been in exile -- like Chalabi -- are 
appropriate leaders at this juncture. Her discussion of 
threats from neighboring countries was notable for the 
absence of a reference to Iran. As for Al-Rais 

unless the INC list does unexpectedly well in the elections 
it is unlikely that she will be elected to the Council of 
Representatives. She is the ninth candidate on the INC\'s 
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Baghdad list. 
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and must be dealt with by the other Iraqi political leaders 
and the United States. END SUMMARY. 


2. (C) Ali Al-Dabagh\'s Qualified Iraqis Party" is a slate of 
defectors from the Shia Islamic Coalition. Al-Dabagh 
known to have a strong relationship with the Hawza in Najaf 
told poloffs that four days previously Ayatollah Sistani 
issued an indirect blessing of the Shia Alliance and other 
parties acceptable to the Shia leadership 

al-Dabagh\'s. He complained about the Shia AllianceVs 
intimidation of other Shia candidates 

images (e.g. 

communicate to Iraqis that Sistani has blessed the Alliance 
list. Al-Dabagh said he opposed such tactics 

had declined opportunities -- for the present -- to put 
Sistani\'s image on his campaign material. Al-Dabagh said he 
did not expect Sistani to say anything further about the 
elections. 


3. (C) Al-Dabagh predicted that the Shia Alliance will get 
the majority of seats in the elections for the Council of 
Representatives. However 

impossible for the Shia Alliance to govern with just the 
Kurds and that Sunni participation will be required. He 
speculated that PM Jafari and SCIRI head Abdul Aziz al-Hakim 
will not be able to work together in the next government for 
longer than one year. He added that the future government 
will need to create jobs and criticized the proposed 2006 
Iraqi budget for only creating 250 

the need for a vibrant private sector. 


4. (C) Al-Dabagh described the Shia Alliance as too 
pro-Iranian. He described this as destructive because the 
Iraqi Shias should be seen as Iraqis 

Iran.\" He acknowledged that Iraq should have neighborly 
relations with Iran 

for Iran\'s problems with the United States (referring to 
Iranian support for Syria 

financing Dawa and the Sadrists and controls several 
newspapers in Iraq. (COMMENT: Al-Dabagh denied that his 
party has any links to Iran. END COMMENT) 


5. (C) Al-Dabagh 

in Dubai and has extensive business ties to Iran 

that the Shia Alliance is using religion in a way that is 
harmful to Iraq. He noted with concern Sunni Arab 
perceptions of a Shia attempt to establish a theocratic 
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state 


6. (C) Al-Dabagh stressed that Moqtada al-Sadr \"is a 
political reality 

the south." Al-Dabagh added that Moqtada will have a share 
of seats within and outside the Shia Alliance so he \"must be 
dealt with in a smart way.\" When asked for clarification 
al-Dabagh said the other Iraqi leaders and the United States 
need to accommodate Moqtada 

him" Al-Dabagh added that Moqtada is not really interested 
in throwing out the Coalition 

as a real leader." Moqtada knows that "the political process 
is much cheaper than fighting." He made several references 
to his close relationship with al-Sadr 

tried to pressure him into remaining in the Alliance. 


7. (C) Al-Dabagh said that since June 

playing his cards strategically. He noted a meeting 

organized by Mogtada November 30 in Najaf with various Shia 
groups designed to issue a statement asking for troop 
withdrawal 

Iraqi prisoners 

that Mogtada would expand his outreach to include Sunnis as 
well. 
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Zhakirov 

Inspection Activities Center 

Ministry of Defense. CPT Zhakirov had no comments and no 
reaction. 


2. (U) POC for this action is Laura Smiley 
Calling from the U.S. 
3272-50-49-76. 


ORDWAY 
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Children 

by the Ministry of Health 

UNAIDS 

Widad Babiker 

international efforts to protect children from AIDS. She 
also noted that she would sponsor efforts to combat AIDS 
through a forum of African first ladies during the African 
Union Summit to be held in Khartoum on January 23 - 24. 
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2. Minister of Health Tabitha Sokaya affirmed the 
government\'s combating of AIDS through its five-year action 
plan 

Program Coordinator Musa Bungudu stated that Sudan had the 
highest rate of HIV infection in North Africa and the Middle 
East. He called for the following actions: 


-- While the Sudan National AIDS Program is doing well with 
limited resources 

require that its financial 

be increased; 


-- Sudan\'s AIDS response is fortunately of a multisectoral 
nature 

need adequate funds and other resources to strengthen their 
response; 


-- People living with HIV/AIDS are stigmatized in many ways 
in Sudan; they require recognition and support; and 


-- Finally 
for SudanVs response to HIV/AIDS. 


3. The event 

extensive media coverage. More than one thousand people 
attended the event 

children. 


4. Comment: Post used reftel text in a Dec 1 press release 
on HIV/AIDS awareness and related USG activities. Post will 
review potential avenues of support for the AU First Ladies 
Forum on HIV/AIDS to take place in Khartoum during the 
January 23 - 24 
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hoped or expected levels; 0-0 draw for blue (\"blue\" refers 
to the Kuwaiti teamVs blue uniforms) with Iraq on playing 
and scoring V; \"The elders tie and the hope is in the youth V"; 
VBlue vs. Iraq. two zeros\"; V'A faded Iraqi experience for 
the blue.\" 


2. While this match was dubbed historic as the first game 
between the Gulf neighbors in 15 years 

teams met on February 28 

tie. The score was 1-1 

two teams have not competed since the invasion of Kuwait by 
Iraq in 1991. Sports commentators said that despite 
KuwaitVs possession of the ball for most of the game 
presented no real danger to the goal of their Iraqi 
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counterparts. Kuwaiti sports reporters complained that 
contestants did not take the game seriously 

exert their best efforts. Adding insult to injury 

Kuwaiti junior team was beaten by the Iraqi junior team 1-0 
on November 28 


3. One editorial cartoon lampooned the loss for the juniors 
showing a father with a newborn son dismissing modern \"weak\" 
names such as Hani in favor of old-fashioned \"strong\" names 
such as Jabar (mighty) 

with the implied hope that such names will ensure future 

Kuwaiti victories on the soccer field. 
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in the U.S. after the program to manage a gas station. 


4. Post actively promotes SWT as part of its broader Visa 
Waiver Roadmap outreach campaign to LithuaniaVs public 
(reftel A). A common claim and criticism in Lithuania of 
America\'s immigration law is that young adults are denied 
nonimmigrant visas at rates disproportionate to the general 
public. Regular speaking engagements by both Consular and 
Public Diplomacy officers highlighting SWT and the myriad 
of opportunities for students to travel legally to the U.S. 
helps mollify these erroneous complaints. During a 
roundtable discussion at Lithuania\'s parliament regarding 
America\'s visa policy 

thousands of students each year receive visas for SWT. 
(More than 12 

between 2000-2005.). The Vice Consul manager of the 
program recently spoke about study opportunities in 
America 

students at the Embassy\'s American Center. 


5. To better understand Lithuania\'s SWT program and its 
impact through the eyes of the participants 

and distributed a questionnaire to 5 

2003-2005 programs. Through their responses to the 
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questionnaireVs eight questions 

their experiences and the impact and utility of the SWT 
program. Students told us that the primary reasons they 
participated in the program were to improve language 
abilities 

America 

impressed with the customer-service orientation and 
friendly nature of Americans. Noting that Lithuania is one 
of the most homogenous nations in the world 
highlighted the cultural diversity of America and the 
sensitivity most Americans showed each other. 


6. Though Lithuanians generally found Americans lacking in 
knowledge about the rest of the world 

Americans as a patriotic 

\"super-sized\" lifestyle. Most participants traveled during 
their summer 

the most popular destinations 

traveled as far as the Bahamas 

Respondents noted that their best experiences included 
halibut fishing in Alaska 

Buffalo 

visiting New Orleans jazz clubs 

Luciano Pavarotti in Connecticut 

science major 

\"Google\" campus. Some participants 

those that worked two jobs to maximize their earning 
potential 

These students remark that this decision afforded them the 
opportunity to become more economically self-sufficient 
following their return. Others noted that they spent a 
sizable portion of their income in the U.S. on things like 
computer equipment and corrective laser eye surgery 
something not available in Lithuania. 


7. The impact of the program is 

words 

experiences made them more polite 

sufficient. Most immediately applied their improved 
language skills to their benefit at school 

grades 

international relations where course texts are in English. 
Others 
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a university education 

desire to continue their education abroad 

United States. One student 

Vytautas Magnus University 

following the program to explore U.S. educational 
opportunities. She later returned to the United States on 

a student visa and will graduate this summer from 
Pennsylvania State University with a degree in 
industrial/organizational psychology 

taught in Lithuania 

alumni told us the program helped give them the language 
skills to secure placement in graduate programs in Europe 
such as Kaiserslautern University of Technology (Germany) 
and Concordia International University (Estonia) 

the University of Dortmund (Germany) as an Erasmus scholar 
as well as employment following graduation in the fields of 
biochemistry and international finance in England. One 
student said her experience at a special needs camp in 
Illinois will make her a better doctor by sensitizing her 

to the needs of the disabled. She noted that she hoped to 
apply some of the treatment and mainstreaming techniques 
learned in the United States to Lithuania. 


8. Respondents universally affirm that the program gave 
them a distinct advantage over other graduates when seeking 
employment. Respondents note that Lithuanian employers 
greatly value their American experience 

exposure to a multinational culture 

familiarity with American corporate culture and management 
styles. Recent program alumni 

leadership positions in both governmental and private 
institutions 

Vilnius city administration 

international management-consulting firm. Many alumni have 
qualified for full-validity tourist visas shortly after 

graduation. 


9. The continued efficacy of the Work and Travel Program 
will remain one of Post\'s most important objectives. 
Competition from EU-funded programs and work opportunities 
elsewhere in Europe has begun to affect the numbers of 
Lithuanian students participating in SWT. By continuing to 
work closely with both local and American-based program 
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organizers 

speaking events 

incidence of visa overstays while increasing program 
participation. That alumni had overwhelmingly positive 
experiences during their formative years leads us to 
believe that the program is cultivating a pro-American 
attitude among many of Lithuania\'s future leaders. 
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Al-Khalifa Al-Sabah 

fined each 50 KD ($170) for publishing a libelous article 

against liberal political science professor and columnist 

Dr. Ahmad Al-Baghdadi. The court also suspended the issuance 
of Al-Watan for one week and ordered the confiscation of the 
issue containing the offensive article. Al-Watan objected 

to the ruling and two more courts must uphold the decision 

in order for it to be imposed. 


2. Al-Baghdadi filed the case against the Al-Watan 
columnist who published 

Chief 

the Liberals Hate the Holy Quran?\" Al-Baghdadi claimed the 
article 

Ministry for cutting music classes from public school 
curricula in favor of Quranic education 

hating the Holy Quran 

(reftels). Al-Baghdadi argued that Al-Kose\'s accusation 
that he preferred the words of Satan to the words of the 
Lord was an encroachment on his dignity and reputation. 


3. The Kuwait Journalists Association issued a statement 
expressing regret for the preliminary judicial verdict 
saying it strongly objected to the jail sentence for an 
opinion-based case. \"While the Association respects the 
Kuwaiti judiciary 

position upholding freedom of opinion and expression 
statement read. The Association also called for such 
disputes to be addressed through public debate and not in 
the courts. 


4. This verdict comes in the midst of GOK and National 
Assembly consideration of a new Press and Publications Law. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State DepartmentVs Classified SIPRNET website 
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government (read: more Sunni officials) and \"professional\" 
security forces devoid of sectarian bias. While lamenting 
the \"deficiencies\" of the American \"occupation\" of Iraq 
acknowledged USG advocacy for Sunni participation and 
proposed a process for withdrawal that he claimed would 
culminate in a positive relationship between the United 
States and Iraq. He predicted 90 percent of the Sunni 
community would vote in the December 15 elections 
ballot-stuffing. End Summary. 


2. (C) Poloff met December 3 with Imad Mohamed Ali 
secretary general of the Sunni political party 


SIPDIS 

Conference for the Iraqi People. Ali said he was speaking on 
behalf of the Iragi Consensus Coalition (Tawafoq) 

leading Sunni list 

Party (IIP) and the Iraqi National Dialogue Council. Ali 
denied that Tawafoq has a religious coloration. Although 
admittedly the IIP has a religious orientation 

the Conference and Council parties are composed of secular 
liberal 

percent of the Sunni community would vote in the December 15 
elections. Tawafog expects to pick up much of this support 
although Ali said Sunni tribal leaders would draw support 
from their respective tribes (e.g. 

Shammar). He predicted the list headed by Mithal al-Alusi 
would do poorly 

many in the Sunni Arab community perceive him as holding them 
responsible for terrorism following the murder of his sons. 

Ali said Tawafoq has close ties with lyad Allawi. While 
claiming good relations with Barzani 

calculates that the Kurds will make decisions based on their 
own interests 


Election Assessment 


3. (C) Ali criticized the IECI as anti-Sunni. He also 
characterized the commission as weak 

not stop inappropriate campaign symbols (e.g. 

Sistani) and actions to deface campaign material. He 
complained that the parties were not receiving equal air time 
on television. He recommended three steps to ensure a 
successful election. First 

faced in reaching polling centers 

environments like Anbar province 
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permit maximum flexibility in voting location 

practice of dyeing a voters finger would prevent fraud. 
Second 

of observers 

during the ballot counting phase. Third 

reassurances on the integrity of the process of transporting 
ballot boxes. He said these last two steps would be designed 
to prevent ballot-stuffing. 


Prospects for New Government 


4. (C) Ali said the USG must use its influence to ensure the 
new government is \"balanced\" and \"strong.\" He claimed the 
Governing Council and Interim Government had been appointed 
on a sectarian basis 

this practice. The Sunni community 

accept a Shia Minister of Defense or a Shia Minister of 

Interior (i.e. 

protested that a policy of excluding Shia from these specific 
positions would itself be sectarian 

ministerial portfolios must not be held by anybody who acts 

in a sectarian manner. He observed that the Sunni community 
supports Allawi 

allow religion to interfere in matters of the state. 


Views of Sunni Community 


5. (C) Ali described a gulf in understanding between the 
Iraqi and American people. He said the Americans believe 
they have liberated Iraq 

suffering from an alternatively inept and brutal occupation. 
Ali claimed American forces that had reached Baghdad and 
Sunni majority provinces in spring 2003 encountered no 
resistance. The resistance developed 

became clear to the Sunni community that they were being 
excluded from the political process. For example 

few Sunni Iraqis even knew Pachachi 

long exile. (When poloff pointed out that the IIP had been a 
member of the Governing Council 

insufficient representation of the Sunni community.) Ali 
said the situation was aggravated by cultural errors made by 
uninformed soldiers and ineptitude in restoring basic 
utilities and meeting economic needs. 


6. (C) Ali accused the U.S. of \"dereliction of duty" through 
\"encouragement\" of sectarian policies and an unchecked Shia 
government leadership. He recounted a familiar litany of 
complaints 

obtain a job in a government ministry; the drop in the number 
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of seats to the National Assembly allocated to Anbar 
province; and the reports of abduction of Sunni men by 
Shia-led police who are then tortured and killed. \"Have you 
seen the photos 

drilled holes into their heads?\" He dismissed the view that 
terrorists dressed in police clothing; he argued that given 
the curfew only the police could drive around in vehicle 
convoys at night. The result 

sleep at a different house each night to avoid detention. He 
exclaimed that the maltreatment has been so bad that Sunni 
men would prefer to be detained by American forces than Iraqi 
forces. The extrajudicial practices of Shia police in Anbar 
province 


Plan for Withdrawal 


7. (C) Ali said the Sunni community recognized that the USG 
is engaged in a serious effort to promote Sunni involvement 
in the political process. He lauded the USG for ensuring 
Sunni participation in the drafting of the constitution; for 
brokering the amendment package to the constitution; and for 
reaching out to regional Sunni Arab states. He said he had 
participated in the Arab League conference in Cairo 

praised the participation of the \"neutral\" United Nations as 
well as the final statement. 


8. (C) Asked about Tawafoq\'s policy toward the issue of 
withdrawal 

In the short-term 

thousands of detainees (He claimed that V'no one even knows 
the number") and withdraw from cities. Coalition forces 
should reduce \"excesses\" in use of force; Ali claimed his 
three-year old daughter believes the sight of the American 
military means she will be killed. During this initial time 
period 

professional force; under no circumstances should militias be 
incorporated into the security forces. Ali 

himself and Tawafoq as part of the \"political resistance 
asserted that the political resistance could convince the 
\"armed resistance" to desist if they could present a 
withdrawal plan tied to a timetable. Otherwise 

armed resistance would remain active as long as coalition 
forces were in lraq 

claimed Tawafoq seeks to establish a positive bilateral 
relationship between a sovereign Iraq and the United States. 


9. (C) Ali solicited poloff\'s view of the presence of 
coalition forces. Drawing on the President's recent speech 
she noted that many of Ali\'s ideas tracked with current 


policy 
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Poloff described the considerable efforts devoted to this 
process. She urged Ali to use his influence to encourage 
Sunni men 

Explaining the United States is conscious of cultural and 
national sensitivities to a foreign military presence 

urged Ali to be realistic. Al-Qaeda terrorist elements 

are exploiting IraqVs situation for their own purpose 
overwhelm the young Iraqi democracy if left unchecked by 
coalition forces. The result would have negative 
consequences for Iraq 

States. She urged Ali to continue his dialogue with the 
embassy and to introduce us to other prominent Sunni leaders. 


Comment 


10. (C) This was Ali\'s first meeting with an American 
diplomat 

viewpoint would be conveyed 

American government. He agreed to travel to the green zone 
for the meeting 

the area because the continued American \"occupation\" of the 
palace is proof that Iraq does not control its own country. 
When asked about his profession prior to politics 

he has a degree in Islamic jurisprudence from Baghdad 
University 

said he had never worked for the government. Originally from 
Diyala 

abruptly asked poloff if she was a \"fanatical\" Christian 
characterized Iraqis as Muslims and Americans as Christians 
and Jew 

between the two countries. 
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government (read: more Sunni officials) and \"professional\" 
security forces devoid of sectarian bias. While lamenting 
the \"deficiencies\" of the American \"occupation\" of Iraq 
acknowledged USG advocacy for Sunni participation and 
proposed a process for withdrawal that he claimed would 
culminate in a positive relationship between the United 
States and Iraq. He predicted 90 percent of the Sunni 
community would vote in the December 15 elections 
ballot-stuffing. End Summary. 


2. (C) Poloff met December 3 with Imad Mohamed Ali 
secretary general of the Sunni political party 


SIPDIS 
Conference for the Iraqi People. Ali said he was speaking on 
behalf of the Iragi Consensus Coalition (Tawafoq) 
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leading Sunni list 

Party (IIP) and the Iraqi National Dialogue Council. Ali 

denied that Tawafoq has a religious coloration. Although 
admittedly the IIP has a religious orientation 

the Conference and Council parties are composed of secular 
liberal 

percent of the Sunni community would vote in the December 15 
elections. Tawafoq expects to pick up much of this support 
although Ali said Sunni tribal leaders would draw support 

from their respective tribes (e.g. 

Shammar). He predicted the list headed by Mithal al-Alusi 
would do poorly 

many in the Sunni Arab community perceive him as holding them 
responsible for terrorism following the murder of his sons. 

Ali said Tawafoq has close ties with Iyad Allawi. While 

claiming good relations with Barzani 

calculates that the Kurds will make decisions based on their 
own interests 


Election Assessment 


3. (C) Ali criticized the IECI as anti-Sunni. He also 
characterized the commission as weak 

not stop inappropriate campaign symbols (e.g. 

Sistani) and actions to deface campaign material. He 
complained that the parties were not receiving equal air time 
on television. He recommended three steps to ensure a 
successful election. First 

faced in reaching polling centers 

environments like Anbar province 

permit maximum flexibility in voting location 

practice of dyeing a voters finger would prevent fraud. 
Second 

of observers 

during the ballot counting phase. Third 

reassurances on the integrity of the process of transporting 
ballot boxes. He said these last two steps would be designed 
to prevent ballot-stuffing. 


Prospects for New Government 


4. (C) Ali said the USG must use its influence to ensure the 
new government is \"balanced\" and \"strong.\" He claimed the 
Governing Council and Interim Government had been appointed 
on a sectarian basis 

this practice. The Sunni community 

accept a Shia Minister of Defense or a Shia Minister of 

Interior (i.e. 

protested that a policy of excluding Shia from these specific 
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positions would itself be sectarian 

ministerial portfolios must not be held by anybody who acts 

in a sectarian manner. He observed that the Sunni community 
supports Allawi 

allow religion to interfere in matters of the state. 


Views of Sunni Community 


5. (C) Ali described a gulf in understanding between the 
Iraqi and American people. He said the Americans believe 
they have liberated Iraq 

suffering from an alternatively inept and brutal occupation. 
Ali claimed American forces that had reached Baghdad and 
Sunni majority provinces in spring 2003 encountered no 
resistance. The resistance developed 

became clear to the Sunni community that they were being 
excluded from the political process. For example 

few Sunni Iraqis even knew Pachachi 

long exile. (When poloff pointed out that the IIP had been a 
member of the Governing Council 

insufficient representation of the Sunni community.) Ali 
said the situation was aggravated by cultural errors made by 
uninformed soldiers and ineptitude in restoring basic 
utilities and meeting economic needs. 


6. (C) Ali accused the U.S. of \"dereliction of duty" through 
\"encouragement\" of sectarian policies and an unchecked Shia 
government leadership. He recounted a familiar litany of 
complaints 

obtain a job in a government ministry; the drop in the number 
of seats to the National Assembly allocated to Anbar 

province; and the reports of abduction of Sunni men by 
Shia-led police who are then tortured and killed. \"Have you 
seen the photos 

drilled holes into their heads?\" He dismissed the view that 
terrorists dressed in police clothing; he argued that given 

the curfew only the police could drive around in vehicle 
convoys at night. The result 

sleep at a different house each night to avoid detention. He 
exclaimed that the maltreatment has been so bad that Sunni 
men would prefer to be detained by American forces than Iraqi 
forces. The extrajudicial practices of Shia police in Anbar 
province 


Plan for Withdrawal 


7. (C) Ali said the Sunni community recognized that the USG 
is engaged in a serious effort to promote Sunni involvement 
in the political process. He lauded the USG for ensuring 
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Sunni participation in the drafting of the constitution; for 
brokering the amendment package to the constitution; and for 
reaching out to regional Sunni Arab states. He said he had 
participated in the Arab League conference in Cairo 

praised the participation of the \"neutral\" United Nations as 
well as the final statement. 


8. (C) Asked about Tawafoq\'s policy toward the issue of 
withdrawal 

In the short-term 

thousands of detainees (He claimed that \"no one even knows 
the number") and withdraw from cities. Coalition forces 
should reduce \"excesses\" in use of force; Ali claimed his 
three-year old daughter believes the sight of the American 
military means she will be killed. During this initial time 
period 

professional force; under no circumstances should militias be 
incorporated into the security forces. Ali 

himself and Tawafoq as part of the V political resistance 
asserted that the political resistance could convince the 
\"armed resistance" to desist if they could present a 
withdrawal plan tied to a timetable. Otherwise 

armed resistance would remain active as long as coalition 
forces were in Iraq 

claimed Tawafoq seeks to establish a positive bilateral 
relationship between a sovereign Iraq and the United States. 


9. (C) Ali solicited poloff\'s view of the presence of 
coalition forces. Drawing on the Presidents recent speech 
she noted that many of Ali\'s ideas tracked with current 
policy 

Poloff described the considerable efforts devoted to this 
process. She urged Ali to use his influence to encourage 
Sunni men 

Explaining the United States is conscious of cultural and 
national sensitivities to a foreign military presence 

urged Ali to be realistic. Al-Qaeda terrorist elements 

are exploiting IraqVs situation for their own purpose 
overwhelm the young Iraqi democracy if left unchecked by 
coalition forces. The result would have negative 
consequences for Iraq 

States. She urged Ali to continue his dialogue with the 
embassy and to introduce us to other prominent Sunni leaders. 


Comment 


10. (C) This was AliVs first meeting with an American 
diplomat 

viewpoint would be conveyed 

American government. He agreed to travel to the green zone 
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for the meeting 

the area because the continued American \"occupation\" of the 
palace is proof that Iraq does not control its own country. 
When asked about his profession prior to politics 

he has a degree in Islamic jurisprudence from Baghdad 
University 

said he had never worked for the government. Originally from 
Diyala 

abruptly asked poloff if she was a VfanaticalV Christian 
characterized Iraqis as Muslims and Americans as Christians 
and Jews 

dialogue between the two countries. 
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for Combating Human Trafficking from Southeast Asia to 
Taiwan.V More than 100 people from Taiwan 

Australia and Southeast Asian countries attended the 
AIT-funded conference and participated in workshops on 
distinguishing and assisting trafficked victims 

public awareness 

Following are highlights of the conference. 


AIT Welcoming Remarks 


3. AIT Deputy Director laid out U.S. concerns to conference 
participants in his welcoming remarks 

Trafficking Victims Protection Act and the Bush 
administrations continued efforts to strengthen U.S. 
anti-trafficking activities and legislation. He noted that 

the Department\'s TIP Report has been a major channel through 
which the U.S. has been able carry on useful dialogues with 
countries around the world and has been the impetus for 
serious action by the U.S. and other countries. He praised 
TaiwanVs progress and efforts in combating human trafficking 
particularly in intercepting criminal syndicates responsible 

for trafficking from Mainland China 

Vietnam. Finally 

more by instituting a comprehensive trafficking law to ensure 
greater preventive measures and victim protection 

reiterated the U.S. commitment to working with Taiwan on this 
very serious issue. 


Keynote Speech by Vice President Lu 


4. |n her keynote address 

stated that human trafficking has become an increasingly 
important problem in Taiwan 

exchanges across the Taiwan Strait and loopholes in the 
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regulation of these exchanges which human traffickers 
exploit. She cited Interior Ministry statistics reporting 

over 8 

2004. Some 5 

were involved in the sex trade. Vice President Lu called for 
greater efforts and cooperation to solve the problem of human 
trafficking in the region. 


Human Trafficking from Mainland China to Taiwan 


5. Noting that the U.S. 2005 TIP report had downgraded 
Taiwan from Tier 1 to Tier 2 

Chairman Joseph Wu acknowledged that trafficking victims in 
Taiwan do not have adequate protection. Wu 

that the 2005 TIP report failed to take into account national 
differences 

as Singapore 

countries like Canada and Australia are in Tier 1. Wu stated 
that he thinks U.S. standards for the report are too high and 
do not take into consideration the unique cross-straits 
situation. Mainland China 

with Taiwan on the human trafficking issue even though China 
has cooperated with other countries on this issue. Taiwan 
thus 

acknowledged that greater inter-agency cooperation is needed 
in Taiwan 

anti-human trafficking laws yet 

trafficking-related activities have been increased. 

Regarding the repatriation issue 

Taiwan signed the Jinmen Accords with Mainland China 

has not been accepting victims back as had been agreed. 
Taiwan 

China\'s unwillingness to cooperate or negotiate. 


Policy and Law in Countering Human Trafficking 


6. G/TIP Senior Coordinator Mark Taylor discussed the 
problems of defining trafficking in persons and the forms of 
trafficking in Asia. He stressed that the definition of 

trafficking does not depend on movement across borders since 
many victims are exploited within their own home country. 
Taylor indicated that Asia is the leading source of victims 
brought to the U.S. 

activity. He also discussed the issue of invisible coercion 

and stressed the need for laws to address these subtle forms 
of coercion. 


7. Legislative Yuan (LY) member Bikhim Hsiao spoke at length 
about her efforts to pass legislation to counter human 
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trafficking. She noted that the August 21 Thailand worker 
revolt in Kaohsiung had forced the Taiwan authorities to 

focus on foreign guest worker issues and brought about 
modifications in Taiwan\'s immigration law. While the Thai 
workers had garnered a lot of public sympathy 

victims do not garner the same reaction due to Taiwan\'s 
complicated and political relationship with the Mainland. 

Hsiao described China\'s relationship with Taiwan as \"hostile\" 
and lamented that Taiwan has no access to the Chinese legal 
system 

could facilitate repatriating victims in a more timely 

fashion. Beijing 

welcome its victims home from Taiwan. Legislator Hsiao also 
mentioned TaiwanVs isolation from the greater international 
community 

UN Protocol on Human Trafficking. She expressed appreciation 
to the U.S. for passing relevant information gathered at 
international conferences to Taiwan and stressed that the 
present conference was very important since it was being held 
in Taiwan. 


8. Regarding legislation 

terms of the \"3 Ps\" ( prosecution 

prevention) 

Taiwan since it already has heavy penalties for sex crimes 
against minors and servitude. She noted that she is 
currently working on protection and has proposed an amendment 
to Taiwan\'s Immigration Law. Prevention 

a major challenge for Taiwan since it involves an 
international cooperation and the majority of victims come 
from the PRC. She noted that due to Taiwan\'s Special Laws 
victims from Mainland China encounter special \"citizenship\" 
problems 

between a citizen and a foreigner. Hsiao said that although 
there are 3 proposals currently under discussion on this 

topic 

anti-human trafficking bill should incorporate. Due to LY 
\"inefficiency and gridlock\" 

anti-trafficking bill would be difficult to get passed. 

Hsiao told the conference that she feels \"alone\" in the LY 
where human trafficking is not a top priority. Noting that 
usually she does not appreciate \"foreign pressure\" on Taiwan 
Hsiao said in the area of human trafficking it is helpful 

and emphasized her pride that Taiwan has been responsive. 


Identification of Probable Human Trafficking Victims 


9. Explaining that most trafficking victims in Taiwan come 
from the PRC 
Director-General Hsieh Ing-dan outlined areas where Taiwan 
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needs to improve 

relations with NGOs 

victims 

neighbors 

recreational facilities 

between victims and culprits. Hsieh indicated that Taiwan 
has been strict regarding immigration laws but will focus on 
the investigation phase of human trafficking cases and try to 
obtain clearer details of the chain of events. 


Comment 

10. Conference participants agreed that human trafficking is 
a global issue requiring NGO and local government cooperation 
within Taiwan and within the Southeast Asia region. Taiwan 
appears to be working to come to grips with its human 
trafficking problem as both a source country and a receiving 
country 

authorities admitted that Taiwan is in need of concrete 
anti-trafficking legislation. Local authorities and NGOs 

both agreed that they should cooperate more closely 
particular on identifying victims. Local and international 
NGO attendees 

issues 

focus on short-term actions that will help address this 
growing problem 

Anti-Human Trafficking Committee 

enforcing existing laws. 
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front page December 5 that read: \"Bian\'s Approval Rating 
Drops to a New Low of 21.\" The sub-headline added: \"[DPP\'s] 
Defeat Is Mainly Due to Its Poor Administrative Performance 
and Party Image Tarnished by the Kaohsiung Mass Rapid 
Transit Corp. Scandals. 56 Percent [of the Respondents] 
Believe Chen Shui-bian Should Be the Key Person Held 
Responsible [for DPPYs Setback].\" The centrist \"China 
Times\" also carried a poll survey on its page two December 5 
edition that said: \"45 Percent [of Those Polled] Believe 

Chen Should Be Held Responsible for the DPP\'s Defeat.\" 


Most papers carried the State Departments statement 
Saturday that the \"3-in-1\" elections reflected TaiwanVs 
democratic strength and vitality. The centrist China 

Times\" also carried a news story December 5 saying that due 
to the KMT\'s landslide victory and KMT Chairman Ma Ying- 
jeou\'s soaring popularity 

visit the United States after the 3-in-1 elections. 


2. Almost all newspapers editorialized on the 3-in-1 
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election results and the future prospects for President Chen 
Shui-bian and KMT Chairman Ma Ying-jeou. Editorials of the 
pro-independence VLiberty Times 

language) and \"Taiwan News" (English-language) all agreed 
that the DPP\'s setback is a stern warning to the ruling 

party. An editorial in the mass-circulation V'Apple Daily" 
analyzed the election results and said they will have a 
profound impact on President Chen Shui-bian and the DPP. A 
\"China Times" editorial said the voters have used their 
votes to send a clear message to both the ruling and 
opposition parties 

ruling party forever. A commentary in the limited- 

circulation 

\"China Post" said President Chen has himself defeated the 
DPP and that he will not change his policy lines during the 
remaining two years. A commentary in the limited- 
circulation 

Times\" urged the Chen Shui-bian administration to reinforce 
its ties with the United States. End summary. 


1. TaiwanVs 3-in-1 Elections 
A) V'Can the Blow of Saturday's Elections Wake up the DPP?\" 


The pro-independence VLiberty Times" [circulation: 600 
commented in an editorial (12/4): 


\"The 3-in-1 local elections were over Saturday 

winning 14 mayoral and magistrate posts 

slots collected by the DPP. DPP Chairman Su Tseng-chang 
offered to resign to take responsibility for the DPP\'s 

defeat. The DPP\'s setback in Saturday\'s elections was not 
merely a problem of the party\'s mobilization 

campaign strategies. Rather 

lost faith in the DPP government 

for the DPP people. . 


\"The DPP\'s defeat in Saturday\'s elections demonstrated that 
TaiwanVs voters are capable of reflection 

endorse a government that has violated its [pledge of 
adopting] a route to Taiwan nativism. If the DPP fails to 
carry out its commitment to reform 

corruption 

catcalls. The voters have cast a vote of no confidence in 

the DPP government now. What is left to see is whether the 
DPP is a party capable of self-examination and can regain 
the mainstream public\'s confidence in its power to safeguard 
Taiwan.\" 


B) \"The DPP Receives a Stern Warning\" 
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The pro-independence 
[circulation: 30 


V. Commentators have argued that the outcome of these 
elections would be a good indication of the strength of [KMT 
Chairman] Ma\'s leadership. And now that the KMT has 
performed very well 

rifts and turmoil that were generated by the KMT 
chairmanship race may subside for the moment. 


\"It seems that the era of Ma Ying-jeou has officially 

started. The DPP had better start preparing itself for some 
tough challenges ahead. Finding out where it has gone wrong 
in recent years is the first step to meeting those 

challenges." 


C) \"All Sides Must Heed VotersY Message" 


The pro-independence 
[circulation: 20 


Y. This result [of Saturday's elections] undoubtedly 

inflicted a grave setback to President Shui-bian and the DPP 
by demonstrating a severe lack of . trust on the part of the 
majority of the public in the DPP government. KMT Chairman 
Ma Ying-jeou emerged as the sole major winner in the 
campaign. Through this triumph 

consolidated his new leadership within the pan-blue camp and 
has also become the most popular political heavyweight in 
Taiwan politics. These facts are clearly favorable to his 
expected bid for the presidency in March 2008. . 


VIn sum 

eagerness for a cleaner government 

stability 

efficient governance 

political institutions. By taking the theme of strength and 
unity 

anti-corruption 

improving the welfare of the people 

may be able to win back support from the rank and file. V" 


D) \"Ma Gets Stronger; Bian Got Deflated; and Voters Are the 
Winners" 


An editorial in the mass-circulation V'Apple Daily" 
[circulation: 550 


\"The KMT landslide victory: Ma [Ying-jeou] gets stronger; 
[Chen Shui-]Bian gets deflated; and it\'s over for [James] 
Soong.. 
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V'The results of Saturdays elections have profound 
consequences. Chen Shui-bian has become a lame duck both 
within and outside the DPP; neither Washington nor Beijing 
pay any attention to him 

president is elected in Taiwan in 2008. The pan-Blue 
legislators morale was highly boosted; they now think they 
have a strong reason to block [some of] the bills and will 
definitely act tougher. Taiwan is doomed to waste its time 
in internal struggles for the next two years. In comparison 
to the unprecedented solidarity of the pan-Blue alliance 
surrounding Ma Ying-jeou 

struggles or will even split. Chen Shui-bian\'s prestige and 
authority will be jeopardized and 

coordinate [among the various DPP factions] 

likely suffer a severe defeat in the presidential election 
slated for 2008. .\" 


E) VTaiwan People Give Their Answer Using Their Votes!" 


The centrist 
400 


\"The Central Election Commission announced the final results 
of the [3-in-1] elections Saturday. The announcement is 

akin to a formal declaration that the 3-in-1 elections have 
again redrawn the political map of Taiwan. The KMT has 
successfully crossed [and expanded its power to over] the 
Cho Shui River [that runs across central Taiwan] 

DPP lost several of its traditional strongholds and 

retreated to the six cities and counties in southern Taiwan. 
Taiwan voters have used their votes to send a clear message 
to both the ruling and opposition parties: no party can be 

the ruling party forever!.\" 


F) VPresident Chen Defeats His DPP\" 


Joe Hung said in the conservative 
language \"China Post" [circulation: 30 


VPresident Chen Shui-bian 

party rule of the Kuomintang in Taiwan in 2000 

own Democratic Progressive Party (DPP) in what is known as 
the three-in-oneV election of local governments on 

Saturday. The opposition Kuomintang won big 

landslide victory was a vote of no confidence handed to the 
president by the voters 

an incomparable leader but now feel they have been cheated. 


V'The most urgent task facing the defeated president is to 
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safeguard the stability of his government in the face of a 
triumphant opposition.. No matter how the administration is 
reshuffled 

will not change his policy lines. The impasse between the 
two sides of the Taiwan Strait will remain 

get worse - Chen vowed in the last days of the campaign to 
make it worse 

in May 2008. Nothing will be done to improve relations with 
China 

increasingly heavily for trade and growth. .\" 


2. U.S.-Taiwan Relations 
\"U.S.-Taiwan Relations Need to Be Reinforced\" 


Liu Kuan-teh 
the pro-independence 
[circulation: 30 


VWhile domestic attention has again been focused on local 
politics and elections rather than international affairs 

closer look at the recent triangular goings on between 
Washington 

President Chen Shui-bian\'s administration to reinforce its 
ties with the US. . 


\"There is no doubt that the US and Taiwan share the 

universal values of democracy 

But when it comes to the question of how to strike a balance 
between the growth of TaiwanYs democratic consciousness and 
Washington's attempts to build a “candid 

cooperativeY partnership with China 

national interests of the US prevail. Even the ‘alliance of 
values\' between Washington and Taipei can sometimes become 
distorted.. Therefore 

presents a window of opportunity for the government to 
consolidate a sustainable partnership with the US. 


V'The lack of intimate interaction between Bush and his 
Chinese counterpart 

of Beijing\'s perception of the Bush administration. While 
intentionally refusing to engage in talks with Chen 

Beijing\'s leaders have also shown less willingness to 
cooperate with Washington. One should not overlook the 
possible change of Chinese mindset as Beijing probably has 
its eyes on the next change of leadership in both Taiwan and 
the US. Until 2008 

US may become a central principle of BeijingVs policy.. 


\"Under such a geopolitical landscape 
administration should really contemplate the degree to which 
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Washington can keep a balance between safeguarding its own 
national interests and dealing with an undemocratic China 
while keeping a fully-fledged democratic Taiwan safe from 
China\'s military expansion.\" 
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system of titles and land tenure. While the public 
technically owns all except freehold land 

headmen and chiefs control the land in their areas. They 
award use of the lands according to custom and whim. The 
system is not backed by any formal registry 

rights are a continuing problem 

and divorced women and their families. The chiefsV 
control over land is their main source of income and 
authority 

informal nature prevents consolidation through sale 
financial leveraging (borrowing against the land for 
improvements) 

small size of individual holdings). 


5. Malawi has operated without a comprehensive land 
policy since independence. A land reform process started 
with a presidential Commission in 1996 

government drafted and approved a national land policy 
(NLP) in January 2002. The NLP\'s goal is to provide a 
framework for land administration that will ensure tenure 
security and equitable access to land. Shortly after 
approving the NLP 
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program 
reform program has depended on the fleeting availability 
of outside funding. The initial efforts over the past 

three years have focused on a few thematic areas: public 
awareness; land access 

customary land reform; capacity building; and land law 
reform. 


6. The public awareness strategy seeks to create 
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grassroots awareness about the National Land Policy and 
its implications for people\'s livelihoods. Completed work 
includes stakeholder meetings with civil society 

traditional authorities 

are production of marketing materials 

at district and regional levels 

participatory drama and radio listening clubs. In the 
absence of further DFID financing 

to complete this work. 


7. The goal under this theme is to decentralize land 
administration and facilitate land acquisition among the 
landless and land-poor in Mulanje 

Machinga Districts (i.e. 

southern estates). Funded mainly by the World Bank 
strategy seeks to set up a "willing buyer/willing seller" 
market to buy idle estate lands 

local point of presence for land administration 
authorities. Ultimately 

access to land for about 15 

districts. At this writing 

have taken place 

land buys are awaiting successful resettlement of the 
first groups. 


8. This project is to regularize customary land tenure 
improve access and encourage sustainable use. The African 
Development Bank has provided funding for the projects 
preparatory activities. 


9. Customary land rights are closely connected to ethnic 
identity and to traditional authorities. Access to land 

is reached through kinship in a genealogical map 
families and individuals being allocated exclusive fee 
simple usufruct in perpetuity subject only to effective 
utilization. However 

technically the publicVs 

traditional authorities. The NLP proposes to consolidate 
customary land rights so that individuals have a private 
legal right to the land under their cultivation. 


Capacity Building 
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10. The capacity building strategy is one of the most 
important components of the reform program. This activity 
seeks to strengthen institutional capacity for 
implementating the program. This activity will establish 

a Technical Land Services Secretariat (TLSS) 

various cadres of land administration staff 

measurement and evaluation system 

computerised financial management system. Project 
implementation has started with training 14 surveyors and 
60 certified land administrators. 


11. Land administration and management are governed by 
several key statutes developed before and soon after 
independence (1964). These laws are now badly out of 
date 

institutional structures to suit current constitutional 
requirements and democratic principles. The strategy is 
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to review the existing land legislation and formulate a 

new legislative framework that aligns with the 

Constitution and with international law. A Special Law 
Commission on Land Law Reform has prepared a draft land 
law report and begun regional consultations. The 
commission plans to complete consultations and submit a 
final draft to Parliament in February or March 2006. 


12. Neither the past nor the current administration has 
been enthusiastic about pushing the land reform agenda 
and the government has inched forward only when an 
outside donor has provided funding. Technocrats within 
the government 

ministry 

reform 

Soto to us. Given the limited resources they have to 
work with 

a good 

though 
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13. The NLP proposes to consolidate customary land rights 
to give individuals a private legal right to the land 

under their cultivation. Local chiefs continue to resist 

this move 

and they are jealous of prerogatives that will 

necessarily dwindle in the face of progress. Because 
traditional authorities are the base-level power brokers 

in Malawi 

force the issue. A powerful president with strong 
parliamentary support would have a hard time selling land 
reform in Malawi; the current president 

struggling against a hostile parliamentary opposition 
unlikely to make a serious effort. Up to now 

shown no signs of wanting to. 
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verbal assurances of compliance while ignoring requests and 
delaying action. As we approach the next ILO Governing Board 
meeting in March 2006 and the June 2006 ILC meeting 

monitor whether the GOB\'s professed interest in cooperating 
on forced labor issues is anything more than an empty 
promise. End comment. 
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groups" such as women and children 

hearings 

included. Another new provision limits legal documentation 
to only the defendant and plaintiff 

lawyers. Additionally 

the accused to show innocence 

accused of drug and human trafficking. 


New Provisions Applied to Trial of Maoist Leaders 


2. (U) As the TADO is an ordinance 

6 months. Changes made in the mid-September renewal of the 
ordinance came to light on December 1 

applied the new provisions for the first time in the cases of 

two Maoist leaders on trial. Matrika Prasad Yadav and Suresh 
Ale Magar appeared before the Patan Appellate Court on 
charges of \"supplying and possessing explosives. Surensra 
Mahato 

have copies of legal documents of my clients." Earlier in 

the month the government began trying the same two 
individuals under TADO for the January 26 

former Inspector General of Police 
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This murder case is ongoing. 


Mixed Reaction 


3. (C) Human rights activists accepted the need for in-camera 
hearings and were not troubled by shifting the burden of 
proof to the defendants in terrorism cases. Kedar Prasad 
Poudel 

Commission and a lawyer 

international practice for in-camera hearings and for the 
burden of proof to rest with the accused in cases of 

terrorism as long as the government presented specific 
evidence. As in trafficking cases where the burden of proof 
was on the person accused of trafficking 

provision in the TADO must be specific and limited. Sambhu 
Thapa 

the government must provide V'real evidence\" against the 
accused. For example 

why the socket bombs the police found in the accused\'s 
custody were not meant for terrorist uses. 


4. (C) Civil society took a dim view of the new provision 
denying attorney\'s access to legal documents. Human rights 
lawyer Bhimarjun Acharya said the denial of legal documents 
to lawyers of the accused was not in tune with the 
International Covenant of Civil and Political Rights (ICCPR) 
that Vstresses fair trial 

amendment. Thapa noted that it was \"totally absurd and 
foolish on the part of the government 

evidence and documents to the defense lawyer. 


Comment 


5. (C) We have long been discussing with His Majesty\'s 
Government of Nepal the need to incorporate provisions that 
would allow the government to prosecute Maoists rather than 
detaining them for years on end. TADO\'s new provision for 
in-camera hearings should increase government prosecutions of 
suspected Maoists as security concerns 

witnesses 

hearing cases of terrorism suspects held in long-term 
custody. However 

access to documents makes any trial a mockery of justice. 
Given the governmentVs poor record of human rights 

of transparency and the lack of legal representation together 
weaken the rule of law. 
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is not a threat to regional security 

that Burma is developing a nuclear program 
recent discussions at the UNSC. 


3. (C) COMMENT: Foreign journalists rarely receive visas 
this briefing 

the capital last month 

diplomacy effort by the very closed regime. The media 
briefing went over familiar ground about the NC 

two important questions: how long the constitutional process 
in Burma would drag on (at least another year) and the status 
of ASSK. The GOB no longer claims that ASSK is held in 
Vprotective custody 

her under house arrest. The recent UNSC debate and increased 
international criticism of Burma has struck a nerve 
compelling the regime to provide some explanation of its 
increasingly irrational behavior. End Comment. 
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multiparty democracy is what Nepal needs and what the 
Nepalese people yearn for. As peace and security in the 
country has improved 

and general elections." While he did not directly comment on 
the Party-Maoist 12 point understanding which was announced 
in his absence 

of affairs is a matter of joy to all those who believe in 
democracy and any contribution towards strengthening this 
situation which will restore sustainable peace and enable 
elected representatives to govern is praiseworthy.\" The King 
suggested that free and fair elections could only be realized 

if violence was renounced and efforts were made to win V'the 
hearts and minds!" of the people by focusing on \"patriotism.\" 
The King also thanked his son for V'discharging duties on our 
behalf during our absence.\" Embassy interlocutors viewed the 
King\'s silence on the Maoist-Party understanding as positive. 


Paras Questions Security Lapse 


3. (U) December 4 newspapers headlined Crown Prince Paras\' 
visit to police headquarters on Saturday to investigate 

throwing of stones at his motorcade as he traveled to the 
airport to meet his parents on December 2 (reftel). Paras 
summoned all four security agency chiefs for a meeting on 
December 3. The security agencies formed a panel to 
investigate the incident 

suspended three police officials 

Kathmandu District police 

stone throwing incident to occur. 
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Youths Detained for Stone Throwing 


4. (U) Amid allegations of police abuse 

thirteen of the eighteen individuals detained following the 
stone throwing at the royal motorcade and charged the 
remaining five under the Public Offense Act (POA) (reftel). 
Under the POA 

for further investigation before presenting them to the Chief 
District Officer. Students told media they had been walking 
home from classes and had sought refuge inside a bakery to 
wait for the stone throwing to end. Shanker Thing 

old waiter 

put them in a van. They took me as well 

ones who had pelted stones at the royal motorcade.\" One of 
four boys who identified themselves as students 

Bhatta 

and asked us which party and union we belonged to.\" He said 
the police did not give detainees food for over 24 hours. 
Sainla Lama 

that police denied parents and relatives access to detainees. 
Ram Hari Neupane 

in custody and after learning he worked for Himal Media 

him 

country would soon close down.\" Tenth grader Surya Prakash 
Bhatt 

personnel threatened to beat detainees 

were V'insignificant and \"it wouldn\'t matter even if you 
died." Human rights representatives 

Nations Office of High Commissioner for Refugees and the 
National Human Rights Commission (NHRC) 

prisoners on December 4. CPM-UML General Secretary M.K. 
Nepal spoke at the police station on December 4 

detainees were held without arrest warrants and tortured. He 
noted that the violence occurred \"after a sponsored group 
provoked peaceful demonstrators.\" 


Attack on UML Party Headquarters Averted... 


5. (U) Following the stone throwing incident at the motorcade 
and the confrontation of a pro-palace group with UML 
demonstrators departing the December 2 rally in Kathmandu 
(reftel) 

security to UML Party Headquarters on December 3 

hearing about possible attacks by pro-Palace group. The 
group chanted slogans against political parties and announced 
an attack on the UML office at around 1700 local time on 
December 3. Police diverted the group 

peacefully at 2030 local time. On December 4 

Standing Committee demanded a probe and immediate action 
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against Vthe hooligans.\" The Committee also expressed 
appreciation for the immediate steps taken by security 
personnel to prevent an attack. 


...Student Protests Follow 


6. (U) To protest the December 3 attempted attack on the UML 
headquarters 

Campus in Kathmandu (near Thamel tourist area) staged a 
traffic strike in front of the colleges on December 4. Media 
reported that police used about 10 rounds of teargas to break 
up the protest after the All Nepal National Free StudentVs 
Union 

of the college for three hours. Students and civil society 
members in Pokhara staged a peaceful rally on December 4 to 
protest the attempted attack on the UML headquarters. The 
Nepal Students Union 

Party (NC) 

December 4 saying in part V'the regime is digging its grave by 
pushing forward hired gangsters in the name of blind 
nationalists.\" 


Peaceful NC Rally in Biratnagar Calls for Peace 


7. (U) Media reported that the previously scheduled NC mass 
meeting in Biratnagar 

December 3 was peaceful. However 

that security personnel blocked more than 60 buses carrying 
NC supporters from Jhapa and Saptari Districts from 
participating in the rallies. Commenting on the cease-fire 

at the rally 

extended their unilateral cease-fire for a month keeping in 
view the request of the seven-party alliance." He said it 
was V'very strange that the King is hesitating to take 
concrete steps to restore peace at a time when every sector 
every individual 


Comment 

8. (C) While the King\'s December 2 statement was positive 
largely for what it did not contain -- a condemnation of the 
Party-Maoist alliance -- the King still must do more to seize 
the initiative. Until he does so 

party leaders will becoming more and more strident. Parties 
are able to mobilize people across the country 

noticeable that they are not publicizing the number of 
participants 

expectations. Fifteen thousand people in Kathmandu out of 
2.5 million people show that the general public is still wary 
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of supporting the Parties. 


Full Text of King's December 2 Statement 


9. (U) The full text of His Majesty\'s message to the nation 
upon his return after three weeks absence on December 2 
follows: 


Begin text. 


Beloved countrymen 

We are happy to return home today after participating in the 
Thirteenth Summit of the South Asian Association for Regional 
Cooperation (SAARC) held in Dhaka 

Republic of Bangladesh and the World Summit on the 
Information Society in Tunis 

Tunisia. During our sojourn abroad 

visits to some countries of the African continent. 


The SAARC Summit provided us an opportunity to reiterate 
Nepal\'s commitment to the SAARC process and voice our views 
on matters of common interest for our region. At a time when 
the region is faced with common challenges like 
non-interference in others internal affairs 

standard on terrorism 

stability 

eradicating poverty and addressing the root causes of 
underdevelopment 

Declaration 

peoples in the region 

cooperation amongst the nations of our region to ensure 
qualitative improvement in the living standards of our 
citizens in a secure environment. 


The Summit also afforded us an occasion to interact with 

other leaders of the countries of the region on matters of 
regional and mutual interests 

contribute to the further consolidation of the cordial ties 

existing between Nepal and these countries in the coming days. 


Our participation in the World Summit on the Information 
Society has 

divide between developing countries and the developed world 
focusing on the opportunity and challenges faced by the 
global community in translating into reality an inclusive 
information society 

technology for the progress of all. 


In Bujumbura 
to meet all ranks of the contingent of the Royal Nepalese 
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Army serving in the peace-keeping mission at the call of the 
United Nations 

the Royal Nepalese Army 

peace-keeping along with reconstruction and rehabilitation in 
Burundi as well as other parts of the world 

its contributions. At the same time 

with the sincerity and commitment of our dutiful patriotic 
soldiers. 


In the course of our visit 

the Republic of South Africa 

of Egypt 

views with the leaders. We believe our visits there will open 
new avenues in enhancing relations between Nepal and these 
countries. 


Restoration of a lasting peace and a meaningful exercise in 
multiparty democracy is what Nepal needs and what the 
Nepalese people yearn for. As peace and security in the 
country has improved 

and general elections. Such a state of affairs is a matter of 
joy to all those who believe in democracy and any 
contribution towards strengthening this situation which will 
restore sustainable peace and enable the elected 
representatives to govern is praiseworthy. The nations 
determination in conducting free and fair elections 

the very soul of democracy 

is renounced and efforts are made to win the hearts and minds 
of the people rather than running from pillar to post. It is 
obvious that a consensus can be achieved only if the national 
psyche of the Nepalese people 

independent throughout history 

focal point. 


We thank Chairman of the Council of Royal Representatives our 
son His Royal Highness Crown Prince Paras Bir Bikram Shah Dev 
and other members for discharging duties on our behalf during 
our absence. Finally 

countrymen for their sense of responsibility and discipline 

in the overall interest of the motherland. 


May Lord Pashupatinath bless us all! 
Jaya Nepal! 


End text. 
MILLARD 
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and preferred instead to file as a Macedonian 

nationality. He signed the following statement (grammar not 
changed): V'Since October 1999 we have discussed with my 
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lawyer Mr. Peter Ashman do | have a good reason to stay 
legally in U.S. He told me there is an easy way to stay in 

U.S. if | want to declare that | am a gypsy from Bulgaria." 

In addition to his own statement that he is not Roma 
Dimitranov\'s appearance and speech would lead any even semi- 
informed observer to that conclusion. Yet he very well 

might have obtained asylum had he followed his lawyer\'s 
advice. There are no doubt increasing numbers of Bulgarians 
here and (illegally) stateside who have come to learn the 
VRoma card" can make a winning hand for a green card 
know there are unscrupulous attorneys encouraging them to 
play it. 


4. Milka Pavlevska applied for her Visa 92 status here in 
November 

Slavtcho Tsvetanov Pavlevski (DPOB 27 JAN 1949 

No. A95 306 523). Pavlevski had been granted political 
asylum based on his supposedly well-grounded fear of 
persecution as an ethnic Roma in Bulgaria. On his asylum 
application Form 1-589 he stated: \"I and all my family are 
ethnic Roma from the Kardarashi group. | am a member of the 
Roma organization United Roma. My son is still an active 
member of the same organization." His statement contains a 
long and heartrending history of arrests and abuse. In the 
course of the follow-to-join interview 

Pavlevska categorically denied that she is Roma. We got in 
touch with PavlevskiVs son following the interview with Mrs. 
Pavlevska 

petitioner\'s asylum claim. Unsurprisingly 

discrepancies popped up which revealed the petitioner\'s 
patent phoniness. PavlevskiVs son claimed that he and his 
father were members of Euroroma -- a different Roma 
political party than the one shown on the asylum 
application. However 

this organization. He stated that he is not Roma 

speak the Roma language 

school or at his job. He told the officer that criminals 

had once tried to get his family to pay protection money 

but this all-too-common petty extortion had nothing to do 
with politics or ethnicity. 


5. Bulgarians of Roma descent are usually readily 
identified by their dark complexion and specific accent. 
However 
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speak the Roma language and has no knowledge of Roma culture 
or customs applies for Visa 92 status insisting she and 
members of her family have been persecuted because of their 
Roma ethnicity 

skeptical. Such was the case when Sofia Dimitrova Morfova 
and her two children were interviewed in connection with 

their Visa 92 application. Her husband Delyan Vladislavov 
Morfov (DPOB 05 OCT 1974 

been one of the \"Romas\" granted political asylum in the U.S. 
Mrs. Morfova signed a sworn statement utterly refuting the 
asylum claims of her husband. 


6. Morfov had sought political asylum based on race 

political opinion 

Anti-Torture Convention. He stated that he was a member of 
a Roma Organization which advocates for equal treatment of 
Romas in Bulgaria. His wife 

a little surprisingly 

-- that she is not aware of her husband's political 

leanings 

and never bore any visible signs of physical abuse. Morfov 
had written on his asylum application: WMy family and | have 
been persecuted on account of our Roma ethnicity by 
Bulgarian police 

Organizations. Throughout my life 

been the victims of persecution at the hands of members of 
Bulgarian society." His wife 

husband\'s \"mother 

beaten up or arrested by the police and they have never been 
maltreated or persecuted by other persons or by skinhead 
groups. Neither | nor our children have ever been beaten 

up 

beaten up or persecuted by other persons or organizations. V" 


7. As proof of persecution 

certificate issued on October 18 

departed Bulgaria to the United States. The medical 
certificate says he had been severely beaten in a 
discotheque 

head. His wife had no recollection of this alleged 
harrowing incident. We checked with the director of the 
hospital which supposealy issued the medical certificate 
and he told us there was no record of Morfov ever having 
been treated there. The ID number of the certificate Morfov 
presented is in fact associated with the record of a 
different patient. 


8. Morfov\'s lack of credibility is aptly demonstrated by a 
quick review of his several previous NIV applications (all 
refusals). He declared in these 

both the manager of a company \"Morfi 3\" in the city of 
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Burgas and the Marketing Manager of Cafe Club Havana 

in Burgas. In his asylum declarations he also claimed he 
was the Cafe Club Havana Manager/Owner and that between 9/94 
and 1/02 he worked in construction or as a janitor. His 

wife stated that since the date of their marriage (11/21/98) 
until his departure to the U.S. her husband worked as a 
bartender at the Club Havana Caf 

a company registered in his name nor was he the owner of a 
company. In the course of one NIV interview (on 12/29/02) 
Morfov had tried to convince the consular officer that he 

was going to the U.S. to participate in a chess tournament. 
His wife revealed that he is not a chess player and has 
never participated in any chess tournaments. 


9. Morfov swore on his 1-589 that he resided in the Roma 
ghetto of the village of Rosen. A check by post\'s Fraud 
Prevention Unit with the local authorities confirmed our 
suspicion that Morfov had in fact never lived in that 
village 

the Roma language 

Roma. While it is possible that Mr. Morfov is acquainted 
with several stock Roma phrases 

Roma would almost certainly demonstrate that he does not 
actually know the language. His parents are supposedly 
Roma 

that the father does not speak or understand Roma. 


10. Petya Vasileva Kaneva 

Bulgarira 

asylum on the basis of her claim to be a gypsy of the 
\"Pomak\" persuasion (Bulgarian Muslim). She alleged that she 
was discriminated against and humiliated by Bulgarian 
society. In her written statement for her asylum case 

said that her father had belonged to a minority of Muslim 
Bulgarian gypsies and had died before she was born. She 
explained that she grew up with her mother's family 

Muslim Roma 

child\'s father 

to move to a different town because of the constant 
discrimination and ostracizing in her mother's village. She 
said she was raped and beaten by four policemen in her new 
village and hospitalized for days as a result. 


11. Baneva\'s mother accompanied her grandson to his V-92 
follow-to-join interview. We asked her very simple 

questions in order to verify the credibility of her 

daughter\'s statements. The discrepancies between the two 
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stories turned out to be -- familiarly -- enormous. 

Baneva\'s mother said her daughter left her home village of 
Konare with the rest of the family at the age of 13 and has 
not lived there since. Baneva\'s mother was married in 1965 
and together with her husband she raised their two children. 
Her husband died in 1999. The family is Bulgarian and all 
their relatives are ethnically Bulgarian and Christians. 
According to Baneva\'s mother 

until 1992 when she got married. She was married for 6 
years 

arrests 

in Bulgaria 

reason. 


12. Conclusion: The cases described above provide more 
evidence of the increasingly strong and significant trend of 
false asylum claims by Bulgarians in the U.S. The 

Bulgarians misrepresent themselves as members of the Roma 
community 

maltreatment. They posit facts and present documents which 
we might quickly be able to prove false if we were notified 
while the asylum applications were still pending. Continued 
close cooperation between USCIS and Post in investigating 
pending cases could be expected not only to prevent granting 
asylum to phony claimants 

fraud trend and weaken the widespread impression that any 
Bulgarian seeking a surefire scheme for U.S. permanent 
residency need look no further than \"the Roma con.\" 


Beyrle 
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only needs the upper houseVs approval and President\'s signature 
to become law. Under the amendments 

demonstrations 

to foreign nations and international organizations to V'act to 
the detriment of Belarus 

about Belarus would be criminal offenses warranting two to 
three years in prison. Chief of the BKGB Stepan Sukhorenko 
commented to reporters that the new amendments would help 
prevent the opposition from using street demonstrations to 
interfere with the 2006 presidential election. When asked by a 
reporter what constitutes \"discrediting\" Belarus 

of the Presidential Administration and trained lawyer Natalia 
Petkevych explained 

streets of our city 

we beat people morning 

Belarus 
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3. Kurapaty Memorial Site Vandalized 


During the week of November 27 

monuments at Kurapaty 

the tens of thousands of Belarusians executed by Stalin\'s NKVD in 
the 1930s. The top of the memorial bench former President Bill 
Clinton presented to Belarus on behalf of the U.S. was knocked 
over. The vandals also carved a swastika into the face of an icon 
on a cross near the entrance. Approximately twelve out of the 
hundreds of crosses at Kurapaty were damaged. Historian and 
researcher Igor Kuznetsov told poloff that a memorial plaque 
disappeared and a number of photographs of victims were destroyed. 
The police denied vandalism had occurred 

Clinton bench was overturned. According to on-line independent 
news source Interfax 

conditions [note: the bench is thick granite]. By the following 
morning 

the top of the bench. 


4. Student Expelled for Traveling Abroad 


On November 24 

straight \"A\" student Tatiana Khoma after returning from a 
National Union of Students in Europe (ESIB) meeting in France. 
School officials reported that she was expelled for her three- 
day school absence without permission 

internal regulations 

the \"difficult\" internal political situation and France\'s state 

of emergency. Teachers and students suspect Khoma was expelled 
for participating in and being elected to the Executive 
Committee of the ESIB 

committed to defending students\' rights and interests. 


5. Employee Issuing New Life Church Document Fired 


On November 30 

who issued the new technical passport to the New Life Church. 
The new passport allowed their cow barn\" to be classified as a 
religious building of worship. The authorities fired the 

employee for issuing the passport illegally. The passport was 
subsequently annulled. Without it 

not be able to register their cow barn" as their legal 

address. 


6. Minsk Kiosks Drop Independent Newspaper Salidarnasts 


On November 30 

Minskgorsouyuzpechat canceled its 2006 distribution contract 

with the independent weekly Salidarnasts. The editor received 
no explanation for the annulment. On December 1 

branch of the state subscription monopoly Belpochta canceled 
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its distribution contract with the independent newspaper 
\"Gazeta Slonimskaya.\" [Note: These are the latest examples of 
the state monopoliesV trend to drop independent media from 
subscription lists and newsstands.] 


7. Youths Threatened with Expulsion for Supporting Opposition 


On November 27 
group members who participated in the opposition-led November 
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16 \"Day of Solidarity.\" The demonstration occurs on the 16th of 
every month and is dedicated to those persecuted by the GOB. 
The youth leaders called the threats attempts to intimidate and 
discourage students from political participation. 


8. No Criminal Investigation into Journalists Death 


On November 28 

not to launch an investigation into the death of free-lance 
Narodnaya Volya journalist Vasily Grodnikov 

crime evidence at the scene. Grodnikov died from a head injury 
caused by a blunt object on October 18. 


9. Slander Case Against Human Rights Lawyer Dropped 


The Minsk City Prosecutor\'s Office on November 16 dropped its 
slander case against human rights lawyer for the Belarusian 
Helsinki Committee (BHC) Garry Poganyailo. In May 

Ministry of Justice brought charges against the lawyer for 
allegedly slandering Lukashenko while giving an interview on 
SwedenVs TV 4 channel in 2004. In the interview 

accused Lukashenko and various top GOB officials of being 
involved in the disappearances of several opposition figures. 
The court 

slandered no one. 


10. BHC Cannot Spend Foreign Aid 


The Presidential Administration property management department 
on November 25 rejected the BHC\'s offer to settle its dispute 
over foreign financial aid out of court. The department 

rejected BHOVs registration of USD 1 

International Helsinki Federation for Human Rights to pay for 
BHC\'s rent and telephone bills. BHC\'s appeal will be held on 
December 7. 


11. Belarus Closes 36 NGO\'s for Major Violations 
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On December 2 

NGOVs in the first nine months of 2005 for violations of 
Belarusian law or their own statutes. Ten of the 36 NGOs were 
national or international organizations. None of the appeals 
against the liquidations have been decided. 


12. New Charges for Gomel Activist 


On November 26 

activist Maria Bogdanovich\'s apartment after allegedly 
receiving a tip that she was harboring illegal Vietnamese 
immigrants. On November 27 

officers arrived at Bogdanovich\'s apartment and accused her of 
distributing leaflets about her November 21 trial (at which she 
was fined USD 95 for distributing fliers without the printer\'s 
name and address). The officers seized 1 

leaflets from her residence 

detained the day before for distributing identical leaflets. 

Her hearing is scheduled for December 7. 


13. Czechs Detained 


On November 28 

to enter radioactive zones to former deputy environment 
minister of the Czech Republic J. Skalicki and Czech ecologist 
from Charles University in Prague I. Rynda. After a visit to 
Kamaryn 

the officials for allegedly visiting the border area without 
permission. The Czech officials were questioned for several 
hours and filmed by the state media. 


14. GOB to Control University Admissions 


On November 29 

Rectors of Higher Education Institutions that he would 

introduce at the end of December new admission rules for 
vocational and higher education institutions. The rules would 
require two state commissions to oversee the admission process 
and would rework entrance and exit exams. The guidelines are 
intended to ensure transparency and control over the admission 
process. The President opined that the fall of the Soviet 

Union prevented lower-income groups and rural residents from 
entering private universities. Bribery is also a problem and 

the educational staff does not favor the current system. 


15. GOB Warns Unregistered Baptist Church for Illegal Worship 


On November 25 

Church Christ's Covenant\'s Pastor Gregory Vyazovsky for 
allegedly conducting illegal worship in a private Minsk 
residence. Belarusian law forbids religious services in 


Column 3 
residential buildings without special permission. In addition 
the church received three warnings for failing to register a 
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Vlegal address. V" 


16. A Monument to the Potato 


On December 1 

build a monument marking the 150 anniversary of Belarus! first 
potato harvest. The bronze monument will be in the shape of a half- 
peeled potato and placed on Pobediteli Avenue (formerly Masherov 
Avenue). The spiral peel would represent the V'spiral of time\" and 
Belarus \"inseparable\" connection to the potato. The GOB plans to 
imbue the monument with V'magic power 

who touches it. Minister of Agriculture Leonid Rusak is expected 

to participate its dedication ceremony 

with the soon-to-be-composed \"Ode to Potato. V" 


17. KGB Promises No Colored Revolution in Belarus 


On November 29 

promised to prevent anti-government protests during the 2006 
presidential campaigns. BKBG head Stepan Sukhorenko stated 
that Western countries and the U.S. want regime change in 
Belarus via colored revolutions. He claimed the West uses 
NGO\'s 

broadcasting to spread its influence. Sukhorenko added 

activity aimed at the violent overthrow of the legitimate 
government is under close watch.\" 


18. An Association of Pensioners 


On November 27 

authorities for permission to hold a founding convention for 
the Association of Pensioners. On November 28 

for the Union and the Communist Party of the Union (AUCPU) 
accused the opposition of creating the Association of 
Pensioners to split the national organization of veterans. 
According to AUCPU coordinator Leonid Shkolnikov 
association will weaken the existing organization of veterans 
and its \"deserved\" support for President Lukashenko. 


19. Humanitarian Aid to Pakistan 


Column 3 

On November 30 

was sending humanitarian cargo to several regions of Pakistan 
affected by the earthquake. Three trucks and two escort vehicles 
delivered the cargo to Moscow 

plane to Pakistan. The cargo 

half-woolen blankets 

beef 

packs of bandages. 


20. State Polling Links Gay Support to Opposition 


On November 24 

Analytical Center \"revealed\" that opposition candidate 
MilinkevichVs popularity rating would jump six points if he 
supported sexual minorities. ECOOM also announced that 45 
percent of those polled feel negative about the fact that 
Milinkevich supports homosexuals. 


21. Belarus to Eliminate Customs Duties with Russia 


At a November 28 news conference 

Aleksandr Mikhnevich announced that Belarus plans to eliminate 
the differences in custom duties it has with Russia on 1 
commodities. According to Mikhnevich 

affect either country 

rest will be fixed for \"objective reasons.\" Mikhnevich claimed 
Belarus would keep duties on oil products lower than those in 
Russia. 


22. GOB Progresses in WTO Accession with Cuba and China 


On November 28 

Trade Organization (WTO) accession documents outlining China\'s 
access to Belarus\' commodity markets. Similar negotiations on 
commodity market access were also completed between Cuba and 
Belarus 

protocol Belarus signs. 
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23. Foreign Companies Petition Economic Court 
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On November 30 

received 76 complaints from foreign companies in 2005. Most 
cases involved nonpayment by Belarusian partners. Poland and 
the United States submitted the most claims 

respectively. [Note: Foreign companies account for 
approximately three percent of investment in the Belarusian 
economy.] 


24. Money from Industries Will Fund Budget 


On November 30 

which the GOB has a majority shareholding will have to use 
their revenues from the first half of the year to supplement 
the budget by BYR 105.2 billion [USD 48.9 million] in addition 
to paying their regular taxes. Belaruskali 

fertilizer producer 

will pay the brunt of the money at BYR 64 billion [USD 30 
million] and BYR 14 billion [USD 6.5 million] respectively. 


25. Missiles for Belarus 


Chairman of the Belarusian Security Council Gennady Nevyglas 
informed reporters on November 29 that Russia would ship the 
first consignment of S-300 surface-to-air missiles to Belarus 

in March 2006. Two divisions of S-300s would be shipped to 
BelarusV western borders to counter the "NATO threat" to 
Belarus. According to Nevyglas 

Belarus\' capability to strike targets. However 

admitted that the systems were not yet combat ready. 


26. Belarus and China\'s Partnership 


Lukashenko told a visiting Chinese reporter on December 1 that 
Belarus and China\'s economic cooperation has great prospects. 
Belarus would like to sell its products on the Chinese market 

buy Chinese goods 

According to the President 

would not be difficult for China to \"pull up\" Belarus economy. 
GOB figures claim trade between the two countries reached USD 
459 million (up 96 percent) with Belarus\' trade surplus 

reaching USD 143 million. In January-September 

volume between China and Belarus grew 60 percent on the year to 
USD 502 million. Belarus exports to China include potassium 
fertilizers 


27. Chinese Ambassador Dissatisfied with Investment Climate 
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China\'s Ambassador to Belarus Wu Hongbin told reporters on 
November 29 that Chinese businessmen would like to invest more 
in Belarus\' economy if it were not for BelarusV poor investment 
climate. Hongbin noted how Chinese companies had the resources 
to invest 

than governmental influence 

Hongbin 

economy rules with minimal government interference. 


28. On December 1 

spoke about the introduction of an amendment to the criminal code 
that mandates severe penalties for participating in street protests 
or telling \"lies\" about Belarus to foreign countries: 


V'You do not say anything bad about your family 
in public. You should not say anything bad about your country as 
well. 


29. On November 23 
would not be a puppet of the West: 


VRussia and Belarus are able to chew up and spit out American 
democracy.\" 
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complimentary closing 

left in English. There is a risk that when instructions are 
translated 

deliver to a host government the U.S. global strategy for an 
issue 

fora. 


2. Embassy Kuwait looks forward to continued modifications 
to the site and hopes that all bureaus will take advantage 

of this resource to regularly make demarches and background 
information available in languages other than English. 
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Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access the site through the 
State DepartmentVs Classified SIPRNET website 
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REF: TAIPEI 2490 


1. (U) Summary. The Kuomintang (KMT) scored a landslide 
victory in TaiwanVs island-wide local elections Saturday 
December 3. The opposition party won 51 percent of the vote 
cast to the ruling Democratic Progressive Partys (DPP) 42 
percent 

contested 

prize 

day 

race and won over half of township and village chief races. 
While the KMT celebrates its first victory under party 
Chairman Ma Ying-jeou 

reform itself. End Summary. 


2. (U) On December 3 

elections for (1) county magistrates and city mayors 

county and city councilors 

chiefs. The county magistrate and city mayor elections 
viewed as an island-wide contest between ruling and 
opposition parties 

With an overall voter turnout rate of 66 percent 

(KMT) county magistrate and city mayor candidates won 51 
percent of the vote and 14 of 23 seats (up from 9 in 2001) 
while the DPP won 42 percent of the vote and held on to only 
6 (down from 9) seats. The KMT garnered 51 percent of votes 
for county magistrate/city mayor up dramatically from its 35 
percent of the vote and 9 seats in 2001. The DPP won 42 
percent of votes this year down from 45 percent in 2001. 


KMT: Resounding Victory 


3. (U) Most noteworthy were KMT wins in three previously 
green strongholds -- Taipei and Ilan Counties in the north 

and Chiayi City in the south. The KMT broke the DPP 16-year 
hold on Taipei County 

and a strategic district heading into the 2008 presidential 
election 

the vote. KMT candidate Lu Kuo-hua won a close race with 51 
percent of the vote to retake llan County 

territory" by the DPP which had ruled the country for 24 
years. In southern Chiayi City 

took the city for the KMT for the first time in 38 years. 


DPP: Humiliating Defeat 
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4. (U) The DPP\'s biggest setback was losing Taipei County. 
After 16 years of DPP rule 

dragged down by the continuing news of DPP scandals and by 
last-minute vote-buying allegations 

of votes. In addition to Ilan County and Chiayi City 

DPP also lost its hold on Changhua and Nantou Counties 
located in central Taiwan. In Nantou County 

candidate 

nomination 

Huang-lang and may have split the Green vote. The one bright 
spot for the DPP was its win in Yunlin County 

since the KMT has ruled Yunlin for 50 years. DPP Chairman Su 
Tseng-chang 


SIPDIS 

hold Taipei County or to win 10 seats at the county 
magistrate/city mayor level 

Hsieh has also offered to resign. Although the DPP admits 
that a cabinet reshuffle will occur 

announcements have been made. 


The End of Coalitions? 


5. (U) This election may have marked the end of the Pan-Blue 
(pro-unification) and Pan-Green (pro-independence) coalitions 
which have dominated Taiwan politics since 2000. The KMT\'s 
Pan-Blue partner 

1.11 percent of the total vote 

partner 

of the vote. This apparent sidelining of the more 
fundamentalist elements of the coalitions reinforces earlier 
projections that a two-party political system is in the 

process of emerging in Taiwan (reftel). At the lower level 

the PFP did slightly better (3 percent of the vote) while the 
TSU again won barely one percent of votes cast. 


SIPDIS 
The Rest of the Election: KMT Sweep 


6. In the rest of the three-in-one election 

Of 901 city and county council seats at stake 

DPP 192 

also won over half 173 of the 319 township mayor races in the 
18 counties; DPP won only 35; PFP won 3 

won a majority of council seats only in Chiayi County. 


Comment 


7. (C) The December 3 election results closely followed the 
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course of the Chuoshui River running east-west between Yunlin 
and Changhua Counties 

traditional divide in Taiwan politics between the 
pro-independence \"Blue\" parties to the north and the \"Green\" 
pro-independence \"Green\" parties to the south. It was 
noteworthy 

races north of the Chuoshui (except for Ilan County) by 

fairly large margins 

the south by much narrower margins (except for Kaohsiung and 
Chiayi Counties). The results 

referendum on Ma\'s first months as Chairman 

party's and Ma\'s confidence. The DPP 

disappointed 

democracy" and has vowed to reexamine and reform itself. 
Septel we will consider what caused the dramatic turn-around 
in the fortunes of the DPP and KMT and what it may portend. 
KEEGAN 
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performing checks continuously 

-- and are therefore able to review results while the study 
is ongoing. 


3. (U) We issued a total of 3 

citizens during the year-long period of the study. 

Although the actual number of issuances during the year- 
long period was somewhat lower than our earlier estimate 
we will in the end have a total sample size of just over 
700 

of 682. We issued 678 B1/B2 visas during the first three 
months of the study period (November 2004 - January 2005). 
Using the methodology described reftel 

interval at 1/5 and drew a random sample of 137 cases 
during these first three months. 


4. (SBU) The following is a breakdown of the results from 
the first three months of the study: 


Confirmed Returned - 102 
Did Not Travel - 30 

Confirmed Did Not Return = 3 
Insufficient Data (Still investigating) - 2 


Total Sample Size - 137 


5. (U) We note that these results reflect only applicants 
from the November 2004 - January 2005 period and cannot be 
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extrapolated to draw conclusions regarding applicants for 
the entire year. Only the complete study will provide data 
for the year-long period 

to make the results statistically valid with a standard 
error of less than five percent at a 95 percent confidence 
interval. These preliminary results 

provide us a statistically valid overstay rate with any 

level of confidence. 


6. (SBU) Two percent of our randomly selected applicants -- 
three individuals -- were confirmed to have not returned. 

An additional one percent could not be conclusively 
determined 

we complete our investigation of the cases. A surprisingly 
large percentage 

after receiving visas. We were able to determine most 
cases by telephone calls to the applicants themselves 
although in some cases we also used the mail and contacted 
employers to double-check results or investigate further. 


7. (SBU) Although it is difficult to draw substantive 
conclusions with such a small sample size 

of overstays thus far is surprising. We are keen to see if 
this preliminary data reflects a genuine decrease in 
overstays from Lithuania. 


8. (SBU) Two of the three confirmed overstays were retired 
women visiting relatives in the United States 

matching a persistently large number of our visa 
applicants. The third confirmed overstay and both of the 
cases for which we have insufficient data are young cruise 
line employees 

return is more difficult to confirm. 


9. (U) Work during this initial period has also revealed 
some concerns regarding the results of our validation 
study. Any validation study 

applicants over an extensive period 

one primary question: at a reasonable time after receiving 
a visa 

country? Anecdotal evidence from the interviewing window 
however 

visas not to immigrate permanently to the United States 
but to work illegally for up to six months out of the year 
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in order to bolster their meager income back home. Yet a 
validation study records such an offender as a V'Confirmed 
Return 

time of the study and because we usually cannot determine 
whether the person in question engaged in illegal work 
while in the United States. Our preliminary data does not 
dispel this concern 

returns admitted to staying significantly longer 

five to six months 

applying for the visa. 


10. (U) Anecdotal evidence also indicates that other 
Lithuanians who use B1/B2 visas to move permanently to the 
United States do not always do so immediately after 
receiving their visas. We have seen cases involving 
Lithuanians who wait up to several years with a valid B1/B2 
visa (usually valid for 10 years) before moving to America 

to reside illegally or seek a change of status. We 

therefore are left only to wonder how many of the 22 

percent of applicants who did not travel 

those who returned after their first trip 

visas to move permanently to the United States at some more 
convenient time in the future. Two of the three applicants 
who did not return 

unconfirmed overstays 

United States. Given the complex nature of Lithuanian 
emigration patterns 

validation study may not catch a significant portion of 

visa misuse by Lithuanian citizens. 
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today\'s two major front-page stories. As regards the contracts 
for Airbus 

Contract with China" while the editorial is titled \"One Airbus 
for 800 Million T Shirts." Liberation devotes a major report 

to China\'s \"nuclear dependency" and more specifically to the 
VFranco-American Duel for the Contract of the Century." (See 
Part C) 


The media focuses on immigration control as part of President 
Chirac\'s visit to Africa. Le Figaro headlines: \"Chirac\'s 
Gesture\" while the editorial is titled \"Chirac in Favor of 
Selective Immigration. V Yves Threard believes that for once 
the stance adopted by the President is not just \"words.\" He 
commends France\'s intention to support the deliverance of 
visas to African professionals 

artists. France has lost some of its prestige in Africa. The 

U.S. has become the new land of plenty for African students. V" 
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Europe\'s construction V'through its defense" is the subject of 
an op-ed in Les Echos by Defense Minister Alliot-Marie: VI 
believe that a joint defense and security initiative will 

contribute to revive EuropeVs confidence and action. We are 
facing new challenges today 

terrorism. For Europe 

governments is an adequate response. While all our answers 
cannot be military 

to what some contend 

complement each other. The EU experience in defense matters 
should help it approach the transatlantic alliance without any 
hesitation whatsoever. Europe needs more strategic autonomy. 
The European Defense Agency is a way to optimize our efforts 
and needs. Mostly 

competitive European defense industry base. V" A separate op-ed 
in La Croix by Jose Manuel Barosso is titled \"More Money is 
Needed for Europe!" In Liberation the President of the 
European Parliament pens an op-ed titled \"Inventing a New 
Budget for the EU.\" 


Le Figaro devotes a full-page report to \"A Day with the 

Marines in Iraq" by its correspondent Adrien Jaulmes. The 
heading reads: V'A year after taking Fallujah 

continue to pursue un-stoppable insurgents.\" Liberation 

carries a full-page portrait of the Belgian woman converted to 
Islam who became a suicide bomber in Iraq 

devotes a two-page report to V'Al-Qaeda in France: Confessions 
of a Terrorist." Christophe Dubois quotes suspected terrorist 
Safe Bourada: \"French institutions are part of the list of our 
enemies." 


A major report in Le Figaro is titled: The Americans Refuse 

to Give Explanations About Secret Prisons\" while another story 
is devoted to the new relationship between the U.S. and the UN 
(See Part C). 


Le Journal du Dimanche carries a portrait of Pascal Lamy 
Secretary General of the WTO 
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Together 149 Countries. V" V'Market capitalism has its faults 
Lamy is quoted as saying 

stead for the past 150 years has failed" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


Alleged CIA Secret Prisons 

VSecret Prisons: Washington Refuses To Explain\" 
Philippe Gelie in right-of-center Le Figaro (12/05): 
VSecretary Rice is setting out to deal with the toughest 
challenge of her career as Secretary of State. Thanks to 
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rather weak pressure from the Europeans 

of lifting the veil covering the involvement of the CIA in 
allegations of rendition flights. On the contrary 

putting each country in front of its responsibility 

each one to pick sides. Since the original story broke 
Washington has been promising to answer the formal requests 
for an explanation. The European tour which will take 
Secretary Rice to Germany 
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be an opportunity for frank discussions between allies. The 
answer which has been chosen is exclusively political. In 
essence 

concerns you as well as us 

publics the advantages (of fighting terrorism) rather than 
point a finger at us.\ No U.S. official has officially 

admitted to the existence of secret prisons. Washington 
continues to hide behind legality in order to cut short every 
question 

sovereignty of its allies.V In short 

proven need not be justified. V With this line of attack 
Secretary Rice hopes to gain something politically 
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her allies to participate in the war against terror. But this 

is also where she could hit the biggest snag 

the depth of the transatlantic misunderstanding. The argument 
used in her USA today interview has been the justification for 
detaining ‘illegal combatants.V In the absence of 

transparency 

detainees could well dig a deeper transatlantic gap 

begun to diminish with the second Bush term. This could weaken 
the Euro-American cooperation in Iran 


The U.S. and the UN 


\"The U.S. Uses the Budget to Threaten the UN\" 
Jean-Louis Turlin in right-of-center Le Figaro (12/05): V'Kofi 
Annan postponed his trip to Asia for budgetary reasons. It is 
a sign that he is taking the U.S. threat 

implicit 

approved in September 

before 

decided to use the budget to force the institution to change 
an institution which he openly denigrated before joining it. 
His mission is UN reforms. and his supreme threat is that the 
U.S. could be tempted to marginalize the UN and favor new 
international institutions 

malleable. Whether this is a bluff or not 

strength amuses no one: the UN cannot function without its 
budget. In this battle 
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remains faithful to his image of stubborn intransigence. While 
the Americans are not alone in wanting to move UN reforms 
forward 

feelings of small nations 

the U.S. According to an expert 

hostage 


China - U.S.: Airbus and Nuclear Competition 


\"Dependency\" 

Patrick Sabatier in left-of-center Liberation (12/05): \"There 

is no stake as crucial for globalization than the emergence of 
China as a peaceful superpower through its economic 
integration in the world. The visit to France of ChinaVs Prime 
Minister should not be looked at exclusively through the prism 
of industrial contracts signed with French companies. Chinese 
leaders have opted for capitalism and prosperity. Its record 
growth has triggered a great Chinese dependency on the rest of 
the world. History has at times shown that superpowers in the 
making have reverted to aggression in order to ensure their 
growth. Integration through commerce and diplomacy is of 
course much better. France must do everything it can in this 
regard.V 


VFranco-American Duel for the Deal of the Century" 
Pierre Haski in left-of-center Liberation (12/05): VA 
difficult technological and political choice for the Chinese: 
who of the French or the Americans will be the partner of 
reference in ChinaVs nuclear industry? The stakes are 
essentially political 

Areva against Washington\'s Westinghouse. France has the 
advantage over the U.S. of having already built nuclear 
reactors in China and offering better long-term after sales 
technical support than the U.S. 

Beijing as a potential enemy.\" 


\"China\'s Explosive Dynamism\" 

Gilles Delafon in right-of-center Le Journal du Dimanche 
(12/05): \"As always 

economic agenda. Even so 

France\'s ‘strategic\ partner. Beijing defends a multi-polar 
world in the face of the U.S. . With the result that France 
going against the rest of the EU 

the Chinese arms embargo. On human rights 

speak up much. But there aren\'t many nations which choose to 
put democratic values before their economic interests. If one 
considers China\'s economic evolution 

the opening of its market is a much better instrument for 
political liberalization than all the speeches in the world. V 
STAPLETON 


Column 3 

46725 

46726 

best chance to regain power in the 2008 presidential 

election. MaVs statement also upstaged a subsequent similar 
statement by DPP party chairman Su Tseng-chang 

the DPP\'s leading potential presidential candidates in 2008. 


7. (C) On the night of the elections 

his commitment and announced his resignation as DPP party 
chairman 

future political career. Premier Frank Hsieh (Chang-ting) 
twice offered his resignation 

that political stability is most important at this point. 
Nonetheless 

as the scope of the likely defeat became clearer. Chen 
publicly criticized Hsieh several times during the campaign 
and his future is far from secure. Other significant cabinet 
changes are likely; it is just a matter of time. 


U.S. Interests 


8. (C) For the first time since 2000 

campaign by appealing to the pro-independence sentiments of 
the DPP 

the 2004 presidential and legislative elections 

calls for building a Taiwan identity separate from mainland 
China or for rewriting the Republic of China constitution to 
make is more suitable for the realities of present-day 

Taiwan 

to create a Republic of Taiwan. Even though President Chen 
excoriated then KMT Chairman Lien Chan and PFP Chairman James 
Soong when they visited China in April and May of this year 

he hardly mentioned cross-Strait issues in the course of the 
campaign. Under pressure on the issue of corruption and poor 
performance 

radical themes would only drive more swing voters into KMT 
arms. More important 

limited opening in cross-Strait relations over the coming 
months 

relations with China 

cross-Strait relations effectively if it hopes to stay in 

power in 2008. 
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arrested unauthorized loggers. 


-- Violation of JCC Protocol 3 of July 12 
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-- Violation of JCC Protocol 7 of February 13 


-- Ongoing failure to eliminate the heavy armament belonging 
to the North Ossetia Alania peacekeeping force. 


-- Violation of JCC decision of December 6 


-- October 12 
observers 
Ossetia. 


-- Violation of the March 2 
Understanding on South Ossetia and the mandate of the OSCE. 


2. The following are acts 
misconduct by the Russian presence in South Ossetia. 


- Russian-born individuals 
Russian special services 
governing positions in the Tskhinvali V'state structures. V" 


- VPrime Minister" - Yurii Morozov 
(Russian Citizen) 
- VMinister of Defense\" ) Anatoliy Barankevich 
(Russian Citizen) 
- VSecurity Minister General\" ) Major Anatoliy 
Yaravoy 
(Russian Citizen) 
- VMinister of Internal AffairsV' ) Mikheil Mindzayev 
(Russian Citizen from North Ossetia) 
- VDeputy Prime Minister" - Nikolay Makoyev 
(Russian Citizen from North Ossetia) 
- VDeputy Prime Minister\" - Ruslan Pliyev 
(Russian Citizen from North Ossetia) 
- Security Advisor to \"President\" Kokoity - Igor 
Grundov 
(Russian Citizen) 


-- Russian passports are actively issued to the population. 


-- Representatives of the Russian mass media 
permission and accreditation from the GOG 
present in Tskhinvali. 


-- Moscow has allocated USD 1.5 million for the construction 
of a bypass road 

cut off access from the South to the Georgian villages of 

Didi Liakhvi region by circumventing the current road 

passes through Didi Liakhvi. 
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-- Russian and Ossetian specialists are working on linking 
South Ossetian electric and gas systems to Russia 

an agreement with the Georgian side 

of the JCC. 


-- Violation of Georgia-Russia agreement of December 23 
2000 
development initiatives in South Ossetia. 


- Russian companies are illegally investing in the region. 
Examples include: Ural mining factory 

management of Kvaisi lead-zinc mine; Sibcabel 
Tskhinvali factory \"Enamel Wire\"; Transmashkholding 
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purchase of Tskhinvali factory \"Electro vibromashina\"; 
Russian allocation of USD 71 million to restore Kvaisi talc 
mine. 

-- The Georgian population of the Tigvi municipal council 

have no access to arable lands due to the ongoing presence of 
illegal armed forces. 


3. The following is a list 
armed forces in Tskhinvali and adjacent territories. 


- Militia headed by Dima Tasoev 

- Militia headed by Sergey \"Pant\" Tigiev 
- VVeterans of 1990-1992 wars\" (Khutor) 

- Militia "Bam" 
- Armed force of the \"Ecological Service\" 
Pliev 
Affairs\" 
- Militia \"Mamisantubani\" 
Customs Service\" 


4. The following is a list 
checkpoints 
Ossetia. 


-- Tskhinvali District: 


- Tskhinvali car repair factory (\"TSARZ\") ) tanks T-55 and 
SAU-2CI 

- Territory of the former asphalt factory ) heavily armed 
militia controlled checkpoint 

- Territory of the former kindergarten (Gafeze street 

far from Tirifphon channel) ) headquarters of militia 

bunker 

- Former canning factory (near Tskhinvali bus station) ) 
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Heavy military equipment 
- Ergneti-Tskhinvali road ) checkpoints of \"immigration\" 
and \"customs\" services 
- Zemo Nikosi ) illegal police checkpoint on the road at 
the Tskhinvali border 
- North-west of Zemo Nikosi 
are trenches 
- North of Khoda (4 km from Khetagurovo) there is a military 
station 
- Khetagurovo village (Tsunari) ) there is a militia 
headquarters 

- Dampaleti village ) militia controlled checkpoint 
- Tskhinvali-Nikosi border ) repair works of a former 
cafeteria of the Factory 31 are underway to provide a station 
for border guards 


-- Djava District: 


- Outpatient hospital of the village Sinaguri ) group of 
100 boeviks (elite fighters) 
- Tourist camp of the village Zivgomi ) warehouse of 
military hardware (12 tanks) 

- Mekhlebi village ) bunker and arms cache 

- Gudisi village ) arms cache 

- Ugardanta village ) bunker and arms cache 
- Tourist camp of Kroza village ) military forces and 
equipment 

- Doloty village ) military base 

- Rustavi village ) military base 

- Grubel gorge 

- Itrapisi village ) military forces and equipment 

- Dzari village ) arms cache and equipment 
- Kusreti village ) fortification installations; military 
forces 


-- Gorge Patara Liakhvi: 


- Special armed groups (10 people in each) patrol the 
intersection of Eredvi-Kheiti roads which link the villages 
of the Big Liakhvi with other regions 
- Prisi village - trenches span 5 km 
men) of Dima Taboev 
- Satikhari village ) post of local militia 
- Dmenisi village ) post of local militia 
- Mtskhetijvari ) post of militia 
- Tliakana ) post of militia 
- In the forests 
Georgian population from gathering lumber 


-- Znauri district in the Proni Gorge: 
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- Building of the former Executive Committee ) border 
protection unit of 200 of the best local armed militiamen; 
territory fenced off by barbed wire 
- Tigvi and Nabakevi villages ) force (100 fighters) armed 
with machine guns and grenade-launchers 
residents 

- Kvemo Okona village ) militia post 

- Avnevi ) militia post 

- Muguti village ) militia post 


5. The following are reported incidents of kidnapping and 
beating in the Tskhinvali region in 2005. 


-- October 19 

attack on the family of Chukhrukhidze 

was shot. 

- September 5 

bodies of Tskhinvali assaulted 4 Georgian construction 
workers who were renovating the Georgian-Ossetian school. 
- August 24 

assaulted. 

- August 19 

kidnapped from the village of Avneve and taken in the 
direction of Nuli-Gvertsevi. He was released after 100 days 
in captivity. 

-- July 21 

Djaremlishvili was kidnapped. 

- June 6 

and one from Birdjnisi were kidnapped. 

- May 29 

were killed in a violent incident. 

-- May 12 

armed people 

the OSCE mission in Georgia. 
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support for policy guidelines adopted by the EU and Contract 
Group opposing any partition of Kosovo. 


2.(C) MFA officials are now having to walk a fine line 

insisting that the MFA remains firmly in support of the 
international consensus on Kosovo\'s borders 

able to claim that their position represents government 

policy. We have discussed the issue with officials at the 

MFA (most recently December 1 with Director of East and 
Southeast European Affairs Tomas Szunyog) and in the PMVs 
office (on November 23 with ParoubekVs Foreign Policy Advisor 
Ivan Busniak). Both agree that Paroubek did not raise the 
question of borders during his meetings in either Pristina or 
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Belgrade. But both independently noted that Paroubek was 
deeply moved by a meeting in Belgrade with a group of Kosovo 
Serbs 

a division along ethnic lines. Busniak 

reliably in the past 

claimed that Paroubek left the region with his own deep sense 
of pessimism about prospects for the upcoming status 
negotiations. 


3. (C) Some Czech observers accuse Busniak 

Ambassador to Belgrade and strong Serb supporter 

behind Paroubek\'s new proposal. However Szunyog told us this 
was probably not fully accurate 

Paroubek\'s advisors are sympathetic to the Serbs (as 

are the Czechs generally). 


4. (C) Szunyog confirmed press reports that many European 
government have formally complained about Paroubek\'s 
unhelpful initiative 

recently conducted in both Paris and Vienna. In our 
discussions we have stressed that any change in Kosovo\'s 
borders would be a dangerous precedent for Bosnia and 
elsewhere 

consistent with that of the Contract Group. 
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to illustrate editorial points or to project 

standings of electoral candidates 

consequently drawing fire from those who disagreed 
with their \"findings.\" The media itself made news 
with an introspective review of managerial 
shortcomings in the independent Kurdish-language 
Hawlati 

unethical media practices coming in several other 
outlets. End Summary and Comment. 


New Radio Station 


2. (U) On November 9 

station broadcasting in Kurdish and Arabic 
transmitting via the Hotbird satellite 

the stations website at www.nawartv.com. This is 
the first satellite radio we are aware of in Iraq 

and it may reflect an effort to overcome the 
difficulty of FM broadcasting in Kuridsh areas 
where mountains restrict the range of FM 
transmitters significantly. The website boasts that 
\"Nawa is an independent Iraqi national radio network 
that aims to produce objective 
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to serve as a platform for political discussion.\" 
FBIS reports (ref A) that Nawa Satellite Radio 
broadcasts 24 hours a day 

began in January 2005 from Baghdad 
Sulimaniya 

that they are also planning further projects 
including newspapers 


3. (U) The week of November 15 

Mirat4 announced that it would begin media 
monitoring in Irag. The NGO indicated it would 
initially focus on elections 

to publish its first products at a press conference 
December 1 

elections. 


Polls Draw Fire 


4. (SBU) Iraqi media outlets are increasingly 

citing \"polls\" to report on trends or to boost their 
own party's standings. Methods and reliability are 
impossible to gauge 

divergent results 

Seen as more likely to present credible results than 
party organs. Some polls have apparently touched a 
nerve and provoked threats against editors. 


5. (SBU) Polls on the Cairo Reconciliation 
Conference have varied widely 

likely prospects for various electoral candidates. 

A survey on the website of the largely independent 
Al-Sabah 

November 24 reported that only 17% of Iraqis 
responding felt that the V'Cairo conference will 
contribute to Iraq\'s security 

believed it will not improve the situation. 796 had 
no opinion. On the other hand 

opposition Al-Fourat newspaper published a poll 
noting \"Iragis Optimistic Over Dialogue and 
Conference Success.V The paper reported that 9396 
were optimistic 

preparation 

opinion. 


6. (SBU) On November 19 Reuters published a poll 
allegedly conducted and published by Bayyna 
newspaper (Hezbollah Iraq party organ 

government) in six of IraqVs 18 provinces 

Baghdad 

have been polled 
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wanted JaVafari to remain as PM. Mithal al-Alusi 
secular Sunni who heads his own election list 

21 percent in that tally 

third place. 

7. (SBU) On November 15 

major newspaper called to inform us that 

paper published a front-page internet poll the 
previous day showing the relative popularity of 
potential PM candidates (Allawi 

and Mehdi 

Vstrong hint\" to stop running the poll 

PAO if the U.S. could provide some protection or 
assistance 

government apparently took umbrage at the low 
showing reported for the PM (22%) relative to Allawi 
(40%) or Chalabi (30%). Although the paper is part 
of the Iraq Media Network set up by CPA 

feeling heat from the government in recent months to 
control its editorial line. On November 25 

editor told PAOff that the Prime Minister had 
actually pressed for his resignation 

back and won. The editor suggested he was the first 
editor in chief in the Arab world to have survived 
such a tug-of-war with a sitting Prime Minister. 


8. (SBU) Al-Bayyan on November 17 reported the 
results of another survey that \"Most Iraqis are 
Dissatisfied with Sentences Against Terrorists.\" 
Bayyan reported that a survey carried out by the 
Iraqi Archive Institution among more than 700 Iraqis 
of different backgrounds showed that 76.8% expressed 
dismay at trial sentences handed out to terrorists 
19.596 were content 

(Comment: There is no information about judicial 
sentences in the public domain 

not report trials or convictions at all 

Iraqis rely on word of mouth rumors.) 


Media as News - Kurdish Paper Airs Its Own Dirty 
Laundry 


9. (U) Increasingly 

focus of news. We discovered November 15 that the 
editor of Hawlati (the only independent media voice 
in the Kurdish areas of Iraq) Asos Hardi had 
resigned in early November 

colleagues. Unusually 

problems. By publishing AsosY letter of resignation 
November 17 
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confronting most Iraqi media: VI wished to leave 


the newspaper of my own free will... something 
that defies a tradition where leaders are either 
forced to resign or stay until death. ... An 


administrative crisis emerged because none of us had 
any experience managing an independent newspaper. 
At the time [of our founding five years ago] we only 
had media outlets of political parties. We needed a 
System which provided not just transparency 

proper mechanism to prevent the concentration of 
power in the hand of one person. Unfortunately we 
could not fulfill this ambition.\" In a meeting with 
Kirkuk poloff 

predecessor had been worn out fighting V'defamation 
of character" lawsuits submitted by the two Kurdish 
political parties. He attributes this to the 

papers attempt to keep a neutral political 

editorial line. 


10. (U) The media began to finger its competition 
for unethical practices to promote political 

agendas. In late November 

criticized al-Zawra 

television channels for exaggerating detainee 

torture \"to discredit the Unified Iraqi Coalition. V" 

On November 22 

Alusi gave a phone interview to (Da\'wa party paper) 
Al-Bayyinah 

protector of the Ba\'th\" and challenged him to a 
televised debate. Al-Zawra on November 22 published 
a column by Abd-al-Amir al-Majar commenting on 
recent reports that the US Embassy in London bribed 
a number of Iraqi and Arab journalists to V'promote 
the US effort\" in Iraq. 


11. (SBU) As usual 

than other outlets 

and intimidation. Sawt-al-Iraq website 

Fayli (Shia) Kurds 

political parties and candidates. On November 22 
they wrote: \"When the previous electoral campaigns 
commenced 

abused his post by exploiting public funds for his 
campaign. This included paying channels like LBC and 
al-Arabiyah 

clock 

production of a biography similar to that of 

[Saddam] on Al-Arabiyah. Millions of dollars from 
public funds were spent. But we don\'t see Al- 
Arabiyah or any Lebanese channel showing campaigns 
for Prime Minister Al-JaVafari 
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on the free public service messages provided by 
official channel (al-Iragiya) to all lists. There 

is a huge difference between a ruler who serves his 
people and a ruler who serves his interests by 
exploiting his people.\" (NOTE: Prime Minister 
JaVafari has made liberal 

use of al-Iragiya to highlight the successes of his 
government.) 


Sad Footnote 


12. (U) One of Iraq's most famous political 
cartoonists 

Baghdad of a heart attack. NaVamah at the time of 
his death was still publishing in independent al- 
Mada newspaper 

from insurgents for his strongly critical depictions 
of Zarqawi and al-Qaida. During SaddamVs era 
also drew fire for his cartoons 

the edge of what was tolerated in the press. 
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handbills warning of further reprisals if the SLA and 
anti-LTTE Eelam People\'s Democratic Party (EPDP) did not 
cease attacking Tamil civilians. 


3. (SBU) Communal violence erupted on the weekend of 
December 2 in Sri Lanka\'s volatile eastern province with 
Muslim and Tamil killings and counter killings in 

Trincomalee 

a Muslim mob attacked and burned a Tamil trishaw driver and 
his two passengers 

wounded in the town of Muttur 

attack followed the shooting of a Muslim man by unknown 
gunmen earlier that day. The bodies of three Muslims who had 
been abducted after crossing into LTTE-controlled territory 

the morning of December 2 

on December 3. A fourth member of the group was hospitalized 
with severe stab wounds. 


4. (C) Unknown assailants abducted two Tamil men the night 
of December 2 and they remain missing. On the evening of 
December 4 the Sri Lanka Monitoring Mission (SLMM) met with 
Muslim and Tamil leaders to calm the situation as the GSL 
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sent army and police to reinforce the government-controlled 
areas of the town. Arthur Tviten 

said he believes the violence was the spontaneous result of 
long-standing tensions between the two communities rather 
than a planned campaign of violence. 


5. (C) In Batticaloa district on December 2 

gunmen shot Kattankudy Divisional Secretary A.L.M. Falleel 
in his office with 9 mm pistols. The critically injured 

Falleel (a Muslim) died two days later. International NGOs 
operating in Batticaloa reported hearing that Falleel had 
troubled relations with the Tamil Rehabilitation Organization 
(TRO) 

predominantly Muslim coast line of Ampara district 

Batticaloa 

following the murder of Falleel 

tensions in the district remain high following the November 
18 grenade attack on a mosque in Akkaraipattu that killed six 
and wounded 15. While the attack has been widely attributed 
to the LTTE 

district office told us that it lacks sufficient evidence to 
determine whether the LTTE was behind the attack or whether 
political rivalries within the fractured Muslim community are 
the cause. He added that he believes either scenario is 
plausible. 


6. (C) On December 4 

statement calling on all leaders to show restraint and appeal 
for calm in their communities. On December 5 Norwegian 
Ambassador Hans Brattskar told the Ambassador that he plans 
to travel to Jaffna and Kilinochchi on December 8-9 

he described a very tense situation. 


7. (C) Itis unclear to what degree 

behind the violence in the east 

often run rampant. LTTE involvement in the Jaffna attacks is 
pretty obvious 

either an LTTE desire to put pressure on the new government 
or it may be an LTTE signal that it wants to end the CFA. 
Whatever the motivation 

further imperiling the CFA. 
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8. (SBU) Begin text: 


The U.S. remains gravely concerned about persistent 
violations of the Ceasefire Agreement (CFA) 

over the past few weeks. We condemn the December 4 LTTE 
attack on a Sri Lanka Army vehicle in Jaffna that caused the 
deaths of seven soldiers. Such violence is inconsistent with 
LTTE claims to be committed to the peace process. We call on 
both the Government of Sri Lanka and the LTTE to take 
immediate action to prevent killings and to uphold the terms 

of the Ceasefire Agreement. 


End text. 
LUNSTEAD 
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to the Kassam rocket attacks and resume the targeted 
killings of terrorists in the Gaza Strip. 


Israel Radio reports Sunday cited an Iranian news 
agency that announced that Iran would begin 
construction on two nuclear reactors beginning in 
March. The report added that an Iranian 
parliamentarian confirmed that one of the reactors 
would be funded by Russia 

Israeli officials strongly condemned the reported sale 
of Russian weapons to Iran 

dangerous move.\" 


On Monday 

saying that the US is exploring the possibility of 

enlisting allies in imposing trade sanctions on Iran if 
Washington has to deal with TeheranVs nuclear program 
without the assistance of the UN Security Council. 
Referring to this issue 

Netanyahu as saying he V'would take the steps necessary 
to prevent a nuclear Iran\" if elected prime minister. 


A related report in Ha\'aretz Monday cites Chief of 
Staff Dan Halutz as saying that Iran is determined to 
attain nuclear capability 

intolerable 

Speaking to foreign reporters Sunday 

that 

Iranian program will fail 

pressure 

will take 3 to 6 years before lran attains nuclear 
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power 


The lead MaVariv headline on Monday says the Iranian 
nuclear issue features first in the 2006 elections 
campaign. Labor\'s Peretz associates claimed this is an 
attempt to divert the elections agenda from the social 

to the security issue. The report cites Defense 

Minister MofazVs associates as saying he was upset by 
Netanyahu\'s remarks in which he demonstrated 
Virresponsibility.' The report adds that Meretz-Yahad 
Chairman Yossi Beilin warned that the Sharon-Netanyahu 
verbal exchanges might lead to supporting a military 
operation against Iran 

the political option. 


On Sunday 

IAF held the 14th test of the Israeli-designed Arrow 2 
anti-ballistic missile on Friday 

intercepting an incoming rocket at a higher altitude 
than ever before. A day after Prime Minister Ariel 
Sharon declared that Israel would not tolerate Iranian 
efforts to get nuclear arms 

Israel\'s robust interception capability against 
incoming missiles that may be armed with nuclear or 
chemical warheads\" the Post said. 


In a related report 

that Israeli experts who have been monitoring military 
developments in Israel and Iran said we are witnessing 
an \"unprecedented defensive arms race.\" 


HaVaretz added Sunday that Israeli defense 
establishment experts were surprised to realize that 

Syria has introduced significant changes in the 

advanced model of the Scud D missile that give it 
greater guidance capability and accuracy 

Western missile experts. The evaluations were based on 
an examination of pieces of a Scud D missile that went 
off course after a test launch and landed in southern 
Turkey. The launch took place a few months ago 

took some time until all the pieces were analyzed. 


On December 4 

decision was made Sunday to take further steps in the 
ongoing policy to ease restrictions on Palestinians not 
involved in terror activity. Israel has permitted 4000 
Palestinian neighbors from the West Bank to enter 
Israel for work 

given entry to 16 

merchants were granted access to Israel 

total number of merchants to 12 
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Christmas celebrations 

Strip will be permitted to enter Jerusalem today and on 
December 8. Some 2000 Palestinian workers from Gaza 
are permitted to enter Israel. Israel also granted 

permits to 1000 merchants 

merchants permitted to enter Israel from Gaza to 2000. 


The Post reported on Sunday that Palestinian Authority 
Finance Minister Salam Fayyad is planning to form a new 
party that will run in next January\'s parliamentary 
elections 

Fayyad 

apparently in protest against the way PA chairman 
Mahmud Abbas was handling the PA finances 

the new party 

an alternative for those who donVt want to vote for the 
ruling Fatah party or Hamas. The sources said 
legislator Hanan Ashrawi and former Information 
Minister Yasser Abed Rabbo 

Geneva Initiative group 

party. Other Palestinians whose names have been 
mentioned in connection with the new party are Dr. lyad 
Sarraj and Khaled Abdel Shafi of the Gaza Strip and 
Abdel Kader Husseini of Jerusalem. 


YediVot Aharonot reported Sunday that there is tension 
between Israel and Turkey in the wake of the paper\'s 
expos on Israelis training Kurds in northern Iraq. 
Aware of this 

calming messages to Turkey 

involved were private companies. The ministry also 
lashed at the Israeli companies 

was V'outrageous and irresponsible.\" 


HaVaretz reported Monday that Israel is trying to 
prevent the development of a diplomatic crisis with 
Ethiopia after eight of its military men who were in 
Israel for training sought refuge with the ambassador 
of Eritrea 

claims the Ethiopians defected on their own accord and 
that no official Israeli body was involved. 

Yediot also reported Monday that Indonesian foreign 
minister said over the weekend that his government 
supports initiating \"non-diplomatic\" contacts with 
Israel 

that the two countries have been in secret contacts for 
the past several months in which Foreign Minister 
Shalom and his ministry\'s director general were 
involved. 


Yediot Ahronot reported Monday that due to an American 
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demand 

maintenance of the Venezuela Air Force\'s F-16\'s. 
Israel was later \"surprised\" to realize that several 
American companies submitted bids on the same tender 
with the US Administration\'s approval. Political 
Sources are cited as saying that \"in the worst case 
the Americans played a trick on Israel to help their 
own security industries. The affair caused great 
embarrassment in the Israeli political and security 
establishment 

report so as not to reveal more alleged tensions 
between Israel and the US." 


The Post reported Monday that after the Supreme Court 
rejected the appeal of suspected drug dealer ZeVev 
RosensteinVs extradition to the United States 

Minister Tzipi Livni said she is willing to sign the 
extradition order against Rosenstein 

lawyers present her with convincing arguments against 
doing so. 


All the media reported Monday on the joint news 
conference in which Prime Minister AriVel Sharon and 
Shimon Peres outlined their Kadima partnership. 
HaVaretz reported that Sharon said he will let Peres 
choose any position he wants 

and central partner to the political process.\" Peres 
said he joined Sharon because he saw the great 
opportunity created after the Gaza withdrawal 

would not say whether he quit Labor because he lost to 
Peretz. 


The Post 

approved six resolutions criticizing Israeli policies. 
\"Israel\'s UN Ambassador Dan Gillerman said that the 
resolutions were not only "absolutely useless\ but 
"very worrisome\' because they signified Palestinian 
concern only with the past 

constructive ways to improve the lives of both 
Palestinians and Israelis.\" 


1. Israeli Elections 
Summary 


Media and politics Professor Yoram Peri writes in 
pluralist 

Sharon is leading in the polls way ahead of Labor and 
the Likud.\" is due to \"his understanding of the deep 
change of the Israeli political map 

consensus was created over the past three years.. It 
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is important to realize that this consensus is broadly 
supported by the Israeli public opinion and thus 
who represents it will score the most votes in the 
March 2006 elections.\" 


Independent 

\"Peretz tends to play solo 

Histadrut 

realize that even those who will be convinced by his 
social and economic arguments will rightfully demand 
that he prove himself worthy of being a prime 
minister.\" 


Veteran columnist Akiva Eldar writes in independent 
left-leaning HaVaretz: \"Why does a party named Kadima 
[Forward] need a serial loser? . Peres is the prime 
ministers most important acquisition. The Nobel 
laureate will travel the world\'s capitals and show that 
his boss is a man of peace. There was a time that 
Peres preached for a new Middle East 

people like Sharon that making the peace process 
conditional on ending terror is a gift for the 

terrorists. Now he will tell the world that 

eliminating the infrastructure of terror is what is 
needed to promote the infrastructure of peace. V 


Bloc quotes 


|. "What Sharon Realized\" 


Media and politics Professor Yoram Peri writes in 
pluralist 

that Sharon is leading in the polls way ahead of Labor 
and the Likud follows from his appeal as a leader 

not less from his understanding of the deep change of 
the Israeli political map 

created over the past three years.. The consensus is 
based on three principles: First 

have no Palestinian partner for negotiations at this 
time and that the Palestinian society is not ripe to 
make peace 

continue for many years to come 

lower. Second 

the left-wing belief that peace can be attained in 
exchange for territories into the dustbin of history; 

at the same time 

attained while keeping the territories is now extinct. 
The new consensus is that the territories are a burden 
and we must rid ourselves of most of them 

does not bring peace any closer. Third 


Column 3 

will be no partner in this generation 

must get used to living with ongoing terror 

for us to take our future into our hands and determine 
our fate unilaterally. Each of these three principles 
can naturally be refuted 

It is important to realize that this consensus is 
broadly supported by the Israeli public opinion and 
thus 

the March 2006 elections." 


ll. \"Peretz\' First Test\" 


Independent 

\"Criticism of the way Amir Peretz conducts the Labor 
Party affairs and his relations with the people around 
him came too soon. When he was elected party chairman 
there was hope that his drive would help change the 
political system 

threaten to kill that hope.. Peretz tends to play 

solo 

lose that habit.. It seems 

greatest mistake was his appreciation of the nature of 
the campaign for Israels leadership. The political 
views he presented after his victory. were flexible 
enough for Labor to present the voters with realistic 
and practical suggestions for bilateral negotiations 
with the Palestinians 

Bank 

Sharon\'s coalition. But ever since he made his initial 
declarations 

conflict 

agenda campaign 

election. He must realize that even those who will be 
convinced by his social and economic arguments will 
rightfully demand that he prove himself worthy of being 
a prime minister.\" 


lll. "What Does He Need Him For?\" 


Veteran columnist Akiva Eldar writes in independent 
left-leaning HaVaretz: \"Why does a party named Kadima 
[Forward] need a serial loser? Did Sharon\'s strategic 
advisers not warn him that Netanyahu would tag him 
\'Shimon (Oslo) PeresV?. It is hard to believe that 
Sharon did not consider this when he chose to adopt the 
political orphan. Nevertheless 

ministers most important acquisition. The Nobel 
laureate will travel the world\'s capitals and show that 

his boss is a man of peace. and who will then doubt 
Sharon\'s commitment to peace? Even if the outposts are 
flourishing and the peace process is withering 
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fear: when Shimon is in the kitchen 

something is cooking with Abu-Ala. Even if defense 
minister Avi Dichter should spoil the soup with a bunch 
of pinpointed assassinations 

take V'the peace team!" to Europe and show the world that 
everything is fine.. No one knows better than Peres 
that a peace arrangement with the Palestinians 

interim one 

negotiations with a Palestinian partner; but Sharon has 
already announced that the terms of joining his 
partners\' club remain: eliminating the infrastructure 

of terror.. The prime minister maintains that HAMAS 
should not only be disarmed 

offices closed. First the Israeli Government proved to 
the Palestinians that only HAMAS can drive the Israelis 
out and next 

popularity 

backs on it. According to security officials 

including those Peres sometimes listens to 

one thing - a [Palestinian] civil war.. There was a 

time that Peres preached for a new Middle East 

told people like Sharon that making the peace process 
conditional on ending terror is a gift for the 

terrorists. Now he will tell the world that 

eliminating the infrastructure of terror is what is 
needed to promote the infrastructure of peace. V 


2. Iranian Nuclear Race 


Summary 


Military correspondent Alex Fishman writes in mass- 
circulation 

will declare this openly 

the balance of terror and have already spent a long 
time in the opening chapter of this malignant disease. 
The Iranians do not yet have nuclear weapons 

are already in the foreplay stage -- conducting a 
defensive arms race against them 

where they are headed and to be there a few steps ahead 
of them.. This will go on and on unless some kind of 
political miracle should happen to stop this madness 
that sucks billions of dollars from both sides. V 


Bloc quotes 


V'It Costs Billions\" 
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Military correspondent Alex Fishman writes in mass- 
circulation 

will declare this openly 

the balance of terror and have already spent a long 
time in the opening chapter of this malignant disease. 
The Iranians do not yet have nuclear weapons 

are already in the foreplay stage -- conducting a 
defensive arms race against them 

where they are headed and to be there a few steps ahead 
of them. Israel views the Iranian nuclear threat as a 
given fact. Diplomatic efforts to thwart it have so 

far failed. In view of this 

introducing a new national 

are merely election talk. Once Iran obtains nuclear 
weapons 

been investing in developing an appropriate response 
will be doubled and tripled 

billions.. We will have to get used to this: The 
Iranians make a move; we find an answer that is 
supposed to anticipate their future technology; they 
learn the Israeli response and with time develop a 
counter technology. This will go on and on unless some 
kind of political miracle should happen to stop this 
madness 

sides.\" 


3. The Syrian Threat 


Summary 


Liberal commentator Ofer Shelah writes in pluralist 
mass-circulation Yediot Aharonot: \"Reports said that 
Syria improved the guidance and maneuverability of its 
Scud D missiles.. It is the old Israeli complex in 

which we are dealing in detail 

masochistic pleasure 

ignoring their meanings or the chances they would ever 
materialize..\" 


Bloc quotes 


\"The Accountants of Fear" 


Liberal commentator Ofer Shelah writes in pluralist 
mass-circulation Yediot Aharonot: V'Cynics tend to 
attribute reports of the kind that leaked to the media 
from the defense establishment to the high budget 
season. The reports said that Syria improved the 
guidance and maneuverability of its Scud D missiles.. 
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Only this time 

thereVs nothing to burn because the limping Sharon 
cabinet is holding no budgetary debates at all.. It 

thus seems that this affair is older than any 
conspiracy. It is the old Israeli complex in which we 
are dealing in detail 

pleasure 

meanings or the chances they would ever materialize.. 
In this respect 

were not meant to pinpoint targets 

just as the number of rockets in the hands of Hizballah 
is insignificant 

published) by the intelligence 

accountants of fear.. The way we see things 

has no interests 

only wants to destroy us and has no rationale of its 
own.\" 

Jones 
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liberate Kuwait. 


3. (C) According to the Kuwait Investment Authority 

are no GOK investments in Cuba. Data from the Kuwait Chamber 
of Commerce reveals limited trade with Cuba. From 1994-2003 
Kuwait imported Cuban goods (mostly cigars) with a total 

value of 271 

time period 

electronic goods 

of 5250 Kuwaiti Dinars ($18K). 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Revocation of Spadafora\'s visa underlines the Embassy\'s 
commitment to the fight against public corruption in the face 
of a reluctant administration. End Summary. 


Spadafora\'s Reaction: Mea Ain\'t Culpa 

2. (SBU) Winston Spadafora is the highest Panamanian 
official to lose his U.S. visa due to corruption since the 
revocation of former President Ernesto Perez Balladares\'s 
visa five years ago. In the face of heated public calls for 
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his resignation 

wrongdoing 

of corruption. Spadafora upheld the USG right to exercise 
immigration policy 

his corrupt acts before a court. (Note: Embassy has little 
expectation that the GOP will use diplomatic channels to 
request the information. End note.) He refused to resign 
his position as Supreme Court magistrate. Spadafora vowed to 
bring his case before the OAS and UN. Ironically 

suing two journalists for libel over a March 2001 story which 
alleged corruption on his part in the construction of a road 
past his ranch in Chorrera with public funds. 


\"The U.S. did what our own government wouldn\'t\" 

3. (SBU) Civil society\'s reaction to the revocation is 
overwhelmingly positive. One day after news of the 
revocation leaked 

America and La Prensa 

relegating articles about President Torrijos\'s trip to Havana 
to the inner pages. A La Prensa editorial supported the U.S. 
decision and derided the V'existing pact among local 
politicians\" which hinders the pursuit of corruption among 
public officials. Echoing public frustration about the 
governments disinclination to investigate and prosecute 
corruption cases 

the intervention by a foreign government into acts that 
\"should have been investigated and punished in Panama. V" 
National Bar Association President Mercedes de Grimaldo 
expressed sentiments similar to the editorial. 


Smiling and Biting their Tongues 

4. (SBU) In general 

officials have made careful statements supporting the right 

of the USG to issue or revoke one of its visas. Solidarity 
Party legislator Marilyn Vallarino smiled broadly when 

stating her support for the sovereign right of the USG to 
revoke SpadaforaWs visa. Under Panamavs criminal libel laws 
individuals cannot make a public accusation or imply that 
they assume someone\'s guilt without evidence of its veracity. 
For this reason 

about the revocation have qualified their statements as not 
supporting an assumption of corruption. 


5. (SBU) Anti-corruption Front spokesman Enrique Montenegro 
called the revocation V'good news.\" Panamanian Association of 
Business Executives (APDEDE) President Enrique De Obarrio 
said the revocation indicated a \"perception of corruption in 

the Court 

circumstances and public controversy surrounding Spadafora\'s 


Column 3 

nomination to the Court. (Note: Spadafora\'s nomination is 
linked to charges of bribery and public corruption within the 
then-Moscoso administration and the National Assembly. End 
note. Democratic Change Party President Ricardo Martinelli 
asked Torrijos to take V'concrete actions and ask for the 
resignation of all nine justices 

president Jose Raul Mulino asked Spadafora to resign. 
Democratic Revolutionary Party (PRD) legislator Elizabeth de 
Quiros was skeptical that proof of corruption existed but 
added that it was not the part of another country to take 
action on behalf of Panama. The Panamenista Party 
responsible for Spadafora\'s nomination to the Court 

notably silent. It is not the PRD 

opposition parties leading the vocal charge against Spadafora 
and Court corruption. 


GOP Reaction: Damage Control 

6. (SBU) On December 1 

Justice Affairs Committee Chairman Freidi Torres called the 
Embassy seeking a meeting with Ambassador Eaton to explain 
the committeeVs decision to dismiss the complaint against the 
justices. (See Reftel.) President Torrijos 

on a Vzero corruption" platform 

spotlight from a corrupt individual and signaled his lack of 
interest in seeking a prosecution or a resignation. La 

Prensa on December 2 noted Torrijos arguing that the problem 
of corruption in Panama V'goes far beyond individuals 
pervasive and V'requires the force of all to bring about a 
transformation." Although it is unlikely that the revocation 

of Spadafora\'s visa will spur the Torrijos administration 

into action 

pursuit of public corruption. 


Comment 

7. (SBU) TorrijosVs characterization of Panamanian society 
as being pervasively corrupt probably indicates that he will 
remain passive and indecisive as exemplified by his creation 
of the Justice Commission 

mutual accusations of corruption at each other earlier this 
year. One significant positive development of the visa 
revocation has been the repeated requests for concrete 
evidence by civil society and opposition parties who cannot 
legally make statements that assume Spadafora\'s guilt. 
Unfortunately 

request a look at the evidence through official channels. 
Though the U.S. cannot otherwise release the confidential 
information that justified the revocation 

brought to the forefront a wave of keenly interested parties 
who would use the revocation as a stepping stone for change. 
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Previously 

remained under the control of the Court and National Assembly 
to do with as they saw fit. The revocation has provided 

civil society with a near-smoking gun of Spadafora\'s corrupt 
acts 

squarely in the public realm under the auspices of 

international pressure to hold accountable corrupt public 
officials. 


ARREAGA 
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He believed that members were sobered by his unpublicized but 
now widely known threat to dissolve parliament. They now 
would be less tempted to challenge the King\'s program at a 
time of national unity. In short 

King a degree of political strength unseen since the death of 
his father 

parliamentary elections sometime in late 2006 

earlier than planned. His current thinking is to dissolve 
parliament only on the eve of those elections 

enough time for a brief campaign season without generating 
concerns he was seeking to rule without a legislature. 


- The Kings parliamentary priorities were: adoption of 

party and election laws that will improve parliamentary 
representation on a one-man 

of an ombudsman and an independent anti-corruption unit; 
accelerated privatization and a new tax regime to help the 
private sector and improve public finances; and a concerted 
campaign to eliminate poverty and unemployment. As Jordan 
undertook the difficult campaign against terrorism 

need to provide a social safety net to the poor 

continued foreign assistance to do so. The King appealed to 
the EU/G-8 to continue to support Jordan. (Prime Minister 
Bakheet separately told Ambassador he doubted a majority of 
Parliament would pass an election law that will disadvantage 
many incumbents 

Parliament adopted a reform election law 

no need for early elections. Privately 

Ambassador ratification of the Article 98 agreement and 
adoption of an anti-money laundering law were top priorities 
as well.) 


- The V'gloves are off\" now in JordanVs battle against takfiri 
extremism 

human rights. Persons using extremist rhetoric to incite 
terrorism would be taken to court. If guilty 

fined 

Action Front-dominated charities and unions open their 
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financial books for transparent examination 

He said no draconian steps were contemplated. Alone with 
Ambassador 

occasions his unhappiness with a perceived Qatari policy ) 
through al-Jazeera ) of promoting the takfiri message and 
attacking Jordan. He described Jordanian-Qatari relations as 
rapidly deteriorating and said he would not stand aside while 
al-Jazeera incited terrorism. On December 5 he passed along 
a paper detailing Qatar\'s offenses 

to NEA. 

HALE 
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2. The Senior Deputy Commissioner of Police confirmed to 
RSO that the tremors produced some panic in Nairobi 

that there have been thus far no reports of injuries or 

damage to property in the capital. Similarly 

the National Disaster Operations Center told Embassy KUSLO 
Chief that there have thus been no reports of injuries or 
damage in Kenya as a result of the quake. 


3. Post has consulted with a few AmCit wardens 

four hotels in Nairobi 

Kenya but none are aware of any damage that may have been 
caused by the earthquake. 


4. It is conceivable that reports of injuries or damage 

will trickle in to Nairobi later in the evening or 

tomorrow. Post will report septel if quake damage in Kenya 
is significant. At this point 

caused little more than minor panic in some localities. 
BELLAMY 
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OPTIONS" 


Classified By: CHARGE DVAFFAIRES A.I. VICKI HUDDLESTON. REASON: : 
AND (D) 


1. (C) Summary: African Union (AU) Acting Peace and Security 
Commissioner El-Ghassim Wane confirmed to Addis-based partner 
representatives December 5 that the AU expects that the 
December 10-20 planning mission to Darfur to assess AMIS will 
make recommendations regarding the future of AMIS 

transition to a UN mission. While the AU Commission is not 

in a position to \"prejudge\" the outcome of a Peace and 

Security Council (PSC) decision (expected in early January) 

by stating explicitly in writing that the assessment mission 

should consider transition of AMIS to a UN mission 
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assured partners that AU Commission Chairperson Konare and 
UNSYG Annan \"are talking.\" UN representatives in Addis 
caution that the UN does not consider the AU-led planning 
mission a simultaneous UN reconnaissance mission for 
transition. They do appear comfortable with the three-step 
process of planning mission 

authorization 

required to get a PSC green light. Wane also stated that he 
does not believe a PSC decision authorizing an increase in 
AMIS numbers would be realistic. Post acknowledges 
Department-proposed rehatting strategy 

also work with PSC members 

and incoming chair Cameroon 

outcome. End summary. 


2. (U) The AU has issued the following terms of reference for 
its December 10-20 assessment mission to Darfur: 


-- Undertake an in-depth and critical review of the 

operations of the military and civilian police components of 

AMIS 

spelt out in Decisions PSC/PR/Comm. (XCII) and PSC/PR/Comm. 
(XXVIII) adopted by the PSC on 20 October 2004 and 28 April 
2005 


-- Assess the extent of the implementation of the 
recommendations of the AU-Led Assessment Mission of 10 to 20 
March 

the Commission on the Situation in the Darfur Region of the 

Sudan (PSC/PR2 (XXVII)) and subsequently approved by the PSC; 


-- Evaluate the prevailing security and humanitarian 
situation in Darfur 


-- In light of its finding 
forward. 


3. (U) The U.S. 

participate in the assessment mission. The AU is considering 
participation of remaining key contributors Norway and NATO. 
AU Special Representative for Sudan Amb. Kingibe will lead 
the mission and the AU seeks to keep total mission size to 30 
representatives. Darfur Integrated Task Force (DITF) Head 
Amb. Ki Doulaye 

contributing countries (Gambia 

South Africa) 

current and future chairs of the PSC (Algeria and Cameroon) 
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will take part for the AU. 


4. (U) The AU foresees that the technical assessment mission 
will take place from December 10-17 and that the team will 
travel to Addis Ababa to draft the assessment mission report 
from December 17-20. According to Wane 

Darfur in Addis Ababa in early January. 


5. (SBU) On December 5 

exchange ideas ahead of a planning mission coordination 
meeting with AU Acting Peace and Security Commissioner 
El-Ghassim Wane. Representatives from the UN Assistance Cell 
to the AU pointed out that New York does not view the AUVs 
assessment mission terms of reference as sufficient to allow 

a UN reconnaissance mission simultaneous to the AU-led 
mission. The UN does view the terms of reference as a 
\"slightly open door" to join the mission and include 
paragraphs on the topic of transition to a UN mission as one 

of the options open to the AU for the future of AMIS. The UN 
representatives cautioned that the UN needs UNSC planning 
authority before it can properly consider and plan a 

transition. U.S. 

that the assessment mission is a necessary precursor to an AU 
PSC green light and that the PSC report must contain 
sufficient information regarding transition requirements to 
enable a PSC decision. 


6. (SBU) In terms of AU perspective regarding the terms of 
reference point on \"the way forward" for AMIS 

that the AU Commission is not in a position to \"prejudge\" the 
outcome of either the assessment mission conclusions or the 
PSC decision. The AU purposely drafted the terms of reference 
to be broad enough to enable the assessment mission to reach 
Vany informed conclusion\" regarding the future of AMIS 

to back up conclusions with concrete information to enable a 
PSC decision. Wane said that he speaks on behalf of the 
Commission in saying that the assessment team V'can make any 
recommendation it deems appropriate based on the situation on 
the ground.\" He elaborated that enlargement and extension of 
AMISY mandate is an option 

that a PSC decision to enlarge AMIS does not appear practical 
due to funding and other constraints. 


7. (SBU) Partners pointed out that UNDPKO may need some 
reassurance that while the AU Commission cannot make 
requests 

the future of AMIS 
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certain AU Commission Chairperson Konare and UNSYG Annan \"are 
talking.\" He stated that transition \"has been on our minds" 

at the AU 

politically more difficult that that of the AU Mission in 

Burundi. In the latter\'s case 

from day one. UN representatives appeared satisfied with 

Wane\'s comments 

to assist the AU 

handover. 


8. (SBU) Partners asked for clarification as to the extent to 
which the assessment mission report will influence the report 
for the PSC 

prepared a report for KonareVs review. Wane responded that 
the AU sees the assessment mission as part of a process to 
produce a comprehensive report for the PSC. He stated that 
the AU will extract relevant sections from the assessment 
mission report to add to the PSC report. Wane noted that the 
assessment mission is designed to present Konare with 
informed options for him to make recommendations to the PSC. 
The AU Military Staff Committee and the Abuja Political Talks 
Team will also contribute to the PSC report 

indicated that AU Legal will advise on the relationship 
between the AU and the International Criminal Court (ICC) as 
relates to Darfur. 


9. (SBU) Wane noted that other assessment mission objectives 
are to assess the performance of AMIS against its mandate 
taking into account a prevailing situation of non-cooperation 
amongst Sudanese parties; to assess AU implementation of 
March assessment mission recommendations; and to put AMIS in 
the context of prevailing security and humanitarian 

situations in Darfur. The Canadian representative stated 

that Ottawa would like the assessment mission to also examine 
partner implementation of commitments to AMIS. 


10. (C) Comment: With the AU\'s (albeit careful) confirmation 
that UN transition is one of the options to be considered in 

a Commission report to the PSC making recommendations on the 
future of AMIS 

and key PSC member states to ensure that the idea of 

transition is politically palatable. Measures to improve 

AMIS ground coverage and command and control will help ensure 
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AMIS can exit having implemented March assessment mission 
recommendations and improved mandate execution. Significant 
progress in the Abuja talks is not guaranteed 

to the AUVs portaying its Darfur lead as a success if 

achieved. AU Special Representative Kingibe 

the assessment mission 

other AU officials on the issue of UN transition. On the 

other hand 

reservations to Addis-based AU partners. Addis-based Algeria 
and Egypt Embassy representatives feel that AMIS needs more 
time to prove itself before the UN takes over. If 

Addis-based UN representative comments match positions held 
in New York 

the assessment mission report information on steps needed to 
affect a UN transition is necessary to ensure that the AU 
Commission can make informed recommendations to the PSC. End 
comment. 


11. (U) Minimize considered. 
HUDDLESTON 
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elections!" 


Semi-official 

editorializes: V'There is no interest for any of the 
Iraqi people to escalate confrontations and violence 
prior to the most important event at this stage 
event that is supposed to be the qualitative step for 
establishing the new Iraq.. This is the situation: 

the Iraqis have no choice but to recognize the fact 
that they have no homeland other than Iraq and that 
everyone will lost if they place their sectarian 

party or ethnic interests before Iraqvs higher 
national interests and before the interests of the 
Iraqi people.. It is an opportunity that must be 
taken and all efforts must be exerted to provide the 
suitable climate for its success. V 


-- VBeautifying the political ugliness!\" 


Daily columnist Mohammad Kawash writes on the back- 
page of independent 

Al-Yawm (12/04): VI can understand that a performer 
like Haifa Wahbeh or Nancy Ajram [famous Arab singers] 
would resort to some cosmetic operations . but | do 

not understand that the administration of leading 
superpower like the United States would resort to 
suspicious schemes 

and to employ public relations companies to beautify 

its image and improve its reputation that has reached 
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rock bottom. Washington allocated huge amounts of 
money to employ Iraqi and Arab writers and journalists 
in the Vbeautification workshop" and has established 
radio and television stations and newspapers for the 
purpose of changing the mood of the Arab and Muslim 
people and to influence the Arab public opinion after 
the occupation of Iraq in order to change the 
occupation into VliberationY and the destruction of 

the state into the \'reconstruction\' of Iragv.. Who 

can beautify the image of the United States and 
improve its image especially that the scandals 
continue to flow out on daily basis on the Iraqi and 
American fronts? A beautician cannot fix what age has 
destroyed. The thing that would beautify and improve 
America\'s image and restore its respect among the 
people and the nations is not war 

and occupation and not the money paid to newspapers 
satellite televisions and radios and the spread of 

lies and disinformation 

with which it deals with the issues of the nations 
nothing more and nothing less. V 


-- VBuying consciences or selling homelands\" 


Chief Editor Taher Udwan writes on the back-page of 
independent 

(12/04): \"The latest scandal of VUncle SamVs 
democracy" is what the occupation army in Baghdad said 
about paying dollars to Iraqi newspapers within the 
context of a secret program designed to publish 
articles that hail the Americans.. There is no limit 

to the disinformation 

false stories and lies that has engulfed the invasion 
and then occupation of Iraq. The strange thing is 

that the U.S. administration continues to insist on 
surrounding this shameful operation with a halo of 
morality called the spread of freedom and democracy in 
the Middle East.. Anyhow 

ugly 

Arab side 

in the Arab world who have contributed 

to do so 

American occupation 

describing it as a VliberationV. This not just 

national and pan-Arab corruption 

corruption and deviation that is more dangerous than 
AIDS and the Avian Flu on the conscience and culture 
of this nation. The scandals of the U.S. 

administration in terms of violations of freedoms and 
human rights have been hung out like dirty laundry . 
and yet we are not seeing any serious move by funding 
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organizations and offices that are mushrooming in the 
Arab world to condemn this heinous crime against the 
freedom of the media. In reality 

another item of the American budget for 
VdisinformationV. In the 2006 draft budget 

80 and 120 million Dollars were allocated for American 
Corners that is libraries and media and cultural 
centers designed to Vreach out to the youth and to 
those who want to work with the United Statesv. 
Corners for homeland sellers in this age of buying 
consciences.\" 


-- VLocally made\" 


Daily columnist Nahed Hattar writes on the back-page 
of independent 

Yawm (12/04): \"When the American occupation army 
suffers the loss of ten soldiers and the injury of 
another eleven in one day in Iraq 

when these losses occur in an area supposedly well 
combed by and wreaked with destruction and killing and 
bombed with chemicals by the occupiers 

conclude that there is a flagrant operational 
malfunction in the performance of the American 
soldiers in Iraq.. The number of American soldiers in 
Iraq is less than the third of the number required to 
fight the resistance . but what is more important is 

that the American soldier misses one very significant 
thing 

cause 

moment would make him a scared human rag and a lethal 
one at the same time.. The American defeat has 
happened and is happening now and it starts on the 
moral level. The American aggression against Iraq 
began with a series of lies that were exposed soon 
after the war 

horrible detentions and scandalous tortures have seen 
to the destruction of the lie of democracy" that has 
since become synonymous with corruption 

criminality.. The United States has sunk morally and 
this is what the American soldier feels to his bones 
while he waits for death. V" 
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step forward for Somalia. Stalemate has ensued however 
with the TFG executive under President Yusuf installed in 
Jowhar 

components of Parliament) sharing control of Mogadishu. At 
the present time 

Monitoring Group believe the two sides are probably closer 
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to a renewal of open armed conflict than they are to 
reconciliation of any sort. Others point out that despite 
significant rearming efforts 

for a sustained engagement. There is no doubt however that 
this standoff has given jihadist elements new space within 
which to maneuver and assert their authority. The jihadists 
will oppose the formation of any centralized government they 
perceive hostile to their Islamic extremist principles. 


-- Pressure is building internationally to support President 
Yusuf and the executive against the Mogadishu businessmen 
warlords and parliamentarians. Ethiopia 

Uganda and parts of the African Union have long been 
partisans of Yusuf. Kenya has recently joined this chorus. 
Now the EU 

forward with larger-scale support for Yusuf and the TFG 
executive. If this campaign rolls on without any US 
involvement or mediation 

the wrong choices 

undermining our CT goals. 


-- We cannot remain neutral or on the sidelines if we want 
to position ourselves to influence the political and 

security dynamic in Somalia. Hence the need for a new 
strategy of engagement. 


OPPORTUNITY AND PERIL 
IN "PICKING A HORSE" 


4. (S) Among President Yusuf's many weaknesses is that he 
has greater standing outside Somalia than at home 

is perceived by most as just another warlord 

who emerged on top after a messy but typically Somali 
presidential selection process in 2004. Yusuf surely 
understands that he cannot impose his \"presidential\" 
authority by military means unless he is amply supported by 
international forces. Despite encouragement from Ethiopia 
Italy and some others 

constellation of foreign forces will ever align to give 

Yusuf this opportunity. Thus his only hope of eventually 
governing as President is probably to combine increased 
foreign support and assistance with active diplomacy and 
outreach to his rivals. This just might allow him to build 

a coalition that unites the business community 

and achieves some semblance of centralized governance under 
his authority. That in turn would position him to take on 

the Islamic extremists and jihadists whom 

said 

vision 

questionable at best although there are very recent signs 
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that he sees himself becoming marginalized and may need to 
Seek accommodation. 


5. (S) Chances for success may be slim 

little alternative to working more closely with both Yusuf 
and/and his principal rivals in Mogadishu to try to build a 
working coalition government. In so doing 

in the mind that the complex nature of Somali clan politics 
makes it extremely difficult for any outsider to try to pick 
\"winners\" and back them. It is a fact of the Somali clan 
structure that it is impossible for any one leader 

without the support of the USG or others in the 
international community 

Somalia today cannot be dominated by a single individual -- 
nor can a single individual impose his will on the violent 
Islamist extremists in their midst. But together 

can both rule and combat the violent Islamists. Somalia 
today can only be ruled by a coalition. While the details 
of that coalition are for the Somalis to determine 

must seek a role in bringing it into being -- and keeping it 


going. 


6. (S) As we do so 

the governmental process that the Somalis themselves agreed 
to -- the TFls. In doing so 

\"transitional\" nature of the current structures. Support 

for any individual must be clearly cast as support for the 
institutional positions held -- as part of the larger TFls - 

- and not as support for a given individual at the expense 

of others. 


ELEMENTS OF GREATER ENGAGEMENT 


7. (S) In reaching out to Yusuf 

September meetings on the margins of the UN General Assembly 
in New York between USG officials and Yusuf and his aides to 
make clear that our goal is to help consolidate the 

authority of the TFG executive 

out to engage and partner with his rivals. As a first step 

we should communicate a similar message to both sides of the 
TFI divide. This could be done by Ambassador in Nairobi 

which 

elevation in our level of engagement. 


8. (S) In discussions with all key obstructionists 
to insist on the primacy of dialogue and coalition building. 
Points we might wish to emphasize would include: 


- Our engagement in Somalia is aimed at standing up the 
TFls so that stable governance can return to Somalia. 
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- The USG does not offer exclusive backing to any leader 
group or institution. The return of governance to Somalia 
depends on SomaliaVs leaders coming together and cooperating 
for the good of the country. 


— The TFls are sufficiently formed for the various 
elements to provide the necessary venues for this 
cooperation. 


- We will look for the cabinet to meet 
present motions to Parliament for action. 


— We will expect the Parliament to meet and debate the 
motions 


- On the basis of ParliamentVs decisions 
determine our support for the TFls. 


- We will bring our indirect financial support and voice 
to those same actors who have shown their strengths in 
conflict resolution and reconciliation in many areas 
throughout Somalia 

support through multi-donor funded projects. 


- These groups 

Islamists 

already seeking to engage with members of Parliament who 
appear to be pulling together in an \"alternative center of 
gravity" at least somewhat independent of the TFI factions. 


— We will identify those members of Parliament who can 
cooperate with each other across the clan and the 
Jowhar/Mogadishu divide. 


- We will seek to create this new center of gravity 
through united international attention and carefully applied 
resources 

cutting middle\". 


9. (S) Our increased engagement must be communicated 
internationally. We must be clear about what we want 
what we are willing to support. We must be clear that we 
will seek to lead the international community to a united a 
position on Somali questions. 


SOMALILAND 


10. (S) As we develop a strategy of more active engagement 
in Somalia 
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its appeal as a relatively peaceful 

geographic entity 

Because it is somewhat easier for foreigners to visit 

Somaliland 

Somaliland as a place where we can \"engage\" and do business. 
Often such engagement is seen as a means to influence and 
instruct the rest of Somalia on the advantages of following 
Somaliland\'s model. 


11. (S) This logic is flawed 

with Somaliland is not likely to be seen by either Yusuf or 

the warlords in Mogadishu as a sufficient incentive to re- 
evaluate or change their positions. If international 
engagement were to accelerate Somaliland\'s drive to achieve 
independence 

country would result. Such a conflict 

give extremists and jihadists even more room to operate 
while further postponing resolution of Somalia\'s most urgent 
program 

government in Mogadishu. Thus any USG involvement in 
Somaliland should be carefully calibrated to ensure the 
question of SomalilandYs independence be postponed for the 
time being. 


AMBITION AND RESOURCES 


12. (S) As the USG steps up its diplomatic engagement in 
Somalia 

Somalia is covered by a single mid-level FSO at Embassy 
Nairobi. A very small cadre of USAID officers and FSNs 
administers our assistance program in Somalia. Embassy 
Nairobi has very limited Somali language capabilities (none 
at all among Americans present at post). This staffing 
level is scarcely sufficient to maintain a watching brief 

and comply with mandatory reporting and support 
requirements. It is well short of what will be needed to 
sustain an engagement strategy. If it is decided to 
intensify our diplomatic engagement 

to the region in connection with Somalia 

a Somalia country team in Nairobi 

Somalia 

to Somalia 

levels. Embassy Nairobi will send in more detailed notes on 
possible resource solutions in a separate message. 


SECURITY 


13. (S) An unavoidable constraint on our engagement in 
Somalia is the extreme danger of travel to that country. 
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There is abundant evidence that extremist groups in Somalia 
are continually on the lookout for foreign targets of 
opportunity inside Somalia 

Somaliland is not an exception to this rule. Any official 
American visiting Somalia will immediately be targeted by 
one extremist group or another for hostile action. Although 
officials of other nationalities have cautiously stepped up 
the number of their quick visits to sites in Somalia in 

recent months 

casualties as well. Embassy Nairobi does not have the 
security resources to support a program of frequent visits 
to Somalia 

program. Fortunately 

key Somali actors from Nairobi (and possibly other regional 
capitals) without frequent travel into Somalia. 
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ministry 

U.S. - Jordan FTA 
leadership. He is very bright 
Palace 


O. Minister of Labor Bassam al-Salem: 


(U) Christian 

Irbid Governorate 

Central Bank Governor Khalid al-Salem 

a bachelor's degree in chemical engineering from the 
University of London in 1979. Upon his return to Jordan in 
the early 1980s 

plastics and packaging materials. He expanded his business 
into several manufacturing facilities 

confectioneries 

recently acquired one of the smaller mining operation that 
was privatized by the government. In the mid 1990s he 
co-founded the Jordan Export and Finance Bank 

serves on its board. He also served as board member of the 
Central Bank of Jordan. Salem was appointed Labor Minister 
in Badran\'s cabinet. Salem is married with one son. He is 
fluent in English. 


(C) Salem has recently concentrated his legal work on GOJ 
government contracts 

infrastructure projects 

has a cosmopolitan outlook 

law 

regional Arab artists. He travels to England regularly. 

When he was first appointed Minister 

that his \"fresh\" approach to government would help root out 
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inefficiencies. After several months 

and he was at one point skeptical that he would remain very 
long in government. 


P. Minister of Public Sector Reform Salem Khazaaleh: 


(U) Muslim 

Governorate in 1963 

law and a master\'s degree in legal philosophy from the 
University of Jordan. He worked as a lawyer for several 
banks and companies for 13 years. Over the past 
two-and-a-half years 

Audit Bureau. Khazaaleh\'s wife is of Palestinian origin 
works at the Jordan University of Science and Technology. 
Khazaaleh does not speak English very well 

improving. 


(SBU) USAID staffers who have worked with Khazaaleh regard 
him as intelligent and incorruptible. 


Q. Minister of Awqaf and Islamic Affairs Abdul Fattah Salah: 


(U) Muslim 

a BA in Islamic Sharia from Damascus University 

several official posts 

the Awgaf Ministry. He also served as vice president of the 
Awgaf and Islamic Affairs Council 

board of trustees of the Da\'wa and Usul College (a state-run 
Islamic community college). Salah 

Al Istiklal Medal 

renovation of the Aqsa Mosque and other Islamic sites in 
Jerusalem. 


R. Minister of Water and Irrigation Thafer Alem: 


(U) Muslim 

completed his secondary education at the Jordan Armed Forces 
Schools in Zarqa in 1958. He obtained a BSc in applied 
geology in 1964 from Cairo University and was appointed water 
resources engineer in 1964. He obtained an MSc in 
underground and surface water engineering from London 
University in 1969 

water facilities from the University of Utah in 1973 

as an irrigation engineering diploma from Colorado University 
in 1974. He served as dams engineer at Al Rawafed 

Institution between 1964 and 1973 

Valley Authority (JVA) in water resources development. He 
was appointed JVA deputy director in 1981 

secretary general of the Water and irrigation Ministry since 


SIPDIS 
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2000. Alem is a very good contact of the embassy 
always been cooperative and accessible. He is fluent in 
English. 


(C) AlemVs main areas of focus have been the Red-Dead water 
conveyance proposal 

Jordan. He has very good relations with his Israeli 
counterparts. Alem knows the Jordan Valley as well as anyone 
in the GOJ. He is pleasant and likable 

VtheV dam expert. Unfortunately 

regarded. It recovers only 25 - 30% of its operating costs. 
Efforts to reform the JVA 

commercialize the agency 

expect Alem to be a strong voice for the implementation of 

the National Agenda or necessary reforms in the water sector. 
He is quick to agree to a proposal 

follow-through. 


S. Minister of Agriculture Akef Zuvbi: 


(U) Muslim 

earned a BSc in agricultural sciences from the University of 
Aleppo in 1974 

University of Jordan in 1990 

Nilean University (a private university in the Sudan) 

he completed via distance learning in 2000. He assumed 
several posts in the agricultural sector 

of the Agricultural Marketing Corporation in 1986 until its 
dismantling per WTO requirements. He was made director of 
the Agricultural Marketing Department of the Ministry of 
Agriculture in 2002 

the Ministry of Agriculture in 2004. He does not have good 
English 


(C) Zuvbi is a former member of one of Jordan\'s 
Syrian-leaning BaVath parties 

leadership position. His wife is the sister of the former 
Palestinian Minister of Finance Salam Fayyad. His wife is a 
retired government official 

research company. 


T. Minister of Culture Adel Tweisi: 


(U) Muslim 

obtained his master\'s degree and PhD from the University of 
Michigan in 1984 and 1987 

literature from the University of Jordan in 1978. He also 

was the recipient of a post-doctoral Fulbright research 

grant. He served as professor of English literature in Al 
Hussein Ben Talal University and Mu\'ta University 

as dean of the faculty of art and dean of student affairs at 
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MuVta University. Tweisi has been a member of the Higher 
Education Council since 1999. He was president of Al Hussein 
Ben Talal University from 1999 to 2004. He is married and 
has four sons and one daughter. Tweisi is fluent in English. 


U. Minister of Political Development and Parliamentary 
Affairs Sabri Rbeihat: 


(U) Muslim 

education and sociology from the University of Jordan in 

1976 

University of Southern California. He has served as senior 
adviser to the UN on disability issues since May 2004 

also as assistant professor and chairman of the Philadelphia 
University Social Science Department. He is president and 
founder of the South-North Centre for Dialogue and 
Development 

of the research and planning unit at the Supreme Council for 
Family Affairs in Qatar. Rbeihat headed the research and 
planning unit at the Directorate of Rehabilitation and 
Correctional Centers in Jordan between January and June 1991. 
He also headed the training unit of the Royal Police Academy 
in Jordan from October 1998 and August 2000. Rbeihat 
traveled to the U.S. on an IV program in 1994. 


(C) RbeihatVs wife is related to a former minister. They 
have no children 
separated for some time 


V. Minister of Social Development Suleiman Tarawneh: 


(U) Muslim 

outside of Karak 

sciences. He also obtained a master\'s degree in military and 
administrative sciences from Muta University 

strategic and defense studies from Pakistan 

history from Baghdad University. Tarawneh joined the JAF in 
1965 

Guidance Commission at the Royal War College 

personnel affairs at the General Army Headquarters 

military commander. Tarawneh is the recipient of several 
medals in the fields of leadership 

administration. 


(C) Tarawneh\'s military background might leave him 
ill-prepared to head a ministry that has the lead on NGO and 
civil society issues. 


W. Minister of Tourism and Antiquities Munir Nassar: 
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(SBU) Christian at birth 

Born in Jaffa in 1943 

commerce from the American University in Beirut in 1963. One 
of the founders of the Jordan Inbound Tour Operators 
Association 

London office in the 1960s. He is a member of the National 
Tourism Strategy Committee and the National Tourism Council. 
Until his appointment 

International Traders 

which was started by his father in 1948. As a tour operator 
Nassar has had several innovations 

restaurant complex in Amman 

Musa 

theater in Aqaba. He is also the agent for American Express 

in Jordan. Nassar is fluent in English. 


(C) With a strong background in promoting tourism via the 
private sector 

reform agenda. USAID has worked closely with Nassar in his 
capacity as a member of the National Tourism Strategy 
Committee and the National Tourism Council. He is a staunch 
supporter of voluntary trade associations 

founding members of the Jordan Inbound Tour Operators 
Association 

association in the tourism sector. USAID had strong positive 
feelings toward his predecessor 

problems working closely with Nassar. Nassar was reportedly 
close to bankruptcy at one point 

American Express business to climb out of debt. 


X. Minister of Information and Communications Technology 
Omar Kurdi: 


(U) Muslim 

Kurdi holds a BA and an MA in communications engineering from 
the Georgia Institute of Technology. He is a member of the 
board of directors of Royal Jordanian Airlines 

as a member in the consultation committee for the 
communications sector in 1996. Kurdi was in the JAF from 
1987 to 1991 

communication commission. Since 1991 

appointment as minister 

in the communications sector 

of the Near East Technologies Company (NET) 

interests in aviation 

is both a representative of international suppliers as well 

as a consulting services provider. KurdiWs focus was 
telecommunications. KurdiVs father was Yasser Arafat Vs 
physician. 


(C) Considering his strong background in telecommunications 
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Kurdi should be able to take positive steps to address the 
problems of telecom regulation and work toward getting the 
Telecom Regulatory Commission back on track 
predecessor has recently promised to take on. 


3. (U) Minimize considered. 

Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Deparment of State\'s SIPRNET home page. 

HALE 
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security for repair crews. Perforation charges from well 
workovers alone will not increase production from the Qurnah 
oil field. End Summary. 


2. (SBU) Deputy Prime Minister (DPM) Ahmad Chalabi chaired 
the National Energy Council (NEC) December 1. Also present 
were Minister of Electricity (MoE) Dr. Muhsin Shalash 

Security Advisor General Sa\'ad 

Ministries of Oil 

Commander Major General Parker 

Pol/Mil officers. 


3. (C) DPM Chalabi agreed with MNF-I to keep crude oil 
exports from the north minimal in coming weeks in order to 
ensure that sufficient crude supplies are on hand for 
domestic refining in the run-up to the election. Currently 
no northern crude oil is being exported 

facilities at IT1-A are being refilled. It was agreed that 
security at Bayji be increased 

operation is crucial in the coming weeks. Chalabi directed 
that the NEC issue an order to the Ministry of Oil (MoO) to 
stockpile almost 4 million gallons of gasoline and 2.6 
gallons of diesel for use in Baghdad during the elections. 
General Parker noted that the GOI must ensure an adequate 
distribution plan for these supplies. 


4. (C) MNF-I reported that 

forces are camped at al-Riyadh 

not yet returned to work. Chalabi directed NEC staff to 
draft a decision of the NEC ordering that repair crews be 
brought in from other areas and co-located in camps with 
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military forces. Chalabi said that these workers would be 
less susceptible to threats to themselves and their families. 


5. (C) MNF-I reported increased surveillance by unmanned 
aerial vehicles (UAVs) and helicopters led to the successful 
disruption of a team of saboteurs attempting to loot power 
lines in the Baghdad-Bayji corridor 

MNF-I activity had also identified and engaged other parties 
of looters and discovered a number of IED factories. MNF-I 
said that the US forces are focused on the al-Fatah area and 
are working closely with Parsons 

on security. 


6. (C) DPM Chalabi reported that the Council of Ministers 

had approved December 1 the additional money necessary for 
expanding the Yusifiyah power plant to add an additional 500 
MW of power to the national grid. Another project at 
Mussayib is expected to add some 600 MW of power in the 
future. DPM Chalabi requested that military exercises 

similar to those held recently near Kirkuk and Salman Pak 
held near these facilities 

temporarily 


7. (C) Minister of Electricity Dr. Muhsin Shalash reported 
that 13 towers on the Bayji-Baghdad 400 KV line remained 
down and there was no contract in place for repair. MNF-I 
reported that they were aware of a number of companies 
ready to work in this area and urged MoE Shalash to put 
contracts in place for these repairs while security in the 
area was sufficient. 


8. (C) MNF-I reported that the permits for the importation 

of perforating charges have been approved since May 2005; 
the charges themselves are currently available in Kuwait. 
The next step is for the Southern Oil Company (SOCO) to 
actually place the order. Some 12 

necessary to work on 30 wells in north and south Rumaillah 
and another 30 wells in Qurnah. The work could start in 
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February 2006 and take 30 weeks 

week (one each in Qurnah and Rumaillah). MNF-I stressed 
that 

number of gas oil separation plants (GOSPs) to process the 
additional supplies of crude 

construction of a new GOSP to process the new crude oil the 
perforating charges would make available. Construction would 
cost approximately $150 million and take a year. 


9. (C) MNF-I reported that the first five of a planned 18 
Strategic Infrastructure Battalions (SIBs) have completed 
Tier | of their training in basic infantry skills applicable 

to the protection of linear infrastructure. 

MNF-I assessed these troops\' accomplishments as \"fair.\" 
Upcoming Tier Il training consists of more advanced 
training for commanders; Tier Ill is a week of on-the-job 
training for and observation of the units; and Tier IV 
consists of follow-up visits to deployed battalions by 
MNSTC-I trainers. SIBs 6-11 (posted on the Bayji-Baghdad 
corridor) and 17 (posted near Salman Pak) will be the next 
units to undergo Tier I training 

lessons learned from the first tranche of SIBs trained. In 
response to ChalabiVs question as to whether all units had 
been \"vetted\" to ensure they had not been infiltrated by 
insurgents 

responded that security remained an issue 

composition of these units was subject to change. 
KHALILZAD 
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issue for the Dutch -- we will not sell F-16s or other 

weapons to Pakistan\" that could potentially reach Kashmir. 
For example 

Pakistan 

following the meeting with van der Knaap 

covered during the conversation. Van der Knaap is the Dutch 
authority on arms transfers 

as authoritative. 

BLAKEMAN 
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advice of the Government of India in regards to its external 
relations 

wording to reflect the reality that Bhutan conducts its own 
foreign policy. This event was evidence of IndiaVs 
increasing comfort with a more visible and transparent 
relationship with its small neighbor. End Summary. 
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More Ties 


2. (U) Bhutan and India have a vital stake in each otherVs 
well-being and prosperity 

their size 

Delhi seminar hosted by hosted by the Bhutan India Friendship 
Associations (BIFA) 

artisans 

remarked that stability 

the most durable guarantors of peaceful coexistence 

India has been privileged to assist Bhutan in its task of 
nation-building. 


3. (U) Highlighting the military operations conducted by the 
Royal Bhutanese Army in December 2003 as a milestone in V'our 
joint response to terrorist activities 

continued cooperation along the border. He noted that India 
looks forward jointly to upgrading border infrastructure and 
management 

information sharing. Noting the common threat of Nepalese 
Maoist groups and their linkages with Indian left wing 
extremists and insurgent groups 

cooperation along the border is a prerequisite for securing 
close and friendly relations between countries sharing a long 
border. 


Support for the Constitution 


4. (U) Saran stated that the GOI is following the King of 
BhutanVs proposed transition to a constitutional monarchy 
\"with keen interest" and would assist during the process. 
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Acknowledging that the process could take two to three years 
he indicated that the GOIVs objective is V'not just to 
consolidate and preserve the exemplary relations we have 

to take them to an even higher level of mutually-beneficial 
cooperation and understanding. \" 


Economic Integration Vital 


5. (U) Saran told the audience that economic integration and 
cooperation was necessary in the increasingly inter-dependent 
global economy. He called for a strategy of economic 
development that complements the resources endowed to each 
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country. Noting BhutanVs success in developing its 
hydropower resources while preserving the environment 
stated the GOI supports greater cooperation in this sector. 
He argued that the next generation in India and Bhutan 
expects a better life 

deliver 

He concluded that the border should not be viewed as a 
boundary 


India Needs to Play Larger Role in Refugee Problem 


6. (C) At the same seminar at which Saran spoke 
Professor Muni stated that India needs to play a larger role 
in finding a solution to the refugee problem between Bhutan 
and Nepal. (Comment: Joint Secretary Rae\'s November 22 
comments (reftel) suggest that the GOI has pressed Thimphu to 
resolve the conflict 

its own time frame. End Comment.) Muni argued that India 
due to its involvement in the transit of refugees from Bhutan 
to Nepal in the early 1990s 

the Bhutanese to resolve the issue. He warned that the 
intrusion by Maoists into the refugee camps is of concern to 
both New Delhi and Thimphu and will directly affect India in 
the future if a solution is not found to the refugee problem. 


Sino-Bhutan Relations 


7. (U) Muni indicated that the GOI should provide more 
assistance to the Bhutanese regarding the Sino-Bhutan border 
asserting that \"the GOI needs to make sure that Bhutan does 
not get pushed around by the Chinese." 


Comment: Less Influence of Big Brother India 


8. (C) Muni noted that it might be time to change the 
wording of the 1949 GOI-RGOB treaty 

will be guided by the GOI in regards to its foreign 
relations. He argued that the realities on the ground 
Bhutan now makes most of its own decisions 

reflected in a change to the treaty. The Mission has also 
seen evidence that Bhutan is exerting more independence in 
its foreign policy decisions 

two years in a row on the UNHRC vote on Cuba 

resisting GOI pressure to settle the refugee issue. That 
being said 

relationship with Thimphu reflects New DelhiVs increasing 
willingness to address its policy towards Bhutan in a 
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transparent and forthright manner 
distinct from other foreign policy relationships. End 
Comment. 


9. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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abroad for interrogation. Even among the five currently 
slated to be interrogated 

about their loyalties and morale. Contacts remain curious 
about USG intentions for Syria in the post-December 15 
environment 

see a Sunni-led regime replace Asad and his family. End 
Summary. 


3. (C) THE CURRENT LULL: The Syrians have \"bought\" three 
to four months time 

Mehlis will likely need an extension post-December 15 

according to Riyad Abrash. He described the level of Syrian 
cooperation to date as V'typical 

They continue to play for time 

outlast Bush\'s political influence 

Washington. 


4. (C) CAN BASHAR DEAL WITH HIS SHAWKAT PROBLEM? Contacts 
remain divided about whether Asad is strong enough to move 
against SMI head Asif Shawkat. Abrash 

founder Ayman Abdul Noor 

Sankar all insisted to PolChief in early December that the 
President will refuse to send Shawkat abroad for questioning. 
Abrash pointed to personal characteristics signifying 
weakness to make his point 

political acumen 

power. He remains loyal to powerful people around him 
despite any personal reservations he harbors 

protect those who are without powerful allies 

pressure against them become too great 

Abrash knows Asad from having briefed him periodically on his 
semi-official trips to Washington. An economist 

harbors some bitterness that Asad in 2001 did not offer him a 
promised Cabinet position 

senior official in one of the security services 

be Bahjat Sulayman.) 
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5. (C) Abdul Noor attributed the anticipated Asad refusal 

to send Shawkat for questioning to regime adherence to its 
real strategy 

for the moment it is going through the motions of 
cooperating. Sankar viewed Asad\'s inability to turn Shawkat 
over to Mehlis for questioning in Vienna as a function of 
family politics 

(Asad\'s sister and mother) have pre-emptively attacked Bashar 
and warned him that \"he will be nextV if he does not protect 
Shawkat. 


6. (C) THE OTHER WITNESSES: Regarding the other witnesses 
Sankar described Dafer Yusuf and Rustom Ghazaleh as 
potentially dangerous to the regime 

secrets they know about 


SIPDIS 

regime is now shaky. (According to Sankar 

feel that the regime has showed him the respect he deserves.) 
Abdul Noor made a similar point 

concerned and had done everything possible to shore up the 
confidence of the suspects that the regime would protect them 
(and get them back to Syria after the interrogations). Both 
Sankar and Abdul Noor said that the regime would \"lose the 
street and its support" if Mehlis offers persuasive proof of 
Syrian complicity and the regime then refuses to cooperate. 
Previous refrains asserting that Syria as a nation should not 
be sacrificed for the (often corrupt) interests of a 

half-dozen regime members are likely to be heard again 

these contacts. 


7. (C) ASUNNI REGIME IN THE FUTURE? Sankar and Abrash both 
probed on the issue of whether the U.S. wanted to see a 
Sunni-dominated regime eventually assume power. While Abrash 
acknowledged that the USG had not made its intentions clear 

he speculated that the U.S. would like to see such a regime 

in Syria 

Iraq. Abrash 

family 

Sunni regimes) were also likely to be supportive. In the 

past 

Vcontrasting tones\" in Iraq and Syria 

minority regime in Syria paired with a Sunni regime in Iraq 
explained Abrash. Without some kind of an external push 
however 

Abrash 

Sankar mused about whether it was time for him to begin 
reaching out to potentially disaffected 

chieftains like Ali Duba 

Ali Haydar 

(whom Sankar says now has a travel ban imposed on him.) 
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8. (C) On a separate issue 

supportive view on Kamal Labwani 

expressed publicly during his trip to the U.S. had been \"very 
good 

himself has said publicly in the past. Sankar denied that 
Syrians who knew of Labwani had turned against him. In fact 
many agreed with Labwani but were fearful to say anything 
publicly. Labwani has a political future in Syria 

solo actor 

figures 
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not been finalized. The primary areas that still need to be 
addressed involve budget assistance and persons/agencies of 
final responsibility. The draft plan covers five topics: 

Planning and Coordination; Human and Animal Surveillance; 
Prevention and Containment; Health System Response; and 
Communications. Post will forward a hard copy of the draft 
plan at the DepartmentVs request. Electronic copies are not 
currently available. 


-- GOJ is typically very open on many issues. However 
GOJVs openness and transparency may depend on the 
circumstances of an initial outbreak. If 

first signs of an infection occur in a rural area 

an adverse effect on the tourism industry may prompt an 
effort by authorities to manage the problem quietly. On a 
positive note 

airing of a public education campaign in the print media 
about the disease and its dangers. 


-- An Avian Influenza (Al) human pandemic is not currently 
high among government priorities. Once the disease is more 
prevalent in the Western Hemisphere 

understand that the tourism industry could be affected 

will gain traction. The GOJ simply has greater priorities 
such as high levels of violent crime 

elections 

constraints 

funds they do not possess - to guard against an issue 

risk of which is still perceived as minimal. The key 

figures for USQG officials to engage are Dr. Headley Edwards 
Director of Veterinary Services at the Ministry of 

Agriculture 

Health. These officials in themselves indicate the priority 
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that the GOJ places on Al. While both are respected 
professionals 

that would enable swift and decisive action. 


-- While Post knows of no systematic review of national laws 
to ensure consistency with international health regulations 
GOJ follows Pan American Health Organization (PAHO) 
guidelines 

there are no legal or regulatory barriers to Avian Influenza 
detection 

indicated that the monitoring capacity of the Ministry of 
Agriculture laboratories would be insufficient to handle a 
pandemic-level outbreak. 


-- As reported in Ref B 

reaching out to the international community. The GOJ has 
been working with PAHO on the issue 

with CDC and with the Caribbean Regional Epidemiological 
Center (CAREC). GOJ has asked what the USG can contribute 
on any level 

communication with the rest of the international donor 
community has revealed little outreach. While GOJ is likely 
to be receptive to any approach that involves financial aid 
interlocutors reiterated their concern that Jamaica (and 
other small Caribbean nations) may become a low priority 
concern in the event of a pandemic. Financial assistance 
would be welcomed by the GOJ in return for their efforts to 
combat the spread of the disease. 


-- Jamaica does not currently implement a national flu 
vaccine program 

polio and MMR. GOJ gave no indication as to whether they 
would be receptive to doing so 

review. Jamaica neither develops trivalent flu vaccine for 
human influenza 

developing an H5N1 vaccine. All vaccines are imported from 
abroad 

countries have not been obtained. 


-- Although there has been a public campaign 

muted one only seen in the print media. Particularly in 

rural areas 

information for the populace 

outreach through this medium. While there are public sector 
health clinics where citizens can obtain information about 

the disease 

The Rural Agriculture Development Agency (RADA) is making 
some effort 

sharply hindered by a lack of resources. 


B) SURVEILLANCE/DETECTION 
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-- In general 

capable of identifying a new strain of influenza among 

people or animals. However 

for testing. USAID\'s HIV/AIDS outreach has exposed critical 
gaps in this arena 

capable testing centers are in the capital 

and academic laboratories. Given that the rural areas are 
the most likely to see the first outbreak 

significant delay in detection. The GOJ can send samples to 
CAREC and/or to the United States for further testing and 
confirmation 

lack the ability to perform effectively in the event of a 
Caribbean pandemic. Embassy contacts expressed a desire to 
obtain more equipment for testing 

kits and more lab technicians. 


-- The most critical gaps that remain to be addressed are 
front-end: clinical surveillance and detection. Jamaica 
must strengthen its public laboratory capacity. To do this 
equipment 

capacity-building would allow for faster 

testing with a view to containment once diagnosed. 
Following identification of an outbreak 

coherent 

pandemic. Jamaica must also develop a national 
communication strategy 

practical assistance on school closures 

travel 


C) RESPONSE/CONTAINMENT 


-- GOJ has no stockpile of medications 

yet been placed. GOJ sources told emboffs that since they 
lack treatment protocols 

Before the GOJ has established what drugs it requires 
what quantities 

financial resources to order them. Post will continue to 
engage the GOJ this issue 

PAHO and WHO to establish such protocols. 


-- The country has no stockpile of pre-positioned personal 
protective gear. 


-- As discussed above 

strategy for rapid response. No written guidelines are in 
place for culling and vaccination of birds 

facilities 


-- GOJ certainly possesses the political will to impose 
quarantine and social distancing measures. The question of 
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capability is more hypothetical 

use of the disciplined and well respected Jamaica Defense 
Force (JDF) would be likely to probable 

a pandemic outbreak 

the police) would lack the credibility and professionalism 
to complete the task. 


4. (U) Given the large number of U.S. tourists that frequent 
Jamaica 

management capabilities could quickly have an impact on the 
United States and the spread of Al among U.S. citizens. At 
the same time 

would have a devastating effect on Jamaica\'s economic 
situation. Post will continue to encourage the GOJ to raise 
awareness of the disease among the population 

rural areas 

at a higher priority level in the national agenda. The 
GOJVs limited financial resources and currently perceived 
low risk may preclude this at present. 


5. (U) Post will continue to follow this issue and will 
update accordingly. 
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penalty of two years imprisonment but usually results only in 
a fine. 


4. (C) Ambassador Mull 

Judge Advocate from 52nd Fighter Wing 

MFA and MOD reps on December 2 to discuss the situation. 
Ambassador Mull reviewed the case and noted that the USG 
wishes to avoid a criminal trial 

U.S.-Lithuanian relations. He informed the Lithuanian 
officials that the Embassy would send an official request via 
diplomatic note that the GOL waive jurisdiction in this case 
and allow the U.S. military to handle the investigation and 
potential prosecution. (We delivered the note to the Foreign 
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Ministry on December 5.) The Ambassador noted that the USG 
possesses this right pursuant to Article VII of the 

U.S.-Lithuania Status of Forces Agreement (SOFA) and assured 
that U.S. military structures would ensure proper justice in 

the case. 


5. (C) Jonas Paslauskas 

Department 

ramifications of the incident. (NOTE: Lithuanian media began 
reporting on the incident as early as November 28.) 
Paslauskas noted that the GOL would want to proceed with 
caution and try to avoid stirring any anti-American 
sentiments as a result. Dr. Dainius Zalimas 

to the Minister of Defense 

himself would contact the Prosecutor General 

prosecutor\'s office would have final authority with regards 
to our request for a waiver of jurisdiction. Zalimas also 
cautioned that 

prosecutors decision would likely not come quickly. 


6. (C) This incident is an unfortunate distraction from the 
overwhelmingly positive experience of U.S. military 
participation in NATO\'s Baltic Air Policing mission. U.S. 
military officials have taken steps to ensure that a similar 
incident does not reoccur 

event will have any serious ramifications for the air 
policing mission. We are confident that the GOL will be 
sympathetic to our request for a waiver of jurisdiction 

we will continue to work intensively with it to resolve the 
case quietly. 

MULL 
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President also commented on Belarus\' neighbors 
business 

Summary. 


The Russian-Belarusian Union 


2. Lukashenko opined that the Union State would be built 
on principles of openness 

and would bring prosperity to both nations. He blamed 
Russia for delaying the adoption of the draft 
Constitutional Act by making \"sudden\" changes 

the Belarusian side to take more time to review the 
document. Lukashenko rejected claims that he was to 
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blame for Belarus\' slow integration with Russia 

claiming that it would be his \"political death 

was a process that he had started. He accused President 
Putin of trying to create a Union built on European 

Union principles whereas Lukashenko insists on using the 
Soviet Union model. Lukashenko reiterated that Belarus 
would not become part of Russia. He denied rumors that 
the Russian-Belarusian Union would have a presidential 
post and refused to comment further 

would be \"turned against\" him. 


Mourning the Loss of the USSR 


3. Lukashenko told reporters that Belarus was Russia\'s 
Vlast western outpost 

Russian would ever feel bad.\" He then claimed Belarus 
has never let tanks move across its territory to Moscow 
and never will. [Comment: Technically true 

tanks were stopped just short of Moscow.] He mourned the 
breakup of the USSR 

the West had orchestrated and financed. Lukashenko also 
blamed the USSR\'s collapse on former speaker of the 
Belarusian Parliament Stanislav Shushkevich. According 
to the President 

sign the 1991 Belovezhskaya Pushcha agreement that 
dissolved the USSR since he did not have the Belarusian 
parliament\'s permission. Russia 

Gorbachev 

should have sent the Alpha commando unit to gather the 
signatories 

report to President Bush what they were signing. 


Criticism of Russia and Others 


4. The President hoped relations with Poland and the 
Baltic countries would return to normal in the future. 
BelarusY relationship with Ukraine was \"good\" 

the GOUV's \"envy\" and V jealousy. According to 
Lukashenko 

to emphasize its own achievements. 


5. Ukraine and Russia are aware of Belarus\' policy and 
know that Belarus has never \"bowed\" its head to anyone 
nor danced to another country\'s beat. Belarus\' policy 
supports Belarusians\' interests. Russia knows that 
Belarus is its last line of defense against the West 

but Belarus does not receive its deserved credit and is 
often unnecessarily criticized in the Russian press. 
Lukashenko pointed out that Belarus may have infringed 
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on its neighbors interests when making itself \"room\" 
following the collapse of the USSR 

neighboring countries did not take offense. 


6. According to Lukashenko 

border and using their radar to scan Belarus and Russia 
Vall the way to the Kremlin 

the threat seriously. Russia would rather let its S300 
surface-to-air missile systems \"rot in a field\" than 

give them to Belarus for free. Instead 

pay for them. 
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On Russia and the WTO 


7. Lukashenko accused Russia of abandoning Belarus on 
the way to the World Trade Organization (WTO). Russia 
at first acted under the slogan V'Join WTO Together" and 
Belarus followed. Over time 

hard to join the WTO together and forsook Belarus and 

the other CIS states. Many CIS countries would find it 
difficult to join the WTO anyway because of U.S. and EU 
politics. However 

CIS states could \"make do\" without WTO membership and 
that BelarusV markets would nevertheless be highly 
attractive. According to Lukashenko 

World Bank admitted they could not counter BelarusV 
economic model and agreed Belarus was a fast-developing 
state. 


8. The President opined that Russia would lose more than 
it plans to gain if it joined the WTO. Lukashenko 

referred to Russia's economic development ministers 
assessment that RussiaVs non-participation in WTO would 
result in a USD 700 million to 1.8 billion-loss for 

Russia 

figure for such a wealthy country. In turn 

participation would cause more problems for Russia 

as the \"suffocation\" of the Russian automotive and civil 
aviation industries and agriculture. 


If He Wins.lf He Loses 


9. Lukashenko told reporters that despite the 
information war waged by the West 
in the U.S. 
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should he win the 2006 election. According to 
Lukashenko 

the center of Europe 

Europeans any good. The President claimed these forces 
were just emerging and hailed such tendencies. According 
to Lukashenko 

would be a test not only for himself 

GOB and all branches of power. 


10. Lukashenko remarked that he would retire from 
politics if he lost the elections. He would use his 

dual degrees in history and economics 

president 

to find a job. Lukashenko claims it would be better for 
him to leave now 

feeling much more prosperous 

However 

country could lose its stability without him. 


11. The President told reporters that if he lost the 
election 

it would take a long time for Russia to V'regain 
consciousness.\" Lukashenko claimed he would not rig the 
elections 

enjoys a 75 percent approval rating. Even the pollsters 
who are V'paid by the Americans" give Lukashenko a 57 
percent rating. The President predicted the U.S. would 
not prevent him from participating in the elections 

would prevent the world from recognizing him as the 
Belarusian leader should he win. 


On domestic issues 


12. Lukashenko told the reporters about his idea to 
establish labor camps for negligent parents. The purpose 
would be to force bad parents to work off the expense of 
their childrenVs stay in orphanages and boarding 
schools. 


13. The President does not plan to change his economic 
plan for the next five years. Private business would not 
be allowed to invest in Belarus\ housing and municipal 
economy because it would force citizens to pay five to 
ten times more for utilities. Lukashenko then called 
foreign investors \"cockroaches\" that try to crawl into 
every hole and crack in Belarus. Only investments 
approved by the President are allowed in Belarus. This 
helps to eliminate competition for Belarusian producers 
and prevents private businesses from taking profits out 
of the country. Lukashenko also stated that only he has 
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the right to allow agricultural lands to be privatized 

for non-agricultural purposes and that state and private 
property should be under his control. 
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14. Lukashenko stated that he attends the Orthodox 

Church on Easter and Christmas because Belarusians V'want 
to see him there.\" He supports construction of new 

Orthodox churches and claimed to support all confessions 

as they 

certain functionaries in the Polish community tried to 

instigate an anti-Belarusian conflict but failed. Poles 

in Belarus are treated not as a minority (because this 
definition offends people) but as full-fledged 

Belarusian citizens. 


15. The President opined that the Belarus population (10 
million) is too small and needs to be 30 million 

although the country can feed 70 million 

manage the land and turn it into paradise." Lukashenko 
invited Russians 

Muslims to move to Belarus. He also invited all \"Jews\" 
who once lived in Belarus but moved away. They are 
welcome back 


16. Lukashenko told reporters that Belarus has 1 

mass media outlets 

government. Belarusian authorities do sue the 
independent media for slanderous articles 

nothing more against them. The mass media is important 
for state ideology and 

privatized. 


Comment 


17. Lukashenko has used similar gatherings of friendly 
passive Russian journalists to publicize his views on 
life 

President bashed the opposition and claimed he had no 
friends or money in an interview with journalist Oleg 
Poptsov (reftel). According to what contacts have told 
Poloff 

regions 

nice hotels (including Lukashenko\'s own resort in the 
Belavezhskaya Forest) and wined and dined. As such 
they are likely to report positive on Belarus. 


Column 3 
PHLIPOT 


46751 
violence. 


Immediately Halt Coalition Military Actions 


3. (C) Following weeks of positive moves 

denounced the new Coalition military campaigns in Hit 
Ramadi and other areas in Anbar 

lowering his confidence in the utility of dialogue 

with the Coalition. Dulaimi angrily demanded that the 
new military campaigns stop immediately. Continuing 
them will discourage Sunni Arabs from participating in 
the election. Ambassador Patey asked if Dulaimi can 
give assurances that there is no insurgent activity in 
these areas. 


4. (C) Poloff noted that following our good faith 

efforts on prisoner releases 

Jadriyah MOI bunker 

investigate human rights abuses 

positive dialogues in Ramadi 

see the upsurge in violence in Ramadi. He stressed 
the importance of Dulaimi and other Sunni Arab leaders 
accepting greater responsibility to end the violence. 
Dulaimi repeated that if the Coalition wants peace and 
partnership with the Sunnis 

must stop. 


5. (C) Dulaimi became agitated and produced a series 
of binders stuffed with dozens of photos (many of 
which we ad seen before) of mutilated bodies of 

killed and tortured Sunni Arabs 

Dulaimi of the Iraqi Police. Dulaimi was asked to 
provide details of extrajudicial killings 

locations of secret prisons so that the incidents are 
investigated. Dulaimi ticked off a list of seven such 
alleged secret prisons run by the MOI. Ambassador 
Patey said the locations would be investigated. The 
Coalition was instrumental in pressuring the IG 
sovereign government 

investigate the secret prisons and if the committee 
does not do its job 

Patey said that the Coalition would like the next 
government to set up a strong independent Human Rights 
Committee with an international element 

UN. The UK can provide assistance in setting up such 
a body. 
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Release Detainees 


6. (C) The second condition for reduced violence 
Dulaimi 

detainees held by Coalition forces. It was no good 
said Dulaimi 

is fooled.\" (Note: In fact 

detainees 

this year. End note.) If the Coalition wants to build 
confidence with the Sunni Arab community 
argued 

the election. Poloff countered that the detainees 
being released are not innocent 

prosecuted. The Sunni Arab community must do its part 
to ensure that once released 

return to the insurgency. 


Provide for a Fair Election 


7. (C) Dulaimi said the final condition for reduced 
violence would be Coalition action to ensure a fair 
election. Two IAC candidates have already been 
murdered and others are under threat. Coalition 
forces have interfered in political party meetings. 
The Coalition must also ensure that there are 
international observers to prevent ballot stuffing. 
Ambassador Patey told Dulaimi that the Canadian 
organization International Mission for Iraqi Elections 
(IMIE) was arranging for some international observers 
and coordinating observer activity. The EU would 
provide 12 experts for the election. A key to a 
successful election is the wide use of political party 
observers 

frivolous complaints. Poloff asked that Dulaimi 
promptly notify us of any specific problem areas (e.g. 
security of polling sites 

transportation to polls 

election so that solutions can be found in time. 


We Won't be Your Spies 


8. (C) Ambassador Patey asked Dulaimi to provide a 
list of local leaders in the areas of increased 
Coalition military activity that can be passed on to 
local commanders to find ways to ease the military 
presence. In response 

Coalition forces know who to contact in the conflict 
areas - V'we won\'t give you names 
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spies.\" Dulaimi said he needed protection 

the insurgents and the Coalition forces. Stop 
conducting house raids 

his own home in Baghdad was recently raided twice by 
MNF-I. He asked that the 24 rifles and 3 pistols that 
were then confiscated be returned - they are needed to 
provide for his safety. He also asked for an armored 
vehicle and weapons permits for his security detail. 
(Note: These requests will be discussed in the next 
Sunni Outreach Core Group meeting. End Note.) 


Appeal for Help in Hostage Situation 


9. (C) In closing 

Muslim Ulema Council had already done so 

Dulaimi to consider issuing a call for the release of 

the four Christian Peacemaker Team Activists kidnapped 
in Baghdad on November 29. 


COMMENT 


10. (C) The former head of the Sunni Arab Wagf 

Dulaimi is one of the most important Sunni Arab 

leaders engaged in the election campaign. His message 
reflects the ambivalence of a politician who opposes 

the Coalition presence on principle but who recognizes 
the U.S. role in promoting election fairness and 
addressing MOI human rights abuses. 
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management system at the WTO. In subsequent days 
House of Commons unanimously passed a motion supporting 
supply management 

groups to address public letters to Prime Minister Paul 

Martin criticizing the motion or (in the case of dairy 

and poultry farmers who benefit from the system) supporting 
supply management. 


-- Canada's two leading big-business lobbies 

Council of Chief Executives and the Canadian Chamber of 
Commerce 

motion. The CCCE said it V'threatens to move Canada from 
being part of the solution to the current impasse to being 
part of the problem. The CCC said the motion V'would 
totally marginalize Canada in the agriculture discussions" 
and \"is a contradiction to the already agreed upon WTO 
Framework that Canada supported." 
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-- A large coalition of agricultural and food industries 
wrote to PM Martin on November 30 

of Commons motion. This letter said that the negotiating 
mandate implied by the motion would V'remove Canada\'s 
agriculture negotiators from agriculture market access 
negotiations" and \"would also likely exclude them from 
negotiations on export competition and subsidies.\" V'A 
mandate like this would also send a clear message to the 
rest of the world . . . that Canada no longer supports the 
overall goal of the World Trade Organization." 


-- An opposing coalition of dairy 

placed prominent newspaper ads on December 1 calling on the 
negotiating team to \"promote\" supply management because it 
Vsimply makes more sense than the U.S.-style alternative. V 


2. MOTION: The motion 

passed unanimously by the House of Commons on November 22 
urges the GOC to V'ensure that the supply management sectors 
are subject to no reduction in over-quota tariffs and no 

increase in tariff quotas 

strengthens the market access position of Canada\'s 

agricultural exporters so that all sectors can continue to 

provide producers with a fair and equitable income.\" 


3. BACKGROUND: \"Supply management 

1960\'s and 1970\'s 

and tariff rate quotas to manage the domestic supply of 
dairy 

by this system are concentrated in the central provinces 
where the Liberal government is based (particularly Ontario) 
and faces its toughest fight in the coming January 23 
national election (particularly Quebec). Production quotas 
have appreciated greatly in market value over time 

the farmers in these sectors -- notably Quebec\'s dairy 
industry -- a formidable lobby. Canadavs grain and cattle 
farmers 

much more interested in trade liberalization efforts and are 
also more likely to be represented by the opposition 
Conservative Party. This regional division lends an 
important national-unity sensitivity to Canada's WTO 
positions. 
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elimination of infidels for not applying Islamic law. One 
contact says he believes the clashes are a sign of the SARGVs 
own battle with Islamic militants and its efforts to stem the 

flow of fighters to Iraq. End summary. 
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2. (C) Five people 

a shoot-out with Syrian anti-terrorism forces at about 1130 
December 4 on the road to Aleppo\'s airport 

Syrian media. The standoff apparently took place after the 
militants sneaked away from a nearby location under a 
month-long Syrian surveillance effort 

Associated Press correspondent Albert Aji. The militants 
drove to a vehicle registration center in Aleppo where they 
planned to set off a bomb to take revenge on Syrian 
authorities 

Security agents prevented the militants from carrying out 
their plan 

serious injuries 

security sustained minor injuries 


3. (U) A previously unreported clash between security forces 
and militants also occurred in Aleppo a week earlier 
reportedly leaving two dead and three injured 

Syria\'s state-run news agency. Authorities seized a weapons 
cache after that incident 

both instances 

\"takfiris 

elimination of infidels for not applying Islamic law. 


4. (C) According to Aji 

SARG is combating militant Islamists on its territory. He 
speculated that the militants probably belonged to the Jund 

al Sham group and were based in the Aleppo area to facilitate 
the passage of fighters to Iraq. Aji also cited Aleppo\'s 
historically strong ties to Islam 

Brotherhood. 


5. (C) Comment: Since the middle of this year 

publicly highlighted efforts to confront violent Islamist 
elements (reftel). In view of the continuing pressure on the 
SARG to cooperate with the Mehlis investigation 

may be seeking to signal cooperation in other areas 
including in the war against militant Islamist groups. 
SECHE 
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how to finance enlargement and streamline EU institutions to 
function better in an enlarged EU. COMMENT: FerrariVs 
comments on the need to modernize both the EU\'s budget and 
its institutions before any further enlargement reflect 

repeated public remarks over the summer by President Chirac 
Prime Minister de Villepin 

Douste-Blazy. For the GOF 

Macedonia would be equivalent to giving the go-ahead for 
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another round of enlargement 
appear ready to do. END COMMENT. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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prevent recruitment of children by traffickers over the 
internet. 


4. (U) The Office of the Human Rights Ombudsman (OHRO) 
with the Colombian National Police (CNP) and IOM 

sessions in schools to educate children of all ages who might 
be vulnerable to trafficking. MININT 

of the Inspector General (Procuraduria) conducted seminars 
with GOC officials to raise awareness of the crime and how it 
is executed. MININT worked with the Procuraduria 

OHRO to enforce the legal requirement that municipal and 
departmental governments include actions to combat 
recruitment for trafficking in their annual resource plans. 
According to the Procuraduria 

of 32 departments have included action plans to combat sex 
exploitation or abuse. UNICEF worked with the National 
Office of the Registrar to improve legal registration of 

births and identity documents for children so they will 
become less vulnerable if they become displaced. Finally 
IOM developed a free call center to accept inquiries and help 
identify trafficking cases for police action. Since it 

opened in January 2004 

calls related to trafficking 

(CNP) investigations. 


5. (U) The DAS 

policing authorities in Brazil and Ecuador in 2005 to improve 
prevention of trafficking across international borders. In 

2006 the GOC is planning similar meetings with Panama. The 
MFA and the Family Welfare Institute (ICBF) have also trained 
Colombian Foreign Service Officers and consular staff from 
embassies in Bogota to better identify Colombian trafficking 
victims. 


6. (U) Colombia\'s laws make trafficking illegal and set out 
guidelines to prosecute the crime; however 
officials are still acquiring equipment and training to 
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enforce the law. In August 2005 

(Law 985) went into effect. Law 985 defines exploitation as 
being principally for forced labor 

domestic work 

punishments for each link in the circuit of trafficking -- 
recruitment 

provides protections for the victims. It establishes an 
interagency committee to fight trafficking in people and 
outlines the responsibilities of each of the 14 member 
agencies (MININT 

Ministry of Education 

General 

Advisor for Equality of Women 

organization FONDELIBERTAD 

Unit for Information and Financial Analysis). Law 985 
designates IOM 

Rights and International Humanitarian Law as observers to the 
interagency committee. 


7. (U) The law removes a previous Colombian legal requirement 
to show that the crime was committed through violence 
coercion 

consent (e.g. 

Now 

prosecutors are only required to prove that the trafficker 
benefited in some way from the exploitation of the victim. 

It does not differentiate between trafficking within Colombia 
and internationally. The law requires Governors and Mayors 
to designate a point of contact to coordinate with the 
interagency committee and to include provisions against 
trafficking in their annual resource plans. 


8. (U) Gloria Guzman Duque 

Trafficking Unit in the Office of the Prosecutor General 
(Fiscalia) 

be able to identify trafficking crimes and apply the new law. 
While prosecutors can quickly spot the crimes of coercion 
and exploitation in internal trafficking cases 

always trace the origin of the crime to a recruitment in 
another location 

circuit of traffickers because of the complexity of the case. 
Guzman also found international cases were difficult to 
prosecute because the victims were discovered in another 
country 

have a designated and accessible anti-trafficking point of 
contact or be forthcoming with local requirements for 
requesting evidence needed to investigate the circuit of 
traffickers. Adriana Ruiz Restrepo from UNODC said that the 
GOC worked with the U.K. Embassy and the Fiscalia to set up a 
series of mock trials to train judges and prosecutors on how 
to prosecute trafficking crimes. By the end of the series 
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Ruiz said the judges and prosecutors believed they were well 
prepared to prosecute the cases 

should receive the training. 


9. (U) The Fiscalia\'s National Anti-Trafficking Unit (ATU) 
opened in February 2005 with 5 investigators. According to 
Guzman 

the 250 cases 

trafficking. Three 3 cases have resulted in indictments. 
Trials are pending. The well-trained but heavily burdened 
ATU focuses on international cases as local Fiscalia offices 
are not set up to handle them 

country that could be prosecuting more domestic cases require 
additional sensitization and training on trafficking laws. 
According to MININT 

2005 for alleged trafficking crimes. 


10. (U) In 2005 

to monitor trafficking cases that should go on-line in 
December. The database will help agencies to collect 
statistics and help to focus interagency investigations. The 
data will be stored in the Fiscalia and will be maintained by 
each of the agencies. Database records will indicate which 
agencies have information in a case. While full access will 
not be granted to any agency 

granted to members of the Committee to view the file. 


11. (U) Colombia has a good system to identify and repatriate 
or resettle Colombian victims 

MININT 

(Fundacion Renacer 

Prostitution 


for Sexual Purposes 

victims do not feel they will be protected from reprisals 

and so do not file charges against their traffickers. In 

August 2005 

Iguaran Arana 

for victims of trafficking. Under the current program 

GOC can provide limited anonymity at the beginning stages of 
an investigation 

eventually have to appear in court. The identity of a 

witness giving testimony in court is not protected 

the new oral accusatory system the witness must appear in 
court and give oral testimony 

does not provide security for testifying witnesses in such 
cases. The Interagency Commission is currently preparing a 
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policy document on assistance to victims 
the physical security problem as well as social services. 


12. (U) Overseas 

Colombian Ministry of Foreign Affairs (MFA) work with 
authorities in foreign countries to identify Colombian 

victims of trafficking and repatriate them. The MFA conducts 
courses for new consular officers on identifying trafficking 
victims 

to report trafficking as a crime if they suspect it has 
occurred. The MFA is working through its embassies and 
consulates overseas and with embassies based in Bogota to 
analyze whether legislation in those countries defines 
trafficking as a crime. When repatriated victims arrive 

DAS interviews them in a separate room at the airport with 
the help of Fundacion Esperanza staff 

consider filing charges against their traffickers. 


13. (U) Domestically 

Esperanza have programs to identify and resettle domestic 
trafficking victims 

and the CNP\'s special anti-trafficking unit 

MININT is currently working on an agreement with the Hotel 
Association CotelCo and DAS to allow recently found victims 
to receive initial shelter in participating hotels. MININT 

is also working with Colombiavs Office of Drug Control 
Police 

set up some secure 

victims. In both domestic and international cases 
responsible for providing safe passage for victims to return 
to their homes 

psychological attention 

finding employment 

entire judicial process. MININT provides most of these 
services through its V'Casas de Justicia" (Justice Houses) 
program. MININT has to work closely with Fundacion Esperanza 
and Fundacion Renacer because victims often prefer to 
approach a private organization rather than a government 
office. 


14. (U) A number of the representatives Brown and poloff met 
agreed that Colombia needs to: 


-- prosecute and convict more traffickers; 


-- increase the amount of resources allocated to combat 
trafficking 
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Unit 

municipalities that need to include strategies to combat 
trafficking in their annual resource plans; 


-- train officials in how to detect trafficking crimes 
investigate the individual acts of the entire chain of 
traffickers 


-- work on improving information sharing and coordination 
between regions and agencies within Colombia to facilitate 
work on domestic trafficking; and 


-- better protect victims of trafficking so they can feel 
more comfortable to file charges against their aggressors. 


15. This cable was cleared by G/TIP. 
WOOD 
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PCDK is set to run for Iraqi elections 
at least 15 seats in 10 Iraqi cities 


Gul 

Foreign Minister Abdullah Gul 

Khalilzad 

party met in Istanbul over the weekend as part of Turkey\'s 
efforts to persuade the Sunnis to take part in the upcoming 
Iraqi elections 

Iraqi Sunnis that the US was determined to help maximize the 
participation of Sunnis in December 15 elections. ‘Iraq is 
going through a difficult transition process. For Iraq to 
succeed 

Iraq in upcoming elections 

Khalilzad stressed that the US did not plan to have 
permanent bases in Iraq 

resources belonged to all Iragis. Khalilzad also thanked 
Turkey for helping Iraq. Tareq Al-Hashimi 

in the Iraqi Islamic Party which was representing Sunni 
groups in the Istanbul talks 

desire to participate in the elections and have a say in the 
political process 

"We demand that massive military operations be ceased 
immediately 

US-Iraqi operations against the insurgents in the western 
province of Al-Anbar over the last several weeks. Hashemi 
also asked for a timetable for withdrawal from Iraq. 
Minister Gul said that Turkey has been in touch with ‘all 
Iraqi elements.V "All elements of the Iraqi society must 
join the elections. All we want is to end the pain in Iraq 
and for a peaceful Iraq to replace it 
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Al-Mahdi Visits Ankara: Iraqi Deputy President Adil Abd al- 
Mahdi told Foreign Minister Abdullah Gul in Ankara on Friday 
following his visits to the US and lran that everything will 

be settled following the December 15 elections in Iraq 
weekend papers report. The Shiite politician told Gul that 
changes will be made to the Iraqi Constitution. He added 
that Iraq realizes the importance of the struggle against 
terrorism and of Kirkuk. Al-Mahdi noted that all the groups 

in Iraq were oppressed during the Saddam regime 

that Baghdad expects Turkey to display understanding towards 
the groups in Iraq. Gul said that Turkey attaches great 
importance to the political process in Iraq. Al-Mahdi is 

Seen as likely to assume the post of prime minister in the 
wake of Iraqi polls. 


Kurdistan Applies for IMO Membership: The president of 
regional Kurdistan 

strengthen the autonomy of Kurdistan 

membership in the International Maritime Organization (IMO) 
despite the fact that Kurdistan has no shores 

\"Aksam\" reports. The Norwegian oil company DNO was helping 
Barzani to buy ten tankers with Greek Cypriot and Panama 
flags. Iraqi Foreign Minister Hoshyar Zebari asked for a 
seat in IMO for Kurdistan 

of Hong Kong and Faroe Islands to back his application. 
Kurdistan may participate as an observer at the IMO meeting 
to be held in Turkey next year 


Barzani Attracts Kurds in Southeast Turkey: The president 
of Iraqi Kurdistan Massoud BarzaniVs rising popularity on 

the international arena attracts the Kurds in southeast 

Turkey to northern Iraq 

commentary. Pictures of Barzani hang on the walls of 
businesses and homes in Turkey\'s mainly Kurdish southeast. 
BarzaniVs book 

Movement is being distributed in region. Barzani is giving 
scholarships of 100 USD per month to 250 Turkish students 
admitted into the Selahaddin University. It is claimed that 
young Kurdish Turks in the region are given Kurdish 
passports 

not pleased with the gradual rise in the support for 

Barzani. The non-violent policies of Barzani have a 

positive impact on the people in southeast Turkey. The 

Iraqi KDP is emerging as a serious 

alternative here. The turmoil within the PKK is also 
contributing to 'Barzanism.V The executions inside KONGRA- 
GEL 
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efforts of the terrorist organization to exert influence 

over the other Kurdish movements in Iran and Syria 

killings of prominent figures from these movements 

Kemale Sor and Shapur Badoshiva 

campaigns against the PKK. Following the murder of Fidan 
rumors of a 250-person death list have sped up the shift 
toward Barzani. The PKK is now being referred to in the 
region as a 'one-man movement.\' Every Kurdish step toward 
becoming a state in northern Iraq brings the people of 
southeast Turkey closer to Barzani. Barzanists charge that 
the PKK has moved away from its initial ambitions 

now rests on empty words 

struggle merely to freeing Ocalan 

\"Cumhuriyet.\" The co-chairman of the newly-founded pro- 
Kurdish party 

PKK factor cannot be ignored in Turkey. The Kurdish problem 
can be solved by preserving Turkey\'s unitary structure 

said 

amendments to recognize Kurdish identity. 


Turkish Airliner to Launch Flights to Northern Iraq: 
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\"Zaman\" reported on Sunday that a private Turkish airliner 
Fly Air said they have turned down a request to transport US 
troops on the flights to Erbil and Suleymaniye in northern 
Iraq 

they only considered transportation of civilians to other 
countries via Istanbul. However 

reports 

and the Netherlands for short vacations. According to its 
schedule 

Suleymaniye via Dubai 

in Amsterdam via Erbil 


Israel Denies Activities in Northern Iraq: Israeli Foreign 
Ministry has sent ‘soothing\' messages to Turkey over press 
reports claiming that retired Israeli military officers have 
been training the northern Iraqi Kurdish peshmerge 

papers cite the leading Israeli daily \"Yedioth Ahronot.\" 

The Israeli Foreign Ministry said that some Israeli 
companies had acted on their own initiative 

Israeli government did not operate in the mentioned regions. 


KDP Commander a Former PKK Member: Aziz Veysi 
commander of Kurdistan Special Forces in northern Iraq is a 
former member of the outlawed PKK 

Monday. Veysi has joined the Iraqi Kurdistan Democratic 
Party (KDP) after being charged with treason by the PKK. He 
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was later promoted to command the Kurdistan Special Forces 
in the region. 


Nicosia Blocks EU Support to Turkish Cyprus: Monday 
\"Milliyet\" reports on its front page that the European Union 
is punishing Turkish Cypriots for approving a 2004 
referendum on a UN-backed plan to reunite the divided 
island 

the Turkish enclave in the north of the island because of 
Greek Cypriot objections. Nicosia blocks the EU project 
demanding that Maras (Varosha) be given to Greek Cypriots. 


Turkish Columnists Sued for Insulting Judiciary: A 
prosecutor filed charges against five journalists for 
comments they made on a conference about the World War | 
mass killings of Armenians by Ottoman forces 

report. The five respected columnists -- Murat Belge 

Cemal 

face between six months and 10 years in jail if found guilty 

of the charges of “insulting state judicial organs. The 

trial of the columnists is scheduled to begin on February 7. 
Four of them write for the liberal \"Radikal 

Sahin 

had criticized efforts by prosecutors and nationalist 

lawyers to ban a September academic conference in Istanbul 
dedicated to the massacre of Armenians by Ottomans. The 
five columnists had branded the court ruling as an attack 
against academic freedom 


EDITORIAL OPINION: US-Turkey; Iraq; Iran 


VAmbassador Wilson\'s Difficult Task\" 

Washington-based Ali Aslan wrote in the Islamist- 

intellectual \"Zaman\" (12/5): \"Recently 

changes in Ankara and Washington happened almost 
concurrently. The US assigned a new Ambassador to Ankara 
and Turkey is sending Ambassador Nabi Sensoy to Washington 
in the near future. There is no doubt that 

experienced diplomats 

good working relationship. Even though full agreement on 
every issue might not be achieved 

possible on the most critical issues. Evidently 
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communication link has already been established in both 
capitals on the issue of Iraq. Turkey and the US have 
realized that they cannot be successful in the region 
without each other\'s support. The major test on this issue 
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will come if a civil war or a process of division begins in 

Iraq in the aftermath of a gradual US pullout. At this 

point 

Iraq 

in dealing with the separatist terrorism issue in Turkey. 
Reducing differences on Syria and Iran will be another 
challenging task for the two ambassadors. Despite Turkish 
efforts to paint a rosy picture 

Turkey\'s policy of engagement with the Syrian regime. 
Foreign Minister GulVs recent visit to Syria caused a 

serious disturbance in US policy circles. The US doesn't 
want to interfere with Turkey-Syria cooperation on economic 
and terrorism issues. But the US does not want Turkey to be 
politically engaged with the Asad regime while Washington is 
trying to isolate Syria. In other words 

act like the weak link in the global lockout of Damascus. 

On the Iran issue 

and the Iranian nuclear program have helped the US to 
establish an international consensus. This has reduced the 
risk of a major disagreement between Turkey and the US in 
the near future. Regarding Cyprus 

political or bureaucratic will in Washington to force a 

restart of the UN peace process. It appears that the US 

will continue to chip away at the isolation of the Turkish 
Cypriots and then will pass the ball to Europe. These are 
the main tasks ahead of Ambassadors Sensoy and Wilson. May 
God help them both." 


\"Iraq Messages From Bush" 

Washington-based Yasemin Congar wrote in the mainstream 
\"Milliyet\" (12/5): WPresident Bush\'s recent speech outlining 
his Victory PlanW did not provide anything new for those 

who are following developments related to the Iraq war. The 
new element in the speech was that for the first time Bush 
acknowledged differences between planning in Washington and 
implementation on the ground in Iraq. President Bush 
responded to his critics by saying that the administration 

is not reluctant to learn from its mistakes 

constantly revising its plans. Some commentators have 
interpreted the remarks as a recognition that there will be 
more blood and wasted resources. But still 

refreshing to hear some facts about the Iraq war from 
President Bush. As V'The New York Times\" pointed out 

the first time in two years the description of the war by 
President Bush matched those of his generals on the 
frontline.\" 


\"The US 

Yilmaz Oztuna opined in the conservative \"Turkiye\" (12/5): 
\"In the aftermath of Undersecretary Nick Burns\'s strong 
accusations against Iran 
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visited Turkey. Some senior Turkish officials who met 
Foreign Minister Mottaki provided him with valuable advice 
but he seems unlikely to pay much attention to it. It is 
interesting to see the change of rhetoric in regimes such as 
Iran and Syria when they feel strong pressure from the 
outside world. The Syrian effort to butter up Turkey is 
almost comical. The similar attitude we have seen from Iran 
only indicates that there are some serious dangers ahead. . 
Iran has the intention to produce nuclear weapons - 
something that Tehran has not denied in a clear way. lran 
claims that it is acting in ‘self-defense 

President has also talked about wiping Israel from the world 
map. Washington considers military intervention as a last 
option 
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pressure is unlikely to produce a tangible result. An Iraq- 
style invasion is unlikely. The US intention is to divide 
Iran 

sign of goodwill or intention to return to good terms with 
the US. For Iran 

collaborator with imperialist powers. Both the Syria and 
Iran issues are part of US national policy. Turkey should 
not make the mistake of seeing these as the personal 
policies of President Bush. If such a mistake is made 
consequences could harm Turkey as well.\" 


MCELDOWNEY 


46759 

be signed out for by the OSC through the TOROC security 

office. OSC would be able to issue these passes on a case 
by case basis 

increase in coverage for a VIP visit 

for an ill or injured field liaison agent. OSC will 

research this further with both TOROC and the MOI before 

submitting our final Olympic venues accreditation list. 


November 4 - OSC and D/OSC attend RSO Rome briefings and 
consultations. 


November 6 - OSC meets and greets members of FEST team and 
Mike VanBuskirk who traveled to Rome for Turin\'s Operational 
Briefing to Rome\'s Ambassador 

General. 


November 7 - OSC 
Mike VanBuskirk 
Director General Dr. Giovanni Luperi 
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the Provincial Police 

contacted by the Anti-Terrorism Unit who expressed an 
interest in meeting with Turin\'s OSC. During the meeting 
Dr. Luperi spoke of Italy\'s current efforts in identifying 
possible terrorist suspects 

known terrorist group supports both internationally through 
Interpol and Europol as well as through United States 
elements. 


RSO Nancy Rolph asked for clarification on the investigative 
role of Italian police agencies as no one has been able to 
explain to us how it is that often two to three different 

Italian Police Agencies will work on similar and often 

related crimes without one agency taking the overall lead on 
the investigation. RSO Rolph sighted past bombings in Milan 
where two different Italian Police Services took the lead on 
two related bombings. Dr. Luperi said that most of the time 
it was as simple as who responded first to the incident. 
NOTE: RSO Rolph 

was extremely hospitable 

questions were at best general and in line with all security 
conversations we have had with representatives from the GOI 
MOI 

little to no depth of subtenant material or true explanation 

of an Italian Olympic Operations Plan. Let alone any 
direction on a plan to ensure integration of Italian and USG 
Security efforts during the Winter games. 


November 7 - D/OSC and D/FBI Stefanek meet with DTS-SPO 
representatives for the configuration of the JOC/TIC and 
system requirements for participating agencies. OSC remains 
in contact with DSS Countermeasures and IMO Rome for CAA 
certification of both the JOC/TIC. 


November 8 - Turin USG Olympic Command Group (DSS 
(EUCOM) FEST and POL/MIL provided Rome\'s Ambassador Spogli 
DCM Borg and Milan\'s Consul General Graze with the USGVs 
Internal Operational Plan for both the JOC and TIC. The 
purpose of the briefing was to provide an overview of the US 
Government's Olympic counterterrorism security and crisis 
management operations during the 2006 Winter Olympic Games. 
The Agenda included USG Authorities 

Mission Statement 

planning 

Control as well as an Operational Time Line. 


OSC provided an overview of the interagency effort in Turin 

our accomplishments to date 

requirements to the startup process for the Winter games. 

Each of the Command Group members provided an overview of 
their agency\'s mission statement and intended contributions 
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to the USGVs interagency efforts in Turin. Following the 
briefing Command Group members answered a number of 
questions from the Ambassador 

particular note was Ambassador SpogliVs question on what 
were OSC\'s top three concerns addressing the USGVs 
preparation for the Winter Games 2006. OSC responded with 
Olympic field accreditation for DSS 

include vehicle accreditation) 

Olympic Security Operational Plan 

with GOI Olympic assets prior to and throughout the winter 
games. Also in attendance were RSO Nancy Rolph 
VanBuskirk 

staff. 


Turin Command Group attend RomeVs Olympic Roundtable 
meeting. The agenda consisted of the following topics: 
Turin Office Space; Communications Update - CAA - 24/7 
Operations 

plan; Housing Update; Transportation - Embassy/Milan 
Consulate support plan; Medical Support; Personnel - FSN 
support 

Security - Rome/Turin CME exercises in December; Consular - 
Installation of ACS systems 

Diplomacy - Pre briefs for journalists 

for Ambassador press events; Representational Events - 
Proposed events 


Following the Olympic Roundtable Turin's Command Group 
provided an Operational Plans briefing to all USG 
representatives who were unable to attend the Ambassador\'s 
morning briefing. Due to the number of requested attendee it 
became necessary to schedule a second briefing later in the 
afternoon. 


- D/OSC attend TOROC corporate sponsor security briefing. 
D/OSC met with numerous OSAC attendees to establish a point 
of contact for the OSCO. The two-day seminar began with 
briefs from Dott. Taglienti and Roberto Massucci describing 
the MOIVs assurance of their security plan for the games and 
the GOI Winter Games Management. Specific briefs were 
conducted by TOROC security personnel concerning the local 
crime climate 

the venues. The remainder of the day and the following day 
were venue specific tours and description of the security 

plan at each. The following corporate sponsors 
representatives were in attendance: 


Corporate Sponsor Representative 
Alto Origin Christine Hirzel 
Alto Origin Michael Fowler 


Budweiser Maurizio Asara 


Column 3 
Budweiser 

Coca Cola 

Coca Cola 

Concept Sports Intl. 


Franco Bersani 

Marco Morando 

Gene Brown 
David Boak 


Consorzio Fiori Tipici Carlo Serafino 


Fontanafredda 
General Electric 
General Electric 
Kodak 


Barbra Levi Cavaglione 
Joseph Masonis 
John Vazeris 


Ann Fichtner 


Adriano Zurardelli 
Piergiovanni Callagari 


Kyoceramita 
Kyoceramita 


Lenovo Michael Shaw 
Lenovo Wang Peng 
McDonalds Nerio Zurli 
McDonalds Cory Keith 
McDonalds Remo Pincelli 
McDonalds Michael Peaster 
NBC John Fritsche 

Nortel Marco Carbone 
Johnson & Johnson Andrew Palumbo 
Panasonic Hitoshi Sakano 
Samsung Barbra Della Valle 
Samsung Jaehwan Choi 
Samsung William Cho 

San Paolo IMI Claudio Esposito 
San Paolo IMI Sonia DVArcangelo 
Schenker Gianni Naso 
SETECO Luca Giannetti 
Telecom Fabrizio Sette 
Telecom Aldo Papetti 
Telecom Chiara Bertolone 
TNT Francesco Feroldi 


November 9 - Turin\'s Command Group attended CME planning 
session hosted by RSO Nancy Rolph and CME manager Douglas 
Kinney. Mission Italy will host an unclassified Crisis 
Management Exercise (CME) on December 14 at Turin 
December 16 

special Mission Italy CME is to exercise crisis planning and 
execution by Mission Italy 

Coordination team in Turin consisting of members of DSS 

FBI 

Olympics Coordination team (Consular 

the direction of Consul General Milan 

Action Committee 

Italian posts identified by American Embassy Rome. 


Security Participants are expected to be the actual agency 
operational personnel repeat operational personnel who will 

be assigned to the USG Olympics Security Coordination (OSC) 
team in Turin during the Winter Olympics. The following 
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agencies were asked to have a representative on hand for the 
Turin exercise as those elements will plan a role in the day 

to day operations of the Turin Operations and Threat 
Integration Centers. Due to the limited size of this 

exercise and other constraints 

the following number of persons; DSS (2) 

(4) 

NGA (1) DOE (1) 


Due to the structure of the exercise in Turin 

contributing agencies will be required to sit at the OSC 
Command Group Table but will be expected to be on hand and 
available to the OSC Command Group for consultation and 
taskings. Security Agencies are asked not to send non- 
participating supervisors or office directors as observers 

as the security aspect of this exercise is designed 

specifically for USG Olympics Security Coordination team 
members who will be present in an operational capacity 

during the 2006 Winter Games. 


The non-security members of the USG Olympics Coordination 
team planning to be present in Turin for the Winter Olympics 
will constitute the rest of the players in Turin. 


American Embassy RomeVs Emergency Action Committee will 
participate from Rome for the Turin exercise on December 14 
as will Turin for the Rome exercise on December 16 
Consulate General Milan\'s EAC 

plans during the Turin Olympics 

Milan. American Embassy Rome will have ultimate 
operational control for all aspects of this exercise. 


For that part of the exercise conducted in Rome on December 
16 

of incidents affecting Mission Italy 

Olympic-related events 

participating from Turin. 


November 10 - OSC and FBI Mey provided a security briefing 
to McDonald\'s representatives Remo Pincelli 

and Cory Keith. McDonald's will have twenty USA citizens 
working out of their Longotto Office in Turin. McDonalds is 
working directly with its Turin Restaurant Managers to 
address site-specific security checks and screening. 
McDonaldVs representatives added they will have 220 Italian 
employees on hand to staff their restaurants at two Olympic 
Venue sites. The restaurants will be behind the \"mag and 
bag\" security areas 

concerns for these sites. 


November 13 - OSC met with NBC representatives John 
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Fritsche 

Cabinare 

conversations on Olympic security preparations by Italy\'s 
MOI 

meeting OSC asked Mr. Fritsche if he had considered our 
request for a direct feed from the field during events 

time 

provide and respond to real time security concerns and 
issues should they arise in the field. Disappointingly 

Fritsche said NBC would not be doing any direct feeds from 
any of it\'s Olympic venues. Mr. Fritsche suggested the USG 
use the Armed Forces Television Net for Olympic Coverage 
which will be some 8 to 10 hours behind the actual real time 
of the events. OSC and FBI Mey have and remain attentive to 
all of NBC\'s security needs to include OSC recent 
participation in NBCYs immigration and work permit meeting 
with the Questora in Turin. OSC learned recently both the 
USOC and Bank of America were each scheduled to receive 
Vreal time\" direct feed from NBC during the games. OSC will 
approach Mr. Fritsche once again on this matter. 


November 14 - United States Olympic Security Manager Larry 
Buendorf requested OSC presence during his security meeting 
with TOROC Security Manager Francesco Norante. Mr. Buendorf 
requested OSC support in his request for a second pedestrian 
entrance to the Turin Olympic Village 

assignment of Police Escort units for the USA men\'s and 
women\'s Ice Hockey teams as well as the men\'s and womenVs 
Curling teams 

traffic on Via Bruno Giordano to ensure greater security 

along the perimeter of the Turin Olympic Village. OSC also 
asked for greater clarification on TOROC\'s accreditation 
system and which systems would better support the USG 

efforts in both the mountain and Turin venues. 


Mr. Norante noted he was not in a position to address Mr. 
Buendorf\'s security concerns as they fall within the 
responsibility of the Questora Police Service in Turin. Mr. 
Noranted added he would like to meet with all USG field 
supervisors for all Olympic competition and village sites in 
early January 2006. OSC promised Mr. Buendorf his concerns 
would be forward to the Questora for their review. 


November 14 - OSC met with Questura Di Torino 

Guiseppe Petronzi to discuss DSS Tetra radio support and Mr. 
BuendorfVs security concerns. Mr. Petronzi declared his 
support for this issues 

requests in a written letter to Questora Poli and his 

office. Correspondence was sent to the Questora on November 
17 
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November 14 - OSC 

Security representatives Superintendent Ikuya Yoshimura 
Inspector Shuja Hara 

Department 

Consul 

of their security preparations for the upcoming games. 
Superintendent Yoshimura pointed out the address of JapanVs 
Athletes House and spoke of briefings he has received from 
Italy\'s MOI on Olympic security preparations. 


November 16 - OSC met with Drs. Jan Van Nieuwamerongen 
Matthieu van Antwerpen and Loek ten Hagen 

Embassy 

with a general overview of the MOI chain of command. 


November 17 - OSC and FBI Mey met with Daniel Lucca 
Supervisor 

his company\'s Olympic presence in Turin and the Mountain 
venues. 


- OSC 
briefing to SA Michael Lonetto 
Human Services Office of the Inspector General 
Investigations 
consisted of an over view of the JOC and TIC efforts 
inter-agency contributions 
technical requirements 
and security liaison support for all USG VIP visitors during 
the Olympic Games. 


November 21 - Dr. Filipe Dispenxa 

di Stato 

accompany TSA John Halinski during conversations on Delta 
Airlines\'s request to conduct offsite check in of hold 

baggage for NBC as the request was denied by the Ministry of 
the Interior in Rome. This was based on an Italian law 

which forbids offsite check-in as well as the Italian MOIVs 
concern that the zone of control for baggage prior to 

arriving at the Baggage Handling System (HBS) in Caselle 
could not be guaranteed. The MOI Representative in Torino 
will meet with Delta Airlines and TSA on 30 November to seek 
alternate solutions to the situation.\" 


November 22 - RIMC completed radio/communication update of 
systems that will be utilized by the Olympic Security 
Coordination Office during the games. The following work 
was completed: 
- Outfitted 3 mobile communications vehicles. These 

vehicles are for DSS Supervisor use in the Mountain 

and city venues. These systems give the supervisors 

UHF and HF radio secondary communication 
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capabilities to the JOC (this configuration was done 
in Rome and then delivered to the OSCO in Turin). 
- Florence and Milan HF systems updated to use as 
a secondary HF system to Turin. 
- Installed Iridium antennas in the OSCO and in the 
Supervisor vehicles. 
- Installed repeater and repeater antennas in the 
JOC. 
- Installed base station in the JOC. 
- 80 Motorola handhelds programmed but not coded. RIMC 
is waiting for the quarterly change to initiate code. 
- Conducted HF radio test from the furthest mountain 
venue of Bardeneccia. The system was able to link with 
Embassy Rome but did not link with OSCO Turin. RIMC radio 
technician thought failure to link with Turin was due to 
atmospheric conditions. HF radio console shorted out and 
was replaced when returned to Turin. 
- Conducted handheld radio checks from city venues. 
Clear radio contact was established from the farthest city 
venue to the OSCO. 


November 23 - ATO Europe Electrical Engineer Ron Smith 
completed a power survey for the Olympic Coordination Office 
facility. The 3rd floor is rated for a maximum of 63 amps 

and is currently drawing 20. Turin\'s TDY Management 
Representative Judy Futch remains engaged in this effort to 
properly address the required amps (electrical power) 
required to properly address power required for the JOC/TIC. 


November 24 - OSC attending a Questora sponsored briefing on 
the Turin\'s Police radio network. OSC remains engaged with 
police counterparts in reaching a possible answer to DSS\'s 
TETRA radio requirements during the Olympic games. The 
Questora noted while they are open to assist DSS they are 
hampered by Police policy which does not allow sharing of 
it\'s radio frequencies or equipment. Most importantly 

have confirmed it is highly unlikely the DSS Tetra radios 

can be modified to the required Italian band-with of 380-400 
MHZ from the current setting of 410-420MHZ. OSC will up 
date accordingly on these efforts. 


November 28 - OSC 

Fran Townsend with the USGVs Internal Operational Plan for 
both the JOC and TIC. The purpose of the briefing was to 
provide an overview of the US GovernmentVs Olympic 
counterterrorism security and crisis management operations 
during the 2006 Winter Olympic Games. The Agenda included 
USG Authorities 

Olympic Operations Plan to include planning 
Recovery/Redeployment 

Operational Time Line which was very much in line with the 
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briefing the above mentioned had provided to Rome\'s 
Ambassador on November 8 


OSC provided an overview of the interagency effort in Turin 
our accomplishments to date 

requirements to the startup process for the Winter games. 
During the briefing OSC 

disappointment in not having any concrete knowledge of the 
Italians Operational Plans in preparation for the Winter 
Games. By not having these plans (either a copy or by a 
briefing by the MOI) has made USG efforts for security and 
emergency contingency planning during the games difficult at 
best. 


- IPO 

for the installation of classified computer and phone 
systems and the installation of 3rd floor security equipment 
to finalize the CAA certification process. 


November 29 - OSC and FBI OC host NSC USSS SA Brian Murphy\'s 
Turin visit of both TIC/JOC and Olympic venues. OSC 

and FBI OC provided the following questions to Ambassador 

Spogli which are to be put into a Diplomatic note to Italy\'s 

Chief of Police: Evacuation Plan: USG requests GOI/MOI 

operational evacuation response and detection capabilities 

for a credible threat and/or a Weapons of Mass Destruction 

Incident - this means a car bombing 

chemical release/attack 

the Olympic Theater. 


Operational Staging and Response to a Hostage Situation: 
USG requests clarification from GOI/MOI on existing 
operational plans to deal with a hostage-taking event. 


Soft Targets: USG requests counter measures to address 
monitoring of soft targets and measures to address possible 
incidents at these locations. 


Command and Control: What will the on scene command and 
control consist of in the event of i.e. a bomb blast. Who 

is in charge 

anticipated response times throughout the Olympic Theater. 


Airspace Interdiction: What are the airspace interdiction 
plans and restrictions. What Italian organization is 
responsible for airspace control and interdiction measures 
during the games? 
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GOV has stated it is currently auditing Sincor. However 
Kristiansen said tax authorities have not visited Sincor or 
StatoilVs offices. He complained he kept a key employee from 
attending a prestigious training course that is only offered 
once a year in anticipation of the audit. In addition 

Statoil is in intense negotiations with the GOV to greatly 
expand the Sincor operation. The Sincor partners want to 
greatly expand their upgrading operations as well as secure 
another block of the Faja. Kristiansen stated Statoil would 
like the Junin 6 block since it is located near the current 
Sincor block. 


8. (C) When asked about linkages between the two 
negotiations and the OSA negotiations 

that everything was linked. He explained that this was in 
part due to the fact that Mommer was involved in all of the 
negotiations. He stated Mommer negotiates in a \"German\" 
manner. According to Kristiansen 

of the issues together and are adept at finding weaknesses 
that they can exploit. As a result 

more detailed and lengthy than common law contracts. 
Kristiansen said Statoil did not mind linking all of the 

issues since it gave them greater flexibility when it came 
time to decide what they were willing to give up in order to 
secure deals. 


9. (C) Kristiansen ended the discussion on Sincor by 
stressing its importance to Statoil. He believes the Faja 
could contain reserves of as many as 1.3 trillion barrels of 
oil. Even assuming a recovery rate of only 20 percent 
amount of oil the Faja contains is staggering. Kristiansen 
said he believes technology will significantly improve the 
recovery rate for the Faja in the coming years. 


10. (C) Although Venezuela\'s 2001 Hydrocarbon Law places 
significant restrictions on IOC\'s activities in the oil 

sector 

the proper license to carry out exploration and production 
activities 

head 

proceeds of the sale of gas. GOV officials 

made statements that indicate the provisions of the 2001 
Hydrocarbon Law should be applied to gas. When asked if he 
was concerned that the rules of the game would change for 
gas 

given the GOV\'s policies toward the IOCs recently. 
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11. (C) He went on to state he did not think the GOV would 

apply the Hydrocarbon Law to gas because 

realizes it needs the IOCs. In addition 

Mommer\'s presence in the GOV will keep it from changing the 
rules in the gas sector. Mommer was a key author of both the 
Hydrocarbon Law and the Gas Law. Kristiansen said Mommer was 
proud of both of his creations and he did not think he would 

blithely toss the Gas Law out. 


12. (C) Kristiansen is a pleasant 

flawless English. He also speaks German and Spanish. He 
appears to have a good working relationship with Mommer. 
Part of this may stem from his ability to speak German. 
Rumor has it that Mommer is most comfortable when he is 
negotiating in German. Kristiansen has worked in London and 
prior to coming to Venezuela in February 

the U.S. His executive assistant worked at Embassy Caracas 
for 23 years. Kristiansen stated he saw a number of 
Department of State and Department of Energy officials when 
he visited Washington in November for an Institute of the 
Americas energy forum. He said the meetings went well and 
that he values contact with USG officials. He plans on 

visiting the U.S. every six months if possible. He also 
welcomed regular contact with Post. 


BROWNFIELD 
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propia\") of financial intermediaries preventing them from funding 
peso loans with external liabilities; which was designed to limit 
potentially destabilizing asset/liability mismatches within the 
financial system. Restrictions on dollar denominated deposits 
also helped to limit the incentive to speculate on foreign 
exchange markets. 


6. The Central Bank has bought 2.9 billion dollars of reserves in 
2005 to counter the increasing value of the peso. In addition 
net portfolio capital inflows have 

the introduction of new capital controls. There is a great deal 
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of confidence among those knowledgeable about Colombia that the 
stage is set for sustainable long term growth in Colombia. 
Increased security has allowed significant new investment (see 
Bogota 10027 for more information of favorable trends). These 
trends prompted the Finance Minister to declare in mid-2005 that 
the controls would be eliminated. Historically 

helped stabilize the economy\'s transition from an administrative 
control regime to a liberal regime 

and many in the private sector agree that the current control was 
more political than economic in nature. 


7. Nonetheless 

the economy in global terms are reluctant to foreswear some type 
of capital market regulation completely. They fear currency and 
capital markets will be buffeted by regional and global trends 
which could play havoc with domestic markets. One often cited 
example is the period from 1999 to 2001 

crises in Brazil and Argentina raised risk premiums on Colombian 
debt and affected currency values when there was no objective 
reason for such a market reaction. 


8. The impulse to use government regulation to control so called 
market excesses is quite strong 
futile. (end comment) 


WOOD 
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dignitaries 

society -- will then elect from either within or outside 

their ranks half of the FNC. The Rulers of each emirate will 
appoint the other half. Currently 

8 seats each 

Fujairah 

announced December 1 that there would be a total of 2 
members of local councils. Based on President Khalifa\'s 
amplification 

the past 

emirates to select their respective FNC members. 


3. (U) President Khalifa also announced that he would submit 
a proposal to the FNC during its next session recommending 
amendments to the UAE constitution. These amendments would 
give greater power to the FNC 

to match with the population increase 

legislative terms. Khalifa specifically said that the 
amendments were intended to prepare for direct elections. He 
also said that he was looking forward to more reforms on 
various levels of power. V'The decision to introduce these 
reforms stems from the firm conviction of the UAE leadership 
on the importance of achieving wider and more effective 


Column 3 

participation of the citizens 

and development of the country 

president had not specifically mentioned direct elections or 
the participation of women in his December 1 announcement. 
End note.) The Supreme Ruling Council endorsed President 
Khalifa\'s reform plan on December 3 and directed the 
concerned authorities to immediately begin its implementation. 


4. (U) The FNC is the UAE\'s primary consultative body and all 
federal draft laws and decrees must go through it before they 
are officially adopted by the Supreme Ruling Council. (Draft 
legislation is prepared by the relevant UAEG ministry.) 

While the FNC does not have the power to reject legislation 
it can send it back to the cabinet for amendment. The FNC 
also has the authority to question any government minister. 
Currently 

timetable for the elections is not yet known 

officials quoted in the press have indicated that the process 
of selecting local councils would start early next year. The 
federal Cabinet will prepare a bill and send it to the FNC 
which upon approval will send it back to the Cabinet. The 
Cabinet then forwards the bill to the president 

after ratification by the Supreme Ruling Council. 


5. (C) For the first time since President Khalifa\'s December 

1 announcement concerning the FNC membership selection 
process 

expressed their reservations about the new reform plan. 
Commenting on the decision to broaden political 

participation 

told us that as long as the FNC is not given more powers and 
FNC members are not elected directly by the citizens 
\"so-called new process ... is a PR gesture.\" Al Rukn also 
told V'Gulf News!" that voting rights should be granted to all 
citizens and a \"strong\" legislative authority established. 
Academic Mohammed bin Huwaidin told \"Gulf News\" that the 
local councils experience V'falls short of our aspirations for 
direct elections." Habiba Al Marashi 

activist 

the new council V'will give UAE women their deserved rights so 
that they can keep up with the developments regionally and 
internationally.V' Ali Jassem 

representative from Umm Al Qaiwain Emirate for the past 12 
years 

for office again. Assuming he is selected 

to stand up in the council chambers and ask some provocative 
questions about the number of foreigners in the UAE 

reason why there are two foreign ministers (a Minister of 
Foreign Affairs and a Minister of State for Foreign Affairs) 

and whether the president or someone else is running the 
country. 
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A New National Security Council 


6. (U) Also on December 3 

to establish a National Security Council. According to 
statements from the UAE official news agency 

studied how other countries addressed their national security 
in order to find the best methods for the protection of the 
UAE\'s security. \"This step will boost the drive toward 
institutionalization by bringing together all the concerned 
bodies under one central agency that can handle current and 
future challenges effectively 

bin Zayed said. The main function of the council would be to 
\"safeguard the UAE\'s accomplishments and preserve its 
security and stability 

about who would be named the new national security czar. 


Democracy Developments on Other Fronts 


7. (U) As the headlines heralded the UAE\'s \"march towards 

full democratic participation" ("Gulf News" Dec. 3) and \"UAE 
is at the threshold of a new era\" (&Gulf News\" Dec. 2) 

Dhabi residents gazed up at new billboards of candidates 
contesting the Abu Dhabi Chamber of Commerce and Industry\'s 
first-ever board elections 

5. Approximately 50 

15 members in a direct ballot 

the chamber board. 


8. (U) On December 5 

with a senior Education Ministry official who said that 
starting next year 

school curriculum. Once children are in the sixth grade 
they will receive more practical training by forming a model 
parliament where they will Vlearn the skills of debate and 
accepting othersY opinions 

of education and curriculum development center at the 
Ministry of Education. 


Comment: 


9. (C) Khalifa\'s public statement that direct elections are 
where the UAE is headed is a positive development. While the 
announced reforms are not equivalent to a one-person 

vote election system 

introducing Emirati nationals to the electoral process in 
anticipation of genuine democratic reforms. These gradual 
developments are ushering in a new openness 
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questions FNC veteran Ali Jassem said he would raise if 
selected to the FNC )- questions mostly unheard of before 
President Sheikh Zayed\'s death. 

SISON 
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bureaucracy. Gebetsroitner expressed confidence that 
the history of the Balkans over the past decade and the 
Austrian Presidency\'s priorities 

Balkans would likely remain fully funded. 


3. (C) Asked about Council deliberations regarding candidate 
status for Macedonia 

and France likely would refrain from agreeing until the 
European Council December 15-16. According to Gebetsroitner 
MerkelVs advisors likely view the issue as one where Merkel 
can demonstrate that Berlin will not simply rubber stamp 
Commission recommendations. In the end 

likely will support candidate status. Chirac 

is a different story. The French were generally supportive 

of moving the Western Balkan countries along the path toward 
accession; French reservations about Macedonia were V'very 
recent\" and likely meant for domestic French consumption 
Gebetsroitner said. If the French lift their objections (not 

a given 

would block candidate status 


4. (C) Turning to Afghanistan and the London Conference 
Gebetsroitner said the Commission would likely be prepared to 
pledge additional funding 

absent an internal EU budget deal. 


5. (C) Gebetsroitner noted that the EU will continue to 

assist Iraq. She would not 

to increase assistance. Gebetsroitner added that the EU 
plans to announce publicly December 6 that it is going to 

open a mission in Baghdad; she was unsure when the mission 
would formally open. 

MCKINLEY 
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scandal has V'tainted Lula and his administration 
BrazilVs political party structures 

economic policy 

GDP during the third quarter of 2005 and overall slowing 
economic growth rate projections are evidence of the 
scandals affect on the economy 


5. According to Rocha 
will likely not take place before the October 2006 local and 
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national elections. Congress will develop a more substantive 
agenda after the results of next yearVs elections 

stated. 


Income Distribution and Other Social Issues 

6. Rocha noted that BrazilVs high crime rate largely results 
from urban population increases due to rural relocation to 
urban areas. Brazilian security institutions are 

ill-equipped to address recent population increases and as a 
result 

representatives blamed high crime rates on the influx of 

rural poor to the cities and said strong economic growth was 
needed to address the problem. Maninha said she believes 
that the creation of social and economic policies to create 
economic growth and increase employment can alleviate 
Brazil\'s social problems. She added that the GOB\'s \"Zero 
Fome\" (Zero Hunger) program has provided assistance to ten 
million Brazilian families 

program has provided monetary assistance to the elderly and 
the poor. 


GOB/USG Congressional Relations 

7. Rocha explained to the delegation that up until recently 
foreign affairs and other international issues were addressed 
solely by the Executive Branch of the Brazilian Ministry of 
External Relations. Interest in international affairs has 
increased among Brazilian Congressional representatives 
recently and the development of strong relations between 
American and Brazilian Congressional representatives is a 
priority. Chairman Hyde and Representative Watson agreed 
and added that discussions between Brazilian and American 
Congressional representatives should occur more regularly. 


PARTICIPANTS 

8. U.S. 

Rep. Henry Hyde 

Rep. Thomas Lantos 

Rep. Eni Faleomaveaga 

Rep. Mel Watt 

Rep. Diane Watson 

Rep. Luis Fortuno 

Assistant Administrator Adolfo Franco 
Embassy Charge Patrick Linehan 


Brazil 
Representative Vilmar Rocha (PFL-GO) 
Representative Maria Jose Maninha (PSOL-DF) 
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9. This cable was not cleared by CODEL Hyde prior to 
transmission. 


LINEHAN 
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first was Iraq 

could not say it publicly 

that the US could not withdraw from Iraq 

would follow. He added that was the same situation 

they had in Chechnya. He then asked Ambassador Oliver 
about the situation with China and Taiwan and wondered 
how the US was going to deal with that in the long run. 
Finally he discussed the role of NGO\'s at UNESCO in 
terms of UNESCOVs NGO committee and said that the 
Chairman of the NGO Committee had to decide what the 
committee should focus on. When Ambassador Oliver 
asked him about the issue of NGO\'s in Russia 

that the reason for the new regulations is to make sure 
that the NGO\'s actually do the jobs they claim that 

they do as the government feels that there are NGOVs 
that are not being open and transparent about their 
organizations and/or work. 


4. Monsignor Follo talked about a symposium that the 
Holy See mission is going to sponsor next week and said 
that it was part of the VaticanVs long-time interest in 
promoting dialogue. 


5. Ambassador Oliver asked the ambassador of Serbia 
and Montenegro about the rumor concerning his desire to 
change the composition of the geographic electoral 
groups. He said that the rumor was true. He said that 
Group II had three sets of countries--EU countries 
Southeastern Europe 

that the EU countries win all the elections 

why the Czech Republic is on seven committees and is 
the Vice-Chairman for Group Il at the Executive Board. 
That is unfair to the other non-EU countries in Group 

Il 

Group Il. He said that he had tried to persuade Group 
Il to establish a rotation system between the three 
groups of countries. That idea was completely rejected 
because 

position of power. Now he is going to push to 

eliminate Group II altogether and put all the EU 
countries in one group. He intends to do this using 

the resolution passed at the General Conference that 
asks the President of the General Conference to review 
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UNESCO\'s geographic groups and propose possible 
changes. (Comment: Obviously if Group Il 

eliminated 

strengthen the position of those countries in Group III 
(GRULAG) 

Caribbean 

America and are interested in creating a new Group of 
the Americas.) 


6. The ambassador of Serbia and Montenegro added that 
some Group | countries are very unhappy that Israel was 
elected to four UNESCO committees. Last fall there was 
general agreement in Group | that Israel should be 
elected to a couple of committees 

are some countries that did not want them to get so 
many. (Comment: We do not know if this is related to 
the threats that Israel received during the cultural 

diversity convention negotiating process when they were 
told that voting with the US against the convention 

would result in the loss of votes for UNESCO committees- 
-particularly for the World Heritage Committee. 

Clearly that did not happen 

irritated some countries.) 


7. Francoise Riviere 

rank of Assistant Director General 

during lunch. Although it is widely known at UNESCO 
that she has applied to be the new ADG for Culture 

was never discussed at lunch. In fact the word 

\"culture\" was never mentioned publicly 

cultural issues were discussed in private 

conversations. (Comment: Perhaps that subject was 
avoided because of Ambassador Oliver\'s presence at the 
table.) 


OLIVER 


46770 
highest rates were all in the West. Nova Scotia\'s rate of 232 
per 1 


3. Both the Mayor and police chief pointed to repeat young 
offenders as the principal source of crime. The Mayor 

that 32 new police have been hired in the last two years 

he would seek a meeting with federal and provincial justice 
ministers to try to toughen up youth offender legislation. The 
police chief likewise called for a change in the youth justice 
system 

they\'re on interim release from the courts 

fishing. You catch and release and you catch again and 
release. V 
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4. COMMENT: Despite the dubious prize in this contest 

remains a safe place to live and work. Hundreds of thousands of 
American visitors annually have very few problems. The city is 
also a popular liberty port for USN and USCG vessels and we have 
had no reports of crime against U.S. personnel in years. END 
COMMENT. 

HILL 
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education 

estimates at $2 billion. The Charge and posts senior 
officers have maintained a regular dialogue with Preval over 
the past two months 

status 

scope of our dialogue. End Summary. 


2. (SBU) Charge Carney called on former president and 
L\'Espoir (Hope) presidential candidate Rene Preval on 
November 29 

campaign. Preval included his former Prime Minister Jacques 
Edouard Alexis and former Foreign Minister Fritz Longchamp 
and several other LVEspoir party members. Preval told the 
Charge he has demurred from participating in the 
Embassy-sponsored debates between the leading candidates 
because he has not sorted out differences with the party\'s 
platform drafted by others within LVEspoir 

suggested that he may be interested in participating in the 
second round of debates. (Note: Media coverage of the final 
debate between Evans Paul and Leslie Manigat on December 1 
focused on Manigat\'s public admonishment of Preval for not 
appearing. End Note). 


3. (SBU) Preval felt comfortable with the announcement that 
the first round of elections will take place January 8 

He favored \"good elections 

want them.\" Preval suggested that some interests do not want 
elections 

delayed at least two years. He also indicated that the 

Interim Government of Haiti\'s (IGOH) failure to meet the 
constitutionally-mandated transition date of February 7 would 
create problems only if elections ran poorly: V'If elections 

are good 

believes that interim prime minister Latortue will not step 
down as promised on February 7 

need to stay on until a new prime minister is sworn into 

office. He noted that the issue whether the next president\'s 
term is five years from the date of inauguration or February 

7 needed to be discussed prior to the inauguration. 


4. (C) Preval said his party is \"calm\" and encouraging the 


Column 3 

Provisional Electoral Council (CEP) to do its job without 
layering on criticism. He admitted the CEP was Vnot ready\" 
and cited the bungled announcement of electoral dates as 
evidence. Preval raised the issue of voting sites 

that more are required as many Haitians would find it 
difficult to get to their assigned voting locations. Preval 

said people would give up if they went to the wrong voting 
site. Preval did not know how many candidates his party is 
running. Advisors at the meeting 

prime minister 

informed Preval and the Charge that L\'Espoir had 75 or 76 
candidates for deputy and 20 senatorial candidates. Preval 
shook his head no when asked if L\'Espoir could win a majority 
in parliament. 


5. (SBU) Preval said that his apparent status as 
front-runner in the campaign is due to his tenure as 
president of Haiti 1995-2000. Preval recited having begun 
several infrastructural projects 

incompletion on lack of materiel. Preval said that education 
would be his priority during a second administration and 
would dedicate V'at least 20 percent of the budget." He 
added 

wants to fulfill his first administrations promise of 

providing universal primary and secondary education. He 
lamented that parents cannot afford to send their children to 
school and said he would encourage small to medium-sized 
enterprises to create jobs to help parents defray education 
costs. Preval noted the one place children could receive a 
meal was at school. Preval said he is an ardent believer in 
the teachings of Peruvian economist Hernando De Soto. Preval 
estimates that the informal economy in Haiti generates over 
USD two billion and it should be V'secularized and 
formalized.\" Preval admitted that there has to be 
simultaneous macroeconomic management to lead to growth in 
the economy. Preval said he would work to strengthen 
institutions (nfi) and achieve decentralization of the 
government called for by the Haitian constitution. 


6. (C) On security 

Haitian army since Haiti is \"neither defending itself from 

war nor making war.\" Preval said he is inclined to maintain 
the presence of the UN Stabilization Mission in Haiti 
(MINUSTAH) since they are \"here to help.\" Preval advocates 
the creation of a type of gendarmerie. 


7. (C) Comment: As he has done so in several prior 
meetings 

betraying any signs of the chronic alcoholism from which he 
is rumored to suffer. His excuse for not participating in 

our debates is no more than that. Preval has yet to appear 
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in public or pronounce on any issue 

front runner (confirmed by our most recent CID-Gallup poll) 
there is no reason to expect him to change his strategy. 
Preval has always made himself available to us privately 
the conversations have been cordial and wide-ranging 
somewhat guarded. Preval has demonstrated a desire to 
maintain a dialogue with the USG. Post will address the 
political ramifications of his front-runner status via 

septel 

dialogue with Preval and his close advisors and seek to 
expand the areas of our talks to include matters of key 
bilateral interest. End comment. 

CARNEY 
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free to continue his/her crime. The vast majority of 

individuals actually charged in grow-ops are convicted; however 
only 1696 of these offenders go to prison 

sentence of 4.9 months. Conditional sentences and probation 
frequently take the place of prison time. 


Where all the marijuana goes 

6. RCMP reports that B.C. produces much more marijuana than it 
actually uses. RCMP believes that up to 95% of the province\'s 
marijuana is smuggled mostly into the western U.S. 

Canadian provinces 

Canada is the second-largest supplier of smuggled marijuana to 
the U.S. 

sent to the U.S. is from British Columbia. 


7. According to a Vancouver Sun report and Consulate law 
enforcement staff 

from Canada to the U.S. is a new trend. Criminal groups use drug 
money to buy used helicopters for as little as $100 

generally hire a pilot to teach group members how to fly the 
helicopter 

helicopter. Trafficking by air is faster and more secure than 

on land and even if air traffic control signals the pilot 

police have no way to pull him over or verify his identity. 


The scourge of methamphetamine 

8. Of increasing concern in B.C. is the significant increase in 

the availability and production of methamphetamine 

crystal meth. Authorities are locating more and more \"meth\" 

labs in B.C. 

enter" 911 call and uncovered a lab containing $2.5 million 

worth of methamphetamine. The lab was capable of producing more 
than twelve kilograms of the drug every 48 hours. An RCMP 

report indicates that methamphetamine laboratories are expanding 
at an alarming rate. 
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9. Previously 

from the U.S. (via Mexico); however 

most major labs north into B.C. In the U.S. 

the sale of chemicals used to manufacture methamphetamine force 
manufacturers to divert legitimate ephedrine from distributors 
and extract ephedrine from medication. These difficulties 
together with effective prosecution of methamphetamine producers 
and the relative lack of such deterrents in Canada 

the expansion of most major labs in the U.S. 

labs are unable to supply the Canadian demand 

way for large domestic V'meth V" labs 

September. Most meth manufactured in BC is for domestic 
consumption. DEA tells us that there is little evidence to show 
a trend in bulk shipments of meth going south. However 

said 

legitimately sent south. Canadian export restrictions for these 
precursors is lax 

Vancouver. Also 

from several different places and the finished product is then 
moved south into the U.S. 


10. The Province newspaper reports that in B.C. one can buy all 
the raw materials needed to produce methamphetamine for roughly 
$100 at almost any local drug store or hardware store. Weak 
sentencing guidelines give police little incentive to 

investigate meth producers 

manufacturers and dealers of the drug. 


11. Senior officials in B.C. have begun to take the 
methamphetamine crisis seriously. For example 

Campbell recently announced a $7 million increase in funding and 
several new initiatives to strengthen the provinces fight 

against crystal meth 

drug in local communities 

campaign 

pledged to continue working with the federal government to 
toughen sentencing for meth dealers and producers. The RCMP 
recently asked the DEA for help fighting methamphetamine with 
training and expertise. And the Minister for Public Safety and 
Solicitor General asked the Consul General to assist him in 
identifying and sending US experts to come to BC to speak out on 
the dangers of methamphetamine use and to provide advice on how 
to attack this growing drug problem. 


Links to organized crime 

12. DEA officials told us that organized crime is behind almost 
all of B.C.Vs drug trade (see reftel). While organized crime in 
the province is traditionally defined as motorcycle and ethnic 
gangs 

dissolving 

various organized crime groups 
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aspects of the trade and share their earnings. For example 
Vietnamese gangs grow marijuana 

organizations then transport into the United States. Hells 

Angels often oversee networks of growers and help coordinate 
smuggling runs into the U.S. Crime rings use marijuana grow-ops 
to fund other serious crimes-such as U.S.-and-Mexican-based 
cocaine trafficking into Canada 

movement of ephedrine and Ecstasy-that would otherwise be beyond 
their reach. Less information is available on methamphetamine 
links to organized crime 

most methamphetamine and other chemical drugs to Hells Angels 
and Asian-based organizations. 

LUKENS 
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Reality" by Abdul Jaleel Muhsin dealt with how the current 
Iraqi government pays little attention to assassinations and 
violations against the Iraqyia List and its members. The 
writer implores the government to "stop accusing the lraqiya 
List and provide services for the people and complete 
honestly in the electoral process. V 


Al-Jaridah 

published a back-page editorial entitled 

for the Iragiya National List 731.\" The editorial goes on to 
explain and summarize the listVs political platform. 


Al-Taakhi continues publishing editorials on page three 
supporting the Kurdish list 730. Al-Ittinad published a page- 
three editorial entitled the "Iraqi Democratic Scene Is A 
Result of IragisW Sacrifices\" which dealt with competition 
among electoral lists. Another editorial on the same page 
V The Upcoming Election and the New Future 

to vote for the Kurdish Coalition 


Independent Al-Mashrig distributed a special free 

page electoral supplement 

with its newspaper. The supplement contains articles about 
the upcoming election designed to educate the citizenry 
about the democratic process and encourage Iraqis to 
participate in the coming election. 


Independent As-Sabah Al-Jadeed 

electoral supplement simply called 

addition to voter education material 

contains interviews with candidates 

political scene in Iraq and an opinion poll on the last 
page. END SUMMARY. 
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A. V'Turn the Page Please\" (Al-Mada 
B. VElectoral Slogans\" (Al-Bayyan 
C. VA Special Democracy" (Ad-Dustoor 


A. V Turn the Page Please 
(Al-Mada - independent 
editorial by Amir Al-Qaisi) 


VLet the families of the martyrs try him. That is what a 
seven-year old child said when she saw 

young girl crying after her father was taken away by the 
BaVathists. In fact 

members who were killed by the former regime but she 
expressed her real feelings saying 

those people?! Who can save this child from her bewilderment 
and who can answer her questions? 


VOn the other hand 

details of that sadness and loss of our beloved people. We 
are still patient despite seeing the commander of defeat 
behind the bars but at the same time 

be grateful to us for giving him a fair trial. Actually 

are not against giving that criminal a fair trial because we 
believe that in the new Iraq 

they are proven guilty. However 

a unique criminal. 


VWe understand the importance of establishing fair trials 

but we do not like to see Saddam use the trial to give 

political speeches 

to be a badly managed melodrama that will cause others to 
mock the Iraqi people. More than one opinion poll showed 
that the Iraqi people do not like the continual extension of 

this play. Moreover 

widespread popular interest. We do not know why the suspect 
was addressed as Mr.V If all suspects were addressed as Mr. 
then how would we address [real] misters? In addition 
Saddamvs lawyers entered the court-root without wearing the 
official attire. The Iraqi people want this trial to be 
expedient-it\'s one that\'s costing us blood and tears. 

Frankly speaking 

path | will be the first one to call for the government to 

accede to strong popular demand 

please.\" 
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B. VElectoral Slogans\" 

(Al-Bayyan - affiliated with Ad-Dawa (led by Al-Ja\'fari) 
bias 


V'There are a lot of electoral slogans displayed on walls of 
buildings all over the country. But 

astonished because this is an electoral season. Most of 
these slogans are similar but there are some that make us 
really laugh. 


\"In order to make electoral slogans acceptable and 

convincing for people 

popular needs. In addition 

there are slogans that make Iraqis laugh because such 
slogans promise citizens that they will possess real estate 

and receive shares of oil. Such slogans disparage the minds 

of common Iraqis because everybody knows that the economic 
situation Iraq suffers from has many major problems; Iraq 
suffers from huge debts that were inherited by the deposed 
regime. 


\"In fact 

dreaming. Incredible electoral slogans may reduce the 
credibility of candidates. We think that such electoral 
slogans deceive people and we do not want politicians to be 
deceptive through their electoral platforms. Politicians 
cannot risk their political future by calling for ambitious 
slogans they know are impossible to achieve.\" 


C. \"A Special Democracy\" 
(Ad-Dustoor - independent 
three editorial by Bassim Al-Sheikh) 


\"The electoral competition among lists has reached a serious 
stage. Lists have started to exchange accusations among each 
other. In addition 

liquidation among the electoral lists. | think we should 

solve this problem as soon as possible. 


\"The reasons behind these problems are a lack of awareness 
and education. In addition 

enlightenment about the meaning of disagreement of opinions. 
Many Iraqis still believe that disagreement of opinions 

means confiscation of opinions and this is one of the 
dictatorship\'s residuals. If we encouraged such philosophy 

in the new Iraq 

everything because this fire is lurking beneath the ashes. 
Perhaps 

deeds saying that they were brought up with a negative 
education and during a dictatorial era 

personality to become aggressive. 
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VHowever 

assassinations were conducted with the blessings of 
political parties and foreign powers. These parties and 
powers support and provide protection for perpetrators of 
those assassinations. Therefore 

represent individual acts but rather represent the 
ideologies of political groups. At this point 

political parties are double-dealing. On one hand 

publicly denounce and reject violence while on the other 
they support violence and perhaps plan and implement it in 
secret. These parties openly reject dictatorship but seek it 


SIPDIS 

clandestinely. 

V'These days 

that everybody is trying to establish; it seems that they do 

not understand the meaning of democracy yet. Democracy means 
that we should accept dissenting opinions as long as these 
opinions are lawful. If there are groups that believe in 
assassinations in order to control political life 

we trust our future if they have a chance to run the 

government?" 
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Interventions?" (Kitabat 


A. \"Why Don't Iragis Reject the Iranian SistaniVs 
Interventions ?\" 

(Editorial by Jawad Kadhum Al-Najaf - Kitabat (Writings) 
Website (http://www.kitabat.com) - independent based in 
Germany) 


\"As expected 

efforts before the elections with the goal of scamming the 
Shiites of Iraq into taking control of political decision- 
making 


VI can\'t understand how a self respecting nation could 
permit the intervention of an Iranian foreigner 

Sistani 

the emotions of simple people to deform the democratic 
process. And what's with the silence towards the domination 
of a number of Shiite parties instigated by Iranian 
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intelligence seeking to exclude the honorable people of Iraq 
from participation in their decision making process? 


\"How long will these despicable Iranian individuals 
manipulate the fate of Iraq 

and push it towards joining Iran and enslaving Iraqis to 
serve Persians? 

When will Iragi Shiites recognize that all Iranians whether 
Al-Sistani 

others couldn't care less about the interests of Iraq and 
the Shiite population within-they are only concerned with 
their personal interests and those of Iran 

nothing more than a bridge to the achievement of their 
plots. 


V'This mass stupidity of the Shiites of Iraq and their 
submission to the domination of rotten Iranian mobs is 
amazing. Where is our national pride? Why don\'t Iragis 
reject these interventions and rebel against the strongholds 
of Iranian intelligence in Iraq and drive them across the 
border?" 
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Be Executed?: The founder of the notorious Crips gang has 
become the flashpoint for the U.S. debate over capital 
punishment.V The Ottawa Citizen ran its story 

Wants to Save \'Tookie\' Williams\" on page 15. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 


WILKINS 
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been thrown at the IECI 

(Note: in a 

later more confidential conversation 

Poloffs that he had sent a letter to TNA members suggesting 
the matter be passed to the Council of Representatives. End 
Note.) Commissioner Abdulhussein Al-Hindawi told Poloff 
December 3 that he was unsure of the IECIVs next step. He 
appeared troubled by the upcoming decision that the IECI 
would have to make 

position. 


4. (C) In contrast 

Arab Shiite and non-voting member of the IECI Board 
Poloff that he was a proponent of disqualifying candidates 
especially if the candidate does not contest the 
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De-Bavathification charges within the three-day period 
allotted by the IECI (reftel). As the operations officer 

is concerned with coming to a resolution in time so that 
candidate lists may be published by December 8. 


5. (C) The remaining four Commissioners are traveling to OCV 
sites. The most avid Commissioner against de-listing 
candidates is IECI spokesman Dr. Farid Ayar 

visiting London OCV operations. Dr. Ayar told Poloff on 
November 20 that the IECI would never de-list candidates and 
that he would vehemently oppose such an action. In a November 
28 interview with the Al-Malaf website 

the IECI would not delist candidates on De\'Ba\'athification 
grounds. (Note: Ayar is perceived as somewhat of a loose 
cannon in that he is known give his opinions about a topic 
even if they run contrary to Board decisions. End note.) 


6. (C) COMMENT. With the deadline approaching for publishing 
candidate names 

decision. They most likely will make a decision by Tuesday 
December 6. Despite having conflicted feelings about this 
issue and acknowledging concerns raised by Poloffs 
Commissioners feel bound by their understanding of election 
law to seriously consider candidate disqualification. 

Without the overpowering influence of Dr. Ayar 
Commissioners will most likely be influenced by Adil Allami 
who is not conflicted about De-BaVathification and is driven 

by operational concerns. Although a non-voting member of the 
Board 

Chief of Operations and has the ability and political will to 
instruct his staff handling the candidate lists on how to 
proceed. END COMMENT. 
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in order to raise the level of uncertainty in the oil markets 
and push up prices. 


6. (C) While we would be surprised that the GOV would blow 
up its own infrastructure 

excuse to retaliate against Zulia Governor Manuel Rosales by 
alleging he somehow was behind the plot in hopes of 
disrupting the elections. Neither can we rule out extremists 
from the opposition 

believe 

more focused on GOV electoral authorities right now. The 
most plausible explanation 

be that the GOV fabricated the bomb story to distract 
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attention from chronic maintenance problems. 
BROWNFIELD 
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that Vliberated zones\" (where the state is virtually absent) 
existed in the region to the extent that outsiders could not 
enter certain areas controlled by campesino groups without 
those groups\' permission. In the Department of San Pedro 
the Mayor of Lima touted his municipality\'s successes in 
replacing marijuana cultivation with a number of alternative 
crops. He was pleased that the Embassy\'s Office of Defense 
Cooperation (ODC) had arranged to conduct a Medical Readiness 
and Training Exercise (MEDRETE) in Lima in March. The 
Prosecutor for the departmental capital 

Ycuamandyyu 

lack of resources and support hindered the administration of 
justice. She described the more radical campesinos in San 
Pedro as \"militarized 

unrest in January 

leaders. End Summary. 


Governor of Caaguazu Focused on Perceptions of Insecurity 
2. (SBU) On 11/21 

Cardozo in the departmental capital of Coronel Oviedo 
located 85 miles east of Asuncion. Cardozo noted that his 
administration\'s resources were limited 

prioritize the programs he would pursue. He said his top 
priority was to address insecurity -- or at least public 
perceptions of insecurity -- in his department. Cardozo did 
not cite any statistics to show that crime had risen in 

recent years. Rather 

insecure (many of them pining for the \"security\" of the 
Stroessner era 

concerns about security as his administration\'s primary focus. 


3. (U) Cardozo took PolOff to visit his showpiece project for 
addressing insecurity 

(PNP) academy on the outskirts of Coronel Oviedo. The 
academy was inaugurated in 2004 

ever outside of Asuncion. The cadets who attend the academy 
hail from Caaguazu and three neighboring departments. 
Cardozo said he hopes to reach an agreement with the PNP to 
increase the number of graduates who return to their home 
communities to work after completing their training. He also 
hopes to convince the neighboring departments to assist 
Caaguazu with funding for the program in the future. In 
addition to the police academy 

mounted police patrolling the departmentVs cities as a means 
to demonstrate his commitment to addressing residents 
concerns about security. 


Column 3 


4. (SBU) Cardozo said his second priority was to create 
employment for young people entering the job market. He 
lamented the influx of recent graduates to Caaguazu\'s cities 
with no real employment prospects 

create new sources of V'urban employment." He did not offer 
any detailed plans for implementing such a scheme. 


5. (SBU) Bio Note: In addition to being Governor of Caaguazu 
Cardozo is Vice President of the Liberal Party (PLRA). He 

was elected Governor in 2003. He is a lawyer by trade 

appears to be in his mid- to late-thirties. He seems very 

much the politician -- more of a grip-and-grin 

mover-and-shaker than an intellectual heavy-hitter. He was 
pleased to have a USG visitor 

requested an appointment with the Ambassador some time ago. 
End Bio Note. 


Prosecutor Describes Radical Groups\' Recruitment Practices ... 
6. (SBU) PolOff met separately with Alfirio Gonzalez 

Chief Prosecutor for Coronel Oviedo 

at his office in the city of Caaguazu. During the meeting 
Gonzalez described the recruitment practices of V'radicalized 
campesinos\" in the Departments of Caaguazu 

Caazapa. 


7. (SBU) Gonzalez said radical members of the Patria Libre 
Party (PPL) 

kidnapping and murdering former President Raul Cubas\' 
daughter Cecilia Cubas in 2004-2005 (refs A and B) 

visit Catholic catechism classes in search of students who 
demonstrate a tendency to question authority or show an 
inclination toward extremist views. They typically select 

five to ten recruits from each class 

initial indoctrination to determine which ones accept or 
espouse the most extreme views 

the most radical recruits to groom them for future leadership 
positions within the organization. Gonzalez said the PPL 
employs such recruitment practices on a continuous basis 
constantly replenishing their ranks and grooming new leaders. 
Thus 

country for Brazil in 2003 (while under investigation for the 
2001 kidnapping of Maria Edith Bordon de Debarnardi (ref A)) 
PPL faction leader Osmar Martinez took the helm; and now that 
Martinez is in jail pending trial for Ms. CubasV kidnapping 

and murder 


8. (S) Comment: Although Arrom and Marti\'s absence from 
Paraguay may have enabled Martinez and his militant PPL 
faction to act independently 
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that Arrom retains overall control of the party. There is 

some evidence that Arrom and Martinez were at odds over the 
latter\'s plans to kidnap Ms. Cubas 

to mediate the dispute. End Comment. 


9. (SBU) Gonzalez said he learned about such groups\' 
recruitment practices by talking to people in the countryside 
who have witnessed them first-hand. He added that he has 
interviewed the parents and siblings of Aldo and Magna Meza 
a brother-sister PPL duo involved in the Debarnardi 
kidnapping 

educated \"beyond what is normal for someone of their 
(campesino) background" and indoctrinated in V'radical 
ideology. Gonzalez said the same holds true for Antonio and 
Jorge Galeano 

Caaguazu Department and lead the radical People\'s Agrarian 
Movement (Movimiento Agrario y Popular 

two campesinos were killed and one was seriously wounded in a 
dispute over land claimed by Brazilian immigrant landowners 
in the vicinity of the Tekojoja settlement 

(ref B). 


10. (S) Comment: Sensitive reporting indicates that Aldo Meza 
received FARC training 
as well. End Comment. 


11. (SBU) Gonzalez did not know who funded the activities of 
these radical campesino groups. However 

certain Catholic Church officials lent their \"unconditional 
support" to the campesino movement 

Caaguazu V'frequently pays off local officials to get 
campesinos released from jail.\" Additionally 

asked about the presence of Cuban doctors in the region 
Gonzalez said Cuban doctors were working in Vaqueria and 
other highly conflictive areas in neighboring Caazapa 
Department. He could not say whether the doctors were 
involved in political activities. 


12. (SBU) Comment: The former Bishop of San Pedro 
Fernando Lugo 

(ref E). Some charge him with fomenting rural violence. 
Church leaders forced him to resign as Bishop in January 
within one year after he was admonished in writing for 

failing to follow Episcopal guidelines. His prominent role 

in supporting campesino land seizures during several months 
of rural unrest in late 2004 may have been the last straw. A 
pair of San Pedro ranchers told PolOff that they have noted a 
significant decrease in radical campesino activity since Lugo 
resigned and relocated to another department. End Comment. 


„.. and So-Called \"Liberated Zones" 
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13. (SBU) Gonzalez opined that \"liberated zones\" (where the 
state is virtually absent) existed in the region to the 

extent that outsiders could not enter certain areas 
controlled by campesino groups without those groups 
permission. Gonzalez said 

enter certain areas to investigate crimes without a sizable 
police escort. If he were to show up unescorted 

\"turned around" -- i.e. 

area. If he were to show up with \"a sizable police escort 
on the other hand 

the area and V'treat him like an honored guest 

to sit and drink traditional VterereV and talk at length!" -- 

all of which 

that the campesinos were cooperating with the authorities. 
Likewise 

such areas. An unfamiliar police officer 

confronted and denied access. 


14. (SBU) Gonzalez could not say whether these V'liberated 
zones\" existed to prevent the government from controlling 
campesino activities generally 

plantations more specifically 

said 

problem in the region 

cultivated there would not explain the more recent 
establishment of Vliberated zones.\" 


15. (C) Comment: Political commentators have used the term 
Wliberated zone\" to mean a wide variety of things (ref D). 

In the context of Paraguay 

ruled by guerrillas 

evidence of a significant armed presence or guerrilla 

training camps in Paraguay\'s countryside. End Comment. 


16. (SBU) Bio Note: Gonzalez appears to be a seasoned and 
knowledgeable criminal trial lawyer 

and upright public official. He is a self-described 

campesino who hails from the town of Nueva Londres 
Caaguazu Department. He said Nueva Londres was founded by 
British immigrant families named Smith and Kennedy 

wife is a Smith-Kennedy. Gonzalez said he values his 

family's reputation and good name more than any fortune he 
could amass by abusing his position of authority. He 
expressed disgust for two employees in his office in Caaguazu 
who he believes are using their authority to extort bribes. 
Gonzalez said he uses his campesino roots to his advantage in 
investigating cases 

straw hat when he goes out to talk to locals 

with them in native Guarani. The Attorney General\'s Office 
also takes advantage of Gonzalez\'s access to locals 
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on him to negotiate with campesino groups that invade or 
threaten to invade private land. End Bio Note. 


Mayor of Lima Touts Municipality\s Successes 

17. (U) On 11/22 

Director met with Julio Franco 

Pedro Department 

agriculture school the Ambassador visited in August 
remote community of Carumbey 

185 miles north of Asuncion (ref C). PolOff took advantage 
of the meeting with Franco to discuss the security situation 
in Lima. 


18. (U) Franco insisted that San Pedro\'s reputation for rural 
unrest and insecurity did not hold true in Lima. He said the 
situation was fairly heated there in 1999-2000 

civic-minded residents of his municipality resisted the 

influx of narco-mafioso types and drove them out of town. He 
claimed marijuana cultivation was way down since then 

that 

identified a number of alternative crops to grow and sell. 
Franco admitted that some residents continued to grow 
marijuana 

there were no Vliberated zones\" in Lima 

could go anywhere he wanted 

police escort. 


19. (U) Franco said V'everyone in Lima has a vegetable garden 
now" and people no longer rely on local merchants to bring in 
staples such as mandioca (manioc). He showcased a large 
onion as an example of a crop that 

thought would grow in the region\'s soil. Likewise 

residents of Carumbey are growing and selling a wide variety 
of herbs and the natural sweetener stevia 

previously touted as alternatives to growing marijuana (ref 

C). 


20. (SBU) Comment: A pair of San Pedro ranchers with whom the 
Embassy has regular contact took issue with FrancoVs claims 
telling PolOff that Lima continues to be a major source of 
marijuana. It is difficult to gauge which version is more 

accurate. The ranchers\' interests diverge with the Mayor's. 

DEA does not have any specific information regarding 

marijuana cultivation in Lima. End Comment. 


21. (SBU) Note: Franco was pleased that the Embassy\'s Office 
of Defense Cooperation (ODC) had arranged to conduct a 
Medical Readiness and Training Exercise (MEDRETE) in Lima in 
March. He said local hospitals are stretched thin and have 

to send patients to the regional hospital 
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becomes overburdened and has to send patients to Asuncion. 
End Note. 


22. (SBU) Bio Note: Franco is a member of the ruling Colorado 
Party (ANR). He is an agronomist by trade. He appears to be 
in his mid- to late-thirties 

He welcomes Embassy visits and USG assistance for his 
municipality. End Bio Note. 


San Pedro Prosecutor Laments Police Corruption 

Resources and Support ... 

23. (SBU) PolOff met separately with Dominga Benitez 
Prosecutor for the departmental capital 

Ycuamandyyu 

Lima and Carumbey. Benitez said her biggest obstacle as a 
prosecutor was an unreliable 

She said that she and her colleagues simply V'cannot work with 
the PNP.\" The second biggest obstacle she faced was a lack 
of support from the government. She cited the GOPYs failure 
to do more to resolve the campesino crisis as an example 
saying no matter how much she did as a prosecutor 

would persist until the government decided to address the 
underlying social issues. 


24. (SBU) Benitez described how corruption and a general lack 
of resources hindered efforts to combat marijuana production 
in San Pedro. The first difficulty was locating the 

marijuana. Since she and her colleagues did not have 
helicopter support 

in remote areas to tell them where the marijuana was growing. 
The vast majority of police withheld information to protect 

the growers in exchange for bribes. The second difficulty 

was reaching areas where marijuana was grown. Even when 
civic-minded residents reported marijuana cultivation 

difficult to launch operations 

from the police and the inaccessibility of target sites 
(accessible in some instances only by motorcycle or 
helicopter). Benitez noted that she also had to work against 
corruption among her colleagues in the prosecutor\'s office. 
She is currently processing a case against a fellow 

prosecutor 

three or four police officers in her district for their 

involvement in marijuana trafficking. 


... and Describes the \"Militarization\" of Campesinos 

25. (SBU) Benitez described the more radical campesinos in 
San Pedro as \"militarized.\" She said they have been 
indoctrinated to follow orders according to a military-style 
hierarchy of authority. She said campesino 
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organizers/agitators routinely manipulated campesinos! plight 
and exploited the governments lack of attention to the 

problem. She did not know where the organizers/agitators 
learned their militaristic doctrine 

She acknowledged the presence of Cuban doctors in the region. 
She did not know whether the doctors played a role in 
fomenting unrest 


26. (SBU) Benitez opined that the current lull in radical 
campesino activity was just the calm before the next storm. 
She expressed concern about possible unrest in January 
she expects to indict four campesino leaders. Her 
counterpart in Caaguazu 

similar sentiment 

\"temporary calm\" in the long-standing campesino crisis. 


27. (SBU) Bio Note: Benitez is a native of San Pedro. She is 
a former teacher and Justice of the Peace 

year as a prosecutor. She appears less seasoned and 
knowledgeable than Gonzalez 

End Bio Note. 


Conclusion 

28. (SBU) Comment: The insights and opinions each of these 
officials offered put into perspective some of the region\'s 
challenges and priorities. Those challenges are security 
related 

particularly as regards the land-dependent campesino 
population. A number of officials are trying in earnest to 
improve the situation 

resources 

obstacles on the path to establishing a significant state 
presence in the country's more remote areas. They are also 
handicapped by the central governments inability to meet 
impoverished 

land 

that a major crisis is imminent 

continue to neglect much of the countryside 

long-standing and deep-rooted problems to persist. Until the 
government finds a comprehensive solution to those problems 
the potential for future unrest will remain. End Comment. 
MERZ 
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legislature. Venezuelan electoral watchdog Sumate continues 
to report procedural irregularities 

concerns GOV officials trying to coerce people to vote. The 
Spanish parliamentary delegations also apparently had strong 
concerns regarding the election process. The latest 
announcement of the National Electoral Council (CNE) put the 
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abstention rate at 75 percent; opposition figures have 

alleged much higher figures. OAS delegation leader Ruben 
Perina told reporters election day the process was proceeding 
normally but refused to comment on reported problems. The 
key question remains how the European Union (EU) and 
Organization of American States (OAS) observation missions 
will publicly assess the election process. End summary. 


2. (C) Venezuelan President Hugo Chavez\ Fifth Republic 
Movement (MVR) party and its allies swept the December 4 
National Assembly elections 

announced in an official GOV press release. The MVR received 
114 of the 167 National Assembly seats 

previous representation of 69 deputies. The new total gives 
the MVR two seats more than the two-thirds of the legislature 
necessary to alter the constitution and pass organic laws. 
The party receiving the second highest total was pro-Chavez 
Podemos 

reporters December 5. Patria Para Todos 

party 

Union of Electoral Winners and other local 

minor parties sympathetic to the GOV received the rest of the 
167 seats. Willian Lara 

tactical command 

little-known pro-GOV parties that would receive seats as 
evidence of the \"plurality\" of the new National Assembly. 
Several other GOV ministers also publicly proclaimed the 
fairness of the election. 


3. (C) Venezuelan electoral watchdog Sumate\'s co-director 
Alejandro Plaz announced December 4 that 24 percent of the 
complaints Sumate received concerned the GOV coercing people 
to vote. Current opposition National Assembly deputy Pedro 
Diaz Blum told poloff December 4 Carabobo State government 
officials told him they had been threatened with dismissal 

for not voting. DAO sources reported that Venezuelan 

officials and the military were trying to intimidate people 

into voting (IIR SEPTEL). PDVSA workers in Zulia State told 
poloff they were instructed to vote or not bother to return 

to work on Monday. Another complaint Plaz listed was the use 
of GOV vehicles to ransport voters to the polls. Sumate 
co-director Maria Corina Machado claimed on air the night of 
December 4 that over a million people--one-third of the total 
voters--had cast their votes after 4:00 PM 

initially scheduled to close. 
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Abstention 


4. (C) Announced abstention rates have varied. The MVR 
initially reported 67 percent had abstained from voting 

the CNE later raised the figure to 75 percent 

more votes were counted. A Smartmatic official told poloff 
the night of December 4 abstention was 70 percent. 
Opposition sources 

rates were much higher. Sumate 

review of participation at a statistically valid set of 

polling places revealed an 82 percent rate 

press reports. Salas Roemer of Projecto Venezuela indicated 
that according to his pollster 

at 4:00 PM. Venamchamvs survey noted that absenteeism was 85 
percent with a third of the votes cast as either null or 

blank. 


5. (C) The GOV is arguing that the announced rates are 
consistent with historic norms. Interior Minister Jesse 
Chacon said opposition party Accion Democratica received a 
parliamentary majority with 11 percent of the national vote 

in 1998 

the percentage representing the national turnout. According 
to press reports 

CNE was a rate of 76.2 percent recorded during the 2000 local 
elections. During the 2000 National Assembly elections 

43.7 percent of the electoral registry did not vote 

according to CNE statistics. 


6. (C) OAS delegation leader Ruben Perina told Globovision 
reporters on election day that the process was proceeding 
\"normally and peacefully\" but brushed off questions about the 
level of participation and reported problems 

was still collecting data. (Note: Globovision was airing 

its broadcast December 4 on a one-hour delay 

give itself time to self-censor material the GOV would 

declare objectionable.) Both the OAS and EU observer 
missions are expected to make official statements on December 
6. Roberto Cuellar 

for CAPEL 

the electoral registry 

including the fingerprint-capturing machines. (Note: Having 

a CNE-paid body act as an observer violates the U.N. 
declaration of principles and code of conduct for 

international election observation.) Another official linked 

to Cuellar\'s mission noted the low turnout observed in 
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contrast to the August municipal elections. 


7. (C) Spanish polcouns Gonzalo Fournier told poloff that 

the multi-partisan Spanish parliamentary delegation 

accredited by the CNE was concerned about the high abstention 
rate 

confidentiality 


SIPDIS 

centers 

election. Fournier also believed 

observation 

estimate. The Spanish delegation 

observers observed an audit in at least one opposition voting 
center 

that half the votes cast were for parties that had withdrawn 
from the election. The poll workers considered these 
\"consciously nullified (i.e. 

votes were factored in 

close to 80 percent 

Comment 

8. (C) Clearly the turnout for the National Assembly 
elections was extremely light 

efforts by government officials to get people to vote. That 
the government was willing to extend voting hours based on 
relatively specious justifications 

observers present 

surprising. The only question that remains is how the EU and 
OAS missions will publicly portray their observation of the 
Venezuelan electoral process. 

BROWNFIELD 
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the country\'s 8.7 million voters had the opportunity to vote 
electronically. 


Security Concerns 


3. (SBU) Repeated ill-advised statements by the authorities 
about the potential for violence and provocations by the 
opposition spurred significant public concern. Rumors of 
burning cars 

Makpal Zhunusova 

Friday and Saturday 

Almaty reportedly received 13 anonymous reports of incidents 
on Friday evening 


4. (U) On Saturday the Almaty procurator issued a public 
statement calling on citizens not to believe rumors about 
mass unrest. The procurator stated that journalist Sergey 
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Duvanov had been questioned about his December 1 Internet 
posting regarding rumors that law enforcement authorities 
would stage a provocation. 


Last-Minute Pressure on Observers 


5. (U) On December 3 

Pavel Morozov) and the League of Voters of Kazakhstan (LVK 
Natalya Chumakova 

issued a joint statement regarding alleged pressure from 
executive branch and law enforcement officials. YPS claimed 
that anonymous people were standing outside their Almaty HQ 
on Saturday offering their election observers $30 not to 
participate. YPS alleged that people identifying themselves 

as being with the KNB had called the homes of some observers 
and spoken with their parents. YPS said it lost about 100 
observers as a result. YPS also claimed that some observers 
living in university dorms had been informed that they would 

be forbidden from leaving on December 4. The owner of YPSVs 
rented Almaty office tried unsuccessfully to evict them on 
December 2. 


6. (SBU) The statement also alleged that all regional LVK 
coordinators had experienced pressure from the authorities; 
in four cities this resulted in LVK members giving 
statements condemning Chumakova. LVK has ceased its 
activities in North Kazakhstan and Kyzlorda oblasts 

entirely. An OSCE EMO representative told POEC chief on 
December 2 that the EOM believed that pressure was being 
applied to LVK in every oblast. Three regional LVK 
representatives had told the OSCE of official pressure 
including threats of \"problems at university" against the 
daughter of the Kyzlorda representative. The OSCE knew of 
at least four that had publicly condemned Chumakova in the 
past few days 


Kazakhstanis Go to the Polls 


7. (SBU) Post deployed election observation teams to cover 
the vote in Almaty 

Semipalatinsk 

outlying districts. Eleven Embassy representatives were 
accredited through the OSCE 


8. (SBU) Polls opened officially at 0700 local time and 

closed at 2000. Voting throughout the day generally 
proceeded smoothly. There were few reports of problems with 
poll openings. Crowd control appeared to be an issue at 
several stations. The surge in the number of voters 
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late morning to early afternoon 
commissions. 


9. (SBU) Use of electronic voting appeared to be lower than 
in the 2004 parliamentary elections 

the modified system appeared to be easier to use and more 
reliable this year. The CEC announced that as of 18:00 
only 12.14% of voters who had the option of voting 
electronically had chosen to do so. 


10. (SBU) In general 
widespread gross procedural violations on election day. 
Problems witnessed during the actual voting included: 


-- Discrepancies in voter lists: The lists appeared to be 
more accurate than in 2004 

in place to deal with those not on the list. The response 

of precinct officials varied. Some readily added voters to 

the lists 

others simply turned voters away without suggesting ways to 
resolve the problem. 


-- Although formed in accordance with the law 
person precinct election commissions had very few 
representatives of opposition parties. 


-- Although access to polling stations for domestic and 
international observers was generally not an issue 

were several complaints of being forced to stay in a defined 
area that was too far from the commission officials to see 
the blank ballots or voter lists. 


-- In some villages 

attempt to get individuals to polling stations. One village 
administration was observed busing individuals to the 
polling station. 


-- Embassy observers witnessed one example of an individual 
voting twice 
\"couldn\'t come to the polls. V 


-- While there were few reports of unauthorized individuals 
in polling stations 

Justice official in one precinct. The official explained 

that she was there to help resolve registration problems. 
The official did not appear to be taking an active role in 
the voting process 

her presence represented a violation of election laws. 


-- There were a few reports of pro-presidential observers 
and local officials giving instructions to the polling 
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officials. 


-- There were a few instances of campaign materials in or 

near polling stations. In one Almaty precinct 

observers saw a 10-meter banner at a veterans home bearing 
a quote from Nazarbayev about assuring a decent living for 

the elderly generation. 


The Vote Count 


11. (SBU) Polls across Kazakhstan closed at 20:00. While 
some \"closed\" precincts such as hospitals and military 
districts closed early in the day after all registered 

voters had voted 

\"open\" precincts deviating from the standard 20:00 closing 
time. (Local electoral officials have the authority to 

extend voting until 22:00.) Many stations completed the 
vote count relatively quickly and without dispute. There 


were reports of confusion during the vote count in several 
other stations 

exhaustion of PEC officials who started work as early as 
3:00 am in precincts with electronic voting. One station in 
Atyrau was unable to account for 42 ballots; after giving 
protocols to observers 

the results for three hours and were believed to have 
changed the figures before submitting the protocols to the 
district election commission (DEC). In one Almaty precinct 
the number of votes exceeded the number of signatures on the 
voter list by 14. A PEC in Ust-Kamenogorsk worked until 3 
am to reconcile what at first appeared to be 60 extra 
ballots. 


Preliminary Results 


12. (U) At 10:00 am on Monday 

results. With 7796 turnout nationwide and 9546 of 9580 
precincts having reported in 

President Nazarbayev had received 91.0196 of the vote. 
Zharmakhan Tuyakbay (For a Just Kazakhstan) received 6.64% 
Alikhan Baymenov (Ak Zhol) - 1.6596 

(People\'s Communist Party) - .38% 

(Tagibat green movement) - .32%. 


13. (SBU) An exit poll commissioned by the International 
Republican Institute (IRI) 

Organization/Baltic Surveys in coordination with the Center 
for Social and Political Research 
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received 83.2% of the vote. Tuyakbay was shown in second 
place with 9.996 

and Abylkasimov received 1.496 and 1.296 respectively. (The 
margin of error was 196. Pollsters interviewed 23 

at 283 polling stations in all 14 oblasts 

Astana.) The Kazrating Agency 

only in Almaty 

78.396 voted to re-elect Nazarbayev and 14% voted for 
Tuyakbay. According to an exit poll conducted by the 
Kazakhstan Institute of Social-Economic Information and 
Forecasting 

over 1396 voted for opposition candidate Tuyakbay. 


Preliminary OSCE Assessment 


14. (U) At a December 5 press conference in Astana 
Election Observation Mission (EOM) announced that despite 
improvements in election administration in the pre-election 
period 

number of OSCE commitments and other international 
standards. Bruce George 

Assembly delegation 

inclusive 

favor of the incumbent 

and pressure on student voters as V'significant 
shortcomings.\" Ambassador Audrey Glover 

OSCE/ODIHR Election Observation Mission 

Kazakhstani authorities for not providing a \"level playing 
field\" despite assurances from President Nazarbayev that the 
elections would be free and fair. The gap between the 
promise and reality 

political will to carry out reforms that are necessary if 
Kazakhstan is to hold genuine democratic elections. (Note: 
ODIHR has already posted the preliminary report at 
http://www.osce.org/odihr/.) 


15. (U) In taking questions from the press 

insisted that the point of the observation mission is to 

comment on the elections process 

on the validity ofthe elections. The OSCE also maintained 

that there is no double standard between observation of 
elections in western countries and those in the former 

Soviet Union. Members of the delegation referred questions 

of Kazakhstan\'s readiness to become OSCE Chairman-in-Office 
to foreign ministers meeting in Ljubljana December 5-6 for 

the OSCE ministerial. 


16. (U) The EOM included 46 experts and long-term observers 
and 411 short-term observers from a total of 43 member 
states. OSCE observers observed voting in approximately 
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2000 polling stations and counting in 165. OSCE observers 
also witnessed tabulation of results in 112 DECs. 


Other Observer Assessments 


17. (U) On December 5 
described KazakhstanVs presidential election as Vfree 
and legitimate. V 


18. (U) The Republican Network of Independent Monitors 
(RNIM) reported systematic violations including incorrect 

use of the e-voting system 

interference in the vote process by PEC members. More than 
2 

stations in 11 regions. 


19. (U) The European Network of Election Monitoring 
Organizations (ENEMO) 

issued a preliminary report on December 5 assessing that the 
elections did not conform to a number of international 
standards. ENEMO cited violations during the campaign 
period and on election day 

rights and freedoms of voters and the unequal treatment of 
presidential candidates in the Kazakhstani press. ENEMO 
noted that transparency was helped by the CEC\'s informative 
web site 

addressed observers\' concerns quickly on election day. 
ENEMO reported that voting was marred by problems with e- 
voting and instances of coercion of students to vote. ENEMO 
fielded 30 short-term observers and 10 long-term observers; 
they observed voting and tabulation at more than 310 polling 
stations. 


Tuyakbay\'s Reaction 


20. (U) On December 5 

his side 

headquarters to brief journalists on what FJK called V'major 
systematic violations\" on election day. Tuyakbay stated 
that not only did Nazarbayev fail to deliver a promised 
Vfree and fair" election 

illusion of one. Tuyakbay alleged that the government 
pressured students to vote for Nazarbayev. He claimed that 
lecturers escorted students to polling stations and paid 
students for voting. Tuyakbay also alleged that PECs were 
instructed to add names to the voter lists and that the 
opposition only received 2096 of the protocols from polling 
stations. He said that he would protest the results through 
the court system 
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demonstrations. 


Comment 


21. (SBU) As the OSCE noted in its preliminary assessment 
Kazakhstan has clearly made progress in the mechanics of 
conducting an election in an orderly and transparent 

fashion. The fact that Nazarbayev received such an 
unexpectedly high percentage of the vote has raised concerns 
about the misuse of administrative resources during the 
campaign period and the accuracy of the vote counting and 
tabulation process 

precinct results 

voting 


ORDWAY 
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to preposition Tamiflu at its Embassies and Consulates for 
eligible U.S. Government Employees and their families serving 
abroad. Currently there are spots where Tamiflu is in short 
supply around the world. Private Americans who are interested 
in obtaining Tamiflu should consult their personal 

physicians." End summary 


3. (U) RSO\'s office will monitor this situation. We will 
advise if there are concerns from private Americans receiving 
this warden message. 


McCormick 
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Furthermore 

\"Mel\" Zelaya has quickly begun to form his cabinet of 
Ministers 

Party objections over the weekend and a Lobo statement 
mid-day December 5 that rejected the need to concede has 
tempered Post\'s optimism that this drama will end soon. 
However 

meet privately tonight 

impasse will shortly end. End Summary. 


Ambassador Meets with President Maduro 
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2. (C) On Saturday 

Carlos Flores and National Party presidential candidate 

Porfirio \"Pepe\" Lobo phoned the Ambassador to let him know of 
Lobo''s intentions to formally concede Monday 

The fact that the call was made in tandem does add a level of 
credibility that it would otherwise not have assumed since 

Lobo made multiple 

December 1. The substance of the Lobo-Ambassador 
conversation was subsequently shared in a conference call 

with State/WHA and NSC. 


3. (C) The Ambassador had a lunch meeting with Honduran 
President Ricardo Maduro on Sunday 

admitted that the election results shocked him. Maduro was 
clearly more focused on his post-GOH plans than the present. 
He mentioned that he is exploring the possibility of teaching 
at Georgetown University or University of Notre Dame and 
talked about continuing his work in Honduras by organizing 
current and former conservative leaders in the U.S. 
America 

On an additional personal note 

marriage was in jeopardy and was likely heading toward a 
divorce soon. 


4. (C) Maduro reflected on his administration and the future 
Zelaya Administration. He feels that Zelaya may be 
responsible on fiscal issues 

Maduro for the state of things at present. Maduro wants an 
IMF team to certify partial results at the end of his 
Administration. He also wants Congress to pass the draft 
telecommunications law and necessary CAFTA regulations. 
Maduro also shared that he thinks that Lobo is concerned 
about Mayor of Tegucigalpa Miguel Pastor fighting him for 
control of the National Party. Maduro is seeking recognition 
of the positive parts of his legacy and continues to be 
concerned about visa revocations for corrupt Administration 
officials. Ultimately 

Maduro\'s own situation than the government or policies. 
President Maduro called the Ambassador the afternoon of 
December 5 sounding optimistic about a resolution to the 
ongoing electoral situation. 


Vote Count Slows; National Party Alleges Irregularities 


5. (U) PolOff confirmed that the Supreme Electoral TribunalVs 
(TSEVs) vote count remains virtually unchanged from the 
afternoon of Friday 

5 

915 
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the vote 

counted. Lobo leads in only four of the 18 Departments 
including Francisco Morazan (Tegucigalpa). There are also 
121 

out-polling the three small party candidates who only have 
1-2 percent each. 


6. (SBU) On the morning of December 5 

Peter Barwick of the Organization of American StatesV 
Electoral Observation Mission about the weekend discussions 
between the parties on the election. As discussed in reftel 
the National Party was complaining about the relatively high 
percentage of null votes. The National Party was calling for 
a random review of these votes 

election consultants maintain that there is no real 

correlation between null votes and a Zelaya lead. In fact 

the consultant said that the election tables with the highest 
numbers of null votes tended to be won by the National Party. 
The National Party subsequently dropped the issue. (Note: 
Post and the OAS EOM believe that the relatively high 
percentage of null votes is due to a protest by voters 

against the presidential candidates. One Embassy OAS 
observer reported seeing a presidential ballot with the word 
VnullV in Spanish written under each of the five candidates. 
End Note.) 


7. (SBU) The National Party also has concerns over a supposed 
problem of excess ballots at certain election tables (as 
discussed in reftel). Although the Argentine election 
consultants again report that there is no pattern to the 

extra ballots 

into the approximately 814 tables that had five or more 
excess ballots than the TSE said they should have. An even 
larger number 

less ballots than the TSE said they should have. Again 

and the OAS EOM believe the likely explanation for these 
discrepancies are that the TSE sent too few or too many 
ballots to these electoral tables (as reported by Embassy OAS 
observers) than any other scenario 

table mathematical errors are likely as well. National Party 
leaders continue to claim there was a scheme by the Liberal 
Party to in effect stuff numerous ballot boxes with extra 
ballots brought by individual voters to affect each electoral 
table at the margins. The source of some of this information 
is supposedly a man jailed in San Pedro Sula on an unrelated 
issue who claims that extra presidential ballots were printed 
by a company in Guatemala that gave them to the Liberal Party 
for use. 


8. (C) The National Party 
Consultative Commission 
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parties conduct a review at the TSE warehouse of electoral 
materials at 150 electoral tables selected by the Argentine 
experts (75 with too many ballots and 75 with too few 

ballots) 

ballots. According to the OAS 

forth between the parties and the TSE 

Democrats realigned with the National Party 

opposed 

flip-flopped 

idea was not contemplated in the electoral law and the 
discussion ended. PolOff was informed the morning of 
December 5 that the Minister of Defense in fact received a 
phone call December 3 informing him that the TSE warehouse 
might be attacked by political party supporters. Since the 

call 

though none report any suspicious activity. The extra forces 
will be released by mid-day December 5 

continue to monitor the warehouse until two to three days 
after a president-elect has been announced. PolOff confirmed 
that the TSE warehouse is now sorting through the remaining 
electoral materials 

been pulled out and forwarded to the TSE tabulation center. 
9. (C) Despite the closing window for initial legal 

challenges of events that took place on Election Day 

EOM reports that National Party leader David Matamoros 
threatened a possible challenge of the elections to the 
Supreme Court (which the Nationals control 8-7 over the 
Liberals). The OAS EOM is scheduled to end December 6. 
PolChief made clear to the OAS that Post wanted the OAS to 
stay until there was a resolution of the outstanding 
presidential election. Matamoros told PolChief December 5 
that with the failure to conduct the review of the 150 

electoral tables the situation was roughly the same with no 
movement toward a Lobo concession 

and Zelaya may meet privately to discuss the situation. 


Unofficial President-Elect Begins to Name His Cabinet 


10. (C) PolChief spoke December 3 with Liberal Party 
presidential campaign manager and future Minister of Finance 
Hugo Noe Pino to confirm rumored cabinet appointments. Pino 
said the following nominations were official: 

- Minister of the Foreign Affairs - Jorge Arturo Reina (Note: 
Zelaya informed the Ambassador late December 5 that Reina 
would not/not be named Foreign Minister - see para. 12. End 
Note.) 

- Minister of Education - Rafael Pineda Ponce 

- Minister of Agriculture - Hector Hernandez Amador 

- Minister of Public Security - Alvaro Romero 

- Minister of Health - Orisson Velasquez 
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Noe Pino said the next two were very likely: 
- Central Bank President - Gabriela Nunez 
- Minister of Commerce - Yani Rosenthal Hidalgo 


11. (U) Others that have been named in the press as new 
ministers are: 

- Minister of the Honduran Fund for Social Investment - 
Marlon Guillermo Lara 

- Minister of Housing - Hector Briceno 

- Minister of Public Works - Jose Roasio Bonano 


(Note: Please see forthcoming septels with biographic 
information on probable new ministers. End Note.) 

12. (SBU) The NGO Center for Investigation and Promotion of 
Human Rights (CIPRODEH) has denounced the appointment of 
Alvaro Romero saying that it is a clear \"backsliding of 
demilitarization\" 

general. During the Carlos Roberto Reina Administration 
Romero instigated civil control of the police. 


13 (C) At Washington\'s request 

Pino December 3 that the Embassy and Washington had great 
concern about the appointment of Jorge Arturo Reina as the 
Minister of Foreign Affairs due to his background as a 
Communist with strong anti-U.S. views. Noe Pino said he 
understood why the USG would be concerned about Reina 
said that the USG should know that Zelaya intends to have a 
centrist 

for details). Ambassador reiterated the same points in a 
December 5 morning phone conversation with Zelaya 
Ambassador emphasized that as someone currently ineligible 
for a visa 

present. Zelaya said he did not know that Reina was a 
problem. Ambassador emphasized that Zelaya should not bring 
Reina to the planned December 6 meeting with U/S Hughes and 
WHA A/S Shannon in San Pedro Sula on the margins of their 
visit to Honduras. Zelaya phoned the Ambassador late the 
afternoon of December 5 to say that Reina would not/not be 
the Foreign Minister. Zelaya also said that he would be 
meeting with Lobo tonight to discuss the ongoing electoral 
situation. 


Lobo Holding Out; Zelaya/Lobo Meeting Scheduled 


14. (C) Comment: The waiting game continues in an odd sort of 
manner; everyone knows who the next President of Honduras is 
and everyone is starting to act that way; everyone 

except the candidate (and party) that lost. Lobo and his 

party faithful seem to be conducting a deliberate strategy to 
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delay the inevitable 

the Liberals on a variety of issues. Zelaya 

not sound like he had been playing that game directly 

telling the Ambassador on December 5 that he had not spoken 
to Lobo in days. With Lobo stating publicly December 5 that 
he is not obligated to accept defeat 

planning a possible protest march from Liberal Party 
headquarters to the Casa Presidencial for December 7 to 
protest the National Party\'s tactics and the TSE slowdown 
(unless either one show progress 

December 5 comments to PolChief) 

optimistic that this drama will end soon. Hopefully 

planned direct Zelaya-Lobo meeting the evening of December 5 
can break the logjam. End Comment. 

Ford 
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operational elements along the U.S. Mexican border. 
Currently 

Brazilians will use to enter into the U.S. 


4. (C) RSO Tegucigalpa is requesting 

assistance of RSO Brasilia. RSO has a list of names and 
passport numbers of the Brazilians who have thus far traveled 
through Honduras and on to Guatemala. RSO Tegucigalpa 
requests any information on these illegal travelers that can 

be provided to include criminal history. The list of 

Brazilian travelers will follow in a Septel. 


5. POC for this investigation is ARSO Bill Stowell 
Ford 
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Shabab\" (Youth Opinions). The Ambassador promoted U.S. 
higher education 

answered visa questions. The interview aired the evening 
of November 14 and on the morning of November 15. In 
addition 

Director conducted an interview with Kuwait TV 2 (English) 
on International Education Week. On November 14 
Embassy hosted the first DVC between a group of Kuwaiti 
students interested in studying in the U.S. and an American 
university (Ball State University in Muncie 

aim of the planned series of DVCs is to permit Kuwaiti 
students in American universities to answer questions 
prospective students in Kuwait may have about their 
experiences in the United States. On November 15 
ConOff participated in a web chat with a number of 
prospective students online with AMIDEAST 

Educational Advising Center in Kuwait. 
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Spreading the Message 


5. On November 16 

a press roundtable with the Ambassador 
Officer 

event achieved wide press coverage: 


- Al-Anba 

- Al-Qabas 

- Al-Rai Al-Aam 

80 

- Al-Seyassah 

45 

- Al-Watan 

- Arab Times 

40 

- Kuwait Times 

35 

- Link to the Kuwait News Agency Report: 
HTTPZ/AWNWW.KUNA.NET.KW/HOME/STORY.ASPX?LANGUA GE=EN&DSI 
855 


Other press coverage of International Education Week: 


KUWAIT 00005012 002.2 OF 002 


- Al-Rai Al-Aam 

photographs. This coverage of the Kuwait University 
American Corner presentation included all of the 
information from our web resource cards 
education-related web sites. 

- Kuwait Times 

English 

Kuwait University American Corner. 

- Al-Rai Al-Aam 

70 

interview on Al-Rai TV from 11/14. 

- Kuwait Times 

English 

available on the http://usinfo.state.gov website. 


Teaching Teachers 


6. Also in celebration of International Education Week 
Embassy\'s Senior English Language Fellow conducted a 
training session in American teaching methodology for 
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ACCESS program English language teachers on November 18 at 
AMIDEAST. On November 20 

talk on V'U.S. Info\" Internet resources for American 

University of Kuwait students as part of the American 

Corner series. 


Alumni Development 


7. The Embassy intends to pursue the organization of U.S. 
graduates into an alumni association. The hope is that 
this tool as part of our larger strategy will assist post 
efforts to encourage more Kuwaiti students to study in the 
U.S. 

university degrees at American institutions of higher 
learning. 


LEBARON 
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reason for technical disorders.\" The statement says that 
Vdisturbances occurred also during \'Radiolur\ informational- 
analytical program of Public Radio of Armenia.V Public 
Radio told the U.S. Embassy that \"Radiolur\" experienced 
broadcasting difficulties on November 27 and 29. 


4. (SBU) Hrach Melkumyan told the Embassy that he believes 
RFE/RL\'s disruptions were politically motivated and were 
timed to ensure that broadcasts particularly critical of the 
referendum results could not be heard. Both Hrach Melkumyan 
and Harry Tamrazian 

Director 

problems during national votes. The two directors also 

stated that Alexander Harutiunian periodically called RFE/RL 
expressing his disapproval of certain broadcasts and 
attempting to influence reports. Melkumyan noted that 
Harutiunian had stated on several occasions that he 
monitored the content of RFE/RL broadcasts. 


5. (SBU) RFE/RL\'s Armenian Service technical specialist 
Andranik Poghosian stated that he believed Public Radio 
caused the disruption in the broadcasts by turning off its 
transmitter. Poghosian ruled out the possibility that 
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Public Radio broadcast a jamming signal 

would be too expensive and too complicated to carry out in 
Armenia. He also stated that the radio relay system was 
working throughout the three days and thus was not the 
source of the problem. Poghosian noted that the transmitter 
that Public Radio blamed was installed three months ago and 
that RFE/RL did not experience any transmission difficulties 
during these three months until November 27 

Armenia\'s constitutional referendum. 


6. (SBU) Harry Tamrazian told the Embassy that RFE/RLVs 
Prague-based management division would send an official 
letter of complaint to Armenian Public Radio. The 
Ambassador will support RFE/RLVs attempts to ensure the 
uninterrupted broadcast of its programs by emphasizing U.S. 
support for freedom of speech at a lunch on December 6 with 
newspaper editors and television directors 

Alexander Harutiunian. We will also raise the issue of 
RFE/RL\'s ability to broadcast with appropriate GOAM 
officials. 
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Combating Radicalization and Recruitment to 

Terrorism 

of networks and \"ensuring that voices of mainstream 
opinion prevail over those of extremism.V The 
ministers also concurred on a broader new EU Counter- 
Terrorism Strategy to be endorsed by EU leaders at 
their December 15-16 meeting. The ministers also 
approved the outlines of a Framework Decision for 
improving information exchange between law 
enforcement authorities 

serious offences including terrorist acts. Further 
December 2 discussions of specific issues 

draft legislation on the retention of telecom data 

will be reported SEPTEL. Full texts of Council 
conclusions and main CT-related documents mentioned 
in this report have been transmitted to EUR/ERA. 

END SUMMARY. 


EU COUNTER-TERRORISM STRATEGY 


2. Ministers for Justice and Home Affairs on 
December 1 concurred on a new EU Counter-Terrorism 


Column 3 

Strategy to be formally endorsed by their leaders at 
their December 15-16 European Council meeting. The 
new strategy was designed: 


-- To provide a Vclear and coherent framework!" for 
the EU\'s CT work 
action 


- To make EuropeVs work on Counter-Terrorism more 
understandable to the average citizen. The 
strategy will be presented in a series of 
PowerPoint slides followed by a narrative with 
a visual layout that V'should help with this 
second function in particular.\" 


3. Speaking at a press conference 
Secretary/Council Chair Charles Clarke presented the 


SIPDIS 

new strategy as Va major step forward for the EU 
though admitting that the real test will come with 
implementation. He said the upcoming Austrian and 
Finnish presidencies were V'absolutely committed to 
carry the work forward.V Clarke said the strategy 
covers four strands of work: 


PREVENTION: \"To prevent people turning to 
terrorism by tackling the factors or root 
causes which can lead to radicalization and 
recruitment 

(see below); 


- PROTECTION: \"To protect citizens and 
infrastructure and reduce our vulnerability to 
attack 
borders 
infrastructure"; 


- PURSUIT: \"To pursue and investigate terrorists 
across borders and globally; to impede 
planning 
disrupt support networks; to cut off funding 
and access to attack materials 
terrorists to justice\"; and 


- RESPONSE: \"To prepare ourselves to manage and 
minimize the consequences of a terrorist 
attack 
the aftermath 
response 
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COMBATING RADICALIZATION AND RECRUITMENT 


4. As part of the broader CT Strategy and Action 
Plan 

VEU Strategy for Combating Radicalization and 
Recruitment to Terrorism.\" This paper builds on a 
March 2004 communication by the Commission and 
further work conducted under four successive 
presidencies. Based on the recognition that 
addressing this challenge is beyond the power of 
the governments alone\" and that \"Al-Quaida and those 
inspired by them will only be defeated with the 
engagement of the public 

Europe and beyond 

radicalization and recruitment under key headings as 
follows: 


Disrupting the activities of the networks and 
individuals who draw people into terrorism; 


- Ensuring that voices of mainstream opinion 
prevail over those of extremism: addressing 
\"motivational\" factors that can lead 
individuals to become radicalized; 


- Promoting yet more vigorously security 
justice 
addressing \"structural\" factors that create the 
socio-economic environment in which the radical 
message becomes appealing both inside and 
outside the EU; 


- Increasing the understanding of the phenomenon 
and developing the response appropriately. 


5. The strategy asserts that throughout its 
implementation 

fundamental rights. Speaking to the press 
Commission Vice-President Frattini 

stress 

the past few weeks 

between V'enhancing the security of the Union" and 
Vpreserving the high standards of protection of 
fundamental human rights in line with the European 
Convention on Human Rights and the EU Charter of 
Fundamental Rights. V" 


6. Speaking to reporters 
Vries said: \"We are facing a dual threat: a threat 
from people who come to Europe from the outside 
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a threat from people who live in Europe 

them first-generation migrants and some of them born 
here.\" To illustrate his point that EU coordination 
was essential 

police raids conducted in Belgium November 30 
against terror suspects believed to have links to a 
network that sent volunteers to Iraq. De Vries also 
rebutted suggestions of any linkage between poverty 
and terrorism: V'There are many people inside Europe 
and elsewhere living in difficult conditions and 

they do not strike into terrorism. V 


7. Swedish Justice Minister Tomas Bodstrom sought 
to appease concerns that the strategy might be 
perceived as pointing fingers at Muslims. Bodstrom 
told reporters that as long as responsible 

authorities kept repeating that the measures target 
criminals 

that the EU does not wish to accuse any particular 
religious group. Bodstrom also said: We should not 
have to apologize for combating terrorism 

methods we use we have to be able to defend openly. V" 
Asked by his domestic press whether Spanish police 
would survey mosques to make sure radical 
interpreters of Islam do not recruit attendants 
Spanish Interior Minister Jose Antonio Alonso said 
\"the controlling of terrorism has to be done where 
itis created 

Alonso also called for more efforts on the aftermath 
of terrorist attacks 

special European agency for assisting the victims of 
terrorism. \"We need to hand out concrete help 

only nice political statements 


IMPLEMENTATION OF EU CT ACTION PLAN 


8. The Council noted the six-month report from 
Coordinator de Vries on the implementation of the EC 
CT Action Plan 

European Council. The third report of this kind 
includes an update on key dossiers highlighted at 

the special July 13 JHA Council following the London 
attacks (USEU BRUSSELS 2688). \"A number of 
instruments which have been adopted have still to be 
implemented by all member states 

preventing their entry into force in the Union 

report said. An annex to the report shows the state 
of implementation by member states of the agreed EU 
legislation (scoreboard). 
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INFORMATION EXCHANGES BETWEEN LAW ENFORCEMENT 
AUTHORITIES 


9. Ina Mixed Committee with Schengen partners 
Norway 

a Vgeneral approach" on the Framework Decision on 
simplifying the exchange of information and 
intelligence between law enforcement authorities 
particular as regards serious offences including 
terrorist acts. The Framework Decision will ensure 
that certain information vital for law enforcement 
authorities is exchanged in a rapid manner within 

the EU. Member states should respond within at most 
8 hours to urgent requests for information and 
intelligence regarding offences referred to in the 

2002 EU Framework Decision on the European arrest 
warrant 


OTHER REPORTS 


10. Among other decisions taken without discussion 
December 1 


-- Endorsed a report by the Presidency and CT 
Coordinator de Vries on EU crisis coordination 
arrangements to assist Member States during 
cross-border emergencies; 


- Approved a report on the evaluation of national 
arrangements improving CT machinery and 
capability; 


- Noted the CT Coordinators regular report on 
the fight against terrorist financing; 


-- Noted a report on technical modalities to 
implement the principle of availability 
of information on six areas: DNA 
ballistics 
numbers and identification of persons; 


- Noted the second annual report of the European 
network for the protection of public figures; 


- Adopted conclusions on the protection of 
critical infrastructure; 


- Adopted conclusions on a Code of Conduct to 
prevent the misuse of the non-profit/charitable 
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sector by terrorists; 


- Noted the 2005 EU report on organized crime; 


-- Noted a report containing recommendations 
addressed to France 
Netherlands 
information and intelligence relating to the 
fight against organized crime. 


11. Further information on these items and reports 
is available from the JHA Council conclusions 
(http://ue.eu.int/press) and EU Council register of 
documents 

(http://register.consilium.eu.int/servlet). 


MCKINLEY 


46791 
pyramids\" for high profile USG visitors - an outcome likely 
to embarrass the GOE. 


-- On December 1 

Minister Tantawi 

Cooperation Council meetings 

the Ayman Nour trial and that a conviction and imprisonment 
would likely be perceived as political and create tensions in 
the bilateral relationship. 


-- Similarly 

December 1 meeting with four senior advisors to Defense 
Minister Tantawi. Asked for his candid impressions of 
Egypt\'s progress on political reform 

hosts that Washington had noted with concern recent trial of 
a prominent political dissident 

and imprisonment could have a negative impact on other 
aspects of the bilateral relationship 

assistance package that had just been under discussion. 


-- Also on December 1 

raised the Ayman Nour case with Presidential Foreign Policy 
Advisor and Spokesman 

has no affinity for Nour 

would draw criticism and fuel skepticism in Washington over 
Egypt 

replied that the Ayman Nour case is not an appropriate topic 
for U.S.-Egyptian bilateral relations. Awad continued that 
Nour has received a fair trial with the \"best lawyers money 
can buy.\" He has been able to call witnesses and writes 
about their court testimony in his newspaper every day. 
Mubarak 
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Nour and U.S. interests. He can tolerate criticism from the 
press and civil society but if Nour was swept into the 
discussion of the FTA 

Trade Minister Rashid to drop the FTA. WI have been with 
this President a year; | have shown him the international 
press reports on Nour. He always says that he is not 
interested. He would just tell Rashid to drop it; it\'s not 
worth it. V" 


-- Separately 

the Nour case to the Assistant Foreign Minister for Legal 

Affairs during an early December meeting. ECPO Counselor 
also cautioned a principal aide to Gamal Mubarak on December 
5 that Nour\'s conviction and imprisonment would almost 
inevitably complicate the bilateral relationship. 


3. (C) Nour has not yet been convicted 

though unlikely 

reserve our strongest language for if and when he is 

convicted 

as possible with our concerns. We recommend language (on an 
Vif asked" basis) along the following lines: 

BEGIN TEXT 


-- We understand that the judge presiding over the Ayman Nour 
case ordered that Nour be remanded to custody pending a 
hearing on December 10. 


-- Nour''s detention today raises serious concerns about the 
path of political reform in Egypt. 


-- Whatever the merits of this particular case 

imprisonment of a prominent and credible political opposition 
leader risks sending the wrong signal about democracy and 
freedom. 


-- We will withhold further comment pending a verdict. 
END TEXT 


Background: 

-- Ayman Nour won 8 percent of the vote in SeptemberVs 
historic presidential election 

people had the opportunity to vote in a competitive 
presidential election. 


-- The Government of Egypt has stressed its desire to see a 
credible political opposition develop. 
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Mubarak recounted EgyptVs past efforts to influence Bashar 

and cautioned that public calls by the USG for regime change 
would be counterproductive. On Israel-Palestine 

expressed confidence in Sharon and discussed EgyptVs 
continuing efforts to temper Palestinian extremists. He 
underlined that economic development and employment would be 
the keys to the stabilization of Gaza. Mubarak provided a 
scathing assessment of Iran and its \"extremist\" new 

president 

Islamic summit in Mecca 

with President Ahmedinejad. The Ambassador pressed Mubarak 
for greater Egyptian support for Europe's initiative with the 

IAEA to make progress toward stopping Iranian WMD production. 
On Egypt\'s domestic situation 

unfazed by the Muslim Brotherhood\'s recent parliamentary 

gains 

Mubarak expressed confidence in his economic reform cabinet 
and affirmed that job creation for youth 

sector 


2. (U) President Mubarak received Senator Chuck Hagel (R-NE) 
and Ambassador Ricciardone 

Cairo on the morning of December 4. Lou Ann Linehan 
Hagel\'s Chief of Staff 

Policy Advisor 

Senator Tom Carper 

Spokesman for President Mubarak 


3. (C) Mubarak acknowledged Senator HagelVs thanks for his 
involvement in the late November conference on Iraqi 
reconciliation at the Arab League 

whatever | can\" to support progress in Iraq. The President 
recalled that only his personal intervention in the recent 
conference proceedings broke through an initial frosty 
deadlock among the Iraqi participants. Mubarak added that he 
had to provide personal assurances of his involvement in the 
conference before Prime Minister Ja\'fari finally agreed to 
come from Baghdad. 


4. (C) The President made clear his view that the role of 
politicized Iraqi Shi'a Muslims severely complicated progress 
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toward a solution in Iraq. In Mubarak\'s view 

extremely difficult to deal with and given to deception. The 
President noted the presence of significant ShiVa minorities 
in Kuwait 

Bahrain 

to influence from Tehran. 


5. (C) On the outlook for a resolution to the continuing 
violence in Iraq 

Bush that he should \"forget all about democracy in Iraq 

the complexity of the country\'s competing ethnic 

and political interest groups precluded democracy 

believed. In Mubarak\'s view 

would be the emergence of a \"strong leader...tough but fair. V" 


6. (C) Senator Hagel asked Mubarak for his assessment of 
whether Bashar was firmly in control of the SARG. Mubarak 
replied that Bashar \"is in a difficult position.\" He advised 
the U.S. not to make too much of Syria\'s ties with Iran 
opining that the ties between the two states were in fact 
Vnot strong\" - the Iranians were essentially untrustworthy. 
On the U.S. posture toward Syria in light of the Mehlis 
investigation and UNSC engagement 

U.S. avoid stating publicly that it sought V'regime change\" in 
Syria. V'This would work against you 

opinion around the SARG 

tried hard with Syria ever since Bashar took office 

stated. VI advised Bashar that the world was changing and 
that Syria had to change with it. V" 


7. (C) Senator Hagel thanked the President for EgyptVs 
continuing strong support for progress in the 
Israeli-Palestinian peace process. V'Sharon is a strong 
leader 

Mubarak also reminisced about his strong ties to Rabin and 
lamented how close he 

toward reaching a peace between Israel and Syria. In the 
end 

withdrawal from the Golan 

establishment of full diplomatic ties 


8. (C) On the current situation 
Gaza cannot be maintained unless Gazans can V'enjoy the fruits 
of peace. Economic development and jobs for GazaVs youth 


Column 3 

must be realized 

revert to terror. "We don\'t want Sharon to get nervous 
Mubarak continued 

get them to abandon terrorism 

VDo you know who created Hamas? It was the Israelis! V 
Mubarak stated. 


9. (C) On the West Bank 

separation wall was having a negative effect on the mentality 
of the people 

continued 

with both the Palestinian and Israeli leaderships. 


Iran 


10. (C) The President called attention to the 

untrustworthiness and duplicity of the regime in Tehran. As 

one example 

Geneva approximately one year ago with President Khatemi. 
Mubarak suggested that renaming the Tehran street named after 
Sadat assassin Khalid Islambouli would be a confidence 

builder. Instead 

erected a large new billboard commemorating Islambouli and 

his V'great deed.\" 


11. (C) Senator Hagel told the President that he had just 

heard from King Abdullah in Riyadh that he had received an 
emissary from Tehran dispatched to explore upgrading ties 
between Tehran and the KSA. Mubarak said he was intrigued to 
hear this and would ask King Abdullah about it when he saw 
him during a brief visit to Saudi Arabia he was planning for 
December 8. Mubarak also noted that he was declining to 
participate in the OIC summit in Saudi Arabia 

because he did not wish to meet President Ahmedinejad. \"The 
Saudis are very cautious...they know very well that the 

Iranians are dangerous 


12. (C) Mubarak described Iran\'s new president as an 
\"extremist 

much public action against him 

favor. \"Don\'t think of launching an attack 

the people behind the President...This would be very much 
against U.S. interests in the region 


13. (C) The Ambassador replied that we shared MubarakVs 
suspicions about Iran 

apparent attempts to develop WMD. The US was working with 
France 

Egypt's MFA has some reservations about the utility of 
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pressing them at the IAEA. Egypt could provide more help to 
the current European initiative in the IAEA 

added 

Mubarak said that Egypt was limited as to what it could say 
publicly. All WMD was bad 

pick it up 

in the region. V'The back channel is the best way to make 
progress on this issue. Do not use force." 


14. (C) Senator Hagel asked the President about the current 
legislative elections (which will conclude on December 7). 
Mubarak noted that the Muslim Brotherhood (MB) had so far 
secured 75 seats in the next Peoples Assembly (up from 16 in 
the outgoing PA) and predicted that they V'may reach 85 to 90 
seatsV when the elections conclude. While some in the 
government were very worried by this development 

continued 

had held 95 seats in the People\'s Assembly as recently as 
1987. \"I don\'t worry about their seats but | worry about 

their intentions 

nice things" from time to time 

Mubarak said darkly 

killed the Prime Minister (Ahmed Maher in 1944) 

a judge who tried them 

they tried to kill Nasser 

much and gave them freedom...they killed him too. They have 
also tried to kill me several times.\" 


15. (C) Mubarak recalled an earlier visit to Saudi Arabia in 
which he and Omar Soliman had provided the Saudis specific 
information about \"dangerous\" Egyptians affiliated with the 
MB living and working in the Kingdom. Mubarak also 
underlined links between Hamas and the MB 

Egyptian MB were providing assistance and support to their 
Palestinian counterparts. 


16. (C) Senator Hagel asked the President for his views on 
Egypt\'s economic outlook. \"We have good ministers 

said 

Trade Minister Rachid 

Mubarak asserted that creating jobs for Egypt\'s youth was his 
top priority 

which benefited from state land grants and other privileges 
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especially in Upper Egypt 
neglected 


17. (C) Asked by the Senator about privatization 

said that the GOE was banking on the private sector as the 
key to Egypt\'s economic development - and employment 
creation. The President recalled that privatization had 
originally been fiercely resisted 

now been proven a success. Mubarak acknowledged that one 
challenge Egypt continued to face was in transforming social 
attitudes toward employment. He recalled how the GOE had 
experienced difficulty in recruiting youth to take up good 

jobs at new industrial cities in the desert 

unwilling to relocate outside of Cairo. To illustrate the 

need for changing popular attitudes 

with a young woman working at a private sector textile 
factory in the Delta 

government job 


18. (U) Senator Hagel did not clear this message before 
departing Egypt. 
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with whatever the Palestinians have agreed to.\" Bassam added 
that Yemen 

which Egypt then submitted as the representative of the Arab 


group. 


2. (C) A Swiss Embassy official told poloff in a follow-up 
conversation on December 4 that the Swiss Ambassador would 
deliver a demarche urging GOE support of the Third Additional 
Protocol to Chief of Cabinet Wifaa Bassam on December 5. 
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political life 


Women Will Back the Islamists 


4. (C) Al-Khorafi shared the view that reducing the number 
of constituencies would facilitate the political 

participation of women. He doubted 

would be elected to Parliament in 2007 and predicted that 
women voters would support conservative and Islamist 
candidates. He reported that women already vote in 
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university elections and in elections for neighborhood 
cooperative boards 

dominated by Islamists (ref C). He feared that an 
Islamist-controlled Parliament would push for stricter laws 
to even further segregate men and women in public places. 
The Ambassador asked whether people in Kuwait were watching 
the situation in Egypt. The Speaker said 

happened.\" Given low voter turnout 

of the Muslim Brotherhood on Egyptian politics 

was a good lesson that the \"age of 99.9 per cent voter 
participation ended with the fall of Saddam Hussein.\" 


5. (C) Further commenting on women\'s political 
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participation 

Parliament would require a constitutional amendment and was a 
non-starter. In his view 

to secure universal suffrage and Kuwaiti women needed to work 
hard to exercise their rights. 


New Press Law Opens the Door for Newspaper Ownership 


6. (C) Turning to other legislation under consideration 
Al-Khorafi said the GOK and Parliament overcame on December 4 
an important hurdle related to the proposed Press and 
Publications Law: the GOK accepted the National Assembly 
position that any complaint under the law would be heard by 
the courts and not the Cabinet 

law. He noted a few other \"sticking points 

Minister of Information Anas Al-Rasheed would soon meet with 
the Education 

National Assembly to clarify aspects of the legislation. He 
anticipated that the law would be passed during this Assembly 
session and commented that it was a good law in the sense 
that it would give greater freedom for newspaper ownership. 
He expressed 

a small community could lead to use of the press for 

blackmail and influence-peddling. Nevertheless 

price of freedom of speech and the papers and their editors 
would bear the burden to not be used for unlawful purposes. 
He added that the GOK was not pushing the new Labor Law and 
commented that any draft legislation having a lot of articles 
was difficult for Parliament to approve. MPs preferred short 
laws and were loathe to act quickly on anything 

Tax Law 

citizens. 
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Succession Debate is Yesterday's News 


7. (C) Recapping the succession debate 

Kuwaitis liked to talk and internal disputes among the ruling 
family made for good subject matter. It was common knowledge 
that Shaykh Salem\'s comments on succession were based on 
personal issues regarding wealth and position. He said all 
Kuwaitis knew of and understood the Crown PrinceVs condition 
and accepted that Prime Minister Shaykh Sabah Al-Ahmed 
Al-Jaber Al-Sabah would eventually become Crown Prince. 
Nevertheless 

relationship existed between the citizens and CP Shaykh Saad; 
there was support for leaving the CP in office as the Saudi 
royal family had done with King Fahd. Kuwaitis trusted that 

in the event of the CP\'s death 

matter. He added that while Parkinson\'s disease had 
physically debilitated the Amir 

when he asked the Speaker to comment on succession 
sending a clear message to Shaykh Salem and his supporters 
(ref A). 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Burma 


6. (SBU) Some of the most prestigious American travelers 
visit Burma on tours organized by the Smithsonian 

Institution 

University Alumni. These three groups will not come to Burma 
this season. Pressure on these institutions from anti-Burma 
groups in the U.S. forced them to cancel their planned trips 
according to the directors of New Horizons 

agency that handled these groups in the past. 


Taxing Travel 

7. (SBU) Along with natural gas 

tourism is one of the few Burmese industries that brings in 
coveted hard currency 

since its failed \"Visit Myanmar Year 1996\" campaign to 
develop the sector further. For example 

firms must cover all costs for GOB officials to represent the 
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country at tourism promotion events overseas. Tour company 
expenses are also high. The government takes 7% of gross 
payments from foreigners as tax 

profit tax 

Survive 

profit margins and face rising inflation. 


8. (C) Official GOB permits are needed to take tourists to 
some sites 

and also for tour operators to travel abroad for their work. 
Tourism industry reps recounted their repeated difficulties 
in getting the permits. A certificate showing current tax 
payments is necessary 

operators must often bribe tax officials to accept their tax 
returns and payments and to issue the required paperwork. 
Some tour operators try to speed the process by making 
advance tax payments 

\"fee\". The Deputy Minister of Hotels and Tourism must also 
approve all permits 

administrative capital in Pyinmana 

with him by fax 

contact me 

to do up here. V 


The GOB Rarely Listens to Business 

9. (SBU) In a very rare instance of the GOB responding to the 
needs of its own private sector 

that the GOB recently postponed plans to upgrade the airport 
runway at Ngapoli 

January 2006 

allocated $10 

the project has to be completed by March 31 

fiscal year. Tourism industry representatives 

through the Tourism Ministry 

it would lose ten times as much in tax revenue if the airport 
were closed in peak season. The GOB agreed to delay the work 
until late February. However 

emphasized that this incident reflected the general ignorance 
of officials of how the tourism industry works with packages 
planned well in advance. Last minute official announcements 
with no advance consultations hinder agencies" ability to 

plan reliable itineraries for their clients. 


The Green Pot Of Gold 


10. (SBU) Despite environmental stresses of excessive 
logging 

preserved areas 

significant eco-tourism potential. Ten years ago 

attract foreign investment 
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nationVs nature reserves and wildlife preservation areas to 
eco-tourism development. To date the eco-tourism projects 
are modest 

visitors from both the West and Japan. A group of 
environmentalists 

has formed a new association to ensure that eco-tourism 
development benefits the local communities and does not 
destroy the environment. The chairman of a leading 
environmental NGO surmised that the GOB doesnt really want 
foreigners in the country at all 

bring along. 


Comment: Good Governance A Prerequisite 

11. (SBU) Burma has enormous potential for cultural 
historic 

environmental tourism 

repression and negative image discourage tourists. We see 
little likelihood that Burma can realize its rich potential 

for tourism 

until it has decent governance. End comment. 
VILLAROSA 
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that both sides could overcome. 


3. (SBU) However 

was still convinced that eliminating the Fund for Future 
Generations and expanding the range of priority sectors to 
include security and territorial administration were 
essential to maintain stability in the country. Tolli 
reiterated the GOC\'s views that the need for increased 
security measures in Darfur 

Chadian-Sudanese trade due to the conflict 

impact. At the same time 

demonstrated that insecurity would continue to hamper efforts 
for progress in Chad. 


4. (SBU) Additionally 

the World BankVs efforts. He pointed out that past World 
Bank initiatives in Chad 

Reform Initiative (GEEP) 

opinion. Tolli stated that the World Bank had done little in 

the past year when the Government complained of flaws in the 
revenue management plan 

the GOC\'s concerns after the Government made the proposed 
revisions. According to the Minister 
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continue to maintain its reservations about the World Bank\'s 
ability to assist the country until real 

are seen. 


5. (SBU) Tolli also noted that the GOC was still trying to 
hammer out details on the proposed legislation in the 
National Assembly. Following internal disagreements among 
ruling party delegates 

committees (one to examine the budgetary impact of the 
legislation 


legislation) to resolve any differences. Tolli said that the 
Ministry of Finance would also be called upon to provide its 
input into the legislation. The Commission would submit 
their findings to the floor of the National Assembly on 
December 20 

in January. 


6. (SBU) With respect to the 2006 budget 

the Ambassador that the Government could not move forward on 
approving the budget until there is a decision on the 

proposed revisions to the revenue management law. Tolli 

stated that given the impact the revisions have on the 
preparations the various budgets and the amount of revenue to 
be programmed 

program. 


7. (SBU) The Ambassador raised the issue of the status of 
Treasury Advisor Linda Gregory 

would like to see an immediate placement of the Advisor to 
the College. Tolli said he agreed that the proposed 
revisions should not delay the work of the Treasury Advisor 
and stated that he would discuss the matter with his 
counterpart in the Ministry of Plan. 


8. (C) On December 3 

in the Ministry of Plan Felix Mbamba that the move by the GOC 
to prevent the Treasury Advisor from beginning work at the 
College was coming not from the Ministry of Plan 

President Deby himself. The Director stated the President 
was holding up approval because he is seeking greater access 
to financial resources to fund the upcoming Presidential 
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elections. 


9. (U) In an interview with Radio France Internationale 
broadcast November 28 

the sovereign right to change the oil revenue law. While 
claiming Chad would respect the independent oversight board 
and extend the law to cover production from new fields 

also stressed that the funds set aside for future generations 
(around 20 billion FCFA or close to USD 40 million) had to be 
used to help feed the current generation. If it is necessary 

to buy arms to assure the security of the country 

do so 

intention of serving as a model for other countries in the 

way it manages its oil revenues. 


10. (SBU) In a meeting with the Ambassador November 30 
Foreign Minister Ahmad Alam-mi railed against the World Bank 
and what he claimed was its refusals to respond to ChadVs 
appeals to revise the oil law. He maintained the World Bank 
had even incited NGO\'s to attack Chad\'s plans. He insisted 
that Chad 

spend revenues from its own resources to defend itself. He 
argued that Chad had not been able to anticipate the added 
expenses it is incurring from the security incidents on its 

border with Sudan. 


11. (C) French Ambassador Jean-Pierre Bercot told the 
Ambassador December 1 that President Deby had asked French 
President Chirac to intervene on ChadVs behalf with the World 
Bank in their meeting in Paris on November 25. He said that 
France had advised Deby to avoid a confrontation. Bercot 
argued that many in Africa and the Middle East would applaud 

if Chad backs off on its commitments. If Deby is pushed too 
hard 

management of its oil resources. 


COMMENT 


12. (SBU) Finance Minister TolliVs willingness to accept 
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the World Bank mission and his conciliatory tone are 
positive signs. The question remains whether his views on 
reaching a compromise with the World Bank are shared by his 
boss. We are still extremely concerned by the GOCVs 
continued unwillingness to accept the Treasury Advisor 

we will continue to press the issue. Prospects for a rapid 
resolution are none too encouraging. President Deby\'s own 
remarks and those of his cabinet officials suggest a 
readiness to move unilaterally regardless of the fallout. 
WALL 
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protect existing preferences (through new compensation 
measures) 

therefore unlikely that Kenya at least 

stronger EU offer on agriculture 

on NAMA issues. The Kenyan officials were positive on 
better interaction between their WTO working groups and 
U.S. officials in the future. End summary. 


2. (U) Econ/C and Econoff met with WTO experts from 
Kenya\'s Ministry of Trade and Industry on December 5 to 
present ref A points and follow-up the November 30 
meeting with the Ministry\'s Permanent Secretary (ref B). 
Representing Kenya was Elijah Manyara 

External Trade 

Agriculture) and Michael Otieno (who covers NAMA issues). 
All three officials will likely be included in Kenya\'s 

Hong Kong delegation 

60 strong. 


3. (SBU) Manyara conceded that the EUVs proposal on 
market access in agriculture is not ambitious enough and 
that the possible exemption of up to eight percent of 
product lines from tariff cuts was potentially 
problematic for African exporters. He also agreed that 
the EU was trying to divert attention from Ag to NAMA 
issues. He was 

how strongly Kenya or the Africa Group would publicly 
call for a better offer from the EU. Manyara said that 
Kenyavs priorities are for \"policy space\" and 
\"flexibility\" on agriculture market access 

Kenyan tariffs on ag products are already 100% bound. 
According to Manyara 

proposals on its three \"priority areas\": preferences 


Column 3 
flexibility 


4. (SBU) Expanding on what Manyara claims is the Africa 
Group's position 

should have 20% of agriculture tariff lines available for 
protection as V'special products.\" He added that the 
current situation is not flexible enough 

100% tariff rates are not enough of a \"cushion\" for some 
products 

possible targets for special protection. As for the U.S. 
proposal 

produce a report projecting the added value of exports 
for developing countries from significantly liberalized 
agriculture trade. 


5. (SBU) For Kenya 

proposals requiring significant binding of tariffs for 
paragraph 6 countries 

of flexibility. According to Otieno 

average bound non-agricultural tariff rate is 58.496 

the paragraph 6 requirement of 27.5% is too ambitious. 
[Note: Otieno speculated that USTRVs assessment that 
Kenya has a 35% bound tariff rate most likely refers to 
applied tariffs. End note.] 


6. (SBU) Otieno also asserted that the sectoral 
elimination proposals are problematic 
particular KenyaVs concerns about textiles 

fish 

have flexibility to identify its own list of possible 
sectors for elimination (zero rating) 
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currently 

flexibility. According to Manyara 

to see more flexibility on addressing non-tariff barriers 
(NTBs) 


7. (SBU) Expanding on Kenyavs thoughts regarding 
\"compensation 

maintain successful preferences programs for LDCs 
should be a new formula for applying \"corrective 
coefficients\" where lowering global tariffs weaken such 
preferences. 
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WORKING WITH TECHNICAL COMMITTEES 

8. (U) When asked about Kenya\'s technical committees for 
WTO issues 

Committee on WTO 

private sector and academic representatives 

participating. Below the national committee are 14 

topical subgroups 

which include participation by civil society as well. 

Manyara added that that it is the Ministry\'s goal to have 

the subgroups become a better conduit of information and 
exchanges of ideas. He was positive about Econ/C\'s 
suggestion that in the future Embassy officers meet with 
the subgroups and on the idea that the Embassy might host 
DVCs between select subgroups and experts in the U.S. 
Manyara also requested U.S.-assistance to increase the 
subgroups" technical capacity. 


9. (SBU) Former Trade Minister Kituyi has been an 
excellent interlocutor for the Embassy 

news that he has agreed to lead the Hong Kong agriculture 
negotiations as a \"Friend of the Chair 

his Ministerial status in the coming days. 


10. (SBU) However 

Ministry officials 

most of Africa 

(if at all) for the EU to improve its offer on 

agriculture because they still see freer trade in 
agriculture as more of a threat to domestic producers 
rather than as an opportunity for expanded exports. 
Kenya 

concerned that lowered global tariffs will harm current 
access under U.S. 

Simply put 

Kenya will go into Hong Kong fearful of - and resistant 
to - the kind of deep liberalization embodied in the U.S. 
agriculture proposal. It will therefore favor a lesser 
outcome 

all the risks inherent in trade liberalization. End 
Comment. 
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Terrorism and Non-proliferation 


Column 3 


3. (SBU) Singapore is a reliable and highly capable partner 

in the Global War on Terrorism. In 2001 

plot by Jemaah Islamiya to bomb targets in Singapore 
including this mission. Singapore continues to view itself 

as a high-profile terrorist target and the GOS regularly 

warns its citizens that a terrorist attack is inevitable. 
Singapore\'s leaders are concerned about the growth of radical 
Islam in Southeast Asia and the long-term threat to secular 
authority. 


4. (SBU) Singapore is an active member in counterterrorist 
programs such as the Proliferation Security Initiative and 

the Container Security Initiative and is working with 

Malaysia and Indonesia to enhance maritime security in the 
Strait of Malacca. We have been working with Singapore -- a 
major transshipment hub -- to expand and tighten its export 
controls to bring them up to world class standards. As an 
IAEA board member 

press Iran to abandon its nuclear ambitions. 


Regional Issues 


5. (SBU) Singapore views the Taiwan Strait and the Korean 
Peninsula as the most significant potential flash points in 

East Asia. In particular 

could spark a conflict with China over perceived moves toward 
independence 

year. While less directly affected by the Korean Peninsula 
Singaporean leaders will welcome your insights on the Six 
Party Talks and other ways we are trying to modify North 
Korean behavior. This offers an opportunity to highlight the 
importance of our non-proliferation objectives. 


6. (SBU) Singapore supported an inclusive approach to the 
East Asia Summit and 

to take an interest in Southeast Asia. The GOS frequently 
urges us to engage more with Indonesia and welcomes our 
resumption of military ties there. 


Democracy? 


7. (SBU) PM Lee is only the third head of government in 
Singapore\'s forty years and his PeopleVs Action Party retains 
a tight grip on power. The Singapore leadership openly 
rejects the notion that Singapore should adopt a 
\"western-style democracy" and is proud of its record of 
catapulting Singapore from the Third World to the First in 
only two generations. At the same time 


Column 3 

leadership recognizes the need for openness and creativity in 
an increasingly advanced services and knowledge-based 
economy. It is grappling with how to encourage that without 
loosening its control. 

HERBOLD 
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cannot tell the Italians what they want to hear: that we 
have the magic recipe. Italians are tired of illusionists.\" 
This was seen as a direct attack on Berlusconi. The 
following day Berlusconi responded with irritation to 
journalists that he did not think Casini was referring to 
him. Berlusconi continued with his own criticism of former 
UDC Party Secretary Marco Follini 

time in history | completed government programs despite 
Follini and his friends." 


7. (SBU) The Center-Left 

relative conservatives and unreformed communists 
famously less united than the Center-Right. REF B reports 
on the dispute between the reformist and radical elements of 
the Center-Left regarding Italian troop deployments to Iraq. 
Battles exist even within the radical parties 

the Greens trying to show themselves more anti-war than the 
Communist Renewal Party to gain a few votes. Competition 
among smaller parties is particularly intense since a single 
percentage point increase could mean the difference between 
seats in parliament and political irrelevance. 


8. (SBU) COMMENT: With opinion polls showing the Center- 
LeftVs lead slipping to a statistical dead heat with the 
Center-Right 

fought. The reintroduction of a proportional electoral 

system will increase competition among parties within the 
same coalition and add to the fireworks. The two examples 
cited above are representative of many other intra-coalition 
battles 

attacks on members of the same coalition. END COMMENT. 
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new Ombudsman for the Philippines. Gutierrez 
participant in the State DepartmentVs International Visitor 
Program 

nominees. She is replacing Simeon Marcelo 

with ramping up the GRP\'s anti-corruption efforts. 
Gutierrez is regarded as competent and honest 
significant experience in government. End Summary. 
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President Appoints First Woman Ombudsman 


3. (U) On November 30 

old Chief Legal Counsel 

as the head of the Ombudsman\'s Office 

agency which fights graft and other illegal diversions of 
governmental resources. Gutierrez took up her new position 
on December 1. Gutierrez is replacing Simeon Marcelo 
played a vital role in strengthening the GRP\'s anti- 
corruption efforts 

the first woman to occupy this position and will serve a 
Seven-year term that ends in 2012. 


The Selection Process 


4. (U) The GRP\'s Judicial and Bar Council began reviewing 
possible candidates after Marcelo announced on September 30 
his intention to resign at the end of November for health 
reasons (see refs for background). Starting with a list of 

14 candidates 

list of three nominees to President Arroyo during a November 
21 meeting. In addition to Gutierrez 

nominees were: 


-- Diosdado Peralta 
(Anti-Graft Court); and 
-- Victor Fernandez 


5. (U) In making its final selection 

Council unanimously endorsed Gutierrez. Peralta and 
Fernandez received the second and third highest number of 
nominations. Arroyo accepted the Council's recommendation 
and named Gutierrez to the slot later in the month. 


Assisted by USAID Project 


6. (U) A USAID-funded project assisted the Judicial and Bar 
Council 

selection process and enhance its transparency. The NGO 
\"Transparency and Accountability Network\" (TAN) 

with the Asia Foundation 

called \"Ombudsman Appointment Watch II." This project 
followed TANVs earlier success with 'Ombudsman Watch\" in 
2002 that resulted in the appointment of Marcelo. 


7. (SBU) In response to lobbying by TAN 
more flexible about its arrangements 
an extension to allow additional candidates to apply for the 
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Ombudsman job. There were some other clear and favorable 
improvements in the selection process this time around. For 
example 

chosen among the top three (Gervacio was not highly 

regarded 

his position); instead 

nod -- someone of whom outgoing Ombudsman Marcelo thought 
more highly. 


Bio-Data on Gutierrez 


8. (SBU) Gutierrez is considered very close to President 
Arroyo and is believed to have her ear. Prior to becoming 
Chief Presidential Legal Counsel 

Secretary of Justice -- the first woman to hold this 


SIPDIS 

position -- from November 2002 to January 2003 and again 
from December 2003 to August 2004. During these timeframes 
Gutierrez built up the anti-trafficking in persons task 

force and made that issue a priority at the Philippine 
Department of Justice (PDOJ). Between 1983 and 2003 
served variously at the PDOJ as Undersecretary 

Chief State Counsel and Senior State Counsel 

legal staff. 


9. (U) Gutierrez has also been Chairperson of the 
Presidential Human Rights Committee and President ArroyoVs 
designated \"anti-corruption czarina\" to coordinate with the 
Presidential Anti-Graft Commission. In 1972 

her law degree from Ateneo de Manila University 

was a Classmate of President ArroyoYs husband Mike Arroyo. 
In 1995 

International Visitor Program on \"The U.S. Criminal Justice 
System.V She is married with four children. 


Generally Positive but Cautious Reaction 


10. (U) Public reaction to the news of GutierrezVs 
appointment has generally been positive but cautious. In 
the words of Senate President Franklin Drilon (who is anti- 
Arroyo) 

actions carefully. Media commentary and statements by 
Opposition politicians have highlighted Gutierrez\'s close 
ties to the First Family but have not passed judgment on her 
qualifications. At a minimum 

\"competent 

highly experienced and well qualified for the top anti- 
corruption job. Former PDOJ colleagues describe her as 
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independent (in formulating legal opinions) 
oriented 


Comment 


11. (SBU) President Arroyo\'s swift appointment of Gutierrez 
is positive because it avoids an undesirable vacancy in the 
Ombudsman\'s Office. The challenge is for Gutierrez to prove 
that she is a worthy successor to the highly respected 
Simeon Marcelo 

Ombudsman\'s Office increased significantly. Although 
Gutierrez may have had the V'inside track\" during the 
selection process due to her Malacanang connections 
qualified and experienced in the opinion of most observers. 
Nonetheless 

Gutierrez closely to see whether her close ties to the First 
Family might affect her independence and effectiveness as 
Ombudsman. With anti-corruption efforts going in the right 
direction of late (see ref A regarding the recent court 

martial of a corrupt retired general) 

Gutierrez keep up the momentum. 
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data) or logged (Internet data) by providers of 
publicly available electronic communications 
services or of a public communications network 
within their jurisdiction in the process of 
supplying the communication services 
concerned.\" The Directive would not require 
the retention of data in relation to 
unconnected calls; 


- Serious criminal offences: A reference to 
serious crime was included in the draft 
defined by each member state in its national 
legislation. The EP is pushing for access by 
law enforcement agencies to the data to be 
restricted to serious crime -- the 32 offences 
listed in the EU legislation on the European 
Arrest Warrant. The Council compromise 
specifies that member states \"shall have due 
regard\" to that list and crime involving 
telecommunication. 


4. Ministers also confirmed their decision to leave 
it up to each member state to compensate their 
national telecom providers for increased costs if 
they so wish. 
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5. The Council compromise was resisted by Ireland 
Slovenia and Slovakia 

should be dealt with under inter-governmental 
cooperation 

the EP. Irish Justice minister McDowell reiterated 
his threat to take the issue to the EU Court of 
Justice. 


6. With the Commission firmly backing the Council\'s 
compromise and based on consultations with key EP 
leaders 

approval of Parliament and reach a V'first reading 
deal" under the co-decision procedure by the year\'s 
end. UK Home Secretary/Council Chair Charles Clarke 
was confident Parliament would agree the package in 
Strasbourg next week. This V'will make a very clear 
statement that all of the institutions of the EU 

the Council 

firm in the fight against terrorism and defeat of 
organized crime 

Minister Juan Fernando Lopez 

retention had been crucial in investigating the 

March 2004 attacks in Madrid 

that allows for one step forward is better than 
nothing. V 


OTHER JUSTICE ITEMS 


7. In its discussions of other \"justice items 
Council: 


- Reached a Vgeneral approach!" on a draft 
Regulation aimed at simplifying and reducing 
the costs of litigation in cross-border cases 
concerning uncontested money claims and 
permitting the free circulation of European 
orders for payment throughout all member 
states; 


- Reached agreement on a number of specific 
issues under a draft Regulation establishing a 
European procedure simplifying litigation on 
small claims in cross-border cases; 


- Reached a V'common understanding" -- subject to 
further clarification of some issues -- on a 
draft Directive concerning mediation in civil 
and commercial matters; 


Noted progress on a Framework Decision on 
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procedural rights in criminal proceedings 
throughout the EU; 


-- Remained split on a Framework Decision on the 
European Evidence Warrant (EEW) for obtaining 
objects 
proceedings in criminal matters. The aim is to 
establish a mechanism to facilitate the 
obtaining of evidence in cross-border cases 
based on mutual recognition principles. 
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charged cases like NDI which have dragged on for months. 


3. (SBU) NDI seized the opportunity to make their case publicly 
when the discussion turned to registration. NDI Country 

Director Gegham Sargsyan asked why designated Ministry of 
Justice (MoJ) points of contact had refused their calls. 

Mengliyev acted surprised and said his door was always open when 
issues arose. The Director would not back down until he had a 
fairly firm assurance of a meeting with a decisionmaker. Other 
NGOs reported successfully re-registering within one month. The 
MoJ reviewed the laws that required many NGOs to re-register 
and acknowledged that there were at times conflicting 

regulations and requirements. The Tajiks would not comment on 
the draft law that would require all NGOs to re-register (based 

on the similar Russian draft law) 

question. Another Tajik official from the Presidency\'s Aid 
Coordination Unit (ACU) agreed that the NGOS reporting 
requirements to the government could be streamlined. 


4. (SBU) More than 60 people crowded the UN conference room for 
the 90-minute discussion. On the Tajik side 

representatives from the MFA 

the consular sections 

Mengliyev 

Revenues and ACU. From the donors 

and German embassies attended 

and State Embassy officers. Dushanbe\'s NGO forum 
representative body of 40 international NGOs turned out in 

force 

gave introductory comments highlighting the role of NGOs and the 
significant and varied projects they carried out 

humanitarian and developmental across all sectors. Meg Luckins 
project team leader for the British-funded Supporting the 
Development of Third Party Arbitration Courts moderated the 


discussion and skillfully drew the Tajik participants into the 
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discussion without backing them into a corner. 


5. (SBU) Although some non-Tajik participants privately 
expressed frustration about the futility of such a meeting 

NGOs were grateful to come to the table with the government for 
the first time. At the conclusion 

coordinate with the NGO forum to form two working groups to 
address visa issues and registration procedures. There was also 
some time after the meeting for individual NGOs to work their 
issues Voffline. V" 


6. (SBU) COMMENT: In a country where government officials 
regularly dodge phone calls and avoid meetings 

available to answer unscripted questions was a gratifying step 
forward. No one could expect the government to admit to willful 
delays on visas or intentional interference on registration 
matter what the truth behind the recent problems. Whether or 
not the pledges of cooperation 

were sincere 

such offers in front of a large audience 

work to hold them to their word. However 

leadership of NGOsY good intentions for Tajikistan remains an 
ongoing challenge for all donors. When queried about the 
meeting several days later 

Nasredinov said it was a good step forward for a first meeting 
and he encouraged further working group interaction. 


7. (C) COMMENT CONTINUED: As pleased as we were with this 
meeting 

Tajikistan will be an uphill battle. The Ministry of Security 

in cahoots with hard-line 

advisers 

influence in Tajikistan to the greatest extent possible. At the 
same time 

government who are rooting for the West and doing what they can 
to help. In fact 

the best young reformers. Atop it all sits President Rahmonov 
whom we still believe is generally a reformer at heart 

has to work hard not to fall off his high-wire while he tries to 

keep both the Kremlin and the West relatively satisfied. END 
COMMENT. 

HOAGLAND 
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itself from the attacks and from Zarqawi. In early December 
59 Jordanian civil society organizations issued a joint 
statement labeling the attacks a V'contradiction of Islamic 
teachings 


Column 3 

terrorism. Jordanian media aired television programs and 
songs condemning the bombings 

family and tribe publicly disowned him on November 20. End 
Summary. 


2. The Islamic Action Front (IAF) 

Muslim Brotherhood in Jordan 

denounce the November 9 bombings. In a statement printed in 
local media on November 22 

Jamil Abu Baker described the attacks as V'criminal acts that 
cannot be justified. V' He continued that V'similar acts that 

take place against innocent civilians 

Palestine or anywhere else are equally condemnable and they 
cannot be accepted in any way.\" Similarly 

Arabiyat 

stated publicly that \"Islam does not allow any killing of any 
innocent people whether the (suicide bombers) blow themselves 
up in a hotel lobby or a ballroom.\" This is a notable change 

of position for both men 

terrorist attacks that killed Israeli civilians 

best remained silent when bombs killed civilians in Iraq. 


3. On December 3 

common Arab front to combat terrorists and their leaders who 
lack minimum religious and humanitarian values 

actions tarnish Arabic culture and Islamic civilization. The 
groups released a press statement that said armed struggle 
against foreign occupation in Iraq and the Palestinian 
territories is a legitimate right supported by Arab and 
Muslim people 

innocent civilians and the damaging of civilian and tourist 
installations contradict Islamic teachings." The group also 
labeled terrorism as an \"excuse for foreign occupation. V 


4. Several prominent Jordanian singers recorded V'La Ya Amman" 
("No 

heard every hour on both government and private radio during 

the week following the bombings 

The lyrics express anger at the attacks and solidarity with 
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the victims and their families. An accompanying music video 
recorded in just two days 

TV. 


5. Jordanian internet bloggers immediately responded to the 
attacks by posting slogans mourning the victims 

Zarqawi 

Bloggers have continued to post articles 

photos of demonstrations and vigils in the days following the 
attacks; some received high-level media attention as their 

sites served as an easy source of information for reporters. 
Many people using Google and other internet search engines to 
find information about the Amman bombings have been directed 
to Jordanian blogs 

heavily linked. 


6. State-run Jordan TV ran a widely-viewed program on 
November 21 entitled \"The Story Revealed" that focused on the 
bombings and included emotional interviews with the bride and 
groom whose wedding at the Raddison was attacked 

to Queen Rania 

al-Khatib 

groom\'s account moved the studio audience to tears 

Khatib 

kept ringing for hours after the attacks. Queen Rania stated 

that the bombings V'defied logic and comprehension. V" 


7. On November 20 

al-Zargawi disowned him in a large advertisement that was 
carried in several Jordanian newspapers. The statement 
which was signed by 76 members of the Khalayleh clan of the 
prominent Bani Hassan tribe 

Abdullah and denounced all terrorist acts claimed by Ahmad 
Fadeel Khalayleh 

contacts expressed concern that this disavowal 

intended to further damage ZarqawiVs tarnished reputation 
would be viewed by some as a government-directed gesture that 
might reinforce extremist support for Zarqawi and strengthen 
his Vlone hero\" image. END NOTE. On November 29 
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newspapers carried another paid advertisement by members of 
the Bani Hasan tribe 

Al-Khalayeh clan\'s disowning of Zarqawi. The advertisement 
was signed by hundreds of Bani Hasan tribe members. 
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elections. A moderate government not aligned with Iran would 
be the most positive outcome 

would allow Jordan to continue or perhaps even increase its 
efforts to help quell the insurgency. He stated that if a 
pro-lranian government - \"like the current one" - were to 
instead emerge from the elections 

do.V The King reiterated his willingness to do more to train 
and equip Iraqi soldiers in Jordan 

possibility of embedding Jordanian special forces into Iraqi 
military units in western Iraq. He characterized as 
counterproductive some of the MNF-I military campaigns in 
western Iraq vis-a-vis getting tribal leaders to stop their 
support of insurgents. 


3. (C) The King strongly cautioned against Iranian influence 
in Iraq 

not checked 

rule of southern Iraq 

dangerous Hizballah in Lebanon. In response to the CODEL\'s 
inquiry about Iragi Deputy PM Ahmad Chalabi 

that contacts between the GOJ and Chalabi to resolve their 
differences out-of-court had unfortunately broken off. The 
King speculated that once Chalabi felt he was getting back 
into good USG graces 

Washington 

approach with Jordan. The King emphasized that Jordan was 
still planning to sponsor a postponed conference of lragi 

tribal and religious leaders 

(AL) preparatory conference in Cairo on Iraq - which had not 
impressed him - had pushed back the proposed timing of the 
event. PM Bakhit agreed that the Cairo conference had 
accomplished very little. 


4. (C) On Syria 

efforts to isolate 

pressure on 

should be prepared for what may happen next in Syria in case 
Vthings unravel.\" A possible takeover of the country by the 
Muslim Brotherhood 
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for both Syria and the region. During BakhitVs recent visit 

to Damascus (reftel) 

tried to enlist Jordan to help fend off pressure to cooperate 
with the Melhis investigation. The GOJ refused 

telling the Syrians to fully comply with the investigation 

and asking why Jordan should come to the aid of Damascus when 
the SARG deemed the GOJ to be the \"agent\" of the U.S. and 
Israel. The King noted that he sensed that both the 

Egyptians and Saudis had pulled back - to a degree - from 
their earlier 


5. (C) King Abdullah stated that the GOJ continues to try to 
help the Palestinian Authority on security issues 
organizational reform of Palestinian security forces. Jordan 
was also willing 

facilitate Palestinian trade 

a transportation terminal on Jordan\'s border with the West 
Bank. He underscored that Quartet Envoy Wolfensohn had the 
most complete understanding of the needs of the Palestinian 
economy 

The election of Amir Peretz as the new leader of the Israeli 
Labor Party 

process by bringing \"increased dynamism\" to the Israeli 
political scene. 

6. (U) CODEL Hagel did not have the opportunity to clear 
this message before departing Jordan. 
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adopted abroad. While international adoptions are legal in 
Armenia 

and government officials nervous 

transparency in the process which in turn creates an 
environment where fraud flourishes. When Emboffs brought 
cases of apparent fraud to the Justice Ministry and pointed 
out shortcomings in Armenia\'s system 

Harutunian asked for help. In response 

Affairs SectionVs International Speaker program 

U.S. attorney and adoption expert Irene Steffas for a two 
week series of working sessions with government officials 
lawyers 

presented a range of choices for the GOAM 

changes to legislation and a new level of commitment to 
create an environment in which adoptions can take place 
without the involvement of intermediaries and unlicensed 
agencies 
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International Adoptions in Armenia 

2. American Citizens adopt approximately 40 Armenian 
children per year. This is a small number in terms of U.S. 
foreign adoptions 

children adopted by foreigners -- usually 70 per year. 

Until this year 

System. Although parents were charged V'extra fees\" at every 
step of the process 

The Armenian Government at the highest level signed off on 
all foreign adoptions. 


3. In early 2005 however 

adoption facilitator had been using unethical methods to 
procure very young children for adoption by American 
Citizens. The facilitator had placed babies in a private 
orphanage 

keep the children out of the state-run orphanage system 
where they would likely be adopted by Armenian families. 
(See reftel A.) 


Presenting the Fraud to the MOJ 

4. Post brought concerns about unethical facilitators and 
private orphanages to the Minister of Labor and Social 
Security (responsible for regulating orphanages) and to the 
Minister of Justice 

oversees adoption in Armenia. Armenian adoption law barely 
recognizes the existence of facilitators 

of Justice understood that foreigners need help negotiating 
the Armenian bureaucracy. He told us he was just beginning 
to study the best way to regulate facilitators without 

providing additional avenues for corruption. The Minister 
asked Post to provide a U.S. adoption expert to explain the 
adoption process from the U.S. perspective and to lay out 
different options for legalizing the work of facilitators. 


Current Process 

5. In response to the Minister\'s request for technical 
assistance 

Irene Steffas 

working sessions with government officials 
governmental organizations. (See reftel 2042.) In Mrs. 
SteffasV expert opinion 

adoption laws \"on the books" are good; however 
procedures are not always followed 

known to the general public. The main hurdle as identified 
by Post is the current lack of inter-Ministry cooperation 
as adoption responsibilities cut across the Ministries of 
Justice 
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While there is no V'silver bullet\" to improve the adoption 
process in Armenia 

areas in need of improvement: 


(a) Aim for transparency of fees and the process for 
domestic and international adoptions 

corruption avoidance. She suggested to create a publicly 
available booklet listing the laws 


(b) Create a complete adoption registry to have clarity on 

the number of children awaiting adoption. Presently 

number of children available for adoption is only an 
approximate guess -- 11 

for adoption prior to being on the adoption registry. This 
should be changed so that the parental surrender documents 
allow for the child to be put on the registry and adopted by 

a specific person(s) simultaneously. 


(c) Centralize the process for both domestic and 
international adoptions. Currently domestic adoptions are 
done at the state level; only international adoptions are at 
the national level. 


(d) License domestic and international adoption agencies. 
Local lawyers that work in the adoption field are also 
recommended to be accredited. 


Reaction of Justice Minister 

6. During a meeting with CDA and adoption expert Irene 
Steffas 

his desire to reform and greatly simplify the process of 
adoptions in response to known and potential corruption. The 
Minister stated that Vno government civil servant making 

30 

the paperwork process and trying to get a cut of the 
adoption agency\'s fees." His reaction to the experts 
suggestion to accredit foreign and domestic adoption 
agencies was equally strong 

adoption industry - it shouldn\'t be a business." When asked 
about the problem of hospitals keeping and \"shopping\" out 
babies 

Ministry of HealthVs regulations. Despite the Minister's 
differences of opinion with the expertVs suggestions 

clear that Minister Harutyunyan is serious about improving 
the process of adoptions in the very near future. 


Next Steps 


7. We will continue to press the GOAM to develop coherent 
transparent adoption legislation and policy. To follow-up 
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to the visit of Ms Steffas 

International Visitor Program on International Adoption 
Issues 

program will involve a group of policy makers and childrens 
advocates who will try to learn from our best practices how 
they can change Armenia\'s system. We will seek to engage 
with USAID\'s Armenia Legislative Strengthening Project to 
turn the Vlessons learned" from this visit into legislation. 
Considering the high level of emotional resistance to 
adoptions here 

hope our efforts will keep it moving. 
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told us that while Gulluce was scapegoated for the sake of 

public perception 

support and support from Prime Minister Recep Tayyip Erdogan. 
Gulluce has since been elected Chairman of the Municipal 
Assembly and named supporters to head the Assembly\'s planning 
and zoning commissions. End Summary. 


2. (U) Front page news: The dismissal of Istanbul 
deputy-mayor Idris Gulluce November 8 and subsequent 
resignation of the municipal Secretary General and Deputy 
Secretary 
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and sparked speculation about disarray in the city\'s ruling 
Justice and Development (AK) Party. Rumors that Gulluce was 
the real power behind the municipality\'s throne had been 
circulating for weeks and emerged in the press in the wake of 
controversial plans to build a mosque in Kadikoy\'s Goztepe 
Park (reftel) and to launch a third bridge project on the 
Bosphorus. In a November 8 statement announcing Gulluce\'s 
dismissal 

the Deputy Mayor 

people to think | have no more control of the authority 

voters gave me.\" To prevent that 

Vradical decision.\" 


3. (C) Sacked 

development allowed Mayor Topbas to save face with the 
public 

unpopular third bridge project. Privately 

have told us that Gulluce was scapegoated for the sake of 
public perception 

influence. Prior to the sacking 

for the AKP in Istanbul declining by 13 percent 

observers attributing the dip to Gulluce\'s outspokenness on 
the Goztepe Park mosque and other V'conservativeV" antics. 
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Yildiz University political scientist Fulya Atacan told us 
November 29 that 

popularity 

Gulluce 

reports had speculated that the Prime Minister must have 
tacitly approved the firing. Atacan did not rule that out 
but maintained that Gulluce still has the Prime Ministers 
support. 


4. (C) \"The Mayor is honest 

Municipal Assembly and Deputy Mayor of Besiktas municipality 
Kemal Akar told us November 22 that Prime Minister Erdogan 
when selecting a mayoral candidate last year 

on finding someone who would not surface as a competitor or 
outshine him 

in the 1990s during his term as Istanbul Mayor. Akar said 
Gulluce had also been a candidate 

greater grassroots support 

instead for this reason. In order to placate Gulluce 

claimed 

the city with Topbas 

position. (Note: Professor Atacan confirmed that such a 
position had not existed before. Since Gulluce\'s firing 
position has been abolished. End note.) Akar considers the 
Mayor to be honest and sincere 

they do not leave him alone 

made in Istanbul; the Prime Minister wants to run Istanbul 
himself. V 


5. (C) Reshuffling commissions: Meanwhile 

considered to be of the more conservative 

(National View 

Erbakan and his Islamic political parties) flank of the 

party 

Assembly 

large majority. Akar told us Gulluce is now shuffling the 
Assembly\'s commission chairmanships 

sacking 

who headed up the planning commission 

conservative individual from Kartal district. Sefer Kocabas 
AKP Istanbul Chairman Mehmet Muezzinoglu\'s business partner 
was reportedly elected as the head of the all-important 
Zoning Commission. 


6. (C) Comment: The house-cleaning has enabled Mayor Topbas 
to reinforce his public profile as the man in charge in 

Istanbul 

murkier. With Gulluce\'s continued influence in the assembly 

and apparent ability to send Topbas proteges (like Gundogar) 
packing 

public service from the business world 
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a distinct possibility. End Comment. 
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from the reality of lightning strikes. V 


9. (C) Responding to a question 

media campaign by Al Qaeda against U.S. allies was a cheap 
and easy way for a weakened organization to maximize its 
ability to influence events. In cases like Spain 

targeted a weak country and were successful. She agreed that 
we need to carefully analyze the threats and ensure that we 
spending our resources where they are needed. Both agreed 
that the messages from Al Zahawiri and Zarkawi were often 
followed by real actions and should be taken seriously. 
Townsend noted that we had carefully analyzed and made public 
a letter between Al Zahawiri and Zarkawi to expose their 
philosophical differences and hopefully destroy them. 


10. (C) Noting the role of a hearts and minds campaign in 
the long-term war on terrorism 

explain his Muslim outreach campaign. Pisanu described it as 
an effort to build a dialogue with Muslims who were primarily 
first generation immigrants seeking jobs in Italy. Only 596 
attend mosque and are exposed to extremist preaching; the 
goal was to reach out to the other 95% and convince them they 
can be part of Italy. Pisanu plans to launch this week a 

Muslim Advisory Council made up of 18 immigrants from 
different national communities who have denounced terrorism 
and violence. The Council will provide the MOI with advice 

on how to promote integration 

Pisanu\'s goal is to create an Italian Islam of people who 
speak Italian and respect Italian laws and are integrated 

into an accepting society. 


11. (C) Pisanu commented on his consultations with his 
Saudi 

Muslim countries now threatened with terrorism can be our 
allies. Townsend agreed 

consultations with the Saudis have yielded surprising 
successes because we recognize a common threat. She said 
Pisanu\'s vision for an Italian Islam was powerful but would 
require significant patience. Pisanu responded by quoting 
20th century Italian leader Alcide de Gaspari who said that 
politics was patience. 


12. (U) This cable was cleared by Fran Townsend. 
SPOGLI 
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the LTTE on the larger peace process and said that 
international involvement 

co-chairs 

welcomed the Ambassador\'s overview of U.S. support 
for and continued involvement in the peace process 
and suggested they meet again before the December 
19 co-chairs meeting in Brussels. Samaraweera 
welcomed next week\'s MCC visit and 

and Aviation capacity 

difficulties slowing down Megaports implementation 
in the port of Colombo. The new FM is going to be 

a player on the peace process and is clearly 
interested in maintaining close ties with us. End 
Summary 


2. (C) The Ambassador and DCM (notetaker) called 
on new Sri Lankan Foreign Minister Mangala 
Samaraweera December 6. The Minister was 
accompanied by newly-reappointed Foreign Secretary 
H.G.M.S. Palihakkara 

General John Gunaratne and a Ministry notetaker. 


Jaffna Killings Underline Need for CFA Review 


3. (C) After opening pleasantries about 
Samaraweeravs involvement in the post-tsunami 
Bush/Clinton visit to Sri Lanka 

Minister said that he was speaking individually 

with each of the co-chair chiefs of mission to 

brief them on the new governments current 
thinking on the peace process (note: the co-chairs 
chiefs of mission met later on December 6 

End note). Samaraweera said that the GSL had just 
communicated to the Liberation Tigers of Tamil 
Eelam (LTTE) through the Norwegian facilitators 
that it wants to start immediate talks on 

improving implementation of the Cease-fire 
Agreement (CFA). This week\'s LTTE landmine 
attacks on soldiers in Jaffna (six more were 

killed there early on December 6) were a matter 
requiring V'urgent attention\" and therefore 
President Rajapakse believes that a review of 
Vcease-fire operations" with the LTTE must begin 
immediately. Samaraweera said the LTTEVs public 
assertion that the GSL in fact wants to 

renegotiate the terms of the CFA is not true. \"We 
want to discuss implementation only.\" The Foreign 
Minister said the GSL would prefer to hold such 
talks in Colombo but is prepared to be flexible on 
location. Samaraweera told the Ambassador that 
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the GSL hoped to have a substantive response from 
the LTTE on the proposal for CFA talks before the 
co-chairs meeting in Brussels on December 19. 


Building the Southern Consensus for Peace 


4. (C) Turning to the longer range strategy for 
peace 

efforts had eventually failed because the 
government had not gained a V'southern 
consensus" before trying to move forward with the 
LTTE. Tiger leader Prabhakaran had 

used this lack of southern consensus as an V'escape 
route\" to avoid serious engagement on peace. 
President Rajapakse 

continued 

Sri Lankan history is working to develop a 
southern consensus as the first step towards 
peace. To that end 

5 with the Buddhist JHU party and with major 
coalition partner JVP on December 6. Samaraweera 
said the President will work his way through his 
entire coalition from the Liberal party which 
endorses federalism to the JVP which opposes it 
with the PresidentVs Sri Lanka Freedom Party 
(SLFP) 

constitutional model 

Samaraweera told the Ambassador \"very 
confidentially\" that this consultation process is 
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already bearing fruit with the JVP having 
their reservations 

should continue in their facilitation role. 


International Role Crucial 


5. (C) As President Rajapakse continues to seek 
this southern consensus 

role of the co-chairs and the larger 

international community is crucial. In 

particular 

widely appreciated and valued in Sri Lanka. It is 
clear 

only respond to V'rewards and punishments\" and in 
particular to international pressure. V'The co- 
chairs and Norway should and must play a positive 
role in nudging the Tigers back to the table 
Samaraweera said. We must sit down (with the 
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LTTE) and stop the killings and violations. V' 
Samaraweera said that the NorwegiansY facilitative 
efforts had Vnot been so bad\" but that 

hindsight 

ask them to head the monitoring effort. 


\"Enhanced\" Indian Role Sought But Unlikely 


6. (C) Asked about his just-concluded visit to New 
Delhi 

\"agrees with our approach\" of first seeking a 
southern consensus while trying to shore up the 
CFA. The Indians had made clear their support for 
a continued Norwegian role. Samaraweera said he 
had asked the Indians to play an \"enhanced\" role 
in the peace process but came away with the clear 
impression that the vagaries of domestic Indian 
politics probably would prevent it. The 
Ambassador noted that the U.S. relationship with 
India has improved markedly in recent years and 
that the coordination and information-sharing on 
Sri Lanka is especially close. 


U.S. Position Unchanged 


7. (C) The Ambassador told the Foreign Minister 
that the U.S. had issued a statement in Washington 
strongly condemning the December 4 LTTE landmine 
attack on soldiers in Jaffna and that our position 

on the LTTE was longstanding and clear. He 
reviewed for the Foreign Minister the history of 

U.S. support for the Sri Lankan peace process and 
made clear that it would continue. U.S. 

objectives in Sri Lanka are V'peace and prosperity" 
and the U.S. stands ready to work with any 
government that shares those objectives. The 
Ambassador reminded the Foreign Minister of U.S. 
military assistance and said it is designed to 

send a message to the LTTE that 

choose a return to war 

Sri Lankan military. The Ambassador noted that he 
would attend the December 19 co-chairs meeting in 
Brussels. Samaraweera said he would like to meet 
again before the Ambassador left for Brussels. 

The Foreign Minister said he looked forward to 
visiting Washington and hopefully calling on 
Secretary Rice but that he had no plans for 
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imminent travel to the U.S. 


Shared Democratic Values Lead to Greater 
Cooperation 


8. (C) The Ambassador told the Foreign Minister 
that when former FM Kadirgamar had called on 
Secretary Rice earlier in the year she had been 
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very interested in his account of Sri LankaVs long 
democratic history which underlined the U.S. view 
that shared democratic values should lead to 
coordination on key international issues. Of 

late 

helpful Sri Lankan statement on Iran at the IAEA 
Board of Governors. The Ambassador expressed hope 
that the U.S. and Sri Lanka would be able to 
similarly find common ground at the WTO meeting in 
Hong Kong. 


Millenium Challenge Account 


9. (C) The Ambassador briefed Samaraweera on the 
status of the Millennium Challenge Account 

that Washington continued to review Sri LankaVs 
compact proposal. Moreover 

in Sri Lanka next week. The Foreign Minister said 

the visit was welcome and that the President would 
mention the MCA in his budget speech to Parliament 
later in the week. Palihakkara said that Finance 
Secretary P.B. Jayasundera would meet with the MCC 
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team and that the GSL inter-ministerial MCC 
committee was still in operation. The Ambassador 
noted that he had also briefed President Rajapakse 
on the MCC and it was clear that the President 
remains very enthusiastic. 


Megaports Logjam 


10. (C) Telling the Foreign Minister that he also 
needed to raise an issue under the Ministers 
other portfolio (Samaraweera also remains Minister 
of Ports and Aviation) 

that continuing problems with Sri Lankan Customs 
in the port of Colombo are preventing progress 
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towards full implementation of Megaports. 
Samaraweera said he was not aware of the problem 
but 

Lanka 

Ministries to sort it out and asked the Ambassador 
for a letter detailing the obstacles. VI will 

attend to it." The Ambassador noted that the 
Container Security Initiative (CSI) is proceeding 
well and that to be both a CSI and Megaports port 
will be a significant plus for the port of 

Colombo. Samaraweera agreed. 


Comment 


11. (C) Samaraweera came across well in our first 
encounter with him as Foreign Minister with a 
lowkey (reinforced by his open collar 

sleeves and sandals) but focused approach on the 
issues. His emphasis on the peace process 
underlines reports we\'ve heard that Samaraweera 
will be a major player in that regard. Also 
encouraging is that he displayed no hesitation on 
deferring on details to his team members in the 
meeting (PalihakkaraVs retention is particularly 
good news in our view). The new Foreign Minister 
clearly is well-disposed to the U.S. and eager to 
work closely with us. Whenever Samaraweera 
decides to make his maiden voyage to Washington 
we think high-level attention could bear fruit. 

End Comment 

LUNSTEAD 
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doubt failed to fulfill the promises it had made to the World 
Bank on economic reform measures on four critical issues 
however 

added 

commitments are in the final stage of approval by the cabinet 
and would likely be approved as ordinances by the end of this 
week.\" In contrast 

National Planning Commission 

expressed concern to some international donors about the lack 
of political will to meet the four conditions. 


WORLD BANK STILL OPTIMISTIC 


3. (C) Rajib Upadhya 
World Bank 
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gave the Bank the end of November deadline 

conditions would remain in place until HMGN complied with all 
of them. He said the Bank had rejected a past proposal from 
HMGN in which HMGN would enforce the Governance and Labor 
Acts to get half of the loan amount. He stressed that the 
Bank was most concerned about HMGN pursuing willful 
defaulters (ref B). Upadhya said that of the four 

conditions 

He outlined that it would take the Bank three to four months 
to process the loan after all conditions had been met. In 

the previous fiscal year 

15 compliance deadline and then the royal takeover stalled 
all progress until the Banks annual meetings in Washington 
in September 2005. He commented that if HMGNVs 
non-compliance continued 

for the Bank to give HMGN another late February deadline. If 
HMGN met that deadline 

loan by the end of the Nepali fiscal year 

Further 

for the 2005-2006 fiscal year and that non-compliance within 
the fiscal year would leave HMGN with a budget shortfall of 
that amount. 


COMMENT 


4. (C) Post is not optimistic HMGN has the political will to 
carry out the four economic reform conditions 

dealing with willful defaulters. Though Vice-Chairman Giri 
is no longer on the willful defaulters list (ref C) 

of wealthy/influential Nepali businessmen are. 

MILLARD 
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Leitl added that Iraq needed V'concrete assistance at this 
critical moment.\" Before the 1991 Gulf War 

Austria's most important trading partner in the Middle East. 
Leitl said he hopes Iraq would become a significant trade 
partner again V'as soon as the domestic situation 
stabilizes.\" Before 1991 

million and the WKO believes trade could rise to USD 600 
million in the coming years. 


3. Austrian trade relations with Iraq are in the process of 
recovering from an all-time low in 2003. In 2004 

doubled from USD 24 million to USD 49 million. Main exports 
included machinery 

Imports from Iraq 

million in 2004. Austrian exports to Iraq in the first 
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three quarters of 2005 were only USD 37 million 
expects year-end export growth of over 6096 
significant growth in the fourth quarter. 


Austria Seeks Intensified Economic Cooperation With Iraq 
4. During a mid-November meeting with Iraqi Trade Minister 
Mawloud in Vienna 

Martin Bartenstein 

cooperation with Iraq during Austria\'s EU Presidency the 
first half of 2006. Bartenstein added that Austria would 
welcome lraq\'s application to join the WTO. He underlined 
that Austria would continue to support Iraq by implementing 
a debt forgiveness package and through humanitarian aid 
projects. 


KILNER£ 
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the EU manage increased levels of ODA. According to Bevan 
the EU strategy for Africa will also deal with migration 
including ways to stem the emigration of qualified Africa 
professionals 

Africa (such as health care). He said the EU was looking for 
ways to manage migration so that it was more beneficial to 
both countries of origin and countries of destination 

that the largest number of asylum seekers in the EU is from 
Africa. A/S Frazer expressed concern over the expedited 
deportations of Africans from the EU. Meznar noted that many 
of those being interdicted and summarily removed were 
Africans from conflict zones that might be legitimate 

refugees. 


4. (C) Ajello said that the peace process in the Democratic 
Republic of Congo (DRC) was currently stalled because of the 
upcoming elections. According to Ajello 

in the DRC include: 


-- Security sector reform: Soldiers were neither arriving 

at 

the disarmament (\"brassage\") centers were empty. 

-- Lack of political will: The international community 
needed to put pressure on all parties to keep the peace 
process moving forward. 

-- Corruption in the army: Many Wphantoms were on state 


Column 3 
payrolls and distributions of food and salary were erratic. 


-- Lack of good governance: Although the current level of 
corruption is equivalent to the worst days of the Mobutu 
regime 

governance mechanism; the DRC 

idea (as it might set a precedent to be used on them later). 


5. (C) Ajello said it was critical for the international 
community to develop a package of \"carrots and sticks\" to 
persuade the FDLR to return to Rwanda. He distributed a 
proposal that outlined steps that could be taken by Rwanda 
DRC 

the AU. He described the EC 

euros to reintegrate ex-combatants in Rwanda by providing 
employment in building infrastructure projects around Kigali. 
Ajello highlighted a part of the EU plan that would urge 

that the AU find third countries in Africa for resettling 
ex-combatants who did not want to return to Rwanda. A/S 
Frazer noted that with regard to the FDLR 

\"carrots\" might be over. It may be time to concentrate on 
\"sticks\". 

6. (C) Participants discussed a possible MONUC role in 
persuading the FDLR to leave DRC 

contribute to this goal. Ajello praised the improvements in 
MONUC 

excellent job. He said that the nine brigades of Congolese 
being trained by MONUC should comprise a frontline \"force de 
frappe\" since they would not be limited by the terms of the 
UN peacekeepers\' mandate. Ajello noted that while the DRC 
had good soldiers 


7. (C) A/S Frazer said her view of MONUC was not as favorable 
as Ajello\'s; MONUC had failed -- even with the LRA -- because 
it had neither political will nor capacity. She also said 

that it did not seem feasible to bring the Congolese troops 

up to speed quickly enough to be the key element in 

dislodging the FDLR from the DRC 

and AU forces seemed to be the best way forward 

which the USG might be willing to financially support a 
command and control operation. Ajello said the EC would be 
willing to contribute 15 million euros to support an AU peace 
mission in the DRC (possibly with Angolan 

South African troops) to supplement Congolese and MONUC 
forces. 


8. (SBU) Bevan stressed that successful elections in the DRC 
are critical for all of Africa and asked what the U.S. was 

doing to support them. A/S Frazer noted that the U.S. pays 

27 percent of MONUC\'s operating costs and has already spent 
over $300 million to support MONUC. (Note. The EUVs total 
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assessment for PKOs such as MONUC is 40 percent. End note.) 
USAID also has provided critical assistance in helping the 
Congolese Independent Elections Commission organize itself. 


9. (C) Bevan raised concern at the EU\'s perceived exclusion 
from the latest round of Tripartite Commission talks. He 
stressed the EU\'s desire to remain engaged in the process 
noting the EUVs substantial political clout and financial 
assistance. A/S Frazer reviewed the purpose for creating the 
Tripartite Commission was to get the three sides (Uganda 
Rwanda 

neutral broker and that the ultimate objective was a direct 
dialogue without mediators. She said it was not the USGVs 
aim to create another talk shop 

not aware of any U.S. effort to exclude the EU from the 
talks. 


10. (C) Bevan characterized Northern Uganda as a grave 
humanitarian problem with broader strategic implications. He 
stated 

completely" and that they \"need to be seen to deliver 

justice." Bevan added that the dialogue with the LRA is 

dead. He favored pressing Uganda to welcome the LRA\'s foot 
soldiers home and to refrain from using force to deal with 

the LRA. A/S Frazer agreed that the ICC indictments are 
working in this case. She said that Presidents Museveni and 
Kabila should discuss the issue of hot pursuit and that 

forces should be able to cross the border with permission. 
Bevan was concerned that allowing Ugandan forces to enter DRC 
might add to instability there or lead to an unwelcome quest 

for mineral resources. 


11. (C) A/S Frazer outlined several strategic issues for 
bringing stability to Sudan: the nature and intentions of 
the Government of National Unity (GNU) 

region (e.g. Darfur 

leadership under Salva Kiir and the role of neighboring 
countries. Regarding the GNU 

felt that partition should not be considered inevitable and 
that a single Sudan could still exist in ten years. Bevan 
said he believes that a true government of national unity 
does not currently exist and that the death of John Garang 
has probably been more of a setback than initially perceived. 
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Participants agreed that the SPLM 

and the rebels in the regions all influence each other and 

that the key to stabilizing the country lies in moving the 

various entities toward a common agenda. Vervaeke expressed 
concern that two separate initiatives were currently being 
considered to stabilize Sudan 

U.S.; he urged that any U.S.-led initiative should not 

exclude the EU since it has been long been involved in the 
peace process and since it is a major donor. A/S Frazer 
agreed that a unified initiative is needed and suggested that 

the critical players were the AU and France (as France could 
influence Chad 

that the international community could consider encouraging 
the creation of a shadow government and had no problem to be 
seen backing and strengthening the SPLM. She added that a 
stronger SPLM could put pressure on the regime to transform 
itself. 


12. (C) Regarding AMIS 

consolidating the peacekeeping force at about 5000 before any 
further expansion. He added that the EU had agreed October 
18 to provide an additional 70 million euros to support AMIS. 
Moore noted that increasing the force beyond 5000 could 
decrease its competence and that the EC was interested in 
seeing AMIS operating \"properly and efficiently." Bevan also 
highlighted the problem of finding troops to cover a 

significant expansion of the force; Vervaeke said South 

Africa was not delivering on its current troop commitment. 
Haavisto stressed the need to review the AMIS mandate to 
include protecting observers and humanitarian workers. 
Bevan noted deficiencies in the current command/control 
logistics and said that blue hats would probably be necessary 
V'in due course\". Various participants noted that re-hatting 
would double the costs of the peace mission and that a proper 
transition from AU to UN would require six months 

preparation 

expressed satisfaction with AMIS 

shortages. She said that the U.S. was still committed to 
getting the AMIS force up to the 7000 ceiling level because 
Vpresence matters.V Both sides agreed that any transition to 
a UN force should underscore the AU 

peace in Darfur. 


13. (C) Lerner urged donors to follow through with pledging 
commitments 

already predicting a failed harvest. She also asked for EC 
help in getting an update on disbursements of Oslo pledges. 
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Moore stated that the EC was ahead of schedule in disbursing 
its Oslo commitments 

humanitarian needs in 2006 once the EC stops using its 
development funds for humanitarian work. To illustrate 

said that in recent years over 180 million euros given for 
humanitarian work in Darfur had come from the European 
Development Fund. 


14. (C) Bevan said that the U.S. and EU worked well in 
handling a volatile situation in Ethiopia following the 
elections. He said the EUVs congratulatory message to Prime 
Minister Meles Zenawi was sober in tone and urged him to 
respect the democratic process and called on Meles to allow 
the opposition to take their seats in Parliament and 
participate in the machinery of government 

establish an independent inquiry into the electoral violence. 
A/S Frazer agreed with the message 

opposition also had a responsibility to realize they were in 
the minority. 


15. (C) Bevan also explained that the EU Council rejected 
Gomes 

election problems because the country was impoverished 

well as for strategic reasons. He stressed that all EU aid 

is conditioned on good governance; although Ethiopia did not 
have to achieve European standards 

with basic democratic principles. A/S Frazer said that the 
U.S. would give careful consideration to the EU\'s assessment 
as to whether Ethiopia had met the governance criteria of the 
international community. Belliard added that in the EU\'s 
view 

election 

resolve differences with Eritrea. A/S Frazer said that while 
the U.S. stood by the need to implement the decision 

had been a subtle change regarding implementation 

U.S. stressing the need for Addis Ababa and Asmara to 
communicate well to guarantee the process. She said the U.S. 
was considering sponsoring a dialogue between the two 
parties. 


16. (C) A/S Frazer said that at her initiative the U.S. is 
taking a \"whole new look\" at Somalia as it might be the time 
for more active engagement. Bevan welcomed renewed U.S. 


Column 3 

involvement in the Somali peace process. Both Belliard and 
Moore underscored the increasingly prominent role of the 
Islamists in Somalia. They did not discount the possibility 
that Islamists could provide a more positive and unifying 
role in the country (without being hijacked by AI Qaeda or 
jihadist elements). 


17. (C) A/S Frazer praised the way elections in Liberia had 
been conducted 

SRSG Alan Doss and the work of the UN. She said that it was 
inspiring to see the participation of the Liberian people in 

the process and that UNMIL had responded appropriately to any 
signs of unrest. However 

international community needed to stay engaged through the 
second phase of the election 

security sector and economic recovery of the country. A/S 
Frazer noted that the UK had played the same role in Sierra 
Leone and France in Cote d\'Ivoire. Regarding Cote d\'Ivoire 
Bevan said that the upcoming elections would not solve all 

the country's problems. He noted that the \"Gbagbo regime was 
over" but that no new leaders had been identified. A/S 

Frazer expressed concern over developments in Guinea 

that unless steps were taken 

they had done in Togo. She noted that the U.S. was reaching 
out to political parties in Guinea and that DOD had 

established outreach with the Guinean military. She also 

said that the AU and ECOWAS were reviewing Guinea 
constitution. Vervaeke said that the EU shared these 
concerns and that it had identified Guinea (along with 
Guinea-Bissau) for an V'early warning and action" exercise. 


18. (C) A/S Frazer identified responses to the coup in 
Mauritania as an area of possible policy divergence between 
the EU and U.S. and said that a common approach was needed. 
Bevan noted that although there were no V'good coups!" some 
were less bad than others and that the coup in Mauritania had 
popular support. A/S Frazer replied that although the 
populace had welcomed virtually every coup in Africa 

the deposed regimes were corrupt or dictatorial 

found offensive the Mauritania\'s current structure placing a 
\"military council" above the cabinet. She said that the 
military leaders needed to show genuine signs of 

transitioning to democracy within a year 

notion that the U.S. would ignore the lack of democracy in 
Mauritania due to any Mauritanian self-perception that it was 
crucial to the fight against international terrorism. A/S 

Frazer criticized the AU for lacking a coherent policy with 
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regard to Mauritania. 


19. (C) Bevan stated that the situation in Zimbabwe was going 
from bad to worse but that MugabeVs regime was not on the 
verge of collapse. He said that the EU continued maintaining 
its sanctions 

and noted a shift in U.S. policy to reengage with SADC after 
suspending the dialogue over Zimbabwe. Bevan said he 
believed it was premature for the EU to appoint a special 
envoy to dialogue with Mugabe; he also noted that the track 
records of special envoys to Africa were not particularly 

good. A/S Frazer said that South Africa was baffled by 
Mugabe\'s behavior 

needed to push for involvement of the UNSC 

to work with China on its reservations 

countries were not on board. Bevan indicated that EU 
sanction renewal would be considered February 22. (Note: We 
do not believe all EU Member States are necessarily on board 
with maintaining sanctions. End note.) 


20. (C) The EU suggested that the results of Chinas activism 
throughout the continent are largely negative for Africa. 

The Chinese undermine good governance and transparency 
conflicts through weapons sales 

with little regard for the environment 

in the UNSC for dealing with problematic regimes. 
Development projects are aimed at gaining popular support 
rather than strengthening the economy. Both sides agreed 
that moving China's engagement with Africa towards a pattern 
similar to Africa\'s current relationship with the West and 
certain Asian countries (e.g. 

trying to block China 

not succeed in any case. A/S Frazer said she hoped to meet 
soon with Chinese authorities to discuss some of these issues 
and to seek areas of mutual interest and cooperation. 
McKinley suggested the EU might also like to put relations 
with Africa on the agenda of the next EU-China summit. 


Political Islam 


21. (C) Bevan said that the EU was grappling with political 
Islam in general 
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European values such as the rights of women and free speech. 
He noted that EU Member States have increasingly large Muslim 
communities and that governments need to be careful to not 
define Islam as the problem. Rather 

perversion of Islam\'s values. Bevan argued that most 
Africans did not support shifting from secular to Islamist 
political systems 

integrated societies 

funding from Saudi-based Wahabi fundamentalist and militant 
Pakistani preachers. He also noted the worrying growth of 
\"jihadism\" 

added that the work of Islamic development agencies on the 
ground in many African countries provided order and a 
supra-structure that was proving popular; he noted that many 
Africans were embracing a more fundamentalist version of 
Islam. Lerner linked the discussion back to the EU Strategy 
for Africa 

in that context. She stressed the importance of investments 
in secular education 

sector to create jobs for young people. A/S Frazer reviewed 
the objectives of the East African Counter-Terrorism 

Initiative 

the use of ungoverned spaces in the Sahel. Vervaeke briefly 
mentioned three Council initiatives to support 
counter-terrorism efforts in Algeria 

including the strengthening of border controls. 


22. (C) The troika meeting underscored the overall alignment 

of U.S. and EU objectives in Africa 

appreciated the open and candid talks with the new Assistant 
Secretary and welcomed possible enhanced U.S. engagement in 


SIPDIS 
certain areas like Somalia. Some important differences were 
clear 


-- EU concern at being included in various policy dialogues 
spearheaded by the U.S. (e.g. 

Great Lakes 

Eritrea/Ethiopia and among key Sudan players); 

-- U.S. aim of expanding AMIS vs. EU goal of consolidating 
the existing force; 

-- softer EU response to Mauritania coup; 

-- EU willingness to continue a \"carrot and stick\" approach 
to the FDLR 

longer appropriate; 

-- somewhat differing assessments of MONUC; 
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-- continued EU lobbying for U.S. funding for the DRC 
elections; and 

-- EU favoring budget support to stimulate development. 


23. (C) Although the UK made Africa a hallmark of its twin G8 
and EU Presidencies in 2005 

discussion 

Austrian Presidency next year. In fact 

the Austrian official was the weakest yet for an incoming 
Presidency 

the next Africa troika meeting. 


(A/S Frazer has cleared this message.) 


McKinley 
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improve their livelihoods and (ii) ensuring access to 
food for the most needy through safety nets and other 
direct assistance.\" End summary. 


2. The release of the 2005 SOFA report was 
intentionally timed to make a splash immediately prior to 
the WTO Hong Kong Ministerial meeting. The seven 
chapters in the report review agricultural production and 
trade patterns 

impacts of agricultural trade reform 

reform on poverty reduction 

food security 

developing countries are able to capture the benefits of 
trade reform. The report largely draws on previous 
analytical work done by FAO as well as UNCTAD 

and the World Bank. 


3. The 2005 SOFA report makes a useful contribution to 
the global debate on agricultural trade liberalization by 
focusing on the policies and programs needed to ensure 
that the poor and food insecure are able to take 
advantage of trade liberalization. In this regard 

report notes that the domestic policy environment is just 
as important as the trade policy environment. Countries 
need well-functioning markets and good infrastructure to 
participate in international markets. They also need 
safety-net policies to assist with the adjustment and 
transition process. 


4. One interesting conclusion from the studies reviewed 
in the report is that for many developing countries the 
greatest positive impacts from trade liberalization will 
come through more jobs and higher wages in non- 
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agricultural sectors. Therefore 

impacts of higher commodity prices on net-food importing 
developing countries should be offset in the longer run 
by higher non-agricultural incomes. This suggests that 
temporary safety nets may be important policy tools for 
neutralizing the short-run negative effects. The report 
also notes that removing import tariffs on agricultural 
inputs will promote pro-poor growth by improving the 
competitiveness of agricultural producers in developing 
countries. 


5. Demonstrating that it can learn from experience 
this case the experience of a blistering attack from the 
NGO community in response to the 2004 SOFA report on 
biotechnology 

the 2005 SOFA 

Civil Society. The contributions 

published statements by the respective NGOs 
diatribes against globalization and liberalization and in 
favor of food sovereignty. In contrast to the body of 
the 2005 SOFA report 

the complete absence of any analytical support for the 
positions taken. 
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success of the MB 

during the polling. News outlets also reported the 
official results of the second phase of voting in which 
150 candidates won seats 

independents (including MB) 

economic side 

of negotiations for a potential Free Trade Agreement 
between the U.S. and Egypt. 


2. Violence mars the elections: As the country ended the 
second phase of voting for parliament 

press continued its charges that voters supporting the 
opposition were being jailed 

Al-Ahram (circ. 750 

second phase of the elections was \"fair and transparent 
and that the reporting of violence was exaggerated. As 
Egypt entered the third and final phase of the 
Parliamentary elections 

widely on the large number of security forces on hand 
ostensibly to deal with acts of violence and bullying that 
occurred during the polling. All papers reported on 
gunfire at polling stations 

voting stations. Columnists and talk shows continued to 
debate the success of the MB and the outbreak of violence. 
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A columnist in pro-government daily 

28 

understanding of elections and democracy 
educating. 


3. Gains of the Muslim Brotherhood (MB): Columnists from 
several papers expressed the opinion that the success of 
the MB is due to the NDP\'s failure to support its people 
combined with its lack of vision 

change 

the MB. There was also considerable debate on the future 
of religious tolerance in Egypt if the MB were to gain a 
majority. Viewpoints ranged the spectrum from 
characterizing the MB as Islamic extremists to pro- 
democracy moderates. Popular Orbit satellite TVs evening 
program 

opposition movement who 

Israel would be if the MB were ever to gain a majority in 
government 

reconsidered\" and \"it does not matter if that led to war. V" 
Meanwhile 

featured MB Supreme Guide Mahdy Akef calling for dialogue 
with Coptic intellectuals on issues of mutual importance. 
Talk shows hosted academics and strategists who 
characterized the MB as V'secretive and dishonest about 
their true plans 

the Turkish model of Islamic rule; that they are a fascist 
organization 

people's relationships with God.\" 


4. Judges: The press focused intensely on the actions of 
local judges in their role as election monitors. All 

papers 

published the Supreme Council of the Judiciary\'s calls for 
bringing certain judges to account for allegedly insulting 
the judiciary and fellow judges in comments they made to 
the media on the elections. Several papers also carried 
the story that an estimated 120 judges 

election violations 

from supervising the third round of elections. Pro- 
government daily 

Mahmoud Aboul LeilVs statement that measures will be taken 
to protect judges and to secure the electoral process. 
Over the weekend 

round of voting 

on its front page that judges in polling stations had been 
attacked by citizens and police 

Wafd reported that Egyptian security forces had attacked 
nine judges 

Association had called for canceling elections in those 
stations. 
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5. Other issues: All papers continued their ongoing 
coverage of the Ayman Nour trial 

detention pending resumption of his trial on Saturday. 
Several stories ran regarding a police assault on four 
journalists from the pro-government newspaper 

during their coverage of the elections. Both satellite 
channels 

of the U.S. ambassador to Iraq holding talks with Iran. 

All papers published stories that a new round of 
discussion would begin between Egypt and the U.S. on the 
Trade and Investment Framework 

on a Free Trade Agreement. Al-Ahram reported that 
\"Foreign Trade Minister Rachid 

declared the beginning of FTA talks with the U.S. 
Al-Akhbar reported that V'Egypt is determined to continue 
economic and political reform.\" 


Ricciardone 
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Figaro\'s inside report carries extensive quotes from her 
explanations prior to her departure. Liberation headlines V'CIA 
Secret Prisons: Rice Explains.\" \"Before leaving for Europe 


SIPDIS 

Rice decided not to apologize 

statement to explain that the U.S. was using ‘every legal 

weapon to fight terrorism." La Croix heads its report "Human 
Rights - CIA Rendition Flights Shake Europe. For France Soir 
VCondi Shows No Regrets.\" A regional editorialist comments: 
\"The Europeans are much less outraged than they pretend to be: 
they fear 

war.V (See Part C) 


La Croix interviews former CIA agent Robert Baer who contends: 
\"The fact that the U.S. is not denying the information is 
confirmation enough for me. NATO bases were used for the 
transfer of prisoners. The CIA does not need the permission of 
local governments to use NATO bases. Certain European nations 
have looked the other way. After 9/11 and the arrests made in 
Afghanistan 

the long term consequences 

Conventions or the impact on transatlantic relationships.\" 


All news outlets report on the kidnapped Frenchman in Baghdad 
and Liberation comments: \"The recent increase in kidnappings 
appears to be related to the impending legislative elections 

in Iraq. 


Le Figaro reports on Defense Minister Alliot-Marie\'s weekend 
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visit to the Gulf and her \"support for a European defense\" in 
a region where \"U.S. military presence is strong. "What she 
intimated in essence is that nowhere should there be "private 
hunting grounds\' in matters of security. (See Part C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Secretary Rice to Europe - Allegations About CIA Rendition 


SIPDIS 
Flights 


\"The Forgotten CIA Flights V" 

Jean-Claude Kieffer in regional Les Dernieres Nouvelles 
dVAlsace (12/06): V'Cooperating with Washington in the fight 
against terrorism is natural for European capitals. But for 
Europe to serve 

"activities" related to the war in Iraq 

Washington\'s unconditional allies were "surprised by the 
comings and goings of CIA planes that landed in NATO countries 
with God only knows what human cargo. Secretary of State Rice 
must provide some sort of explanation during her European 
tour. She will remain evasive 

war against terrorism has merged with the war in Iraq. And as 
Rice suggested 

to free ourselves from certain rules in order to "save lives.V 

The Europeans are much less outraged than they pretend to be: 
they fear 

war.\" 


\"Condi Under Pressure in Europe\" 

Eric Lesser in left-of-center Le Monde (12/06): \"The trip is 
shaping up as a difficult one because European leaders are 
expecting the Secretary to clarify things about CIA "secret 
prisonsV. While several European nations have asked for 
clarification 

answer to the questions raised by Jack Straw. We must not 
expect a mea culpa. In fact Secretary Rice will probably ask 
European nations to play things downY and to shoulder their 
responsibilities.\' Secretary Rice expects to have a difficult 
trip but she will reaffirm that the U.S. respects every 

nationVs sovereignty. While she claims to want to improve 
relations with Europe 

practices considered to be ‘unorthodox.\\" 


\"Condi With No Regrets V" 

Maxime Weigert in right-of-center France Soir (12/06): \"Angela 
Merkel will probably not raise the question of rendition 

flights because the German government refuses to put pressure 
on an ally in whom 'it trusts completely.V Yet tension is at 

its highest. Europe wants an explanation. and clarification 
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about illegal practices that might have been committed in 
several European countries. including France. The situation is 
fast becoming embarrassing for Washington. Before leaving 
Secretary Rice practiced her line of defense. She did not deny 


SIPDIS 

the existence of CIA flights nor did she apologize for them. 

She did however mention the ‘difficult choicesY facing 

democracies and asked "whether governments wanted to work with 
the U.S. to protect their own countries from future terrorist 

acts.V Rice is reversing the situation and using fear as an 

alibi when she says ‘that renditions save lives.V In short 

the U.S. is being benevolent. But with such arguments 

the U.S. not ask for permission to land?" 


\"Rice Asks Europe to Shoulder Its Responsibilities V" 

Philippe Gelie in right-of-center Le Figaro (12/06): \"Before 
departing 

rendition flights. She did not acknowledge the existence of 
CIA black sites but she defended the question of 
"renditionsY as legal practices used by European governments 
themselves 

is forcing European nations to choose sides. This will be the 
extent of the clarificationV to the questions raised by the 
Europeans. Washington claims ‘it can do no more\' and suggests 
European publics should be more realistic about what needs 
to be done when dealing with enemies such as Al-Qaeda.\" 


VCIA Secret Prisons: Rice to Explain" 

Pascal Riche in left-of-center Liberation (12/06): WA 
controversy is awaiting Secretary Rice as she gets off the 
plane in Europe. After a prolonged silence 

decided to speak up yesterday just before getting on the 

plane 

statement. to remind European governments cooperating with 
Washington in the fight against terrorism to shoulder their 
responsibilities. "Renditions\' have been practiced for 
decades by the U.S. and other countries. Rice emphasized that 
“renditions\' saved lives in Europe. She did not explicitly 
confirm the existence of secret prisons in Eastern Europe and 
invited governments to share in her discretion. As a line of 
defense Washington is sticking to its guns. As a European 
diplomat said 

surprise by the magnitude of the reaction in the media and are 
asking us 

shoulder our responsibilities." 


European Defense 


\"France Praises EU Defense In Bahrain V" 
Arnaud Girard in right-of-center Le Figaro (12/06): V'Over the 


Column 3 

weekend 

enforcing the strategic relationship with a region where 
American military presence is strong. Even where geo-strategic 
and energy ambitions are high 

there should be no "private hunting groundsY in matters of 
security.. She called for a strong strategic relationship 

between Europe and Arab nations in the Gulf. Speaking about a 
"new phase 

to pole and the need for a regional security architecture 

giving the OSCE as an example. In Qatar Alliot-Marie was more 
comfortable than in Bahrain because of the privileged 
relationship it has with France 

its strategic dependency on the U.S.\" STAPLETON 
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friend" Mahmoud Abbas 

asked the Moroccans to V'use your leverage" to help 
Palestinians vis a vis Israel. Azoulay also highlighted the 
growing importance that Moroccan Jews play in the current 
Israeli political environment 

positions. He believed that the majority of Moroccans are 
open to the idea of warmer relations with Israel 

some 

normalization 

Discussing contacts he enjoyed with the US in the 1990sV 
Azoulay expressed some disappointment that the US does not 
seek out his advice more on the peace process. END SUMMARY. 


2. (SBU) On December 2 

Poloff 

Azoulay 

Azoulay headed a delegation of Moroccan Jews 

Moroccan Jewish community leaders Serge Berdugo and Robert 
Ashraf 

entitled \"Moroccan Jewry and its Dispersion. According to 
press reports 

Prime Minister Sharon 

Azoulay also visited the Gaza Strip where he met with 
Palestinian President Mahmoud Abbas. Putting his recent 
visit into context 

years 

been engaged in a process for peace between Israelis and 
Palestinians. Commenting on his personal involvement in the 
peace process 

ancestry his \"paradoxical\" objective is to help Palestinians. 
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3. (SBU) Moving to Moroccan objectives 

Morocco is not involved in Israeli-Palestinian relations for 
philanthropic reasons or because of the large number of 
Moroccan Jews 

Palestinians. In his view 

Palestinians certainly would be welcomed by the international 
community 

However 

has recently been less engaged politically on peace-related 
issues. 


4. (C) Describing his six-hour meeting with V'my old friend 
Mahmoud Abbas\" in the Gaza Strip 

presented to him a list of actions Morocco could take to help 
improve the Palestinian position. According to Azoulay 
Abbas said in a reference to Moroccan support in dealing with 
Israel 


5. (SBU) Highlighting the growing importance of Moroccan 
Jews in Israel 

Moroccan Jews play in current Israeli politics. He said 
Moroccan Jews enjoy large representation in Israel 

political scene. Azoulay singled out Amos Peretz 

head of the Israeli Labor Party and good friend of Azoulay 
as demonstrating Moroccan influence in Israel. (NB: Peretz is 
a Moroccan Jew born in the northeastern Moroccan town of 
Oujda 

noted that a large portion of the Israeli Likud Party 
administration 

Israel 

Israeli cities are of Moroccan descent. 


6. (SBU) With their Arab and Jewish cultures intertwined 
Azoulay noted that the 600 

living in Israel are in a very unique position to foster 

links between Arabs and Jews. (NB: Other reporting commonly 
cites the number of Israelis of Moroccan descent as closer to 
900 


at which a Jewish leader led a chant in Arabic that put the 
mixed crowd at ease 
rest of the conference. That was the kind of bridging role 
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that Moroccans could play 


7. (SBU) Azoulay also added that Moroccan Jews in Israel are 
now third generation. In his view 

Morocco and its culture have become stronger from one 
generation to the next. He explained that 

pleasure and to preserve their Moroccan identity 

Jews have done all they can to keep their Moroccan memories 
language 


8. (SBU) Azoulay said a majority of Moroccans approve of 
normalizing relations with Israel 

do not agree. He explained that a segment of the population 
particularly the Islamists 

relations with Israel and think it is equivalent to \"treason\" 

by the government. Azoulay emphasized to Ambassador that no 
matter how much opposition he receives because of his stance 
on the issue 

normalization between Morocco and Israel. (Note: Not 
surprisingly 

Development (PJD) reacted negatively to the Azoulay visit 
calling on Morocco not to move forward in normalizing with 
Israel. Since Azoulay 

parliamentarians participated in a Euro-Med parliamentary 
conference in Rabat 

triggering a small sit-in Rabat in which participants 

reportedly denigrated Azoulay personally). 


9. (C) On the possibility of reopening the Israeli liaison 
office in Rabat 

visit and that it is V'not on the agenda." Azoulay does not 
think the liaison office is an important issue 

office V'can be open one day and closed the next.\" Instead 
he believes Morocco and Israel need to work on structural 
issues that will help strengthen their relationship 

as he noted 


10. (SBU) Turning to his previous cooperation with the USG 
on Israeli-Palestinian issues 

contacts he enjoyed with the US in the 1990s and early 2000. 
He expressed some disappointment that the US no longer 
consults him or asks him to work on peace process projects. 
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11. (C) Azoulay provided a brief description of the United 
Nations High-Level Group for the Alliance of Civilizations 
which Azoulay is involved in 

Azoulay is frequently involved in religious and cultural 
activities that bring together Arabs 

He sees his role in this endeavor as trying to find a way to 
pacify 

states and the West. While mentioning a concept paper on the 
topic that is underway 

difference of opinions with fellow group member Mohammed 
Khatami 

details on the divergence. 


12. (C) Azoulay clearly appreciated this opportunity to 

share his views on issues he obviously cares deeply about. 
He remains prominent among the King\'s royal advisors and is 
an important interlocutor between Israel and Morocco 
although President of the Moroccan Jewish Community Serge 
Berdugo appears to be play a more significant role as a 
go-between when particularly sensitive issues are at stake. 
Azoulayvs visit to Israel 

Mohammed to visit Israel 

Morocco remains open to deepening engagement with Israel and 
has no complex about public interactions with Israeli 

officials. The GOM also seeks to keep the issue of 
normalization in the Moroccan public eye by periodically 
engaging with Israeli officials 

officials rarely visit Israel. 

Riley 
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the man convicted of leading the hit squad responsible for 
the November 2000 assassination of investigative journalist 
Carlos Cardoso 

Anibalzinho was previously tried in absentia and 

2003 

the murder. In December 2004 

controversial ruling allowing a retrial based on a 
technicality in the law. During testimony on December 1 
Anibalzinho proclaimed his innocence 

plot but did not take part in it. Media coverage on the 

first days of the retrial has been extensive 

interest appears to have waned since the original 2002 trial. 


Column 3 
End Summary 


Background 


2. Anibalzinho organized the November 2000 murder of 
Mozambique\'s foremost investigative journalist 

Cardoso. During the original November 2002 to January 2003 
court proceedings 

remained at large following his September 2002 escape from 
Maputo\'s maximum security prison. He was arrested in South 
Africa on January 30 

just hours after the judge passed down his 28 and a half year 
sentence. Anibalzinho managed a second escape from the same 
maximum security facility in May 2004. He was eventually 
arrested in Canada and once again deported back to Mozambique 
in January 2005 

denied by Canadian authorities (ref B). 


3. Five other individuals were sentenced along with 
Anibalzinho in 2003 

and Carlitos Rashid (the trigger man) 

to Anibalzinho as the one who recruited them and drove the 
car during the operation. Brothers Nini and Ayob Abdul Satar 
and former Commercial Bank of Mozambique (BCM) manager 
Vicente Ramaya were also found guilty and sentenced to more 
than 20 years for allegedly ordering the killing because of 
Cardoso\'s investigation into a USD 14 million bank scandal 
involving BCM. It remains unclear who ordered the killing 
though testimony in the original trial reportedly implicated 
prominent Mozambicans 

Chissano 


Anibalzinho Gets His Day in Court 


4. In December 2004 

controversial decision that overturned the February 2003 
denial for a retrial requested by Anibalzinho\'s lawyer. 
Then-presiding judge Augusto Paulino ruled against the 
request based on his interpretation of a clause in the Penal 
Procedural Code governing retrials for those tried in 
absentia (Note: Paulino ruled that because Anibalzinho had 
been in jail prior to his court date 

retrial. End note.) Late last year 

effectively overruled the decision 

anyone sentenced in absentia to a prison term of more than 
two years should be allowed a retrial (ref B). The retrial 
which began on December 1 at the tenth circuit Maputo City 
Court 

evidence in the case and will not annul Anibalzinho\'s 
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original sentence handed down in 2003. According to 
presiding judge Benvinda Levy 

testimony from at least six men 

Anibalzinho himself. 


5. During an emotional November 22 ceremony marking the 5th 
anniversary of the murder 

stated that the retrial would leave no one untouched and 

would serve to uncover exactly who was behind the murder. 
Cruz and Helder Matlaba 

wounded driver 

from the accused. The Cardoso family is demanding 
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approximately 14 billion meticais (approx. USD 500 
compensation for Cardoso\'s two young children. Manjate 
was shot in the head during the incident and can no longer 
Work 

damages. 


6. During this weekVs testimony 

his innocence stating that he was aware of the murder plot 
but did not take part in it. He admitted to meeting with the 
Satar brothers and Ramaya to discuss a potential Vbusiness 
deal 

involved murder. These statements are in direct 
contradiction to a taped video confession Anibalzinho sent to 
the Maputo City Court during the original 2002-2003 
proceedings 

murder plot. 


Comment 


7. Press coverage of the first days of the retrial has been 
quite extensive 

local and international press. Expectations were that public 
interest would be high; however 

seemed to grab the publics full attention. Most observers 
have little faith that the trial will succeed in uncovering 

the truth behind the murder. With Anibalzinho painting 
himself as an innocent car salesman who would never be 
involved in theft let alone murder 

hope now that any significant revelations will result from 
this retrial. 

La Lime 
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Nation" said union members took the country 
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and its population as hostages. It added 
that the drivers did not act as negotiators 
but gave orders to government 
representatives during the talks. On 
November 3 

of Eid El-Fitr 

prices was an international issue and that 
the population should be patient. He added 
that he called for oil producing countries 
to show some generosity towards poor 
countries. He finished by saying that the 
law will punish those who try to harm the 
security or the stability of the country. 


10. The opposition paper Le Renouveau\" 
reported the death of a high school student 
on October 24 

the demonstration started by the population 
in Belbela. The paper also reported the 
arrest of more than twenty drivers by the 
police. In addition 

President Guelleh of \"fleeing\" to Saudi 
Arabia when the population needed him the 
most and giving instead strict instructions 

to restore order. (Note: Guelleh went to 
Saudi Arabia for Imra 

during Ramadan. End Note.) The opposition 
paper deplored that President Guelleh 
congratulated his police forces and did not 
express regret or excuse for the 
\"assassination\" of the student. Finally 

the Djiboutian League of Human Rights 
condemned the killing of the young man and 
requested the government to investigate and 
bring the perpetrator to justice. 


11. Talks resumed November 16 between the 
government and transportation unions at the 
office of the Ministry of Interior. The 

Ministers of Transportation 

Finance met with union representatives. 

The government favorably answered the two 
main requests of the unions 

decrease in fuel cost and insurance. The 
government promised to decrease the cost of 
the fuel and insurance. With the approval of 
insurance companies 

coverage was decreased by 11.72 percent for 
public carriers 

November 22 

mainly used by buses was decreased to DF 137 
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($0.77) per liter but the regular fuel 

stayed at the same price of DF 231 ($1.30). 
Other advantages included promises of 
participation from union members to the 
administration board of insurances and 
promises of integration of union members 
into the committee in charge of the creation 
of the project to reorganize the public 
transportation sector. 
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Tajikistan" The region's historical importance remains 
relevant today. The Sughd region is an area to keep an eye on 
for political opposition and new economic growth. 


THE NORTH IS EAGER FOR CHANGE 


3. (C) Located approximately 400 kilometers north over a 
series of mountain ranges 

Anzob Tunnel is completed in 2006 

and relative isolation from Dushanbe afford political leaders 
NGOs 

government 

subjects opposition political activists and the general 
population to the same authoritarian pressure as the rest of the 
country. 


4. (C) In separate meetings 

President Rahmonov for his stronghold on power and restrictive 
policies 

Asrorov 

Turayev 

Congress of Popular Unity Movement and critical of the 
government 

Rahmonov\'s regime. Asrorov 

permission to hold public demonstrations 

noted he would not be surprised if the people were to 
demonstrate or rise up against Rahmonov. Bobojon Ikromov 
editor of V'Varorud 

change in the country's future. He reported that Sughd clan and 
business leaders held a series of meetings to discuss whom from 
the North should run against Rahmonov in the later 2006 
presidential election. Regional leaders view Russia\'s warming 
relationship with Uzbekistan as a sign Russia may not support 
Rahmonov in next year\'s election 


relationship between Rahmonov and Karimov. Ikromov mentioned 
Rashid Olimov 

Russia may support in next year\'s presidential election. In the 

last presidential election 
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Abdullojonov 


5. (C) COMMENT: Political leaders in the North are optimistic 
Rahmonov may not be re-elected next year. However 

puts forth a candidate 

geographical divide and southerners by default will vote for a 
southern candidate. END COMMENT. 


KHOJAND AUTHORITIES GO OUT OF THEIR WAY TO PLEASE DUSHANE 


6. (C) Knowing the strain in the north-south relationship 
Dushanbe appointed many southerners to local government 
positions in the North to maintain power. The local government 
is eager to please Dushanbe authorities and employs extreme 
tactics to deliver results. Islomhom Bokkosov 

Institute for Human Rights 

example: police brutality is growing. The government provides a 
financial reward for every crime solved. Therefore 
prosecutor\'s office orders law enforcement personnel to torture 
suspects to extract confessions and \"solve\" cases. They 
reportedly have also rounded up the mentally ill and physically 
disabled and claimed them as suspects. 


TARGETING THE OPPOSITION 


7. (C) In the months approaching next year's presidential 
election 

pressure on opposition political parties and NGOs. Local 
authorities 

activists and organizations opposing government policies to 
harass and formally prosecute. The government targeted The 
Rights of Citizens 

Tajikistan (SDPT) members because they have been successful in 
high-profile cases against the prosecutor\'s office- the majority 
pro-bono 

beleaguered entrepreneurs. The government inspected The Rights 
of Citizens three times in the last four months. Dilbar 

Samadova 

imprisonment and resigned from her position at the local 
university. Her husband 

political affiliations 


8. (C) Another example is the high profile case of Fayziniso 
Vohidova 

diploma (REFTEL). Vohidova is the latest in a series of 
imprisoned political activists. According to her lawyer 

Bakhtiyor Nasrulloyev 

release date. The prosecutor\'s office continues the 

investigation of the case by inspecting her finances. A video 
camera monitors her cell; however 

Vohidova for her service to the community and have been lenient 
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allowing visitors and privileges not afforded to other 
prisoners. The government will likely continue to intimidate 
opponents until it is satisfied there is no one left to 
challenge it. 


BUSINESS IS BOOMING 


9. (C) Businesses in the Sughd region must tackle the same 
problems as others throughout Tajikistan 

high tax rate 

of the businesses visited in Istaravshan cited Chinese 
competition as a serious impediment to growth. Tajikistan is 
trying to move towards a market economy 


and corruption prevent businesses from competing with foreign 
companies. 


10. (C) Despite these obstacles 

and renovating commercial and residential properties 
markets operate until late hours 

Mercedes driving around town. The region\'s largest indoor 
market 

to stave off Chinese competition 

in a separate building outside of this indoor market. In 
addition 

businesses. Hamid Muminov 

construct the market complex and roads leading up to it. 
According to Bakhtiyor Nasrulloyev 

all 400 stalls to wholesale vendors for $100 per month. The day 
PolOff visited 

located on the outskirts of Istaravshan 

other markets in Istaravshan 

complete. Once the area is more developed 

expected to be a bustling center of business. Muminov intends 
to invest in more construction projects in Istaravshan. He is 
the richest man in the Sughd region. Originally from 
Istaravshan 

has ties to LukOil. 


11. (C) In contrast to HamidYs modern indoor market 
engineer of a knitting factory owned by Sayfiddin Turayev 
Inomgon Mamurova 

high taxes 

Without large sums of financial and capital investment 
challenging for a small outfit such as a local knitting factory 

to operate 

businesses could take advantage of the region\'s external links. 
However 

south of Tajikistan. 
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RELIGION CANNOT BE SUPPRESSED IN SUGHD REGION 


12. (C) The influence of Islam is more visible in Khojand and 
Istaravshan than in Dushanbe. Newly constructed and renovated 
buildings take on distinctly Islamic architectural 

characteristics. There are a greater number of mosques and 
madrassas than in Dushanbe. The well-maintained mosques show 
the financial wealth of the region as well as peopleVs devotion 

to Islam. Because of this greater support 

can affect change and defend their rights. 


13. (C) The Islamic Revival Party of Tajikistan (IRPT) is one 
such effective organization. Since the Minister of Education 
issued a decree banning the Muslim head covering 

public education institutions 

Teachers who wear hijab were also forced to resign. Hafiza 
Sodigova 

claimed that fifteen incidents were reported to the IRPT 

many more were unreported. In each case 

the principal of the school 

legal and was able to reinstate the student in all but one. 
Sodiqova complained the fatwah imposed in August prohibiting 
women to pray in mosques and forcing women to remove hijabs when 
taking passport photos is a violation of their rights. She 
commented that restrictions on religious freedom 

from the government or Islam itself 

extremist religious organizations. 


14. (C) The government sees popular religious leaders as a 
threat. Sajid Azamhonzoda 

mosque in Istaravshan participated in February in the U.S. 
International Visitors Program 


Tolerance in America.V In June 

religious freedom at the American Corner in Khojand. Wary of 
his intentions 

interrogated all the students. Since then 

interacted with the students because he fears harassment from 
the Ministry of Security. However 

well attended. 


15. (C) COMMENT: The Sughd region is more politically active 
and defiant than Dushanbe. The governments strict treatment of 
the North furthers the historical north-south rift. Instead of 
controlling the region 

people. The government 

mind-set 

game. END COMMENT. 

HOAGLAND 
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expressed a desire for regular meetings and offered to assist 
with advice and contacts. End Summary 


2. (C) French DCM Franck Gellet met with Poloff on December 4 
to inquire about US policies in Iraq and to present French 
Government views on lraq\'s prospects. Gellet said that the 
meeting reflected French interest in regular meetings and 
readiness to assist with advice and contacts. 


France Not Happy with the Iraqi Constitution 


3. (C) Gellet said the Constitution was defective because it 
did not incorporate Sunni Arab views. Poloff pointed out 
that there is a mechanism to adjust the Constitution after 
the election 

represented in the National Assembly. Gellet then criticized 
the decentralization of power in the Constitution. The 
French feel such a model is not workable - a strong central 
authority is needed 

little experience in democracy. 


Let the Arabs Decide Among Themselves 


4. (C) The Arab League (AL) Reconciliation effort is a good 
start 

issues among themselves. Once the parties realize that the 
Coalition will leave eventually 

seriously with each other. The U.S. cannot really expect to 
make significant progress in stopping the insurgency or in 
resolving the key issues separating the ShiVa 

Kurds 

the USG is very supportive of the AL process and is keeping a 
hands off policy 

the parties will reach resolution on key issues within a 
reasonable time frame. We will continue to dialogue with the 
parties and urge resolution of key issues even as they do so 
among themselves. 


Tactical Error on UNSC Resolution 


5. (C) Gellet said that the USG made a tactical error in 
requesting a one-year extension in the Coalition mandate. 
All the parties in Iraq want the Coalition to stay in Iraq 

for the time being 
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extension 

longer. That would have provided a valuable public relations 
bonus for us with little risk. In times of better bilateral 
relations 

at this time 

misinterpreted. 


The Keys to Sunni Engagement 


6. (C) According to Gellet 

an end to the insurgency and two issues are key -- a firm 
announcement that the Coalition will withdraw from Iraq 
reconstitution of the Iraqi Army 

generals. A timetable for withdrawal is not needed but 
despite the repeated public assurances from the USG 
Sunnis are not yet convinced that the withdrawal will 
actually take place. Poloff countered that our Sunni 
interlocutors raise other serious issues of concern and 
senior former military offices do not expect to be 

reinstated. Such a proposal was unlikely to be accepted by 
the ShiVa and Kurds. Gellet countered that prisoner 
releases are viewed as a sign of weakness by the Sunni Arab 
insurgents and win us little leverage. Even with a direct 
dialogue with Al-Dhari and other interlocutors 

expect a quick end to the insurgency. The insurgents view us 
as occupiers and cannot collaborate with us. Having never 
been occupied 

French can 

neighbors 

instability in Iraq. Gellet warned that the US should not 
destabilize Syria 

destabilization would be far reaching. 

Best Case 


7. (C) Once again alluding to FranceVs experience as a 
colonial power experienced in battling insurgency 

said that the US can find a way to exit Iraq while saving 
face 

In the best case scenario 

but that will require a strong central government. 


COMMENT 


8. (C) Gellet was unapologetic for his views. Despite his 
lecturing tone 

the two Embassies will continue. We will use subsequent 
conversations with his Mission to continue to urge a more 
constructive stance. 
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Book 

state. However 

be published due to a lack of funds. 


3. VHunting helps protected animals 

the animals Latipov refers to is the Marco Polo sheep 
\"protected\" by the Red Book 

horns. Revenues from approximately 40 hunting licenses granted 
each year 

administration for the specific purpose of protecting local 
species. Fearful of losing hunting commissions 

that Western and American hunters are not responsible for the 
decline in number of Marco Polo sheep. Rather 

locals hunt the sheep for food 

alternatives. NGOs are working to establish sustainable 
development alternatives for rural populations 

been able to reach all groups. Latipov estimates that about 

16 

Conservation Society claims the figure is closer to 10 

Latipov acknowledged that the sheep population has dropped 
significantly 

figures. 


4. With the help of the Organization for Security and 
Co-operation in Europe 

environmental law to the appropriate ministries. Latipov 
explained that environmental legislation adopted in 1993 during 
the civil war is out of date 

comply with international law and standards. If parliament 
accepts these revised laws 

environmental protection. However 

resources and motivation to enforce environmental laws. If the 
government does not begin to take environmental issues 
seriously 

magnificent animals like the Marco Polo sheep. 

HOAGLAND 
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of currying voters\' favor. 
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6. Jagdeo pointed to three areas to drive Guyana\'s future 
growth. 


-- Services: Jagdeo supports the tourism sector in 
particular as a promising area for Guyana. 


-- Information & Communication Technologies (ICT): 
Development of the ICT sector depends on Guyana\'s success in 
vastly improving its technological infrastructure as 

described in Para 3. Jagdeo wants to develop an ICT sector 
that can compete internationally and export its services. 


-- Cultivation of the Intermediate Savannahs: Guyanavs 
savannahs lie far south of the coast as the rain forest 
gives way to grasslands traditionally used for cattle 
grazing. These lands are arable but sparsely populated. 
Jagdeo sees an opportunity for their agricultural 
development. 


7. Jagdeo closed his remarks with a firm defense of Guyana\'s 
sugar industry and its future. Unbowed by the European 
Union\'s impending 36% price cut for ACP sugar 

out an ambitious strategy to increase competitiveness. 
Guyana\'s sugar industry aims to lower production costs from 
17-18 U.S. cents per pound to 10-11 cents through aggressive 
investment and modernization. To achieve lower unit costs 
he cited a sugar production target of 400 

sugar per year (compared to approximately 325 

2004). Greater efficiency will yield more sugar from 

existing cane fields 

even more land for sugar production. In the long run 

Jagdeo sees Guyana increasing sugar cane production by a 
factor of three or four. In his view 

support large-scale ethanol production in Guyana. 


Thomas 
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A. Laws and regulations proscribing the worst forms of child 
labor: 


-- Bhutan is not a member of the ILO and 
ratified Convention 182. Bhutan has ratified the UN 
Convention on the Rights of the Child 
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on Prevention and Combating the Trafficking Women and 
Children for Prostitution 

Regional Arrangements for the Promotion of Child Welfare in 
South Asia. 


-- There is currently no minimum age for employment and 
children often work on family farms and shops after school 
and during holidays. It is difficult to quantify how many 
children are working in Bhutan. One approach used by UNICEF 
is to assume that a high proportion of students above the age 
of ten who are not attending school are working. Citing the 
National Literacy Survey of 2003 

to 14 year olds 

for urban boys 

rural boys and 35 percent for rural girls 

that there are 45 

majority of these children work for their families. 


-- During 2005 

and will likely pass 

will specify the kind of work that is permissible for 
children at different ages. 


B. (U) Regulations for the implementation and enforcement of 
proscriptions against the worst forms of child labor: 


-- Bhutan does not have a nodal agency to implement and 
enforce child labor laws. However 

for Women and Children (NCWC) 

issues nationwide and promotes the rights of women and 
children. The Bhutanese Penal Code 

Ministry through the Royal Bhutanese Police 

protecting children from any sort of violence 

child abuse 


C. (U) Social programs to prevent and withdraw children from 
the worst forms of child labor: 


-- In April 2005 

event to address a number of issues affecting children. The 
two groups agreed that Bhutan was free from extreme forms of 
violence against children 

occur. International standards deems any physical work that 

is stressful and at times harmful as abuse 

in Bhutan 

tending to cattle fit into this category. 


-- Bhutan took part in the first ever South Asia regional 
consultation on violence against children in May 2005 
pledging to work with other countries in the region to 
eliminate child abuse in the home 
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and the community. 


-- The RGOB has been successful in removing corporal 
punishment from the school system. 


D. (U) Does the country have a comprehensive policy aimed at 
the elimination of the worst forms of child labor? 


-- The worst forms of child labor are extremely rare 

occur at all in Bhutan. Bhutan\'s rapidly growing school 
System is the most effective deterrent to the worst forms of 
child labor encroaching into the country. Bhutan spent 16 
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percent of its national budget during 2004 on the school 
system 

year. Gross primary enrollment is estimated at a relatively 
high 87.7 percent. Also 

soon to be ratified Labor and Employment Act 
government greater visibility of the problem and expanded 
legal authority to prosecute cases. 

MULFORD 
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third pole of the world economy" after the EU and NAFTA. 
India views closer relations with Japan and a Japanese role 

in South Asian security as a means to take advantage of 
economic opportunities and balance Chinese influence in 
ASEAN. According to DCM Horie 

civil nuclear cooperation with India 

Foreign Ministry and business leaders are waking up to the 
advantages of closer relations with New Delhi. End Summary. 


India and Japan EAS Buddies 


2. (C) Amidst an increasing sense of shared interests 

and Japan are working together over the East Asian Summit\'s 
role in building a regional architecture. As Embassy Tokyo 
has detailed (Refs A and B) 

building block for a future East Asian Community 

adamant that this new architecture include a prominent role 
for India. Noting that China was initially V'not enthusiastic 
about Indias participation in the EAS 

(East Asia) Ashok Kantha told PolCouns and Poloff in a 
December 2 meeting that China was more comfortable with the 
ASEAN Plus Three format 

relayed that many ASEAN countries have stressed to India the 


Column 3 

need for better geopolitical balance in the region 

admitted that these countries are not comfortable voicing 
their opinion in multilateral fora where China is present. 
Kantha listed Singapore 

as examples of countries that tell the GOI privately that 
India needs to be involved to V'prevent China from 
dominating 

formats. Japan has been most supportive of the Indian 
position on the Summit 

meet every other year while the GOI is pushing for an annual 
event. In a December 5 meeting 

told us that Japan is supporting Indias challenge to China 
because it has greater confidence in Indias positive 
democratic influence in Asian stability. Since India joined 
the ASEAN Plus One group 

involved in the region 


The Flag Follows Trade 


3. (C) Looking beyond the EAS 

the advantages of an Asian economic grouping in a recent 
speech to a World Economic Forum meeting in New Delhi. He 
suggested that a Pan-Asian Free Trade Zone could be the 
\"third pole of the world economy" after the European Union 
and the North Atlantic Free Trade Area 

Vnew growth avenues\" for the Indian economy. The PM\'s Media 
Advisor Sanjay Baru is a big-time advocate of this Asia push 
and has spoken in the past of GOI hope that the EAS could be 
the foundation for a regional free trade zone. This long 

term plan raises the stakes on Indian participation in 
architecture building through the EAS. MEA\'s Kantha also 
told PolCouns that India is open to US participation in this 
notional economic grouping. 


Closer Relations Across the Board 


4. (C) In addition to GOJ support of India s approach to the 
EAS 

bilateral relations with India. He indicated that the 

changes have started with Koizumi and are \"percolating down 
the system\" following the Japanese election. DCM Horie noted 
that Japan\'s new Foreign Minister 

proponent of Indo-Japanese ties going back to his tenure as 
Communications Minister 

January in his new capacity. Kantha was optimistic that the 
Foreign Ministry finally understands where India is heading 
and \"starting to change the entrenched stereotypes in the 
bureaucracy.V Kantha credited the common EAS alignment 
stronger economic ties and the joint UNSC effort for driving 
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Japan\'s changing perception of India. He added that the 
Japanese business community still believes that India needs 
better infrastructure 

further Japanese investment in this area. 


5. (C) Horie listed several other factors which have led to 
stronger Indo-Japanese ties 

position on civil nuclear cooperation 

interest in India's economy 

the new Foreign Minister. The Japanese concurrence on Indian 
participation in ITER is the most substantial sign of greater 
leeway for civil-nuclear cooperation 

non-proliferation is historically a bone of contention in 
Indo-Japanese relations. After the Keidanren group of 
business leaders (Ref C) 

Akuda 

November 

big market for Japanese business.\" Mid-size and small 
companies have also become more interested in doing business 
with India 

Horie listed several upcoming visits by prominent business 
leaders. 


Tokyo V'Will Come Around" On Civil Nuclear Cooperation 


6. (C) Kantha expressed appreciation for USG efforts to 
persuade Japan to V'come around" on allowing India to join the 
International Thermonuclear Experimental Reactor (ITER) as a 
partner 

policies are changed to accommodate civil nuclear cooperation 
with India 

Horie explained that he and Japanese Ambassador Enoki support 
greater civil nuclear cooperation with New Delhi 

that Japan needs to treat India as a de-facto nuclear power 

in order to avert an impending energy crisis. However 
explained that the GOJ had its own V'non-proliferation 
ayatollahs\" who resist the Indo-US civil nuclear agreement. 
Horie reported that Ambassador Enoki had used his recent 
consultations in Tokyo to V'send signals" that it was time to 
change Japanese policy towards India\'s nuclear program. 
According to Horie 

looking towards Japan and France as the front runners to 
supply civil nuclear technology. Nevertheless 

that Japanese businesses that export this technology have not 
begun to lobby the GOJ to loosen its regulations 

all discussions have been government to government. Although 
Tokyo had agreed to support India\'s participation in ITER 
predicted that Japan would be one of the last countries to 
support the Indian civil nuclear agreement in the NSG. 
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Comment: A Historic Realignment 


7. (C) While the GOI has proactively reached out to Japan on 
the economic front 

on ChinaWs role in Asia 

nuclear cooperation have occurred more spontaneously 
countries look for a more prominent role and greater 

stability in Asia. Horie indicated that the Japanese would 

like to expand the next Japan-India Symposium to be held in 
Tokyo next February or March to include trilateral 
cooperation with the US. Closer Indo-Japanese interests are 
in Americavs interest 

GOIVs stronger ties with Japan and FS SaranVs recent public 
comments about IndiaVs role as a Vbalancing power" in Asia 
will play out in upcoming regional meetings. 


8. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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ouster of Foreign Minister Natwar Singh 

to Indo-Pak affairs 

dialogue to an already taxed PM Manmohan Singh and the two 
Ministers of State for Foreign Affairs 

strong political profile. NSA MK Narayanan\'s widely reported 
(though unquoted) November 26 criticism in Kerala that 
Islamabad was behind the kidnapping-murder of Indian Border 
Roads Organization worker ML Kutty in Afghanistan -- which 
Defense Minister Pranab Mukherjee later walked back in 
Parliament -- was another tempest in a teacup that reinforces 
the perception of a holding pattern in relations between the 
two capitals. 


Meanwhile 


3. (U) Compared to the national-level backdrop 
Punjab-Punjab relations are progressing well. The earthquake 
had delayed the start of the much-awaited Lahore-Amritsar bus 
service 

according to Minister of State for External Affairs E. 

Ahamed. Also 

linking the Sikh holy places of Amritsar and Nankana Sahib 
(Guru NanakVs birthplace) are set for December 20-21 in 
Delhi. Further south 

connection between Khokhrapar (Sindh) and Munnaboa 
(Rajasthan) are set for December 11-15 with an eye to keeping 
the promised January 1 inauguration date for this important 
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people-to-people CBM. 


A Pilgrimage Resumes After 58 Years 


4. (U) On a more festive note 

Amarinder Singh (India) and Chaudhary Pervez Elahi (Pakistan) 
on November 29 witnessed the largest procession since 
Partition of the Guru Granth Sahib (the Sikh holy book) from 
Amritsar to Nankana Sahib in Pakistani Punjab. The five 
kilometer long procession of approximately 1 

originated in Delhi and will have traveled 700 km by the time 

it reaches the Janmasthan Guru Nanak Dev in Pakistan to 
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install the Guru Granth Sahib. Indian media reports that 
pilgrims showered flower petals on the two chief ministers 
and Indian and Pakistani flags were flown side-by-side at the 
Wagah border to celebrate the occasion. 


Let the Games Begin 


5. (U) Following on the December 2004 World Punjabi Games 
the 2005 contest is set for December 21-27 in Lahore. If 

last years event (Reftel) is an indication 

attended and well received -- in 2004 

athletes convened to test their skills at traditional sports 

-- wrestling 

combining elements of rugby 

Olympic sports such as basketball 


Comment: Progress Continues Despite Terrorism 


6. (C) The people along the India-Pakistan border continue 
to vote with their feet: despite terrorism and veiled 
accusations of terrorism 

estrangement and holidays over hostility. This conclusion is 
borne out by a recent Office of Research Poll showing that 
81% of urban Indians say normalizing ties with Pakistan is 
important 

Political level recognition of this support for rapprochement 
is a major factor in moderating the Indian response to recent 
acts of terrorism. If the divided Punjab is a bellwether of 
the future of Indo-Pak relations overall 

rosy if the governments get with the program. 


7. (U) Visit New DelhiVs Classified Website: 
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1952 in Juticalpa 

Catacamas 

West" of Honduras. He studied (but apparently did not earn a 
degree in) civil engineering at the Autonomous University of 
Honduras (UNAH) in the late 1960s. Out of university 

worked for many years in business 

his wood products/sawmilling business 

director of the Honduran Logging Association. He is seen as 
a slick agro-businessman by some and a down-home farmer by 
others. He entered Liberal Party politics in the 1980s 
becoming a congressman from the Department of Olancho 

he quickly gained a reputation as an outspoken opponent of 
U.S. policy. He was the first to publicly oppose the 

presence of the Nicaraguan Contra insurgency in Honduras 
(1986) 

troops in Honduras illegal. 


2. (C) Zelaya continued in congress until 1994 

named (cabinet-level) Director of the Social Investment Fund 
of Honduras (FHIS) at the beginning of the Carlos Reina 
administration (1994-1998). He served in that position 
throughout the Reina administration and into the Carlos 
Flores administration (both Liberal Party governments). His 
tenure of over five years is by Honduran standards an 
unusually long time for a cabinet minister to serve in the 
same post. During his time at FHIS 

U.S. policy softened 

working relationships with U.S. officials. His term at FHIS 
ended in June of 1999 when then-President Flores required any 
minister that was planning to run for President to quit the 
cabinet 

presidential run. Zelaya\'s 2001 presidential candidacy 
faltered in the primaries 

subsequently lost to Nationalist Ricardo Maduro in the 
general elections) 

within the Liberal Party during the Maduro administration. 
Zelaya subsequently mounted another presidential campaign and 
easily beat a crowded field of eight candidates in the 
February 2005 Liberal Party presidential primary. 


3. (C) Allegations of involvement with drug trafficking and 
other forms of illicit enrichment have cropped up 

periodically since at least 1988 

to substantiate such allegations. During his tenure at FHIS 
that agency was considered to be comparatively well-run and 
effective by local standards. The overall arc of his career 
shows him to be flawed within the range of normal for 
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Honduran politicians 


4. (C) ZelayaWs family tree raises eyebrows. He has three 
younger brothers: Carlos 

deceased). Hector was allegedly involved with drugs 
reportedly was murdered in a crime designed to look like a 
suicide together with his girlfriend 

other men in the 1970s. Carlos 

congressman 

kidnapping of Camilo Giron and Junior Kafati (the son of 
Salomon Kafati) 

1980s). Although he claimed to be innocent 

years in jail in connection with this incident. Zelaya\'s 

parents were Jose Manuel Zelaya Ordonez (now deceased) and 
Hortensia Zelaya 

July 25 

peasants and three clergy 

The massacre reportedly took place on a farm named Los 
Horcones owned by Zelaya\'s father in Olancho. Two military 
officers were convicted in 1978 of murder; the other 
defendants were reportedly acquitted. The incident is 
mentioned in the 1977-1979 U.S. Country Reports on Human 
Rights section on Honduras (Zelayavs father is not 

specifically named). ZelayaVs father was reportedly jailed 

in connection with this massacre 

apparently spending seven years in jail without a conviction. 
There is no evidence that Zelaya himself was involved in any 
of these violent events which were brought to the surface 

again during the recent presidential campaign. In addition 
Zelaya\'s paternal grandmother was reportedly murdered with a 
machete by a workman on the same farm when Zelaya was a young 
child. Zelaya is said to be the one who found the body. 


5. (SBU) Zelaya is married to Xiomara Castro de Zelaya (born 
September 30 

Xiomara 

cites his strongly held religious beliefs in public 

statements. Xiomaravs father is Irena Castro Reyes 
prominent lawyer whose clients include key National Party 
figures: businessman Miguel Facusse and former President 
Raphael Leonardo Callejas among others. Zelaya is related to 
former President Carlos Reina (now deceased) 

Liberal Party. Zelaya does not speak English. 


6. (C) If one was to judge Zelaya\'s future administration by 

his campaign 

organization is concerned. His campaign was often unfocused 
unorganized 

specific V'government plan.\" However 

reputation from his days as a minister and much of the 
disorganization seems to flow from Zelaya\'s friendly cowboy 
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image 

message. Zelaya is widely seen as a charismatic (if 

allegedly intellectually weak) politician whose strengths 

come out in retail politics. He is known as an insomniac who 
does most of his decision-making between midnight and 3:00 am 
and gives little attention to punctuality. 

Ford 
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along\" with the EU position 

and the earlier it could do so 

Vasaryova the closest possible consultation as early as 
possible 

including the Middle East 

added Kosovo as the issue of highest GOS priority. We note 
that the Slovaks have already expressed interest in the issue 
of Syria 

informal chats with them. 


2. (C) COMMENT: Speaking as the Secretary begins her 

travel to Europe 

message was that 

UNSC issue 

into account and possibly take a stance differing from that 

of the EU if the GOS considered it appropriate. END COMMENT. 
VALLEE 
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the British Prime Minister Tony Blair which the paper was 
able to obtain 

Minister Mr. Blair in the White House on 16 April 2004 
President Bush was clear on his determination to bomb the 
headquarters of Al-Jazeera Channel situated in Doha 

the British Prime Minister opposed that inclination as it 
would have created a big problem. Also 

reported on 23 November 2005 the substance of what the paper 
called Wan American official" 

bomb Al-Jazeera Headquarters...if we wanted to put it out of 
action 

from entering it! 


The Government of the State of Qatar received these news with 
great concern and astonishment 

its relations with the United States from the reality of deep 
friendship and alliance. Accordingly 

State of Qatar requests an official explanation of the 

subject as soon as possible because it touches upon the hard 


Column 3 

core of Qatari American relations which the State of Qatar is 
keen to proceed with its development for the interests of the 
two countries. 


While the Ministry awaits the speedy response of the State 
Department of the United States of America 
this opportunity to express its highest considerations. 


End Text. 


2. (C) Embassy understands that this diplomatic note was 
also delivered by Ambassador Al-Khalifa to A/S Welch. 


3. (C) Ambassadors view is that this matter warrants a more 
fulsome USG public response than has been offered to date. 
Such a statement could underscore the absurdity of the 
bombing statement attributed to the President by describing 
the many strong and positive aspects of U.S.-Qatari relations. 


4. (C) Ambassador recommends that our official response to 
the GOQ include the following elements: 1) no attack on 
Al-Jazeera has ever been planned; 2) it is inconceivable that 
any military action would be taken against a friendly nation 
that hosts American military and civilian personnel; and 3) 
The GOQ is aware that U.S. Governments approach to 
Al-Jazeera is to encourage greater professionalism and 
balance in its broadcasts. 


UNTERMEYER 


UNTERMEYER 
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its operations. 


YENI SAFAK/ULKEDE OZGUR GUNDEM/CUMHURIYET/RADIKAL: The He: 
the Istanbul Chamber of Doctors 

three-day inspection in Hakkari 

with the V'Citizens Committee made up of university teachers 
NGO administrators and journalist 

that he hoped the incidents in Semdinli would be brought to 

light and that they would follow the case closely. Radikal and 
Ulkede Ozgur Gundem newspapers reported that the shopkeepers\' 
representatives in Yuksekova told the committee that the 

military applied sanctions on shopkeepers and that charges had 
been brought against them for closing their shops. The committee 
visited the former Rector of the Van Centennial University 

Yucel Askin 


sed by the Planning Institute of Jamaica on November 15 showed that the Jamaican economy stagec 
«e with CEO Thierry Gaiffe as well as Quality Director Nicolas Faussot. Both were very cooperative. 


; about the draft Russian NGO law, and is interested in coordinating with the U.S. on practical measu 
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of the university. In order to prevent Yucel from escaping 
Jandarma mounted an iron grill at the window of the room in 
which he is receiving medical care. 


ZAMAN: It is feared that the Commission that will investigate 

the Semdinli case will encounter the same impediments as those 
encountered in the \"Susurluk Case 

amendments concerning V'secrecy of the state and commercial 
operations have not been made in the TNAVs internal 
regulations. The former SHP (Socialist Peoples Party) lawmaker 
Fikri Saglar said that the V'Investigation Committee" should be 
changed to V'Interrogation Committee\" and articles concerning 
Vstate secrecy\" should be brought to the level of those in 
modern states respectful to the rule of law. While former 
lawmaker Saglar stated that the TNA\'s Committees lacked 
authority to apply sanctions the former lawmaker Sadik 
Avundukoglu 

Mysterious Killings in 1993 

impossible to get any documents or depositions from government 
employees because the public prosecutors from the State Security 
Courts at that time had instructed government agencies in 
writing that employees should not give any information or 
documents to the commission. Avundukoglu stressed that the 
Turkish National Staff 

National Intelligence should not hide behind the V'state secret" 
phrase for alleged involvement in any incidents but help the 
TNA\'s commissions to enlighten them. 


ULKEDE OZGUR GUNDEM: Attorney Yusuf Alatas 

President of Human Rights Association of Turkey 

association would closely follow the process after the Semdinli 
bombing and would form a commission that would follow 

and contribute to the TNA\'s Investigation CommitteeVs work. HRA 
President Alatas said that the association would organize mass 
participation to the Semdinli Case hearings at the Van Heavy 
Criminal Penalty Court and would provide legal assistance to 
victims of the bombing. 


ULKEDE OZGUR GUNDEM: 200 persons out of 622 torture victims 
applied to the Turkish Union of Chamber of Physicians (TUCP) in 
2005 

streets or in open spaces. The TUPC Vice President 

Bakkalci 

torture in open spaces since application of torture has become 
difficult in detention centers because of newly adopted laws. 
Bakkalci said that the state officials applying torture tried to 
legitimize torture by saying V'we are doing this for our 

country. V" Bakkalci said that the United Nations was founded to 
prevent torture and that the Prime Minister Erdogan was not 
sincere in preventing torture because he perceived that 
individuals claiming there was torture in Turkey were 
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terrorists. 


ULKEDE OZGUR GUNDEM: On the occasion of the December 10 World 
Human Rights Day 

Adana Governorate delivered handouts 

reading V'Rights Possessed by Suspects and Inmates\" in various 
places in the town. It is also announced that a conference will 

be held on December 9 because of the occasion. Excerpts from the 
handout: No one can be held as a suspect or criminal for an act 

not considered a \"crime\" per the laws prevailing at the time the 
crime had been committed. No discrimination based on language 
religion 

political-ideology can be made. In those cases where a suspect 

or inmate 

problem through domestic legal avenues 

his rights in the international judiciary. The suspect or inmate 

has the right to a fair trail. The suspect or inmate has the 

right not to be kept under detention for a longer period than 
determined by law and has the right to inform his relatives of 

his detention. The suspect or inmate possesses the right to 

remain silent. The suspect or inmate possesses the right to have 

a lawyer ready while giving a statement or being interrogated. 


ULKEDE OZGUR GUNDEM/EVRENSEL: In a report on PKK 

in the United States 

Kurdish movement weakened the Turkish-American relations. The 
report claimed that a strong US military operation against PKK 

in the short term was not expected 

organizationVs activities in Europe were Vfree.V The report 
stressed that although some countries like England had banned 
PKK 

suggested Ankara 

anti-PKK coordination. 


SABAH: It is reported that the US Justice Secretary asked the 
Turkish Government to send a team to accompany Ibrahim Parlak 
who will be extradited from the United States to Turkey. On 
charges that Parlak had killed one Turkish soldier while 

crossing from Syria to Turkey and had worked for PKK 

asked for ParlakVs extradition from the United States 

sought political asylum. Parlak\'s application for asylum was 
denied for hiding facts in his application. 


ULKEDE OZGUR GUNDEM: The new US Ambassador to Turkey 
Wilson 

was looking forward to presenting his credentials to the Turkish 
President Sezer 

Foreign Minister Gul 

in Turkey in coming weeks. Ambassador Wilson said that he would 
like to advance Turkish-American relations with that countryVs 
leaders and would make a more detailed announcement after 


General Carla Rodriguez and Deputy Director for UN and Multilateral Affairs Luis Carranza on Decen 


¡AID SUBJECT: USAID/OFDA PROGRAMMING IN EASTERN CHAD REF: A) NDJAMENA 0020, B) 
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presenting his credentials to President Sezer. 


RADIKAL: A 25-ton LPG tanker destined from Iskendrun to Iraq 
turned over in Sanliurfa and caught fire as its brakes broke 

down yesterday noon. The tank that launched off from the chassis 
caught fire and LPG spilled in the street caused two empty 

busses and a house to burn. The Sanliurfa-Gaziantep highway was 
closed to traffic more than an hour. 


HURRIYET/CUMHURIYET/YENI SAFAK/RADIKAL: In Sirnak 
people applied to hospitals in the past 10 days because of 
endemic diarrhea attributed to contaminated potable water. The 
Sirnak Governor warned people not to drink water from the city\'s 
water system until a further notice. Cumhuriyet newspaper 
reports that the governor added that diarrhea cases were not 
above the seasons average. Citizens are currently getting their 
water from the natural springs in the mountains. 

REID 
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candidates 

interference" in the electoral process. Al-Khorafi added his 
personal comment that the U.S. does not always \"practice what 
it preaches\" so some distance from the December 15 balloting 
is merited. 


3. (C) Continuing his comments on preparations for the 
elections 

Iraqi people) are all hopeful.\" He expressed his \"pleasant 
surprise" that all groups were involved in the electoral 
process and said they really were doing their best. He was 
pleased that the groups were also preparing to negotiate 
political participation if they do not achieve their 

electoral goals. 


Timing was Right for Release of National Iraq Strategy 


4. (C) The Ambassador disputed Al-Khorafi\'s 
characterization of U.S. involvement in the Iraqi elections. 
He acknowledged the difficulty of the process and the 
complications resulting from some sectarianism among the 
security forces. Nonetheless 

to ensure a fair process in which all voices were heard. He 
further reviewed for the Speaker the National Strategy for 
Victory in Iraq 

President's November 30 speech and a copy of the strategy 
(reftel). Al-Khorafi said the President\'s speech came at the 
right time 


VULATIVE BALANCE NUMBER TITLE ALLOTMENTS OBLIGATIONS --------------------------- 
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U.S. intention to see Iraq V'through until the end.V He added 
the UK Prime Minister Blair's speech was also needed. 


Listen to Iraqvs Neighbors 


5. (C) Commenting on regional support for the Iraqi 
Transitional Government 

that the U.S. should not depend on the Arab League. He was 
critical of the recommendation from the recent AL meeting in 
Cairo to meet in February in Iraq 

meeting should have been held in Iraq." The Ambassador 
stressed the importance of the support of Iraq\'s neighbors 
and Al-Khorafi concurred 

concerns of neighboring states. Al-Khorafi also mentioned 
the advice he had given Iraqi leaders 

emphasized to Foreign Minister Hoshyar Zebari that stability 
in Iraq would promote stability in Iran. He also encouraged 
the FM to travel to Saudi Arabia and meet with King Abdullah 
so that information on Iraq had a source other than Saudi FM 
Prince Saud. 
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concerns by calling into question his resolve regarding his 
pledge to honor the GOH agreement with the IMF to reform 
teachersY wages and benefits. Worse 

nominated as his new Minister of Education Rafael Pineda 
Ponce 

highly-problematic teachers\ benefits bill. In his press 
conference 

speculating that acceding to teachersY demands could be paid 
for from debt forgiveness savings -- a tactic that could 

violate both the terms of Honduras\' HIPC debt relief and of 
the GOH\'s agreement with the IMF. As soon as Zelaya is 
officially declared the winner 

his team on this issue to stress the risk such proposals pose 
to the significant advancements the GOH has made over three 
years of relative fiscal austerity. End Summary. 


2. (C) Both Post and the International Monetary Fund are 
increasingly concerned by the tenor and substance of comments 
by presumptive Liberal Party president-elect Manuel \"Mel\" 


ICAL COUNSELOR ROBERT S. FORD, FOR REASONS 1.4 (B) AND (D). 1. (C) SUMMARY: The It 


most recently an informal group organized a demonstration condemning the July 2005 attacks in She 
AGS: EAIR, ECON, KTDB, YM, ECON/COM SUBJECT: ROUND 3: BOEING VS. AIRBUS: AMBASS. 


Column 3 

Zelaya Rosales concerning the politically and economically 
sensitive topic of teachersY wages and benefits. (On 
December 2 Ambassador and EconChief spoke with IMF Resident 
Representative about this issue.) In a November 30 press 
conference 

teachersY union in December to V'revise all policies in the 
education sector.\" He went on to say that the FY 2006 budget 
(drafted but not yet approved by Congress) would be reviewed 
\"so that all the programs we want to pursue are included in 
the budget...the same for negotiations with the teachers this 
month 

which will also be discussed this month. V 


3. (C) These remarks follow on stronger comments (reftel) 
from September 22 

not only his support 

teacher\'s benefits law.\" This law 

de Docentes 

established in 1997 under the Reina Administration (Liberal 
Party) benefits outside the normal civil service wage scale 
that increase at multiples of the established increases in 
minimum wage. The resulting exponential growth in wages has 
wreaked fiscal havoc 

approximately six percent of GDP a few years ago to nearly 
eleven percent in 2005. As part of its agreement with the 
International Monetary Fund 

plan by 2005 for incorporating these benefits into the normal 
wage scale 

economic team went to great pains following Zelaya\'s 
September 22 remarks to reassure Post and the IMF that 
Zelaya\'s comments did not foretell a breaking of faith with 
the IMF over this issue. 


4. (C) On Wednesday 

candidate Rafael Pineda Ponce announced he had accepted 
Zelaya\'s offer to serve as Minister of Education. Pineda 
Ponce was formerly Minister of Education and was President of 
Congress in 1997 -- when he co-sponsored the offending 
teachers\' benefits law -- and has been a staunch defender of 
the benefits package ever since. Pineda told reporters on 
November 30 that the Zelaya administration would seek to 
satisfy teachers\' wage and benefits demands dating back as 
far as 1997. This would result in an unbudgeted outlay that 
would cost the GOH an estimated 550 million lempiras 
(approximately USD 29 million) according to press reports. 
Asked where he would get such funds 

the debt service payment savings that resulted from recent 
HIPC-related debt forgiveness. 


5. (C) In a December 1 conversation with EconChief 
Bank official emphasized that reform of the estatutos is not 


[rade and Development Agency (USTDA) contractor Judy Chang found that U.S. companies may ha 
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just a fiscal issue 

and delivery of service perspective. Pay and benefits should 
be tied to performance 

entire sector should be crafted. While Pineda\'s remarks 
Vraise concerns 

as a continuation of the campaigns rhetoric 

victor has not yet been declared. Moreover 

spending decisions are not made by the Minister of Education 
in any case 

until the Ministry of Finance makes a policy pronouncement on 
this issue it is still just one Minister thinking out loud. 

As for use of HIPC funds 

that poverty alleviation could be accomplished even with some 
spending on recurrent wage expenses 

needed to be tied to reforms that encouraged the educational 
system to produce better results. Simply approving a 
sector-wide wage hike would certainly violate the spirit of 
HIPC 


6. (C) Comment: Though not yet even officially the 
President-elect 

political hot potato 

in Honduras and -- in the worst case -- risking the ire of 
donors who are in the process of concluding debt forgiveness 
agreements. By pandering to the teachers 

future administration to dangerous political pressures 

as those that led to a 33-day teachers! strike in 2004 

which President Maduro never fully recovered. If Zelaya 
Seeks to implement this policy 

fund it. Under HIPC rules 

poverty alleviation. While a poverty alleviation program can 
include spending in the educational sector 

should not include recurrent expenses (such as wages and 
benefits). If Zelaya used debt forgiveness funds for an 
across the board salary or benefits increase 

be in violation of HIPC. 


7. (C) Furthermore 

contravenes the GOH agreement with the IMF and the oral 
pledge made by Zelaya to IMF Western Hemisphere Director 
Anoop Singh in a March 2005 meeting also attended by 
President Ricardo Maduro and National Party presidential 
candidate Porfirio \"Pepe\" Lobo. When added to revenue losses 
from the December 2005 end of parastatal telephone company 
Hondutel's monopoly and potentially sharp revenue losses from 
proposed cuts to fuel taxes 

could plunge the GOH into greater fiscal deficit 

recent progress 

wage costs not only for teachers 

and nurses as well. 


scandals involving foreign labor and shady financing, Kaohsiung\'s Mass Rapid Transit (KMRT) subw: 
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8. (C) Comment continued: Zelaya\'s comments are troubling 
and are made more provocative by his nomination of Pineda to 
the head the Education Ministry. With Pineda in charge 
reform of the estatutos will be much more difficult 
consequent risks to the IMF program here. The IMF will 
grapple with this issue at its Board meeting on December 16. 
In addition to the fiscal impacts of these proposals 

Fund also notes that the policy intentions spelled out in GOH 
documents currently before the Board apparently do not 
reflect the policies of the incoming administration. While 

the HIPC debt relief has largely been signed and delivered 
already 

to discuss debt relief offers an excellent opportunity to 

send a strong signal to the new Zelaya administration that we 
expect continued dedication to fiscal discipline and genuine 
efforts at poverty alleviation. 


9. (C) Comment continued: Post will raise the issue of 

fiscal discipline with the Zelaya camp as soon as possible. 

For the moment 

winner of a contentious and slow electoral process. Neither 
Post nor the IMF can therefore engage Zelaya on issues of his 
policies or cabinet selections without de facto recognizing 

his victory and risking upsetting a tense political 

cease-fire between Zelaya and National Party presidential 
candidate Pepe Lobo. End Comment. 
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first PSI exercise with a land 


4. The general aim of exercise V'Anatolian Deer\" is to test 
and develop; 1) information exchanges on the national and 
international level; 2) political decision-making and 
consultation process; and 3) operational and legal framework 
within the PSI context. 


5. The United States 

intention to participate in the exercise as an active 

players. As of the end of November 

country that has made a commitment to participate. In a note 
dated 18 November (text in para 7) 

all players/observers for the exercise be identified by the 

end of December. (Comment: The level of participation will 
assist the GOT exercise planners to properly construct 
details of the exercise to properly incorporate available 
assets into the exercise.) 


VE BUT UNCLASSIFIED 1. (SBU) Summary: Deputy Prime Minister Vu Khoan raised the following p 


i the USG and to Ambassador Bolton for successfully securing a consensus at the UN Security Coun 
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6. Action Request: We request guidance on how to respond to 
the TurkVs request for greater detail on our participation in 

the May 2006 PSI exercise. 


7. Begin text of Diplomatic Note Inviting U.S. participation: 


The Ministry of Foreign Affairs of the Republic of Turkey 
presents its compliments to the Embassy of the United States 
of America and has the honour to inform the Embassy of the 
following: 


Turkey will be hosting the PSI exercise V'Anatolian Deer\" on 
24-26 May 2006. Administrative details will be provided in 
due course. 


The exercise will consist of two stages. The CPX 
(Command-Post-Exercise) part will take place on 24 and 25 May 
2006 in Ankara 

take place in Antalya on 26 May 2006. 


Participating delegations may join the CPX part of the 
exercise either from their respective Embassies in Ankara or 
from their capitals. All delegations are expected to arrive 

in Antalya on 25 May 2006. 


The exercise will be concurrently focusing on land 
well as on maritime interdiction scenarios. 


Participating delegations are kindly requested to state 
whether they wish to participate in one or both stages of the 
exercise and also the anticipate level of their contribution. 


The United States is invited to join the exercise which aims 
to enhance action readiness and cooperation among national 
institutions 

between participating states in order to counter illicit 
trafficking and proliferation of biological 

nuclear weapons 

be used to produce such weapons or delivery vehicles to 
terrorists and countries suspected of trying to acquire 
weapons of mass destruction (WMD). 


The Ministry thus kindly requests the Embassy to forward the 
invitation to its relevant authorities and inform the 

Ministry of the US authorities\' intention to participate in 

the exercise before the end of December 2005. 


The Ministry of Foreign Affairs of the Republic of Turkey 
avails itself of this opportunity to renew to the Embassy of 
the United States of America the assurance of its highest 
consideration. 


‚a, resulted in 30 arrests on November 28 and the breakup of a smuggling network responsible for m 


GOV, PREL, PINR, KDEM, AF SUBJECT: INTIMIDATION FORCES VILLAGERS TO INCREASINGI 
. 12958: N/A TAGS: PGOV, PREL, PINR, KDEM, AF SUBJECT: KANDAHAR PROVINCIAL COUNCII 
e (CSC), a beaming Vice President Lu Hsiu-lien announced to the media that the CSC had unexpect 
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Ankara 

End Note 
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in Budapest 

Slovaks had tried to calm down the Poles before the Budapest 
meeting 

traitors\" on this issue. 


Enlargement a Top Priority 


5. (C) Regarding the agenda for the December 12 GAERC 
Dutkova said enlargement was a priority for Slovakia. Some 
members 

to ratification of the constitutional treaty and the budget. 
However 

issue for the EU to deal with. The GOS sees potential EU 
membership as an indispensable motivating tool for reform in 
the Balkans and Ukraine 

Minister Dzurinda\'s November statement in Germany 
spoke about the EU taking a pause from enlargement 
Vunhappy interpretation." That statement was not 


representative of SlovakiaVs policy. 
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due to the growing influence of Sunni fundamentalists and 
ZarqawiVs influence on youth throughout the region 

Ali counseled that V'there would have to be more blood shed in 
IraqW before the general public called for peace and the 
violence ended. The General wanted to clear the air over 
misperceptions that his interest in Iraq was focused only on 
southern Iraq due to his ties to the Shi'a community. The 
former chief of staff also described himself in the order of 
Kuwaiti 

insight as to how he views his loyalties and how effective he 
might be if he served in Iraq. A readout of his November 
29-December 1 trip to Baghdad will be coming septel. End 
Summary. 


ole North Korean Illicit Financial Activity (reftel). Kanal assured Emboff that His Majesty\'s Governme 


onal Assembly Speaker Jassem Al-Khorafi during a December 5 meeting. Al-Khorafi reaffirmed that 
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HOC Will Be Around in 2007 


2. (C) General Ali opened the meeting by stating that when 
he came back from medical treatment for early-stage prostate 
cancer in England in August 

the HOC gone 

the ministries of the Interior (MOI) 

Foreign Affairs (MFA). Instead he was surprised to find that 
the HOC would remain 

separate offices within those ministries 

retain all administrative control over its authority (ref b). 
Seated in his office within the MFA\'s Consular Affairs 
building in the industrial area of Shuwaikh 

that he initially doubted the separation of the HOC would 
Work 

continue HOC\'s missions inside of Iraq. The HOCVs 
humanitarian mission continues in both in medical evacuation 
and treatment cases as well as funding health centers and 
schools. The General said that he expected the HOC to be 
able to make valuable contributions to IraqYs people until 

Vat least\" 2007. 


3. (C) Beginning in early 2004 

three-month extensions to continue its work (ref c). General 
Ali admitted that the Council of Ministers failure to grant 
longer extensions annoyed him 

extension 

2006 

took previously. Stating that it was the Foreign Minister 
Shaykh Dr. Mohammed Al-Salem Al-Sabah 

inV in the past 

him travel to Iraq when necessary 

necessity of his travel. General Ali has traveled to Iraq 
over half a dozen times since 2003 and visited Baghdad as 
recently as November 29. 


Ambassador Ali? 


4. (C) On his candidacy for ambassador to Iraq 

was blunt: he claimed that the FM had approached him 6 months 
ago and asked if he would accept the ambassadorship. The 
General replied that he \"did not seek out any more glory\" and 
would only V'accept the job if his services were needed by the 
State of Kuwait." Intimating that he found the HOC job 

enough of a challenge 

candidate for the job but that he had dropped out after being 
given an ambassadorship to another country. General Ali went 
on to say that the FM then told him that his nomination had 


INISTRATOR NATSIOS Summary ----------- 1. (SBU) President Karzai and AID Administrator Natsic 
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been discussed with MP Mohammed Jassem Al-Sager 
Foreign Affairs Committee 

Kuwait\" that he was asked to go to Baghdad. 


5. (C) General Ali voiced concerns over the quality of life 
issues in Baghdad 
if the USG could make space for the Kuwaiti Embassy within 
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the Green Zone 

\"comfortable.\" He added that he had been investigating 
security firms which could provide bodyguards for him in 

Iraq. According to Iraqis to whom he spoke 

all provide at least one Kurd bodyguard because the V'Kurdish 
will not have a problem shooting an Arab while an Arab might 
have a problem doing so 

behind it and would look to ensure that he had a Kurd or 
other non-Arab in his security entourage. 


Kuwaiti First and Foremost 


6. (C) When discussing how General Ali identified himself 
the General insisted that he was first and foremost Kuwaiti 
and pledged to defend the Constitution of his country. He 
would then consider himself Arab 

ShiVa. V'So you see 

only 25% of me. The rest is the order that | just told you. V 
The former Chief of Staff criticized those who said he 
focused only on his ShiVa \"brothers\" stressing that his 
travel for the HOC included the Kurdish north as well as the 
Sunni Triangle and that he tried to ensure donations from the 
GOK were spread fairly around the country. Ali said that the 
GOK may have given Najaf 5 million dollars in aid 

he was also able to get Fallujah 3.5 million dollars as well 
(through private donations) 

of former BaVathist military officers. V 


Have Guard 


7. (C) General Ali has traveled extensively through Iraq 
criss-crossing the country since Coalition troops went in 
during spring 2003. He remarked that he felt safer in 2003 
when he traveled in an Iraqi-owned car with a couple of 
Iraqis as his guards 

in between 

in the company of U.S. troops. He added that he was able to 
meet with a number of Iraqi local leaders 


cember 3 to 12, 2005. Purpose of the visit is to attend and give a presentation at the 16th Internation 
)05. Purpose of the visit is to inspect one medical device manufacturer for compliance with FDAs Go: 
ravel to Dublin, Ireland, from December 11 to 19, 2005. Purpose of the visit is to serve as a chairmar 
1ber 15 to 16, 2005. Purpose of the visit is to perform surveillance on World Airways in accordance w 
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1. (C) Iranian Energy Minister Parviz Pattah is currently visiting Armenia to inaugurate th 


eva presently and will represent Finland if the protocol comes to a vote. The Finns believe that the prt 
ocratic Republic of Congo (FARDC) arrested December 5 Justin Ngole Dalo, also known as Koliba, fi 
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Ayatollah Al-Sistani. 


ShiVa and Sunni Relations 


8. (C) General Ali spoke of his concerns of a faltering 
relationship between Kuwaiti Sunnis and ShiVas. He said 

there was an increase in the allowance of takfiri ideology 

within Kuwait and that an unidentified Kuwaiti MP had spoken 

in defense of a Sunni Imam who preached takfiri ideology. 
(Note: \"takfir\" refers to the practice of accusing others 
including some Muslims 

death in some extreme interpretations of Islam. End note.) 
According to the General 

restrictiveness of the fundamentalist Sunnis began in the 

1960s when Gamal Abdul Nasser in Egypt cracked down on the 
Islamic Brotherhood (aka Muslim Brotherhood) and many of them 
moved to the Gulf 

that a number of Saudis have also moved into Kuwait since the 
1980s 

Evidence of this could be seen during prayertime 

Sunnis cross their arms to pray 

did in the past 

that the Government has done little to stop it 

now having problems." 


9. (C) Going on to talk about the attack on a Shiva mosque 

in Jahra on October 7 (ref a) 

in Jahra is surprising only because it did not happen (here) 
before.\" General Ali pointed out that the attack was possible 
Vonly in an atmosphere of tolerance for such action 

that excess money and fundamentalist influence among Kuwaiti 
youth made it possible. V'The Government must watch out. You 
cannot stop this type of thinking after it has spread across 

the country 

Zarqawi and others in Iraq was spilling over to Kuwait. 

General Ali advised that Zarqawi was not only receiving aid 

from Jordan and Syria but from other neighbors (read Iran) 

and that his influence would only grow in the near term. The 
General commented that the region would have to see and shed 
more blood before the people V'had enough" and called for true 
peace. 


Bio Note 
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10. (C) Bio Note: Lt. General Ali was known to keep a cadre 
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of ShiVa officers close to him during his time as Chief of 
Staff (March 1991 - December 2002). This led to animosity 
within the upper military ranks which echoes today. A recent 
purge of intelligence officers within the J-2 office at the 
Ministry of Defense in April saw all of the ShiVa officers 
reassigned elsewhere. In addition 

told poloff that the reason the HOC cannot get longer 
extensions is because many Kuwaitis are uncomfortable with 
Ali 

family was originally from Saudi Arabia. He is married with 
five children 

works in the Ministry of Defense 

Foreign Affairs 

daughter is married to a Finn and lives in London. His 
younger daughter lives at home. Ali speaks English fluently 
and was trained in the U.K. He received treatment for 
prostate cancer in July 2005 in England. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


46850 

this recommendation depends primarily on progress with the 
public finance reform and other reforms directed at 
increasing the flexibility of the Czech economy 

particularly that of the labor market.\" 


5. (C) CNB\'s Erbenova and Singer both noted that a small open 
economy such as the Czech Republic naturally has much to gain 
by adopting the euro 

in to it. Singer explained that it is best to work out the 

kinks now before joining the eurozone; it would be much worse 
for the Czech Republic to fail to meet the convergence 

criteria two years after adopting the euro. Erbenova 

stressed the need for structural reforms before the Czech 
Republic adopts the euro to make the economy more flexible 
especially in the labor market 

going in the opposite direction. She added that the CNB was 
\"increasingly queasy\" about adopting the euro in 2010 
although the CNB has remained silent about its queasiness in 
recognition that the euro is a political decision. Erbenova 
confessed that if the ruling left-center Social Democrats 

(CSSD) were to win in the June 2006 elections and reform 
continues to be stalled 

relationship would be strained. 


Column 3 


6. (U) The opposition center-right Civic Democrats (ODS) does 
not believe the Czech Republic should adopt the euro until 
2012 - 2013. In fact 

most vocal euro-skeptics on the continent 

to say that the Czech Republic should wait until the 

inevitable crash of the euro system in 10 - 15 years (per 

reftel C 

policy 

integration a la the EU constitution 

monetary policy is too high to maintain). Other ODS members 
including shadow Finance Minster Vlastimil Tlusty 

the following eurozone preparation scenario: drastic cuts in 
taxes 

which would provide needed pressure and incentive to 
subsequently drastically cut expenditures. Such radical 

ideas make analysts understandably nervous. 


7. (U) Economists point to indexation and mandatory spending 
as the two main culprits requiring reform to establish fiscal 
discipline. The GOCR\'s budget is a cyclical budget 
indexed to the previous years budget instead of to the 
previous year\'s spending levels. In addition 

expenditures has been increasing since 2002 elections. In 
2006 

expenditures 

Pensions 

up 40 percent of the 2006 budget 

increase from 2005 

rate of economic growth. The joint report on eurozone 
prospects (para 4) states that the temporary decline in the 
government deficit to 3 percent of GDP in 2004 cannot be 
regarded as sustainable 
would be able to fulfill the Maastricht convergence criteria 
for public finance sustainability is by 2008 

reforms continue. 


8. (U) Charles University economist Schneider explained that 
the \"living minimum standard\" of the Czech social welfare 
system guarantees a certain level of benefits (by topping off 
unemployment benefits or by paying the entire sum) 

both fiscal and labor flexibility implications. The GOCR 
spends about CZK 56 billion (USD 2.33 billion) per year on 
social benefits (about 3 percent of GDP). The \"living 
minimum standard" benefits received by a family of two 
parents and one child is just below the net average wage of 
Czech workers while the benefits received by a family of two 


ing outside Jordan with King Abdullah, DCM contacted Dimai Haddad, director of the Foreign Ministe 
ada\'s delegation to the Geneva conference. She said that Canada has worked hard to support the a 
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parents and two children is slightly above the net average 
wage. Schneider noted this reality explains why low wage 
workers are so difficult to hire in the Czech Republic 
frequently heard from private companies. Schneider added 
that because the Czech labor code provides such generous 
benefits for all employees 

low in the Czech Republic. Comparing the situation to the 
rest of Europe 

of Czech social benefits is not the highest in the Europe 
but the standard of qualifications and enforcement of those 
benefits criteria is one of the loosest in Europe. The Czech 
labor situation and implications of the new draft labor code 
is reported reftel B. CNB contacts agree the flexibility of 
the Czech labor market has worsened since 2003 

issued its previous assessment of the Czech RepublicVs 
eurozone prospects. 


9. (C) Economists also believe that the inefficiency of the 

Czech government is another key vulnerability for public 

finance. CNB\'s Deputy Governor Niedermayer pointed to the 
current fiscal position -- where the Finance Ministry seems 
unable to fulfill its own promised budget deficit -- as 

evidence. Patria Finances Marek pointed to the lack of 
transparency of the Czech fiscal statistics 

Consolidation Agency as an example of something that sometime 
is and sometimes is not on the books as a government 

liability 

something that sometimes is and sometimes is not on the books 
as a budget revenue source. Dr. Schneider 

Public Finance at Charles University 

of required audits for government ministries as one glaring 
problem. 


10. (C) At end-November 

budget surplus (CZK 200 million or USD 8.3 million) 

3.4 percent of GDP deficit (CZK 93.7 billion or USD 4 
billion) in 2004. In October 

was CZK 15.2 billion or USD 633 million. Instead of saving 
or investing the surplus 

to spend it as fast as possible 

deficit ceiling approved in the 2005 budget. The CNB 
attributes the unexpected fiscal surplus to increased tax 
revenues resulting from this year's VAT harmonization with 
the EU and better than forecasted economic growth. Noting 
the GOCR would have to spend CZK 100 billion during the last 
quarter of 2005 to reach the deficit ceiling 


ent Venetiaan announced in an appearance before the National Assembly on December 6 that Surin: 
1ternational Organizations Division Director J. Van Glaanen-Weygel, and learned that the Governmer 
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criticized the Ministry for overstating the potential for a 

budget deficit and doubts the government could achieve a 
deficit even with significant one-off spending. Others at 

the CNB and most economists assume the GOCR will meet its 
deficit ceiling. 


11. (U) Parliament approved the 2006 budget on December 2 
and its basic parameters are: expenditures of CZK 958.8 
billion 

of CZK 74.4 billion (3 percent of GDP). CNB Vice Governor 
Singer criticized the planned deficit 

was a time to lower the government deficit 

the economy is at its peak. More significant than the 

budget 

which has not yet been presented to Parliament and is 
routinely approved separately from the regular budget. The 
extra-budgetary funds will likely include transportation and 
infrastructure projects 

billion (USD 833 million). Given the current economic boom 
and June 2006 Parliamentary elections 

the extra-budgetary spending to be \"expansionary\" and even 
bigger than usual. Post will report on the budget and the 
extra-budgetary fund via septel. 


12. (C) COMMENTS: It is the governments job not only to take 
credit and bask in the glow of rosy macroeconomic figures 
but also to look ahead and take steps to minimize the effect 
of an inevitable cyclical downturn in the economy. It would 
behoove any country to undertake costly reforms during the 
good times when the impact of reform is felt less than during 
hard times. However 

political scandals that resulted in three Prime Ministers 

within two and a half years 

statistics 

and has all but neglected those duties. Instead 

continues to pin all of its future economic prosperity on FDI 
inflows. This kind of all-too-common shortsightedness has 
been criticized by the CNB and leading economists but so far 
has fallen on deaf ears. As the joint report on the Czech 
Republic\'s eurozone prospects states 

monetary policy will mean that the adjustment of the economy 
to shocks will place higher demands on other adjustment 
mechanisms -- primarily the stabilization function of public 
finances 

to absorb shocks. The Czech are clearly failing to learn the 
lesson from the examples of Germany and France 

lack of such flexibility has resulted in prolonged economic 
stagnation. 

CABANISS 
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of the security services). Some civil society activists get 
around the strict laws by identifying themselves as a 
publishing house 

rather than as an NGO (e.g. Etana Press 

Salam). Others 

stay beneath the radar screen 

very small groups and holding them in private homes. 


6. (C) There are also laws restricting NGO\'s from receiving 
funds from foreign government sources. While organizations 
use a variety of financial subterfuges 

sometimes looks the other way 

moment use these laws 

an organization or intimidate its supporters Sometimes the 
mere suggestion from \"a friend\" of the regime that the 
current environment is not right for a USG-sponsored project 
is enough to frighten already-cowed NGO leaders into 
returning USG funds. This happened recently when acting 
Tharwa Project head Samer Ladkany notified PD that he would 
be returning nearly USD 20 

being told by SARG proxies that the project -- "Successful 
Democratic Transitions in Multicultural Societies!" -- was 
ill-timed and unacceptable with respect to content. Abdul 
Salam 

proceed with the parts of his project relating to the 
publication of essays and exhibition of photographs 

the SARG interfered to heavily censor content. The source of 
the funding was not raised 

additional irritant to the SARG. 


7. (C) INTERNALIZING THE REPRESSION: Because of the level 
of SARG suppression and surveillance 

suspicion and paranoia among civil society activists about 

the independence of others in the movement. Activists fear 

being reported by colleagues to the security services 

can threaten imprisonment or closure of their organizations. 

These internalized fears also keep civil society weak and 

fractured. 


8. (C) SECULARISTS VERSUS ISLAMIC GROUPS: Among civil 
society activists and NGOVs 

cleavages 

(There are other more arcane ideological disagreements 
factional in nature 

communists groups in Syria.) Much of the driving force 
behind the modern development of civil society in Syria has 
come from the left 

of other leftists -- nearly all of them very secular -- 
channeling their energies away from a direct focus on 
politics and towards building civil society. The most 

glaring weakness in civil society on the left side of the 


y: According to the results of a November survey conducted by the University of Costa Rica\'s (UCR) 
int for Human Rights Bert Theuermann, who has responsibility for this portfolio. Theuermann said he 
\ 1.4 (B) AND (D). 1. (C) We delivered oral demarche points to Foreign Affairs Deputy Directors Chri 
D 1.Summary: Following many delays, MINUSTAH, the OAS, and the Provisional Electoral Council 


2 and d). (C) Per Ref A para 2, Post believes the GOC is not likely to react positively at this late stag 
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equation is the lack of any significant grass roots support. 

(It is this recognition that drove many of the most 

perceptive leftists to guardedly embrace a re-tooled 

moderate Muslim Brotherhood 

Because the SARG has long feared any secular alternatives to 
BaVathism 

to such groups. 


9. (C) SARG SUPPORT FOR ISLAMIC GROUPS: To counterbalance 
these secular groups (and to counter the influence of Islamic 
fundamentalists 

upstart Wahabi/Salafists) 

provided funding and encouragement for moderate Islamic 
institutions 

These Sunni organizations include Salah Kuftaro\'s Abu Noor 
Institute (founded by his deceased father 

Mufti of Syria) and MP Mohammed Habash\'s Islamic Studies 
Center. There are also civil society activists 

former Islamists 

perspectives 

human rights activists in Syria. 


10. (C) DAMASCUS DECLARATION A CEASE-FIRE DOCUMENT: Betweel 
the secularists and the Islamic activists 

suspicions 

priorities 

the middle are a key group of moderates -- those who brokered 
the Damascus Declaration in October -- who seek common cause 
so as to strengthen their efforts and ability to resist SARG 
repression. While the Declaration is a powerful bridging 

device 

many of the differences between these two groups remain 

will complicate any effort to forge a civil society consensus 

in the future. 


11. (C) A DIVIDE OVER USG SUPPORT: A completely different 
somewhat ragged 

working with the U.S. and those who are suspicious of USG 
intentions and do not want to be associated with American 
policy or projects. For every Kamal Labwani or Anwar 
al-Bunni 

but are generally well disposed to the U.S. 

who are more hostile and deeply skeptical about any benefits 
that could accrue to Syrian civil society (and to a better 
future in Syria) from cooperating with the U.S. Some of 
these 


12. (C) While some attribute the cold shoulder Labwani got 
from civil society and the opposition upon his return from 
the U.S. to the nationalist political climate that the regime 
stirred up in Syria post-UNSCR 1636 
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from this long-standing suspicion of U.S. intentions and 
skepticism about the benefits of cooperating with Washington. 
Some activists like MP Mohammed Habash assert that there is 
no problem in accepting USG help 

with the SARG in a transparent way in any effort to assist 

civil society. Otherwise 

society and will not work. 


13. (C) RAGING JEALOUSIES; DYSFUNCTIONAL MANAGEMENT CULTUI 
Certainly 

rivals struggling for influence. That reality 

highlights yet another divisive element in Syrian civil 

Society. Leaders of these organizations tend to be 
one-man-bands 

organizations 

accused Labwani of opportunism in portraying himself -- they 
believe unfairly -- as a prime mover behind the Damascus 
Declaration. Few demonstrated any ability to look beyond 
that arguable proposition and recognize that LabwaniVs 
powerful articulation of their cause with senior USG 

officials 

could be beneficial. Ethnic 

divides often exacerbate personal or organizational 
jealousies and make it more difficult to make common cause in 
Syria. An institutional culture that emphasizes leadership 
and initiative only at the top of an organization 

than network-building and delegation 

this weakness. In addition 

lack of networking or even familiarity among civil society 
leaders. At Embassy social gatherings 

sometimes meet each other for the first time. 


14. (C) PARTIES OF ONE: Many who are identified as active 
in civil society tend to be independent intellectuals like 

Michel Kilo or artists like film director Nabil Maleh 

example. They have no followers 

just readers or viewers. (And they often clash in private 

and in print about their views.) 


15. (C) CIVIL SOCIETY VERSUS THE OPPOSITION: Finally 
is a divide of sorts between civil society and the political 
opposition in Syria. Political activists like Hassan 

Abdul-Azim and Riyad Turk 

opposition coalition (tolerated by the SARG) 

involved in politics 

focus on more parochial activities. There are lots of 

overlaps 

hats 

banding together to sign each others\' petitions 

promote common action. Nonetheless 

together many of these people in any common USG approach to 
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Vcivil society and the opposition 
interests and perceive their roles in Syria very differently. 


16. (C) Economic reformers are a distinct category 

from other elements of civil society. Though there are 
subcategories 

been educated in the West and have work experience in Europe 
or the US. All are advocates of some variety of a 
market-based economy and are uniformly critical of the pace 
and scope of economic reform in Syria. The most influential 
subset collaborates actively with the SARG in developing new 
economic policy 

believe that affecting economic change is best done from 
within the existing system 

a regime they view as corrupt. They fear public 

collaboration with the SARG would discredit them internally. 
They are even more wary of being perceived as too close to 
the West in general and the US in particular. This group 
would view attending any outside USG-sponsored activity or 


accepting any USG funds NGOs they are affiliated with as 
potentially seriously compromising their ability to advance 
reform. Advocates of economic reform who work outside of the 
system have a much lower profile and smaller base of support. 
This group would be most open to anything resulting from the 
mapping exercise but have far fewer levers to affect change. 

A final group of economic reformers have accepted formal 
positions within the SARG and have subsequently been 
compromised in the eyes of many Syrians. 


17. (C) CONCLUSIONS: The ideological fissures 
jealousies 

divided 

itself. An enhanced 

Syrian civil society would emphasize identifying groups or 
individuals who could benefit from ramped up funding for 
existing programs 

to develop new USG programs 

innovative strategies for delivering funding. 


18. (C) There are already strong private interests in 

developing greater freedom for private-sector commercial 
concerns. Programs to promote emerging and SARG-tolerated 
entrepreneurial activity may be more successful than 
supporting well-meaning civil society voices crying in the 
desert. In addition to promoting a small publisher who 

doubles as a civil society proponent (like Abdul Salam) 

might be able to identify a for-profit human resources 
development organization that could conduct training programs 
for civil society activists. Any kind of training for civil 


Column 3 

Society actors 

people together on a regular basis and develops critical 
skills. Success will hinge on our ability to harness and 
influence individuals and groups with already existing 
concrete interests in a more open society and economy. 


19. (C) Post would also like to see a more ambitious use of 
regional projects and training 

players could interact with peers from neighboring Arab 
countries. Sending individual Syrians 

up of carefully screened 

for IV-type programs is also an option 

more high-profile in the U.S. at this point might prove 
problematic. Embassy Damascus looks forward to the input and 
insights that Senior Advisor Denehy will provide as he begins 
his meetings with local activists. 

SECHE 


46852 

(ref B) at two local universities. (Note: the conference was 
ultimately held at a venue not covered by the court 
injunction. End Note.) Milliyet\'s Hasan Cemal 

Radikal Editor Ismet Berkan and columnists Murat Belge 
Sahin and Erol Katircioglu 

articles at the time 

attack on academic freedom and a travesty of justice 
other things. 


2. (U) Ismet Berkan is being charged under Article 288 of 
the penal code 

about a case with the object of \"influencing\" any party to 

it 

code\'s infamous Article 301 

state or state organs (the judiciary in this case). The 
journalistsV trial is due to commence February 7 

defendents face sentences ranging from six months to ten 
years if convicted. Press reports indicate that the cases 
were brought to the Istanbul prosecutor by nationalist lawyer 
Kemal Kerincsiz and his Union of Turkish Jurists 

behind the court's September postponement order. Kerinsiz 
and his group have also filed an appeal seeking a harsher 
sentence in the case of journalist Hrant DinkVs conviction 
for insulting \"Turkishness\" (ref C) 

the forefront of recent demonstrations at the Ecumenical 
Patriarchate 


3. (SBU) Comment: These latest targets are all prominent and 
well-known commentators (as well as regular Consulate and 
Embassy contacts) 

high public profile. Though no reminder was needed 

the upcoming case of Orhan Pamuk (which begins on December 
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16) and other recent cases 

again the extent to which freedom of expression is 
constrained in Turkey. End Comment. 

JONES 
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Sunni groups are expected to join the new administration of 
Iraq after December 15 elections in an effort to strike a 
balance against the Shiites and Kurds. The paper expects 
this move by the Sunnis to help block separatist demands in 
Iraq. Ankara arranged a meeting of Iraqi Sunni groups in 
Istanbul over the weekend. US Iraq Ambassador Zalmay 
Khalilzad joined the SunnisY meeting on Sunday. Sunnis 
asked the US to suspend operations 

announce a timetable for withdrawal from Iraq. The two 
sides agreed that elections will be monitored by 


ANKARA 00007158 002 OF 005 


international and Sunni observers. Sunnis will be 
represented in election commissions and among ballot 
observers and lragis living abroad will be allowed to join 
the legislative election this month. Ankara expects the 
compromise reached in Istanbul to reduce the power of the 
Shiites and Kurds in the Iraqi parliament and in state 
institutions 


Sinop Radar Facilities Reactivated: The US radar station in 
Turkey\'s Black Sea coastal city of Sinop 

installation which has provided crucial information to the 

US secret intelligence service National Security Agency 
(NSA) during Cold War 

reports from Washington. The facility 

technology 

according to US intelligence sources. The Governor's office 
in Sinop denied the reports 

families who have served in Sinop in the past came to the 
city for short vacations. "There are no US troops inside 

the facilities 


Gonul in the US: Turkish Defense Minister Vecdi Gonul 
Washington to attend Southeastern European Defense Ministers 
(SEDM) meeting 

Rumsfeld that the US Administration must handle the issue of 
the terrorist PKK presence in northern Iraq 

Ankara was uneasy in the face of US reluctance to remove 
terrorists from Kandil Mountains. Gonul also said that a 
255-man Turkish contingent in Afghanistan would join an 
international brigade to be established by southeastern 
European countries. During his stay in Washington 


dvisor for Science Applications James F. Devine and acting Director Patrick Leahy to travel to Paris (* 
> the UN 1267 sanctions list (reftel) to Kali Prasad Pokhrel, Undersecretary, UN Division, Ministry of F 


Farah Provinces Chief of Police Colonel Allaa Wadin Noorzai on November 14 with Brigadier General 
confirmed that Carlos Cordero, Deputy Director for Multilateral Affairs, is currently in Geneva to prese 


1 met with Minister of Water Resources Dr. Latif Rashid on November 28 to discuss government tran: 
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to meet with executives of American-Turkish Council (ATC). 
SEDM meetings will be held on Tuesday with participation of 
Turkey 

Greece 


Buyukanit Visits the US: Visiting Turkish Land Forces 
Commander General Yasar Buyukanit will meet US military 
officials and neo-consV from the American Enterprise 
Institute (AEI) 

Washington deems the Buyukanit visit important as it is 
expected to shape US-Turkey military ties in 2006-2008. 
General Buyukanit is to become the chief of Turkish General 
Staff (TGS) in 2006. 


FM Gul Due in Brussels for NATO Summit: Foreign Minister 
Abdullah Gul is due in Brussels on December 8 to attend the 
Fall meeting of NATO foreign ministers. 

Developments in the Greater Middle East region 

issues 

up at the meeting 

Ministry (MFA) said on Monday. \"Milliyet\" says that Gul 

will not join a dinner of NATO-European Union foreign 
ministers later this week in protest of the failure of 

Europe to ease trade restrictions on the northern Cypriot 
enclave. 


EU Report Criticizes Turkish Anti-Terror Bill: The EU 
Commission Representation in Turkey sent Brussels a report 
which said that the Turkish anti-terror bill contradicted 
democratization laws passed by Turkey 

Turkish military played a key role in drafting the bill 

says the report 

of Turkey in adopting EU harmonization laws. It notes that 
the ruling AK Party government is working to adjust the 
demands of the nationalist bureaucracy and the nation with 
Copenhagen political criteria. The report says that 
according to the Turkish anti-terror draft 

who have no links with terror organizations can be 
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persecuted as terrorists. It underlines that people 
expressing their personal views can be penalized by courts 
for praising terrorism. This provision is seen as the 

biggest threat to basic rights and freedoms. According to 
the anti-terror bill 

branded as terrorism. The EU report warns that such 
provisions can be abused by the security forces and the 
judiciary. Individual rights have been seriously restricted 

in the anti-terror bill. There are also provisions granting 


ssembly voted to extend Armenia\'s deployment of a non-combat contingent to Iraq for an additional y 
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extensive powers to security forces and administrative 
units 


Turkey Condemns Suicide Attack in Israel: The Turkish 
Foreign Ministry (MFA) strongly condemned in a statement on 
Monday the suicide bomb attack on a mall entrance in Netanya 
in which four people were killed and more than 30 others 

were injured. "This heinous attack was staged by groups 
which aim to hamper efforts for peace and stability in the 
region. Such attacks 

from the Gaza Strip and a part of West Bank has given rise 

to hopes for reviving the peace process 

distressing. We call on both Israelis and Palestinians to 

act with common sense and not allow those groups to achieve 
their goals 


Erdogan Visits New Zealand: Prime Minister Tayyip Erdogan 
on a 10-day visit to New Zealand and Australia 

counterpart Helen Clark in Wellington. At a joint press 
conference on Monday 

any new UN initiative to bring about a settlement in Cyprus. 
Erdogan said New Zealand had pledged to support Turkey\'s bid 
to be given non-permanent membership of the UN Security 
Council for 2009-2010. Turkey has not been a non-permanent 
member of the UN Security Council in over 50 years despite 
its substantial contributions to peace and security 

comment. Erdogan dismissed press reports that the tombs of 
Anzacs in Gallipoli have been damaged. "On the contrary 

are trying to renovate the area in order to make it more 
attractive 

attitudes toward terrorism had changed after September 11 
attacks. ‘Now the US regards all suspects as potential 
terrorists 

Zealander businessmen to invest in Turkey. Dailies report 
Turkish opposition parties as lashing out at Erdogan for 
spending most of his time abroad. 


Aksu Reveals Terror Statistics: On Monday 

Minister Abdulkadir Aksu said in response to a motion 
submitted to the parliament that 966 terrorists have been 
arrested and 359 others killed in Turkey since 2003. Aksu 
added that 116 terrorists have been extradited to Turkey 
from Iran 


Military the Most Reliable Institution in Turkey: A survey 

carried out by the Politics Center Association chaired by 

the ruling AK Party lawmaker Mahmut Kocak has shown that the 
army was seen as the most reliable institution in Turkey 
\"Milliyet\" reports. 72 percent of the 1179 people surveyed 

in Ankara said they were not content with the activities of 

AKP 
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political parties. Support for the government is declining 
says \"Milliyet.\" 


European Businessmen Back Turkey\'s EU Membership: In a 
survey of 1 

majority support Turkish membership in the European Union 
while only nine percent oppose it 

Europe Business Monitor poll of 1 

countries showed that resistance to Turkish membership was 
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strongest among German and French business leaders. In late 
November 

European Strategy" in France 

and Britain showed that the number of Europeans opposing 
Turkey\'s EU membership has increased. Nearly 40 percent 
said they backed Turkey\'s EU membership while 46 percent 
rejected. 


EDITORIAL OPINION: Iraq 


V'lrag Goes Toward a Civil Wan" 

Erdal Guven argued in the conservative \"Tercuman\" (12/6): 
\"Iraq is rapidly moving toward a civil war since the Iraqi 
Kurds are reluctant to share oil reserves and there is no 
clear statement on the topic in the new constitution. The 
Shiite region of Iraq contains the largest natural gas 
reserves. Northern Iraq has the second largest. The Sunni 
region 

energy resources. Sunni Arabs who live in central Iraq 
without oil reserves 

Kurdish federation controlling oil. Currently the Barzani 
administration arbitrarily distributes the use of northern 

oil reserves to foreign companies without even consulting 
with the central authority. Nacirvan Barzani 

said that oil belongs to the Kurds when an agreement was 
made between the KDP and a Norwegian oil company to drill 
for oil. A civil war between Sunni Arabs and the Kurds will 
be inevitable if the US does not revise the status of energy 
resources in Iraq." 


\"Turkey Intervenes in lraq\" 

Cengiz Candar commented in the tabloid \"Bugun\" (12/6): \"The 
recent Istanbul meeting between US Ambassador to Iraq 
Khalilzad and the Sunni leader Hashemi along with Turkish FM 
Gul was a diplomatic surprise. In a joint press conference 

it was announced to the whole world that Iraqi Sunnis have 
agreed to participate in the upcoming elections. In other 


airs Guven provided a summary of an instruction sent to Turkish embassies in the UK, Denmark, Ger 


ssed a copy of a non-paper on South Ossetia being prepared by the Ministry of Foreign Affairs. The | 
(Americas) SIPDIS Gaitri Kumar early on December 8. Jaishankar was familiar with the issue. Kur 


Column 3 

words 

to achieve a consensus between the US and the Sunnis 
constitute the social root of the Iraqi insurgency. Both 

sides have asked Turkey to assume the role of witness. In 
fact 

the Zarkavi and Ansar Al Islam linked Sunni groups were not 
part of this process. Yet there is something important for 

us: Turkey 

been asked to play a facilitative role in the Iraq 

equilibrium and this request came from both the US as well 
as from some Sunni groups. Turkey is gradually assuming a 
proactive role in Iraq. V 


\"Istanbul Initiative V" 

Sami Kohen observed in the mainstream daily V'MilliyetV" 
(12/6): \"Will the Iragi Sunnis participate in the upcoming 
elections? Will it actually be possible for the decisions 
taken at the Istanbul summit to be implemented? In the 
aftermath of the Istanbul summit hopes for the 
implementation have certainly increased. The agreement 
reached in Istanbul has three basic components: First 
agreement meets all the conditions of the Sunnis; such as 
increasing the number of the observers of the election; and 
allowing the Sunnis residing in the neighboring countries 
as well as the jailed ones 

Second 

operations to ensure a secure election atmosphere; and 
finally 

the elections to ensure lraqvs stability in the process of 
reconstruction. Reaching such an agreement by Turkish 
diplomatic initiative is a beneficial development for all 
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the parties 

agreement does not guarantee the success of this initiative. 
All the parties should exert efforts to implement these 
agreements. The only danger during this process is that 
militant groups may try to sabotage this political process. 
As we get close to December 15 

such violent actions will not occur. Nevertheless 

Istanbul initiative strengthens the belief that the process 

will continue without such problems. V 


WILSON 
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demanded clarifications of election procedures 

opaque. Ambassador Khalilzad said the U.S. wants the 
election to meet international standards and promised to 
organize a meeting between the Sunni Arabs and the Iraqi 
election commission (IECI) and its UN advisors. When the 
Sunni Arab group called for international election monitors 
Khalilzad reminded them that violence prevented the dispatch 
of international observers. If they want international 
observers 

statement calling for their participation and urging the 

Sunni Arab community to protect them. The Sunni delegation 
agreed to this 

the session said they could take such a public call from the 
Iraqi Sunni Arabs to the Organization of the Islamic 
Conference meeting this week. 


2. (C) Summary continued: The Sunni Arab delegation 
stressed that life needs to return to normal in Sunni Arab 
regions and that Coalition Forces should stop raids and 
detentions and release detainees not charged in Iraqi courts. 
Khalilzad pointed to releases of detainees to date and said 
there would be more. He cautioned that U.S. forces would 
respond if attacked 

Zarqawi who will never support the political process cannot 
be stopped. Khalilzad rejected the Sunni Arabs" call for a 
timetable for withdrawal but underlined the U.S. has no 
desire for permanent bases in Iraq; as Iraqi security forces 
grow more capable the Coalition Force presence will diminish. 
The Sunni Arab team also expressed disdain for the Interior 
Minister; one prominent Iragi Sunni Arab politician demanded 
he be fired because of Interior Ministry abuses. Khalilzad 
acknowledged there had been problems and noted that the 
Americans would be involved in investigations of Interior 
Ministry facilities. Khalilzad urged the Sunni Arab figures 

to support more Sunni Arabs joining the Iraqi security forces 
to ensure balance. End Summary. 


3. (C) In a meeting hosted by the Turkish Foreign Ministry 

in Istanbul 

told Ambassador Khalilzad that the Iraqi Sunni Arab community 
wants stability 

said they spoke V'on behalf of the insurgency 

agreement from the Americans on technical election 

modalities 

longer-term political changes in Iraq. The group\'s 

spokesman 

Felah Mustafa 


aid that Finland will not send election monitors to Bolivia. Finland has already expended all available 
inized media roundtable on November 17. An article the following day in a leading South African daily 


merica DAS-equivalent, told us November 23 that Austria continues to promote human rights and dei 


ith the USAID West Africa Regional Program (WARP) in Accra on SPS policy harmonization. They he 
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Ulema Council 

a representative in Istanbul and supported the list of 
proposals to be presented but would not meet with the 
American team in Istanbul. 


4. (C) Ambassador Khalilzad stressed to the group that the 
U.S. wants to avoid the division of Iraq and to prevent any 
foreign country from taking control of it. He urged the 

Sunni Arab leaders to maximize Sunni Arab participation in 
the political process 

the January 2005 elections was \"the Mother of All Failures.\" 
Pointing to the concentration of violence and terrorism 
problems in the Sunni Arab regions 

reminded the Iraqi group that U.S. military operations focus 
on Sunni Arab regions precisely because of the concentration 
of violence there. Ongoing security problems 

the way for sectarian militias and countries like Iran that 
support them. The violence 

both politically and economically. The Sunni Arab community 
he warned 

boycotting the political process again. 


5. (C) Tariq al-Hashemi 

Sunni Arab Iraqi Islamic Party 

count procedures were still opaque. Mustafa said the Sunni 
Arab groups want the December elections to meet minimal 
international standards. The delegation proposed that: 

-- there should be no delays announcing the election results 
lest there be manipulation of the vote count; 


-- lraqi detainees should have the right to vote; 
-- Iraqis abroad should have the right to vote; 


- because of the IECIVs lack of credibility 
monitors should come to watch the election; 


-- the IECI was not representative of Iraq 
one Sunni Arab board member. 


6. (C) Khalilzad agreed that the election should meet 
international standards and the UN advisory team was 
responsible for ensuring that it does. The U.S. agreed that 


out N130/$1 as of late October, while parallel market rates stood at N138/$1. The GON made progre 
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the announcement of results should be made promptly. Embassy 
Baghdad PolCouns reviewed in detail American assistance 
through USAID for technical assistance to the IECI overseas 
vote campaign effort headquartered in Amman. He also 
provided the delegation the names of the two Sunni Arab women 
who are board members. Hashemi then rejoined that while 
there might be two Sunni Arab board members 

majority of IECI employees were Shia biased against the Sunni 
Arabs. Khalilzad said the U.S. Embassy in Baghdad would 
arrange a meeting between the Sunni Arab group and the UN 
team to review these concerns and later would facilitate a 
meeting with the IECI board itself. (Comment: Embassy 
Baghdad has already organized IECI board trips to Ramadi 
Fallujah 

three weeks. End Comment.) 


7. (C) Khalilzad noted that while the American and British 
embassies had backed efforts to bring international observers 
for the December 2005 elections 

convince any to come. Only a few would be on hand. What 
might help 

Sunni Arab leaders urging that international observers come 
and calling on the entire Sunni Arab community to welcome and 
protect them. The Sunni Arab delegation agreed to issue such 
a statement 

publicly support visits from international observers. The 

Prime Minister\'s advisor 

among the Turkish officials observing the meeting 

Turks could take a public Sunni Arab call for observers to 

the upcoming Organization of the Islamic Conference to try to 
stir interest at this late moment. 


8. (C) Al-Hashemi and Mustafa underlined their concern that 
Iraqis resident in the Gulf have easy access to an expatriate 
polling station to be established in Abu Dhabi. They 
complained that the UAE authorities have issued guidance that 
Iraqis may not drive to Abu Dhabi from neighboring states 

like Qatar and that they must have confirmed hotel 
reservations. Khalilzad agreed to look at how the U.S. might 
be helpful with the Emirati authorities to facilitate Iraqi 
expatriate voting. 


c) and (d) 1. (SBU) SUMMARY: Agencies at post involved in our productive and extensive counterte 
hat is one of the main source zones for coca cultivation -- around 14,000 hectares -- and cocaine pro 


r border crossings are preparing for a large increase in the volume of passenger traffic heading for sr 
1, the only major item to pass Congress thus far is the 2006 budget. A law aimed at approving Colom 
ier recent trip to Washington, but has not yet determined whether the Czechs will support the mission 
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Sunni Arabs Want More Parliament Seats 


9. (C) The Sunni Arab team claimed that the IECI decision 
on distribution of seats in the future national assembly is 
unfair because it robbed predominantly Sunni Arab 
governorates of eight seats. They asserted that Planning 
Ministry population data made clear that the seat allocation 
was unfair. The Ambassador reminded the group that the seat 
distribution came from the election law passed in the autumn 
by the Transitional National Assembly. It made January 2005 
voter lists 

allocation in the December 2005 election. The Sunni Arab 
team highlighted that Dohuk governorate had an unbelievable 
ratio of voters to population far beyond the norm. Khalilzad 
said the U.S. Embassy in Baghdad would look at the data in a 
September 11 announcement to Iraqi political parties from the 
IECI. He also urged the Sunni Arab team to raise this 
question directly with the UN and IECI. 


10. (C) A second set of proposals from the Sunni Arab 
delegation concerned steps the U.S. could take on security 
operations that would build Sunni Arab community confidence 
in the near term. It was urgent that life return to a 

semblance of normality in Sunni Arab regions 

They proposed that: 


-- Coalition Forces stop raids on homes and attacks on Sunni 
Arab towns and cities; 


-- the Coalition Forces release Iraqi detainees not charged 
in an Iraqi court with crimes; and 


-- the U.S. agrees to a timetable for withdrawal of 
Coalition Forces. 


11. (C) Khalilzad responded that a premature Coalition 
Force withdrawal would be bad for the Sunni Arabs and for 
Iraq generally. That said 

from Iraq as soon as possible. He told them that the U.S. 
does not seek bases in Iraq. We would not set a timetable 
but our strategy is clear: we will reduce our forces as 

Iraqi security forces gain the capability to operate better 

on their own. 

12. (C) In the meantime 

Forces will respond when attacked. In addition 

no stop to the hunt for terrorists like Zarqawi who do not 
support the political process in any case. Meanwhile 

U.S. had released 280 prisoners on December 4 and planned to 
release more after the election. (Hashemi said it was a 
useless political gesture to release hundreds of prisoners on 


level of Chinese investment in Colombia has been very small compared to other countries, but 2005 
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the one hand while refilling detention centers with newly 
arrested prisoners.) Khalilzad said he would seek a meeting 
between the Sunni Arab group and MNF-I CG Casey to discuss 
security issues. 


13. (C) Several Sunni Arab delegated asserted that the U.S. 
must restructure the Iraqi army to include more Sunni Arabs 
while removing militia members from its ranks. Falah called 
for \"credible\" Sunni Arabs to be named to head the Interior 
and Defense ministries (but they did not press this point). 
Defense Minister Saadun Dulaymi is a Sunni Arab 
acknowledged 

that the U.S. wants more Sunni Arabs to join the Iraqi 

Security Forces 

asked why Sunni leaders have not denounced the intimidation 
campaign against Sunni Arab recruits. Embassy Baghdad 
PolCouns reminded the Sunni Arab delegates that then Ulema 
Council member Shaykh Ahmed Abdelghafur SamaraiVe had urged 
Sunni Arabs to join the ISF 

public appeal. 


14. (C) The Sunni Arab delegation asserted that the 

Interior Ministry was responsible for widespread abuses 
including murder and torture of detainees. Hussein Falluji 
charged that Interior Minister Bayan Jabr Solagh was ignoring 
court orders to arrest officers of the Volcano and Hawk 
brigades on charges of illegal actions. (Comment: we have 
not heard of this court action 

proselytizing PolCouns promised to give us copies. End 
Comment.) Falluji called for an independent Iraqi judicial 
commission to look into the abuse allegations across lraq. 
The Islamic Partys Hashemi warned that the Interior Minister 
was staining American credibility and called on Khalilzad to 
have him suspended. 


15. (C) Khalilzad rejoined that Iraq was a sovereign state 
and the U.S. could not fire its ministers. However 

had strongly urged the government to investigate what had 
occurred at the Jadriyah bunker and suspend anyone found 
responsible pending a final determination of what had 
occurred. Khalilzad said that together with the Iraqi 
government 

facilities in Iraq on December 8. Finally 


1s, but would pass reftel\'s National Electoral Court contact information to Development Cooperation 
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Arab delegation that he would work against anyone with ties 
to a militia from occupying a sensitive security post in the 
next government. 


16. (C) Participants: 


Felah Mustafa 

Tariq al-Hashemi 
Hamed al-Mutlak 
brother); 

Raad Nasser 

Ali al-Mashadani 
Shaykh Ali ad-Daham 
Hussein al-Falluji 
ad-DulaymiVs group) 


Ambassador Khalilzad 

Baghdad PolCouns Ford 

Baghdad Special Assistant Hutchings 
Baghdad Communications Advisor Hopkins 


Amconsul Istanbul CG Jones 
Amconsul Pol/Econ Chief Smith 


NEA/I - Michelle Siders 


Oguz Celikkol 

Foreign Ministry 

Professor Ahmet Davutoglu 
Nabi Avci 

Hakan Cakil 

JONES 


46857 
(Note: The non-partisan International Organization for 
Migration organized out-of-country voting in January 2005.) 


4. After the press conference 

frantically pressed the handful of western diplomats present 
to volunteer for monitoring duties by December 8. (Note: 
While expressing his dismay over the lack of volunteers 
IECI official noted he had only reached out to some 
diplomatic missions in late November.) The Canadian Embassy 
has hired consultant Hannah Roberts to serve as country 
coordinator for international election monitors. Roberts 
promised to provide the IECI a list of volunteers by COB 
December 8. 

SECHE 
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t at para 6. End Summary. 2. (C) The widely respected Governor of SurinameVs Central Bank, Andr 
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convoy of five buses a day carrying up to 250 passengers from 
Erez Crossing in Gaza to Turkumiya in the West Bank. Only 
Palestinian ID card holders resident in Gaza would be allowed 
to travel 

between 16 and 35 year old. West Bank residents initially 
would not be granted access to the convoy. Mishlev asserted 
that PA Minister of Civil Affairs Mohammed Dahlan had agreed 
to most of the plan 

who would own and drive the buses and the number of 
destinations in the West Bank. Mishlev said that his PA 
interlocutors\' preoccupation with upcoming elections was 
hindering progress. During the meeting 

Dahlan who explained that he had officially resigned his 
position and would no longer engage on convoy issues. 
Mishlev pressed hard for a meeting 

said he and PA Minister of Planning Ghassan Khatib would meet 
with Mishlev on December 8. Mishlev expressed doubts that 
Dahlan would show. Mishlev said he hoped the GOIVs convoy 
plan would be in place by the December 15 deadline set in the 
November 15 Agreement on Movement and Access (AMA) 

if the PA engaged on remaining differences. Subsequent to 
the meeting we learned that Mishlev has received instructions 
to freeze contact with the PA on convoys as a result of the 
Netanya bombing earlier in the day. End Summary. 


2. (C) In response to Ambassador''s question about the 
December 15 deadline for the convoys to begin 

General Mishlev replied that 

date could be met 

both the GOI and the PA were becoming increasingly 
preoccupied with elections. He said this had been evident in 
his last discussion with his PA counterpart 

on December 1. Mishlev said Dahlan had raised \"obstacles 
such as insisting that convoy buses be Palestinian-owned 
GOI/PA positions on this and other issues appeared far apart. 
Mishlev asserted \"I need a counterpart to move beyond the 
GOIVs existing plans for a December 15 bus convoy startup. 


3. (C) According to Mishlev 
convoys involves the following: 


-- one convoy of five buses 

-- up to 250 passengers a day 

-- one trip a day: Erez - Turkumiya 

-- Gaza Palestinian ID holders only 

restrictions on males age 16 to 35. 

-- West Bank residents initially will not be eligible 

-- Maximum stay 10 days before return trip to Gaza 
-- Israeli police to provide security 

-- buses would depart at 10 a.m. 

had been processed through Erez 


sulture among adolescents in Lima, and the provincial cities of Ica and Lambayeque. The program w 
the three anti-Israeli UN bodies, both to support the resolution of the Middle East conflict and to furth 


5063 Fax Number - +64-4-472-3537 E-Mail (unclass) - HaddaKB2@state.gov E-Mail (class) - Haddal 
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4. (C) In response to additional questions from the 
Ambassador and other meeting participants on the status of 
contacts with the PA on convoy issues 

In the ensuing conversation (conducted in Arabic) 

advised a visibly surprised Mishlev that 

a minister 

issues 

to discuss convoys with Ghassan Khatib. He also mentioned 
SaVeb Erakat as a possible interlocutor. Mishlev invited 
Dahlan to meet on December 8 

Mishlev later advised that even though Dahlan eventually 
agreed to meet (along with Khatib) 

“Nm chasing him 


5. (C) The Ambassador suggested that Mishlev proceed with 
planning to implement the existing plan while working out 

areas of disagreement with the PA. It was imperative that 

the GOI honor the December 15 date in the November 15 
Agreement on Movement and Access for the beginning of bus 
convoys. He volunteered to convey Mishlev\'s concerns to 
ConGen Jerusalem and asked that Mishlev keep him informed of 
any problems. 


6. (C) Mishlev began the meeting by mentioning the bombing 
that had occurred earlier that same day in Netanya 

north of Tel Aviv. He said that the security situation was 

not in parallel with the humanitarian steps the GOI proposed 
to take to improve the lives of the Palestinians. In a 

meeting on the evening of December 5 

cabinet decided 

the PA on the convoy issue. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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outlook\" speech before Suriname\'s National Assembly 
articulated his administration\'s plans and policies for the 
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next five years. The President projected that his 
government's economic policies will bring about significant 
growth over the course of the governments term. This 
pronouncement followed shortly on the heels of an Article IV 
assessment done by a team of economists from the 
International Monetary Fund (IMF) 

generally positive review. Several of the IMFVs 
recommendations were reflected in the Presidents speech. 
Venetiaan also remarked that globalization posed both 
challenges and risks to a small country like Suriname whose 
borders are open and porous 

require greater international cooperation not only for 
economic reasons but to help prevent growing criminal 
activity. End summary. 


2. The IMFVs overall conclusion following their Article IV 
assessment is that the Surinamese economy is stable and 
showing signs of growth 

this is a slightly more optimistic outlook than their last 

report (see reftel A) 

meant to put the economy on less vulnerable footing. The IMF 
team noted that the government of Suriname 

election phase 

attempting to direct its fiscal and monetary policy 

responsibly. GDP increased approximately 8 percent in 2004 
with projected growth of 5 percent for 2005 and 4.5 percent 

in 2006. The inflation projection for 2005 is 15 percent 

but with expectation of a decrease to 8 percent in 2006. One 
of the strongest causes for the inflation increase in 2005 

was the doubling of gas prices in September 

in Suriname going from having one of the lowest consumer gas 
prices in the western hemisphere to having some of the 
highest prices in the region (see reftel B). The deficit is 
expected to remain under 5 percent of GDP in 2006 if the 
government keeps spending under control. (Note: the Council 
of Ministers has recently agreed to reduce the price of gas 

on average by 0.50 SRD and begin experimenting with letting 
the price adjust to fair market levels per a recommendation 
by IMF. End note.) 


3. For his part 

government's economic policies would lead to growth in GDP 
causing per capita income to grow significantly 

proffered no target figure. At present 

USD2 

for 2005. He also cautioned that the government will need to 
pay more attention to bringing about better distribution of 
wealth 

working conditions 

vulnerable members of society. 


nn request for human rights verification required by the Leahy Amendment; see Para. 2. 2. (U) DEA 
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4. The President highlighted the stability of SurinameVs 
currency in his speech and the availability of adequate 
financing for business investment. He said interest rates 

have stabilized between 8 and 17 percent for commercial 
loans 

to 7 percent. The lower mortgage rates are due in part to a 
program whereby the government 

makes low interest loans available to low-income homebuyers. 
Venetiaan noted that the Central Bank currently had monetary 
reserves of USD 250 million and noted that inflation has 

been brought under control 

to 2000 under the previous government of Jules Wijdenbosch. 


5. The IMF team agreed that the exchange rate for the 
Surinamese dollar (SRD) is stable and expected to stay so as 
long as inflation remains under control. The IMF noted that 
besides the Central BankVs official exchange rate (a 
weighted peg consisting of the USD and Euro) 

unofficial rate is determined in the many \"cambio\" or money 
exchange facilities in Suriname. At present 

tracking together 

percent 

is required to stabilize the currency. The IMF recommends 
Suriname move to unify its exchange rate to float in line 

with cambio levels. 


6. Regarding the monetary policy of the Central Bank 

IMF gave favorable marks to the law that limits and 

penalizes debt exceeding a predetermined percent of GDP (see 
reftel C). Although the Central Bank is in a better position 

to exercise monetary policy 


government interference 

using a portion of required reserves to finance low-interest 
housing (see reftel A). IMF stated that Suriname needs 
\"modern monetary policies with V'monetary anchors\" which 
target goals and have the necessary means to obtain them. 


7. An item of concern to the IMF economists was the 
vulnerability of the Surinamese economy to exogenous shocks. 
Because one-third of all revenue is derived from the 

bauxite 

companies and is responsible for 7 to 11 percent of GDP 
there is a greater than average potential for macroeconomic 
imbalance when the world price for these commodities 
fluctuates. Although the economists did not see an immediate 
problem 

high 

recommend that Suriname develop a V'revenue stabilization 
fund\" which would absorb the revenue from new projects in 
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the commodity sector and ensure that the money flows into 
the fund and not the treasury. In this way 

produce a steady income stream allowing for stable fiscal 
policy in out years. 


8. Other IMF recommendations were the need to revise the 
investment law and the tax regimes to help bring in more 
foreign direct investment and collect taxes in a fairer and 

more transparent manner. Attempts to improve these areas 
could trigger more technical assistance from both NGOs and 
governments. The IMF economists could not stress strongly 
enough the need for better data collection and management. 
The Statistics bureau is just beginning to collect and 

publish data on the economy but more work is needed to make 
the data useful for planning and projection. 


9. In a further reflection of IMF recommendations 

President said in his outlook speech that the government 
would need to tap more diverse investment sources in the 
coming years to help finance the development of the country 
(rather than the current heavy reliance on the Netherlands). 
He said that tax revenues will need to be increased through 
improvements in the collection system; fiscal savings will 
need to be realized through greater privatization of several 
government parastatals; and greater direct foreign 
investment will be need to be encouraged. He also said the 
government needs to be more mindful of its international 
credit ratings as a bellwether for foreign direct 

investment. 


10. COMMENT: The IMF team's general assessment of the 
Surinamese economy was positive 

about its reliance on current good fortune in commodity 
prices and structural impediments to growth-generating 
investment. While it was heartening to hear many of the 
IMF\'s recommendations for stabilizing and improving 
Suriname\'s macroeconomic situation reflected in the 
President\'s speech 

turned into policy action. The need for a thoughtful 
conversation about how to safeguard mining revenue for 
Suriname\'s future development is a concept post has also 
tried to foster 

ambassador in the respected weekly economic affairs section 
of a major daily newspaper 

circles. 


LEONARD 
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FOR INTERNALLY DISPLACED PERSONS 


REF: STATE 215257 


1. Summary. This message responds to reftel query of UN 
agencies regarding a strategy for more effective division 

of labor among these agencies in the field in meeting the 
needs of internally displaced persons (IDPs). USUN-Rome 
transmitted to the World Food Program (WFP) as the 
sectoral lead on logistics the seven pertinent demarche 
questions (A-G); see Section | for WFP\'s detailed 
responses. Also 

communications with USAID/DCHAV's Jeff Drumtra 
transmitted same to the Food and Agriculture Organization 
(FAO); see Section Il for FAOVs response. USUN Rome 
echoes many of the concerns raised by the FAO regarding 
coordination 

possible financial impact of WFP\'s role in the logistics 
clusters and the need for closer oversight by the WFP 
Executive Board. End Summary. 


2. A) APPROVAL PROCESS: It is important at the outset to 
underscore that the cluster lead approach as approved by 
the Inter-Agency Standing Committee (IASC) is projected 
to be used in all large complex emergencies and is not 
restricted only to response to IDP situation. WFP 
considers its responsibility as cluster lead for 

logistics as an elaboration of an existing role. WFP has 
previously been given responsibility by the IASC for 
management of the UN Joint Logistics Center (UNJLC) and 
IASC has endorsed WFP leadership of the UN Humanitarian 
Air Service (UNHAS). WFP has in the past performed 
interagency logistics services on a case-by-case basis 

and views the V'cluster lead\" designation as providing a 
more formal 

services. The WFP Executive Board has already approved 
WFP performing interagency logistics and 
telecommunications services: 1) when requested by other 
parts of the UN system; and 2) when sufficient resources 
are available to perform such services. WFP therefore 
does not believe it needs additional governing board 
authority to accept the cluster lead agency role 

has already been approved internally by its Executive 
Director. The Program will 

Board regularly informed of WFP activities undertaken in 

its cluster lead role. 
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B) TIMEFRAME: The logistics cluster is preparing a 
written plan on future cluster work for consideration by 
the IASC Principals. Any decision on when and how to 
share this plan with donors will be taken collectively by 
the IASC. 


C) FUNDING: WFP expects there will be some additional 
costs in carrying out its cluster coordination and 
preparedness responsibilities 

providing interagency logistics and emergency 
telecommunications services in specific emergencies. 
Exact costs will depend on the frequency and size of 
emergencies for which interagency cluster logistics 
services are requested. WFP does not view the cluster 
lead as having a major role in raising resources for 

other actors involved in the sector. WFP does have the 
capacity to mobilize cash resources for operational 
implementation of interagency logistics and 
telecommunication services through the Special Operations 
(SO) program category established by its Executive Board. 


D) STAFFING & ORGANIZATION: WFP expects that there may 
be need for some modest staffing increases in the 
logistics service within WFP 

on internal organizational structure are still under 
consideration. Any staffing changes are likely to be at 
the level that can be approved by the Executive Director 
under his delegated authority 

Board would be informed of the organizational 
implications of cluster leadership. To the extent 

cluster responsibilities require additional resources 
board approval may also be required. 


E) COORDINATION VS. OPERATIONAL: As food aid provided by 
WFP usually presents the largest logistical requirements 

in any humanitarian emergency 

in logistics for its own programs in virtually every 

emergency. The extent to which it assumes broader 
interagency coordination or operational tasks will depend 

on the specifics of the situation and what is requested 

of WFP by the humanitarian coordinator and the UN Country 
Team (UNCT) and what coordination tasks can be managed 
solely by the UNJLC. At the global level 

leads and OCHA are at the service of the IASC. At the 
country level 

humanitarian coordinator (HC). WFP\'s links with OCHA are 
through the IASC and the HC. 


F) LAST RESORT: The logistics cluster has developed its 
workplan on the basis that other sectors (shelter 
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and sanitation 

logistics as part of an integrated supply chain approach 

in most circumstances. WFP as cluster lead would provide 
interagency logistics services as a \"last resort" when 

the size and magnitude of the logistics challenges 

require more robust interagency coordination and action. 
Requests from other agencies/cluster leads 

through the HC 

providing such \"last resort\" services. WFP believes that 
cluster leads should be prepared to initiate activities 

in a crisis even before donor contributions flow if 

donors provide sufficient resources through early 

response mechanisms (such as WFPVs Immediate Response 
Account or OCHA\'s CERF) to permit funding advances to 
cover costs of early response. 


G) PILOT COUNTRY TEST: The UN Country Teams in Liberia 
DRC and Uganda have proposed cluster arrangements that do 
not exactly parallel the nine clusters established by the 
IASC at the global level. WFP believes such flexibility 

at the country level is essential. In the case of Liberia 

and the DRC 

food security cluster (with WFP and/or FAO leadership) 
representing an enhancement of existing sectoral 
coordination mechanisms already existing in country. It 

is not clear at this time if the logistics requirements 

in any of these three countries will require any 

additional responsibilities for WFP as cluster lead. WFP 
believes it is too early to tell if the cluster approach 

will lead to changes in the division of labor in Sudan 
situation that is further complicated by the existence of 

a significant humanitarian coordination structure under 

the authority of the UN integrated mission in Sudan. 

WFP believes that 

approach in Pakistan was positive 

lessons for improving the cluster approach in the future. 
These include: 1) the importance of allowing the country 
team to modify global cluster divisions of labor and 
leadership roles if required to respond to local 
circumstances; 2) the need to manage cluster meetings and 
coordination mechanisms more efficiently so they enhance 
rather than delay quick operational action; and 3) 

clarity that cluster leads at country level report to the 

HC 

so as to ensure coherent management of the overall 
humanitarian response at country level. 


s Strategic Planning Division. The Czechs are unable to provide aircraft. As reported Ref B, Defense 
: AIT Director Douglas Paal, Reasons: 1.4 (b/d). 1. (C) Summary: Following highly negative campaic 
"President Atiku says that he has taken the necessary steps to register, legally, a new political party tt 
icture and used extortion and looting to fund their insurgency. However, data showed that killings hav 
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3. Global clusters with lead agencies have been 

identified to address key gaps in humanitarian action 
following the findings of the Humanitarian Response 
Review (HRR) that was commissioned by OCHA in the wake of 
the perceived slow humanitarian response to the outbreak 
of conflict and massive displacement in Darfur. The OCHA 
led cluster initiative was meant to be about identifying 

ways of plugging the gaps 

three months 

process has gained a lot of momentum and is likely to 
influence the architecture of planning in protracted 

crises and post conflict transition 

DRC where the DSRSG has taken up the HRR clusters with 
enthusiasm. 


4. Organization and leadership is: not yet cast in 
concrete; far from comprehensive (i.e. 

those sectors not identified as a problem); and meant to 
be applied flexibly. For instance there is no food 
cluster because it was not identified as a gap and 
leadership of WFP is not in question. But there is a 
Nutrition cluster led by UNICEF 

supplementary and therapeutic feeding. While the 
clusters were not intended to become the basis for a new 
architecture for appeals 

Way. 


5. Most agencies are unhappy with the plethora of HQ- 
based meetings (particularly in the Geneva bubble) and 
emails when the focus would rather be on supporting the 
field. Many agencies are also complaining about the 
excessive haste in the process resulting in many problems 
and confusion so far 

cluster approach in Pakistan and the DRC. On the other 
hand 

heavily for cluster leadership roles do see it as an 
opportunity to better their own resource mobilization. 


6. In the field 

and the UN Country Team (UNCT) define the clusters 
sectors 

crisis-specific humanitarian issues to be addressed and 

the comparative advantage of each agency for a leadership 
role. For instance in DRC 

cluster with WFP and there is no early recovery cluster 
(which was meant to be a forum for addressing a cross 
cutting issue and not to be a component of an appeal). 


7. In Pakistan 
cluster focusing on therapeutic and supplementary 
feeding 
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joined forces and formed a food and nutrition cluster and 
did a food security assessment with Oxfam including the 
impact of the earthquake on livelihoods. FAO was 
sidelined to an early recovery/reconstruction cluster led 
by UNDP (which donors had no interest in because 
funds were short and priority was given to life saving. 

In FAOVs view 

divide between saving lives and saving livelihoods while 
FAO 

that saving livelihoods saves lives). In many ways 

was marginalized by the UNDP Coordinator and UNCT even 
though FAO did try hard to include a better livelihoods 
assessment than by Oxfam. Ninety-five percent of the 
affected population have agricultural-based livelihoods 
and have lost most of their productive assets. Unless 
steps are taken to protect surviving livestock and ensure 
the spring planting 

and food aid will be required at a much higher cost 
through 2007. FAO has discussed this experience with 
WFP. Atthe HQ level 

forces on a food security cluster and in food security/ 
livelihood assessments. In the field 

directors may not want to play that way. 


8. A real issue is that cluster leaders may abuse their 
leadership role particularly when resources are short to 
bias decision-making on resource allocation towards their 
agency and sector and that other sector leaders lose 
their voice in meetings with the UN Coordinator and 
donors. Already some strong sector leaders are arguing 
for their sector to become a cluster. For instance 

health was not identified as a gap 

won the case for a Health cluster; similarly UNICEF is 
arguing for an Education cluster. FAO should join forces 
with other agencies around food and nutrition security 
and fight very hard when it believes protection of 
agricultural-based livelihoods is not being given the 
attention and funding it deserves. 


9. FAO will raise these issues at the December meeting of 
the heads of agencies to discuss the cluster approach in 
humanitarian action. FAO believes that clusterization is 
not yet principled 

agenciesV funding interests. Meanwhile 

standardizing a Needs Analysis Framework (NAF) that would 
be less biased by agency interests has gone on the back 
burner. Donors could ensure that the NAF is brought back 
to the top of the agenda. Moreover 

clusterization continues the guidelines for needs 

analysis 

Consolidated Appeals Process (CAPs) and Flash Appeals 


ir of shoes discussed in reftels, detected traces of the highly explosive substance, Pentaerythrol Trini! 
Jating the exhibits bureaucracy at UNESCO is deeply confusing to the uninitiated, rates to rent out the 
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will have to be modified. FAO will continue to advocate 
for an holistic approach to food security 

protection and early rehabilitation of agricultural-based 
livelihoods as a key component of humanitarian action in 
order to reduce needs first and enable a rapid exit. 


10. USUN Rome finds the frank discussion of concerns of 
clusterization in the FAO response useful. We have 
concerns over WFP\'s responses to B) Approval Process and 
C) Funding. In the interest of more transparent and 
controlled costs as well as an efficient and effective 

WFP 

engaging WFP in a dialogue on issues of increased costs 
relative to food aid delivered and an Indirect Support 

Cost charge that exceeds actual overhead costs. Although 
the WFP Executive Board has approved Special Operations 
to include enhanced coordination within the UN system and 
with other partners through the provision of designated 
common services 

coordination and telecommunications projects are part 

its largest donor 

extended role may generate financial implications to WFP 
and donors. Understanding the clusters framework was 
created to fill notable gaps in humanitarian assistance 

the WFP Executive Board at a future date may need to 
discuss this issue to further clarify the parameters for 

the use of funds related to the clusters strategy. We 

are concerned that decisions made by the IASC and OCHA 
may circumvent or work at cross-purposes to the WFP 
Executive Board. USUN Rome is available to query further 
on this or any related UN cluster leads strategy. 


CLEVERLEY 


2. (C) Referring to the MOD\'s responsibility to expedite 
crossings between Gaza and Israel per the November 14 
agreement brokered by Secretary Rice 

staff are Vsparing no efforts\" to meet their obligations. 

Toren 

rather than cooperating with improving the terminal and 
making progess on opening the Erez crossing 

focusing on disputing where the northern border between Gaza 
and Israel runs. He asked the Ambassador to weigh in with 
the Palestinian negotiators. Toren confirmed that MOD 
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POL-MIL Director Amos Gilad and Baruch Spiegel are working 
overtime to get this year's Gaza harvest out of Gaza and to 
markets in Israel and beyond on time. He claimed that the 
Palestinians are 

Karni crossing to scrap metal merchants at the expense of 
farmers. In response 

harvest could be processed through Kerem Shalom. Toren said 
that the unresolved security issues at the Rafah crossing 

will soon lead the Israeli side to tighten security at the 

other crossings between Gaza and Israel. The Ambassador 
urged that the MOD ensure there are sufficient budget and 
manpower resources to achieve agreed milestones for expedited 
movement through crossings 

million to invest in scanners and other security upgrades for 
crossings between Gaza and Israel. Toren said that Israel 

will seek to use some of this amount to cover the scannersV 
installation and maintenance costs. 


3. (C) Toren expressed satisfaction with the November 28 
Strategic Dialogue in Washington 

fruitful side meetings with Defense Under Secretaries Cambone 
(Intelligence) and Krieg (Acquisitions 

Logistics). Toren said more consideration needs to be given 
to optimizing U.S.-Israeli cooperative research on defense 
and counterterrorism technologies 

contributions in counter-IED technology are just a \"sample\" 
of what can be done. Toren noted that he also met with 
Defense Under Secretary for Policy Edelman to discuss Israeli 
defense contracts with Venezuela 

further discussion of the matter at the Joint Pol-Mil Working 
Group session in Israel in January. 


4. (C) Toren noted that IsraelVs anxiety level over IranVs 
nuclear program had increased palpably over the last few 
days. He said Israel understands European and Russian 
positions 

and timetable. He acknowledged that some Israeli 
politiciansY comments on Iran have been intemperate 
assured the Ambassador that Israel will work for a 
Vresponsible solution.V Toren said that V'Syria is being 
taken care of 

the way we expect." (NOTE: Toren did not elaborate on his 
comment regarding Hizballah. END NOTE.) 
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5. (C) Without prompting 

implementing the Statement of Understanding (SOU) and making 
regulatory and administrative changes to Israel\'s export 
control system. Toren said he will enact those changes in 
parallel to legislative work being carried out by the 

Knesset 

In response to the Ambassador\'s query on the possibility of 
an inter-ministerial export licensing process in the future 

Toren said that this cannot be done: \"It would take at least 
three years for the MFA and other GOI agencies to get up to 
speed on the issues. The Ambassador praised GOI efforts to 
date to make needed changes to its export control system and 
implement the SOU. He cautioned 

trust in Israel\'s export control system would take time and 
require more work on Israel\'s behalf. He urged Toren to 
consider allowing a greater role for the MFA in the export 
control system. 


6. (C) The Ambassador expressed condolences for the families 
and victims of the suicide bombing that took place earlier in 

the day in Netanya 

Ambassador said he understands that Israel will want to 

punish terrorist group reponsible for the attack 

that Israel strive for precision and avoid other measures 

which could have unintended negative consequences on economic 
activity. Toren suggested that terrorists in the Al Qaeda 

mold (i.e. 

probably hope to influence the domestic political situation. 

He noted that he would be meeting with DefMin Mofaz 
immediately after his meeting with the Ambassador to discuss 
options for a response. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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on an idea presented by MFAVs DG Ron Prosor during the 
November 28 Strategic Dialogue meeting in Washington 
asked for USG assistance in developing a \"trilateral\" 
relationship with Lebanon. The Ambassador asked for a more 


1d upgrade our law enforcement/intelligence cooperation with the Egyptians. The CIA already has a: 


3y hosted more events, took the program to more areas, and reached more Muslim citizens than in ai 
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detailed presentation of GOI thinking in this area 

offered to explore possibilities on the U.S. side. Shalom 

also took credit for solving the tax issue concerning the 
Jerusalem Consulate annex construction project and asked the 
Ambassador to inform the Secretary. End summary. 


2. (C) Shalom met with the Ambassador directly after he 
participated in a special morning Security Cabinet meeting to 
discuss what actions the GOI should take in response to the 
Netanya terrorist attack in which five people were killed and 
over 50 wounded. The meeting began with a short press 
availability during which Shalom -- in Likud candidate mode 

-- criticized the PA for not acting against terrorism and 
discussed measures the Security Cabinet decided to take in 
response to the attack. He called on the international 
community to pressure PA President Mahmud Abbas to act 
against terrorism. Shalom said that the GOI will convey 
information to the USG and other countries on what he claimed 
is a large amount of weapons that have been smuggled into 
Gaza from Egypt since Israel left Gaza in August. He also 
criticized Syria for what he said is its role in supporting 
terrorism in Israel. As part of the press availability 
Ambassador offered his condolences to the Israeli people and 
stressed that such attacks not only take innocent Israeli 

lives 

people. 


3. (C) Shalom told the Ambassador that the Netanya attack 
had V'damaged efforts to move forward" with the Palestinians. 
He noted that when he was in Tunisia in mid-November 

twice with PA President Abbas and V'begged him\" to do 
something against terrorism. Shalom said that Abbas 
complained about being too weak to act. Comparing Abbas to 
Arafat 

also noted that Abbas refuses to bar Hamas from the upcoming 
Palestinian Legislative Council elections. Shalom outlined 
what decisions the Security Cabinet took earlier in the day 

as a response to the attack 


-- canceling Palestinian VIP travel privileges; 
-- restricting access into Israel of Palestinian workers; 
-- resuming V'targeted killings\" of \"ticking bombs.\" 


4. (C) Commenting that the situation \"looks very bad 

Shalom said that \"it\'s election time now...everyone\'s blaming 
Sharon for leaving Gaza and not getting anything in return." 
The Ambassador noted that all indications show that the 
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perpetrator of the Netanya attack was from the West Bank and 
not from Gaza. 


5. (C) Turning to other matters 

satisfaction with the resumption of the U.S.-Israel Strategic 
Dialogue in Washington last week. He said he is happy that 
the next meeting will take place in Israel. Shalom 
underlined his concern over Iran\'s nuclear program. 
Asserting that Iran is \"very close\" to producing nuclear 
weapons 

\"subcontract out\" to other countries the job of dealing with 
Iran. 


6. (C) Discussing the GOIVs ongoing efforts to enhance 
relations with certain Muslim countries 

very well received in Tunisia. Shalom said he was treated as 
a head of state 

knew his future. Shalom said that at a state dinner 

with several Muslim heads of state 

of Algeria 

the president of Mauritania and the foreign minister of 
Tunisia. In recounting some of the Muslim countries with 
which the GOI had made contact 

Indonesia 

confidential the names of other countries. He said that 


SIPDIS 

Saudi Arabia is one of the only countries with which Israel 
has had no contact. The GOI has noted a difference in 
relations with Pakistan since his meeting with PakistanVs 
foreign minister 

now receiving social invitations from Pakistani embassies. 
Shalom said that Israel once had a channel with Malaysia 
suggested that USG assistance could be useful in 
re-establishing contact. Shalom also claimed that Iraq has 
been interested in establishing ties to Israel -- more so 
than vice versa. 


7. (C) In response to the Ambassador\'s query as to whether 
the GOI has a larger plan to develop relations with Muslim 
countries 

approaches 

or other support to Muslim countries with the financial 
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support of a third country or party whose involvement 

provides necessary political cover. He gave the example of 
Israel providing Tunisia with technological support for a 

project that is being funded by UNESCO. He also mentioned a 
project the GOI is doing in Egypt funded by the Japanese 
Government. Shalom said that it is easier for Israel to 
undertake projects in Muslim countries through third parties. 
Building on an idea presented by MFA\'s DG Ron Prosor during 
the November 28 Strategic Dialogue meeting in Washington 
Shalom asked whether the USG could help establish a 
trilateral dialog with Lebanon. He asked the Ambassador for 
project ideas and personal contacts in Lebanon with whom the 
GOI could meet \"outside the region\" to discuss such a 
project. The Ambassador asked for more details of the GOIVs 
thinking in this area and said that he would consult within 

the USG on how we might be of help. 


8. (C) Turning to other matters 

that he had \"solved\" the tax problem that Secretary Rice had 
discussed with him during their November 14 meeting and that 
this is not a problem for the USG anymore. He asked the 
Ambassador to convey the news to the Secretary. 


9. (C) In response to an earlier query by Shalom 
Ambassador noted that the visa waiver program is only 
available to countries that have a two percent or less 
refusal rate. Since Israel has approximately an eight 
percent refusal rate 

that he believes that the Israeli-Arab applicants raise the 
refusal rate for Israel due to their relatively low 
socio-economic status. 
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designated for exemption from tariff reductions in order to 
protect domestic production to ensure food security 
livelihood security 

countries feel \"special products\" should be designated by 
member states 
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ratification by other member states. 


-- The July Package refers to increased trade facilitation. 
African countries are eager to define this in terms of 
increased foreign assistance and will press for commitments 
from donors in Hong Kong. (Note: foreign donors are already 
supporting a major training program in Ghana related to trade 
facilitation 

provide approximately $600 

Note) 


-- The July Package extends the right to developing countries 
to employ safeguards against V'import surges\" to protect 
domestic agriculture producers. African countries would 
prefer not to discuss details of these safeguards until after 
the Hong Kong round is completed. 


-- African countries feel that a higher ceiling for 

industrial tariffs is their best defense against dumping. 

They feel that the burden of proof of dumping under WTO rules 
places them at a disadvantage. They feel the freedom to 
increase these tariffs will deter dumping. Their negotiating 
point is one of \"less than full reciprocity.\" In other 

words 

right to increase tariffs. 


MOVING FORWARD 

5. (U) Econ and USAID officers will follow up with Addo and 
Sae-Brawusi 

Ministries of Agriculture and Finance 

Ambassador Bridgewater\'s December 7 meeting with Minister 
Kyerematen. The Ambassador will focus on urging GoG support 
for the U.S. proposal and defining the African position as 
clearly as possible. Post will report the outcome of the 
Kyerematen and other meetings 

with MoTl officials throughout the Hong Kong Ministerial. 
COMMENT 

6. (SBU) Although Addo and Sae-Brawusi effectively explained 
the African WTO positions 

neither was familiar with the details of either the U.S. or 

EU proposals 

diplomatic notes on the subject. Furthermore 

appeared prepared to advise the Minister on any particular 
position 

\"harmonized\" by the U.S. and EU without them -- or Africa -- 
having to take sides. Nevertheless 

Kyerematen to give public support to the U.S. position 

least provide a concrete GoG position prior to his departure 
for Hong Kong. END COMMENT. 
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copy of a speech she gave at a recent culture ministers 
meeting in Dakar that portrayed the CD convention in 
glowing terms. 


5. (U) Comment: The US made clear its displeasure 
with the portion of the UNESCO budget devoted to 
supporting the cultural diversity convention by taking 
the unprecedented step (at UNESCO) of calling for a 
vote on the budget and voting against it. What we now 
voted against is coming to pass. We will continue to 
make the point that we do not want to see the 
secretariat involved in advocacy for the convention. 
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that we are fighting for the same thing -- we're all in this 
together." The core question 

fight enemies who do not play by the rules." 


3. (C) Manz stated repeatedly that Schuessel \"doesn\'t have 
the slightest interest in playing up this issue." While the 
Chancellor would not be able to avoid the subject with the 
President because his government was \"getting plastered\" in 
the Austrian media 

discussion would be a constructive one. 


4. (C) Manz called the Secretary\'s statement \"a strong one" 
and said he was encouraged by it. More broadly 

that transatlantic relations were V'too important to be 
dominated by sensational issues\" in the press. In that 
connection 

organizations were making a V'completely unjustified leap" 
from the question of rendition to an automatic assumption of 
torture. He praised the Secretary\'s statement for 

confronting this fallacy head-on. 


5. (SBU) In public comments on December 6 

would \"of course\" discuss the issue with the President. He 
noted that the Secretary had said the U.S. was using \"legal\" 
means and weapons to fight terror 

the U.S. was not employing torture. 

KILNER 
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the trial and arguing that it should have been an 

international trial rather than an Iraqi one. The writer 
accused the Americans of politicizing the trial; it was V'the 
Americans who deliberately chose Dujail as the first case 

for political reasons-they regard Saddam\'s policy from 1980- 
2003 as red lines that cannot be discussed. V 


Independent As-Sabah Al-Jadeed\'s front-page editorial opined 
that it was important that the government fully investigate 

the assassination attempt that targeted Allawi during his 

recent visit to Najaf. 


Quasi-independent As-Sabah\'s front-page editorial 
\"Independence\" highlighted the importance of the Iraqi Media 
Network (its parent organization) remaining free and 
independent. 


KDP affiliated Al-Taakhi wrote a page-three editorial on 
VWhy Our Votes Are Made of Gold" which dealt with its usual 
topic of late-the importance of voting for the Kurdish 

Alliance (list 730). 


The Shi'a Ad-Dawa newspaper published page-seven editorial 
\"Yes to the UIA\" praising the list because it was supported 
by the religious authority during the former election and 

its members have a long history of struggling against the 
former regime. V 


Al-Adala continues dedicating page-five to editorials about 

the coming election. Al-Bayna\'s front-page editorial 

Days of the Dictator Are Short" was critical of the trial 

and remarked sarcastically 

witnesses will withdraw from this trial as the lawyers have 
done previously. Perhaps if such weakness continues Saddam 
the characteristic leader 

trial. V 


Baghdad published a page-two editorial entitled \"Read\" that 
indirectly criticized the UIA list for making use of 

QurVanic verses for electoral advertising. Another 

editorial 

some electoral lists are trying to use Al-Sistani\'s name to 
support their lists. The editorial warned 

to defend religion and the religious authority must distance 
those elements from political competition.\" END SUMMARY. 
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A. \"The Impartiality of the Election\" (Al-Fourat 

B. VSaddam Says Long Live Iraq\" (Al-Bayyan 

C. VBetween Optimism and Pessimism\" (Ad-Dustoor 
D. VOnly To Win Votes!" (Al-Mada 

E. VHitting Below the Belt\" (Az-Zaman 


A. \"The Impartiality of the Election\" 
(Al-Fourat - independent 
page-two editorial by Majed Fadhel Az-Zaboon) 


\"The upcoming election represents an important step to 
overcome the consequences of the American occupation of 
Iraq. In the upcoming election 

participation from all Iraqi political groups 

groups that boycotted the former election 

establish a parliament and government that lasts for four 
years; a government that will be able to make more active 
decisions than the former transitional governments 

led the country for just a few months. Therefore 

are looking forward to seeing a national accord government 
that puts the interests of citizens above all political and 
personal considerations and interests. This government must 
also start reconstruction and improve the conditions of the 
people. 


\"In spite of this optimism 

that occupation forces and neighboring countries will 
interfere in the upcoming election or affect its results. 

This issue will cause unfavorable consequences so for this 
reason we should choose honest figures to monitor this 
election. Those figures must be well known for their 
integrity and justice so that we will be able to overcome 
any significant mistakes that may happen during the 
election. In addition 

and distance themselves from any influences that may affect 
their choice. 


\"The upcoming electoral process will put Iraq in front of a 
real challenge--between falling into an abyss and moving 
forward towards a new future. The next government must be 
composed of scientific and qualified figures who are famous 
for their loyalties to the country. In this way 

able to conquer sectarianism and begin reconstruction. It is 
very important for the next parliament to appoint the 

suitable man in the suitable place.\" 


B. VSaddam Says Long Live Iraq\" 
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(Al-Bayyan - affiliated with Ad-Dawa (led by Al-Ja\'fari) 
bias 


VI and the citizens of Dujail would like to reproach our 

people for not participating in demonstrations during 

Saddam\'s trial. We know that there were demonstrations in 
Najaf 

demonstrations were small compared to Saddam\'s massacres. | 
think our people should interact to show our suffering and 
demonstrate how much we were tyrannized during the era of 

the former regime. We must put pressure on this weak and 

very transparent trial. We know that the Iraqi people will 

demand strict punishment for the rat. 


VI have seen with my own eyes a group of people erecting a 
tent at a gate of the Green Zone shouting slogans demanding 
strict punishment for the criminal Saddam. | said that 

millions of people should join this group so that the entire 
world will know that all Iraqis demand the execution of 
Saddam. Perhaps 

[i.e. corruption] like Ramsey Clark and the Qatari former 
minister of justice would feel ashamed because they are 
standing against the will of the Iraqi people. 


VWhy is the court so cold? This is Saddam and his name 
evokes memories of dark nights 

innocent blood and tears. Saddam said in one of his useless 
speeches in front of the cold court 

not know how he can greet Iraq with such a salutation. How 

can he address Iraq while he destroyed its economy? How can 
he speak to Iraq while he devastated Iraqis? But 

what should we expect from Saddam. We feel sad when we see 
Saddam give his useless bombastic and speeches in court.\" 


C. \"Between Optimism and Pessimism\" 
(Ad-Dustoor - independent 
page editorial by Bassim Al-Sheikh) 


\"If we think about what will happen after convening the 
election we will see that we have two choices 

optimism or pessimism. The optimist will see that violence 
fear 

with the stabilization of the situation in Iraq. On the 

other hand 

will be dangerous and more disastrous than the current 
period. 


\"Optimists are people who lived and suffered during a 
difficult era and they think that their conditions will 
improve. This group of people hopes for a better future. In 
contrast 


eland. 2. Per reftel, post understands that no assistance is required. Embassy telephone number w 
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believe that the Iraqi situation is on the verge of an 
abyss. This group of people thinks that the upcoming 
election will push Iraq towards the deepest abysses. 


VBetween the two theories 

control of the pessimists and optimists. However 

optimism and pessimism can better analyze the Iraqi scene. 
We understand sometimes that we feel weak and unsatisfied 
but at the same time we need to have a little bit of 
satisfaction with our future. | think we have all the 

standards that enable us to overcome the current crisis. 
After holding the election there will be a new permanent era 
and this stage will depend on political stability 

will result from a popular determination that represents all 
spectra of Iraqi society." 


D. VOnly To Win Votes V" 
(Al-Mada - independent 
editorial by Amna Abdul Aziz) 


\"Election fever is picking up its pace as the countdown 
continues. Electoral campaigns have addressed the most 
significant problems suffered by people and offered 
solutions 

unemployment 

each Iraqi citizen a piece of land!! 


VOne of the posters had the map of Iraq surrounded by 
darkness with a flash of light in the center where the 
candidate\'s picture was located 

electricity problems would end with that candidate wining 
the elections. The poster also contained the phrase 
"Terrorism and power shortages are two sides of the same 
coin.V 


V'The truth is that power shortages have worsened these days 
as we approach the elections which have also been associated 
with many assassinations and terrorist attacks to coincide 

with the start of the countdown towards the elections. 


V'It is true indeed that power shortages and terrorism are 
two sides of the same coin 

an end if this candidate were to win the ballot 

appear to be another set of unfulfilled promises that have 
no aim other than to gain votes. V 


E. VHitting Below the Belt\" 
(Az-Zaman - independent 
five editorial by Ali Al-Jaberi) 


V'The countdown for the upcoming election has begun and 


eyeseigha is going through the motions of normal operations, he is being guarded and supported by : 


al board meeting of the Institute of Electrical and Electronics Engineering (IEEE) Transactions on Aut 
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electoral competition fever has increased among candidates 
and electoral lists. This electoral conflict aims to gain 

votes of the Iraqi people. The electoral campaign has 
started by launching electoral promises 

and all lists have started to speak about the importance of 
achieving peoples demands and wishes. It seems that they 
can make all our dreams come true but [only] after the 
election. 


V'The first stage of the electoral campaign witnessed a 
diversity of slogans and posters. Many candidates imagine 
themselves the new leaders of Iraq. Wherever we go in 
Baghdad we will see posters carrying photos for a new 
dictator. We all know that slogans are not always useful. In 
addition 

malevolent because most of them dream of power and control. 
However 

witnessed a significant development. We started to see some 
electoral posters ripped down and other electoral ads banned 
from being distributed in some areas that are controlled by 
specific lists. Moreover 

hit below the belt in an attempt to crush and destroy their 
competitors. 


\"It is impossible to say that the stage of hitting below the 
belt represents a popular phenomenon. It seems that this is 
an organized campaign funded by some electoral lists to 
weaken their competitors. But 

will not be deceived by such tricks. This kind of electoral 
competition is devoid of democracy and civilization. It 
seems that those who conduct these acts know that they 
cannot gain a parliamentary seat unless they destroy their 
competitors. 


\"In any case 

when they reach the ballot boxes to cast their votes. | am 
surprised by the attitude of the Independent Electoral 
Commission of Iraq (IECI) and the current government for 
allowing this [mis]behavior to happen. They should have put 
an end to these practices. The IECI and government are 
responsible for providing suitable conditions and ensuring 
all political lists\' rights. Additionally 

all lists and candidates from 

belt. We do not care if the hitting was above the belt 
because it will not cause damage." 


KHALILZAD 
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the two is \"technical\"; those with Dabbagh are perceived to 
be independent of the main political parties on the UIA. He 


'a (Al) issues due to a 2002 outbreak of the disease in poultry. The agricultural sector met the challeı 
¿sue an advisory to NepalVs financial institutions regarding the concerned Syrian and Lebanese offici: 


resentative (COR - elected lower house of parliament) Speaker Khalifa Al Dhahrani about the legisla 
e head of the Central Bank\'s Anti-Money Laundering Unit. Emboffs will meet with MFA and Central I 
itsyan told us he would contact Armenian financial institutions to request that they monitor and report 
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said DabbaghVs team is prepared to join the UIA block in the 
next government. He also confirmed reports that individual 
Sadrists have joined Shia slates other than the UIA 
Mugtadah al-Sadr would not issue a statement in support of 
the UIA. He claimed election fraud would be limited to the 
actions of individuals 

violence. (In a separate conversation December 5 with 
Dabbagh 

about disruptive UIA electoral activities 

will undermine the credibility of the election.) Sharing 

other views 

primary influence over the Shia south 

tribes 

He said the security situation in Maysan had improved once 
the Sadrists gained political power 

increased Iranian influence since 2004. End Summary. 


2. (C) Shia Coalitions. Poloff met December 5 with Shaykh 
Mohamed al-Saadoun 

Saadoun tribe. Saadoun 

Assembly 

is the party\'s first candidate on Maysanvs list. He 

described the original UIA as 75 percent political party and 

25 percent independent. For \"technical reasons 

independent members had joined Dabbagh\'s \"Qualified Iraqis 
Party" to run in the elections for the new government. 

Poloff asked him to define independent; did he mean 
independent from Iran? Saadoun clarified that DabbaghVs 
group is independent from the political parties 

the same political program. Dabbagh\'s party is prepared to 
join the UIA in the new government 

that the UIA would gain the largest share of Shia votes 
because it is well-known 

dominates the media. But he predicted that Dabbagh\'s party 
would do well with voters who seek a change from the dominant 
Shia political parties 

(a group of Karbala-based religious politicians) would also 
pick up votes. Saadoun said Dabbagh had chosen individuals 
like himself 

communities 


3. (C) Leader more critical. List leader Dabagh has been 

far more critical of the Shia alliance in separate private 
conversations with poloff. He accused the UIA of tearing 

down his campaign posters 

hired cars fitted with loudspeakers to patrol the streets of 
Karbala and make false announcements that Dabagh has 
withdrawn his candidacy and now backs the \"555\" (UIA) slate. 
Dabagh has rejected that notion in public. He told poloff 

that he is trying to cast himself as a modern technocrat who 
can solve problems with economic development. Still 


hical Indications (GI) with Ministry of Trade Permanent Secretary David Nalo on November 30, and p 
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discouraged 

controversy after the elections. \"I\'m very worried by what 

Nm seeing inside the (Shia) coalition 

Poloff replied that he was worried 

\"You haven't seen what I\'ve seen. I\'m ten times more worried 
than you. | don\'t know what they're trying to build here. V 


4. (C) Sadr Role and Electoral Environment. Saadoun 

was known to poloff to be sympathetic to Sadr in 2004 
confirmed that Sadrists are running on lists other than the 
UIA 

of the UIA. When asked if the fierce rivalry between 

Sadrists and the Badr organization in Maysan (as in other 
parts of the south) affected the campaign 

implying they were cooperating for the sake of the election. 
Asked to comment on the fact that an Allawi candidate in 
Maysan had been murdered on November 30 following a campaign 
event 

other than politics could have led to the killing. He flatly 
dismissed Allawi\'s prospects in the south and asserted Allawi 
would fare poorly in Baghdad 

reported concerns about ballot-stuffing and other possible 
forms of electoral fraud 

would be incidents of individual fraud but not organized 
interference in the campaign. 


5.(C) Maysan politics. Saadoun 

in responding to the violent 2004 Sadr insurgency in Maysan 
said stability in the province had increased following the 
January 2005 elections 

provincial council 

head of the provincial council. Once they gained a dominant 
position in the political process 

fighting. He commented that the Sadrist leaders of 2005 are 
older and better behaved than the radical youthful leaders of 
2003-2004. Saadoun shared his view that the influence of 
tribal leaders is waning in the face of competing religious 

or political claims. But to Maysan\'s Shia 

voice of the marjaiyah remained paramount. For example 
said 

a contradictory view 

favor the marja\'. Saadoun also predicted that Abu HatemVs 
brother 

the upcoming elections due to his past poor performance. He 
complained about the ongoing chaos that characterizes the 
relationship between government entities in the provinces and 
the national ministries in Baghdad 

authorities of police chiefs. 


6. (CO) Comment: There was a noticeable shift in Saadoun\'s 
exchange with poloff (who was assigned to Maysan in 2003-2004 


wernment-sponsored events either. TUELLER 
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and is well-known to Saadoun) 

scripted dialogue once a TNA Sadr member sat down at the 
table uninvited and joined the discussion. For example 
early in the conversation Saadoun spoke freely to poloff 
about the tactical decisions among the various Shia parties 
in arranging the coalitions 

Sadrists on other lists 

about AllawiVs list and electoral fraud once joined by his 
colleague. Saadoun also told poloff early in the 
conversation that Iran\'s influence had increased in Maysan 
since 2004 

influence 

increase in public awareness of the Iranian role. It appears 
that Saadoun -- who was not an exile or mujahid in Iran like 
many of Maysan\'s politicians affiliated with SCIRI 

al-Dawa -- has decided to ally with Sadr 

leaders like him are populating lists other than the UIA. 
This may explain why he does not share the apprehension 
expressed by Dabbagh about UIA conduct. 

KHALILZAD 
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state budgetary support for parties that obtain at least five 
percent of votes for the presidency and at least ten percent 
of parliamentary seats (even for non-signatories to the 
accord). 


3. (C) Several sources 

have told Polcouns that G-184 leaders 

Reginald Boulos 

completing this agreement. Apaid himself had reportedly 
favored Manigat 

weeks to promoting an anti-Preval alliance. In the process 
Apaid and Boulos successfully brought independent candidate 
Charles Henri Baker 

previous discussions among party leaders. (Note: Baker 
allied with KOMBA and smaller PLB only after successfully 
establishing his independent candidacy. End Note.) 


4. (C) Alyans campaign manager Fred Brutus shared the results 
of an Alyans poll with poloff on December 1 showing Paul 
Preval and Baker as the top three candidates. Brutus said 

that he was in talks with the disqualified presidential 

candidate Samir Mourra to pursue an electoral alliance with 
Mourra\'s MPH party. (Note: Mourra later confirmed his 
campaign manager was meeting Brutus. End note). Brutus 
flatly said the Political Agreement for Democracy and 
Modernity would disintegrate 

round. Mourra had told poloff November 30 that he would have 
considered joining this coalition 


Column 3 

included. Mourra said he had held talks with several of the 
candidates involved and none mentioned this agreement before 
it was publicly announced. Mourra continues to pursue his 
challenge before the supreme court to have his name put back 
on the ballot. 


Simeus Considering Alliance 


5. (U) Disqualified presidential candidate Dumas Simeus 
announced at a December 1 press conference that his \"Tet 
Ansamn\" party would soon make \"an alliance or coalition\" with 
another party 

Vin one round.\" Simeus told the press he has talked to 

several candidates 

Preval by name. (Note: In discussions with Polcouns over the 
last several months 

most often in discussing potential alliances 

insisted that he will consider all options. End Note.) 


Comment 


6. (C) The November 28 agreement is the result of the 
acknowledgment that Preval is the front-runner 

even carry the election in the first round. While the 
signing of the accord made a big splash in the media 
simply formalizes a grouping of parties that began to 
coalesce with their adoption of the June 2005 governability 
pact 

new parliament and to create an inclusive cabinet. It was 
surprising to see Baker included in this latest agreement: 
his status as an independent 

support 

long-standing members of the V'political class.V His 
inclusion shows they prefer to have him as an ally rather 
than another front of competition. Despite the growing fear 
of Preval 

credible front will only succeed if presidential hopefuls 
overcome their unwillingness to be the first to step aside in 
favor of another candidate. End Comment. 

CARNEY 
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officially conceded 

reason to believe that Liberal Party presidential candidate 
Manuel \"Mel\" Zelaya will not be the next President of 
Honduras. There is hope that a Supreme Electoral Tribunal 
(TSE) statement about the vote tendencies indicating a likely 
Zelaya win will be issued the morning of December 7. A 
private meeting between Lobo and Zelaya the evening of 


e thanked us for the information but noted that the GOP continues to focus all of its efforts on the cor 
raq Khalilzad, Ambassador Jeffrey or another appropriate USG official to meet privately this Saturday 
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December 6 may help spur a resolution 
form his planned Cabinet 

still not officially over. End summary. 


Senior State/Embassy Officials to Meet with Zelaya 


2. (SBU) Under Secretary for Public Diplomacy Hughes 
Assistant Secretary Shannon 

to meet the afternoon of December 6 with Liberal Party 
presidential candidate Manuel \"Mel\" Zelaya and his Campaign 
Manager and likely Minister of Finance 

Pedro Sula on the margins of U/S Hughes and A/S Shannon\'s 
visit to Caribbean coast areas affected by storms/flooding. 
(See septel on December 7 for details of the meeting.) 
Although the purpose of the meeting is not/not to formally 
congratulate Zelaya on his likely victory 

assume that the press will see it as such. President Ricardo 
Maduro 

earlier in the day 

as does the Lobo campaign. 


Election Counting Drags; TSE May Release Statement 12/7 


3. (SBU) PolOffs were informed the afternoon of December 7 
that the Supreme Electoral Tribunal (TSE) had tabulated 88.38 
percent of the vote counts (12 

maintains his approximate 3.74 percent lead over Lobo. The 
vote tabulation has essentially not moved since December 3 
and is delayed for a variety of reasons 

fact that the TSEVs High-Level Commission 

reviewing the 1 

making progress. The Commission is made up of four members 
of each party (two regular 

ten members at any given time reviewing documents. 
Non-National Party Commission members report that their 
findings will not change the tendencies of the election 
outcome. 


4. (SBU) The TSE 

American States Election Observation Mission (OAS EOM) 
PolChief and PolOffs that they intend to release a statement 
the morning of December 7 with current results and election 
outcome tendencies. TSE President Aristides Mejia (Liberal 
Party) and TSE Magistrate Saul Escobar (Christian Democrat 
Party) both support this move by the TSE. OAS informed 
PolChief the evening of December 5 that OAS Secretary General 
Insulza 

both Mejia and Escobar (but were unable to reach TSE 
Magistrate Jacobo Hernandez (National Party)) on December 5 


idhri Dowling. Dowling said that the GOI shares the USGVs concern that the new Russian draft law c 
amdan bin Zayed. Al Romeithi said the UAEG was neutral on the issue. Pol Chief pulsed both Al Roi 


a pandemic, the following information is provided. ------------ Preparedness ------------ 2. (U) The UAI 
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to discuss the planned TSE statement. Embassy fully supports 
and encourages this planned statement as well 

this clear to Mejia and Escobar 


5. (U) The TSE issued a statement dated December 5 that was 
published in newspapers December 6 explaining how the 
tabulation of vote counts of electoral tables was proceeding. 
It stated that all vote counts are scanned before entering 
the tabulation center and subsequently scanned after being 
data entered. Each political party receives the information 
and may contest the certification of the vote counts. For 

the most part 

the TSE tabulation center where they undergo a lengthy 
process to validate their authenticity. Afterwards 

technical team enters the information in the TSE computers. 
If for any reason the information entered is rejected by the 
computer checks to prevent potential mistakes/fraud 

will repeat the process of verifying the authenticity of the 
vote counts. All precautionary measures were taken by the 
Honduran Armed Forced to prevent unauthorized individuals 
from gaining access to electoral material and or have any 
electoral material leave designated areas without TSE 
authorization. An executive commission of high level party 
representatives has been appointed 

members of each political party 

counts (see para 3). 


6. (SBU) The tabulation of vote counts for congress 
continues to ebb and flow since the system of proportionality 
has not been applied to the raw vote totals yet. Once all 

the votes are tallied 

will be known. However 

have a plurality 

without a coalition. Additionally 

that some \"old-timers\" congressmen who made it through the 
primaries in February by being on Lobo\'s or Zelayavs ticket 
may not be elected 

the political dinosaurs. 


You Take The High Road 


7. (C) As reported in reftel 

the contrary 

obligation to formally concede. Having said that 

Democratic Party leader and prominent pollster Arturo 
Corrales hosted a private meeting between Lobo 

former Honduran President Carlos Flores 

heavyweight Mario Rivera Lopez the evening of December 5. 
While details of the meeting are not yet available 

told PolChief that the discussions were very productive. 


in police training in Jordan. The Ministry of Interior has already allocated the necessary financing. Th: 
ye outcome. Veintimilla said that the GOE is supportive of the need to see Bolivia strengthen its dem 
elmut Krehlik, Head of the Ministry of Economy\'s Import and Export Division. Krehlik thanked the U! 


| of one dozen Iraqis in Damascus in mid-November to plan out-of-country voting. At the bustling offic 
t that France would be able to provide bilateral monitors. He cited a lack of available personnel due, 
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(Note: As of mid-day December 6 

on this meeting. End Note.) PolChief made clear to Corrales 
that the Embassy supported the planned TSE statement on the 
election tendencies. Corrales said he did as well 

said the he thought the National Party would accept issuing 
such a statement December 7. 


Changes Already in Zelaya\'s Cabinet 


8. (SBU) As noted in reftel 

Arturo Reina as nominee for Minister of Foreign Affairs. The 
name now being bantered about is Milton Danilo Jimenez 
Puerto 

re-assigned to be the Minister of Government and Justice 
(slated to be renamed Minister of the Interior). (Note: In 
contrast to many Latin American countries 

Interior has no police functions. Rather 

amorphous and will handle GOH relations with departments and 
municipalities. It also presently has line authority over 
Immigration 

immigration reform undertaken by the December lameduck 
congress. End note.) The press has picked up on the fact 

that many of Zelaya\'s proposed Cabinet members are from San 
Pedro Sula. 


Sporadic Violence Not Indicative of Something Darker 


9. (SBU) While there have been incidences of violence since 
the November 27 elections 

larger 

versions of the story 

polls closed 

and killed by a mob after he shot dead a National Party 
election worker. On November 28 

Tegucigalpa area with 23 Liberal Party merrymakers flipped 
over and killed all passengers. Also heavily reported is the 
beating of Liberal Party member Roberto Jose Nodarse November 
29 in San Pedro Sula allegedly by several National Party 
members. Nodarse was left for dead and remains in critical 
condition in the hospital. While there are other scattered 
reports of violence against members of the National and 
Liberal Parties 

but tragically common acts of criminality and not party 
retribution. 


Lame Duck Congress to Meet 


10. (SBU) The Honduran Congress is set to hold a lame-duck 


rian diplomats did not respond in a timely fashion. End note.) Baena Soares read the text of the Boliv 


laitian election by executive order. The edition, marked as published November 28, convenes the fir: 
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session on December 13 

It is likely that they will discuss technical CAFTA 
implementation legislation 

and perhaps immigration reform and other issues. 
Ford 
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Mexican President Fox\'s visit to Chile in January 2006. 
Geiger noted the GOC and GOM made significant progress 
towards an agreement during President Lagos! visit to Mexico 
in early December. Geiger 

negotiations 

agreement" that would allow Chile and Mexico to build upon a 
free trade agreement signed in 1998. The final agreement 
will contain at least five components: political 

commercial 

added Chile was especially proud of both countriesV 
commitment to identify opportunities in the region V'to 

jointly promote democracy 

interests. V 


2. (C) Geiger characterized the agreement as V'one of a kind 
asserting Chile (and he believed Mexico) did not have a 

similar agreement with any other country in the region. He 
claimed discussions toward the agreement had been under way 
for \"some time\" and predated last spring\'s \"difficulties\" 

over the OAS Secretary General candidacy (where then Chilean 
Minister of Interior Insulza and Mexican FM Derbez were vying 
for the position.) Geiger said that while both countriesV 

desire to V'add a political dimension\" to the FTA played a 

role 

for improved relations with the GOM were the driving factors 

for Chile to conclude an agreement before President Lagos 
leaves office in March 2006. 


3. (U) Geiger\'s description of the agreement is consistent 
with the information contained in a December 2 press release 
posted on the Mexican presidency\'s website 
(www.presidencia.gob.mx). According to the release 
agreement calls for Chile and Mexico: 


--To coordinate positions in multilateral organizations and 
international fora 
nations and regions. 


- To strengthen the Chile-Mexico free trade agreement 
including increasing investment in the two countries. 


--To increase emphasis on research 
technology. 


lress is: KennonMR@state.gov; classified email address is: KennonMR@state.sgov.gov. Mr. Kennor 
int of Intellectual Property Rights (IPR). Ms. Roeplal is the Head of International Relations with Surin: 


ands has provided US$100,000 to the mission and has pushed for EU support of the mission. The E 
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--To develop strategies to preserve natural resources in both 
countries. 


4. (U) The press release adds that Chile and Mexico will 
establish a Partnership Council to implement the agreement. 
It will be comprised of six government representatives who 
will participate in three executive bodies: a political 

affairs commission 

trade commission. The Council also will act as a mechanism 
for technical cooperation as a platform for joint 

collaboration with other countries. 


5. (U) According to the same press release 

investment in Mexico totaled $130.3 million as of June 2005 
and involved 259 Chilean firms operating in the commercial 
service and manufacturing sectors. Mexican investment in 
Chile as of October totaled $1.31 billion and involved 50 
Mexican firms in the food 

and telecommunications sectors. 
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bill and then sending it to the floor for a full vote. The 

GOH (with assistance from NGOs and the private sector) is 
helping the committees conduct this analysis 

cases the committee is expected to \"rubber-stamp\" the 
dictamen. The GOH foresees few problems during the floor 
vote. However 

submission of the final versions of the laws and regulations. 
Those final versions are themselves on hold while the GOH 
awaits formal feedback from USTR and confirmation that the 
proposed modifications are sufficient to certify Honduran 
CAFTA compliance under the forthcoming Presidential 
Proclamation required by Trade Promotion Authority. 


4. (SBU) Ambassador and EconChief are requesting meetings 
with the five most influential Congressmen on CAFTA issues 
including the four chairs of the committees responsible for 

the seven key pieces of pending legislation. We will 
emphasize the importance of this legislation to prompt 
implementation of CAFTA 

benefits to Honduras 

In a legislative calendar that is overstuffed with difficult 

issues 

a top priority for the Congress. The Ministry of Trade is 
likewise making CAFTA its top priority. Both the Minister and 
Vice Minister will remain in Tegucigalpa rather than attend 

the upcoming WTO round in Hong Kong in order to respond at a 
moment 

Vice Minister is prepared to travel to Washington at any time 
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to meet with USTR on these issues 
meeting at the earliest opportunity. 


5. (C) Comment: On November 27 

elections for President 

December 6 

yet been certified 

opposition Liberal Party candidate Manuel \"Mel\" Zelaya 
Rosales has won. This change of power heralds months of 
disorganization and delay as the GOH transitions from 
National Party control to Liberal Party control starting with 
the inauguration on January 27. CAFTA legislation must be 
submitted and ratified before the current Congress goes out 
of session 

government is formed and the new Congress is educated on the 
issues. It is unclear if this lame-duck Congress would be 
willing to return in extraordinary session between the New 
Year and the inauguration 

remaining to conduct legislative business. 


6. (C) Comment continued: In the Congress itself 

situation is in flux 

which the public could vote for individual Congressmen 

a straight party-line vote. As a consequence 

of this vote 

proportionality rule (reftel) 

clear idea of the composition of the new Congress. Very 
preliminary results suggest some stalwarts might have lost 
their seats 

Congresswomen were among the top vote-getters. This 
situation poses unknown and unknowable risks for CAFTA 
implementation if that implementation is not accomplished by 
January 1 

beyond the close of the outgoing Congress (expected to be o/a 
December 21 

politically damaging and economically devastating delays in 
entry into force for Honduras until the third or fourth 

quarter of 2006. Such an outcome would undermine U.S. 
credibility in Honduras 

on international issues 

foreign direct investment 

national security by encouraging increased gang membership 
and illegal emigration to the U.S. as the Honduran economy 
stalls without CAFTA-related investment. 

Ford 
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commission of Honduran citizens convoked by Congress to 
recommend reforms for gasoline imports pricing) has 

reportedly been delayed until Wednesday 

commission head Cardinal Oscar Andres Rodriguez is expected 
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to return from outside the country. The report 

an independent U.S. citizen consultant (reftel) 

pricing formula that the GOH uses to set prices and margins 
throughout the fuel distribution process. The Honduran 
Congress will be responsible for implementing the report 
recommendations. 


2. (C) According to Rosanna Guevara 

recently resigned from the Notables Commission 

very well balanced 

delayed until after the tightly contested presidential 
elections. &l resigned because the process has become too 
political. The report has been ready for at least a week 

she said. She is also concerned that the report might not be 
published in full 

the public. &lf it comes out now 

received by all parties involved. With more delay comes more 
pressure 

she said. 


3. (C) Gasoline importers apparently will suffer most from 
the report 

of the Honduran Petroleum Industry group 

report 

smallest margin to begin with 

biggest cuts 

which will likely include establishing a GOH unit to buy 
fuel 

had the least input into this process and we 

to suffer the most.8 At least one U.S. importer is 
considering pulling out of the country if the report 
recommendations are implemented 


4. (C) The Honduran Patriotic Coalition of Solidarity 
represents about 60 organizations mainly involved in fuels 
transportation 

December 7 

December 6. However 

Transportation for SOPTRAVI (the Honduran Transportation 
Agency) said to EconOff late Tuesday 

agreement has been reached between the Coalition and the 
Notables Commission to wait until Thursday 

release the report. 

Ford 
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contracts for advertising purchases in the major media. 


4. (SBU) The USG members discussed these issues at length with 
the GVN members and made the following points in response to 
these concerns: 


»inson, Deputy Director, Caribbean and Americas Department, MFAFT. Wheeler thanked Poloff for tl 


1t measures taken by the GOJ to advance democracy, human rights, and fundamental freedoms in C 
OUND AT PROGRESO REF: SANTO DOMINGO 4979 1. (U) This is number 13 in a series of cablı 
initored elections in the region. Peralta also indicated that he would consult with other Paraguayan of 
drs to Bolivia, but would consult within the Ministry, and advise us if any plans were developed. Despi 
eived any request from Bolivia and told PolOff that the GOG is not planning to send election monitors 
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- DPO noted that it was unlikely we would be able to change the 
basic eligibility restriction to unmarried children under 21 

years old as listed in the access criteria 

legal implications. The restriction was based on the U.S. 
Immigration and Nationality Act. Regarding the GVNYs comment 
that many under-21 and unmarried children had not participated 
in ODP when they had had such an opportunity prior to the 
previous application deadline in 1994 

that the McCain Amendment program had been implemented to 
address that concern. We also noted that unless there were some 
U.S. legal change to allow participation by over-21 and/or 
married children of principal applicants (which could also have 
implications for derivative families that extend even to 
great-grandchildren of principal applicants) 

could not be eliminated. We did agree to explore the issue 
further with our legal authorities in Washington and to provide 

a more definitive response. 


- Regarding what documents should be submitted as part of the 
applications 

documents to support requests for consideration under HR 

as re-education certificates (for HO) 

evidence of USG employment (for U-11) 

U.S. private organization employment (for V-11). We also noted 
that given the variety of circumstances of individual cases 

such a list could not be comprehensive. We acknowledged that 
many potential applicants may not have re-education or 
employment documents available after 30 years 

work with the GVN and with USG offices in the United States to 
make best efforts to verify such claims. We will include the 

list of key documents with the information sheets and 
application forms that we distribute to potential applicants. 


- Onthe issue of planning the breadth and length of airing PIO 
information 

in developing specific schedules and materials for media and 
print coverage 

GVN members said that they would need an additional 15 days to 
prepare adequately their first plans for PIO materials 

JWG agreed that the active dissemination of information for HR 
would begin on December 16. 


- The GVN proposal for funding the HR process was the most 
contentious issue raised. The DPO noted that the U.S. also had 
expenses such as application and information sheet printing 
costs and bringing staff from Hanoi to HCMC for JWG meetings. 
He said that the USG could not defray the costs that the GVN 
would incur. Refugee Coordinator pointed out that we had 
initially offered to do the PIO through the International 
Organization for Migration (IOM) as our partner 


y Director General Jack Lu announced late November 25 that Taiwan would grant the Taiwan Depart 


JIDANCE C. 08 STATE 34981 - GUIDANCE 1. (U) This is an action request for human rights vei 


)ne) Gateway ATXAEG LX3 E6000 NOR TCM Server, Serial # 0032171131 3. Additional details: Tic 
) from the Ministry of Foreign Affairs. Informal Embassy translation of letter follows: Letter No. 09-2- 
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would have purchased airtime and print space at commercial 

rates. However 

had said it would prefer to manage the PIO itself 

involvement (Ref A). At that time 

sharing costs for the PIO. The U.S. side suggested that most of 
the PIO information should be disseminated through public 

Service announcements and press releases; large-volume purchases 
of commercial advertising space should not be necessary. We 
also noted that the GVN still receives per-capita payments from 

the USG (paid through IOM) each year for all persons traveling 
under the U.S. Refugee Program and that these per-capita 
payments were intended to compensate the GVN for costs incurred 
in cooperating with in-country resettlement programs. The GVN 
members pressed 

funding 

success of HR. We undertook to convey their concern to the 
Department. 


5. (SBU) The U.S. side provided the GVN with two draft 
documents that we wish to begin disseminating to people 
requesting information on HR: a one-page application form that 
requests basic information about the applicant and whether he or 
she has previously applied for ODP; and a general eligibility 
information sheet repeating most of the information contained in 
the initial public announcement document: a basic description 

of the HR eligibility criteria and warnings not to use agents or 
\"fixers\" for assistance or to make life-changing arrangements 
(selling property 

officially notified of approval for resettlement. The GVN side 

is reviewing these documents 

the term \"refugee\" throughout the documents (Ref B). With this 
change (and the addition of the list of key supporting 

documents) 

forms and information sheets to those making inquiries on 
December 16 


6. (SBU) The GVN also asked us to provide it with lists of 

people submitting HR applications 

discourage imposters and more generally prevent fraudulent 
applications. Specifically 

lists 

application forms; of persons deemed eligible for consideration 
after an initial evaluation of their case; of persons deemed 
ineligible for resettlement; and of persons whose cases are 
pended for some reason. The U.S. side acknowledged that we have 
a common interest in combating fraud and that we had provided 
similar lists throughout the previous ODP process. (Comment: 
We would need to provide much of this information to the GVN for 
document verification and verifying related case facts in any 
event. However 

accommodate this request. End Comment.) 


jing directive from the UN Security Council. 2. (S) Polcouns delivered reftel message to Dimai Hada 


)outbreak. The group discussed information provided by the GOK about its preparations, internal En 
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7. (SBU) The JWG meeting took place in an atmosphere of 
cooperation in implementing operational details of the HR 

process 

be worked out. JWG members on both sides agreed to consult each 
other regularly via e-mail and phone calls between meetings to 
continue resolving operational details 

meeting at a time of mutual agreement. 
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The company has filed annual financial reports for the years 
1999-2004 inclusive. 


Purpose of Company: To provide and service instruments and 
equipment. 


Company Profile Per the Thai Department of Business 
Development 

Ltd is filed under registration number (2)1431/2539 

MAR 1996. Capital registration was 20 

company executives are listed as Mr. Thongchai Lamsam 
Sueptrakun Sunthontham 

Navy) 

Phongchumphunut Thongthaem 

Chotkhamwong. Address listed is 102 Na Ranong Road 
Toei Sub-District 

company has filed annual financial reports for the years 
1999-2004 inclusive. 


Purpose of Company: To wholesale 
military equipment of all kinds. 


The Company also has a sister company 

Development Col 

Registration No. (1) 151/2543 

Registration 10 

Luang Phongchumphunut Thongthaem. Address is 102 Na Ranong 
Road 

Bangkok. The company changed its name from \"The Asia Solar 
Co. 

financial reports for the years 2000-2004 inclusive. 


Purpose of Company: To manufacture and sell solar 
cell-generating equipment. 


Neither Bangkok Helicopter Services 
Aviation Co. 


tnik and staffer Zorica Bukinac Cimpersek. Pungartnik said he was surprised the discussion of the |: 
] Imperial Roman Periods of Italy, signed on January 19, 2001. 2. The Memorandum\'s effectiveness 
¡EGIONAL ADVISOR TOM DOLAN KATHMANDU FOR OFDA REGIONAL ADVISOR WILLIAM BER! 


T DISTRIBUTION. 1. (SBU) On November 25, the Austrian Ministry of Justice (MoJ) followed-up ref 
As of November 30, no additional cases of H5N1 have been confirmed in Croatia. In response to re 


ecember 4 through January 5, 2006. Purpose of visit is to perform the IPC Upgrade project. 2. Em 
jladesh, and Germany, the Ambassador discussed our concerns that the recent 12-point understandi 
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POL FSN made an unannounced visit to the General Aviation 
Col 

December 2 

Thongthaem 

company is a subsidiary of the Loxley Public Company 

His business card listed The General Aviation Co. 

Bell Helicopter Textron Representative. COL Mom answered all 
questions posed in reftel: 


1 Can General Aviation confirm it placed an order for the 
helicopter mentioned in reftel? 


Yes. The purchase of the Bell 430 and KRG-33 and QRS-11 
equipment was confirmed. 


2 How will this aircraft be used? 


It will be used as an Air Ambulance by the well-known 
hospital 

Bangkok Helicopter 

and maintenance. The aircraft will be the first air 
ambulance in Thailand. 


3 Will it operate only in Thai airspace? 


Primarily yes. However 

request for medical airlift from a neighboring country and 
the RTG approves 

into another country's airspace. 


4. Does General Aviation have ties to the Thai military? 


General Aviation 

Thailand from November 2004-November 2005 provided spare 
parts 

Armed Forces. 


5. Is there a specific need for the QRS-11 sensor to be 
included in the transfer? 


COL Phonchomphunut does not know about the technical 
specifications of the QRS-11. He could not provide copies of 

a DSP 83 or contract No. 14484 described in reftel. COL 
Phonchomphunut was also uncertain as to the exact location of 
Bangkok Helicopter 

Thawatwong Thanasumit directly and meeting him in his own 
office. 


POL FSN made an unannounced visit to the address listed for 
Bangkok Helicopters later that day and was told by a 
secretary that Mr. Thawatwong was abroad on business. The 


If affairs Antoine Sivan and MFA Iraq desk officer David Cvach November 30. Sivan welcomed our b 
IA/APHIS/BRS, USDA/APHIS/DA, USDA/APHIS/HQ, USDA/APHIS/OA, USDA/APHIS/PREC, USDA 
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SIPDIS 
secretary said that Mr. Thawatwong is the Senior Vice 


SIPDIS 

President for Bangkok Helicopter. The secretary suggested 
FSN visit a nearby office complex 

Bangkok Helicopter\'s headquarters. No one at that location 
had ever heard of Bangkok Helicopter. 

On December 6 

(66-2-265-5910 as stated in reftel). Mr. Thawatwong refused 
to meet POL FSN 

not cooperative in answering questions saying that inquiries 
should be directed at the seller 

unwilling to provide any written answers or documentation 
clarifying the queries outlined in reftel. His verbal 

replies to reftel questions are: 


1. Can Bangkok Helicopter confirm it placed an order for 
this helicopter? 


Yes. According to Thawatwong 
2. How will the aircraft be used? 


It will be used by Bangkok General Hospital but operated by 
Bangkok Helicopter. 


3. Will it operate only within Thai airspace? 


Yes 
a request for medical assistance outside Thailand 
Thai Armed Forces generally responds. 


4. Does Bangkok Helicopter have ties to the Thai military? 
No. 


5. Is there a specific need for the QRS-11 sensor to be 
included in the transfer. 


Mr. Thawatwong does not know what the sensor does. He said 
that the seller 

purchase it. 

BOYCE 
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with fireV") 

(important to legitimize Milinkievich) 

cost of the visa waiver impasse (Czechs ask 

anything the U.S. can give the Czechs in the short-term?). 


Column 3 
End summary. 


3. (SBU) During his visit 

Povejsil 

Director General 

Eastern Europe); Gabriela Dlouha 

Transition Promotion Unit; Jiri Pehe 

consultant to PM Jiri Paroubek 

University in Prague; Helena Bambasova 

Territorial Section II (including the Americas); Edita Hrda 
MFA Director of the Department of Americas; and others 
representing NGOs 

institutions (see paragraph 10). DAS Pekala was also 
interviewed by CT24 

Mlada Fronta Dnes 

subject of DAS Pekala 

relations 

Czech internal politics and Communists 

other issues (including a Czech-proposed meeting between FM 
Cyril Svoboda and Secretary Rice in Washington in early 
2006). 


4. (SBU) DAS Pekala explained that for most of the twentieth 
century 

itself. In the twenty-first century 

shifted outward. The organizing principle of the current 
transatlantic relationship is transformational diplomacy. 
Accordingly 

allies to promote democracy and human rights elsewhere. He 
asked the Czechs how the U.S. can better coordinate with the 
EU to achieve their common goals. 


5. (C) Plisek said the Czechs strive for common dialogue 
between the U.S. and the EU 

transformational diplomacy because it is consistent with the 
traditional Czech focus on human rights and good governance. 
The Czechs recently discussed transatlantic priorities 
internally 

more successful if they jointly identified a limited number 

of high-priority issues on which to focus. The Czechs have 
not concluded their short list of proposed issues 

following Czech foreign policy priorities provide a clue: 
according to Povejsil 

countries in Eastern Europe 

Additional priorities include Cuba and the Middle East. 


6. (C) When asked if the U.S.-EU relationship could be 


f on multiple occasions that the IECI Commissioners had agreed not to exclude the names of any cal 
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restructured to facilitate greater involvement of the new 
member states in EU policy-making 

elaboration that discussions between the U.S. and EU should 
be V'more political." While he repeated his previous 
assessment that the smaller and newer member states would be 
better served by U.S.-EU dialogues with all 25 members 
(rather than in the U.S.-Troika format) 

presented organizational challenges. Still 

to find a way to involve all EU members in policy discussions 
because new members find it difficult to introduce topics of 
interest into transatlantic discussions. Hrda concurred that 

all members should be present at Troika meetings 
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they cannot contribute. 


7. (C) On democracy promotion 

suggestion that the U.S. and the EU should develop a list of 
countries on which to focus joint efforts. The Czechs are 

still finalizing their list 

the list will include Afghanistan 

in addition to Belarus and Cuba. Povejsil also provided 

insight on how the Czechs promote their democracy initiatives 
within the EU. He said the Czechs typically focus on 
coordinating their efforts with older EU members (he 
mentioned Denmark 

members tend to be weak. He conceded 

experience makes it easier for new members to work together 
on some issues. 


8. (C) DCM encouraged Bambasova and Hrda to continue efforts 
to engage EU partners on difficult policy issues like Cuba. 

He said the Czechs are doing fine on substance 

whether they would benefit from U.S. assistance on technical 
issues or strategic approaches to the EU. Hrda conceded the 
Czechs have had technical problems dealing with the EU. DCM 
offered any assistance the U.S. can provide along these 

lines 

mission to the EU. 


9. (C) Plisek mentioned the Czechs have encountered an 
unexpected problem when they assist countries like Belarus: 
there are no V pools of experts" that can implement plans 
proposed by NGOs. He explained that people with transition 
experience have moved on to form businesses or take positions 
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in government and are not available for short-term consulting 
assignments in countries that need them. 


10. (U) DAS Pekala\'s meetings were followed by a working 
dinner with Czechs actively engaged in democracy promotion. 
Guests were Gabriela Dlouha 

Unit Coordinator; Kristyna Prunerova 

Jan Bubenik 

Executive Director of Forum 2000 (a think-tank) 

DG of the Czech Foreign Intelligence Service; and Vaclav 
Bartuska 

former Director of the Havel Library. The discussion focused 
on Czech efforts in Cuba and Belarus (to be transmitted 
septel) 

the Czech Republic. 


11. (C) Russia remains an important foreign policy priority 

for both the GOCR and the EU. Plisek assured DAS Pekala that 
the Czechs are not anti-Russian. The Czechs believe a common 
EU policy toward Russia is essential because a unified EU 
position 

only thing that Russia takes seriously. On Russia\'s draft NGO 
law 

Blair 

send a letter to Putin expressing concern and emphasizing 

that passage of the law would undermine Russia 

with the EU. 


12. (C) Turning to Ukraine 

example of successful U.S.-EU cooperation. The Czechs believe 
recent events in Ukraine signal expansion of its pro- West 
orientation. Czech FM Cyril Svoboda was scheduled to visit 
Ukraine December 5 

Czechs can facilitate further democratic reform. 


13. (C) After his visit to Ukraine 

Moldova 

said Moldova may have the most western orientation of the 
Eastern European countries 

problem is dangerous. According to Plisek 

avoid confrontation with Russia on the issue. Also 
Transnistrian President 

facade that hides human rights abuses. Plisek stated that the 
EU approach to Moldova is flawed because it essentially 
treats Vladimir Voronin 

Moldovan state 


Js with U.S. environmental officials at the COP-11 meetings in Montreal next week. Post believes it v 
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breakaway V'republic 

solution. The GOCR sees one cause of the problem as an 
\"imbalance of democratic standards\" in the two regions 
will aim its bilateral assistance at improving the level of 
democracy and civil society on both sides of the Dniester 
River. 


14. (C) On Belarus 

reason for EU\'s new focus on Belarus; that is 

members have raised the profile of this issue within the EU. 
Belarus remains a primary focus for Czech democracy promotion 
efforts (see reftel). As a result of these efforts 

Lukashenko regime harasses the Czechs. The Czech Embassy is 
under constant surveillance and Czech diplomats have been 
expelled. Cooperation with the V4 in Belarus has been useful 
however 

the Visegrad House. 


15. (C) On the upcoming election in Belarus 

predicted the election result is \"likely to be the one that 

we fear." (Lukashenko claims he will get 74% of the vote.) 
Nevertheless 

taking steps to legitimize the opposition. Along these lines 

the Czechs were among the first to publicly support Aleksandr 
Milinkievich 

had just visited opposition leaders in Belarus with former 
Ambassador Sasha Vondra and Czech NGO 

found Milinkievich impressive and focused.) The Czechs urged 
the U.S. and the EU to listen to the opposition 

as much requested assistance as possible. 


16. (C) Putin will most likely support Lukashenko. Plisek 

said the U.S. and the EU must somehow make the case that it 
is in RussiaVs interest to have democratic neighbors. The 
Russian presidency of both the G-8 and the Council of Europe 
present opportunities to achieve this goal. 


17. (C) During DAS Pekalavs visit 

delegation visited Prague at the invitation of the Communist 
party (KSCM). The delegation met with MFA Deputy Minister 
Jaroslav Basta December 2 

Jiri Paroubek at the Parliament. In the subsequent meeting 
with Bambasova and Hrda 

non-proliferation is among the U.S.Vs strongest priorities 


ca of the Organization of the Islamic Conference (OIC). Khatib explained that the GOJ is working for 
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and that the United States is concerned by recent visits by 

the DPRK and lran. Bambasova said the MFA was also surprised 
by the Iranian visit 

explained that Paroubek is an opportunist who will do 

anything to be re-elected. She concluded that Paroubek is 
Vplaying with fire.\" (Septel will provide details of the 

Iranian visit.) 


18. (C) Pehe provided some context on the Communist issue 
during his breakfast with DAS Pekala and POLEC Counselor. 
Pehe agreed working with KSCM is distasteful and problematic 
not least because of its impact on foreign policy 

recent visits of the North Korean and Iranian delegations. 
Pehe also agreed close cooperation between ParoubekVs Social 
Democrats and KSCM could lead to decreased emphasis on 
democracy promotion. However 

pose a threat to democracy in the Czech Republic (discussed 
further in septel). Moreover 

the damage to Czech reputation that working openly with 
Communists would bring. Therefore 

that a CSSD-ODS grand coalition is the most likely result of 
the election. That said 

work with Communists as necessary 

Klaus is not re-elected as President 

line (as he is doing now to keep a tight leash on KDU). In 

any case 

outlaw KSCM or ignore them. According to Pehe 

concern is rising nationalism in Central Europe 

by the recent Polish election and developments in Slovakia 
and Hungary. 


19. (C) DAS Pekala raised the visa waiver issue with 
Bambasova. He said he understands the issue is emotional and 
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political (and significant) 

the visa issue as primarily one of guaranteeing the security 

of U.S. borders. He urged the Czechs to do everything 

possible to make coordinated progress on the Visa Waiver Road 
Map. Bambasova confirmed that the GOCR is committed to the 
Road Map and is working in good faith in the BCWG. She also 
said it is obvious the Embassy is taking steps to make the 

visa application process more comfortable. However 

warned that the security issue angle does not play well with 
ordinary Czechs 


n and Eurasian Affairs Daniel Fried, and Special Assistant to the Under Secretary David Bame to Viei 
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Czech politicians to push their domestic agendas. She asked 
whether there is anything that can be offered to the Czech 
people in the short-term while the GOCR is pursuing the Road 
Map. She also noted that the EU is now involved in the issue. 


20. (C) Turning to the Balkans 

promoting stability in the region is an important policy 

priority for the Czechs. DAS Pekala said the EU and the U.S. 
should closely consult on policy in the region to ensure that 
what is done and said is productive. Plisek agreed. He said 
the Czechs have previously worked successfully with V4 
allies 

Balkans. He noted that the Czechs are disappointed that 
distinguished countrymen like Sasha Vondra have not been 
selected to serve as special envoys in places like Moldova or 
the Balkans. He proposed something like affirmative action 
designed to help promote Czechs to positions of leadership in 
the EU. 


21. (C) On new governments in Germany and Poland 

the Czechs are optimistic (and a little curious) about both 
countries. He also said that among the larger EU partners 
Germany may be more sensitive to the concerns of Central 
Europeans. Accordingly 

member states coordinate and push their positions in the EU. 


22. (C) On military issues 

December on the troop mandates in Iraq and the Balkans. 
Plisek expected the mandate for Iraq to pass 

concerned the Balkans may not get all the support requested. 
On Bosnia specifically 

approved 

speaks to ODS MP Peter Necas (the shadow Defense Minister). 
On the VERA passive surveillance detection system 
apologized for the U.S. delay 

undertaken to do better in the future. Povejsil confirmed the 
Czechs cannot wait months for an answer. Finally 

China arms embargo 

support the embargo 

Pekala offered to provide support 

U.S. officials 


23. (C) On the proposed Svoboda meeting with Secretary Rice 
Pekala said he would support such a visit 
Secretary 


SIPDIS 


ecotourism project on Isabella brought together multiple actors to explore local-based tourism opport 


Advisor continued to shepard forward several of the EXBS projects that are underway in Turkey desg 
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meeting 
democracy promotion efforts in Belarus 


24. (C) Lastly 

move to the new building will take place much later than 
expected. She recommended waiting to make any public 
statement about the delay until the building construction 
project is well underway. However 

could discuss the delay with the Finance Minister in the 
short-term if he desired. 


25. (C) Based on DAS Pekala\'s meetings 

suggestions for further Department consideration: (1) The 
Czechs have asked the U.S. to look for ways to include all 25 
EU member states in the transatlantic dialogue. They pointed 
to efforts at NATO as a successful model; (2) The Czechs have 
suggested that Tony Blair write a letter to Putin condemning 
the NGO law; and (3) the Czechs have asked whether the U.S. 
can offer anything to the Czechs to improve the visa waiver 
situation. 


26. (C) Comment. The Czech Republic is a small country with a 
strong desire to make a difference in places like Cuba 

Belarus 

because it is entirely consistent with the U.S. focus on 
transformational diplomacy. Ways the U.S. can support the 
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Czechs include (1) help them improve their strategic approach 
in the EU (possibly by helping them align their efforts with 
Germany 

(and other partners) at the U.S. mission to the EU) 

grant the requested Washington meeting between FM Svoboda and 
the Secretary (and have the Secretary encourage the Czechs to 
continue democracy promotion efforts) 

candidacy of the Czech Republic for a seat on the UN 
Commission on Human Rights for a three-year term (the 
election takes place at the ECOSOC meeting in April 2006. The 
four candidates are the Czech Republic 

and Poland); (4) continue to support the candidacy of 
prominent Czechs 

Vondra 

provide financial support to Czech NGO People in Need 

Czech MFA 

efforts in Cuba 


27. (U) This cable was cleared by DAS Mark Pekala. 
CABANISS 


CUS 5373 Classified By: CDA: Stephen Seche for Reasons 1.5 b/d 1. (C) Summary. The SARG he 


Hanns Porias, Austrian MFA A/S-equivalent for Eastern Europe and the former Soviet Union. Porias 


ed for additional observers for Bolivia\'s December 18 general elections. Poloffs noted that the Gove 
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article further cited interviews with the Diyarbakir Mayor Osman 
Baydemir and Semdinli Mayor Hursit Tekin. 


CUMHURIYET / ZAMAN: Vedat Gulsen 

arrested for their involvement in the Semdinli Case 

the Van Heavy Penalty Court on Monday to lift the decision to 
arrest his clients (see press summary 12/02). According to the 
new penalty laws 

three days. 


OZGUR GUNDEM: A hundred and thirty-five Kurdish artists and 
Kurdish cultural institutions made a joint press announcement 
saying that they would burn their artworks should the government 
continue its policy of blacking out Roj TV 

through which people were able to express their opinions freely. 


OZGUR GUNDEM: Association for Rule of Law 

public that the epidemic disease that erupted in Malatya could 
spread to the rest of Turkey 

against the Mayor 

duties in due manner. 


RADIKAL / ZAMAN: Reportedly 

suffering from diarrhea is decreasing 

recently suspended four municipality employees following the 
opening of investigations against them. 


CUMHURIYET / HURRIYET: CHP (Republican People\'s Party) 
delegation 

in Malatya 

the situation in Malatya sensitively. According to the 
delegation\'s report authorities have still not discovered the 
water network problem that caused the disease and this situation 
still poses risks for human health. The delegation also cited 

in the report remarks of the Malatya Mayor saying that most of 
the patients \"showed psychological symptoms.\" A Hurriyet 
columnist claimed that Malatya Mayor should resign for ignoring 
the warnings of Inonu University\'s rector about the contaminated 
water. 


HURRIYET: Despite the Sirnak Governor\'s notice not to drink 
water from the city\'s water system (see press summary 12/05) 
Sirnak Mayor Ahmet Ertak (from DEHAP) said that he had no 
confidence in the results of the eight tests Provincial Health 
Directorate made with samples taken from different water sources 
in the city. The Mayor 

were drinking the city water without boiling it 

they were not recommending that people do the same. According 
to the daily 

reached 80 in Sirnak. 


(d). 1. (C) Summary. MFA Director General for Asia Claudio Pacifico told the DCM on November 2€ 


ister Counselor for Po litical Affairs, for reasons 1.4 (b) and (d). 1. (C) Summary. On December 1, Pı 
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OZGUR GUNDEM: Allegedly 

as the driver was waiting in his vehicle along with a queue of 
trucks at the Habur border gate to cross the border into 
northern Iraq. Allegedly police officers opened fire when other 
drivers attempted to intervene. Reportedly 

the driver when the driver asked 

cross the border)? 


OZGUR GUNDEM: As a result of police\'s three unannounced home 
raids in Sirnak\'s Silopi district 

whose identities are unknown 

there was a handcuffed person along with the officers as the 

raids were carried out. 


OZGUR GUNDEM: Reportedly 

the PKK\'s militant wing 

military facility located at the entrance of the Sirnak 

province. Allegedly one soldier was killed and another one was 
wounded. 


OZGUR GUNDEM: (Unspecified) people opened fire at a police 
car patrolling a quarter of Diyarbakir. No casualties were 
reported. Reportedly 

controlling various points leading to the area of the incident 

have been conducting raids on coffee houses. 


CUMHURIYET / RADIKAL / OZGUR GUNDEM: Reportedly 
Ergin 

relatives 

in order to \"execute\" him (see press summaries 03/22-23-25 
09/20 and 10/06). Ergin reportedly surrendered the person to 
security officers; however 

night on grounds that he did not do anything suspicious. The 
daily claims that Olcay Dal 

Ergin 

caught that he had been given 10 

member of the Dolan clan. 


OZGUR GUNDEM: Reportedly 

Perenco Crude Oil Company in Diyarbakir allegedly because they 
wanted to become members of a union. Reportedly 

village guards were employed in place of the dismissed workers. 


HURRIYET: The details of the meeting of Abdullah Ocalan and 
his attorneys were reportedly published on pro-PKK websites. 
During this 1.5-hour meeting 

(Kurds) were accepting the overarching identity concept of 
\"Citizenship of Turkey.\" According to Ocalan 

demanded was the removal of barriers placed against the 
identities of sub-cultures through more democracy within the 
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Agreement (SAA) negotiations to have begun November 25 and 
stressed their desire to be involved in BiH constitutional 

reform. According to the EU 

December 12 that Schwartz-Shilling will replace Ashdown as 
High Representative in Sarajevo. The UK Presidency expressed 
Vcautious optimism that the European Council would approve 
EU candidate status for FYROM at the December European 
Council while noting that no date would be set to begin 
accession negotiations. The EU and Albania may sign an SAA 
as early as January. DAS DiCarlo noted continued U.S. 
pressure on Zagreb to deliver Gotovina to The Hague. 
Participant list para 16. END SUMMARY 


THESSALONIKI AGENDA ON TRACK 


2. (C) Commission Enlargement official Axel Wallden reviewed 
the Thessaloniki Agenda 

determined the individual performances of each of the Western 
Balkan states had been at least V'good enough\" to receive the 
Commission\'s recommendation to move a step further on the 
path to accession: opening accession negotiations with 
Croatia and Stabilization and Association Agreement (SAA) 
negotiations with BiH and SaM 

candidate status for FYROM. Wallden noted that fostering 
regional cooperation 

regional free trade agreement under the auspices of the 
Stability Pact 

enlargement strategy 

precise guidance on reforms it needs to enact and implement 
in order to move forward on accession. 


3. (C) Austrian MFA Director for the Western Balkans Thomas 
Schnoell noted that EU FMs and their Western Balkan 
counterparts will meet on the margins of the Gymnich informal 
ministerial in Salzburg in March to identify where the EU and 
the Western Balkans can promote further reform and 
integration. Specific topics could include visa facilitation 

for specific categories of travelers and the promotion of 
regional trade. According to Schnoell 

to sign the SAA with Albania and SAA negotiations with BiH 
and SaM could conclude in approximately one year if they 
\"deliver\" on pledges to reform. Although not raising the 

bar 

even more vital given the results of the Dutch and French 


IM for election to the Working Group of Experts on Peoples of African Descent as representative for t 
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referenda on the draft EU constitution. 


SUPPORT SAM BUT INSIST ON COOPERATION WITH ICTY 


4. (C) DAS DiCarlo reviewed U.S. efforts to support SaM but 
expressed concern over Belgrade\'s stalled cooperation with 
ICTY 

addition 

implement promised personnel reform 

also lamented the lack of a genuinely reform-minded 
government in Belgrade. She added that PfP would remain 
blocked to SaM as long as Mladic remains at large. On 
Montenegro 

that ICTY commitments apply to Montenegro as well as to 
Serbia. DAS DiCarlo underscored the need for Djukanovic to 
engage the Montenegrin opposition on this issue. She also 
emphasized that any referendum must meet clear international 
standards and be seen by all parties as legitimate. 


5. (C) UK FCO Director for Eastern Adriatic Affairs Karen 
Pierce noted that the EU shared a similar analysis of SaM. 
The leadership in Belgrade were introspective and not fully 
engaged. The EU\'s SAA process 

SaM to tackle the full range of required political and 
economic reforms. She noted that the EU likely would not 
close negotiations on an SAA with Belgrade if it failed to 
cooperate further with ICTY. In this regard 

underscored that the U.S. and the EU should consider an 
appropriate response should Belgrade not deliver Mladic to 
The Hague by the end of 2005 as Belgrade has pledged. 
MONTENEGRIN REFERENDUM 


6. (C) Pierce said that the EU had delivered a demarche to 
Podgorica noting that it would consider Serbia as the SaMVs 
successor state should Montenegro declare independence. DAS 
DiCarlo voiced support for EU efforts to ensure that 
Montenegro followed international standards in the conduct of 
a possible referendum. The EU noted to Podgorica that the 
Stabilization and Association Process (SAP) likely would 

start over for Montenegro should independence be achieved. 
Alexandros Yannis of the Council Secretariat\'s Western 
Balkans Office stressed that the stability of SaM was key to 
regional stability. In this light 

SaM as much as possible. Schnoell echoed these sentiments 
while Wallden stressed that an independent Montenegro would 
get no \"fast track\" toward EU accession 

its weak governmental structures. 


7. (C) Pierce noted that the EU might go beyond the Venice 


percent (a yearly rate of 11.8 percent). Inflation for the past 12 months was 14.9 percent. Much of Ox 


s Virtual Consulate San Pedro Sula (VC SPS). It is anticipated that in February 2006, the Chief of Mi 


economic interests. In Ecuador, the blocking of circuits to impede the termination of international call 
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Commission's proposals and present stricter conditions for a 
referendum. DAS DiCarlo and Pierce agreed that Belgrade 
appears not to have understood how likely a Montenegrin 
referendum in 2006 is. Both noted the twin challenges facing 
Belgrade: (1) dealing with Montenegro and Kosovo 
simultaneously and (2) explaining the respective outcomes to 
the Serbian population. 


KOSOVO: KEEP THE PROCESS MOVING 


8. (C) According to Pierce 

identifying where the parameters for compromise between 
Belgrade and Pristina are 

maintaining hard lines and offering few specifics regarding 
final status. Pierce observed that 

final status talks 

Kostunica could call new elections 

gain power. Therefore 

efforts to persuade Belgrade of the benefits of integration 
with the transatlantic community. 


9. (C) Yannis said the EU is pursuing a double track 
regarding Kosovo -- supporting final status talks while 
simultaneously planning for an EU role in post-final status 
Kosovo. He noted that the EU likely will assume some 
responsibilities 

police support 

in Kosovo following final status talks. Likewise 

have residual functions in the economic sector 

monetary 

that the Council will review such planning 

move the Kosovars toward adopting EU standards 
December 12-13 FMs meeting. He said the EU may adopt a 
streamlined V'European Partnership for Kosovo\" document before 
the end of the year to 

reorganize their working groups and focus on implementing 
reforms. Yannis concluded by noting that final status must 
provide Kosovo the ability to sign and ratify treaties. 
Otherwise 

accession path would be \"thin.\" 


10. (C) DAS DiCarlo emphasized the need for Kosovo to 
conclude agreements with IFIs. On a continued international 
civilian presence 

coordinate closely with the EU on planning 

steering group set up in Kosovo. Pierce and Yannis expressed 
surprise that the U.S. was not being included in such 
discussions and agreed on the efficacy of including the U.S. 
Pierce observed that the question of future financial 

assistance will also have to be reviewed. 


C Communique. MFA Chief of the Arms Control Division Matthijs Wolters told Polmiloff December 1 : 
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BiH: AN VINTERESTING YEAR\" 


11. (C) The EU participants noted that there had been V'just 
enough progress\" on the reform front for BiH to begin SAA 
negotiations with the EU. The Commission noted that the EU 
saw four broad challenges for BiH in the coming year: (1) 
police reform; (2) constitutional reform (Pierce and 
Commission officials voiced support for the U.S. Institute 

for Peace\'s (USIP) efforts and stressed that the EU would 
like a dialogue with the USG or the USIP to help the Bosnian 
political parties meet their self-imposed deadline on 
constitutional reform); (3) defense reform and ICTY 
compliance and (4) the transition itself with the Bosnians 
taking full responsibility for their future. 


12. (C) All agreed that Belgrade must not be allowed to use 
Kosovo final status as a pretext to reopen issues related to 

the Republika Srpska. Yannis emphasized that the EU will 
continue to seek the right balance among the Bosnian armed 
forces 

that German candidate Schwartz-Shilling appears to be gaining 
support among member states to replace High Representative 
Ashdown. Solana may make an informal announcement regarding 
Schwartz-Shilling at the December 12 FMs meeting. Schnoell 
noted that a Peace Implementation Council (PIC) or a PIC 
Steering Board may want to review the situation in BiH in May 
or June 2006. DAS DiCarlo emphasized that the EU\'s decision 
to begin SAA negotiations with BiH will provide impetus for 
further reforms and stressed that police reform must be 
implemented properly. She emphasized the need to implement 
police reform under the auspices of OHR since political 

support of the EU and the United States would be necessary to 
ensure implementation. DAS DiCarlo summarized the USIPVs 
facilitation of Bosnian political leadersY discussions on 

political reform 

and welcomed greater EU involvement to help keep the 
constitutional reform process on track. 


FYROM: LIKELY EU \'CANDIDATE 


13. (C) Schnoell characterized EU and U.S. efforts to 

support stability and reform in Macedonia as a good example 

of transatlantic cooperation. Schnoell and Commission reps 

said FYROM has made much progress and has implemented the 
Ohrid Agreement. Council Secretariat official Hove noted 

that Solana had publicly endorsed FYROM for candidate status. 
Given this 

that the European Council will support the Commissions 
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recommendation that FYROM receive candidate status 
accession negotiations would not begin soon. DAS DiCarlo 
said the U.S. viewed granting candidate status for Macedonia 
as a strong signal to reformers in Skopje and noted its need 

to make more progress on economic and judicial reform. DAS 
DiCarlo also emphasized the positive signal that granting 
candidate status to Macedonia would send to the entire region. 


ALBANIA: SAA TO BE CONCLUDED SOON 


14. (C) Commission officials observed that 

\"largely free and fair\" elections and V'enough progress\" on 
the reform front 

negotiations with Albania soon 

While the SAA was in the ratification process 

establish an interim agreement to outline continued reform 
requirements for Tirana. The Commission noted that PM 
Berisha 

day 

messages that reform must take place in a legal framework. 
Tirana would also be encouraged to support final status talks 
for Kosovo but cautioned against getting overly involved in 
the process 

supported the EU SAA process with Tirana 

helps strengthen democratic trends and electoral reforms. 


OTHER BUSINESS: CROATIA; RHETORIC FROM BOSNIA 


15. (C) DAS DiCarlo emphasized continued U.S. pressure on 
Zagreb to comply with its ICTY obligations and deliver 
Gotovina to The Hague. EU officials noted that the EU 
continues to monitor Croatian compliance. Yannis said 
rhetoric coming out of Bosnia practically accusing the entire 
population of the Republika Srpska of war crimes are 
unhelpful and the international community should seek to 
dampen such talk. 


16. (U) PARTICIPANTS 


U.S. 


DAS Rosemary DiCarlo 

Kosovo Desk Officer Joshua Black 

USAID Advisor for Southeastern Europe Patricia Manso 
USEU Poloff Vincent Carver 


UK Presidency 


oonds to Reftel. Kazakhstan has placed import restrictions on poultry from countries where avian infl 
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FCO Director for the Western Adriatic Karen Pierce 
UKEU Officer Rachel Goddard 


Austria 


MFA Director for Western Balkans Thomas Schnoell 
Austrian EU Officer Gernot Pfandler 


Commission 


Enlargement Officer Therese Sobieski 
Enlargement Officer Dirk Lange 
Enlargement Officer Axel Wallden 


General Secretariat 
Western Balkans Officer (Kosovo) Alexandros Yannis 
Western Balkans Deputy Director Lene Hove 


17. (U) DAS DiCarlo has cleared this message. 
MCKINLEY 
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rationale for dismantling the organization and transferring 
its public oversight duties to a parliamentary committee. 
Because the Commission was established by law 
commissioners were appointed by the Parliament 

only be abolished by passage of a new law. 


4. (SBU) Public opinion has consistently supported the Anti- 
Corruption Commission 

well-known and respected figure in Slovenia. He is 

however 

alleged corruption in the Slovene military. A case dating 
back to 1995 when Kos was part of an anti-corruption squad 
in the Ministry of Interior led to the resignation of then 
Minister of Defense and current Prime Minister Janez Jansa. 
Jansa has since been exonerated of all wrongdoing in the 
case 

operendi. Once Jansa and SDS formed a government in 
December 2004 

refusal to step down has meant the GOS will have to abolish 
the Commission in order to be rid of him 

other legal way to dismiss him from his duties. 


5. (U) The Government's plan to disband the Anti-Corruption 
Commission has concerned many observers 

Transparency International. The director of Transparency 
International wrote to the Minister of Public Administration 

in early November praising the Commission\'s achievements in 


f Nepal continued its strong support of the global coalition against terrorism in 2005, and was respon: 
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enforcing regulations on conflict of interest and 
characterizing the Commission as a model for the region. He 
questioned the \"apparent political and personal reasons V" 
behind the move to abolish the Commission. 


6. (SBU) Comment: Post has consistently supported the work 
of the Commission. The Ambassador signed a Memorandum of 
Understanding on anti-corruption in March 2005 on behalf of 
the U.S. Office of Government Ethics. He has also weighed in 
directly with the Prime Minister on the positive work and 

value of the Commission and underscored that Slovenia must 
have a strong and credible anti-corruption organization. 

The problem is that PM Jansa is intent upon getting rid of 
someone he feels he cannot trust and who is in a sensitive 
position. The SMS bid to hold a referendum is a last ditch 
effort to keep this Commission alive and Kos as its 

President. In response to concerns that a Parliamentary 


Commission in place of the current Commission would be more 
political by its very nature 

should not be a problem. In fact 

information related to asset reporting of politicians will 

be completely transparent and available on the internet. 


7. (SBU) Comment Continued. The SMS will have to work hard 
to gather the required 40 

that point 

awareness of the issue in order to attract Slovene voters to 
yet another referendum. If the SMS can bring the issue to a 
referendum 

a relatively high turnout at the polls 

that the Commission will survive. Until and unless a 
referendum is called 

predictions about the outcome of the referendum. End 
Comment. 


Robertson 
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story on its front page with the headline: V'Bian Invites 
[Legislative Yuan President] Wang Jin-pyng to Head the 
Cabinet 

unification United Daily News\" said \"Chance of [PFP 
Chairman James] Soong Running for the Taipei City Mayorship 
is 80 Percent.\" The pro-independence V'Liberty Times!" 
reported on its page two that \"DPP Members Believe [Vice 
President] Annette Lu Has Strong Ambitions to Vie for the 
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DPP Chairmanship.\" The pro-independence V'Taiwan Daily 
the other hand 

Presidential Office Senior Advisor Koo Kuang-min on its 
front and third pages saying that Koo urged President Chen 
to declare Taiwan-centered awareness as his core policy. 


2. Several newspapers continued to editorialize December 7 
on the reforms of the DPP government. An editorial in the 
VUnited Daily News discussed Taiwan\'s cross-Strait policy 
urging President Chen to use a "framework of economic and 
trade interactionV to sustain political peace and 

stability" across the Taiwan Strait. End summary. 


\"Cross-Strait Relations: Use the ‘Framework of Economic and 
Trade Interaction to Sustain Political Peace and 
Stability V" 


The pro-unification \"United Daily News\" [circulation: 
400 


\", [President] Chen Shui-bianYs remarks prior to last 
Saturday's [island-wide] elections that cross-Strait 

relations will become more limited should the pan-Blue camp 
win a sweeping victory" indicated that he was clearly aware 
that cross-Strait policy is essential to the ruling of 

Taiwan. Chen\'s remarks aroused strong antipathy [among 
people] partially because of his threatening tone and 

partially because he insisted on lying to the people since 

he knew what he said was not viable. 


V Following Saturday\'s elections 

Foundation Chairman Chang Chun-hsiung asked 
government] possibly restrict cross-Strait relations?" 

Chang\'s view was not just his own but a consensus shared by 
many Taiwanese people and foreign companies in Taiwan. In 
the wake of the 3-in-1 elections 

inside the DPP calling for the [government] to renounce its 
‘isolation policy 

open the three links across the Taiwan Strait. Such calls 

not only reflected the post-election situation in Taiwan but 
were also a natural trend resulting from changes in history 
and in the world. . 


VWe invite Chen Shui-bian to repeat his self-inventive 
slogan several times: “Establish a cross-Strait framework 
for peaceful and stable interaction" The sole and only way 
to carry out the spirit of this slogan is to ‘use a 

"framework of economic and trade interaction to sustain 
[cross-Strait] political peace and stability VV" 


KEEGAN 


205. Purpose of the visit is to participate in the 16th International Symposium on ALS/Motor Neuron I 
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for the agenda. End Summary. 


2. (C/REL AUS/REL JPN) In a follow-up to the November 22 
working level talks on the proposed Manila Trilateral 
Counterterrorism Cooperation Conference (refs A and B) 
expanded group from the Japanese 

Embassies 

military 

roundtable discussion. The meeting was hosted by the 
Japanese Embassy with the aim of reviewing bilateral 
cooperation with the GRP and examining possible agenda items 
for the Manila Trilateral discussions. Japanese Political 
Counselor Taeko Takahashi indicated that Tokyo was now 
looking to host the conference in Manila in early February 
2006 

said the Japanese agreed the primary focus should be on 
maritime security issues. 


3. (SBU) In a review of bilateral programs 

representatives noted that 

assistance targeting Mindanao 

assistance was devoted primarily to the PNP and Philippine 
Coast Guard. GoA representatives remarked that Australia 
like the United States 

aid to Mindanao. (Note: The Philippines currently receives 
A$55 million -- roughly $40 million USD -- in annual 
development assistance 

of Australian aid. End Note.) Similar to US programs 
Australian efforts are focused on the underlying poverty and 
underdevelopment that help create the conditions for 
terrorism 

bilateral counterterrorism assistance 

May 2005 to A$10 million (roughly $7.5 million USD) over five 
years 

capabilities of the PNP 

(NBI) 

(PCTC). 


4. (C/REL AUS/REL JPN) According to Australian Defense 
Attache Colonel Chris Burns 

15 small boats to the Armed Forces of the Philippines (AFP) 

for use in riverine and marsh operations in central Mindanao. 
This package would include spare parts and training. 

Australia was also pursuing a maritime security initiative 

that would assist the Philippines in establishing a \"coast 
watch!" system in Mindanao. Burns said an Australian maritime 
needs analyst was now in country conducting an overall 
assessment. He offered to share the results of this 
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assessment with Japanese and US counterparts. 


5. (C/REL AUS/REL JPN) lan Sinclair 

Police Advisor 

assistance was focused on the PNP Bomb Data Center 
development of a case management system for the PNP 
PCTC 

training 

Sinclair said the case management system consisted of a 
central data base linking the PNP 

outstations -- including terminals in Zamboanga 

General Santos City -- providing national coverage. The 
planned installation of terminals in a total of 168 locations 
would provide the GRP with a central counterterrorism 
intelligence data base 

cooperation 


6. (C/REL AUS/REL JPN) The US side briefed on its extensive 
counterterrorism cooperation 

development assistance; Joint US Military Advisory 
Group-Philippines (JUSMAG-P) support for defense reform; 
Joint Special Operations Task Force-Philippines (JSOTF-P) 
advice; assistance 

civil-military operations in Mindanao; Joint Interagency Task 
Force-West (JIATF-West) maritime intelligence fusion centers; 
and INL-funded interagency law enforcement assessment of the 
PNP. Takahashi suggested that the upcoming conference could 
focus on additional areas where there appeared to be 

synergies among the Australian 


7. (C/REL AUS/REL JPN) In addition to maritime security 
Takahashi thought coordinating efforts with the Philippine 
Coast Guard (PCG) and PNP were worth considering 
development of programs to promote more tolerant madrassah 
curriculum. She proposed that the Australian maritime needs 
assessment be presented as a paper at the February 
conference 

paper on a specific issue 

potential areas of support and cooperation on the issues of 
maritime security -- including the PCG (Australia) 

reform (US) 

Takahashi stated that Tokyo hoped that the intelligence 
exchange in February on the situation in the southern 
Philippines could occur at V'above the secret level." End 
Note.) 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
Jones 
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burden!" and said it had been a hardship for Thai shrimp 
exporters. U.S. importers have insisted that Thai exporters 
Serve as the importer of record and bear the burden of the 
bond requirement. Poj Wattananon 

Frozen Foods Association 

to place guarantees of USD 100 million for 2006. Many 
smaller shrimp exporters have been unable to arrange 
financing for the new bond requirements and have ceased 
exporting to the U.S. Larger exporters have successfully 
continued exporting but complain that the financial outlay 
for the continuous bond is not only an added expense but also 
causes cash flow difficulties. 


6. Ms. Nadhawan of the Dept. of Foreign Trade said the RTG 
would take the case to the WTO as a violation of Article 18.1 
of the WTO Anti-Dumping Agreement. Article 18.1 states that 
no specific actions against dumping may be taken except in 
accordance with the Agreement 

allowable actions. The RTG will try to make the case that 

the continuous bond is an anti-dumping measure not explicitly 
allowed in the Agreement and therefore in violation of WTO 
rules. 

BOYCE 
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the victim. The judge found both defendants guilty of 
\"qualified\" trafficking under Republic Act 9208 

Philippines anti-trafficking in persons act of 2003 

illegal recruitment 

sentences. The case marks the first convictions under R.A. 
9208 resulting in a jail sentence. (Note: In November 
three individuals pled guilty to a minor offense under R.A. 
9208 and received a sentence of six months of community 
service -- see ref A. End Note.) 


4. (U) According to the court's December 5 finding 
individuals (all Filipino nationals) associated with a 

trafficking syndicate recruited the victim 

national 

Malaysia 

fee. After obtaining false documents 

escorted the victim to Malaysia 

owner of the V'Pipen Club\" on Labuan island in Sabah. From 
June 14 to July 8 

sexually several customers per night and was beaten on 
several occasions before escaping with the help of relatives 
living in Malaysia. She returned to Zamboanga and filed a 
complaint with police there on August 2 

arrested the two suspects who were convicted on December 5 
and charged them with trafficking and illegal recruitment. 

A third suspect named in the complaint remains at large. 


Jlation is largely unattracted to extremism. Indias growing economy, vibrant democracy, and inclusiv 


2. (C) Summary: Despite the recent indictment of the suspected killer of former pro-Kurdish Democ 
Jfficer Donn-Allan Titus, telephone number 593-2-256-2890 ext. 4468. His email address is titusd@s 


> Council (SER), who told the Charge that decades of overly generous social insurance had dulled w 
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5. (U) The two convicted traffickers are expected to 
appeal. They remain incarcerated. 


6. (SBU) In a December 5 meeting with Ambassador John 
Miller of G/TIP held in Zamboanga 

Ricardo Cabaron -- who personally directed the case -- said 
his office had been able to move the case forward so quickly 
(four months from arrest to convictions) because of close 
prosecutorial cooperation with local police and strong 
support from local officials. Cabaron also noted that the 
judge had made the case a high priority and held weekly 
\"marathon\" hearings until it was resolved. (Note: 
Ambassador Miller visited the Philippines from December 3-6. 
Please see Septel report on his visit. End Note.) 


7. (U) Word of the convictions has been played up in the 
press. The Philippine Department of Justice released a 
statement detailing the case and the sentencing decision on 
December 6 

newspapers also ran articles about the convictions quoting 
Ambassador Miller's comments referencing the matter during 
his December 6 press availability. A December 6 editorial 

in the Philippine V'Inquirer 

praised the convictions as long overdue. Zamboanga City 
Mayor Celso Lobregat was quoted by the press as stating at a 
December 6 press conference: V'This should serve as a warning 
against human traffickers that the city is serious in the 
prosecution of anti-trafficking.\" 


8. (SBU) The speed with which the case sailed through is 
remarkable. Cases of all kinds in the Philippines typically 
take two to three years to complete due to an overburdened 
court system 

prosecutor cooperation. Officials in Zamboanga were among 
the first to receive USG-funded training in how to build 
effective cases under the anti-trafficking law in June 2005 

-- see ref D. The convictions were very good news 

to be followed up by additional prosecutions and 


:CURRING MANDATORY PLAN ITEMS INCREASES 1112 81,600 


1d the December 5 deadline for submitting nominations for Chairman of the Foundation For the Futur 
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convictions. 


9. (U) Ambassador Miller did not have the opportunity to 
review this message. 


JONES 
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because of its poor showing) 

lost to NDP \"renegade\" independents or MBs running as 
independents. The MB\'s success against all others (in the 
races they chose to compete) is the clearest indicator of 
progress in democratic processes scarcely imaginable even a 
year ago. Although the MB has taken advantage of the 
democratic openings that the GOE 

created 

commitment to real democracy. 


4. (C) Egypt\'s next parliament will be populated by a 
majority of veteran ruling party members 

distinguished by their commitment to genuine reform 
freshly energized Islamist minority. The NDP\'s majority will 
leave it in firm control of the legislative process. 

However 

in the outgoing parliament 

on the tone and tenor of debate. 


5. (C) The secular opposition parties will play little or no 

role in the new parliament: The Wafd 

opposition party 

irrelevance 

At best 

eletions could prompt a long overdue house cleaning. Several 
other parties fit the same pattern. In a different vein 

Ghad 

Systematically destroyed by internal factionalism exacerbated 
by a raft of government tactics 

politically-driven prosecution of its leader Ayman Nour (who 
nonetheless placed second to Mubarak 

the September presidential race). 


6. (C) The MB\'s gains do not mean that a substantial 
majority of Egyptians support the MB and its aim to further 


ral Consultative Conference on the WTO Ministerial in Hong Kong on 17 November, 2005. The text: 
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Islamicize governance and society. Egyptian voters were 
essentially given two choices: On the one hand was a ruling 
party that despite considerable efforts to reform since 2000 
(mainly led by Gamal) appeared bereft of any discernable 
ideology and was saddled both with a well-earned reputation 
for corruption and a poor record of delivering jobs and 
services to the citizenry. On the other hand was a 
well-organized political-religious movement with no record of 
governance to defend and an ability to appeal to the deeply 
held spiritual values of an alienated citizenry. 


7. (C) Further 

the 444 races. Although its success rate so far is better 
than 50 percent 

chances were best and used its considerable powers of 
organization to great effect in those races. As Supreme 
Guide Mahdi Akef himself said in an interview in Al-Araby on 
November 27 

of the Egyptian electorate. Domestic monitors have reported 
much lower turnout in many races 

thugs scared voters from the polls or police blockaded 
access. Some estimate that only 5 percent of the 30 percent 
of eligible voters who are registered bothered to vote. 


8. (C) Particularly in this context 

gains seem inevitable 

mandate for any party. Many Egyptian voters we spoke with 
flatly told us that they voted for the MB simply to send the 
NDP a message. 


9. (C) Civil society groups who took on domestic monitoring 
have defined an important place for themselves on Egypt\'s 
political stage. While there were considerable problems with 
access 

the concept of domestic monitoring is now an accepted part of 
the political landscape and reflects the increasing 

confidence and institutional strength of activist NGOs. Many 
of the volunteers are young and NGO contacts are excited at 
the new level of interest in participatory democracy that 
represents a desire to make government work 

things down--as had been the case in earlier spurts of 
activism. 


RICCIARDONE 
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tal freedoms in Cuba. On April 15, 2004, the UN Commission on Human Rights (UNCHR) passed a 


ked via a letter to Ambassador Oliver if U.S. International Contributions for Scientific, Educational, an 
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Agreement (FTA) has been a controversial issue in Thailand. 
Anti-FTA activists from NGOs and within the RTG claim that 
stronger patent protection for pharmaceutical products in an 
FTA with the U.S. would prevent or delay the production of 
cheaper generic drugs to compete with pharmaceutical imports. 
They fear the FTA would raise overall health costs and 
prevent access to cheap essential medicines desperately 
needed in a developing nation with scarce resources to fund 
large-scale health programs 

treatment. 


2. (U) The immediate effect of the FTA on pharmaceutical 
costs in Thailand would appear to be low. Although the 
patent system and market exclusivity it provides to 
pharmaceutical companies has kept the prices of some drugs 
high 

would be further affected by the patent provisions likely to 

be included in an FTA. Delays in patent and marketing 
approval that could add extra life to patent terms under an 
FTA are few and manageable with additional resources. 
Thailand has a capable generic pharmaceutical industry that 
can copy most any drug 

RTG would break the patent on any given drug and produce it 
generically 


3. (U) This cable aims to examine the potential effects of 

an FTA on pharmaceutical costs in Thailand. Although a 
patent chapter has yet to be introduced by either side in FTA 
negotiations 

indication as to what patent provisions could look like in a 
U.S.-Thai FTA. End Summary and Introduction. 


Pharma in a nutshell 


4. (U) According to industry analysts 

industry in Thailand had revenues of over USD 1.4 billion in 
2004 and has been growing an average of 12 percent over the 
last five years. Approximately 3000 pharmaceutical products 
are on the market in Thailand 

generic copies. Multinational firms control approximately 60 
percent of market share 

of top ten largest firms 

state-owned Government Pharmaceutical Organization which 
almost exclusively produce generic products. An estimated 25 
percent of pharmaceutical imports came from U.S.-based 
companies in 2004 

pharmaceutical companies 

imports was produced in which country is difficult to 


1 Paul, and UN, Human Rights and Economic Law officer Catrina Ventura on November 28. 2. (C) In 
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accomplish. U.S.-based pharmaceutical giant Pfizer is the 
industry leader in Thailand; Merck and Bristol-Myers Squibb 
make the top ten as well. 


What\'s the problem? 


5. (U) Health care activists in a number of Thai and 
international NGOs claim that increased patent and data 
protection for pharmaceutical products resulting from an FTA 
with the U.S. could delay the introduction of cheaper generic 
competitors. As drug expenditures account for approximately 
30 percent of total health care expenditure in Thailand 

there is great concern for availability of cheap medicines to 
stretch the Thai health care budget. A recent and somewhat 
alarmist study by the Ministry of Public Health predicted 

that an FTA could raise annual health care costs by as much 
as USD five billion. Although even NGO activists admitted 
that number was wildly unrealistic 

cited the figure as a reason for concern in negotiations with 
the U.S. on IPR. 


6. (U) Despite the range of products on the market in 

Thailand (and the range of maladies) 

and pharmaceuticals has focused almost exclusively on 
HIV/AIDS medicines and the impact of an FTA on treatment for 
the large number of patients in Thailand. Despite a 

successful campaign in the 1990s to slow the spread of AIDS 
approximately 570 

estimated that nearly 50 

though the death rate has been decreasing as treatment 
improves and becomes more widespread. The Bank estimated 
nearly 20 


7. (U) The RTG Ministry of Public Health (MoPH) has 
allocated 2.7 billion Baht (USD 66 million) for 
implementation of an anti-retroviral treatment scheme for 
FY2006. MOPH has set a goal to provide free treatment to 
80 

scheme. Health officials say that although there are 570 
HIV positive cases in Thailand 

the stage of the disease where treatment is necessary 

the MoPH goal close to near universal treatment for patients 
who require it. 


8. (U) Thailand\'s Government Pharmaceutical Organization 
(GPO) makes its own generic antiretroviral cocktail 

a cocktail of three anti-retrovirals (ARVs) which are off 
patent. Approximately 70 

under MoPH\'s program will receive GPO-vir at a cost to the 
RTG of only a dollar a day per patient. However 


statements made by both countries" FMs on November 25, rejecting maritime border claims in Peru 


irector of Trademark Office at Indecopi (Peru\'s IPR administrator) on November 22. To date, we hav 
ake the facility a centralized repository for all disused and orphaned radioactive waste in Colombia. / 
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resistance to GPO-vir has increased over the past two years 
and an additional 10 

second-line ARVs to continue treatment. The few second-line 
ARV cocktails available include drugs patented in Thailand by 
multinational pharmaceutical companies 

only at up to ten times the cost of first-line regimens. As 

more AIDS patients build resistance to the first-line ARVs 

the number of patients needing more expensive second-line 
treatment will only increase. 


Patent term restoration 


9. (U) FTA critics point to provisions in recent U.S. FTAs 

that affect pharmaceutical products and could restrict access 
to essential medicines in Thailand. Recent U.S. FTAs include 
articles that require governments to lengthen the term of a 
patent to compensate the patent holder for any unreasonable 
delays in the issuance of the patent or during the marketing 
approval process. The pharmaceutical industry considers this 
just compensation for opportunity lost to sell their product 
with market exclusivity. FTA critics call it an unwarranted 
extension of the 20-year patent term 

delay the introduction of cheaper generic competitors. 


10. (U) FTA patent provisions would unlikely have an 
immediate effect on drug patent terms. At present 
pharmaceuticals are under patent in Thailand as the RTG only 
recently began accepting pharmaceutical patent applications 
in September 

process of creation of a new drug 

chemical compounds which have been submitted for patent 
approval in Thailand have yet to reach market. 


11. (SBU) A U.S.-Thai FTA would also not appear to have any 
immediate effect on availability or price of ARVs in 

Thailand. At present 

National List of Essential Drugs (NLED) are under patent. 

GPO already makes generic copies of most unpatented ARVs on 
the NLED and would presumably continue to do so post-FTA. 
There are other ARVs not on the NLED that are patented as 

well 

that would receive patent term extension from an FTA. 


12. (SBU) Despite patent protection and the market 
exclusivity that it allows 

Thailand claim they do not charge excessive monopoly prices 
on their products. Most companies practice price 
differentiation 

from what they would charge in the U.S. in recognition of the 
different level of income in Thailand. In addition 


ıtween the two countries is not extensive. In 2004, Ecuador exports to Cuba, mostly oil, totaled $14,4 


‘ed basis (versus 3.4% in the second quarter and 2.0% in the first). While Canadavs currency and sto 
mbia border minutes after entering the US on foot. All except the driver were South Korean nationals 
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the patent 

products which 

purposes. Thailand is a respectably-sized market and there 

is ample presence of most major multinational pharmaceutical 
companies 

competes strongly in off-patent products. Nevertheless 
company estimated the price dropped an average of 40 percent 
after the end of a drug\'s patent protection. 


Unreasonable delays in patent and market approval? 


13. (U) The pharmaceutical industry complains of excessive 
delays in awarding patents and cites an average of five years 
to approve a patent on a pharmaceutical product. Mr. Suradet 
Atsawintarangkun 

Thai Patent Office (TPO) 

most applications for new chemical compounds within one or 
two years 

where five patent examiners specialized in pharmaceutical and 
biotech products. Desks were piled high with some of the 
estimated 100 new applications received monthly 

thick with detailed scientific data on the new chemical 
compounds. 


14. (U) One point on which nearly everyone agrees is that 

the TPO is strained for resources. TPO\'s Suradet said patent 
applications were increasingly complicated and hi-tech and 
examiners were pressed to thoroughly check data in patent 
applications. Most examiners in the biotech section were 
graduates of Masters-level science programs 

admitted that the TPO found it difficult to compete with the 
private sector for the best graduates. Examiners tended to 
rely heavily on patent approval reports by the U.S. Patent & 
Trademark Office 

determinations. Applications from foreign firms were 

difficult as well because technical experts from the firms 

were not nearby to answer technical questions. The lengthy 
process of sending examinersV questions from TPO through a 
series of lawyers to the patent applicant and finally back 

again added further delays. 


15. (U) Delays in issuance of patents are not a primary 
concern of the pharmaceutical industry in Thailand as the 
patent is typically examined and approved while companies are 
still engaged in the lengthy research and development of a 
new drug. However 

uncertainty in the process and great variation in the length 

of time required for a patent to be approved. Although some 
drugs take many years to produce 

relatively quickly. 


iarche relating to the proposal to establish World Bank (WB) offices in the International Zone (IZ) in B 


to the Mehlis report; points were previously sent via diplomatic note on November 29 (Ref B). Al-Babi 
18 WTO Hong Kong Ministerial (Refs A and B). Al-Babtain stated that the GOK would welcome bilatı 
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16. (U) The industry is more concerned for potential delays 

in the market approval process 

is ready for marketing and delays mean lost revenue. 

However 

pharmaceutical industry had few complaints about market 
approval. The Thai Food and Drug Administration (TFDA) has 
responsibility for determining the quality 

efficacy of new drugs before allowing them on the market. 

The TFDA gives itself 180 working days to approve a new drug 
though the clock stops if additional information is required 
from the submitting company. Most approvals are issued in an 
acceptable 12-18 month range 

application much more quickly for life-saving drugs it would 
like to speed to market. 


Data exclusivity ) protecting secret data or blocking out 
generics? 


17. (U) Data exclusivity provisions in a proposed FTA have 
also been controversial. Typical provisions in an FTA 
require governments to protect clinical test data submitted 
in support of marketing approval for five years after product 
approval 

to essentially prevent generic manufacturers from relying on 
test data submitted by other companies to support 
applications for market approval for their own generic 
copies 


18. (U) Current Thai law under the Trade Secrets Act 
provides for protection for clinical test data 

implementing regulations have yet to be approved. TFDA keeps 
test data under lock and key and there have been no 
complaints of leaks of confidential data. However 

no restrictions on generic firms from relying on test data 
from the original producers when submitting generic copies 
for approval. Although the generic firms never see the data 
the TFDA will accept an application for market approval for a 
generic drug shown to be bioequivalent to the original drug 
and accept that the drug has already been proven to be safe 
and effective based on earlier approval with the original 

test data. 


19. (U) Protection of clinical test data is a high priority 

for the pharmaceutical industry as a majority of their 

products were never patented in Thailand 

the unavailability of patents before 1992 or simply because 

the market was not considered important enough to warrant the 
cost of the patent filing. Pharmaceutical companies claim 

that the costs of product development and clinical testing of 
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new drugs can run into the hundreds of millions and call for 
data exclusivity to protect that investment. Generic drug 
firms in Thailand currently have a significant competitive 
advantage in foregoing expensive and lengthy testing of their 
own to produce a generic copy 

question the logic of forcing generic producers to needlessly 
undertake the same clinical tests that the original producer 
had already completed years before. They claim the end 
result would be delays in the introduction of cheaper 
generics 


20. (U) The Thai pharmaceutical industry association 
believes only a handful of drugs (none of them ARVs) would 
receive immediate benefit from an FTA regarding data 
exclusivity. As data exclusivity is typically granted for 

only five years 

came on the market in the previous five years. Approximately 
30 new innovative drugs come on the Thai market every year 
meaning an estimated 150 drugs could benefit from data 
exclusivity at any given time after an FTA entered into 

force. However 

in Thailand means most drugs of any commercial importance 
will acquire patent protection (and therefore already have 
market exclusivity) and data exclusivity will increasingly 
become less crucial. 


Compulsory licensing 


21. (U) FTA critics also point to restrictions in previous 

FTAs on the terms under which a country may issue a 
compulsory license. Under certain conditions WTO rules allow 
local manufacturers to produce a patented medicine without 
license from the original manufacturer. These conditions 
include the existence of a public health emergency for which 
the medicine is required. 


22. (U) Despite frequent urgings by NGO activists and MoPH 
the RTG has yet to issue a compulsory license for any drug. 
Activists readily attribute this to USG pressure and RTG 
unwillingness to damage the bilateral relationship with the 
U.S. However 

realized it simply would not be cost-effective to produce 
some generics under a compulsory license 

The costs involved in producing a generic copy 

the cost of importing ingredients 

and license fees to the patent holder could surpass the cost 
of simply purchasing the product. 


23. (SBU) NGO activists frequently point to the 
extraordinary high prices of patented ARVs 


OLM, OMC, DAO, POLE, CONS, LEGATT, MO, FPD and CCE. 2. (S/NF) EAC members reported n 
titution Ministry of Finance from more creative means of increasing their financing. Nonetheless, em 
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for greatly reduced generic prices may in fact be low. FTA 
critics most often cite two patented drugs 

Merck 

ARVs with prices far beyond the means of the average HIV/AIDS 
patient 

production in Thailand. However 

that they sold efavirenz in Thailand at a no-profit price in 
recognition of Thailand 

nation status (though MoPH complains it is chronically in 
short supply). As well 

Sans Frontieres showed that the 600 mg tablet of efavirenz 
was already being sold in Thailand at the same price as the 
cheapest generic version in India. It is unlikely that GPO 
could beat Indian manufacturers on price. 


24. (SBU) Kaletra 

frequent target 

price of generic first-line ARV GPO-vir 

would also likely be expensive 

Brazilian generic manufacturers recently claimed that if the 
patent were broken in Brazil they could manufacture Kaletra 
for approximately USD 1000 per year 

expensive than GPO-vir. 


25. (U) At present the likelihood for the RTG to issue a 
compulsory license on an ARV is low. There are relatively 
fewer HIV patients who require second-line ARVs in Thailand 
and in the short run economies of scale are perhaps too small 
to warrant local production. However 

provide ARVs to significantly larger number of HIV positive 
patients promises to slow the fatality rate from AIDS and 
increase the overall number of HIV positive patients. As 
more of these patients move to expensive second-line ARV 
regimens the additional costs may fuel renewed calls for 
compulsory licenses for these ARVs. 


Can they make the generics? 


26. (U) The Government Pharmaceutical Organization takes 
the lead on development of generic copies of innovative 
drugs 

and in fact hold a number of patents. GPO manufactures 
approximately 300 pharmaceutical products 

of generic ARVs. GPOV's facilities are generally highly 
regarded and in a meeting with Econoff 

Pisamorn Klinsuwan insisted that GPO had the capability to 
produce some of the most complicated drugs on the market 
including second-line ARVs such as Kaletra were they given 
the opportunity. 


duld be lower than expected, thanks to the cautious assumptions made in the budget. New Deputy P 
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27. (SBU) GPO had their eye on producing other patented 
drugs including blockbuster anti-cholesterol medicine 

Lipitor 

GPO could produce the drug at half the cost of its current 
retail price 

costs. R&D was tallied in a separate budget and not factored 
into overall production costs. 


28. (SBU) Although GPO produces generic copies at 
substantially reduced prices from original versions 
state-owned firm still faces many of the same market 
constraints as a private firm. GPOVs R&D director told 
Econoff that GPO was researching all available ARVS for 
future production 

dependent on local conditions. GPO took into account the 
need for a new drug when deciding whether to produce a 
generic copy 

examine the size of the market and whether it would be worth 
the investment to produce a generic copy. Absence of a 
patent on an original drug was insufficient criteria to 
produce a generic. Although GPO is state-owned 

no budget support from the RTG and is expected to turn a 
profit both to expand operations and to provide budgetary 
support to the RTG. 


29. (SBU) GPO is preparing to produce the anti-viral 
medicine Tamiflu 

various strains of avian influenza. The original 
manufacturer 

Tamiflu was not patented in Thailand and that GPO was not 
restricted from producing the drug nor obligated to pay a 
licensing fee. GPO is acquiring precursor ingredients from 
Indian pharmaceutical companies and has claimed it can 
produce enough Tamiflu for 5000 patients within a year. 


Tariff issue 


30. (U) Pharmaceutical reps in Thailand often take issue 
with RTG complaints about the need for lower drug prices 
noting that Thailand maintains a ten percent tariff on 
pharmaceutical products 

HIV/AIDS 

zero-rated. Zero-rated medicines make up less than ten 
percent of the value of Thai pharmaceutical imports. A 
successful conclusion to the FTA and a reduction in tariffs 
could produce a drop in overall pharmaceutical costs. 


Taking the long view 
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31. (U) Although little immediate effect on pharmaceutical 
costs would appear to be likely after implementation of an 

FTA with the U.S. 

entering the pipeline. The HIV/AIDS crisis is diminishing 
thanks to greatly improved treatment and access to ARVs 
restricted access to future generations of ARVs could set 

back the progress made to date. Thais are concerned as well 
that a future vaccine or treatment for avian flu might be 
marketed at prices beyond their means to prevent an epidemic. 


32. (U) Analysts do not foresee future difficulties with 
unreasonable delays in patent and marketing approval 
processes and resulting lengthening of a drug 

The importance of ARVs and other life-saving medicines 
virtually ensures that the RTG would quickly approve patents 
and marketing for any future treatments or cures. In 
addition 

certainly be patented (if a decision were not made to license 
them locally) 

therefore data exclusivity would be unlikely to come into 
play. Industry observers agree that despite less than rapid 
service for the typical patent at the Thai Patent Office 
additional resources should ensure that few new patent 
applications face any unreasonable delays. 

33. (U) Despite predictions of skyrocketing drug prices by 
anti-FTA activists 

pharmaceutical industry has not changed. Company reps in 
Bangkok did not appear to be altering business models in 
Thailand in anticipation of a U.S.-Thai FTA and did not 
expect any significant increases in revenue after its 
passage. Several company reps were unaware an FTA might have 
provisions that would affect their products. One analyst 
explained that the industry was supporting the FTA\'s patent 
provisions primarily to help set a precedent for future FTAs 
in more important markets. 


34. (U) Comment: The debate over access to medicines and 
FTAs presents a dichotomy of goals: access to cheap and 
effective medicines for patients who need them now 
incentives for development of innovative drugs for the future 
as well. The hard truth is that without economic incentives 

to manufacture an innovative new drug 

no market exists in Thailand for a new drug to be sold 
profitably 

manufacturers. 


35. (U) Inevitably 

and raise overall pharmaceutical costs 

costs of individual drugs could be offset by tariff 

reductions on pharmaceutical imports overall. Thailand has 
an advantage in that it has a sizable market for new 


significant problems, including limitations on the opposition and on pro-opposition media, as detailed 
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medicines and can promote competition 

a strong generic industry to compete with off-patent drugs. 
Its generic industry's ability to copy most any drug also 
backs up the occasional threat to issue a compulsory license 
and helps persuade companies to keep prices lower than they 
might otherwise. However 

medicines to more patients portends a future of skyrocketing 
health care costs as HIV-positive patients live longer and 
move on to expensive second-line regimens. The threat of a 
compulsory license may one day cease to be only a threat. 
End comment. 


36. (U) Embassy expects an uphill battle against organized 
opposition to the FTA and overcoming fears among Thais of 
skyrocketing drug prices and a widening HIV/AIDS crisis. As 
part of an overall outreach effort 

the following talking points regarding pharmaceutical costs 
and the FTA: 


-- No provision exists in the IPR chapter of the U.S.-Thai 

FTA that would encourage pharmaceutical companies to raise 
prices for their products. On the contrary 

the ten percent tariff on most pharmaceutical imports could 
reduce prices for many drugs in Thailand. 


-- Few essential drugs would likely be granted additional 
market exclusivity by an FTA. We know of no anti-retroviral 
medicines to treat HIV patients that would be affected. 


-- Additional resources from the RTG to improve patent and 
marketing approval procedures would go far to removing the 
potential for patent term extensions on individual drugs 
speed essential drugs to patients as well. 
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HDC noted that all of these groups made varying claims of 
responsibility for actions in southern Thailand. However 
BRN-C appeared to play the more central role (NOTE: Septel 
will detail how BRN-C is increasingly perceived to be the 
leading operational organization in the South. END NOTE). 
HDC confirmed press reports -- publicly denied by the RTG -- 
that Wan Kadir Che Man has been in direct contact with 
representatives of the Thai government. 


4. (C) HDC\'s primary interlocutor in Europe is Shamsuddin 
Khan 

been attempting to bring the disparate elements of PULO and 
other separatist groups together. He has been involved in 
previous \"talks\" with the RTG and was the primary 
interlocutor during a series of negotiations between the RTG 


eninsula Lions, with 37 defendants, eleven of whom are fugitives, is expected to announce its verdict 


Column 3 

and separatist groups which occurred in Cairo and Damascus in 
1994. HDC senior staff members believe Khan V'has open lines V 
to separatist groups and can legitimately speak on their 

behalf. They claimed that the Thai National Intelligence 

Agency (NIA) agrees Khan could play a constructive role in a 
negotiation. HDC is attempting to arrange a meeting in 

Geneva between Khan and a retired Thai Army General as early 
as this month. Apparently the BRN-C leaders are unwilling to 
talk directly with RTG officials in Malaysia 

that Khan would serve as their intermediary. 


5. (C) HDC staffers indicated that Prime Minister Thaksin 
is personally aware of their efforts and reported that 

Pansak Vinyaratn -- Thaksin\'s chief policy advisor -- 
approved ongoing exploratory talks. Thaksin has reportedly 
tasked Pansak with handling contacts between HDC and the 
separatists. 


6. (C) COMMENT: This is all good as far as it goes 
unlikely to have an impact on the violence in the South any 
time soon. We do not believe the exiled leaders involved in 
these discussions exercise operational control over the 
disparate militant cells who are actually carrying out 
attacks. Furthermore 

older generation of ethnic Malay separatist whose struggles 
of past decades mean little to a new generation of angry 
Malay youth. Thaksin\'s support for HDC is a positive sign 
showing that the PM is open to this kind of dialogue as part 
of a possible solution to problems in the South. But 
valuable as dialogue may be in educating RTG officials on 
Thai Muslim attitudes and grievances 

address fundamental causes of the conflict 

deep-seated sense of \"injustice\" felt by the majority of 
Muslims in the far South. END COMMENT 
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Editorial Commentary on Egyptian Elections 


-- VAfter the success of the Muslim Brotherhood in 
Egypt” 


Chief Editor Taher Adwan writes on the back-page of 
independent 

(12/06): WReactions in the Arab media to the success 
of the Muslim Brotherhood in attaining second place in 
the [Egyptian] parliamentary elections after the 

ruling party indicates the importance of what is going 
on 

country 


in the U.N. First Committee and to encourage continued support for the resolution. Hakobian said A 
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not just an Egyptian movement 

one.. This is not the first time that the Muslim 
Brotherhood attains parliamentary seats in Egypt. 
They have been there as independents or as part of 
other party lists. Yet 

they are present in their own capacity as the 
Brotherhood 

with their own slogans and their own Egyptian 
constituents.. Furthermore 

Brotherhood in the largest Arab country has not this 
time stirred any negative reactions from Washington or 
western capitals that are preoccupied with fighting 
Vradical IslamV. On the contrary 

one indication from the U.S. administration 

important of which is RiceVs remarks 

that America does not oppose the presence of Islamic 
VextremistsV in positions of authority if they abide 

by the rules of the democracy game. It seems that the 
Arab world is on the threshold of a new era where the 
Brotherhood takes up parliamentary and political 
positions. This leads to the conclusion that the 
Brotherhood will have a political role to play in 

Iraq 

its participation in the municipal and legislative 
elections. If we add to that the Brotherhood\'s role 

in Egypt and its elections 

\'courting\' of the Brotherhood in Syria cannot go 
unnoticed as Washington seeks for popular opposition 
to the Syrian regime.. In short 

banning the Brotherhood from taking part in the 
political reform process are unconvincing. Where 
would political pluralism be then?" 


-- V The Islamists and the duality of involving and 
excluding them" 


Daily columnist Rakan Majali writes on the back-page 
of center-left 

(12/06): VIn the beginning of his second term in 

office 

ideas of Jewish political thinker Sharinski of 

imposing democracy as the only solution for the 
problems of the Middle East 

enthusiasm and even obsession about the birth of a new 
Middle East under his administration and started to 
call for in-depth and comprehensive changes in the 
Arab and Muslim worlds 

made magic recipe that could be exported to societies 
in isolation of their specificity 

nature. Although President Bush did not backtrack 
from his demands for democracy for the region 
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started reconsidering and recalculating the 
consequences of implementing democracy 

in view of the success achieved by the Islamists 
through the ballot boxes.. Judging from the elections 
in Egypt 

started in recent months to conduct direct and 
indirect contacts with the Islamists in the Arab world 
and to convince the ruling regimes to involve them in 
the elections in a limited matter and under the 
ceiling of the ruling authority and through specific 
constraints that would achieve their presence in the 
political scene but without allowing the repetition of 
the massive success of the Islamists in Algeria. V 


Editorial Commentary on Iraq 


-- VCherchez the dollar!\" 

Daily columnist Nahed Hattar writes on the back-page 
of independent 

Yawm (12/06): \"The latest scandal of the American 
VreconstructionV of Iraq is this official program to 
publish paid advertisements in the form of articles 
and news reports praising the occupiers in the VfreeV 
Iraqi media. The Iraqi media 

was totalitarian and hardline and expressed the one 
viewpoint of the authority. That was known and clear 
and you could accept it or simply ignore it. It did 

not fool you. But the media VfreedomV that was 
brought by the American occupation is based on 
deceit.. This funding program does not apply to Iraq 
alone. The first years of the third millennium have 
witnessed an extensive plan of media promotion for the 
American empire under liberalistic slogans. This plan 
included financing the establishment of media 
organizations 

the open and declared programs that organize visits 
and courses in the United States for Arab journalists. 
This multi-faceted explicit and implicit activity has 

led to the rise of the phenomenon of clear support for 
the colonization and occupation in the Arab media and 
culture and animosity for the Arab national liberation 
movement.\" 


Editorial Commentary on Palestinian Israeli Peace 
Process 


-- VNetanya operation: a necessary response to 
SharonVs practices" 


Columnist Yaser ZaVatreh writes on the op-ed page of 
center-left 
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(12/07): \" was not strange that the Palestinian 
Authority was quick to condemn the Netanya operation 
as it is required to do so by means of the agreements 
and pledges it made. However 

other Arab party for the operation seems neither 
logical nor acceptable. Our understanding of the 
official Palestinian condemnation of the operation 
does not in any way eliminate our rejection of the 
prevailing approach to SharonVs program that continues 
to advance and move along without any convincing 
reactions or responses.. Under these circumstances 
the opposition forces had to have a reaction and a 
response.. As for the [Palestinian] Authority and its 
reaction to what is going on 

frightening 

confront the episodes of assassinations and arrests 
not to defy the episodes of violations related to the 
settlements 

building of the wall.\" 
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to a disciplined democracy 

a mechanism for a political transition than a means of 
appeasing the country's ethnic minorities and to meeting the 
low expectations of some in the international community. The 
democratic opposition 

even part of the equation. The regime has taken new steps to 
ensure that the opposition is neither a source of pressure 
from outside the Convention nor an irritant from within it. 

The most recent example was the virtual exile of Shan leaders 
reported in Ref A. End Summary. 


BACK IN SESSION - AGAIN 


2. (U) On December 5 the Burmese regime reconvened its 
farcical National Convention (NC) 

constitutional \"drafting\" process that has been on hiatus 
since recessing in March at the end of an inconclusive 
six-week session (ref B). Trumpeting a V'99.44 percent" 
attendance rate of NC delegates 

Thein Sein 

Convening Commission 

Nyaunghnapin Camp 

regime\'s mass-member USDA 


3. (SBU) The regimevs 1 

mission from more than a dozen diplomatic and UN missions 
and a handful of international journalists attended opening 
ceremonies of the NC\'s plenary session. Most Western 


tutional referendum and modest opposition rallies protesting the electoral fraud (reftels), over the pas 
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missions 

U.S. defense attaches also declined to attend a similar 
ceremony on December 6 for the defense attach corps. End 
Note.). The Russian Ambassador 

ceremonies on December 5 

the proceedings since they were conducted entirely in Burmese 
and he had already cabled his analysis to Moscow based on the 
regimeVs pre-brief for diplomats (ref A). The Vietnamese 
Ambassador 

when the Charge asked if we should expect a new constitution 
anytime soon. 


4. (C) The original National Convention collapsed in 1996 
after three years of fits and starts 

democratic opposition party 

Democracy (NLD) 

manipulation of the process. The SPDC has since excluded 
democratic opposition parties 

process. The NC session reconvened this week is the third 
since the SPDC reconstituted the Convention in late 2003 as 
the first step on its ill-defined V'road map to a disciplined 
democracy!" (ref C). 


THOSE PESKY DESTRUCTIVE ELEMENTS 


5. (U) In his brief opening speech 

to NLD and international criticism of the exclusive NC 

process by urging delegates V'to be vigilant against the 
dangers and perpetrations of the internal and external 
destructive elements (who are) obstructing and harming our 
National Convention. Thein Sein claimed that the NC work 
committee had studied constitutions of \"some neighboring and 
western nations" during the recent recess 

the regime would draft a constitution \"best suited for our 
country." Thein Sein did not specify a timeline for the 
duration of this NC session 

a final constitution 

still take considerable time. (Note: Ref B reported GOB 
indications that the NC process would not conclude before the 
end of 2006. End Note.) 


DON\'T TALK 


6. (U) Minister of Information Brig-Gen Kyaw Hsan offered 
\"clarifications\" on NC procedures to delegates and observers 
on opening day. Kyaw Hsan read a long list of rules and 
regulations 

news about the NC \"secret;\" bow to the State flag whenever 
entering or leaving the meeting hall; refrain from talking 

about V'the interests of organizations and persons that are 

not in the framework of the law;\" and not repeat \"any matter 
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that has already been discussed at this meeting. The 
Minister 

security" and V'are not an act of oppression 

the regime had decided to increase per diem for delegates 
from 200 to 500 kyats per day (from 20 cents to 50 cents). 


7. (C) Delegates to the NC 

approached the current session with a mixture of dread and 
resignation. Several delegates 

contravention of NC regulations 

held in Convention workshops are so contrived and manipulated 
that the delegates have given up trying to make any 

meaningful contributions 

regime-designated facilitators mull over pre-drafted 
constitutional language. Although the increased per diem is 

a welcome adjustment 

themselves of \"weekend passes\" to escape the confines of the 
NC site because local transportation costs are too costly. 

On the other hand 

to do much actual work since the ultimate results are 
predetermined and 

from their regular routines at the office or on the farm. 


TELL US WHAT WE WANT TO HEAR 


8. (U) The regime\'s mouthpiece newspaper 

Myanmar 

poem on December 6 that \"celebrated\" the gathering of 
delegates from throughout the country 

made it clear that the regime does not expect open debate or 
dissent at the National Convention. The poem read in part: 


VNyaung-hnapin 

The National Convention 

From all directions to attend 

Delegate Brethren 

To meet and discuss 

To discuss and confer... 

One tells what another wants to know 
The other tells what one wants." 


COMMENT: SAME TASTE 


9. (C) Little has changed since May 2004 when the regime 
reconvened the current National Convention. It was clear 
then 

deliberative 

process 

transition to democracy. The SPDC persists with the 
charade 

country\'s ethnic minorities 


ment covering four UH-1H helicopters. The helicopters, tail numbers 317, 331, 360, and 387, are to 


ware that sustained increases in spending and more flexible funding procedures are necessary to me 
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in order to demonstrate to ASEAN members and other foreign 
\"friends\" with low expectations that Burma continues (slowly) 
toward rule of law. Since many had been convinced that this 
would be the final session with a referendum scheduled in 
2006 

more drawn out process. The democratic opposition 
regimes perspective 

SPDC\'s primary objective for the current NC is to maintain 
complete control 

when it allowed the NLD and its allies to influence the 
process. In this respect 

Ref A reported the virtual exile of Shan leaders 

participated in earlier NC sessions. Excluded from the 
proceedings -- with its leaders behind bars and its rank and 
file members forced underground -- the opposition parties can 
neither be a source of pressure from outside the Convention 
nor irritants from within. End Comment. 
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there. The report adds that Foreign Minister Silvan 
Shalom said Tuesday VIsrael was not planning another 
wide scope military operation like Defensive Shield 
adding that he intended to lead a significant 

diplomatic operation in order to influence the US and 
Europe to pressure the Palestinian Authority. Israel 
also suspended VIP entry permits for Palestinian 
officials and would buffer its forces in border areas 
near the West Bank 

during a meeting with the US ambassador to Israel 
Richard Jones. On the same issue 

this morning Sheickh Hussan 

Bank 

the Palestinian factions are committed to the 
\"tahadiya\" and the consensus on that issue must be 
preserved. He said the reason for the suicide bombings 
lies with the Israeli occupation. He refused to condemn 
Mondays suicide bombing in Netanya. Yousef said Hamas 
leaders are candidates in the Palestinian parliamentary 
election and Hamas is willing to cooperate with any 
Palestinian party. However 

whether it will join the Palestinian government. 


All media reported on the Counter-Terrorism warning 
last night advising all Israeli travelers to leave 

Sinai immediately due to threats that Israelis would be 
kidnapped there. Earlier in the day 

cabinet rejected a plan to overhaul security 


ately with MFA DDG for Security Huseyin Bicakli and, Genc Osman Yarasli, President of MASAK, Tur 


n importing company, confirmed news reports that the explosion occurred from the combustion of thi 
ctober 1998 with the Government of Cuba that calls for increased bilateral economic cooperation. Tt 
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significantly by erecting a new and robust security 
fence along the border with Egypt at a cost of NIS 1.5 
billion over three years. Instead 

approved an allocation of NIS 150 million for the time 
being. 

Maariv bannered on its front page the delay in the 
completion of the security fence which is barely half 
finished 

end of 2005. According to the report 

third of it has been constructed. Palestinian 

terrorists have improved their methods of getting past 
the fence even in the sectors where it does exist and 
as such 

bombing two days ago in Netanya could have entered 
Israel almost without difficulty. Maariv also found 

that the Jerusalem sector is still totally unprotected. 
The fence and the wall have been erected only along 20 
kilometers in north Jerusalem 

areas of the city wide open. In addition a huge gap of 
about 60 kilometers remains in the Gush Etzion area. 
Deputy Defense Minister ZeVev Boim placed most of the 
blame on the office of the state attorney. \"A lot of 
petitions have been submitted to the High Court of 
Justice 

attorney's office makes difficulties for us even before 
a petition has been filed with the High Court. The 
court\'s deliberations on each section of the fence drag 
on for many months 


The Jerusalem Post carries a report on an interview 
with Attorney Talia Sasson 

commissioned report on unauthorized outposts in the 
West Bank 

published last March 

have been taken.\" Sasson added that the ministerial 
committee headed by Justice Minister Tzipi Livni 
appointed to study Sasson\'s recommendations on 
instituting proper governmental procedures for building 
legally in the territories has disintegrated without 
coming to any decisions on how to implement the 
recommendations. Sasson said that though she had 
called on the government to immediately dismantle all 
of the unauthorized outposts 

outpost has been removed. She added that the army had 
agreed to implement some of her other recommendations 
but had not done so. 

Yediot Aharonot and The Jerusalem Post reported that 
the Israeli public has deemed poverty as the most 
urgent problem the government needs to tackle 
according to the V'Alternative Poverty Report" published 
by the \"Latet\" [To Give V'] Organization on Tuesday. 
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The second most urgent problem 

public 

problem came in at only third. Nearly one third of 
Israelis said they were concerned that they or their 
family could descend into poverty in the near future 
while over one half said that they knew at least one 
person who had been able to live at a decent level but 
was now unable to. According to the report 

of the public thinks that the government doesn't help 
and only makes matters worse. 

The media carry public opinion polls held after the 
Netanya attack. The Haaretz-Dialog survey conducted 
Monday and Tuesday 

held today 

Knesset seats 

\"leaderless\" Likud goes up from nine to 12 seats; and 
Labor loses four seats 

Other parties seem unaffected. A Maariv poll shows 
Kadima keeping the 39 seats previous polls had given 
it 

Maariv report cites associates of Labor Secretary 
General Peretz saying they are worried by this trend 
and thus wish to advance the party primaries V'to stop 
party infighting as soon as possible 

associates say they are concerned by the quick rise of 
the new party 

rate. 

Israel Radio and The IDF Radio reported this morning 
that recently appointed Likud Secretary General Tzahi 
Hanegbi will announce this morning that he is quitting 
his party and joining Sharon\'s Kadima Party. At the 
same time 

police are recommending that a charge sheet be filed 
against Hanegbi on suspicions of political misconduct 
and favoritism. 

Yediot Aharonot reports that \"Prime Minister AriVel 
Sharon has a new and surprising supporter." Speaking 
yesterday at an international media conference in 
Dubai 

that it seems Sharon has changed and toned down his 
stands 

and he presents moderate stands. The Saudi prince 
said 

intentions and 

encouraged. V 


1. Iranian Nuclear Race 
Summary 


The Jerusalem Post editorialized: V'On the one hand 


ong Kong. The Ambassador highlighted U.S. interest in working with Chad on a mutually beneficial o 
ber State ratifications to follow. She gave the specifics: --November - December 2005: European C« 


1. (C) We delivered ref points to the Asset-Freezing Directorate in the Ministry of Economy. We s 
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the head of the IAEA cannot say for sure that Iran is 
developing a bomb 

claiming its right to do so from the roof tops 

most of the world is convinced that the mullahs would 
like to build a bomb as quickly as they can. On the 
other hand 

at knowing exactly what Iran is doing at this moment 
given that nation\'s strenuous and proven efforts to 
fool the international community.. If Iran obtains a 
bomb 

together to use their extensive economic 

and 

themselves. Where there is a will 


Bloc quotes 


\"Iran Can Be Stopped" 


The Jerusalem Post editorialized: \"In London 
yesterday 

Mohamed ElBaradei said he found no Vsmoking gun\' in 
Iran that would indicate a nuclear weapons program. He 
also admitted that 

program that the IAEA failed to detect. These two 
statements by ElBaradei express a large part of the 
predicament facing those who would rely on his 
international agency to prevent Iran from developing a 
bomb. On the one hand 

for sure that Iran is developing a bomb 

Teheran has been claiming its right to do so from the 
rooftops 

mullahs would like to build a bomb as quickly as they 
can. On the other hand 

limitations at knowing exactly what Iran is doing at 

this moment 

efforts to fool the international community.. Our 
leadership has indeed been outspoken. In addition to 
the comments by [Chief of Staff] Dan Halutz 

Minister Ariel Sharon said that \'Israel 

countries cannot accept a situation where Iran has 
nuclear arms. The issue is clear to us and we are 
making all the necessary preparations to handle a 
situation of this kind.V Indeed 

US 

unacceptable. This begs the obvious question: What is 
the international community going to do about it? . 

this is no time for leaders in any Western capital to 
throw up their hands and assume that an Iranian bomb is 
unstoppable. If Iran obtains a bomb 

because free nations have not banded together to use 


JMZ as a World Heritage Site was unworkable, South Korean UNESCO rep Ki-Joung Cho told poloff 
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their extensive economic 
necessary 

Where there is a will 
Jones 


4. (U) On December 6 

Ossetian officials detained approximately twenty ethnic 
Georgians 

Interior Vano Merabishvili issued a statement calling on the 
South Ossetian authorities to release the \"hostages\". Also 
on December 6 

approximately 4:30 p.m. local time Georgian officials 
arrested or detained four Ossetian officials. Merabishvili 
later denied Georgian involvement in the incident 

that the Georgians were \"ready to help Tskhinvali colleagues 
to collect information about the missing people." 


5. (C) On December 7 

Deputy Minister of Conflict Resolution 

detainees on both the Georgian and South Ossetian side have 
been released. Viacheslav Kudziev is still being held 

MolA custody. Volski said that his office has no answer as 

to why MoD rather than MolA was involved in the sting 
operation. 
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words will not suffice to halt the LTTE\'s killing spree. 
The international community 

must come down hard on the LTTE. More sanctions 
envisioned in the recent UN resolutions against terrorism 
are called for. V" 


3. (U) Independent newspapersY commentary sections each 
featured multiple articles citing the DepartmentVs 

statement. The independent Daily Mirror Vs(circulation 

125 

towards the opposition United National Party 

international community especially needs to bring pressure 
on the LTTE to stop violence and fall in line with the 
ceasefire agreement." In another Daily Mirror column 
political columnist Champika Liyanaarachchi contended: 
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\"Sunday\'s call [by the government] for the international 
community to condemn the LTTE violence is the first 

indication of the real expectations the new regime has on 

the global community. The U.S. statement on Monday 
condemning the LTTEVs claymore attack in Kondavil will serve 
as a morale boost to Rajapaksa.V In an op-ed in the Morning 
Leader 

columnist Sonali Somarasinghe speculated: \"The United States 
is looking for a non-Islamic terrorist organization to make 

an example of globally and would come down hard on the LTTE. 
However 

(Jaffna) attack by the Tigers did not reflect this stand.\" 

She contended the LTTE is counting on the international 
community to be disengaged as it wages war for a separate 
state and urged the U.S. to pressure the Tigers more 

actively to give up terrorism. 


4. (U) While more mainstream independent media gently 
called upon the U.S. and other co-chairs to be more involved 
in psychologically fighting the Tigers 

nationalist press took a more chastising approach. In its 
editorial titled \"Where are the co-chairs? 

Island (circulation 75 

condemning Sunday\'s LTTE landmine attack a \"paper rocket\" 
and contended Sri Lanka \"is a prisoner to the donor 
community which is soft pedaling LTTE terror and using aid 
as its weapon. It looks as if the international community 

has mistaken Sri Lanka for a terror group and the LTTE as a 
sovereign state. The U.S. is doing what is good for her [to 
fight terrorism] 

not to fight 

an op-ed in the same section titled 

U.S. policy on Sri Lanka 

considered the recent Department statement and a portion of 
President George W. BushVs Inaugural Address on promoting 
democracy. Luddawahetty contended: V'U.S. policy toward Sri 
Lanka is based on the belief that in time the LTTE would 
undergo a metamorphosis to become a legitimate political 
entity." If the U.S. hopes \"to bring about a durable 

stability by fostering the process of democracy 

peace facilitators must not focus on the LTTE as the 
representative of the Tamil people 

consensus with the major communities in Sri Lanka 

present it to the LTTE and the world at large. V" 


5. (U) The vernacular pressVs reaction to the statement was 
less notable. Only one Sinhala newspaper 

Lakbima 

attacks against government forces. All Tamil and pro-LTTE 
media carried the statement without comment 

the Rajapaksa government in editorial sections for unclear 
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peace policies and failure to uphold its commitment under 
the Ceasefire Agreement to disarm anti-LTTE paramilitary 
groups. 


6. (U) Afternoon and evening television news bulletins of 
December 6 led with the U.S. statement. Independent 
Swarnavahini reported: \"America expresses grave concern over 
LTTE atrocities.\" Maharaja Televisions (MTV) noon programs 
Sirasa (Sinhala) and Shakthi (Tamil) emphasized the U.S. 
request that the government and the LTTE uphold the CFA. 
State-owned Rupavahini\'s evening news program detailed the 
government Information Department\'s press release welcoming 
the statement by the US State Department condemning the LTTE 
attack and India\'s request that the EU ban the LTTE. 
Rupavahini stated the government urged the international 
community to condemn such attacks on Sri Lankan security 
forces and to exert maximum pressure on the LTTE to desist 
from such attacks. State owned TV ITN evening news 
headlined: \"US denounces the LTTE attack on the army.\" 
Independent ABC radio aired a voice cut of PAO reading the 
statement on the air. 


7. (SBU) Comment: The government-controlled media 
predictably emphasized the government\'s commitment to peace 
and the Sri Lanka Army\'s exercise of restraint despite the 
LTTE\'s obvious violations of the Ceasefire Agreement. 
Independent English press widely asked for more support from 
the international community 

and others for not taking a harder line towards the LTTE in 

the past. Independent papers also expressed more realistic 
concern for the status of the CFA 

alleged attempt to instigate the Security Forces to respond 
violently to LTTE attacks. Tamil papers printed the 

statement and led with reports of the landmine attacks 

without comment 

face of the escalation of violence. End Comment. 
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Karuna faction leader 

site claimed that the captives confessed to the November 18 
grenade attack on the Akkaraipattu mosque and to other 
anti-Muslim killings in Ampara district (Ref A). (NOTE: These 
confessions were likely obtained by torture. End note.) 


6. (SBU) On December 6 

district and Kalmunai in Ampara District were under a hartal 
(general strike) after two Muslim fishermen were found 
machine gunned to death in Ampara district. Members of the 
Muslim community 


substantive response as it becomes available. MERZ 
had been speaking with Military Penal Justice director Puentes on the matter. The GOC believed th 
:CT: COSTA RICA REPORTING ON OTHER FOREIGN BRIBERY ALLEGATION REF: A) SAN JOSI 


11/2006 to 08/30/2006 from the Ministry of Foreign Affairs and Trade (MFAT) of the Government of Ne 
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killing the fishermen. Muslim crowds are reportedly enforcing 
the hartal by throwing stones at vehicles and pedestrians 
that dare to pass by. 


7. (C) COMMENT: The death toll has climbed to 17 soldiers 

the highest for the SLA since the cease-fire 

week. This increases pressure on the new government and the 
SLA commander. LTGEN Fonseka has proven his cool under fire 
but it is unclear if the foot soldiers will continue to 

remain equally disciplined. 

LUNSTEAD 
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said that he was unaware of any expectation that there would 
be such a consensus 

agricultural base makes it unlikely to reach full agreement 
with Arab countries with agricultural export industries. 
LEBARON 
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formation of a truly representative government.\" End Summary. 


Elections Signal More \"Normal\" Politics 


2. (C) Singh welcomed the December 15 elections 

that after a period of \"extraordinary\" events in Iraq 

polls signify that politics is "becoming a normal process" 
now. However 

outcome is a mystery 

wait and V'take stockV of the new government after the 
elections. Both Singh and Indian West Asia Envoy C Gharekhan 
would likely visit Baghdad after the formation of a 

government post-elections 

the election outcome could delay such a visit. Singh\'s 
comments echoed remarks by Gharekhan at the Gulf Security 
Conference in Bahrain on December 4 

December 15 elections would V'lead to the formation of a truly 
representative government." 


3. (C) Iraqi Oil Minister Mohammad Bahr al-Ulum\'s decision 
to join a new party likely will lead to a new Oil Minister in 

the new government 

New DelhiVs plans to reconstitute the Indo-lraq Joint 
Commission to discuss Indian participation in the Iraqi oil 
industry (Ref C) 

chance that the GOI would deal with only one oil minister for 
the next four years. India\'s Ministry of Petroleum maintains 
contacts with Iraq\'s Oil Ministry 

purchases of the limited Iraqi oil that comes up for sale 
Singh said. V'WeVd like to get back" to the pre-2000 


of Cabinet would review the matter. Post will report any developments on this matter separately. RI 
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situation where India was one of Iraqvs largest oil 
purchasers 


Indian Training Underway 


4. (C) India has assistance programs underway in the form of 
technical training for workers in lraq\'s oil sector 

reported 

$650 

five months in programs across India in subjects as varied as 
oil field management 

maintenance 

whether India would replicate its parliamentary assistance to 
Afghanistan 

assistance 

drawing from India s untapped assistance fund. After the 
elections 

capacity to look outside and consider such assistance 
programs. 


Oil Vouchers Team in Baghdad 

5. (C) Singh conveyed a GOI request (originally made by the 
Foreign Secretary) that the USG facilitate the visit to 

Baghdad (starting December 7) of a team from Indias 
Enforcement Directorate probing alleged involvement of Indian 
politicians in taking oil allocations from SaddamVs regime. 

He remarked that MEA was staying as far away as possible from 
the Oil-for-Food scandal. 


Comment: Post-Natwar 


6. (C) Singh\'s deliberate repetition of New Delhi\'s view 

that the polls will be part of \"normal\" politics signals the 
GOl\'s desire to recover from disgraced FM Natwar Singh Vs 
blast that Iraq\'s government had no credibility (Ref D) 
suggests that New Delhi will be supportive of the new Iraqi 
government post-December 15. Although he made no specific 
commitment to a GOI public statement following the elections 
we expect the GOI will do so 

October constitutional referendum. However 

scandal continues to overshadow all discussion of Iraq in New 
Delhi 

visit to Baghdad earlier this fall. Nevertheless 

thinkers in the MEA and GOI recognize that IndiaVs long-term 
interests are well-served by engagement with the new Iraqi 
government 

over 

occasion for a meaningful contribution to Iraqvs 
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reconstruction and recovery. 


7. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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He said that he was not the least concerned about SondhiVs 
next rally on December 9 and ridiculed his claim that half a 
million Thais would turn out. 


3. (S) Thaksin expressed satisfaction over what he termed a 
uniformly good relationship with the Palace. He related to 

me that when he called on the King following his massive 377 
seat win last February 

last term. "What 

King replied. The Queen also urged that Thaksin see the King 
regularly 

Thaksin agreed that the King\'s chief motivation these days is 
the preservation of the status of the monarchy. He referred 
humorously to the first time he attended the Kings birthday 
speech as Prime Minister. The King at that time made 

critical comments about him. While he visibly cringed 
Khunying Potjaman (Thaksin\'s wife) dug him in the ribs with 
her elbow. The King told him later that he was lucky to have 

a Khun Potjaman to candidly advise him as well as encourage 
him. When | asked Thaksin if the Queen was His Majesty\'s 
VKhun Potjaman 

has two camps 


SAYS SOUTH IMPROVING 


4. (C) Thaksin expressed satisfaction with the job new RTA 
Commander General Sondhi is doing in the south. In the past 
soldiers had simply put in their time 

General Sondhi is more aggressive and proactive. Thaksin 
added that his own reception was better among southerners in 
his most recent visits and that he felt that the governmentVs 
efforts to direct more budget and more jobs programs to the 
region was bearing fruit. | told him that we had heard 
disquieting rumors that lists of suspected militants had been 
drawn up by authorities -- to be targeted for extrajudicial 
killing. The Prime Minister emphatically denied this 

that lists of suspects had been drawn up but for publication 

in order to bring them in for processing by authorities. 

Those accused and convicted of offenses would face jail 
through the legal process. Those who had basically been in 
the wrong company would undergo \"rehabilitation.\" 


5. (C) | responded that | would inform Washington of his 


{EGIONAL ADVISOR TOM DOLAN KATHMANDU FOR OFDA REGIONAL ADVISOR WILLIAM BER 


alVs delegation, the Pontiff made the following statement: Begin text The cessation of the civil war ar 
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reassurances 

this situation closely. If any official took it upon himself 
to \"unilaterally\" commit an extrajudicial execution 

the face of official RTG policy to the contrary 
nevertheless immediately cut off ties with that unit and 
there would be a risk of serious damage to our bilateral 
relations 

said that he understood and repeated that there were no death 
lists. | repeated that even in the absence of a policy of 
targeted killings an individual act would have serious 
repercussions. 


MALAYSIA AND THE SOUTH 


6. (C) Thaksin said that he has always enjoyed good 
relations with former Prime Minister Mahathir. They had good 
talks during MahathirVs visit last month. Badawi 

other hand 

help on the south 

that Badawi had personal sympathies with Pattani for 
ancestral reasons. He had two private tete-a-tete meetings 
with the Malaysian Prime Minister during last months APEC 
Summit in Busan. Thaksin said that he first addressed the 
Malaysian Prime Minister as his V'former friend 

the consternated Badawi that he meant to say \"longtime 
friend.\" Thaksin said that he anticipated progress on 
repatriating at least some of the 131 Thai Muslims who fled 

to Malaysia several months ago. Now that UMNO has won the 
Kelantan by-election 

work the issue 

knows that without progress he would not go to Kuala Lumpur 
later this month for the ASEAN Summit. 


NO GOOD NEWS ON BURMA 


7. (C) Thaksin described as \"crazy\" the recent move by the 
SPDC to a new capital. | asked him why he had not publicly 
criticized the regime as he had promised the President and 
the Secretary. Quiet admonition behind closed doors by the 
Foreign Minister is not the same as public calls by the RTG 
for the SPDC to free Aung San Suu Kyi 

participate fully in the political process and to hold a real 

and credible constitutional convention 

the main purpose of the RTG\'s engagement policy with Rangoon 
had been to get Burmese cooperation in stemming the flow of 
drugs into Thailand. While some 60 percent had been 
stanched 

doesnt see it as its problem. Thaksin also agreed that the 
plight of the Burmese people -- poor 

without rights -- should be addressed. | reminded him again 
that he had promised the President and the Secretary to come 


al al-Rweidhan (28), and Ibadah al-Hiyari (24), had trained with automatic rifles and had followed U.S 
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out strongly and publicly against the SPDC\'s policies. We 
agreed that a very tiny group of individuals controlled all 
aspects of Buma\'s life and that they fear a calamitous 
downfall if they loosen their grip even a tiny bit. 


GOOD FOLLOW-UP ON A NUMBER OF ISSUES 


8. (C) | expressed satisfaction at the progress we were 
making on the U.S.-Thailand Action Plan. | then asked 
Thaksin for the latest on the Royal Thai Air Force\'s pending 
aircraft purchase. Thaksin replied that Thailand will 
refurbish its fleet of F-16\'s to extend their flight lives 

rather than buy SU-30s from Russia. He said that he does 
want access to the Russian market so will have to buy 
something from Moscow 

assured me again that the existing F-16 fleet will receive 
mid-life upgrades in lieu of the RTAF purchasing SU-30s. | 
asked if he plans to visit North Korea. Thaksin replied that 
he would not. | also thanked him for ramrodding his 
ministers into working towards concluding a successful FTA 
early next year. The London round had shown encouraging 
progress. Thaksin said that he was determined to achieve the 
FTA with the U.S. The U.S. has FTA\'s with others and 
Thailand can\'t miss the boat. He was determined on this. He 
related 

Governor to follow his FTA policy or he will be out. The 
Banking sector is run by a oligarchy 

afraid that competition will take away the big margins they 
have enjoyed in their protected sector. 


ECONOMY SHOWS STRENGTH 


9. (C) | congratulated Thaksin on the third quarter 5.4 
percent growth rate and the annualized 4.7 percent rate. 
Thaksin noted that following the disastrous first quarter 
numbers \"we took steps.V As for improving the population\'s 
economic condition 

Prime Minister Chavalit Yongchaiyut to head the 
administration\'s anti-poverty drive. Does he trust Chavalit? 
Thaksin said that Chavalit has \"lots of time\" and V'takes 
orders well.\" 


REFERS TO REPORTS OF SECRET DETENTION FACILITIES 


10. (S) Thaksin noted that ABC News had reported that the 
U.S. had operated secret detention facilities in Thailand to 
hold terror suspects. He noted that \"we deny" these 
reports.\" | responded that we as a rule do not comment on 
intelligence allegations. Thaksin chuckled at how the Thai 
media had gotten the mistaken idea that VOAYs Udorn facility 
was one of those \"black prisons" and complimented us for 


. Summary Although Nepal is neither a significant producer of, nor a major transit route for, narcotic 


1 Minister and the following day with the Home Secretary to urge His Majesty\'s Government of Nepal 
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having opened up the facility for a huge contingent of press 
to see for themselves. 


11. (C) Comment: Thaksin was boosted by the KingYs speech 
and his apparent outmaneuvering of Sondhi. He was confident 
of his close ties to the Palace and feels that he and the 

King enjoy a close relationship. We will pocket his 

assurances that there will be no extrajudicial killings in 

the south on his watch and we will hold him to these 
assurances. While we will wait to see where he will go on 
Burma 

Pyongyang 

show a ledger with a positive balance. End Comment 
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parties not to miss the existing narrow window of opportunity 
to re-engage. End summary. 


2. (SBU) On December 6 Amnesty International (Al) officials 
Dr. Purna Sen 

and Elizabeth Rowsell 

members of the diplomatic community on Al Secretary General 
Irene Khan\'s December 1-5 visit to Sri Lanka. The purpose of 
the visit 

research mission on IDPs and political killings Al had 
conducted to Sri Lanka in August; the underlying purpose was 
to establish a dialogue with the new government and to exert 
pressure on both the LTTE and the Government of Sri Lanka 
(GSL) to prioritize human rights. During her visit 

with President Mahinda Rajapaksa 

Samaraweera 

National Party (UNP) 

High Commissioner 

Mission (SLMM) 

Secretariat 


SIPDIS 

internally displaced persons in Jaffna and traveled to 
Liberation Tigers of Tamil Eelam (LTTE) headquarters in the 
northern district of Kilinochcchi on December 3 

met Tiger political wing leader Tamilchelvan. 


3. (C) In general 
sense of \"great dread among its non-LTTE interlocutors that 
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an escalation of hostilities was imminent. AlVs discussions 
with representatives of the Muslim community and NGOs active 
in Muslim areas indicated growing feelings of V'exclusion and 
marginalization within the group which 

have dangerous long-term repercussions. The failure or 
inability of the GSL to investigate political killings 

Sen estimated had surpassed 200 in 2005 

dangerous vacuum that could lead to greater violence. Since 
investigating killings or otherwise enforcing the Ceasefire 
Agreement (CFA) is not in SLMM\'s mandate 

Government interlocutors complained to AI that they were 
unable to investigate political killings that occur in 
government-controlled territory because witnesses are afraid 
to come forward and/or suspects flee to LTTE territory 
considering proposing in its final report an independent 
commission to investigate the assassinations. (Sen said the 
Government seemed to welcome the idea 

thought the SLMM was doing just fine 

the subject was broached.) 


4. (C) Sen summarized AIVs conclusions from the visit as 
follows: 

--Security remains the overriding concern of all parties; 
--While there is no consensus on how to improve security 
options should be fleshed out; 


--There is a narrow window of opportunity for a fresh start 
created by Rajapaksa\'s recent election that neither side 
should neglect; 


--The international community should urge both parties to 
take advantage of this opportunity. 


She noted that President Rajapaksa emphasized to Khan that he 
sees shortcomings in the Ceasefire Agreement (CFA) that must 
be reviewed. In addition 

mandate of the Sri Lanka Monitoring Mission (SLMM) revised as 
well. Foreign Minister Samaraweera 

in a separate meeting that implementation of the CFA--rather 
than the CFA itself--must be revised. Sen commented that Al 
was unsure what to make of this mixed message. 


LTTE ROLLS OUT RED CARPET FOR Al; 
INVITES \"FACT-FINDING\" MISSION IN FUTURE 


5. (C) In her meeting with Tamilchelvan in Kilinochchi on 
December 3 
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CFA 

Tamilchelvan predictably responded that a) all violations 
would automatically cease if only the GSL would honor its CFA 
commitment to disarm paramilitaries (i.e. 

faction); and b) the LTTE does not need to recruit children 

as it is \"overwhelmed\" with more than enough volunteers of 
legal age. (Sen observed 

that claim when he reported later in the same meeting that 
the LTTE had released 55 child soldiers last month. Moreover 
in a separate meeting 

commission 

Rights (NESOHR) 

volume of complaints it received this year was from were from 
parents complaining that their children were recruited by the 
LTTE.) When AI continued to press on the issue 

became \"rattled 

two-hour meeting. 


6. (C) Sen summarized Tamilchelvan\'s pitch as follows: 


--repeated references to the growing sense of \"frustration\" 
among the Tamil populace; 


--despite this V'frustration 
the new government and is giving it some limited time--until 
\"next year\"--to produce results; 


--the international community should press the GSL to 
implement the CFA (by disarming the Karuna faction and other 
anti-LTTE militants). 


Sen noted Tamilchelvan did not respond directly when the AI 
delegation tried to pinpoint what he meant by \"next year 

but speculated that his subsequent references to the upcoming 
four-year anniversary of the CFA in February could indicate 
action around that time. She said that she perceived no 
recognition from LTTE interlocutors during AlVs discussions 
that the LTTE must/should change its behavior. 


7. (C) Sen described Tamilchelvan as \"very hospitable\" to 
the Al delegation and \"quite keen\" on encouraging 
international involvement in the peace process. She said he 
invited Al to send a fact-finding mission to Kilinochchi to 
interview people and determine if the LTTE were indeed guilty 
of child recruitment and human rights violations. Al is 

warily mulling over the offer 

consider several factors (would Al have genuine access to 
local people? Would Al be endangering people by interviewing 
them? Who sets the terms of reference--the LTTE or AI?) 
before going further. 


»ne upcoming regional elections, scheduled for 30 December. The proposed resolution stated first thi 


partment Section Chief Meltem Buyukkarakas shared this information with Poloff in response to refte 
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8. (C) Tamilchelvan also granted an unscripted request by 
the AI delegation to visit an LTTE prison. Sen reported the 
delegation 

throughout the brief tour 

together in a single unlit cell but had no chance to 

interview any. She added that the delegation also observed 
three prisoners were being held in a separate 

cleaner cell and later learned that they were the three Sri 
Lankan policemen from the Child Protection Authority who have 
been detained by the LTTE since September (Ref A). 


9. (C) In the same time frame as the Al visit 

Rapporteur on Extrajudicial 

Philip Alston is wrapping up a ten-day visit to Sri Lanka 

during which he traveled in both LTTE and 
government-controlled areas. During a December 6 briefing to 
the diplomatic corps 

meeting with Foreign Minister Samaraweera 

human rights issues had 

understandable emphasis over the last few years on 
maintenance of the CFA. The SLMM has no human rights 
monitoring mandate or capability and frequently 

and resource constraints 

which involved human rights abuses 

enough to determine which side was at fault. V'There is 
considerable SLMM ambivalence about human rights violations 
Alston said. He advocated an expanded SLMM human rights role 
rather than a new monitoring body 

active on the ground and had an administrative structure and 
presence in sensitive areas. 


10. (C) At the same time 

police make almost no effort to seriously investigate 

killings in the V'ceasefire areas V" in the north and east. One 
local police chief told Alston he had 30 open murder cases 
but no serious suspect in any of them. Too often 

said 

perpetrators flee to LTTE-controlled areas (undoubtedly true 
in some cases 

verify it). Alston cited the recent grenade attack on a 
crowded mosque in Akkaraipattu (Ref B) as an egregious 
example of police investigative lassitude. He observed that 
the LTTE breakaway Karuna faction is an easy scapegoat 
by both sides 

Alston also opined that V'not unfounded\" reports of GSL 
support to the Karuna forces needed to get more attention 
from the international community. 


1cooked processed foods. In addition, GoG also bans poultry imports and its derivatives from Maced 


amber 1 Milan Magistrate Elio Ramondini submitted his request to bring Majid Zergout, former Imam 
Eric T Schultz under Section 1.4 b/d ------- Summary ------- 1. (C) The 66 members of the Senate ` 


ian elections scheduled for January 8 and February 19, 2006. The OAS and MINUSTAH report that 2 
lovember 29, the GOE began its long-awaited divestiture of 20% of Telecom Egypt (TE), with an initie 


«for its $100 million in earthquake aid and received assurances that Pakistan would receive concessi 
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11. (C) Alston said he had a blunt exchange with LTTE 
political chief Tamilchlvan on December 5 in which Alston 
described the LTTE record on killings as atrocious. Alston 
told Tamilchelvan the LTTE needed to publicly denounce 
killings since it is not enough just to say V'it wasnt us. V 
Alston said he found Tamilchelvan somewhat contradictory on 
the CFA. The LTTE political chief had said the CFA was 
perfect as is but also agreed on the need for an expanded 
SLMM human rights monitoring role 

particular proposal on how to do that 

it was up to the Norwegian facilitators to \"come up with a 
proposal.\" Asked for his assessment of NESOHR 

it was mixed: NESOHR\'s claim to him that the LTTE had never 
abducted a child was laughable 

judicial reform \"would be well received if they were coming 
from a newly independent state." 


12. (C) The Tigers too often see international involvement 

in the peace process as an easy way to pressure the GSL to 
remedy its shortcomings without conceding any deficiencies of 
their own. The stern messages from Al and the UN Rapporteur 
to their LTTE interlocutors should let the Tigers know that 

the international community is not buying their line that the 
GSL is solely responsible for the alarming increase in CFA 
and human rights violations. An independent authority to 
investigate the killings--while it does not address the 

central problem of witness protection--could nonetheless be a 
good starting point for broader discussions on how better to 
enforce and implement the CFA. 

LUNSTEAD 
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the top-most priority is total allegiance to the nation and 
nothing else. A citizen has rights which the country 
provides and guarantees. But in return the pillar of 
citizenship is the absolute and full loyalty to their country 
and its leadership." MbZ continued 

for multi-affiliations or having people who enjoy the 
privileges of citizenship whilst their affiliations are 

outside the country\'s borders. The interest of the country 
is non-negotiable. We will not tolerate any deviation from 
this principle. V 


3. (U) MbZ said that terrorists have no loyalty toward their 
fellow citizens. V'I would say the problem with terrorists is 


ent of Turkey is still willing to support and is awaiting further information concerning a possible visit b 
2 NAMES WERE PROVIDED DURING THE MEETING. KYLNER 
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that they have sold their conscience to people outside their 
countries 

went on to urge all UAE residents to be vigilant against 
efforts that might destabilize the country. MbZ said 
eradicating terrorism in all forms 

laundering 

stability and progress we enjoy and strive to expand for the 
betterment of our country and the generations to come. V 


4. (U) The statement before the National Consultative Council 
follows an equally strong statement MbZ made during an 
interview for Al Arabiya television November 16 in response 

to the November 9 Amman bombings. MbZ told Al Arabiya that 
Muslim scholars and imams \"who live among us\" should adopt a 
unified stand against terrorism. He said if the sheikhs and 
imams do not denounce terrorists as infidels 

can do is drive them out of the faith.\" He said he blamed 

the scholars and imams who 

were allowing terrorist acts to continue. V'If there is no 

sincere stand against such irreligious and inhumane acts 

they will flourish.\" MbZ added that terrorism \"entered our 

lives in the name of Islam.V It is up to Muslims to \"face it 

and resist it. V" 


5. (U) MbZ asked rhetorically 

would explain the killing of a child 

person at a party (referring to the wedding celebration in an 
Amman hotel). He concluded his statement by saying that what 
happened in Jordan as a result of a terrorist act \'has been 
hurtful to us in the UAE 


6. (C) Comment: MbZ has told USG interlocutors of his zero 
tolerance for terrorists. His anti-terror statements to the 
National Consultative Council and to Al Arabiya not only 
demonstrates that MbZ has no qualms about publicly declaring 
his intolerance for terrorists 

religious leaders who may actually be encouraging extremism 
by not speaking out against terrorists. It will be 

interesting to see what effect these public messages 
ratcheting up the anti-terror rhetoric have on UAE nationals 
who learned a week earlier that the leadership was ready to 
broaden political participation. For some 

have struck a dissonant chord because it contradicts the 
principle of freedom of participation. As reported in ref C 

as the indirect election process gets under way 

in at least two of the emirates )- and probably all of them 

-- Will be vetting all proposed names closely for possible 
Islamist connections. 

SISON 
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J a mild recovery during July to September 2005. Output expanded by an estimated 2.7 percent due 1 
Faussot thoroughly answered all of our questions. 2. First, Faussot confirmed that Ixsea ordered fo 
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paramilitary or military forces to stop the violence. After 
the rioting is suppressed 

power to convene special courts to try those arrested 
state and federal officers would enjoy legal immunity for 
Vanything done in good faith 

the bill. 


But Waters it Down Almost Immediately 


3. (U) Although the Bill was aimed at reining in 

irresponsible state governments and preventing the 
victimization of minorities 

on the state governments that would have objected. To 
head-off a possible confrontation 

bill by removing the provisions giving the Federal Government 
the power to unilaterally intervene in a riot situation. The 

new version specified that New Delhi could only intervene at 
the request of the government of the effected state. 


4. (U) Muslim and Human Rights groups 

UPA\'s apparent lack of backbone 

Vcommunally insensitive\" state government would never request 
Federal intervention 

to change the existing status quo. Some human rights 

activists also complained that the bill would have put 

draconian powers in the hands of local police 

to the provisions enabling the GOI to establish \"special 

courts\" and providing immunity from law suits or prosecution 

to state and federal officials. 


And Then Withdraws It 


5. (U) With the NDA opposition increasingly outspoken and 
energized 

to pass the bill and on September 5 referred it to the 
Parliamentary Standing Committee on Home Affairs for further 
consideration rather than putting it up for a vote. It also 

put the bill up on a website and invited comments from the 
public. 


A Perennial Problem 


6. (C) Communal outbreaks are a perennial problem in India. 
Since independence the GOI has relied on President\'s Rule as 
the last resort when it appeared that the violence would get 

out of the control of state authorities. In 1992 

declared President\'s rule to deal with the rioting that 

engulfed parts of the country after the destruction of the 


res that will result in changes to the legislation. Embassy discussed reftel points in recent weeks witt 
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Babri Mosque. In 2002 

presidentVs rule to suppress the rioting in Gujarat 

decided against it 

by the ruling BJP. This bill as originally drafted would 

have provided the GOI with an interim measure to deal with 
communal violence short of dismissing the state government. 


While A Muslim Leader is Less Than Enthused 


7. (C) In a December 7 conversation with Poloff 

Mohammad Athar 

Board (AISPLB) showed little interest in the bill. Stating 

that his organization supported any measure aimed at curbing 
communal violence 

take a public stance on this particular bill. Noting that 
Muslims were the principal victims of communal rioting 
complained that it did little good to pass legislation that 

is not enforced. 


8. (C) Athar pointed out that the GOI was only interested in 
addressing the symptoms 

address the root of the problem. In Athar\'s estimation 
communal rioting is engineered by power-hungry politicians 
working together with organized criminals. He urged the GOI 
to \"decriminalize\" politics by unseating the over 100 MPs 
with criminal records and ensuring that no more criminals can 
get elected. Athar also urged the GOI to provide financial 
support to those NGOV's both secular and religious that are 
standing up to the criminal politicians and taking steps to 
ensure communal harmony. The GOI should also arrest and 
convict politicians of any party who incite communal riots. 

He expressed little faith that the UPA government had the 
will to implement his suggestions. 


Comment - Little Action to Address a Huge Problem 


9. (C) The UPA government paints itself as the secular 
alternative to the \"communal\" forces of the BJP/NDA 

tells religious minorities that it will protect them from the 

forces of Hindu nationalism. This half-step attempt to 

address the issue will disappoint those Muslim and other 
minorities who supported the UPA and could further convince 
many in the Muslim community to remain aloof from a Congress 
Party which does not seem genuinely interested in their 

welfare. 

MULFORD 
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Canadian channels added). Both of these U.S.-affiliated 
services began operating in recent weeks 

competing to attract subscribers in Canada through 

advertising campaigns 

receiver hardware. Some Canadians had already been 
receiving XM and Sirius programs through receivers purchased 
in the United States. 


2. (U) Canadian broadcaster CHUM Ltd. 

planned to provide a subscription radio service which would 
be broadcast from terrestrial stations. CHUM appealed 
unsuccessfully against the original licensing decision in 

June 

satellite services unless their terms of license were 

tightened (so as to require more Canadian content -- the 
main point on which the licensing decision was criticized in 
Canada). CHUM says it remains undecided about whether it 
will actually enter the subscription radio market. 

(Comment: Given the head start which XM and Sirius -- which 
operates here in a partnership called Canadian Satellite 
Radio -- now have in signing up subscribers 

unlikely that CHUM will enter the market anytime soon. End 
comment). 


3. (SBU) The Canadian Association of Broadcasters 
represents Canadavs conventional over-the-air TV and radio 
broadcasters 

members with interests on both sides and because it 
cultivates a close relationship to the broadcast regulator. 
However 

\"should not undermine the ability of conventional radio to 
meet its Canadian content requirements!" -- a qualified 
message of support for CHUM. 


4. (SBU) The GOC is due to conduct a regular five-year 
review of its broadcasting policy during 2006. That process 
will provide a fresh platform for Canadian V'cultural 
interests" (i.e. the various media industries which benefit 
from regulatory protection) to argue that the satellite 
services are diluting the presence of Canadian content in 
Canadian media 

meet their license requirements. 


WILKINS 
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Against the CIA: Secret Flights 
continues: V'During her European tour 


nber 5. Carranza confirmed that Guatemala would support the resolution in the General Assembly a: 


STATE 05201 ------- SUMMARY ------- 1. AUSG team found that six aid organizations implementin 
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the anti-terrorist methods of the U.S. secret service.V 

Inside 

Under Questioning\" and the editorial is entitled \"Black Hole.\" 
Le Figaro reports \"Condoleezza Rice Acknowledges That the CIA 
made ‘a Mistake\'.\" 

Left-of-center Le Monde titles its story: V" Secret PrisonsV 
Said to Have Been Closed Before RiceVs Arrival.\" Le Parisien 
titles its report: "CIA Secret Prisons Hamper Rice.\" France 
Inter radio commentary by Bernard Guetta is titled V'Torture Is 
Back.\" (See Part C) 


Le Figaro reports on its front page: \"The U.S. Military is 
establishing troops in Romania.\" The \"historic\" agreement 
signed in Bucharest during Secretary RiceVs visit is noted as 
Va first in Eastern Europe and the result of a new orientation 
by the Bush administration of troop re-deployment to meet new 
terrorist threats." Le Figaro also reports on the \"lack of 
agreement" in Slovenia between the Europeans 

and the Russians during the OSCE summit. Nicolas Burns is 
quoted: \"We will not sell short our principles for a piece of 
paper.\" 


Reports on the latest kidnappings in Iraq include reports 

about the \"mystery\" surrounding the background of Bernard 
Planche 

to an NGO financed by USAID. France Soir reports about the 
\"controversy\" over Planche 

Embassy but remained in Iraq despite the dangers. V" and notes 
that little was known about Planche or his activities. 


All outlets report on the C130 that crashed in Teheran. Most 
commentators note: \"Because of the economic restrictions on 
Iran set by Washington 

repaired. V 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Secretary Rice to Europe - CIA Allegations 
SIPDIS 


V' Torture Is Back" 

Bernard Guetta on government-run France Inter radio (12/07): 
VDespite her numerous statements 

being reassuring 

refused to comment on the allegations made against the CIA 

and opted instead to call on European governments and their 

publics to ‘decide whether they 

against terrorism.\' When she admits to errorsV as she did in 

Berlin 

individuals 


=CI posted complete candidate lists the evening of December 6 after Commissioners reportedly faile« 
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and moral errors in the methods used. The only denial made to 
the allegations raised by the U.S. press has been about the 
use of torture. The U.S. President must not be aware of what 
countries the U.S. is sending prisoners to 

practices are. The presidential denial is not credible and 
obviously the U.S. 

international laws which it obviously considers obsolete 
staying on the same course 

renditions to allied countries known to use torture. 

Meanwhile 

concerns. Actively or passively 

what makes up their strength: the rule of law 

and all the principles derived thereon. V 

\"The Black Hole\" 

Patrick Sabatier in left-of-center Liberation (12/07): Were 
European governments unaware that the CIA was outsourcingv 
torture of its prisoners in foreign secret prisons? If they 

were 

behalf of the U.S. towards its allies. But were they not 

rather in cahoots with the U.S 

indicated? In that case publics should draw the conclusions 
from their governments contempt for the rule of law. Either 
way the situation is serious. We cannot let this gangrene 
continue to spread. George Bush and his gang think that in the 
fight against terror all is permitted 

law becomes part of the collateral damage. Guantanamo 
Ghraib and the CIA phantom detainees and secret prisons are 
part of that same legal black hole dug by the Bush 
administration and into which it is dragging its allies. V 


V Secret Prisons Said to Have Been Closed Before RiceVs 
Arrival\" 

Corine Lesnes in left-of-center Le Monde (12/07): \"According 
to an ABC report 

Eastern Europe were closed a month ago when the first 
allegations began. These allegations were made as Secretary 
Rice was starting on her European tour. According to ABC 
American officials have made every effort to take all 
"phantom" detainees out of Europe before her arrival there. In 
Washington 

practice of renditions as a "vital tool to combat 

transnational terrorism.V Secretary Rice also stated that the 
U.S. did not use airports or airspace to move detainees to a 
destination where they might be tortured. She did not comment 
on secret prisons but said "information had helped prevent 
terrorist acts in the U.S. and Europe.\' The State Department 
did not elaborate on what European country might have 
benefited from such information. For the Bush administration 
Europe\'s grumbling against these U.S. practices is somewhat 
"hypocritical.V According to well-informed sources 

took place (in Washington) about adopting a stance of full 


arm el-Sheikh), Embassy Cairo is not aware of any domestic groups or NGOs focused on advocacy fi 
ADOR RECEIVES A STATUS UPDATE FROM YEMENIA CHAIRMAN REF:A. SANAA 3032 B.J 
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transparency 

mentioned 

In the end 

bounce the ball back into the court of its European partners: 
did they want all their anti-terrorist activities out in the 
open?\" 


\"Secret Prisons Hamper Rice\" 

Thomas Cantaloube in right-of-center Le Parisien (12/07): 
\"Rice\'s European tour is more like an obstacle course than a 
friendly diplomatic tour. At every stop she has to answer the 
same questions about the CIA. To each question she gives the 
same perfectly calibrated answer: ‘the U.S. government does 
not approve and does not authorize torture.\ The problem with 
her line of defense 

defined the definition of torture. RiceVs phrase that the 

U.S. has always respected the sovereignty of other nationsV 
tends to indicate that European nations were aware. In short 
she is putting the ball back in the court of the same nations 
which are asking for answers." 


VRice Concedes to an 'ErrorV By CIAV 

Pierre Bocev in right-of-center Le Figaro (12/07): \"In Berlin 
Rice defended the intelligence agency and refused to say more 
about secret flights. She avoided all the difficult questions 

at least in public. even if she conceded that ‘an error\ may 
have been made about a German citizen. STAPLETON 
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person" would do when feeling sick with flu-like or other 
symptoms 

However 

nor did we hear of any plans to include them in public awareness 
campaigns. 


Conclusion 


11. (SBU) Comment: Several provinces in Vietnam\'s Mekong Delta 
region have established a basic framework to build an effective 

Al preparedness network. Medical and health officials have 
benefited from the lessons learned during SARS and are adapting 
them to Al. Animal health officials understand they are on the 
frontline of preventing an Al epidemic 

the economic damage AI has already caused to a nation heavily 
reliant on agriculture. The poultry vaccination campaign and 

mass culling have provided the MARD\'s provincial counterparts 


/e a competitive advantage in transportation projects in Nepal dealing with cargo rail development, th 
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with practical insight on how mobilize their forces in case of 
emergency. 


12. (SBU) However 

is clear each province would find it difficult to cope with more 

than a handful of human Al cases. Strengthening surveillance 

and public awareness is essential for strengthening VietnamVs 
capability to help stem a possible pandemic. Provincial 

authorities expressed interest in possible USG technical 
assistance and cooperation in the development of a standardized 
suspected Al case definition that could produce immediate 

tangible results 

professionally prepared public awareness materials. End comment. 


13. (U) The USG has committed USD 7.5 million (USD 2.4 million 
from USAID/USDA; USD 5.1 million from HHS) to help the GVN 
prepare for and respond to an Al pandemic 

GVN''s nationwide poultry vaccination campaign 

capacity of the public health care system in epidemiological 
monitoring and surveillance 

attitudes toward Al. 

WINNICK 


46924 

values\" more than once during the discussion 

at one point how the Congo could be such a rich country and 
its people still be so poor. Econcouns and the Minister 
spoke almost exclusively in English 

one point that his French is a little rusty due to lack of 

use. 


3. (SBU) Maloka is 65 years old 

Bosonjafo 

father was a minister with the British Baptist mission there. 
Maloka emigrated to the U.S. in the early 1960s 

Legal Permanent Resident of the U.S. He received a B.S. 
degree in Business Administration from Roosevelt University 
in Chicago and an M.A. in Economics from De Paul University. 
He returned to the Congo during the period 1974-80 as 
Director of Development for the Church of Christ in Zaire 
union of 56 Protestant churches which claims a membership of 
12 million people. Beginning in 1990 

economics at Campbell University 

in North Carolina. His course offerings included both 
microeconomics and macroeconomics. From July 2001 

has served as president of the Congolese National Unity Party 
(PUNA) 

American wife 

for 42 years. They have a son 


ay construction came to another standstill on December 5, this time due to a major cave- in at one of 


ioints while answering questions from thirty heads of mission and donor representatives at a meeting 


cil on Burma. A copy of the original has been pouched to EAP/MLS. 2. Text of the letter is as follow: 
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consensus on the Indian ambassador\'s point that it was 
essential to keep UNMEE in place as a buffer between the two 
military forces. Most of those present remained convinced 
that neither nation wants war. Ennifar said that he had met 
with State Minister Tekeda who again promised that Ethiopia 
would not start a conflict. 


2. (C) The French ambassador wondered if there was some way 
the international community could communicate to Isaias they 
would be unable to \"save\" Eritrea as they had in the past 
Ethiopia would march into Asmara. | said that while we in 

the field would likely have limited influence on the UNSC\'s 
response to Eritrea\'s actions as they had much wider 
ramification than just the Eritrea and Ethiopia 

certainly urge that the UN proceed cautiously given that 

there remains space for a resolution of this conflict. 


3. (C) | spoke separately Dec. 7 with Director of Europe and 
North America Grum 

Isaias decided to allow UNMEE to return to full operations 24 
hours prior to the sanction deadline. IsaiasV rationale for 
ordering Westerners out 

Ethiopia to suspend plans to withdraw troops as ordered by 
the UNSC 

asked if this meant that the GOE was still committed to 
re-deploying its troops to their December 2004 positions 
GrumVs answer was that Ethiopia would not be caught in 
Isaias\ game. 


4. (C) COMMENT: My recommendation is that we continue with 
the diplomatic initiatives outlined by DAS Yamamoto during 

his recent visit to Addis Ababa. END COMMENT 
HUDDLESTON 
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ADDING THAT A COURT DATE HAS YET TO BE SCHEDULED. 


2. (U) ENGLISH DAILY \"KHALEEJ TIMES\" REPORTED DECEMBER 1 THA 
THE MEN WOULD BE DETAINED FOR ANOTHER SEVEN DAYS V'IN ORDI 
FACILITATE INVESTIGATIONS." SINCE THEN 

PRESS REPORTS ABOUT THE DISPOSITION OF THE CASE. 


3. (SBU) ACCORDING TO THE UAE PENAL CODE 
FOR A PERSON CONVICTED OF COMMITTING AN \"INDECENT ACT\" IS 
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MONTHS IN PRISON 

IT IS NOT CLEAR WHETHER THIS IS THE PART OF THE PENAL CODE TI 
WILL BE APPLIED. SPOKESPERSONS AT THE MINISTRY OF INFORMAT 
AND AT THE MINISTRY OF INTERIOR HAD NO FURTHER INFORMATION 
OFFER THE EMBASSY 


4. (SBU) HUMAN RIGHTS WATCH HAS BEEN INQUIRING WITH THE EMB 
ABOUT THE CASE AND WILL APPARENTLY ISSUE A PRESS RELEASE Il 
NEAR FUTURE. HUMAN RIGHTS WATCH BECAME INTERESTED IN THE 
AFTER SEEING PRESS REPORTS THAT THE ABU DHABI POLICE WOUL 
SUBJECT THE MEN TO FORCED HORMONE AND PSYCHOLOGICAL TRE 
THE LATTER ASSERTION BY A UAE INTERIOR MINISTRY OFFICIAL WAS 
OFFICIALLY DISAVOWED (REFTEL). 


5. (SBU) ONE SENIOR MININFO OFFICIAL OBSERVED DURING A CALL B 
DCM ON MONDAY THAT THE USG STATEMENT ON THE INCIDENT SEEI 
UNEXPECTEDLY STRONG 

DOUBT THAT THE MEN WOULD BE PUNISHED. 

SISON 
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and would applaud any USG effort to level the playing field 

for African cotton growers. He noted that the regular 

contacts by senior USQ officials with their African 

counterparts demonstrate a willingness to communicate on the 
cotton issue 

Malloum also pointed out that the Africans are disappointed 

by European efforts at enhancing dialogue in the run-up to 
Hong Kong. 


5. (SBU) Malloum stated that African cotton growers are 
nevertheless still skeptical of the USG proposal. They 
question that the cuts in domestic support will be 
implemented 

Malloum referred to past declarations by the G-8 in Geneva in 
2004 to treat cotton in a rapid and unique manner. He noted 
that there has been little recent action on the part of 
developed countries to develop a \"transparent and fair\" 
international market for cotton. He claimed that C-4 
countries in the past year lost over USD 250 million 

result of trade barriers by the United States and Europe. In 
the meantime 

Europeans appear to be \"playing cards V" with their WTO 
proposals 

propose a package that neither side knew would be accepted by 
its domestic constituencies. He noted that if the developed 
countries are serious about alleviating the plight of African 
farmers 

immediately. 


6. (SBU) COMMENT: Malloum 


oving 3,500 illegal Brazilians through Mexico to the U.S. each year. The arrests were widely reported 


-Y REJECT AID IN KANDAHAR 1. (SBU) SUMMARY: Local NGOs in Kandahar report increased ini 
L NOT REPRESENTATIVE 1. (SBU) SUMMARY: The Governor of Kandahar and local NGOs told tt 
edly selected her by consensus to serve as Acting DPP Party Chairman to fill temporarily the vacancy 


nt of Nepal (HMGN) continues to take the issue of illicit financing seriously and that the information p 
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deliberations on the African position on cotton in Hong Kong 
had more conciliatory comments on the outlook for the 
ministerial than we have heard from him before. Yet despite 
kind words for the USG proposal 

skepticism that it will lead to serious cuts in domestic 
support. We must be prepared to handle questions from 
African representatives concerning the possibility of our 
proposal falling victim to domestic pressures. The 
Ambassador will have an opportunity to probe Malloum further 
in a lunch with him December 8. 

WALL 


NNNN 


46930 

chaos 

see a way out. Thus 

(Turkey) will continue to pull." Gul characterized the 

recent visit of Iranian FM Mottaki as that \"of an old friend V" 
and said the latter was \"relaxed on Iraq. Ambassador 
Khalilzad thanked Gul for Turkey\'s role in facilitating the 
U.S.-Sunni meetings and reiterated there would be no delay in 
elections and no fixed timetable for U.S. withdrawal. 
Khalilzad reiterated U.S. concerns about Syrian interference 
in Iraq and its noncompliance with UN resolutions 

that Sunni non-participation played into Iranian hands. In 
response to the Ministers brief allusion to PKK activities 
Ambassador Khalilzad suggested that a more stable situation 
in the Sunni heartland would enable more security resources 
to be deployed in the north. Gul was joined by Turkish MFA 
Director General for the Middle East Oguz Celikkol 
Ministers advisor Professor Ahmet Davutoglu 

Minister's press counselor Nabi Avci. End Summary. 


2. (C) Gul and Khalilzad also met briefly prior to the start 

of the U.S.-Sunni bilats (reported septel). Gul reviewed the 
issues raised by the Iraqi team during the previous evening\'s 
meeting with Gul and his advisors 

desire to contribute to the effort to ensure that all Iraqi 
groups participate in the electoral process. He noted that 

he and his advisors had made a special effort to convince the 
Sunnis to lower the profile of their initial demand that the 
December 15 polls be postponed and to focus instead on 
technical issues that could be addressed in the run-up to the 
election. Here Gul suggested that the Iraqi Sunnis might 
have been receiving V'bad advice V' from the Saudis and 
Egyptians with respect to delaying the elections. Khalilzad 
expressed appreciation for GulVs initiative in organizing the 
meeting and stressed that the U.S. shares the goal of broad 
participation. He underscored election postponement is not 


the Foreign Affairs Committee had approved the agreement and forwarded it to the full Assembly for 
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under consideration. 


3. (C) During the lunch 

dialog with the Iraqis as open and frank 

we can\'t deliver on everything 

number of legitimate technical concerns which could be 
pursued 

He added that discussion of a withdrawal timetable had been 
raised 

would be counterproductive; both sides needed to focus 
instead on achieving the conditions necessary for withdrawal. 
At the end of the day 

would want the U.S. to stay (which he added is not our 
intention) 

stressed that the U.S. goal is an Iraq that works and in 
which all elements of society participate; the Sunnis could 
not continue to dwell in the past or dream of a return to the 
status quo ante. Gul agreed 

participation of V'all three pillars\" of Iraqi society would 
create a healthy polity and suggesting that the Sunni Arabs 
held commonalities with lraq\'s Kurds 

ShiVa 

together. 


4. (C) Gul also raised the political challenges facing the 
Sunnis 

present to their constituencies to bring them along. That 
said 

particularly important to disabuse the Sunnis of the notion 
that participating in the election is a favor to the rest of 

Iraqi society. Other elements (read Iran 

happy to see the Sunnis outside the process 

advantage of their absence for their own purposes. Gul said 
he had warned the Iraqis that they were playing into the 
hands of their opponents 

representatives of the Sunnis.\" Only from within the system 
he agreed 

constitutional system. Khalilzad suggested that a government 
of national unity might be the optimum outcome from the 
upcoming elections. Gul agreed 

offer all parties some \"ownership\" of the process. 


5. (C) Syria and Iran: In response to Ambassador Khalilzad\'s 
concerns over Syrian misbehavior and lranian mischief in 

Iraq 

ref A 

during his recent meetings in Damascus 

abandon his rhetoric 

and do more on the Iraqi border. \"We must keep the pressure 
on 

Vdramatic change" in Syria would lead to a V'vacuum and 


»s on November 17 ran through a tour dhorizon of the progress of U.S. assistance programs, Afghan 
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chaos.\" With pressure and encouragement 

Syrians would change: V'You should continue to push and we 
will pull.\" Gul opined that Syria\'s Economic Minister was 
\"serious\" and that economic reform in Syria would bring 
political changes in its wake. On Iran 

Minister Mottaki had been \"relaxed\" about Iraq during his 
recent visit to Ankara (ref C) 

KhalilzadVs observation that the Iranians have been playing a 
divisive game in Iraq 

the north of the country 

sectarianism. 


6. (C) PKK: In a passing reference to the PKK 

that it is "essential" that it be addressed to counteract the 
perception some have that the U.S. does not view all 
terrorists with the same seriousness. Khalilzad expressed 
hope that when the security situation stabilizes in the Sunni 
heartland 

PKK concerns. 


7. (SBU) Press Event: At the conclusion of the luncheon 
based on a progress report on ongoing U.S.-Sunni meetings led 
by Baghdad Political Counselor Robert Ford and other members 
of the U.S. delegation 

agreed to a joint press conference (photo op and brief 
statement) to announce the fact of the meeting and to stress 
the determination of all sides to work to ensure broad 
participation in the elections. In his remarks to the press 

Gul emphasized Turkey\'s interest in seeing an VIrag that 
moves forward" and the GOT\'s efforts to encourage all 
groups 

referendum 

process 

contribute." Ambassador Khalilzad thanked Gul for his 
leadership in convening the meeting 

has played and has promised to continue playing.\" He 
stressed that the United States is committed to work as hard 
as it can to facilitate the participation of all Iraqis in 

the election 

was part of that process. \"We want an Iraq that can stand on 
its own feet 

Vall of Iraq\'s communities need to agree." Tariq Hashemi 
leader of the Sunni Iraq Islamic Party and designated 
spokesman for the Sunni team 

\"Turkey\'s role in Iraq 

been tabled for discussion 

cessation of bombing of civilian centers in the run-up to the 
elections; the question of observers 

election be postponed. He thanked Ambassador Khalilzad for 
his open-minded attitude 

participate in the election 


ie country\'s first wind power plant and to tour the Fifth Unit of the Hrazdan Thermal Power Station. Ir 
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assembly and government 

political process. He concluded 

subject to a healthy environment 

achieved without l'American consideration of our concerns." 


8. (C) Comment: The bilateral U.S.-Sunni meetings 
useful 

Prime Minister Erdogan\'s government 

signal to us 

to contribute to stability in neighboring Iraq and raise its 
profile as a key regional player. End Comment. 


9. (U) This message was cleared by Ambassador Khalilzad. 
JONES 
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between us that could bolster bilateral relations 
Saif said. 


2. (U) Al Zubeidi thanked the UAE\'s late President Sheikh 
Zayed for supporting the Iraqi government's development of a 
modern security system 

according to the Arabic language daily V'AI Ittihad.\" He 

noted that the ID cards cannot be forged. Al Zubeidi also 
thanked President Khalifa and Sheikh Saif for allowing the 
Iraqi police and military to receive training from Germany on 
UAE soil during the past two years. During tours of Abu 

Dhabi Police facilities 

the newest technology in the security field. At the police 
directorate 

the directorate and satellite police stations to communicate 
with one another. He also received a briefing about the role 
and structure of the Criminal Investigations Department 
visited the criminal forensic laboratory. Following his 
meetings 

main purpose of the Abu Dhabi Police was to \"preserve the 
accomplishments" the UAE had made and \"support Abu Dhabi 
stability. V 


3. (C) He also made a surprise appearance at the Abu Dhabi 
Business Council dinner where he sat next to Sheikh Hamed bin 
Zayed Al Nahyan 

Economy Department. 


4. (C) Comment: Interior Minister Al ZubeidiVs ulterior 

motive for coming to the UAE at this time may have had more 
to do with his hopes of courting support for his political 
aspirations in advance of Iraq's December 15 elections. 
SISON 
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start implementing 


4. (C) The establishment of a Human Rights Council is also 
Vvery high priority" for the USG 

Sheikh Abdullah. She said a working group has been 
negotiating all aspects of the new council 

mandate 

agree to wrap up this issue. We can get the agreed items 
implemented 

after 

USG 

Commission. 


5. (C) Sheikh Abdullah responded that the UAE viewed the UN 
as a very important body 

pressure on the U.S. and the role the West is playing with 
respect to terrorism 

between Palestinians and Israelis. Reforms would add more 
credibility and transparency to the organization 


6. (C) Ambassador Tahir-Kheli again underscored the need for 
urgent action. If the USG does not obtain some \"initial 
results\" to show Congress before the UN adopts its two-year 
budget on December 23 

50 percent of U.S. funding" for the UN. \"That would mean an 
end to a lot of things 

see that happen.8 Sheikh Abdullah replied 

how fast you want to reform the UN. V 


7. (C) Sheikh Abdullah asked what the U.S. position was on 
the UN\'s bureaucracy. Ambassador Tahir-Kheli replied that it 
was important to \"retool\" the UN staff and \"rationalize\" 

their work to respond to the current needs of the 

organization. Sheikh Abdullah also asked which countries 
were the largest financial contributors to the UN and what 
their positions were on reform. Tahir-Kheli said \"almost 
everybody wants reform\" regardless of their level of 
contribution. What are the \"clear disagreements\" among 
member states? Sheikh Abdullah inquired. The issue of 
obsolete mandates 

the Trusteeship Council 

programmatic shift would affect jobs 

\"rationalization\" or work for new 

such as peacekeeping 

is still a head in the sand approach" among some UN members 
on this issue 

and only UNGA has the prerogative to conduct a review of 
mandates. 


r\'s private office, to deliver Ref A points. DCM thanked Haddad for Jordan\'s support for the adoptior 
idoption of the Third Protocol both prior to and at the conference and that, if the ICRC plans to move 
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8. (C) Ambassador Tahir-Kheli shared with Sheikh Abdullah an 
earlier conversation with PakistanVs President Musharraf 
agreed on the need for reform and was proposing reforms for 
the Organization of the Islamic Conference (OIC). She said 
that Musharraf\'s view was 

relevant 

noted that he would be attending the OIC summit in Mecca 
December 7-8. 


9. (C) Ambassador Tahir-Kheli requested that the UAE speak 
out on these issues. V'At the UN 

consent 

vocal so the issues are not perceived as being U.S. issues 
alone. \"It\'s a common agenda we want to share 

Sheikh Abdullah replied by saying that if the UAE can V'do 
some convincing of others 

added that the USG should not expect the UAE to be vocal 
because V'we are not known for being outspoken.\" Tahir-Kheli 
thanked Sheikh Abdullah for his support 

diplomacy works fine if it supports the common agenda for 
reform. V 


Meeting with Foreign Ministry Officials 


10. (C) Earlier in the day 

with U/S Abdullah Rashid Al Noaimi and MFA Director for 
International Organizations Yacub Al Hosani 

stressed the urgency of achieving some results before the UN 
budget vote. Al Noaimi replied that the UAEG was in total 
agreement with the USG that the UN was \"overdue\" for reform. 
V' Today's world is totally different and the agenda is totally 
different 

could be resolved before the budget deadline and that V'the 
devil was in the details.\" Tahir-Kheli reviewed the need for 
management reform 

mandates 

staff 

don\'t read. Such reports cost $2 

although AI Hosani had heard a figure of $8 

would be better spent on eradicating malaria 

said. \"Everyone wants good management 

transparency 

the $85 million reform package proposed by SYG Annan could be 
reduced by jettisoning unneeded programs. She said the UAE 
could play a positive role on the UN Fifth Committee. Al 

Hosani noted that the UAEG had supported the USG in the past 
only to see the USG withdraw its resolutions. V'We are not 
withdrawing it this time 


EU Common Foreign and Security Policy (CFSP) Andreas Riecken on December 2. We provided (p 


was posted on the main homepage of the mission website at the top of the page. Post also electron 
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11. (C) With regard to the establishment of a Human Rights 
Council 

Human Rights Commission was V'a painful experience\" for all 
parties involved 

Belarus 

\"to protect their bad record rather than to protect human 
rights." She said the USG is seeking a smaller council 
membership drawn from the UNGA membership rather than the 
more limited ECOSOC membership. The Human Rights Council 
also should have a \"threshold to get better 

countries to join.\" Some countries would like to see the new 
Human Rights Council provide capacity-building assistance and 
technical support to them 

it was a problem when human rights became \"politicized.\" Al 
Hosani asked who the Human Rights Council would report to. 
Tahir-Kheli said the council should have the support of the 

UN Commissioner on Human Rights 

body reporting to the UNGA 

people is going to be the responsibility of all countries 

she said. The Emiratis asked to see a copy of the V'Options 
Paper\" that lays out the positions of delegations. Al Hosani 
opined that the membership selection process would be 
troublesome. Tahir-Kheli agreed that some things would take 
time 

could be resolved. 


Terrorism Convention 


12. (C) In her meetings 

discussed the Comprehensive Convention Against International 
Terrorism (CCIT) 

year's end. She said that Secretary Rice wanted the text to 
make clear that the international community would not 
tolerate terrorist attacks on innocent civilians. She noted 
that \"some within the OIC 

adoption of the Convention more difficult" At the MFA 
meeting 

issue 

would deal with an act of terrorism 

responsibilities would be. Tahir-Kheli said she would seek 
Washington\'s view on the legal aspects of the convention and 
respond to the UAE\'s queries. Al Noaimi said the UAE 
supported SYG Annan on this issue 

defend its position. Sheikh Abdullah also raised the CCIT 
issue in his meeting. \"If we can all agree that attacking 
innocent civilians is a crime 

he said. V'We all have to work very hard on terrorism 

UN and elsewhere. ... Terrorists are talking right now in a 
better way than we are.\" Everyone agreed that attacks on 
civilians only harmed the cause of terrorists. 


ame intends both to join the International Criminal Court (ICC) and to sign an Article 98 agreement wi 
it of Suriname, with regret, had been unable to arrange for their representative in Brussels to attend t 
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Visit to Zayed University 


13. (U) During a visit to Zayed University 

college in Abu Dhabi 

through third-year students. Some of the students were 
clearer than others about their future career and life goals 
and almost all appeared confident 

They were convinced of their ability to make a difference and 
to play important roles in the future. The students asked 
Ambassadors Tahir-Kheli and Sison about the role of women in 
the U.S. 

professional and family responsibilities. The students also 
talked about the influence of their parents and the 

differences between their parents\' and their own generations. 
One student said she did not appreciate the USGVs 
International Religious Freedom report\'s analysis of Muslim 
countries 

religious freedom issues. Ambassador Tahir-Kheli responded 
on the important role such a review plays in ensuring the 

right to religious freedom. 


14. (U) This message was cleared by Ambassador Tahir-Kheli. 
SISON 
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could derail Western efforts by stepping in with political 
and economic support. END SUMMARY 


2. (C) On November 29 

a dinner on the Berne Process on Iran. Participants included 
representatives from Australia 

U.S. 

incoming Austrian presidency 

They discussed the state of their bilateral human rights 
dialogues with Iran and brainstormed next steps. The UK EU 
presidency representative 

human rights dialogue with Iran has been stalled for 18 
months 

international organizations that are engaging civil society 

in Iran. 


3. (C) Hall said Ireland in June 2004 was the last EU 
presidency to hold a human rights dialogue with Iran. The 
next presidency-- the Netherlands --after reviewing the 
EU-Iran human rights dialogue 
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needed to register its displeasure with Tehran and identify 
concrete areas for progress. During Luxembourg\'s presidency 
in the first half of 2005 

Iran in April and pushed for a resumption of the dialogue; 

they received some impractical suggestions and a polished 
response designed to stonewall the EU. The UK presidency has 
since pushed for dates to meet with Iran 


4. (C) Nevertheless 

still valuable because it was a way to register concerns; it 
was worth pursuing if both sides were committed. Hall said 
the EU would not give Iran the satisfaction of saying that 

\"it was the EU that walked away" and emphasized that direct 
aid contributions from Western countries should complement 
not replace 


5. (C) The Swiss representative 

SwitzerlandVs bilateral human rights dialogue with Iran 

in Berne in early June 

atmosphere" but was short on substance. The Swiss focused on 
torture 

including juvenile execution -- political prisoners 

reform 

Iran was not prepared to answer any of the questions raised 
but only responded with condemnation of Switzerland\'s 
discrimination against Muslims. The dialogue included a 
visit to a center in Basel that focused on issues concerning 
violence against women 

of follow-up and exploring the potential for reform. 


6. (C) Following the June dialogue 

a position in the Swiss mission in Tehran focusing 
exclusively on human rights issues and projects with Iran\'s 
civil society. Switzerland also drafted a proposal for human 
rights cooperation with IranYs Ministry of Justice -- the key 
ministry for any substantive progress on human rights 
according to the Swiss representative -- including projects 
on judicial reform and violence against women. Calling the 
Iranian response to these project proposals a \"benchmark\" for 
Iran\'s willingness to follow through 

representative said there has been no response from Tehran 
since the proposal was delivered in early October. 
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7. (C) Sarah Storey 

Australia has only had one human rights dialogue with Iran 
in December 2002. Since then 

requesting follow-on meetings and has implemented a direct 
aid program -- mainly 

rehabilitation -- to try to keep a foot in the door. Storey 
observed that the new regime in Iran does not appear likely 
to be easily influenced by the international community. 


8. (C) Inger-Marie Bjonness 

said that Iranian Vice Foreign Minister Jalili attended the 
November 22 bilateral human rights dialogue in Norway and 
expressed concern about democracy and human rights issues in 
Iran. She said Jalili invited the Norwegian Foreign Ministry 

to visit Iran and suggested that should this happen 

be an opportunity for coordinated effort. 


9. (C) The representatives discussed various means to 
cooperate on Iran\'s human rights situation 

publicizing demarches and increasing public pressure on Iran 
which the Swiss and the UK both praised as having been 
effective in some juvenile execution cases. Other 
suggestions included support for Iranian civil society 

rights activists 

not yet been replaced with hardline ideologues. Canadian 
representative Catherine Boucher said that Ottawa supported 
continued UN pressure and obtaining permission for UN human 
rights officials to evaluate the situation in Iran on the 

basis of international regulations -- V'a far better 

alternative to journalists.\" 


10. (C) Richard Lee-Smith from the UK Foreign and 
Commonwealth Office suggested that the deterioration of the 
nuclear track might call further engagement into question 
and suggested sanctions don\'t seem \"so far away!" as they 
might have two years ago. However 

representative pushed for an informed approach to further 
steps and cautioned against the threat of \"third-country 
spoilers" -- like China -- that could derail Western efforts 

by stepping in with political and economic support. 


11. (C) All agreed 
Iran toughens its stance and consider initial 
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measures such as collective statements 

demarches 

international organizations 

developing countries in Africa 

America to thwart Iranian attempts to foster voting blocs to 
support Iranian-led no-action motions. Scheuer said 
Switzerland would be willing to use its human rights officer 
in Tehran as a coordinator for future efforts. There was 
general agreement hold another round of the Berne Process on 
Iran in February or March 2006. 
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adding that the Regional Command 

President and SARG officials with policy-making authority 

had decided not to reduce subsidies on any commodities. His 
comments come as winter approaches and as average Syrians- 
who spend as much as 1/4 of their monthly income on diesel to 
heat their homes- are increasingly nervous about their 

declining purchasing power in the face of 10-15% inflation 
according to unofficial figures 

value of the Syrian Pound (SYP). 


3. (C) Abdul Kader Husrieh 

who is one of the intellectual authors of the committeeVs 
recommendations 

decision without economic merit. He added that AbrashVs 
comments highlight the split in the SARG between those who 
are trying to build a long-term agenda for reform and those 
who believe the SARG should act in crisis mode and forsake 
reforms as long as the external pressure is so severe. Other 
high-profile 

that the latter group is ascendant 

less influence (ref B). Amin el Sharkawi 

Resident Representative in Syria who is providing technical 
assistance to the SARG on political and economic reform 
stated that while Dardari is primarily alone in pushing for 
reform 


4. (SBU) The special committee 

out of government 

subsidy on diesel by 5 SYP per year until the price matches 
the world price in 2010. In addition 

recommended that the SARG offset rising prices with up to a 
4096 increase in public sector wages and an annual cash 
payment to each Syrian citizen. Reformers argued that the 
plan was a realistic attempt to tackle the fiscally 
unsustainable subsidy program 
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approximately 220 billion SYP (3.8 billion USD) per year- 
almost half of its projected income in 2006- to keep the 
consumer cost on basic 

artificially low. The subsidy for diesel alone 

Syrians use to heat their homes and transport goods to 
market 

according to unofficial figures 

trade that sends an estimated 2096 of Syria 

diesel into neighboring countries (reftel). 


5. (C) Comment: Abrash 

context of other regressive and politically motivated SARG 
actions on the economy 

average Syrians that the Baath Party and security forces 
remain in control of the country's economic future (ref C). 
However 

which the SARG must contend as it faces the loss of oil 
revenue in the mid-term. As Husrieh plainly stated 
reduction of subsidies is a medicine that the country has to 
take 
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prison by paying a fellow inmate 1000 Syrian pounds and feels 
relatively comfortable in his surroundings. Prison officials 
continue to deny him access to the prison library. Defense 
lawyer Anwar al-Bunni told Poloff in a separate interview 

that he has filed a number of motions for another hearing but 
has yet to receive a trial date from the prosecuting lawyer. 
V'This case started with a phone call and will end with a 
phone call\" 

the charges 

leadershipVs direct intervention in the case 

against Labwani has been presented. 


3. (C) MALEH CASE CONTINUES: Human rights lawyer Haithem 
Maleh appeared in the Damascus Military Court on December 1. 
Maleh 

government bodies (reftel) 

charges based on military law to be dropped. The presiding 
judge has taken the motion under advisement; the next court 
date is set for January 19. Maleh continues to hope to be 
included in an expected presidential pardon for political 
prisoners in commemoration of Eid al-Adha 

place in mid-January. (NOTE: Maleh has not been detained and 
continues with his human rights work) 


4. (C) ANOTHER DAMASCUS DECLARATION SIGNATORY FACES LEGA 
TROUBLE: Opposition figure and activist Hassan Abdul Azim 

head of the Democratic Arab Socialist Union 

the National Democratic Front 
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signatory 

military court in mid-December. Human rights activists Bunni 
and Rezan Zeituneh noted that the charges are in connection 
with the August arrest of Hasan Zeino at a Hama bus station 
while he was carrying copies of the National Democratic 
Front 

and awaits a final criminal court verdict on charges of 
possession of publications of a prohibited organization. 


5. (C) ATASSI FORUM PREVENTED FROM MEETING: Following a 
month-long hiatus due to the Eid al-Fitr holiday 

people were prevented from attending a meeting of the Atassi 
Forum on December 4. Bunni 

from a safe distance 

sealed off the area around the building where the meeting was 
to take place. Police officers conducted brief interviews 

with persons attempting to near the building 

pat-downs 

would-be attendees 

of those questioned. 
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been drawing reactions with his statements regarding the 
establishment of a Kurdish state in case of a civil war 

the demographic structure of Kirkuk 

sources 

attitude toward the PKK. \"Cumhuriyet\" says that Barzani 
will visit Turkey in his capacity as the leader of Kurdistan 
Democratic Party (KDP) 

regional administration. Iraqi sources said that if Barzani 
is vetoed by Ankara 

Turkey. Kurdish representatives insist on visiting Turkey 
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before the elections in Iraq 
(MFA) officials told \"Cumhuriyet\" that Ankara preferred such 
a visit to happen after the polls. 


FBIVs Mueller To Visit Turkey: The Director of the Federal 
Bureau of Investigation (FBI) Robert Mueller will pay a 
"surprise visit\ to Turkey on Thursday 

Mueller is on a tour of inspection of FBI units in foreign 
countries. He will stop over in Ankara before returning to 
the US. On Friday 

Director General Gokhan Aydiner and will have lunch with 
senior security officials. Anonymous sources say that the 


lia does, however, maintain a ban on imports of U.S. poultry due to an ongoing dispute between the L 
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Mueller visit is aimed at examining al-Qaida-linked 
organizations in Turkey. \"Milliyet\" underlines that the 
visit was occurring in a time of heated speculation about 
CIA planes landing in Turkey. Meanwhile 

that deputy director general for security 

scheduled to hold a meeting with Mueller 

sacked. Arslan was in charge of the implementation of EU 
projects on security issues. 


Gonul in the US: Defense Minister Vecdi Gonul told the 
press in Washington yesterday that he has conveyed to 
Secretary Rumsfeld Turkey\'s unease with regard to the 


SIPDIS 

terrorist PKK organization. Gonul said he also talked with 
Rumsfeld about military equipment purchases. "We discussed 
the ways to overcome the financing of Seahawk helicopters 
and how to increase Turkey\'s share in production of the 

Joint Strike Fighter (JSF 

Turkey was ready to meet Iraq\'s construction 

water 

the annual conference of Southeastern Europe Defense 
Ministerial (SEDM) held in Washington will discuss issues 
such as WMD 

technology sharing 

reorganization of KFOR in Kosovo. Gonul said Turkey has 17 
officers assigned in Southeastern Europe Brigade\'s HQ 

30 staff in communications unit. 255 Turkish troops will be 
assigned to the brigade when its mission starts in 

Afghanistan next year. 


Turkey Had Nuclear Bombs During the Cold War: CNN-Turk 
reported on Wednesday that Turkey had kept NATO nuclear 
bombs on its territory from the beginning of the Cold War 

until the 1980s. The US-made 20 kiloton nuclear bombs were 
deployed at four military airports in Turkey to be used for 
NATO operations. CNN-Turk claimed that a special nuclear 
fleet had been established at the eastern province of 

Malatya airport against a possible Soviet threat. The bombs 
were reportedly as strong as the bombs dropped on Nagasaki 
during World War Il. 


Tuzmen Meets Iraqi Housing Minister Jafar: State Minister 
Kursad Tuzmen said after meeting with the Iraqi Minister of 
Housing and Construction 

that Turkey wanted to increase bilateral trade with Iraq to 

10 billion USD in the next two years. Tuzmen also noted 

that the amount of money owed by Iraq to Turkish oil 

products exporters has exceeded 800 million USD 

Jafar that the payment be made as soon as possible. Tuzmen 
asked Jafar to solve the problem concerning the fees 


sition, capacity development, and substantive issues related to Ministry of Water Resources (MoWR) 
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collected by Iraqi authorities from Turkish businessmen and 
companies at the Halil Ibrahim border crossing. Tuzmen said 
the fees impaired the competitiveness of Turkish companies. 
He added that Turkish contractors working in northern Iraq 
carried their money in bags 

banking services in the region. Tuzmen also stressed that 
an agreement on the prevention of double taxation must be 
signed between the two countries. Jafar indicated that Iraq 
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needs three million new homes by 2010 

of 120 billion USD awaits Turkish firms. Jafar stressed 
that Baghdad allocated 500 million USD for highway 
construction 

project. 


Erdogan Tours New Zealand 

Erdogan 

on Turkey and the EU held at Canterbury University that all 
Turkish citizens 

become businessmen. Turkey\'s only problem 
separatism. "There are Turks 

Albanians and Bosnians living in Turkey 

intermingled. It is religion that links these ethnic groups 
with each other. Kurds are represented in parliament and 
are appointed as senior officials in Turkey. There are also 
Kurds among the leading businessmen of Turkey 

said. On Cyprus 

called on the Greek Cypriots to do so as well. Erdogan 
added that he would do his best for a settlement on the 
divided island. On Turkey\'s EU drive 

can become a global power only by admitting Turkey as a 
member. Erdogan later moved on to Melbourne to meet with 
officials and to participate in a conference on the 

"Alliance of Civilizations\' at Melbourne University. 

Erdogan will travel today to Canberra to meet Prime Minister 
John Howard and Australian cabinet ministers. 


Trial of Turkish Terror Suspects Continue in Belgium: 
Turkish papers report that a court in Bruges 

down a request by the defense counsel of 11 members of 
Turkey\'s outlawed Revolutionary PeopleVs Liberation Party- 
Front (DHKP-C) to transfer the case to the High Criminal 
Court 

organization is within its jurisdiction. Fehriye Erdal 

of the suspects in the killing of prominent Turkish 
businessman Ozdemir Sabanci and his two colleagues in 1996 
is among the 11 DHKP-C members charged in the case. 
Ankara\'s earlier requests for Erdal\'s extradition was 


ear. In contrast to last December\'s original authorization, opposition parties who are boycotting the I 
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rejected by Belgian authorities over concerns that she may 
be sentenced to capital punishment in Turkey. The Bruges 
court will continue hearing the case on January 10. 


EU Not Happy with Babacan 

European Union (EU) diplomats are complaining about the slow 
pace of talks with Turkey 

Turkey\'s chief negotiator 

coordinating the accession process 

The diplaomats claim that accession negotiations can not be 
carried out by someone who has other responsibilities at the 
same time (Babacan is also a state minister responsible for 
the Turkish economy). EU diplomats want Turkey to carry out 
its relations with the EU through a single institution. In 

Turkey 

monitoring groups and integration boards. "As a result 

takes quite a long time to complete a task. The tasks 

should be carried out by a single institution 

General Directorate for EU Affairs 

\"Cumhuriyet.\" 


EDITORIAL OPINION: Rice in Europe; Iraq 


\"Torture and Terror and the CIA\" 

Hasan Cemal opined in the mainstream \"Milliyet\" (12/7): \"The 
issue of CIA planes and CIA secret prisons is not something 
that one can simply consider the dark side of fighting 

against terrorism. The issue is too serious to argue that 

‘the values of human rights sometimes are lost while 
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fighting against terrorism. However the Bush 
administration thinks that way. Secretary Rice 

European tour 

defended the administration\'s practice regarding CIA prisons 
and planes but also left the door open for out-of-law 
implementations. She also attached the official American 
rhetoric about respecting human rights and standing against 
torture to her CIA-related arguments. And she was not 
convincing at all. The Bush administration has a very bad 
record on the issues of law and human rights for a long 
time. In democracies 

respects human rights. A democratic state should not 
conduct terror and must remain within the boundaries of law 
and values of human rights. V" 


V The Value of the Sunnis\" 
Abdulhamit Bilici wrote in the Islamist-intellectual \"Zaman\" 


“IONAL INTERVENTIONS IN KENYA REF:NAIROB 04607 Summary 1. Results of an October UN 
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(12/7): VAs a tactical step 

the Iraqi Sunnis. Everybody agrees that insurgency cannot 
end and stability in Iraq cannot be achieved unless a full 
integration of Sunni Arabs is ensured. President Bush is 
desperately in need of a success story in Iraq particularly 
after the decline of his popularity and the emergence of 
other scandals 

situation 

news are Sunni participation in the elections 

decrease in insurgency incidents and a pull out of American 
forces. Therefore the US has finally started working on a 
dialogue with Sunni Arabs 

following the events of September 11.\" 


“Upcoming Elections in Iraq 

Yilmaz Oztuna wrote in the conservative-nationalist 
V'TurkiyeV (12/7): \"Elections will be held in Iraq next 
week. Te US is waiting for the new government to be formed 
after the elections to pull out of Iraq. This way 

will be able to say ‘Iraq was freed from Saddam and a 
democracy was established in lraq\. Of course 

of democracy in Iraq is debatable but 

initiatives for democracy should be started from somewhere. 
No one should look down on these initiatives. Washington 
will relax if the Sunni Arabs participate at the elections. 
This way the resistance to the occupation will weaken 
terrorist actions will decrease and the international- 
professional terrorist organization members will leave the 
country gradually. Turkey supports this American plan. 
Turkey wants the occupation in Iraq to end and the Iraqis to 
take over the administration. Will the Americans really 

pull out of Iraq? The answer is yes. Actually they are 
getting impatient to leave Iraq. But 

complete the deployment of their forces in four main bases 
in Iraq. This way the US will be able to control Iraq 

its oil reserves will be under its control as well. And 

this situation will continue until the last drop of oil 

comes out of Iraqi reserves 

the 21st century. V 
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Martin Cullen told the Ambassador in a December 6 meeting. 
He expressed confidence that the U.S. Department of 
Transportation\'s pending Final Order on control of U.S. 
carriers would lead Member States to seal the agreement. 
Noting the dynamic opportunities that the agreement would 
bring to trans-Atlantic aviation 

strong support for Boeing\'s bid to win Aer Lingus\' recent 
tender for long-haul aircraft. He highlighted the 787 


many, Sweden, Hungary, Bulgaria, Belgium, France, Switzerland, Norway, Greece, the Netherlands, . 


paper aims to demonstrate how the current peace plan is a logical outgrowth of President Saakashvil 
nar repeated the GOIVs position (Ref B) that India would support the Third Additional Protocol, but wc 
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Dreamliner\'s superior composite technology 

and cost savings 

with purchase orders and its overall privatization program. 
Cullen emphasized that he had no authority over Aer Lingus\' 
procurement decisions 

would focus on cost efficiencies in its decision. The 
Ambassador also recommended cooperation to resolve mounting 
problems with passenger delays and congestion in connection 
with pre-clearance procedures performed by U.S. Customs and 
Border Control at Dublin Airport. Cullen agreed and observed 
that near-term airport expansion plans might offer a 

solution. End summary. 


An Upbeat EU Transport Council Meeting 


2. (C) The December 5 EU Transport Council meeting 
focused on the proposed U.S.-EU air services agreement (ref 
A) 

Martin Cullen told the Ambassador in a December 6 meeting. 
Participating ministers 

agreement posed significant benefits for both sides and was 
superior to the deal put forward in 2004. Cullen said that 
although he had actively lobbied for a U.S.-EU agreement in 
previous Transport Council meetings 

December 5 in case it might be necessary to sway wavering 
Member States at the end. He was surprised 

that \"it was game 

In Irish bilaterals on the margins 

clear that they wanted a deal 

Darling had 

glass-half-empty attitude. Cullen added nevertheless that if 
the U.S. Department of Transportation could deliver its Final 
Order on control of U.S. carriers 

no difficulty approving the U.S.-EU agreement. 


Boeing and Aer Lingus 


3. (C) The Ambassador expressed strong support for BoeingVs 
bid to win Aer Lingus\' recent tender for 14 long-haul 

aircraft 

agreement would bring to trans-Atlantic aviation. He cited 

the Boeing 787 Dreamliner as the industry leader in avionics 
technology 

model included the UK 

Ambassador also observed that the 787 was made from lighter 
composite materials that promised enormous cost savings 
through fuel efficiency 

Lingus 

from Dublin Airport. He observed that the 787 was so popular 


2005 funds for monitoring missions in Latin America and the Caribbean, and the absence of a Finnis! 
' indicated the roundtable succeeded in challenging the often one- sided, negative reporting on biotec 
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that delivery dates for purchase orders from 25 other 
carriers were already backed up till 2011. Aer Lingus 
added 

decisions 

privatization would hurt the value of its eventual placement 
in financial markets. 


4. (C) In response 

recent Boeing discussions with Aer Lingus 

that he had no authority over the carriers procurement 
decisions. He noted that Aer Lingus effectively had an 
all-Airbus fleet 

previous decades. He added 

about to change\" with trans-Atlantic Open Skies and that 
there \"would be huge opportunities" with the planned 
expansion of Aer Lingus service across the Atlantic and to 
Africa 

Lingus commenced new service to Dubai.) He anticipated that 
Aer Lingus would seriously consider cost efficiencies in 
purchasing the aircraft necessary for the pending ramp-up in 
long-haul service. The Ambassador pointed out the 787 would 
save Aer Lingus roughly USD eight million in fuel and USD 6 
million in maintenance per plane over the near term. (In 
addition to the 787 bid 

informed Post on December 5 that John Sharman and Dermot 
Mannion 

expressed interest in acquiring two-four Boeing 777s in 2006 
to meet its short-term needs.) 


Resolving Pre-clearance Difficulties 


5. (C) The Ambassador highlighted PostVs intention to work 
with the Irish Department of Transport and the Dublin Airport 
Authority (DAA) to resolve difficulties with immigration 
pre-clearance procedures performed at Dublin Airport by U.S. 
Customs and Border Control (CBP). He noted that the 
insufficient capacity of airport facilities 

staff limits 

processing as well as overcrowding at airport gates. The 
Ambassador added that the busier summer season 

Ryder Cup tournament (which could attract 50 

Ireland) and the beginning of U.S.-EU Open Skies next fall 
would exacerbate these existing problems. Moreover 
Continental (whose Dublin-New York service is the carriers 
most profitable route worldwide) and Delta planned to add one 
flight each in the summer season 

would be impossible to pre-clear -- posing the competition 
issues involved in pre-clearing some carriers 

others. As opposed to DAA proposals to split CBP staff 
between two airport piers 


mocracy issues bilaterally and in international fora. He stressed that the GoA based its Cuba policy o 


ive done surveys of SPS policy in eight countries, and are completing the rest. In the case of Nigeria 


ss in privatization with the appointment of preferred bidders for Nicon Hilton Hotel and Nicon Insuran 
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Ireland build a single facility that would advertise the 
country's economic success and afford sufficient space for 
full-service pre-inspection 

customs 

Ireland was the only country in Europe to offer CBP 
pre-clearance 

exploit in its bid to compete with Heathrow as a European 
gateway. 


6. (C) Cullen acknowledged Ireland\'s aspiration to become a 
European aviation hub 

difficulties at the airport. He cautioned 

Ireland would need 10-20 years to build a new stand-alone 
airport facility along the lines suggested by the Ambassador. 
Dublin Airport 

passengers per year and would be able to accommodate up to 30 
million with near-term plans to add a new pier. He invited 

the Ambassador to meet with the DAA to review airport 
expansion plans as part of an effort to resolve CBP 
difficulties. (The Ambassador plans to tour CBP operations 
at the airport before Christmas 

DAA.) 


Comment: Cullen as a Conduit 


7. (C) In a brief one-on-one pull-aside after the meeting 
Cullen expressed his willingness to brief the Ambassador on 
ongoing discussions among EU Transport Ministers regarding 
the U.S.-EU air services agreement. He indicated that he 
greatly appreciated Secretary Mineta\'s willingness to phase 
out (rather than immediately terminate) the Shannon Stop 
requirement 

seal the U.S.-EU deal. 

KENNY 
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Some of what Torrijos had to say was eyewash that 
was mostly for our consumption. On Cuba 

comment that heVs trying to maintain \"Chavez-free\" access 
to Castro is a stretch. Castro himself will decide how 
warm relations will become. As always 

puzzled by the obeisance that the GOP feels compelled 
to show to Cuba or why Torrijos should feel 

compelled to return to Cuba at the head of a non-official 
delegation so soon after his August 2005 trip to 
reestablish diplomatic relations. There are most likely 
several reasons. First of all 

down-side domestically. By going 

himself with a Cuban program that benefits poor 
Panamanians. Also 


rrorism dialogue with the French have considered HSPD-6 requirements to explore obtaining terroris! 
duction in Peru. The VRAE has become an increasingly hostile environment for alternative developn 
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within the PRD 

maintaining lines of communication without Chavez is silly. 
Torrijos was not concerned about Chavez when he actually 
was an issue some months back 

that Chavez would try to intrude (and did intrude) when 

the GOP traveled to Havana to re-establish diplomatic 
relations in August. END COMMENT) 


Agriculture Issues 

4. (S) Torrijos said he plans to remove phyto-sanitary 
controls out of the Ministry of Agriculture 

acknowledged is controlled by cattle ranchers. Those 
issues 

transparently and impartially. (COMMENT: This was 
apparently an attempt by Torrijos to assuage US concerns 
about protracted delays in issuance of U.S. beef import 
permits. END COMMENT) The reorganization plans will be 
made public in January. 


Spadafora Visa 

5. (S) Ambassador informed Torrijos that the Embassy was 
moving ahead with the revocation of Supreme Court Justice 
Winston Spadafora\'s U.S. visa and would inform Spadafora on 
November 30. Torrijos asked Ambassador not to announce the 
revocation 

Supreme Court Chief Justice Graciela Dixon 

change and possibly resignations. Dixon would be a good 
partner in cleaning up the Court 

feared a visa revocation would make his negotiations with 
Dixon V'more difficult. Ambassador told Torrijos (to his 
evident disappointment) that Spadafora\'s visa had already 
been revoked but that the Embassy did not plan to make a 
public statement other than to confirm the revocation 

asked. Ambassador told Torrijos that Spadafora lost 

his visa because his corrupt practices and activities as 
Supreme Court Justice were undermining democratic and 
judicial institutions in Panama. (COMMENT: Embassy 
confirmed the revocation of Spadafora\'s visa on November 
30 

Torrijos\'s suggestions that he and Graciela Dixon are going 
to clean up the Court. However 

We may assume that Torrijos has his own reasons for wishing 
that the revocation never happened or that news 

never got out 

he gave. END COMMENT) 


DEA\'s Listening Devices Thwarted 


6. (S) Torrijos said that he is determined to keep 


Jecial events in Detroit in January and February. Earlier concerns about processing times for buses € 
ıbia\'s compliance with the Hague Convention on child abduction is pending conference committee ay 
i. Because Hrda appeared willing to consider ways the Czechs can support the mission, Poloff will co 


will show a slight increase from past levels. China views trade ties with Colombia opportunistically; s 
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proffered cell phone listening devices 

DEA 

(PTJ) 

candidate for president. Torrijos said he wanted the 

Consejo Nacional de Seguridad (the \"Consejo\") to manage 
the project from the Presidency (i.e. 

Ambassador explained that giving such technology to the 
Consejo would be problematic 

that it be handled through judicial/law enforcement 

(i.e. 

and indicated that he would buy the necessary equipment 
himself if the U.S. couldn 

is preparing legislation to permit the use of telephone 
intercepts under carefully controlled circumstances to 

prevent its use for V'political or \"extra-legal\" purposes. 
Ambassador reiterated that the USG still wants to cooperate 
and support Panama in the law-enforcement arena and would 
look into what the USG legally can and cannot do. 
(COMMENT: Torrijos may not want the PTJ and the Attorney 
General to have the capability of listening to telephone 
conversations because it could reveal wrongdoing 

eventually be traced back to the GOP or the Presidency. 
There is also the issue of depositing the power under the 
control of the President without accountability. END COMMENT) 


Costa Rican Frontier 

7. (S) Torrijos confided that he has been speaking with 
Costa Rican officials about launching a joint intelligence 
operation to round up gun runners operating between Costa 
Rica and Panama. Almost in the same breath 

lamented his inability to get the Costa Ricans interested 

in building a bridge to facilitate cross-border trade near 
Bocas del Toro. 


Free Trade Agreement 

8. (C) Ambassador Eaton shared his fears that the next 
\"round\" of talks with USTR might be the last chance for an 
agreement. He added that he sensed diminishing patience in 
Washington for protracted discussions. The Ambassador said 
that he hoped that Commerce and Trade Minister Ferrer will 
go to Washington with PanamaVs best and final offer. 

Torrijos gulped and soberly said that the two sides are 

close to an agreement and that Ferrer would indeed go to 
Washington ready to close the deal. 


SICA 


9. (C) Torrijos mentioned with great pride that he would 
chair the Central American Security Integration (SICA) 


Ireland (DCI-GOIVs official aid organization within DFA) for reference. She added that Ireland would | 
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starting in January. He said this is an opportunity to 
advance regional security integration issues 
provide any details of specific plans or initiatives. 


President Bush\'s Visit 

10. (S) Torrijos is evidently still basking in the 

afterglow of President BushVs early November visit to 
Panama. He mentioned that First Lady Laura Bush\'s office 
had called the First LadyVs office to discuss bird 

migratory patterns in an effort to focus on possible dates 
for a follow-up visit of Mrs. Bush to Panama. Torrijos 

also said that former President Bush plans to visit Panama 
Soon on a private fishing visit. 


Comment: Atmospherics 

11. (S) Torrijos genuinely seemed to enjoy being on the 
hustings. He personally drove his SUV from the helicopter 
to the various events 

stopping to chat with folks along the road and on their 
front porches 

glad-handed enthusiastically 

into his arms (for great photo ops). His speeches were 
lively (and funny) 

his audience. 


More Atmospherics 

12. (S) Ambassador also was struck by the number of people 
who carried photos and posters of TorrijosVs father 

former military dictator Gen. Omar Torrijos. Martin 

Torrijos seems to have a similar populist bent. In 

unguarded comments throughout the day 

himself as a man determined to do the right thing and to 
improve conditions in Panama. His heart seems in the right 
place. His execution needs to improve to make his dreams a 
reality. 

EATON 
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of the poor" 


-- Ollanta Is a Tool of Chavez. Articles in the dailies \"La 
Razon\" and \"Correo\" cited reports from Bolivia claiming that 
Ollanta recently flew to Caracas 

from Hugo Chavez. The articles implied that Ollanta is a 
Chavez! tool 

alliance with Argentina 

VLa Razon 

previously took the lead in publicizing Ollanta\'s actions and 


e Telting, sought the Ambassador out at a dinner hosted by President Venetiaan on November 24, th 
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candidacy. Anti-Fujimoristas speculated that \"La Razon 
raising the spectre of a Humala threat in the hope that fear 

of Humala would lead the business class to conclude that only 
Fujimori could stop him. The latest polls 

that Ollanta is taking potential votes away from the 

Fujimorista parties 

anti-Ollanta slant. END COMMENT). 


-- Ethnocacerism is Racist/Extremist. Journalists have begun 
to question whether Ollanta is really any different from his 
more brother Antauro 

for leading the January 2005 armed uprising in Andahuaylas. 
This speculation has grown in the wake of press interviews 
done with Ollanta\'s and Antauro\'s father 

older brother 

and Antauro are one in the same. The press has only begun to 
mine the Ethnocacerista movements basic ideological work 
\"Millenarianism 

as to the principles of the movement. The book is indeed a 
rich source of weird millenarian ideas and racist 
speculations. It asserts 

\"cobrizos\" (darker-skinned inhabitants) are a global \"master 
race\" for their racial variety (Ref D). In a range of recent 
newspapers 

psychoanalyst 


-- Brother Antauro Remains a Loose Cannon. While Ollanta has 
tried to distance himself from his jailed brother 

the presidential \"pre-candidate\" of the Avanza Pais (Move 
Foward Country) party 

Marxist movement led by former Lima Mayor Alfonso Barrantes. 
Antauro\'s candidacy can be expected to take votes away from 
Ollanta. 


-- The Family Factor. Just as President Toledo has often 
found his family to be a liability 

the same. Lima daily \"La Republica\" recently ran (12/4) an 
expose entitled 

that both Ollanta and his family have far less affinity for 
traditional Peru than they claim. Ollanta Humala has seven 
brothers and sisters. Of the eight children 

(Ollanta) were educated in Lima\'s French school. Of the five 
children who are married 

French citizens and one to a Russian 

to fitting the definition of a \"cobrizo.\" 


-- Others Stealing Ollanta\'s Thunder. APRA candidate Alan 
Garcia 

appropriated some of the latter\'s populist and nationalist 
issues. Over the past week Garcia has proposed a reduction in 
government salaries (including that of the President) 


ould consist of a series of artistic workshops to help raise issues of African American and African Per 
er UN reform. Vice Minister Borda said he would consult with the Colombian Mission in New York to 
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commented that had he been President in 2002 he would have 
exercised his constitutional prerogative to dissolve Congress 
and call new elections 

\"National Crusade" in opposition to Peru ratifying the Law of 
the Sea Convention. Meanwhile 

Valentin Paniagua 

nominee of the Central Front alliance 

at the CADE business leaders meeting on 12/2 to call for a 
constituent assembly to draft a new constitution 

ownership over an initiative previously advanced by Humala. 
On 12/3 an aggrieved Ollanta complained to the press that 
Garcia and Paniagua were imitating him. 


-- The Left Has Largely Left Ollanta. The members of the 
Broad Front 

have given up on their efforts to cement an alliance with 
Ollanta (Refs B-C). Instead 

nominate Juan Jose Gorritti 

Confederation of Peruvian Workers (CGTP) 

largest labor federation 

Broad Front officials complained that Ollanta\'s V'arrogance 
his insistence on controlling candidacies 

with ex-Fujimori supporters had led to the rupture. Union 

por el Peru (Union for Peru - UPP) is the only leftist party 

to have endorse Ollanta. Led by radical pro-coca Apurimac 
Congressman Michel Martinez (UPP founder Javier Perez de 
Cuellar no longer has any connection with the party 

that he emphasized in a 12/5 interview given from his 
residence in Paris) 

congress on 12/17 to formalize its alliance with Ollanta 
reportedly in exchange for Martinez obtaining the Second Vice 
Presidential nomination on the joint ticket. 


-- Ollanta as a Tool of Fujimori. Jaime Salinas 

presidential candidate of the small center-right Justicia 
Nacional (National Justice) party has been the most vocal of 
several political figures and media commentators who have 
publicly questioned the timing of the Humala BrothersV 2000 
rebellion against then-President Alberto Fujimori 

that this coincided with Vladimiro MontesinosY simultaneous 
escape from the country. Fernando Olivera 

pro-GOP Independent Moralizing Front 

with the Ambassador 

attempting to uncover evidence of telephone contacts between 
Ollanta and Montesinos. 


4. (C) Ollanta\'s popularity as a presidential candidate is 
based in large part on his image as a fresh 


KB@state.sgov.gov ETD - September 2008. No replacement named at this time. McCormick 
Ys ruling party for 70 years, had been shut out of office from 2002-2005 by the left-leaning Committee 


: SUBJECT: Taiwan Insurance Firm Ordered Closed 1. Summary: Taiwan\'s Financial Supervisory : 
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candidate 

nationalism and social justice. He has avoided specifics 
even rejecting an invitation to speak to the CADE business 
executives meeting (on the grounds that CADE proposed 
scheduling him with minor candidates like Salinas 

than with the majors like Lourdes Flores 

Valentin Paniagua). So long as the polls indicated that he 
was a marginal candidate the political class and media 
commentators treated him more as a folkloric figure than as a 
serious threat. The recent polls pointing to a pro-Ollanta 
surge 

immune system 

microscope and hit hard from a variety of angles for the 
remainder of the campaign. END COMMENT. 
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toughen gun laws\" (NOTE: Blair 

November month-long gun surrender and amnesty program 
conducted by the Toronto Police that netted 250 firearms and 

4 

represent Toronto 

(wife of NDP leader Jack Layton) 

telecast of the talk show V'Focus on Ontario" that 50% of the 
guns used in Toronto-area crimes were smuggled from the U.S. 
Gun control activists in Ontario have taken note of the 

recent decision by a U.S. federal court to allow a New York 
City lawsuit against gun manufacturers to proceed 

recent federal legislation that shields gun makers; the suit 
targets guns smuggled in from other states. The November 18 
fatal shooting of 18-year-old Amon Beckles as he emerged from 
the funeral of an earlier shooting victim appeared to have 

been the tipping point for Toronto\'s black community; a 

future \"Gun Summit" with Prime Minister Martin has not yet 
been scheduled. 


NRA and Rapper 50 Cent ArenVt Helping U.S. Image 


4. (SBU) Even the U.S.-based National Rifle Association 
(NRA) has entered the fray. On December 3 

of the NRA 

Toronto suburb of Scarborough at the annual convention of the 
Canadian Shooting Sports Association on how to help gun 
rights candidates (NOTE: Scarborough is one of the relatively 
few neighborhoods touched by the recent spate of gun 
violence. END NOTE). Reacting to the visit 

Minister Anne McLellan said 

big money gun lobby efforts are not welcome here.\" Someone 


or Manufacturing Corp. (TSMC) President Rick Tsai and Chief Legal Counsel Dick Thurston, and rep 
07. RUBINSTEIN 
»d a FARDC position, causing the altercation. He said that General Amisi, the Eighth Military District ( 


has requested that the Embassy/State Department complete human rights vetting request for individ 
nan rights verification required by the Leahy Amendment; see Para. 2. 2. (U) JUSMAG THAI has re 
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else who is not welcome in Canada is rap artist 50 Cent (aka 
Curtis Jackson). GTA Federal Liberal MP Dan McTeague 
(Pickering/Scarborough East) led the unsuccessful effort to 
ban Jackson from a Canadian concert tour because his songs 
frequently allude to guns and violence. In 2003 

18-year-old male was shot dead outside a 50 Cent concert in 
Toronto. 50 Cent was admitted 

permission due to past felony drug charges in the U.S. His 
May 2005 visit to Toronto 

appearance at a downtown club 

public debate that his December visit has generated. 


5. (C) On December 5 and 6 Ontario Minister of Community 
Safety and Corrections Monte Kwinter (protect) phoned the CG 
to review the status of the gun cases. Kwinter reassured the 
CG that Ontario provincial politicians would try hard to 

avoid publicly connecting the U.S. to the current gun issue 
however 

to avoid. Kwinter briefed the CG on a proposed provincial 
\"guns and gangs operations center" that may operate as an 
outgrowth of the Toronto Police guns and gans unit. Kwinter 
said Ontario Provincial Police (OPP) Commissioner Gwen 
Boniface would play a big role in the task force and that it 
would include representatives from the Toronto Police Service 
and the Ontario Attorney General 

Canadian Mounted Police (RCMP) was back-briefed on the 
proposal. During the course of the conversation 

complained that 

enemies 

government \"certainly has no control over the activities of 

the NRA.\" Kwinter also told the CG that no date had been set 
for the Gun Summit to be held in Toronto that was promised by 
Prime Minister Martin during his meeting with representatives 
of the Coalition of African Canadian Organizations (CACO) 
November 22. 


6. (SBU) Reacting to the spike in gun-related violence 
Ontario has promised to fund 1 

throughout the province. Toronto will get 250 new officers 
though not at once. Toronto Police have reassigned some 
officers to focus on community policing 

the Toronto Police Service said that the Service can only 
train 40 to 50 cadets at a time in its 13-week academy 

the new officers will not begin hitting the streets of 

Toronto before the new year. 


7. (C) Comment: After the CG phoned Minister Kwinter on 
December 8 

asked him about plans by the province and federal government 
to make a big announcement on December 9 on the gun issue. 
Kwinter said he was unaware of plans for such an 
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announcement 

would leap at the chance to host a 'Gun Summit" in Toronto as 
a publicity magnet during the election campaign. Kwinter 
frank discussions with the CG signal that this issue is sure 
to come up during the federal election campaign despite any 
efforts by Ontario government officials to avoid pointing a 
finger at the U.S. 3896 of Canada 

Ontario 

of gravity for the province. GTA voters are worried about 
guns 

areas of the GTA 

people 

received indications that political considerations may begin 
to influence bilateral law enforcement cooperation 
operational cooperation with the ATF remain excellent. The 
gun issue may also likely be raised in Ambassador WilkinsV 
December 15 editorial board meeting with Toronto\'s \"Sun\" 
newspaper 


8. (U) This message was cleared by Consulate A/LEGATT 
Attache 


LECROY 
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2. (S) EconOff met December 5 with Aldo Doria 
Productive Activities Ministry\'s Export Control Unit 

discuss the status of the export of engines manufactured by 
the Italian firm Zanzottera Technologies SRL to the Dutch 
firm Aviation Services International (ASI). Per Ref A 

is buying the engines for an Iranian military procurement 
entity. Doria explained that because the sale is occurring 
within the single European market 

legal means to stop the shipment. He said that Zanzottera 
Technologies is apparently unaware the engines are being 
purchased on behalf of the Iranian military. Zanzottera has 
been cooperative with the GOI 

engines are shipped to ASI 


3. (S) Doria had just returned from an EU export controls 
meeting in Brussels (likely a preparatory meeting for the 
Wassenaar Arrangement Plenary meeting in Vienna) at which he 
discussed this export with Dutch officials. They confirmed 

that they were aware of the export 

\"awakened\" to it by USG demarches 

re-export of the Italian engines could be stopped under the 
Wassenaar Arrangements \"catch-all\" clause. 


4. (S) Doria will attend the Wassenaar Plenary meeting next 
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week in Vienna 

with USG officials. He expressed hope that the USG 

GON could stop this export 

demonstrate that multilateral regimes such as Wassenaar can 
prevent sensitive technology exports to states of concern. 
SPOGLI 


46948 

enterprise" from 20 to 30 years and for an extended period 
of detention without charge from four to six days. In the 
private sector 

surveillance by facilities and individuals that could be 
targets of terrorism and requires Internet cafes to retain 
detailed information about their clientele. 


Freezing Terrorists\' Assets: A major breakthrough 

4. (SBU) Following up on the EU Justice and Home Affairs 
Council attended by Sarkozy last July 

would empower the Minister of the Economy to freeze for a 
renewable period of six months all or part of funds 

financial instruments and economic resources belonging to 
individuals committing or attempting to commit acts of 
terrorism or to companies directly or indirectly controlled 

by these individuals. The minister also would have the 
power to ban 

movement or transfer of funds 

economic resources benefiting individuals or corporations. 
The ministers decisions would be enforceable on the day of 
their publication in the \"Journal Officiel." The measure 
would grant explicit national authority to freeze assets 
currently lacking in French law 

concerning the freezing of resident versus EU-member assets. 


A Consensual Approach 

5. (U) Presenting a united front in the face of the 

terrorist threat 

bill by an overwhelming majority of 373 out of 577 members. 
Socialists abstained while the 27 members from the Communist 
and Green parties voted against the measure. In order to 
strike the right balance between security and respect for 

civil liberties 

amendments 

designed to ensure that the most \"sensitive\" of the measures 
introduced 

police detention 

rights of victims of terrorism are strengthened 

Parliamentary Committee to oversee the activities of 
intelligence services will be set up. Sarkozy has pledged 

to work with Parliament to establish such an oversight 
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committee by February 15 


What next? 

6. (SBU) Far from being a divisive issue 

National Assembly showed the level of consensus that the 
fight against terrorism enjoys in France. The Sarkzoy draft 
bill is expected to sail smoothly through the Senate. The 
adoption of the bill will only require one reading by both 
houses as it is discussed under an emergency procedure. It 
is expected to become law early next year. The only 
opposition expressed has been from the French Data 
Protection Agency CNIL 

Human Rights organizations 

impact of the new anti-terrorism package on civil liberties. 
STAPLETON 
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Linden in paragraph one refers to a letter 

answered 

meeting with the Secretary in Brussels on December 8 (ref B). 
Van der Linden also sent a copy of his December 6 letter to 
the U.S. Deputy Permanent Representative to the Council of 
Europe 

France. 


5. (C) Action request: Post requests DepartmentVs guidance. 
Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


Stapleton 
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which had Arabic language programming. 
Barclay 


2. (C) Charge and PolOff met with President Jagdeo on 
December 5 for an informal 

bilateral issues. Jagdeo had requested the meeting when 
speaking with Charge at a dinner the week before. 


3. (C) Jagdeo used a discussion of Guyana\'s border dispute 
with Venezuela to segue into sharing his view of Chavez and 
more broadly 

began with an admonition that the U.S. has to be more careful 
in its dealings with Latin America since \"neo-liberalism has 
not worked in the region\". Jagdeo said that he and other 
Latin American leaders 
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understand and accept that a model based on the private 
sector is the only solution for achieving economic 
development. However 

neo-liberal model 

that it is causing greater poverty in society. He said that 
Latin American leaders 

left-wing or right-wing 

alleviating poverty 

care 

groups. 


4. (C) Jagdeo said that the V'U.S. is losing the public 

relations battle in Latin America. People have the 
perception that transnational companies are carrying away the 
wealth of Latin American countries. He said that the more 

the U.S. attacks and criticizes Chavez publicly 

reinforces this negative perception in Latin America -- 

despite the generosity and idealism of the American people. 


5. (C) Charge raised the issue of election preparations 
noting general donor satisfaction with the voter registration 
process except that the Guyana Elections Commission (GECOM) 
does not have a robust public relations initiative and 
Amerindians in remote communities often do not have the 
documents required to register and vote (ref A). Jagdeo 
responded that getting the registration process" momentum 
going in time for the election was the key issue in his mind. 
As for registration in remote communities 

GECOM 

Affairs 

recently to address this issue. 


6. (C) While distancing himself from GECOMVs activities 
Jagdeo did say that GECOM needs to look at three issues -- a 
more robust public relations strategy 

stations since the current twenty-three are too far and 
expensive to reach for many constituents 

penalties for any illegal activities in the registration and 

voting process. He pointed out that some groups encourage 
tactics like underage voting -- a thinly veiled barb directed 

at the opposition PNC/R party. He said the government (GoG) 
has acceded to GECOM\'s additional funding requests 

though GECOM is \"milking us now" 

of a smooth election process. He said there needs to be one 
coordinating local election observer group as GECOM cannot 
practicably accredit three hundred churches 

Jagdeo expressed his hope that the Carter Center would return 


? Minister Kuehnl has requested U.S. air transport for a visit to Iraq due to the CzechsV own inablity tc 
jns by both major parties, Taiwan voters go to the polls Saturday December 3 to elect magistrates an 
rough which he can contest the 2007 elections should he fail to win the Peoples Democratic Party (F 
2 declined since the beginning of the cease-fire. During the cease-fire, the Maoists abducted more tr 
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to monitor the 2006 election. In addition to the Carter 
Center 

Commonwealth Secretariat to monitor the elections. 


7. (C) In discussing election preparations 

several strongly partisan statements that underscore the 
absolute mutual distrust between the PPP/C and PNC/R parties. 
He is unconvinced of the need for long-term international 
election observers because the problem with Guyana\'s 
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electoral mechanisms is not one of incompetence but rather 
the burden of the past. He said elections staff show bias 
and 

\"you should understand it" 

recently released volume of Foreign Relations of the United 
States that details covert US support to assist former PNC 
president Forbes Burnham rig elections. When Charge 
mentioned the importance of leaders commitment to the 
democratic political process and OAS\' high reputation 
democracy and governance work 

skepticism of the value of such work in Guyana\'s political 
environment. What is the point of another training program 
for the same MPs 

engage in a constructive political process in parliament. He 
said that smart people attend the training sessions 

to their offices 

different way to power than fair elections. 


8. (C) Last week Jagdeo expressed interest in beginning 
cultivation of Guyana\'s intermediate savannahs. Charge told 
Jagdeo that a group of Mennonites from the Southern U.S. was 
returning to Guyana for a second look at the possibility of 
establishing a farming community in Guyana\'s southern 
interior. He briefly described BelizeVs half century of 
experience with Mennonite farming communities. Jagdeo 
acknowledged that the Mennonites intentions might dovetail 
with his plan to cultivate more of Guyana\'s hinterlands (ref 
B) 

their experience. However 

establishment of a religious farming community would be a 
sensitive issue given the firm hold that the Jonestown 
experience still has on the national psyche. He said that 
GoG was also talking with an Israeli group that hoped to 
develop a large agricultural project in the interior. 


n November 29, Charles Denier, senior desk officer for Russia, told Poloff that France was, like the U 


Column 3 


9. (C) Jagdeo mentioned Guyana\'s changing geography in light 
of GoG\'s transportation initiatives. Specifically 

described a road project underway that would link Supenaam 
Essequibo 

was V'not creating access for Chavez\" as the road would end a 
little short of the border. 


10. (S) Jagdeo 

amiable 

He urged Charge to forget diplomatic niceties and share his 
impressions of Guyana 

The President became noticeably more animated when he turned 
the conversation to Latin America\'s perception of the U.S. 
and again when discussing his frustration with the political 
opposition. By contrast 

Presidential Secretariat Head on the subjects of 
counter-narcotics and security 

much attention to those subjects V'. An economist himself 
Jagdeo clearly relishes repartee over economic models and 
theories. His view of the U.S. relationship with Latin 
America dealt exclusively with differences in economic 
frameworks rather than political philosophies. Jagdeo\'s 
contempt for the PNC/R seeped out over an hour-long 
conversation. Like for most PPP party members 
(specifically 

out of Guyanal's political system) is a constant companion. 
For Jagdeo 

a direct result of the Guyanese people losing respect for the 
rule of law when the PNC outlawed wheat flour during 
Burnham\'s self-sufficiency drive. End Comment. 

THOMAS 
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commitments by voting in favor 

Desk Officer for Social and Labor Issues Sonia Dona Perez. 
She expressed concern about possible delays due to the 
reported protocolary inflexibility of Geneva authorities 

which may prevent delegations from voting without their first 
presenting formal diplomatic notes (rather than telgraphic 
authorization). 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


Stapleton 
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the current need for Italian citizens to apply for a U.S. 

visa since they were developing a new passport. Meanwhile 
five regional offices would be issuing photodigitized 

passports. DeGennaro telephoned his ministry during the 
discussion to ask about the timetable for issuance of the new 
biometric documents. He reported that they were scheduled to 
come on line everywhere in the April-July timeframe. 


Terrorist Financing and Data-Sharing 


7. (C) The Minister expressed interest in cooperation on 
terrorist financing. Prefect Carlo DeStefano in the Ministry 

of Interior was the right point of contact. DeStefano also 

sat on an interministerial committee that included the 
ministries of Economy and Finance. The Ambassador said we 
were interested in developing ideas for better data-sharing 

of terrorist databases. Pol M/C noted this could included an 
actual exchange of 200 names that would allow both sides to 
examine some of the practical issues in making such an 
arrangement work. Pisanu said Italy would be prepared to 
share V 500 percent\" of its national information and DeGennaro 
asked where the information would be coming from. Pol M/C 
explained that it would be from our interagency Terrorist 
Screening Center and the next step was to figure out who 
should be talking to whom. DeGennaro said in the first 
instance we should provide him with the details of any 
proposal and he would then make a recommendation to the 
Minister. 


Comment 


8. (C) COMMENT: This exchange occurred during a private 
informal lunch at the Ambasador\'s residence. All discussion 
was in Italian; Pisanu and DeGennaro were friendly and 
engaged. Both appeared attentive to the Ambassador\'s 
suggestions on Olympics security follow-up and to the need 
for security briefings for sponsors and press. They seemed 
open to the ideas we advanced about developing cooperation on 
terrorist financing and data-sharing 

details on what agencies would be providing information and 
how things would work. The Minister takes obvious pride in 
his initiative for outreach to the Muslim community in Italy 

(an effort that has generated some political heat on the 

right). At the same time 

unambiguously firm in their ongoing efforts to monitor 

if need be 

violence or extremism. Pisanu made no effort to disguise the 
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fact that he had hoped for \"more friendly treatment\" on the 
visa waiver front 

ally. But he made equally clear that he had no desire for 
this difference to impede our security 

counter-terrorism cooperation. END COMMENT. 
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The Austrian Financial Intelligence Unit (FIU) 
in the Federal Criminal Office 

Authority (FMA) 

welcome concrete evidence 


4. (S) Some terrorist finance cases concerned entities which 
are not on the EU or UN lists 

legal sanctions. Wieser and Ertl noted that Austria 

U.S. and Israel had worked for years on the case of the 
Palestinian Association of Austria (PVOE) 

insufficient evidence to support listing. The PVOE was now 
the subject of a pending court case. 


5. (S) Wieser and Ertl said they would review our list of 

cases with a view toward identifying specific information 
requests. However 

Enforcement Network (FinCEN) should work closely with the 
Austrian FIU to identify concerns. This was especially the 
case regarding questions arising from suspicious transactions. 


6 
Austrian financial authorities. 
KILNER 
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and said that only Egypt and Saudi Arabia could help Syria 
and only if Syria cooperates fully with Mehlis. 


3. (U) Local press ran front page stories on the visit 
emphasizing Mubarak\'s statement following the meeting that 
the Mehlis investigation \"could last another six months 

year 

language daily \"Al Akbar" 

better relations with Lebanon and to uncover the truth about 
Hariri\'s death 

Lebanon\" are trying to internationalize the matter and use it 
to pressure Syria. Articles in the pro-government Arabic 
language daily \"Al Ahram\" reported that al Shara\'a complained 
that although Syria supports the Mehlis investigation 

does not support the politicization of the inquiry because an 
investigation with a political objective does not aim to 
uncover the truth. 


GER ROME PASS FODAG GENEVA FOR RMA AND NKYLOH NSC FOR JMELINE EUCOM FOR F 


Column 3 


RICCIARDONE 


46958 
stated they were living \"under occupation." Security forces 
responded with tear gas. 


-- In a second incident witnessed by poloff 

tear gas shells 

over the heads of demonstrators. Witnesses subsequently told 
poloff one citizen died of tear gas inhalation in the 

incident. 


4. (SBU) There were also reports of thugs throwing stones and 
bottles 
discourage and intimidate prospective voters. 


-- A journalist with AP advised poloff that she witnessed 
thugs carrying machetes disembarking from a police truck near 
a polling station in Sharqiya province. 


-- An embassy contact witnessed thugs raining stones down on 
prospective voters from rooftops in Nasiriya constituency 
Shargiyya. 


5. (SBU) We witnessed one instance 
several others 
harassed 


-- Emboffs witnessed an Egyptian TV crew ejected by police 
from a polling station in Sharqiyya province. 


-- Contacts also advised the Embassy that an Al-Jazeera crew 
in Damietta province was harassed and their equipment 
sabotaged. 


-- An American journalist contact advised poloff that he was 
struck by police and his camera was confiscated in Nasiriya 
constituency 


-- Police also attempted to confiscate an emboff\'s camera in 
Kafr al-Sheikh province. 


strong and growing relationship with the Egyptian Intelligence Service (EGIS). We would like the FBI 1 


Column 3 


6. (SBU) Other instances of election-related violence came to 
our attention. 


-- UK Embassy contact advised poloff that protestors in 
Shargiya Province had blockaded and V'set fire\" to several 
major roads. 


-- An American journalist advised poloff that he had 
witnessed vigilantes detaining alleged NDP bullies in a 
building in Zagazig 


-- Poloff saw MB supporters stoning police after police set 
upon an MB candidate with batons. 


-- Nasserist Party Chairman and Parliamentary candidate Dia 
ed-Din Dawood was reportedly beaten by police in Damietta. 


- The current possible death toll from today\'s election 
violence is 4-6. 


RICCIARDONE 
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of the adoption of the Third Additional Protocol. When asked 
about Syrian intransigence 

remaining issue was limited to an agreement to be signed 
between Syria and Israel regarding the competencies of the 
different associations. Kadiri indicated that this would not 
likely be enough to block the adoption of the Third 
Additional Protocol. That said 

the Moroccan delegation in Geneva to get the most recent 
information and convey our demarche request to them. 
Riley 
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to career state department Foreign Service employees. It does 
apply to state department civil service employees 

of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Casablanca on 
May 16 

vigorous efforts of Moroccan law enforcement since then. 
Although U.S. government facilities were not the target of 


ny year so far. | was involved personally in several of the activities, including providing meals, both for 
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the Casablanca attacks (and no Americans were killed or 
injured) 

interests and citizens remains high in morocco. 
Establishments which are readily identifiable with the United 
States are potential targets for attacks. these may include 
facilities where us citizens and other foreigners congregate 
including clubs 

hotels 

also include establishments where activities occur that may 
offend religious sensitivities 

where alcoholic beverages are sold or consumed. While in 
morocco it is important to be vigilant to one\'s surroundings 
and to maintain a low profile. Travelers should stay abreast 
of recent developments within country and read the latest 
state department consular information sheet covering travel 
to morocco and any current worldwide caution messages about 
travel to the Middle East and North Africa before arrival in 
country. The mission takes all information concerning 
terrorist incidents and terrorism very seriously. The 

mission investigates all incidents fully in conjunction with 
Moroccan authorities. All travelers are expected to report 
any suspicious incidents or information to the RSO 
immediately 


C. Crime: 


The threat level for crime in morocco has been designated 
\"high.\" Crimes ranging from aggressive panhandling 
pocketing 

harassment of women occur periodically. Attempted break-ins 
of mission residences by burglars have occurred 

general crime in morocco tends to be non-violent. Most 
criminals look for opportunities to steal by stealth rather 

than confrontation but there are exceptions. 


Women walking alone in certain areas of cities and rural 

areas are particularly vulnerable to verbal harassment from 

young men. Women are advised to travel with a companion or in 

a group when possible and to ignore any harassment. Some 

women who have responded to verbal harassment have come under 
physical attack. If physical provocation occurs 

are urged not to resist in order to avoid injury and to 

report the incident to the regional security officer 

immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 

tourist attractions 

and trains in morocco are relatively safe 

considered safe. Avoid carrying large sums of cash 
credit cards should be secured in the safe deposit box at 
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your hotel. In the event you are victimized by crime 
attempted crime 

during your stay in morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplomatic missions 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local mail. Please 
note: mission policy strictly prohibits any unopened mail 
packages or boxes from being brought into any facility prior 
to screening by the embassy and consulate mailroom staff. 
There are no exceptions to this policy and all personnel are 
expected to abide by it rigidly for the protection of the 
mission and its personnel. 


Finally 

morocco during periods of heightened tension. Occasionally 

a few of these demonstrations have been anti-American/western 
with a small number of these resulting in some minor 
destruction of personal and public property. Travelers 

should be cognizant of the current levels of tension in the 

region 

crowds. Demonstrations and suspicious incidents should be 
immediately reported to the marine security guard (post 1) 

and the RSO. 


E. electronic devices: 


Privately owned laptops 

and similar devices are strictly prohibited in controlled 

access areas (CAA\'s) of the chancery and consulate. 
Travelers with USG unclassified and classified 

laptop/notebook computers must notify the information 
management officer (IMO) through marine post one or the RSO 
before bringing these machines into the embassy or consulate. 
Questions concerning other types of electronic devices must 

be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that morocco is an 
Islamic country despite the appearance of some aspects of 
western culture. Generally 

should dress conservatively for all occasions to avoid 
harassment from young men in public or offending Moroccan 
interlocutors during social occasions. Men should not wear 


1dad in order for the Kingdom of Saudi Arabia (KSA) to get a better understanding of Iraq and to allov 
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ostentatious apparel that draws attention. The purchase and 
consumption of alcohol is permitted in morocco but Islamic 
conservatives in Moroccan society are fundamentally against 
its sale or use. Travelers should let common sense prevail 
and only buy or consume alcohol in shops 

hotels where it is readily available and permitted. 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days or longer 
should request that their sponsoring office schedule a 
security briefing for them with the RSO. 

Riley 


5. (C) A new militia leader who recently has emerged in Ituri 
goes by the name Peter Karim. In late November 

Armed Forces of the Democratic Republic of Congo (FARDC) 
troops engaged in a series of firefights against Karim and 

militia elements reportedly under his command (reftel). MONUC 
characterizes Karim as a local businessman and illegal trader 
and a member of the local Lendu ethnic group. MONUC officials 
believe Karim is a former commander with the Ugandan PeopleVs 
Defense Forces (UPDF) during the civil war in DRC who was 
particularly known for his cruelty. MONUC officials believe 

Karim is now engaged in militia activity solely for economic 
reasons. His goal is to increase his illegal trade of wood 

and gold across the border with Uganda in exchange for arms. 


6. (C) However 

opinion as to the identity of Peter Karim. Petronelle Vaweka 
IturiVs District Commissioner 

during their visit that she believes there are two men who 
are going by the name Peter Karim. The first Karim is 
MONUC officials described 

during the war 

the DRC a little over a year ago. A friend of RCD/KL leader 
Mbusa Nyamwisi 

illegal trade from there. This VoriginalV Peter Karim is 
different from the man now conducting militia activities in 
Ituri. 


7. (C) Vaweka said the other Peter Karim in question is an 
ethnic Abdu (her own tribe) whose original name was Udalla. 
She speculated that they may even be cousins. Vaweka recalled 
having met this man a few months ago while negotiating the 
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release of two MONUC Moroccan soldiers being held hostage by 
militia forces. Vaweka said Karim/Udalla went to Uganda about 
two years ago and probably received Ugandan military training 
with Jerome Kakalele 

Armed Forces of Congo (FAPC). Vaweka said Karim/Udalla was 
returned to the Mahagi and Aru areas of Ituri District by the 
Ugandans with the sole goal of destabilizing the region. In 
addition 

confuse security authorities as to his true identity and the 

source of his military support. Vaweka said Karim/Udalla has 
reportedly been seen receiving assistance from Ugandan 
intelligence and military advisers. 

MEECE 
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audience to Gilles 39% 

candidate with the V'best program" with 49% to Bazin\'s 33% and 
Duplanvs 18%. 


Mesadieu 


4. (U) Luc Mesadieu (Christian Movement for a New Haiti 
MOCHRENA) 

transparency in government 

investment. Mesadieu stressed employment 

environment. Paul Denis (Struggling People\'s Organization 
OPL) 

government and for infrastructure development. He ended his 
initial presentation by providing an organized list of his 

ideas to improve Haiti. Denis voiced his opposition to the 
re-establishment of the army saying it was a question of 
economics. Charles Henri Baker 

presidential candidate 

discipline 

slogan of his campaign. Baker referred to himself in the 
third person and used his catchphase repeatedly in all of his 
interventions. His initial presentation focused on the need 
for security and development of the police and the justice 
System. He 

the army. Baker also mentioned the need for a re-forestation 
program for Haiti\'s denuded landscape. 


5. (U) The post-debate poll of the audience gave Baker and 
Mesadieu a virtual tie for most convincing" with 36% and 34% 
respectively. However 

policy platform with a strong 4296 of the audience. Denis and 
Mesadieu followed with 28% and 23% respectively on the same 
question. 
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Manigat and Paul Go Head-to-Head 


6. (SBU) Lesly Manigat (National Assembly of Progressive 
Democrats 

audience in a manner more suited to a political rally than a 
debate forum. He referred to his party\'s platform in his 
presentation but provided few details 

references to the misery and suffering of Haiti and the 
Haitian people to get his message across. Manigat sat 
between interventions which highlighted his age 

bode well for his stamina as president. Evans PaulVs 
(Alyans) straightforward language 

presentation 

with Manigat\'s. 


7. (U) Evans Paul came out ahead on both post-debate 
questions: V'most convincing" at 57% to Manigat\'s 33%; and 
Vbest program" at 48% to ManigatVs better showing on this 
issue with 4296. 


8. (SBU) Presidential front-runner 

participate in this first series of debates 

Lesly Manigat publicly castigated him. Preval claimed in a 
meeting with Charge that he and his new party 

Hope 

(Ref A). The Embassy is actively encouraging Preval to 
participate in the second round of debates. 

9. (U) Comment: The debate series garnered serious media 
coverage 

preparations and the then-uncertain election dates diluted 
attention paid to the candidate\'s programs. Still 

quality of the organization and the media exposure for the 
first round promoted a healthy discussion of issues. Debates 
in previous elections had not been as professionally produced 
and organized nor as inclusive. With election dates set and 
the campaign formally underway 

interest and coverage of the second round. End Comment. 


CARNEY 
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medicine\" to Mexico 

NAS/DEA operation in Paita (Peru\'s second largest port) 
resulted in the seizure 23 kg of cocaine HCL hidden in a 
container shipment of Peruvian ceramics bound for Canada. 
The US Customs and Border Protection (USCBP) advisor was 
present to advise the police during the search. 


13. (U) NAS sponsored the training of 7 Peruvian Customs 


organizations have developed a hydrogen and fuel cell strategy that aims to solidify British Columbia 
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counternarcotics canine handlers and program managers at the 
USCBP Canine Academy at Front Royal 

four-month training began on November 28. This effort will 
double the number of trained handlers and canines. 


14. (U) Besides funding six community anti-drug coalitions 
(CAC) 

(DR) programs. These DR programs focus mainly on schools 
parent/teacher organizations 

continue to break new ground in overcoming years of community 
neglect and citizen distrust through grassroots organizing 
techniques and social marketing strategies. 


15. (U) The NAS Programs Officer is working with two major 
evangelical church groups (\"Agua Viva\" and \"Camino de Vida\") 
who claim hundreds of thousands of adherents. Both groups 

are eager to learn more about the DR and Trafficking in 

Persons (TIP) programs in order to educate their 

congregations about these issues. CAC teams and DR NGOs will 
be participating in interdenominational leadership training 
sponsored by the Camino de Vida church. 

STRUBLE 
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Overall 

to a \"big\" decrease from January in the number of seats won 
by the Shia and Kurdish blocs. They also expect a marginal 
increase in electoral strength from the independent and 
moderate parties. The Sufi community remains engaged in an 
active civic education campaign 

message of tolerance and moderation. END SUMMARY 


2. (C) Poloffs met December 3 with two party officials from 

the Sufi Muslim slate 

Azeem Mohamed 

a resident of Baghdad who also manages Al-Mashriq TV. Dr. 
Jafar al-Khafaji 

relations 

professor who moved to Sulimaniyah during the Saddam era and 
remains there now because of the security situation in 

Baghdad. 


3. (C) Khafaji complained about Badr and peshmerga 
penetration of state organs 

List has been prohibited from participating in the election 
campaign in the Kurdish areas. He reported one of the lists 
members had been kidnapped from Baghdad to Sulimaniyah. He 
claimed the IECI had ties to the V'big parties 


PTEL, published its new mobile termination rate on November 24. The new rate is based on cost fac 
shing formal relations with the Castro government. In the interest of strengthening regional support fı 
storal Tribunal\'s (TSE) official tabulation of the November 27 national elections. Honduras remains c 


IFAT replies to the clearance request. McCormick 
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fear the parties would control access to the polls. He 
predicted the United National List is most likely to gain a 
few of the 45 reserved (out of a total of 275) \"compensatory\" 
slots. Although Khafaji said there are Sufi adherents 
throughout Iraq and the Middle East 

only at the provincial level during the January elections. 

He predicted independent parties with a patriotic vice 
sectarian platform to increase their share in the new 
legislature but assessed these probable gains as marginal. 
He also predicted that the participation of the Sunni 
community would lead to a \"big fall in the number of seats 
won in January by the major Shia and Kurdish blocs. 


4. (C) Khafaji blamed the United States for policies he said 
had had the effect of encouraging sectarian extremism 
expressed disappointment that the USG had not provided more 
support to moderate groups of technocrats like the Sufis. 
V'The people you put in power 

personal interests before the nation\'s.\" Khafaji also 
expressed concerns about the activities of neighboring 
countries 

that troublemakers would exploit the hajj to meet in Saudi 
Arabia and transport money and arms. He and Mohamed said 
they opposed a withdrawal of coalition forces at this time. 


5. (C) Mohamed described the Sufi message of tolerance 
citing the order of Kasnazandi. (Comment: Kasnazani is a 
Kurd who reportedly was first allied with Saddam against 
Talabani and then switched sides 

the former regime perverted even the historically pacific 

Sufi community. End Comment.) Mohamed outlined the groups 
civic education campaign and its pursuit of a nonviolent 
middle road between the Shia and Sunni extremists. He said 
the new government needed to focus on the economy 
unemployment 

widows. Poloffs welcomed the party\'s emphasis on civic 
education and agreed to look for shared opportunities to 
promote democracy training. 

KHALILZAD 


46967 
from the main private sector gas marketing companies 
include Esso 


5. (C) Comment: Dixon was more than willing to discuss all 
aspects of PetroCaribe 

previous conversation with P/E Couns (Ref C) indicate that 
she is a receptive interlocutor as we continue to engage GOJ 
on this issue. Although Dixon certainly is not naive 

possible that 

might not worry overmuch about those \"realpolitik\" aspects of 


s numerous billboards designated for campaign posters of the presidential candidates. Many of thes 


hrough the Special Purposes Vehicle (SPV) law. Although the BSP target was 50%, it reduced the an 
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PetroCaribe she considers to be more the responsibility of 

her colleagues at the Foreign Ministry. Still 

unabashedly bullish assessment of PetroCaribe 

and her refusal to acknowledge the accordVs potential adverse 
consequences or hidden motives 

As Dixon is aware 

a number of senior MFA officials prior to the September 6 
PetroCaribe Summit in Montego Bay (Ref D) 

Patterson himself felt compelled publicly to assert that the 
PetroCaribe accord came with V'no strings attached\" by 
Venezuela 

concerns about Venezuelan motives also voiced by at least a 
few of their respective CARICOM counterparts. End comment. 
TIGHE 
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the FARC. Phase 2C 

from Antioquia Department 
2005 


3. (C) Plan Patriota\'s Phase 2B initial surge in mid-2004 
was an impressive feat that forced the insurgents to react 
and adjust to the new military presence. The militaryVs top 
objectives were to capture/kill senior insurgent leaders 
destroy the FARCY'S logistical infrastructure 

governmental control of the area. Although the military 
never captured or killed any senior FARC leaders 

strained guerrilla logistics and drug trafficking activities 

in 2004 

uncontested for years and seek new routes to replenish their 
stocks of war materiel. The FARC found itself unable to use 
bases and logistical routes that had been safe for years. 
Camps where leaders had found safe haven were destroyed. 
Still 


4. (C) On November 11 

announced changes and promotions within the Colombian 
Military (COLMIL) leadership as is customary during this time 
of year. Changes in the Colombian Army (COLAR) hierarchy 
were modest because Uribe wishes to limit significant 
changeover on the eve of congressional and presidential 
elections. The only major announcement was the replacement 
of Joint Task Force Omega (JTF-O) Commander General Fracica 
with General Rocha 

Division in Villavicencio 

reputation for his leadership of the division. Our contacts 

in the GOC and the press say that Fracica was relieved 


thile in country is (01) 668-8777 during business hours; (01) 668-9612 after hours. GENERAL TRAVI 
Faquira stated he was pleased to learn that the Magen David Adom (MDA) and the Palestinian Red 
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because he had failed to produce concrete results against 
high value targets (HVTs) 

security objectives. 


5. (C) Fracica took control of the JTF-O in December 2004 
from General Castellanos (who was promoted to Chief of Staff 
of the Army). Despite Fracica\'s more than 100 operations in 
the Departments of Meta 

was unable to capture or kill any FARC Eastern Bloc HVT. The 
JTF-O launched at least five operations against members of 
the FARC Secretariat in 2005. Despite the lack of success 
against HVTs 

government presence in areas it had long ago abandoned has 
heightened public confidence in the government and the 
military. The COLMIL\'s Plan Patriota under Uribe has 
dramatically altered the playing field 

JTF-Omega area. JTF-Omega\'s campaign in the south has 
damaged the rebels logistics and transportation 

infrastructure and is probably reducing the drug income 
available for financing FARC activities 

Eastern Bloc. The increased unreliability of the FARC as a 
supplier of cocaine due to capture of FARC camps and 
infrastructure 

attacks on transportation routes has hurt the FARC. 


6. (C) JTF-O reports the following results for 2004-2005: 


2004 2005 Total 


Battles 505 317 822 

COLMIL Troops Killed 67 25 92 
COLMIL Troops Injured 328 78 406 
FARC Members Killed 264 204 468 
FARC Members Captured 217 394 611 
FARC Deserters 97 76 173 
Materiel Captured: 

Guns 

Explosive Devices 2 

Explosives (KLS) 16 

Grenades 4 

Munitions 630 

Communication Equipment 235 363 598 
Mined Camps 206 88 294 
FARC Camps 421 619 1 
Caches 117 363 480 
Cultivated Hectares 1 

Coca Paste and Base 10 


scores of armed ljaw irregulars. Meanwhile, up to 1,000 Federal troops deployed around Yenagoa or 


omatic Control, and the 44th IEEE Conference on Division and Control and European Control Confer 


?ge and the outbreak was quickly contained. The GOC demonstrated transparency and efficiency thi 
als. Shrestha commented that it was unlikely any of these officials had any financial dealings in Nepe 


tive agenda for the current session. Al Dhahrani explained that the COR had decided to hold a serie: 
3ank officials and report on any GOK feedback as appropriate. ****feeeeeeennnnnnnnnnnenannnrnpngpgrr 
on accounts which may be associated with individuals named in the International Independent Invest 
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Laboratories 32 196 228 
Vehicles 255 117 432 


7. (C) COLMIL officers say that Fracica\'s temperamental 
naturQRcQances for advancement. 


8. (C) Rocha is expected to be the opposite of Fracica 
that his strong people skills and genuine concern for the 
morale of his troops are expected to contribute to greater 
results for JTF-O. He oversaw the 2005 COLAR offensive 
operations against the FARC 

in the Macarena Ridge Area 

HVTs 

also did well last year as second Brigadier Commander in 
Barranquilla. If the capture or killing of HVTs is the 
measuring stick 

results as frustrating as Fracica\'s. Observers say that his 
inability in the past to conduct HVT operations has been due 
to his unwillingness to take risks. As the election season 
gets underway 

least one HVT but keep combat losses to a minimum. 


9. (C) Rocha will have to overcome several challenges as 
Plan Patriota enters its third year. The logistical strain 

of keeping 15 

away from their supply bases is a huge endeavor. Rocha will 
have to address the effects of low morale 

environment 

drive the FARC out of the area. He will have to continue to 
delay the third phase of Plan Patriota 

scheduled to begin in Antioquia Department by the end of this 
year 

stronghold 

Putumayo Department and Ecuadorian border) and northeast (to 
Arauca Department and the Venezuelan border). 


10. (C) According to information received from senior COLMIL 
officials in recent weeks 

concern for JTF-O success and sustainability of its 

operations in southern Colombia: 


-- Leadership Challenges: Despite the COLMILVs significant 
accomplishments in recent years 

the lack of willingness on the part of military leaders to 

take risks suggests that the military will continue to fall 

short of Uribe\'s goals and expectations. Some COLMIL leaders 
have lamented publicly that Uribe appears to be running his 
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presidential campaign on their backs. The appointment in 

July 2005 of MOD Ospina has energized the security forces to 
conduct more frequent and aggressive operations against FARC 
leaders and pushed an unprecedented level of cooperation in 
joint operations. Nevertheless 

important in the near-term if MOD Ospina is to sustain 

adequate senior COLMIL support. Some generals say they were 
demoralized because Uribe was constantly berating them for 
failing to achieve high-visibility results against the FARC. 

Uribe fatigue within the COLMIL threatens to have detrimental 
consequences if he wins a second-term. 


-- Scarce Resources: Military operational commanders 
complain that troop numbers and transportation resources were 
insufficient to support the overall concept of operations. 

The level and pace of COLMIL engagement against the FARC is 
not sustainable 

would be Uribe\'s second term. Continued gains depend on 
sustainability of the military offensive and the ability of 

the GOC to hold territory cleared of illegal armed groups. 

The FARC appears to be avoiding combat 

their strategic reserves to keep their principal blocs in 
operation. FARC units operating outside the Plan Patriota 

area of operations and along ColombiaVs borders have 
continued their trafficking operations with little 

disruption. Moreover 

advantage of perceived paramilitary weakness and establish a 
stronger presence along the Pacific coast. 


-- Adjusting to Change: While FARC forces in the area had 
adapted to the military presence and adjusted their 

logistical techniques by the end of 2004 with small 
coordinated attacks 

According to the Defense Attache\'s Office 

continued to operate in battalions and brigades to avoid 
being targeted by the FARC 

limited resources. JTF-O officers have told us that 
\"conditions are not right" for allowing smaller companies to 
operate more discretely and increase operations against the 
enemy. Nevertheless 

conflict 

proactive 

while the FARC is merely required to evade the COLMIL and 
survive through the campaign; hence 

out the military" strategy. According to the testimonies of 
recent FARC deserters 

main ways: 1) the FARC has retreated to more jungle-like 
areas 

leadership is increasing its control over the troops to 

prevent desertions; and 3) the FARC is increasing the control 
and manipulation over members\' families and is successfully 


ointed out that Kenya\'s position in favor of the EU\'s proposal on extending Gls (ref B) appeared at o 
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recruiting minors 


-- Legal Constraints: According to COLMIL legal advisers 
JTF-O executes military operations against FARC insurgents in 
southern Colombia under civilian legal rules. Despite 
operating as an armed insurgency 

guarantees of captured or surrendered FARC guerrillas are the 
same as those of all Colombian citizens. In the legal 
advisors\' view 

legal processing of detainees 

captured fighters. In 2005 

fighters captured in the JTF theater have been released by 
prosecutors (fiscales) for one of the following reasons: 
insufficient proof of FARC association; failure to press 
charges before a fiscal within the 36-hour 

constitutionally- mandated deadline; a lack of defense lawyers 
available at time of charges; and FARC-paid defense lawyers 
that find errors in the process and get detainees released on 
technicalities. Moreover 

countersuit against the military for illegal detention and/or 
obstruction of justice. Therefore 

commander is vulnerable to years or even decades of 
investigations. According to the advisors 

to condition military commanders in the field not to waste 
time 

middle-level fighters. 


10. (C) JTF-O will have to make combat operational changes to 
go beyond its initial successes during Plan Patriota\'s Phase 
2A and the earlier part of 2B. The military campaign Uribe 

has extracted from the COLMIL is not sustainable without 
additional resources and reinvigorated morale. 

WOOD 
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Liberal Party presidential candidate Manuel \"Mel\" Zelaya at 
noon on December 7 in public comments. Zelaya graciously 
accepted Lobo\'s concession moments later in public comments. 
Lobo\'s statement was preceded the evening of December 6 by a 
public statement by the Supreme Electoral Tribunal (TSE) 

with the support of all three TSE magistrates 

on the status of the election tabulation process. While it 

did not decisively declare Zelaya the winner 

the remaining votes would not change the final result. That 
statement followed the December 5 evening private meeting 
between Lobo and Zelaya. The National Party finally realized 
the presidential race was lost 


Column 3 
Nationalists to fight hard over specific electoral table vote 
counts key to mayoral and congressional races. End Summary. 


TSE Releases Statement 12/6: Zelaya Win Won\'t Change 


SIPDIS 


2. (U) The evening of December 6 

Tribunal (TSE) released a statement reporting on the status 
of the presidential vote count tabulation. In addition to 
reporting that it had tabulated 88.66 percent of the 

electoral tables and that Zelaya leads Lobo by 3.73 percent 
(Zelaya has 918 

849 

although the rest of the votes still need to be tallied 
outcome will not change. The TSE called upon all political 
parties (specifically their candidates and leaders) to pacify 
any tensions and proceed in an exemplary manner 
Honduras continues to wait patiently for the full vote count 
- expected by next week. 


3. (SBU) In a conversation with PolChief December 6 
President Aristedes Mejia confirmed that all three 

magistrates supported the statement 

in press coverage of the statement. The morning of December 
7 

official David Matamoros confirmed that the National Party 
fully supported the TSE statement as well. The press has 
reported heavily on the statement 

more decisive manner than the TSE with headlines such as El 
Heraldo\'s V'TSE: Zelaya is Winner 

Won 

Mel.\" 


Lobo Concedes and Calls Zelaya 


4. (U) Atnoon on December 7 

conference after meeting with the 128 National Party 
congressional candidates. Lobo announced that he had phoned 
Liberal Party \"President-elect\" Zelaya to congratulate him on 
his victory. He thanked everyone who voted for him and 
thanked the Honduran people for a \"good\" election. Lobo 
added that he supports democracy and 

the Zelaya Administration 

force to keep the government in check. Zelaya shortly 
thereafter held his own press conference 

concession 

calling for all Hondurans to work together. 
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Zelaya Cabinet Shuffle Continues 


5. (U) Meanwhile 

cabinet. As of December 7 

additions have been announced: 

- Yani Rosenthal named as Minster of the Presidency (chief of 
staff) instead of Minister of Commerce and Industry; No 
apparent reason given for the change. 

- Gabriela Nunez has reportedly turned down Minister of the 
Central Bank of Honduras. 

- Rodolfo Pastor Fasquelle 

Minister of Culture Arts and Sports; the same position he 
held in the Reina administration. 

- Roberto Babum has been named an Official Advisor to the 
President. 

- Enrique Flores Lanza has also been named an Official 
Advisor to the President. 

6. (SBU) Meanwhile 

that the buzz was that Jorge Arturo Reina was out as Foreign 
Minister because he could not travel to the U.S. 


It\'s Finally Over 


7. (C) Comment: Although the TSE has not made anything 
official 

Lobo\'s press conference conceding the race 

call Mel Zelaya President-elect Zelaya. Who will form 
Zelaya\'s Cabinet and who will make up the Congress still 
remains unsettled. Squabbles over specific vote counts from 
electoral tables 

races 
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reforms aimed at restoring the financial viability of the 
CSS system. Second Vice President Ruben Arosemena told ECON 
and POL Chiefs Dec. 2 that the GOP worked to ensure a 
success because \"the governability of the country was at 
stake.\" The National Assembly will likely approve the 
package before January 

consensus among key business 

well as GOP promises to make CSS self-sustaining - 
eventually. The CSS Dialogue has strengthened TorrijosV 
political hand 


ītinuing U.S.-Andean Free Trade Agreement (FTA) negotiations. We do not expect officials to be pre 
' afternoon, December 3, in Istanbul with a group of Iraqi Sunni figures. FM Gul, Celikkol said, suppo 
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as FRENADESSO 

other key economic goals such as a bilateral Free Trade 
Agreement (FTA) with the U.S. and possibly expansion of the 
Panama Canal. But the agreement will cost the GOP a lot of 
money. The price for the accord is a GOP commitment to 
\"temporarily\" make up a projected $7.2 billion shortfall in 
the CSS retirement account over the next five decades 

the already cash-strapped government maintains in can 
handle. End summary. 


National Dialogue Delivers Politically Viable Approach 


3. (U) After five months and 89 sessions 

Dialogue on Social Security (Caja de Seguridad Social - 

\"CSS\") delivered an agreement among GOP 

labor 

to keep it from going bankrupt. The Torrijos administration 
convened a 90-day National Dialogue in late June to defuse 
growing public unrest over the GOPVs May 2005 passage of Law 
17 on CSS reform (reftel). At the same time 

suspended implementation of Law 17 

alia: 


-- raised retirement ages from 57 to 60 for women and from 
62 to 65 for men; 

-- increased payroll contributions to the CSS from 7.25% to 
9% for employees and from 10.75% to 13.25% for employers; 
and 

- raised the minimum period of contributions from 15 years 
to 25 years for eligibility. 


4. (SBU) Negotiations advanced fitfully 

extend the original 90-day deadline. The leftist-inspired 
\"National Front for Defense of Social Security" 
(FRENADESSO) 

June\'s street demonstrations against Law 17 

Dialogue on July 5 and promptly disrupted its proceedings 

with chants of protest. FRENADESSO\'s aggressive tactics and 
unhelpful antics prompted other Dialogue participants to 

accuse them of attempting to sabotage the process. 

Following several weeks of difficult negotiations 

FRENADESSO and the construction workersV union (SUNTRACS) 
abruptly quit the process on November 8. This effectively 
cleared the way for the remaining negotiators to announce an 
apparent breakthrough on Nov. 11 

system (individual accounts combined with CSS payouts). By 
Nov. 20 

contentious points 


-- maintaining retirement ages at 57 for women and 62 for 


‘ould be used to constrain NGO activities and added that this law may lead to severe consequences f 
meithi and MFA International Organizations Department Director Yacub Al Hosani on November 29. , 


EG has formed a National Avian Influenza Emergency Committee (NAIEC) composed of representati 


e proposal to extend is now being reviewed in the Czech interagency process. In December the Interi 
ocratic institutions and processes, and suggested that the GOE might be amenable to sending electi 
SG for the information regarding the Austrian firm VogelbushVs possible sale of technology and equip 


:e he has rented in the suburb of Mezzeh, Samarai confirmed reporting reftel that they will open ten p 
in part, to the French contribution to the EU observer mission for the Venezuelan elections. Letrillarc 
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men; 

-- set employee payroll contributions at 6.75% in 2007 

going up gradually to 9.2596 in 2013 and employer 
contributions at 2.7596 in 2007 

2013 (Note: substantially less than under Law 17); 

-- gradually raise the minimum period of contributions from 
15 years to 20 years for eligibility; 

-- cover contributors with income less than $500/month 
through a defined-benefits program; contributors with 
incomes greater than $500/month will have individual 
retirement accounts and will help subsidize the defined- 
benefits program; and 

-- raise caps on maximum pensions from $1 

$2 

5. (SBU) Second Vice President Ruben Arosemena 

GOP\'s participation in the Dialogue 

outcome as a V'victory for the government and for the 
country." He told Emboffs Dec. 2 that the Dialogue has 
boosted the self-esteem of Panamanians 

come together and reach consensus at the negotiating table. 
Convinced that a GOP failure to manage the CSS issue would 
have a negative V'cascade effectV on other key initiatives 
such as possible Panama Canal expansion and a Free Trade 
Agreement (FTA) with the U.S. 

intent on making the CSS Dialogue a success because V'the 
governability of the country was at stake.\" He expects 
President Torrijos will submit a new bill based on the 
Dialogues outcome to the National Assembly this week. Most 
expect the Assembly to approve the bill before January with 
little or no substantive changes 

consensus among key business and society leaders. 


GOP to Pay $7.2 Billion in V' Transitional" Costs 


6. (U) To ensure a successful outcome 

committed the GOP to putting $75 million/year into the CSS 
starting in 2007 

to 2012 

total 

five decades to cover the CSSY full transition to a mixed 
system. As the GOP currently contributes only about $30 
million/year to the CSS (but nothing to the retirement 
program) 

cash-strapped government. 


7. (SBU) Vice President Arosemena expects the GOP will pay 
this CSS tab through general revenues rather than through 
any special mechanism. He told Emboffs Dec. 2 that the 
Ministry of Economy and Finance (MEF) has assured him that 
the GOP will be able to able to handle this CSS commitment. 


fian diplomatic note in reftel, and indicated that the GOB had not/not yet received any official invitatior 
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MEFYs Director of Public Policy told Econoff Dec. 2 that he 

will recommend cuts in other GOP expenses to cover increased 
CSS payments. He also expects that any extra GOP deficit 
spending needed to cover this new CSS commitment will be 
balanced by increased CSS contributions the GOP is already 
seeing with Panama\'s growth in employment. Some private 
analysts predict the GOP will shoulder its CSS commitment 
through continued strong economic growth 

advances with expansion of the Panama Canal. 


Comment: CSS Win Boosts GOP Momentum & Prospects for 2006 


8. (SBU) The Torrijos administrations quick passage of 
fiscal and social security reforms in early 2005 sparked 
intense public backlash 

for much of the year. Although the GOP\'s original CSS 
reforms may have been better formulated technically 
proved politically unviable. The original Law 17 was 
formulated to make CSS solvent for 35-40 years. The result 
of the Dialogue is that CSS will achieve solvency in 50 
years; meanwhile the GOP will foot the bill. The DialogueVs 
success strengthens Torrijos hand in putting forward a 
consensus package likely to garner both legislative and 
more critically 

to have eroded support for top GOP antagonists 
FRENADESSO 

interested in posturing than problem-solving. Coming on top 
of TorrijosY regained popularity 

unemployment 

momentum appears to have swung in the GOP\'s favor 

it on stronger footing for 2006 as it pursues a bilateral 

FTA with the U.S. and possibly expansion of the Panama 
Canal. 
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to handle all campaign related issues 

Calderon\'s message. Reported tensions exist between Team 
Calderon and the PAN party structure 

party President Manuel Espino fumbled coalition negotiations 
with the \"Green\" (PVEM) party. But increasingly pundits and 
pollsters are bullish on Calderon. End summary. 


Upward Swing in the Polls 


2. (U) Although polls released over the last several weeks 
vary 
the rise while AMLO and Madrazo\'s numbers are falling. A 


st round of national elections January 8, the runoff February 15, and local elections March 5. The orc 


Ws anticipated date of rotation is: September 2008. For financial matters, the terrorism reporting offi 
ame\'s Ministry of Justice and Police and is the Ministry\'s point person regarding IPR enforcement ar 
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recent poll in the daily El Universal showed AMLO with 40 
percent of the vote 

percent. Shortly before that 

poll in which AMLO was given 29 percent 

and Madrazo 21 percent. AMLO strongly objected to this poll 
accusing Reforma of doctoring their numbers in order to give 
Calderon\'s campaign a boost. Calderon responded by 
challenging AMLO to define the methodology or polling company 
that the public should find credible 

discounting any poll that showed his decline. 


3. (U) Calderon has also made the most of several recent 
public appearances such as his interview on Televisa\'s 

V Dialogues for Mexico\" and his speeches at the Mexican stock 
exchange (ref a) and American Chamber of Commerce (ref b). 
During these appearances 

and succinctly 

issues 

the questions asked. Calderon continues to work the business 
circuit assiduously 

industry the first week in December. 


Calderon\'s Message 


4. (U) Calderon\'s message is three-pronged. First 
emphasizes that a vote for the PRD or the PRI is a step 
backwards to the old ways of corrupt politics. Next 

praises the Fox administration s accomplishments 
highlighting that Mexico is better off today than it was in 
2000 

Many thought Calderon would distance himself from the Fox 
administration in which he served briefly as Energy 
Secretary 

administration for improving healthcare and combating poverty 
and recently invited the press to a breakfast he had with 

Fox. Calderon perhaps has an eye on recent polls that show 
Mexicans continue to have a remarkably positive view of Fox 
the man 

his administration. End note.) And finally 

promises that the PAN will work towards a more competitive 
and prosperous Mexico. 


Classified Committee 


5. (C) While the PAN publicly continues to refer to its 
political committee as a decision-making body for the 
campaign 

leadership recently established a \"classified\" committee to 
handle all campaign-related issues. Despite Fox\'s recent 


Jutch are prepared to consider a request to provide monitors, but believe other nations may be in a be 
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public injunctions to his administration to stay out of the 

race 

Fox administration 

team 

Secretary of Social Development Josefina Vasquez Mota 

of the Presidents Public Policy Office Eduardo Sojo 

the PresidentVs Office for Government Innovation Ramon Munoz 
Calderon Campaign Coordinator Juan Camilo Mourino 
National Council and National Executive Committee member 
Gerardo Ruiz Mateos 

of Elections Arturo Garcia Portillo 

Hector Larios 

The secretive nature of the committee may stem from President 
Fox\'s reluctance to have more cabinet resignations in his 
term. It may also reflect uneasiness within the Calderon 
camp about PAN leadership. Press reports 

suggest the Calderon camp believes PAN President Espino 
bungled coalition negotiations with the PVEM 

aligning with the PRI after Espino said publicly the PVEM 
wasnt worth its asking price. 


Comment 


6. (C) Calderon 

getting a bounce in the polls from his successful primary 
election 

candidate 

weekend. Pollsters suggest his higher favorables primarily 
reflect hard-line PAN voters who couldn't get behind failed 
candidate Santiago Creel. His challenge remains to energize 
the PAN political structure 

voters to turn out to vote for him 

favorably against his two competitors. There\'s still a long 
way to go. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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reforms aimed at restoring the financial viability of the 

CSS system. Second Vice President Ruben Arosemena told ECON 
and POL Chiefs Dec. 2 that the GOP worked to ensure a 

success because V'the governability of the country was at 

stake. The National Assembly will likely approve the 

package before January 

consensus among key business 
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well as GOP promises to make CSS self-sustaining - 
eventually. The CSS Dialogue has strengthened TorrijosV 
political hand 

as FRENADESSO 

other key economic goals such as a bilateral Free Trade 
Agreement (FTA) with the U.S. and possibly expansion of the 
Panama Canal. But the agreement will cost the GOP a lot of 
money. The price for the accord is a GOP commitment to 
\"temporarily\" make up a projected $7.2 billion shortfall in 
the CSS retirement account over the next five decades 

the already cash-strapped government maintains in can 
handle. End summary. 


National Dialogue Delivers Politically Viable Approach 


3. (U) After five months and 89 sessions 

Dialogue on Social Security (Caja de Seguridad Social - 

\"CSS\") delivered an agreement among GOP 

labor 

to keep it from going bankrupt. The Torrijos administration 
convened a 90-day National Dialogue in late June to defuse 
growing public unrest over the GOPVs May 2005 passage of Law 
17 on CSS reform (reftel). At the same time 

suspended implementation of Law 17 

alia: 


-- raised retirement ages from 57 to 60 for women and from 
62 to 65 for men; 

-- increased payroll contributions to the CSS from 7.25% to 
9% for employees and from 10.75% to 13.25% for employers; 
and 

- raised the minimum period of contributions from 15 years 
to 25 years for eligibility. 


4. (SBU) Negotiations advanced fitfully 

extend the original 90-day deadline. The leftist-inspired 
\"National Front for Defense of Social Security" 
(FRENADESSO) 

June\'s street demonstrations against Law 17 

Dialogue on July 5 and promptly disrupted its proceedings 

with chants of protest. FRENADESSO\'s aggressive tactics and 
unhelpful antics prompted other Dialogue participants to 

accuse them of attempting to sabotage the process. 

Following several weeks of difficult negotiations 

FRENADESSO and the construction workersV union (SUNTRACS) 
abruptly quit the process on November 8. This effectively 
cleared the way for the remaining negotiators to announce an 
apparent breakthrough on Nov. 11 

system (individual accounts combined with CSS payouts). By 
Nov. 20 


he information, and asked what other countries had already contributed to the OAS Mission in Colom 
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contentious points 


-- maintaining retirement ages at 57 for women and 62 for 
men; 

-- set employee payroll contributions at 6.75% in 2007 

going up gradually to 9.2596 in 2013 and employer 
contributions at 2.7596 in 2007 

2013 (Note: substantially less than under Law 17); 

-- gradually raise the minimum period of contributions from 
15 years to 20 years for eligibility; 

-- cover contributors with income less than $500/month 
through a defined-benefits program; contributors with 
incomes greater than $500/month will have individual 
retirement accounts and will help subsidize the defined- 
benefits program; and 

-- raise caps on maximum pensions from $1 

$2 

5. (SBU) Second Vice President Ruben Arosemena 

GOP\'s participation in the Dialogue 

outcome as a V'victory for the government and for the 
country." He told Emboffs Dec. 2 that the Dialogue has 
boosted the self-esteem of Panamanians 

come together and reach consensus at the negotiating table. 
Convinced that a GOP failure to manage the CSS issue would 
have a negative V'cascade effectV on other key initiatives 
such as possible Panama Canal expansion and a Free Trade 
Agreement (FTA) with the U.S. 

intent on making the CSS Dialogue a success because V'the 
governability of the country was at stake.\" He expects 
President Torrijos will submit a new bill based on the 
Dialogues outcome to the National Assembly this week. Most 
expect the Assembly to approve the bill before January with 
little or no substantive changes 

consensus among key business and society leaders. 


GOP to Pay $7.2 Billion in Transitional" Costs 


6. (U) To ensure a successful outcome 

committed the GOP to putting $75 million/year into the CSS 
starting in 2007 

to 2012 

total 

five decades to cover the CSSY full transition to a mixed 
system. As the GOP currently contributes only about $30 
million/year to the CSS (but nothing to the retirement 
program) 

cash-strapped government. 


7. (SBU) Vice President Arosemena expects the GOP will pay 
this CSS tab through general revenues rather than through 


Uba. Post has no evidence that the GOJ has substantially changed its policies or actions toward Cut 
ss on the Dominican banking sector. (C) Summary. Investigators have discovered a new additional I 
ficials and provide additional information in the next few days about whether these groups would part 
ite repeated attempts to follow up by phone, we have not been able to elicit any further information. E 
; at this time. (Note: Bolivia has no diplomatic representation in Guatemala.) Guatemala\'s Supreme 


ment of Health (DOH) a restricted license to produce Tamiflu, despite the fact that negotiations betwe 


rification required by the Leahy Amendment; see Para. 2. 2. (U) JUSMAGTHAI has requested that 1 
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any special mechanism. He told Emboffs Dec. 2 that the 
Ministry of Economy and Finance (MEF) has assured him that 
the GOP will be able to able to handle this CSS commitment. 
MEFYs Director of Public Policy told Econoff Dec. 2 that he 
will recommend cuts in other GOP expenses to cover increased 
CSS payments. He also expects that any extra GOP deficit 
spending needed to cover this new CSS commitment will be 
balanced by increased CSS contributions the GOP is already 
seeing with Panama\'s growth in employment. Some private 
analysts predict the GOP will shoulder its CSS commitment 
through continued strong economic growth 

advances with expansion of the Panama Canal. 


Comment: CSS Win Boosts GOP Momentum & Prospects for 2006 


8. (SBU) The Torrijos administrations quick passage of 
fiscal and social security reforms in early 2005 sparked 
intense public backlash 

for much of the year. Although the GOP\'s original CSS 
reforms may have been better formulated technically 
proved politically unviable. The original Law 17 was 
formulated to make CSS solvent for 35-40 years. The result 
of the Dialogue is that CSS will achieve solvency in 50 
years; meanwhile the GOP will foot the bill. The DialogueVs 
success strengthens Torrijos hand in putting forward a 
consensus package likely to garner both legislative and 
more critically 

to have eroded support for top GOP antagonists 
FRENADESSO 

interested in posturing than problem-solving. Coming on top 
of Torrijos\' regained popularity 

unemployment 

momentum appears to have swung in the GOP\'s favor 

it on stronger footing for 2006 as it pursues a bilateral 

FTA with the U.S. and possibly expansion of the Panama 
Canal. 
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policy has led the government to look at ways of restructuring 

the security forces in order to enhance their effectiveness in 
countering narcotics trafficking and other transnational crime. 
Accomplishments. Culminating a process begun in 2001 

model chemical control legislation was approved in April 2005 
(see below). Panama was an active participant in the Central 
American \"IDEC\" and participated in the DEA-organized \"Operation 
Contralado\" between August and October 2005. In the most 
significant operation of the year 

seized four tons of cocaine in September 2005 from an area along 


zket Number 98131 Order Number 41525 Tracking Number 6239432 AmEmbassy Ljubljana contact 
1/4676 The Ministry of Foreign Affairs of the Republic of Kazakhstan presents its compliments to the 


lad, director of the Foreign MinisterVs private office, on November 28. Haddad gave his assurance th 
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the Atlantic Coast. 

Law Enforcement Efforts. USG law enforcement agencies enjoy a 
healthy and cooperative relationship with GOP counterparts in 
every aspect of narcotics-related criminal matters. DEA- 
monitored statistics through mid November 2005 indicate seizures 
of 10 

9 

and 259 arrests for international drug-related offenses. Heroin 
seizures declined slightly since last year 

and amphetamines were last seized in 2003 

2004. Seizures of cocaine 

considerably over the past year. International drug-related 
arrests have increased slightly since last year. As in recent 

years 

movements and are usually cooperative ventures between the GOP 
and the USG. 

The Public Ministry\'s Drug Prosecutor's Office (DPO) remains a 
respected entity for combating narcotics-related crimes and a 
principal coordinator of PanamaVs Public Forces counternarcotics 
investigative resources. DPO cooperation with U.S. law 
enforcement agencies is excellent and extensive. The PNP\'s 
Directorate of Information and Intelligence (DIIP) and its Anti- 
Drug Sub-Directorate (DAD) are effective drug investigative 

units. 

The NAS-funded and DEA-supported Public Ministry/PTJ sensitive 
investigative unit 

relative to major drug and money laundering organizations 
continues to grow and regularly carries out operations. The PNP 
Mobile Inspection Unit and Paso Canoas Interdiction Enhancements 
the International Airport Drug Task Force 

continue to operate with USG support and have fielded major 
arrests and seizures. 

The National Maritime Service (SMN) enjoys good relationships 
with USG counterparts. The SMN responds to USG requests for 
boarding and interdictions 

with verifying ship registry data 

evidence to Panama for air transport to the United States. 

Despite the SMN\'s successes and cooperation 

threatened by a lack of resources 

concern that without USG assistance the SMN operational status 
may erode significantly. The SMN and National Air Service (SAN) 
have positive relations and annually team together to eradicate 
cannabis fields in the Pearl Islands. 

Despite limited air assets 

provides excellent support for counternarcotics operations when 
their resources are available. An example was the SANVs 
participation in Operation Sombra III 

identify clandestine airstrips. Another example was the SAN\'s 
involvement in an October 2005 seizure of 1880 KG of Cocaine 25 
miles north of Porvenir 

warning and disabling shots to immobilize the suspect go-fast 


nbassy plans and tripwires, and U.S. military plans as they are developing. The group will meet even 


anguage on CFE/Istanbul Commitments had even been broached at the HLTF and indicated that the 
; is demonstrated by the heightened awareness by law enforcement authorities in both countries abot 
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pending the arrival of maritime forces. The SAN continues to 
respond to U.S. law enforcement requests to over-fly and 
photograph suspect areas and to identify suspect aircraft in 

flight or on the ground. The SAN provides logistical support in 

the transfer of detainees and drug evidence through Panama to 
U.S. jurisdiction. 

The SAN-SMN relationship continues to grow in a positive 
direction. The Government is currently exploring the possibility 

of merging the two forces into a V'Coast Guard." The PNP are 
also in the process of developing a specialized border force. 
Overall 

increases in 2006. 

Cultivation and Production. Joint DEA-SAN aerial reconnaissance 
efforts indicate small-scale coca cultivation. There have been 

no confirmed reports of cocaine laboratories in Panama since 1993- 
94. GOP resource constraints 

presence of heavily armed Colombian insurgents in the region have 
prevented crop eradication. Limited cannabis cultivation 

principally for domestic consumption 

particularly in the Pearl Islands. The SMN 

cooperate effectively to eradicate these crops. 

Precursor Chemicals. Panama is not a significant producer or 
consumer of chemicals used in processing illegal drugs. However 
it is believed that a significant volume of chemicals transits 

the Colon Free Zone for other countries. Legislation to 

strengthen Panama\'s chemical control regime was approved by the 
National Assembly and signed by President Torrijos in April 2005. 
The last known seizure of pseudoephedrine in January 2004 totaled 
3 

legislation in place 

to assist in implementation of the new laws. 

Drug Flow/Transit. Panama remains an integral territory for the 
transit and distribution of South American cocaine 

Ecstasy. These drugs are moved in a variety of modes: traffickers 
primarily use fishing vessels 

go-fast boats. These vehicles often refuel or exchange goods in 

or near Panama. Goods exchanged from sea borne mediums to land 
are loaded onto trucks for a northbound journey via the Pan- 
American Highway or placed in sea-freight containers near the 
Panama Canal for transport on cargo vessels. Illegal airplanes 
utilize hundreds of abandoned or unmonitored legal airstrips for 
refueling 

commercial air flights continued to move cocaine 

heroin 

law enforcement agencies have detected an increase in cocaine 
trafficking via direct flights from Panama City to Madrid. 

Domestic Programs (Demand Reduction). CONAPREDV\'s five-year 
counternarcotics strategy identifies 29 demand reduction 

education 

and 2007 at a cost of U.S. $6.5 million. In 2005 

seven demand reduction projects with a total cost of $924 


'A demarche with a letter, explaining that the EU and its members have decided to ratify the conventi 
əf A, Post requested information from the GOC on stockpiles of antiviral medication and personal pro 


ibassy Control Officer for this visit is IMS Officer Officer Jack Swope, office telephone 353 1 630-620! 
ing between the political parties and Maoists contained no Maoist commitment to give up violence (re 


riefing, and said he would incorporate the PresidentVs speech and U.S. strategy paper on Iraq into br 
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(Somos Triunfadores with MEDUC and First lady Office $475 
MIDES Anti-Drug and Violence projects $29 

with Centro Juvenil Vicentino CEJUVI $30 

Mental $30 

Centro Nueva Vida $50 

projects with the Drug Prosecutors\' Office (Kuna Yala 

$734 

Ministry of Education and CONAPRED-supported by U.S. 
funding-promoted demand reduction through training for teachers 
and information programs. NAS is assisting with the 
implementation of an August 2003 law that created a national drug 
prevention education program 

prevention in school curriculum. CONAPRED and the Embassy\'s NAS 
also supported the Ministry of EducationYs National Drug 
Information Center (CENAID). The PNP Juvenile Police 

funding 

schools. 

Corruption. Corruption emerged as one of the primary issues in 
the 2004 Presidential campaign. As a result of the public\'s 
opinion on corruption 

based on purging corruption from the government. The new 
administration made several strides towards accomplishing this 
goal since taking office in September 2004 

government accounts 

public corruption cases. Panamavs national anticorruption 
commission is charged with coordinating the government's 
anticorruption activities. With USAID assistance 

corruption commission developed a strategic plan in 2005. A NAS- 
funded \"Culture of Lawfulness\" program is also being developed 
with the Ministry of Education 

In 2005 

charged with involvement in narcotics trafficking. 

Agreements and Treaties. Panama is a party to the 1988 UN Drug 
Convention 

amended by the 1982 Protocol 

Psychotropic Substances. A mutual legal assistance treaty and an 
extradition treaty are in force between the United States and 
Panama 

extradition of Panamanian nationals. A Customs Mutual Assistance 
Agreement and a stolen vehicles treaty are also in force. In 

2002 

USG and GOP entered into force. Panama has bilateral agreements 
on drug trafficking with the United Kingdom 

Cuba 

Transnational Organized Crime and its three protocols 

signatory to the UN Convention Against Corruption. Panama is a 
member of the Organization of American States and is a party to 
the Inter-American Convention on Mutual Assistance in Criminal 
Matters and the Inter-American Convention Against Corruption. 
IV. U.S. Policy Initiatives and Programs 

Policy Initiatives. The United States provided crucial equipment 
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training 

counternarcotics 

in 2005. These U.S.-supported programs are aimed at improving 
Panamavs ability to intercept 

drug trafficking and other transnational crimes; strengthening 
Panamavs judicial system; assisting Panama to implement domestic 
demand reduction programs; encouraging the enactment and 
implementation of effective laws governing precursor chemicals 
and corruption; improving Panama\'s border security; and ensuring 
strict enforcement of existing Panamanian laws. 

NAS is implementing a law enforcement modernization project that 
has the goal of professionalizing the Panamanian National Police. 
The key pillars of the project involve implementing community 
policing in Panama 

and promoting managerial change to allow greater autonomy and 
accountability to develop best practices among local police 
commanders. 

Years of support to the SMN 

regular USCG training contributed to the 2005 SMN successes. The 
SMN accounted for approximately 18 percent of Panama\'s total 
cocaine seizures last year. Aside from equipment for the 180-foot 
SMN ship 

SMN. 

The United States has provided Panamanian Customs with training 
operational tools 

linchpin of the Tocumen International Airport Drug Interdiction 

Law Enforcement Team. During 2005 

dramatically expanded 

confines of the airport. 

In 2005 the USG 

upgrading the Public Ministry\'s Anti-Corruption prosecutorVs 
office. NAS supplied training 

other necessary gear. 

Bilateral Cooperation. The Torrijos Administration continues to 
maintain close cooperation with the U.S. by sustaining joint 
counternarcotics efforts with the DEA and by strengthening 
national law enforcement institutions. DEA Administrator Karen 
Tandy visited Panama in June 2005 

Mueller visited in October. The maritime interdiction 

agreement has facilitated enhanced cooperation in maritime 
interdiction efforts 

facilitating the transfer of prisoners and evidence to the United 
States. 

The Road Ahead. The GOP continues to demonstrate its commitment 
to build strong law enforcement institutions and deter the flow 

of narcotics northward. The U.S. will continue to encourage 
Panama to devote sufficient resources to enable its forces to 
patrol fully the land borders 

adjacent sea-lanes 

and narcotics traffic. The U.S. is encouraging the development of 
a risk assessment group within Customs 


adidates on a letter previously submitted to the IECI by the Commission on Public Integrity (CPI). On 
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operation in 2005. 

The USG will continue to work with the GOP to help strengthen 
Panamavs ability to deter trafficking in drugs by providing 

training and equipment. The United States will also continue to 

work with the GOP to help strengthen Panama\'s law enforcement and 
public forces institutional capacity and will provide assistance 

to Panama to support criminal justice reform 

anticrime and anticorruption efforts. 
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indigenous girls being sold into slavery in Venezuela. The 
article featured commentary by Embassy officials and 
highlighted the Department\'s 2005 TIP report 

recent steps to confront child sexual exploitation rings. 

TV news magazines \"Esta Clarito\" and V30 Minutos Plus\" have 
done reports on sexual tourism and forced prostitution. The 
VEI Comercio" national daily reported on a study in the city 
of Santo Domingo de los Colorados by the International 
Children\'s Defense Organization (DNI) that told of sexual 
exploitation of boys and girls in exchange for food or 
inhalants. The article also spoke of child pornography 
victims. DINAPEN is investigating in Santo Domingo. 


Comment 


10. We are encouraged by evidence that Ecuador is taking 
its first serious steps in the areas of prevention 

protection and prosecution. GOE leaders -- led by INNFA -- 
understand the need for cooperation with NGOs 

putting that cooperation to work for victims. We will 

continue to encourage this type of coordination. We also 

will encourage greater cooperation between governmental 
agencies and offices. The Ministry of Government has agreed 
to jumpstart the inter-institutional commission charged with 
drafting a national plan to combat TIP 

working group members to an initial meeting on December 8. 
We will encourage the MFA to play a more active role within 
the commission 

Minister Carrion (see reftel). 

JEWELL 
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4. (U) The attack on the officers was reported widely and 
made front page news on most dailies. Leading dailies V'EI 
Comercio" and \"La Republica V" drew links between the 12/5 
attacks and SL operating in the area; the VEI Comercio 
headline identified the attackers as \"narcosenderistas.\" 


5. (SBU) Palma Pampa is in the heart of the Apurimac/Ene 
Valley (VRAE) 

cocaine production and an area where SL is becoming 
increasingly involved in the narcotics trade (Ref B). The 
Palma Pampa base serves to establish a police presence in the 
area and is successfully increasing interdiction operations 

in the area. (Note: On 12/4 Poloff and media representatives 
accompanied DIRANDRO officers from the base and the 
prosecutor on an interdiction operation in the nearby 
community of Comumpiari; a prosecutor is present for all 
interdiction operations. Six coca maceration pits were 
identified and destroyed in the operation. The community was 
vocally hostile and threw rocks at the police and 

participants. Palma Pampa base commander Enrique Blanco 
referred to Comumpiari as a \"narco-community\" where the 
residents work together to process coca paste and police are 
not welcome. Blanco said similar communities fill the VRAE. 
End Note.) 


6. (SBU) Comment: The attack and murder of DIRANDRO and GOES 
police has galvanized the PNP into action. Embassy is 

providing transport and other support. The influence of armed 
narcotraffickers in the region is evident. Though the 

identities of the perpetrators are unknown 

evidence of increasing linkages between SL terrorist 

remnants 

End Comment. 
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influence. Though their combined circulation is scarcely 
300 

of the media. Internet and cable television access 

largely remains concentrated in the hands of educated 
urban dwellers 

effort to bring the Internet to all schools 

ready \"info centros" are available throughout the country. 
While broadcast media reaches the largest number of people 
on a regular basis 

individuals and institutions - including churches 

political parties 

Society 


vould be useful for a U.S. official to meet with Broten, who lacks environmental expertise and whose ' 
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wield considerable clout 
each depending on the issue involved. END SUMMARY. 


THE MEDIA ENVIRONMENT 


2. The media in El Salvador are relatively free 

competitive 

generally balanced 

country's five national daily newspapers and six nationwide 
free-to-air television stations subscribe to and monitor the 
international wire services and also run regular news 
segments from CNN 

of which have \"stringers\" in El Salvador. Their programming 
and that of other U.S. and international stations are also 
available via local cable television providers. El Salvador 
also has at least 150 radio stations and a variety of 
magazines 

internationally-minded Salvadorans - those in the business 
world in particular -- are also exposed to U.S. news and 
ideas through their subscriptions to U.S. magazines and to 
publications like the Wall Street Journal (WSJ) or the New 
York Times (NYT). El Salvador\'s two largest dailies (La 
Prensa Grafica and El Diario de Hoy - see para 3) have 
agreements with both the WSJ and the NYT that allows them to 
publish regularly Spanish versions of certain articles and 
op-eds. 


3. Annual surveys confirm television as the dominant news 
source for Salvadorans 

and newspapers by a much wider one. Nevertheless 
remains the most demographically diverse info-entertainment 
medium in El Salvador and the one that is most constantly 
heard throughout any given day by listeners in their cars 
offices 

nationwide reach are Radio Cadena YSKL 

Association \"ARPAS\" network (leftist) 

(part of Grupo Samix which is owned by President Saca\'s 
family). Both the free-to-air television channels and many 
popular radio stations feature news commentary on morning 
talk shows that are hosted by well-known journalists. 


4. By farthe two most influential Salvadoran newspapers 
are the major dailies 

Hoy. Both have circulations of about 100 

a well-developed web site. Both are owned and operated by 
politically conservative families who have direct lines of 
communication with the Presidential Palace. La Prensa 
GraficaVs editorial tone is generally centrist and sometimes 
critical of the government 

openly conservative and is considered the nationalistic 

voice of the elite V'old guard." But together with the other 


a final communiqu from the meeting that incorporates the conclusions of the July 2005 Islamic confe 
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three national dailies (conservative El Mundo 

Latino 

influence is much greater than the circulation figures would 
suggest. Newspapers are closely read by the educated elite 
in government 

regular features from American and European (principally 
Spanish) journals. It is also the print media that \"break\" 
the big news stories that broadcast media then cover. Op- 
eds in the major papers are also an effective and direct 
method of conveying messages to Salvador\'s elite and 
through them 

broad reach of newspapers is the fact that organizations and 
private citizens frequently purchase advertising space 
("campos pagados") in order to communicate their views on 
specific issues to the general public. 


5. Both print and broadcast media depend heavily on 
advertising dollars 

low and broadcast because most entertainment content must be 
bought from overseas suppliers. As a result 

media offer space and airtime to whomever can pay 

also generally reluctant to report too aggressively on the 

news in a way that could offend their advertisers (including 

the government). 

INFLUENCE OF PUBLIC INSTITUTIONS AND OFFICIALS 


6. Members of the Cabinet and heads of various government 
agencies frequently talk to the media and wield influence 

at least among the educated elite 

responsibility. With the general public 

varies according to their perceived success or lack thereof. 
For example 

Economy and Labor have the lowest public approval ratings 
due to low economic growth coupled with high unemployment 
and underemployment. The judiciary in particular suffers 
from a lack of public trust and credibility and is thus an 
important target for reform efforts. Many institutions in 

all three branches of government are perceived as 
unresponsive to social concerns such as access to potable 
water 

public trust of the institutions seems to have a positive 
correlation with trust of the individuals who head them. 

7. The 84 members of the national Legislative Assembly and 
the mayors of El Salvador\'s 262 municipalities are also 
highly influential with the general public 

political parties. After the March 21 

the ruling Nationalist Republican Alliance (ARENA) and the 
Farabundo Marti National Liberation Front (FMLN) had 
garnered sufficient votes to ensure their continued 

existence. Since then 

the National Conciliation Party (PCN) 


nna, Austria December 7, 2005. 2. U/S Burns and party will be met at the airport and escorted to tr 
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Democratic Party (PDC) 

in existence; meanwhile 

series of defections that drained it of leaders as well as 
rank-and-file members 

moderate splinter party 

(FDR). Mayors and Legislative Assembly members 
Vdiputados 

both directly and indirectly in pursuit of MPP goals 

including through NGOs or influential associations such as 
the Corporation of Salvadoran Municipalities (COMURES). 
Salvadoran political parties are influential because they 
control the agenda of the Legislative Assembly and because 
they have numerous loyal members among Salvadorans of voting 
age. While ruling party ARENA has great influence over the 
priorities of the national administration 

FMLN mayors run EI Salvador\'s capital and major cities 
FMLN mayors most often appear in the media. ARENA hopes to 
win more seats in the National Assembly and to capture 
control of more city halls in the elections scheduled for 
March 

look good. 


CIVIL SOCIETY 


8. The Catholic Church 

churches 

allied with the Office of the Human Rights Ombudsman (PDDH) 
are highly influential. Left-leaning groups that had 

expressed opposition to CAFTA-DR include EI Salvador\'s few 
labor unions 

development think-tank FUNDE 

Center for Solidarity and Exchange (CIS by its Spanish 
initials). Leftist daily newspaper Co-Latino and radio 

stations such as YSUCA 

and Radio Venceremos (the voice of the FMLN in the war 
years) are the primary media for these groups. A few 
universities such as the Universidad Centroamericana Jose 
Simeon Canas (UCA) 

University 

influence that is probably enhanced by their public opinion 
polling capability. 


9. Close ties between the government and the formal private 
sector (which falls 

conservative) give the business community good access to 
senior government officials and a high degree of influence 
over government decisions. The free-market 

agendas of various private-sector associations are reported 
regularly in the mainstream media and carry weight within 

the Salvadoran government and Legislative Assembly. These 
groups include the leading economic and social think-tank 


unities. The workshop coincided with the announcement of local infrastructure projects geared towar 
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FUSADES 

associations of small and medium-sized businesses and 
exporters such as COEXPORT and FUNDAMYPE 

of Commerce (including the American Chamber of Commerce) 
industry associations 

owners. Senior members of these organizations have 
sometimes gone on to hold political office; for example 
President Saca himself used to be the President of ANEP. 


OTHERS WHO WIELD INFLUENCE 


10. Other persons of influence are those who regularly 
write newspaper columns and op-ed pieces and/or are 
interviewed in newspapers and on television news talk shows 
on the day's most pressing issues. They include Peace 
Accord negotiator and university rector David Escobar 
Gallindo 

Rivas Gallont 

Economist Rafael Castellanos 

turned FMLN-critic Joaqun Villalobos. Professionals such 
as doctors 

widely respected and trusted. 


11. One cannot discount the influence of the two million 
Salvadorans living overseas nor of the hometown associations 
and lobbying groups they have formed. In part because of 
the remittance dollars they represent 

highly influential. They tend to have political 

orientations that encompass a wide range of views 
strongly pro-immigrant. Many groups have sought voting 
rights in Salvadoran elections (not allowed under the 
current constitution) and therewith a more direct influence 
on politics 

in both the United States and EI Salvador. 


12. Finally 

knit networks of families 

other social circles. For example 

potential or actual applicants seem to trust the word of 
migration-assistance NGOs 

\"advisors 

than they trust official information coming from the U.S. 
Consulate. (This is 

and the Consular Section have mounted a massive public 
outreach effort across radio 

in Internet chat rooms; see para 17.) 


INFLUENCE ANALYSIS BY MPP GOAL 


13. Economic Growth and Development 
Stimulating growth 


jite the lack of a ratified NP Cooperation Agreement, including the Internal Control Program (ICP), Cc 


is benefited initially from SyriansV fears of new international economic sanctions, as the average Syri: 


assured us that Austria and other European Union member states shared our concerns about the dr: 
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for both the GOES and the Mission. Though public opinion 
polls show many Salvadorans are skeptical about the short- 
term benefits of adhering to what has come to be known as 
the Washington Consensus 

Salvadorans believe open markets and free trade are the only 
ways their country can develop. ARENA\'s decisive victory in 
the March 21 

polls that give President Saca positive ratings in the 70th 
percentile indicate that stimulating growth 

investment is a top public concern 

relations with the United States in order to achieve those 
goals. In this environment 

governmental and nongovernmental institutions and those of 
prominent members of the business sector carry lots of 
weight. Though there was opposition expressed by some of 
the groups mentioned in para 7 

day 

the agreement 


14. Democratic Systems and Practices: In order to promote 
reform of El Salvador\'s public institutions 

corruption 

for democratic institutions 

provide information 

opportunities to local academic 

organizations working to shape policy and/or promote 
participation in democratic processes. Some helpful 
strategies include supporting NGO activities such as the PAS 
and INL-funded Culture of Lawfulness program 

USAID funds to finance programs aimed at reforming the 
judiciary 

citizen input into decision-making. 


15. Law Enforcement and Judicial Systems: In order to 
build public understanding of the related threats from 
terrorism 

increase support for combating them 

with the judicial sector to strengthen criminal statutes 
against conspiracy and alien smuggling 

recently-formed GOES anti-gang commission to reduce gang 
membership and violent crime related to gangs. Our 
educational exchanges and INL programs 

working directly with the police and municipal governments 
are conduits to share U.S. best-practices 

material support for anti-crime measures 

prevention 


16. In April 2005 

agreement with El Salvador to establish an International Law 
Enforcement Academy (ILEA) in El Salvador. Post correctly 
anticipated opposition from the FMLN and others 


arnment of Bolivia has requested bilateral observers to complement the OAS mission and that the U.! 


| that Italy wants to play a larger role in Afghanistan and made an appeal for closer cooperation on po 
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the ILEA would be a new V'School of the Americas!" training 
police in torture tactics. Groups of Embassy officers and 
interagency ILEA representatives met with the FMLN and 
judicial-issues NGOs to address their concerns 

them to observe ILEA-type training taking place in EI 
Salvador. Opposing voices continue to be heard from time to 
time 

Federation for Legal Studies (FESPAD) and the much- 
splintered FMLN. 


17. To curb illegal migration yet facilitate legal travel to 

the U.S. 

understanding of the U.S. visa process and the dangers of 
illegal immigration through public meetings 

press briefings and through regular communication with the 
Directorate of Migration and the Foreign Ministry. 
Representatives from the Consular Section and the Department 
of Homeland Security (DHS) appear almost weekly on radio and 
television 

agencies dealing with migration 

Civilian Police (PNC) 

and various adoption services. Post also shows \"message\" 
videos in consular waiting areas. The fact that El Salvador 
depends on the nearly $3 billion in remittances it receives 
annually (equal to about 14 percent of its GDP) hinders 
these efforts 

opportunity and reunification with family members in the 
United States. While it is difficult to change the cost- 

benefit calculation in the minds of individual intending 
immigrants 

recently shown less of a tendency to turn a blind eye toward 
unlimited emigration 

some of the adverse effects of family disintegration and 
even the massive inflow of remittances. 


18. Close Ties with Neighbors and Key Allies: Along with EI 
Salvador\'s support in international fora on issues such as 
free trade and democracy and its leadership in regional 
integration efforts 

month rotations of 360 troops each to the Coalition effort 

in Iraq is a policy the Saca Administration has continued 
despite polls showing the majority of the public opposed. 
Continued close military relationships are key to this 

effort 

forces and their commitment to remaining out of politics. 
The Mission will also continue our multiple collaborations 
with the Salvadoran armed forces 

for training and supplies/repairs 

events showing our appreciation for Salvadoran collaboration 
in international peacekeeping efforts. 


oloff met with Dr. Susanna Schlien of the OSCE office of the Italian MFA to discuss the US position or 
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19. COMMENT: Since Post first composed an Influence 
Analysis cable in March 2004 (reftel A) 

rotations of Salvadoran soldiers have served in Iraq 

has been ratified 

of our closest allies in the Hemisphere. Recent newspaper 
commentary suggests 

believe El Salvador ought to be getting more from the United 
States - greater immigration benefits 

assistance 

devastation of Hurricane Stan in October 

understanding about the difficulties of accepting Salvadoran 
criminals deported from the U.S. 

continue to seek opportunities to emphasize the long-term 
commitment of the United States to El Salvador over many 
years 

Corps 
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Canada\'s support for training of the Iraqi police force in 
the wake of her visit to the JIPTC earlier this year. The 
formality of the Minister's signature was all that remained 
to authorize CAD 7.5 million for 2006 

at the V'earliest opportunity 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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of UNMEE\" holding U.S. 

nationality should leave UNMEE within 10 days 

of the sector of their activity.\" Eritrea had provided no 

further explanation 

request had been forwarded to UN headquarters in New York 
and characterized it as a continuation of a decision taken by 
the GSE two months earlier to impose incrementally tighter 
restrictions on UNMEE and its freedom of movement. UNMEE 
Spokeswoman Gail Bindley-Taylor Sainte said UNHQ would likely 
prepare a statement for release by the UNSYG. 


Column 3 
ETHIOPIA MAY RECONSIDER REDEPLOYING TROOPS AWAY FROM BO 


3. (SBU) Amb. Ennifar said that upon informing EthiopiaVs 
Minister of State for Foreign Affairs Dr. Tekeda Alema this 
morning of Eritrea\'s request 

would not be provoked 

(following UNSCR 1640) to withdraw its troops along the 

border to positions held in December 2004 would be \"examined 
in the context of these new conditions." Ennifar commented 
that he believed that Ethiopia would implement a partial 
withdrawal -- withdrawing only in areas where Ethiopia 
assessed that Eritrea did not pose a risk. 


4. (SBU) Amb. Ennifar noted that at the November 25 meeting 
in Nairobi of the Military Coordination Commission 

active mechanism for discussions between Ethiopia and 
Eritrea 

resolve underlying issues. He said that while Ethiopia had 
committed to withdraw troops to positions held in December 
2004 

troops did not apply to Eritrea 

not moved any troops into the TSZ. 


5. (SBU) DSRSG Ennifar said that the GSEVs request would 
directly apply to approximately 150 UNMEE personnel in 
Eritrea: 90 out of 220 military observers 

approximately 50-60 civilian staff in Asmara. However 
indirect consequences would include hampering mission 
communications and logistics 

chief of administration was Russian. Ennifar also expressed 
concern that if the UN considered the GSEVs request to apply 
to UNMEE contractors as well as personnel 

hamper demining operations and possibly curtail UNMEE\'s fixed 
wing air operations (as Ukrainian air crews operate two 
Antonov aircraft based in Asmara). 


6. (SBU) In response to questions from Western diplomats 
Ennifar said it was \"too early" to discuss whether the GSEVs 
request would require UNMEE to additional posts (18 out of 40 
have been closed since the GSEVs October flight ban) in the 
Temporary Security Zone (TSZ). Whether UNMEE would comply 
and seek to substitute staff of either nationalities 

protest the decision 

said. V'It is completely in the hands of the Security 

Council 

intended to put further pressure on the international 


he Group of Latin American and Caribbean States at upcoming elections in March 2006. Text follows 


ctober\'s rise was due to increases in rent and utilities, which were up 4.4 percent for the month. The 


ssion will formally launch VC SPS as part of a larger Embassy on the Road event. Four to eight wee 


s to cellular phones is driven by domestic contractual disputes between domestic fixed-line and mobi 
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community to address border demarcation 

that the GSE did not want UNMEE to leave. If Eritrea wanted 
UNMEE to leave 

said. Asked to identify UNMEE\'s red-lines 

UNMEE would have to reconsider its presence only when 
personnel\'s safety was at risk 

few personnel that it would be impossible to fulfill its 
mandate. 


7. (SBU) Further restrictions by the GSE were likely 
according to UNMEE Head of Political Affairs and Principal 
Political Advisor Amb. Leandre Bassole 

visiting Addis Ababa. Amb. Bassole said that when the GSE 
announced its ban on UNMEE helicopter flights 

had explicitly linked the move with a desire to prod the UNSC 
to act on border demarcation 

restrictions could be imposed in the future. DSRSG Ennifar 
noted that beginning with the flight ban imposed two weeks 
after the GSE\'s minister of finance\'s belligerent address to 
the UNGA on September 23 

number of restrictions on UNMEE: affecting not only its 
freedom of movement (restricting time and locations) 

also measures that harassed UNMEE staff (e.g. 

UNMEEN's PX to import shipping containers 

departing UNMEE staff to provide receipts for all personal 
effects). 


8. (SBU) UN legal experts were reviewing the June 2000 
cessation of hostilities agreement (S/2000/601) and the 
December 2000 Algiers accord 

provides much detail 

basis for Eritrea\'s request 

the June 2000 agreement may refer to consent of host 
countries 

countries 

staff was subject to formal host-country approval remained an 
open question 

operated until now without any formal status of mission 
agreement with the GSE 

composition of personnel to host-country approval. 


9. (SBU) Amb. Bassole commented that Eritrea\'s request was 
Vdirected against Western countries.\" He noted that it came 

five years after the establishment of UNMEE 

was without precedent. Canada\'s ambassador said Canada was 
at a loss to explain its inclusion in Eritrea\'s expulsion 

order 


that the Dutch see the EITHER option as doing more to encourage Russian withdrawal from Moldove 
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but believed that Eritrea was likely protesting former 
Canadian foreign minister Lloyd Axworthy\'s tenure as UN 
Special Envoy for Ethiopia and Eritrea. 


10. (SBU) UN peacekeeping missions operating under Chapter VI 
of the UN Charter typically require host country approval 

Ennifar said. However 

UNMEE\'s mandate to Chapter VII (i.e. 

then \"they (Eritrea) cannot reject it 


11. (SBU) Troop contributing countries (principally Jordan 

and India) have given no official reaction to the GSEVs 

request 

their personnel. Amb. Bassole reported that Indias 
ambassador to Ethiopia had met with UNMEE officials and had 
proposed that UNMEE examine: (1) the possible replacement of 
those asked to leave with staff from other nationalities 

(2) redeploying affected staff from Eritrea to Ethiopia. 


12. (C) Amb. Ennifar informed poloff that UNMEE has 
contingency plans 

Eritrea 

substituting staff. He also observed that EritreaVs action 

was directed against all P-5 members except China (which has 
both MILOBs and civilian staff assigned to UNMEE) 

asserted that China had recently provided arms to Eritrea. 
DSRSG Ennifar also noted that as of December 6 (prior to the 
GSE\'s announcement) 

any Ethiopian withdrawal from border areas. Troop movements 
north from Mekele (in Tigray) to the border had ceased 

no Ethiopian troops had been seen withdrawing south 


13. (C) COMMENT: Allied missions are concerned that even if 
Eritrea\'s move is legally justified 

precedent. Senior UNMEE officials are awaiting guidance on 
whether to comply with the GSEVs request (but circumvent its 
effects by substituting personnel from other UN missions) 

to reject it. The UN has some ability to transfer assets 
among peacekeeping missions: Ennifar noted that following 
the GSEVs October ban on air operations 

helicopters to MONUC in the Democratic Republic of Congo. 
END COMMENT. 

HUDDLESTON 
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controversy involving President Arroyo. Garcillano refused 
to comment directly on the audiotapes 

rigging votes in favor of Arroyo during last year\'s election. 
Garcillano lashed out at the Opposition 

whatever he did in talking to Arroyo during last year\'s 
election timeframe was similar to what he did with other 
politicians. Garcillano is due to attend more hearings 
shortly. The continued controversy highlights the need for 
serious electoral reform in the Philippines. End Summary. 


\"Garci\" Testifies 


2. (U) During a nine-hour hearing (with some intermissions) 
before a five-committee panel at the House of Representatives 
on December 7 

admitted talking to President Arroyo once during the 2004 
presidential election but denied that their conversation had 
anything to do with the rigging of votes in Mindanao. (Note: 
Garcillano is the election official with whom President 

Arroyo spoke in a taped and subsequently leaked telephone 
conversation last year 

electoral fraud and calls for her resignation. Arroyo 

admitted the conversation was \"improper.\" See refs A 

and E for background. End Note.) He challenged the 
authenticity of the tapes and demanded that the originals be 
produced for examination. Garcillano 

answer specific questions about the wiretapped conversations 
and confirm whether it was his voice on the tapes. 

Garcillano argued that he could not comment in detail because 
he has filed two petitions with the Supreme Court (one 
seeking to lift the warrant of arrest issued by Congress 

earlier this year for his failure to testify 

questioning the admissibility of illegally-obtained audio 
recordings in Congressional hearings). 


And Stirs the Pot by Naming Names 


3. (U) Pursuant to recent comments he has made to the press 
since emerging from hiding last month 

that he also spoke in private meetings or by telephone with 

at least 37 legislators and others during the May 2004 

election timeframe 

names included senators (Juan Enrile 

Lacson 

well as many incumbent congressmen 

Francis Escudero and his assistant Allan Cayetano. He also 
claimed to have spoken with Opposition vice-presidential 


uenza has been detected. Additionally, some restrictions are in place on poultry from safe origin cout 
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candidate Loren Legarda. Some lawmakers quickly denied 
having met or talked with Garcillano 

having had \"chance encounters\" with him or discussing 
non-poll related issues. For example 

denied having discussed electoral matters with Garcillano 
during the election. 


Reactions 


4. (U) The Garcillano hearing received heavy media coverage 
and was carried live on broadcast television. Most press 
opinion 

uncovered little solid new information and failed to bring 
closure to the controversy. Malacanang Executive Secretary 
Eduardo Ermita declined to comment and said that Arroyo will 
remain focused on \"pressing national concerns.\" The 
Opposition 

GarcillanoVs refusal to implicate Arroyo in alleged electoral 
fraud and by his naming of names 

own. Opposition figures harshly criticized his testimony and 
accused him of delivering V'a Malacanang-scripted exoneration\" 
of Arroyo 

would do prior to his appearance before the House (see ref A). 


More Hearings 


5. (U) Garcillano\'s hearing before the House will continue 

on December 13. He is also scheduled to testify on December 
14 before the Senate Committee on National Defense. 
According to the latter Committees Chairman 

Biazon 

national security involved in the wiretapping of the 

Presidents phone conversations. 

Comment 


6. (C) Garcillano\'s comments yesterday did not bring closure 
to the \"Hello Garci\" controversy but left it open-ended. 
Nonetheless 

affirmation that Arroyo did not discuss rigging votes with 
him will ease attacks on her. Now that Garcillano has also 
accused other politicians of speaking with him during last 
year\'s election 

out Arroyo on this point. That said 

likely continue to accuse Malacanang of a cover-up 

most Filipinos seem tired of the political bickering. The 
controversy 

electoral reform in the Philippines in order to strengthen 
rule of law and good governance 


sive to both US and multilateral efforts to police international terrorism. On January 31, Nepal passec 
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the political system. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State 
DepartmentVs Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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tackle these issues by ourselves." Describing his desire for 
increased cooperation between the U.S. and Morocco 
commented that DEA and GOM interactions should move beyond 
day-to-day operations to a more strategic level of 

cooperation. Zerouali closed the meeting remarking 

make 2006 a year of concrete cooperation." END SUMMARY. 


3. (SBU) On December 6 

Houston 

and Poloff met with senior MOI official Khalid Zerouali 
Governor-Director of International Cooperation 

Moroccan counternarcotics issues. Zerouali explained that 
although there is still a lot of work to be done in order to 
eradicate hashish 

ZeroualiVs office 

coordination of the Moroccan governmentVs counternarcotics 
strategy). He noted that Morocco is strides ahead of other 
countries in that the GOM has developed a comprehensive 
counternarcotics strategy. He also explained that the GOM 
has actively and willing engaged in joint activities with the 
United Nations. Zerouali pointed to Morocco\'s forthcoming 
cooperation with the United Nations Office on Drugs and 
Crime\'s (UNODC) 2004 study on cannabis production and 
eradication efforts in Morocco as an example of such 
cooperation. According to Zerouali 

counternarcotics strategy is focused on protecting the 
population 

that will benefit Moroccans. 


4. (SBU) Contrary to previous meetings with Emboffs 
(reftels) 
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dissatisfaction with what he deems a lack of U.S. efforts to 
provide Morocco with border security assistance. Instead 
Zerouali warmly welcomed visiting DEA delegation 
comments on counternarcotics issues 

delegation a safe return back to Paris. 


5. (SBU) Zerouali explained that for Morocco to eradicate 
drugs it must operate on three levels: production 
trafficking 

the GOM V'cannot tackle these issues by ourselves 

that Morocco must rely on the help of others to solve its 
drug problem. 


6. (SBU) On production 

Vdone a lot of work\" to eradicate hashish and to enhance 
local development. Commenting on a phenomenon he feels is 
hard to overcome 

arise with crop substitute techniques because of the 
financial incentive to produce drugs in place of legal crops. 
He took this opportunity to remind Houston of a successful 
trip he took to Taounate province in July with former DEA 
Country Attach in Paris Habib to view Morocco\'s eradication 
strategy first-hand. Zerouali mentioned that Morocco has 
declared Larache \"a province without cannabis." 


7. (SBU) Turning to trafficking 

is an area where the GOM needs help. In a not-so-veiled 
reference to the potential for increased cooperation with the 
U.S. 

trafficking. Zerouali disclosed that Morocco seized 318 tons 
of hashish last year. 


8. (SBU) Zerouali conveyed that Europe needs to step up to 
the plate and assume its responsibility with respect to 
consumption-related issues. In his view 

need to be more seriously engaged in the fight against drugs 
but that this battle will be difficult so long as a demand 

from Europe continues to exist. Describing what he perceives 
as mixed signals from Europe 

combat drugs when some European countries are trying to pass 
legislation to legalize drugs while others in Europe are 

trying stop the spread of drugs. 
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9. (SBU) Describing his desire for enhanced cooperation 
between DEA and the GOM 

can move from day-to-day cooperation to a more strategic 
relationship between the two entities. After explaining that 
there is a need to organize more exchange visits to foster 
opportunities to share ideas 

relationship needs to move beyond rhetoric 

concrete steps need to be taken. 

10. (SBU) Zerouali also mentioned that the MOI is in the 
process of launching a drug-related website. He complimented 
the DEA website 

was \"copied\" from the DEA model. Zerouali closed the meeting 
by saying 


11. (SBU) DEA officers discussed the possible visit to 
Morocco of DEA Administrator in early 2006. Zerouali said 
the GOM looked forward to the visit. 


12. (U) DEA cleared this message. 
Riley 
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illegal activities. End note.) 


9. (U) The NDC branch office reviews the above information 
and submits it to the NDC Legal Directorate in Baghdad. If 
the information is in order 

Exception. An Exception allows a Level 4 Group Party Member 
to return to his/her place of work demoted to a lower 

position and to receive a pension. An Exception has a 
one-year probationary period during which the individual\'s 
activities are monitored. According to al-Muhanna 

are rarely denied. To the best of his knowledge 

Exceptions have been granted this year. The Exception 
process is reported to take 4-5 months. 


10. (C/REL UK) Comment. Although the NDC General Secretary 
has provided relatively clear general guidelines for the 
de-Baathification process orally 

Exceptions have not been executed within the customary 
timeframe and Appeals are nearly impossible to win. In 
addition 

Embassy learned on separate visits to the NDC suggests that 
some requirements and rules may be inconsistently applied 
thereby damaging the transparency of the process. Finally 
numerous complaints from various political contacts may 
indicate that de-Baathification procedures have not been 
executed properly and/or have been politically motivated. 


Jiseases. 2. Per reftel, post understands that no assistance is required. Embassy telephone numbe 
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End Comment. 
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the new government." END NOTE.) 
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Comment.) 


5. (U) Since 1992 

and the PUK in regional elections. They have 
consistently garnered at least 20 percent of the votes 
in the region 

second overall after the PUK in Sulymaniyah 

overall after the KDP in Dohuk 

the region. Ahmed claimed that the KIU lost half of 
its membership last year when it reluctantly joined 
with the Kurdistan Alliance. If the KIU had remained 
in the Alliance this year it would have lost the 
remaining half 

were two main reasons for the split from the KDP and 
PUK: the increased level of corruption in the KDP and 
PUK and the need to offer an alternative to the two 
main Kurdish parties. 


6. (C) In response to President Jalal TalabaniVs Chief 
of Staff Kamiran KaradaghiVs statement that the KIU 
and other splinter parties would continue to vote with 
the Kurdistan Alliance in the future 

replied that while the KIU shared some of the same 
interests with the Alliance they would vote 
independently and according to their principles. (See 
reftel.) 


7. (C) The dominance of the KDP and the PUK 

as the increased administrative and financial 

corruption in its ranks 

almost certainly be rife with fraud and intimidation 
tactics 

that only half of the Kurds intended to vote in the 
December election. PolOff replied that the Ambassador 
had raised the importance of running a free 
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transparent election in Kurdistan with KDP leader 

Masud Barzani and President Talabani. Ahmed countered 
that the PUK- and KDP-dominated media in Kurdistan 
made no mention of such warnings by the Ambassador 
during his visit. He recommended the U.S. monitor the 
elections 

they are credible. 


8. (C) When pressed for specific instances of 
intimidation by the main Kurdish parties 

that Kurdish authorities had been told anyone voting 

for the KIU would have his food rations withheld. 

Rasul Mohamed stated that last week a KIU candidate in 
Halabja and KIU-affiliated media assistant in 
Sulymaniyah were harassed in their homes by suspected 
Pesh Merga officers. By December 5 

at least eleven KIU members in the region had received 
letters containing a single bullet inside. PolOff 

strongly urged them to report such events to the IECI 
Election Fraud hotline. The IECI could not respond to 
allegations if they were not aware of them 

continued 

against the worst offenders. 


9. (C) On the scheduled merger between the Kurdistan 
Regional Governments (KRGs) in Erbil and Sulymaniyah 
Ahmed opined that if that happened 

actually be four governments in Kurdistan: the KDP and 
the PUK would split the main ministries of Finance 
Defense 

ministry would act as independent entities. 

Employment in any of the KRG government institutions 
and ministries require KDP or PUK party affiliation 

he charged. In addition 

throughout both the KRGs 

merging the two governments result from fears that a 
merged KRG government would lead to a renewal of the 
KDP/PUK civil wars of the 1990s 

reftel.) Ahmed went on to state that any merger 
between the two main groups would only be supOficial. 
He doubted that the PUK would allow the KDP into 
Sulymaniyah 


10. (C) Kurdish independence 

of the KIU 

Ahmed. In language similar to that of the Kurdistan 
Alliance 
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in a united Iraq 

separate if they felt their needs were not being 
addressed fairly. When PolOff queried whether 
absorbing Kirkuk into Kurdistan would be a 
precondition for independence 

Kirkukis alone should decide whether they are part of 
Kurdistan. KIU was only concerned that Article 58 of 
the TAL be implemented in its entirety. As for the 
Iraqi Arabs transplanted to Kirkuk 

against forced removal 

cards should reflect their original province 

than Kirkuk. PolOff emphasized that expelling Arab 
settlers from Kirkuk was not authorized in Article 58 
and stressed the need to respect the rights of all the 
ethnic minorities living in Kirkuk. 


11. (C) PolOff also raised the question of the KRG 

flying Kurdish flags outside of Kurdistan. (We had 
heard reports from non-Kurdish minority groups that 
Kurdish officials would not allow Iraqi flags in some 
Pesh Merga-controlled parts of Ninewa and Kirkuk south 
of the Green Line.) Ahmed stated that the PUK raised 
both Iraqi and Kurdish flags in their territory 

the KDP did not. Most of the ethnic minorities lived 

in KDP territories 


12. (C) The KIU represents an increasingly vocal 
Kurdish minority that resents the KDP and PUK for 
their corruption and perceived inability to fight for 
core Kurdish desires 

constitution negotiations. As the largest party 
outside the main two 

independent perspectives of the internal politics in 
Kurdistan. From these initial two meetings in 
Baghdad 

interlocutor on the sometimes murky political 
landscape of the north. 

KHALILZAD 


3. (C) Allawi stressed that \"nothing happened" on banking 
reform on December 1. He said he had hoped for 

receive 

next MinFinance begin the process of reforming lraq\'s banking 
system. Allawi said he has a lot of ideas but that there are 


re culture, encourage Muslims to seek success and social mobility in the mainstream and reduces ali 
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Vno GOI policies on bank restructuring 

been decided 

government to decide. In light of this 

both he and the Central Bank President were \"perplexed\" to 
receive a call from the IMF expressing concern over GOI bank 
restructuring programs. 


4. (C) The Ambassador urged Allawi to join others in the ITG 

to find a way to halt illegal enforcement of the Arab League 
secondary and tertiary boycott 

provide Iraq with badly needed foreign investment (reftel). 

The Ambassador said that PM JaVafari supports the idea but 

So as not to go out on a limb 

members. The Ambassador emphasized that DPM Chalabi and the 
Minister of Industry are ready to support the effort. Allawi 

agreed to work to allow PepsiCo to register its trademark if 

other Ministers are also on board. 


DFI Extension and Post-Kinetic 
Operations Reconstruction Funding 


5. (C) Allawi agreed to a proposal put forward by JCC-I/A and 
Treasury Attache asking for an extension of the delegation of 
authority under which JCC-I/A and the Chief of Mission 
administer and pay for CPA contracts written against the DFI 
(the so-called DFI liabilities). Allawi also was agreeable 

to setting $150 million from the remaining DFI transition 
account balance (currently used to cover DFI liabilities) to 
pay for post-kinetic operations reconstruction needs in 

cities like Tal Afar and Ramadi. 


6. (C) Allawi stressed that he does not want to be in the 

next government in any capacity. His plan is to return to 

his private life as soon as the next government is in place. 

He said that he would not stay on even for one additional 

year. He revealed that leaders are giving some thought to 
merging the Ministries of Planning and Finance into a 
super-Ministry 

ambitious politician. (NOTE: Minister of Planning Barham 

Salih has also suggested that these two Ministries be merged. 
END NOTE.) He also said that there are a number of capable 
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politicians 

him as the next Minister of Finance. Possible contenders 
said 

(National Security Advisor and former business partner of Ali 
Allawi) 

Azez Hassan Jaber (former Deputy Minister of Finance 
advisor to Deputy President Abdul Mahdi). 


7. (SBU) On the December 15 election 

are: the Shia Alliance: 115-120 seats (\"they\'ll do better 
than predicted); Sunni moderates: 45-50; Kurdish Alliance: 
45 seats at first but will increase to 50 when out-of-country 
votes are counted; and Chalabi: between 5-10 seats. He 
called former PM Ayad Allawi the V'biggest question mark. V 
Minister Allawi expects that 40-50 seats will be determined 
by undecided Shia voters and that in the end many of these 
will go to the Shia Alliance. According to Allawi 

Alliance will be charged with forming the first government. 
He would not predict if the Shia Alliance could form a 
government within 30 days. Nonetheless 

there will be many returning faces in whatever government is 
formed next year. 


9. (C) Allawi will be missed. He has been a driving force in 
getting the GOI to meet its IMF Emergency Post-Conflict 
Assistance (EPCA) requirements in order to get an SBA. 

Without his efforts 

wishlist for spending oil revenues rather than a serious 

document based on sound budgeting and accounting procedures. 
He had hoped that he could start a policy process whereby 

State Bank reform and restructuring would be considered 

he ran out of time. This will be an issue for the next 

government to tackle 

merging the Planning and Finance Ministers 

this would be a good idea in the mid-term since the concept 

of a Minister of Planning is a holdover from previous 
governments. In the current government 

to have had both a Ministry of Finance and a Ministry of 

Planning because the two men occupying those positions were 
important promoters of economic reform in Iraq and greater 
regional and international economic cooperation. END COMMENT. 
KHALILZAD 


Honduran-sponsored resolution calling for greater respect for human rights in Cuba. In April 2005, H 
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force 

response. New Delhi has also committed 24 battalions of the 
Central Reserve Police Force (CRPF) to counterinsurgency 
operations. Embassy contacts and many commentators are 
skeptical that the new initiatives will accomplish very much 

as they do little to address the persistent economic and 
social problems underlying Naxalism. Indian economic 
development has missed large portions of the countryside. 
India's scheduled tribes (STs) 

who live in these remote areas 

desperation and view Naxalites as the only groups willing to 
defend them. There is no chance Naxalites could threaten the 
Indian state 

through police action. The most likely prospect is a 
continuing and bloody stalemate. To end the conflict 

GOI would have to convince Naxalites to renounce violence and 
embrace parliamentary politics. This would entail ending 
violent attacks on those Naxalites who have already entered 
politics and enacting comprehensive land reform and other 
measures aimed at dismantling the rural feudal power 
structure than oppresses India\'s poorest citizens. There is 
little sign that the GOI is willing to take such steps. 

Indias Maoists are closely eyeing events in Nepal 

their Nepali comrades eventually give up armed struggle 
could encourage the Naxalites to do the same. Meanwhile in 
parts of the countryside the bloodletting continues. End 
Summary. 


Naxal Activity Spreading 


2. (U) The Indian Home Ministry in its 2004-2005 Annual 
Report documented the spread and continued success of the 
Naxalite insurgency. According to the report 

currently 9 

districts and spread across 12 Indian states (Chattisgarh 
Karnataka 

Pradesh 

Himachal Pradesh). The insurgents are armed with 6 
factory-made weapons (mostly WWII era bolt action rifles 
supplemented by a few automatic weapons). The remainder are 
armed with \"country-made\" weapons 

of dubious reliability. Counter-insurgency experts estimate 
that every one Naxalite fighter is supported by four \"active 
sympathizers 

other infrastructural support. Just two years ago 

were active in only 9 states and 76 districts. To date in 

2005 some 510 persons have been killed in Naxalite violence 
including over 90 security force personnel. The goal of the 
Naxalites is to create a V'revolutionary corridor\" from AP to 
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Nepal 

governed by the Maoists (reftel). They currently administer 
areas in Jharkhand and AP where there is no GOI control and 
which provide safe-haven for Naxalite combat units. 


3. (U) Experts concur with the GOI assessment that while 
Naxalite activity has spread over a wider geographic area 

the number of violent attacks has remained constant. 
Increased tactical sophistication and the use of more lethal 
improvised explosive devices (IEDs) has pushed up the 
security force death toll 

stream of Naxalite attacks throughout 2005. Some of the most 
notable include: 


--November 2004 - 15 policemen killed in an Andhra Pradesh 
landmine attack. 


--February 2005 - 38 Central Reserve Police Force (CRPF) 
killed in AP 


--June 2005 - approximately 500 Naxalites attack the UP 
village of Madhuban destroying buildings 
and killing several local policemen 


-- August 2005 - Naxalite murder of a member of the AP 
legislative assembly 


-- August 2005 - 22 CRPF members killed in a Chattisgarh 
explosives attack. 


--September 2005 - 15 police killed in Jharkhand 


--November 2005 - Naxalites attack a Jharkhand police 
Training Center killing policemen and capturing 185 weapons 


--November 2005 - an estimated 300 to 400 Naxalites attack 
the Jehanabad Prison in Bihar - killing several constables - 
freeing 341 inmates 

anti-Naxalite Ranvir Sena 


Reasons for the Spread 


4. (U) Aggressive counterinsurgency operations by State 
police forces 

deployed by New Delhi 

Naxalite activity. Experts agree that the Maoists are ahead 

of the game 

growing in sophistication and capability since the September 
2004 formation of the Communist Party of India (Maoist). The 
formation of the banned CPI(Maoist) 


ia subsequent conversation, Ventura acknowledged the importance of fulfilling Canada\'s obligations 


Vs Maritime Limits Law passed November 3. Lagos also agreed to invest $430 million in Ecuador\'s | 
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Peoples\ War Group (PWG) and the Maoist Communist Center 
(MCC) 

intelligence sharing between formerly disparate Naxalite 

groups 

formerly localized groups to operate across state boundaries. 
The new party has implemented an extensive training program 
that has produced professional military-type cadres with 
improved tactics 

communication networks and better IEDs. 


5. (C) Although Naxalites claim to represent the interests 
of India's oppressed Scheduled Castes (STs) and Schedule 
Tribes (STs) 

upper castes 

The same applies to the extensive Naxalite support network 
including above-ground organizations of educated middle class 
persons from academia 

As globalization and economic liberalization (neo-liberalism) 
expand in India 

anti-globalization forces disparage the Left Front (LF) 

group of Communist and Socialist Parties who espouse 
parliamentary democracy and support the ruling United 
Progressive Alliance (UPA) government from outside. They 
feel that the Naxalites are the only \"true\" leftists 

stand up for the oppressed SCs and STs. The Naxalite 
movement would not have been able to expand without this 
middle-class 


New Delhi\'s Response 


6. (U) The Home Ministry 

Naxalite effected states to mount a coordinated response 
September 19 called the administrative heads 

officials and Chief Ministers of the 12 states together in 
New Delhi. The participants established an \"interstate joint 
task force\" to \"facilitate coordinated and synergized 
anti-naxalite operations across state boundaries 
\"strengthen intelligence networks.\" Home Minister Shivraj 
Patil hailed the meeting 

\"multi-track approach 

as a law-enforcement problem. Patil emphasized that the new 
approach would work to develop the local economies in the 
effected areas 

SCs and STs 

Naxalites who continue to insist on committing acts of 
violence. 


An Opposition Viewpoint 


137,920 (CIF) and Ecuadorian imports from Cuba totaled only $286,230 (CIF). 2. (C) The vast majori 
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7. (C) Telegu Desam MP M. Jagannath represents an AP 
constituency with a large ST population in which Naxalites 

are quite active. Although he is in the opposition 

supported many of the views expounded by Home Minister Patil 
but urged the Indian state to go much further. In a December 
2 conversation with Poloff 

Naxalite problem is inherently political 

solved with a purely law and order approach. He pointed out 
that India's STs and SCs often live in the grip of feudalism 
that in Indias more backward areas the \"feudals\" are usually 
supported by the high castes 

of the feudal/high caste nexus 

India\'s rural underclass 

cycle of poverty 

rape of wives and daughters. Seeing no other option 

and SCs often turn to the Naxalites 

means to exact revenge and reverse their economic status. 


8. (C) Jagannath urged the GOI to tackle the Naxalite 

problem by providing employment and subsidized loans to poor 
SCs and STs and investing in genuine rural development 
programs 

the back of the feudals. Jagannath blamed the AP government 
for the breakdown of negotiations with the Naxalites there 
pointing out that to show \"progress\" in the anti-Naxalite 
campaign 

tribals 

in Vencounters.V 


The View from the Left 


9. (C) Journalist and political activist AS Verma 

former Naxalite 

September 19 meeting was little more than political theater 
and would do nothing to stop the spread of Naxalism. He 
pointed out that LK Advani had pursued a similar policy as 
Home Minister in the previous NDA government 

activity was confined to only four states. Verma accused the 
GOI of inherent hypocrisy 

a V'social problem 

solution. In Verma\'s estimation 

the police than the NDA. This is because the LF 

the UPA in power 

CPI(M) used harsh police methods to crush Naxalism in West 
Bengal. 


10. (C) Verma urged the GOI to differentiate between 
revolutionaries and terrorists. Terrorists 

have no mass base 

throughout India. The Naxalites 


h a centralized searchable archive. The original SMART timeline called for systems development in 2 
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their violence and do not engage in mass killing of 
innocents. This was demonstrated in Jehanabad 

warned civilians to remain indoors and assured them they 
would not face attack. Verma emphasized that the GOI must 
stop jailing illegally leftist activists who speak out on 
behalf of STs/SCs 

laborers and poor peasants 

currently in illegal detention. Arguing that India is 
basically a \"criminalized state 

parties and Naxalites are the only parties in India that are 
not corrupt and entrenched with criminal mafias. 


11. (C) Verma urged Poloff not to take Naxalite assertions 
of eternal class war at face value. In his estimation 

Naxalite violence is a bargaining tool and a means to an end 
rather than an end in itself. Saying that \"this is not the 
1960\'s and there is no possibility of a violent overthrow of 
the Indian state 

see a negotiated settlement 

acceptance as above-ground political parties. The GOI should 
hurry this process along by declaring a cease-fire 

ending violent attacks against the Communist Party of India 
(Marxist-Leninist) 

by former Naxalites. 


Comment - Naxalism as Prelude to Bargaining 


12. (C) Naxalites cannot overthrow the government of India 
and are unlikely ever to control more than a few remote areas 
of the country. Likewise 

Naxalism 

inherent discrimination of Indian society has nurtured 
desperation that finds its only outlet through violence. 
Without a radical change of tack by both sides 

likely outcome is an extended stalemate that can only grow 
bloodier as the Naxalites acquire more sophistication and 
better weapons. While the security forces can gain the upper 
hand in some Naxalite areas 

reverses in others. Three factors hold the key to an 

eventual solution: events in Nepal 

India\'s left parties 

development. 


13. (C) India\'s Naxalites are watching events in Nepal 

closely. Nepal is a small and largely homogeneous state 

with an entrenched feudal class 

a desperately poor rural underclass 

better conditions for a Maoist revolution than India. If 

Nepal\'s Maoists eventually give up armed struggle and come to 
a negotiated settlement 


tain stated that the Central Bank would not act on a list provided by the U.S., but would do so only on 
eral Trade Capacity Building (TCB) meetings in Hong Kong (Ref B), but that he did not have a substa 
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India's Maoists to do the same 

victory in India are much less than in Nepal. Some leftists 
such as Verma 

they cannot win a class war 

settlement when conditions are right. A negotiated outcome 
in Nepal would provide a further impetus. 


14. (C) The Communist Party of India (Marxist) is Indias 
leftist flagship and remains a committed enemy of the 
Naxalites. CPI(M) General Secretary Prakash Karat dismisses 
the Naxalites as \"adventurists\" whose \"politics rely on 
anarchic violence directed at individuals and ordinary 
people. Karat argues that Naxalite violence only invites 
state repression 

He has pledged the CPI(M) to V'counter politically and 
ideologically the false posturing of such VrevolutionaryV 
activities.\" The fledgling CPI(ML) is committed to bringing 
the Naxalites out of the underground and into parliamentary 
democracy 

In order for India\'s Naxalites to renounce violence 

would have treat the CPI(ML) as a legitimate political party 
and provide reformed Naxalites an opportunity to join and 
agitate on behalf of STs and SCs. 


15. (C) Desperation often drives Naxalism. The onus is on 
the GOI to demonstrate to Indias have-nots that it is 
crafting an economic development program that is genuinely 
aimed at alleviating this desperate situation. As long as 
India\'s political parties and elites are willing to accept 

the status quo and not take on feudal interests 

stalemate and the violence will continue. 

MULFORD 
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sides.\" In 1989 

market operates in Greece. Oligopolies 

immorality in the economy 

graveyard of competition 

protectionism wander with the blessings of the country\'s 
political and intellectual leadership. V 


4. (U) Upon taking offic in early 2004 

clash with Sioufas regarding senior PPC evecutives Stegios 
Nezis and Avraam Mizan 

PASOK government. As the battle continued over his actual 
power 

and former PPC officials 

involvement in corruption schemes to the public prosecutors 
office. When challenged on his actions by Sioufas 
Paleokrassas contacted PM Karamanlis to obtain support 

he received. 


io new threats to Embassy personnel. EAC did note recent reports of minor conflicts in the northern ! 
ployees bustled about doling out slips of stamped and signed papers, with no overt signs of cash at F 
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The Proverbial Straw 


5. (U) Rumors surrounding tensions between Paleokrassas and 
GoG officials and the PPC board exploded into the open as a 
result of an interview given to Greek daily Kathimerini on 27 
November.Likening the media and other members of parliament 
to instruments 

that there were V'Senior Political Ministry officials (who) 

act as conductors 

international journalis told Econoff that he was shocked by 
Paleokrassas comments 

because of the very public way in which he was putting into 
question the ND governments stated dedication to confronting 
corruption. 


6. (U) Three days of political and media fallout followed the 
publication of the Kathimerini interview and led to a 

December 1 meeting with Minister of Development Sioufas in 
which Paleokrassas was asked to provide evidence on his 
allegations by 6 pm that day or resign. Paleokrassas also 
requested to meet with PM Karamanlis on 1 December as well 
but the PM refused the meeting. Paleokrassas offered his 
formal resignation letter to the PM the next day. 


The Exit Interview 


7. (U) In a press conference December 5 

clarified that his allegations of corruption were directed 
against former PASOK members of PPC 

as complicit in protecting two of the individuals he referred 

to the public prosecutors office (Stegios Nezis and Avraam 
Mizan). Sioufas issued a detailed response to Paleokrassas\' 
allegations that explained his support of the two individuals 

in question was in the interest of continuity as the country 
moved toward the critical time surrounding the 2004 Olympic 
Games. 


Comment 


8. (U) PaleokrassasY resignation has inevitably raised 
questions amongst the Greek public about the Karamanlis 
government's anti-corruption drive. We believe his 
motivations 

attempts to consolidate power in the chairmanVs office and 
rid the PPC senior leadership of anyone not loyal to his 
cause. It appears that his latest series of allegations were 
simply too much for the GoG to bear 


'rime Minister and Finance Minister Ziad Fariz,s extensive banking and finance background will be of 
an concurs with CARE\'s re-submission of previous call forward postponed of below mentioned comn 
er 16-18, in Tunis. 2. The Chairman expressed his thanks for helping him become familiar with the L 
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his resignation. 


9. (U) PaleokrassasY resignation has nonetheless focused 
tremendous public and media attention on the GoGVs policies 
vis-a-vis market reforms in general and the PPC specifically. 
This fallout will inevitably cause the GoG to tread 

especially carefully in coming months as it works to move 
ahead with reform while not completely abandoning 
consideration of its politcal debts. 

RIES 
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monies." Saini noted an exponential increase in financial 
interdependency between India and the US through networks. 
This dependency includes not only normal import/export 
transactions but also V'support processing" by Indian industry 
to US financial institutions and bodies (i.e. through BPOs). 
Saini noted that Internet-based transactions were also 
exploited by V'dark forces V" which included terrorists 
operators 

ensure that the US and India have interoperable standards in 
Cyberspace; Saini proposes that participants in the working 
group include representatives from the Reserve Bank of India 
and Indian intelligence agencies as well as their USG 
counterparts. 


Proposal 2: Transportation Sector Working Group 


5. (SBU) The GOI is interested in dialoguing about a working 
group on cybersecurity in the transportation sector and 
welcomes WashingtonYs comments. Currently 

single entity in India responsible for protecting critical 
infrastructure. The Indian Computer Emergency Response Team 
(CERT-In) handles intrusion events on an emergency basis but 
does not maintain the security of infrastructure networks. 

India is most interested in an exchange with TSA on securing 
their air 

admits that although Delhi and Washington have a joint 
interest in securing data systems related to air traffic 

rail and bus networks -- though accounting for a staggering 
amount of India\'s daily domestic travel -- is not a logical 
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issue of bilateral concern. That said 

side could glean important \"lessons learned" from TSA 
officials who focus on securing data relating to ground 
transportation. 


ira Dayal to Iraq in connection with the GOIVs ongoing investigation into the naming of Former Indian 
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Joint Fund & Training to Raise Cyber Cooperation Profile 


6. (SBU) The GOI would like to highlight the cooperative 
nature of the Indo-US Cybersecurity Forum and request 
feedback from Washington on two issues introduced at the 9-10 
November 2004 Plenary in Washington. Specifically 

is eager to set up a joint Indo-US Cybersecurity Fund to 
which the two governments would provide start up funding. 
Other stakeholders could also be invited to contribute. The 
fund would be used to finance the Cybersecurity ForumVs 
activities 

addition 

training exercises in 2006 

experts and joint training. To underline the importance the 
GOI ascribes to what has become a high-profile and highly 
successful bilateral engagement on cybersecurity 

Secretary (Americas) S Jaishankar on December 8 reiterated 


SIPDIS 
DelhiVs desire to move forward on the joint fund and joint 
training. 


Bio Brief: Saini to Retire from Navy and Go Private 


7. (SBU) Saini told in us that he plans to retire from the 

Navy after his tour at NSCS concludes in April 

continue following cybersecurity issues in the private 

sector. He has not finalized where he will end up (NASSCOM 
a think-tank 

as soon as he knows 

once one is named. For now 

achieving deliverables out of the January plenary 
undoubtedly to further increase his marketability. 


Comment: GOI Eager to Move Forward 


8. (SBU) Saini and his NSCS superior 

Gupta continue to push Indo-US cybersecurity cooperation with 
energy and focus at every opportunity 

Technology Cooperation Group (Septel). They -- as well as 
senior Foreign Ministry officials -- clearly want to create 

strong momentum and expand the bilateral infrastructure 
underpinning cybersecurity cooperation. Erica Russell will 

get another taste of this eagerness during her upcoming TDY 
which will (we hope) authoritatively address the above issues. 


9. (SBU) ACTION REQUEST: Post requests that Erica Russell 
be prepared to give the GOI authoritative responses to their 


in Reftels B and C, remain. The Maldives is a moderate, pro-Western Muslim nation which has prov 
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requests regarding the joint fund 

financial sector and transportation working groups 
her forthcoming meetings in New Delhi. 


10. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 


47009 

during OIF and the \"Suleymaniye\" or \"July 4th incident" in 
Northern Iraq. Military relations further chilled when 

to Turkish perceptions that the US was going to withhold full 
honors from the TLFC Commander during his planned CPV to 
Washington in May 2003 

October 2004 saw the first sign of a thaw in the relationship 
when 

Buyukanit stated in his bilat with the CSA that he wanted to 
restore mil to mil relations to their traditionally strong 

state. At the same bilat he accepted the CSAVs invitation to 
conduct this current CPV 

Commander to conduct a March 05 visit to Turkey. While 2005 
has seen some additional efforts towards increasing mil to 
mil relations 

JCET in 06 

leadership in a DVOT in SEP 05 

Buyukanit expressing intent to begin staff to staff 

exploration for engagement opportunities 

Ankara Nov 05) 

light the TLFC needs to accelerate engagement. Additionally 
as GEN Buyukanit is currently in line to become Turkey\'s 
Chief of Defense in August 2006 

enduring importance. End Summary. 


2. (S) Army to Army engagement has diminished significantly 
since the end of the Cold War and has been virtually 
non-existent since OIF. While the desire to restore mil to 

mil relations and explore engagement opportunities was 
expressed by GEN Buyukanit at the 2004 CEA as well as to GEN 
Bell during his visit to Turkey in March 2005 

been 

lay a foundation upon which more robust engagement can be 
built 

incremental as it is measured against resource restrictions 
within the TLFC and negative public reaction to continued 
terrorist operations in southeastern Turkey by the 
PKK/KONGRA-GEL 

in northern Iraq. Correspondingly 

sentiment within the Turkish Armed Forces over OIF in general 
and the July 4th 2003 Suleymaniye incident in particular 

will have some residual impact. 


: on December 27. The 37 defendants face charges including murder of Kuwait security forces, planr 


Column 3 

3. (S) With regard to resources 

Keeping) Brigade is the TLFC\'s showcase unit for conducting 
international operations and would likely be the first choice 

for any joint exercises. However 

EUFOR 

increase in the future. Command Post Exercise potential is 
still extremely viable with the recently completed state of 

the art Simulation Center now fully operational on the War 
College campus in Istanbul. The Turkish TRADOC Commander also 
expressed great interest in a proposed Counterpart visit to 

Ft. Monroe last year 

that the trip would be a self-invite rather than a CPV. 


4. (SBU) The TLFC has been seeking either Army Staff talks or 
that an Army Sub Working Group (ASWG) be established as a 
subset to either the Joint Staff Talks or the High Level 

Defense Group. The latest request for an ASWG was made at the 
November HLDG in Ankara. Establishing an Army to Army 
dialogue 

else 

regard to interfacing with the US Army could be examined. As 
Turkey buys less US military hardware (the Army is to receive 
German tanks soon; no American company bid on the current 
Attack Helicopter tender) 

explore new ways to ensure interoperability. It would also 
provide opportunities to encourage Turkey to expand the 
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number of its units trained and equipped for international 
peacekeeping operation. 


5. (S) While it is difficult to accurately gauge the depth of 
General Buyukanit 

U.S.-Turkey mil to mil relationship 

GEN Bell in March 05 as well as his commitment to conduct 
this CPV likely serve as a reasonable barometer. The 
last-minute cancellation of his visitto USAREUR as GEN 
Bell's guest in September 

his CoS 

reflect a change of heart with regard to the relationship 

but rather the result of an externally imposed 

reprioritization of his calendar. (His staff assured us that 

his sending of General Saygun was intended to demonstrate the 
value he gave that visit.) Buyukanit 

popular within the Army and adept at working the press 

also successful at playing his political cards close to his 
vest. Members of his staff assert to us that he strongly 
favors returning to a robust military relationship with the 
U.S. He will also grip and grin with the best of them in 


rmenia would vote for the resolution in the U.N. General Assembly. EVANS 
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meeting you. General BuyukanitVs succession next summer as 
the CHOD has been the subject of much press speculation of 
late. Editorials have appeared which suggest that the ruling 
Justice and Development Party (AKP) is seeking to retire 
General Buyukanit early due to his strong Kemalist views and 
anticipated opposition to the pro-Islam undertones of the 
current government. The government subsequently denied it 
intends to tinker with the planned TGS succession. And while 
anonymous accusations of minor corruption on BuyukanitVs part 
have appeared on a government web site 

to be significant or credible enough to impact his 

progression. 


TURKISH LAND FORCES 


6. (C) The over 400 

the late 1990s 

commander 

and organization. While the term modernization 

traditionally meant to the TLF equipment acquisition 

2003 it has also encompassed some organizational and Command 
and Control transformation. However 

economic constraints and internal resistance progress has 
been halting at best. The primary operational focus for the 
TLFC is currently its fight against the PKK/Kongra-Gel. 

While the TLFC concedes that they live in a rough 
neighborhood 

threat at the moment 

Iraq. Their desire for US support in eradicating the PKKVs 
safe havens in Northern Iraq and the right to conduct 
cross-border or hot pursuit operations is well known 

the US position that was expressed during both the Sept. 05 
visit by General Jones and LTG Smith and during the November 
HLDG--i.e. 

However 

visit and is already planned to be the main focus of General 
Buyukanit\'s presentation at the American Enterprise Institute 
dinner on Dec. 14th. 


7. (C) The major transformation effort in the TLFC seems to 
take the shape of equipment acquisition 

a weakly executed strength reduction initiative by the CHOD 
General Ozkok. In May 2004 

the Land Forces 

brigades and the Aegean Army HQs in Izmir. While in the past 
there was some discussion of transforming the TAF into an all 
volunteer force 

due to costs and the view within the TGS that conscription 
Serves as a valuable socialization process. The Minister of 
National Defense stated 
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no plans for an all volunteer army. However 

saving measure the TGS did already reduce the personnel 
strength of the armed forces by 17% by shortening the 
compulsory military service from 18 months to 15 months 
also reducing the conscript personnel across the Turkish 
Armed Forces from 685 
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BEHIND THE SCENES SUPPORT FOR IRAQ 


8. (SBU) Despite the unpopularity of the Iraq war 

provided significant logistical support to both Operation 

Iraqi Freedom and to OEF in Afghanistan. Turkey has approved 
multiple requests for the use of Incirlik Air Base 

including: a tanker refueling operation which has delivered 

28 

sorties; the transit of 8 

from January through April 2004; and the establishment in May 
2005 of a logistics hub which allows 6 US military C-17 

aircraft to move the amount of cargo it took 9-10 military 
aircraft to move from Germany. This hub has facilitated the 
movement of 48 

flown 1554 C-17 sorties; received 689 wide-body cargo 
aircraft; and houses 150 TDY support personnel. Turkey also 
approved the use of hub flights for the emergency evacuation 
of US soldiers from Iraq. 


9. (SBU) The Habur Gate crossing from Turkey into Iraq has 
facilitated 2596 of fuel shipments to Coalition forces in Iraq 

-- approximately 340 

two-thirds of gasoline and diesel fuel shipments for the 

Iraqi people and three million gallons a day in humanitarian 
fuel shipments. Significant shipments of food and water for 
coalition forces also pass over the border. 


10. (SBU) The Turkish government has also demonstrated its 
support through its public announcements of support for the 
January elections; provision of training in Turkey for Iraqi 
diplomats 

training mission) for the Iraqi security forces; hosting a 
training week-end for Iraqi constitution drafters; and 

hosting a meeting of rival Tall Afar tribal leaders in August 
for a reconciliation dialogue; and bringing together various 
Sunni groups in Istanbul Dec. 4th to encourage participation 
in the political process (Ambassador Khalilzad participated 
in this effort). 
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PARTNER IN GWOT 


11. (S) Beyond its support for Iraq 

valuable assistance and cooperation to GWOT. On Aug. 8 
Turkey completed its second International Security Assistance 
Force (ISAF) command (Il and VII) in Afghanistan 

held for six months and during which time it contributed over 

4 

force as part of every ISAF rotation). Turkey and France 

have agreed on a shared command of the ISAF Central Command 
in Kabul during the second half of 2006. Turkey also 
contributes to reconstruction and training efforts in 
Afghanistan. It is involved in the reconstruction of schools 
and is exploring counter-narcotics training programs for 
Afghan police and alternative livelihood options for poppy 
farmers. Following PM Erdogan\'s May visit to Afghanistan 
pledged an additional $50M in assistance to the country. 


12. (U) Together with the US 

assistance to Georgia and Azerbaijan 

abilities to protect key energy transport routes. Turkey 
subscribes to every nonproliferation arrangement it is 
eligible to join 

Initiative (PSI). It will host the first PSI combined air 
land and sea exercise in May 2006. 


IRAN AND SYRIA - DIFFERENT MEANS TO THE SAME END 


13. (S) Turkey\'s watchword for both Syria and Iran is 
\"engagement.\" While the government states that it shares our 
goal of a nuclear weapons-free Iran 

jeopardize its nascent trade development opportunities 
including energy 

Iran on the PKK. According to TGS 

sharing intelligence this summer on the PKK 
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meetings at the border. As of September 

over 40 suspected PKK members or sympathizers. Turkey touts 
its support for the EU-3 dialogue and Turkish 

officials stress to us the need to maintain dialogue and to 
identify a diplomatic solution. The equivocal response by PM 
Erdogan and the MFA to President Ahmadinejad\'s Oct. 25 
statement about Israel 

reception of Iranian FM Mottaki earlier this month 


t week the GOAM has opted to detain at least 50 opposition supporters for several hours at a time, w 
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demonstrate that Turkey is trying to walk both sides of the 

line on Iran. Turkey\'s tact toward Syria is the same. 

Turkish military officials have characterized Syria as a 

scared cat that could lash out if backed into a corner. V 

They and others in the government stress the need to support 
Assad 

Ba\'athist dinosaurs in the regime who seek to undermine him 
and regularly urge US engagement. 


DEFENSE INDUSTRY COOPERATION WEAK 


14. (SBU) Historically the strongest area of our bilateral 
relationship 

is declining significantly. Under Turkey\'s current policy 

being implemented by the Undersecretariat for Defense 
Industries (SSM) 

at the expense of Foreign Military Sales and American 
companies are having difficulty competing. The last 

significant commercial tender won by a U.S. firm was the 2002 
win by Boeing for an Air Early Warning and Control (AEW&C) 
system. (Note: Boeing recently delivered a letter 

threatening to take legal action against SSM over protracted 
contract disputes and just signed the Critical Design Review 
this month. End Note.) In early 2004 

tenders (UAVs 

month MOD finalized an agreement with Germany to acquire 294 
Leopard II A4 Main Battle tanks. A second UAV tender was won 
by the Israelis weeks before PM Erdogan\'s spring 2005 visit 

to Israel. 


15. (SBU) The revised attack helicopter tender (Note: The 
first tender was issued in 1995 and won by Bell Textron. SSM 
cancelled it over technology transfer issues. End Note.) 
issued in February 2005 was the first to contain new 
\"standard\" terms and condition. The three US firms that took 
the tender (Bell 

onerous that Bell immediately dropped out of contention and 
Sikorsky soon after. Boeing invested considerable time and 
energy to try and work through its concerns with SSM but 
even after several contract revisions and two postponements 
of the bid due date 

Oct. 13 


16. (SBU) SSM\'s stated goal is to develop an indigenous 
capability to supply sophisticated components for integration 
into foreign products 

and has outlined an aggressive timetable to do so. To meet 
that schedule 

unconditionally to all T&Cs and to confirm at the time of bid 
submission the suppliers governments willingness to allow 
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transfer of the required technology. DUSD Suzanne Patrick 
and State DAS Greg Suchan explained to SSM in clear terms the 
USG limitations that prohibit such upfront guarantees but SSM 
has refused to revise the tender to remove that requirement. 
Sikorsky 

52 utility helicopters and 

Turkey a global production site for export models of its 

Black Hawk helicopter 

removed. ODC Chief MG Sutton has held extensive talks with 
Service Chiefs 

the negative impact of the SSM program on US participation in 
the Turkish defense market. Across the board 

their preference for US equipment but professed an inability 

-- or unwillingness -- to influence the process. 
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to evade current U.S. measures against the country. V' A post 
contact in Lattakia elaborated on Dardari 

claimed that because U.S. companies often cannot or do not 
closely monitor the end-users of their products 

easy for Syrians to create front companies in 

directly from 


6. (C) Though other posts in the region may see other causes 
recent trade statistics from the U.S. Bureau of Census World 
Trade Atlas may help explain how U.S. goods are still flowing 
into Syria. Though direct export of U.S. goods to Syria has 
decreased due to sanctions (so far 20 percent in 2005) 

export of U.S. commodities to countries that most often 
re-export to Syria has increased. Comparing the first nine 
months in 2004 (January to September) with the same period in 
2005 

percent. Exports to Saudi Arabia increased by 26 percent. 

UAE 

point for prohibited U.S. goods into Syria 

percent in U.S. exports in the same period. Although U.S. 
exports to Lebanon have decreased (which may partially be 
explained by the SARG 

decrease the amount of Lebanese goods officially allowed into 
Syria) 

the imposition of U.S. sanctions has increased the number of 
Lebanese businessmen shipping U.S. goods to Syria by at least 
50 percent. 


7. (C) Syrian businessmen who are trying to abide by the 
mandates of U.S. sanctions law have expressed frustration 
about the perceived inconsistency and inefficiency of the 
export license process as well as the threat posed by 


be donated to Malawi by Taiwan. Post has no objections, but requests further guidance on how to p 
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competing vendors who are importing U.S. goods illegally. 
The comment of one Syrian businessman 

the USG has deliberately stopped (approving) export licenses 
to Syria until the end of the year (when the Mehlis 
investigation is concluded) 

victimization prevalent in the community of Syrian 
businessmen with historical ties to the U.S. The initial 
willingness of Syrian businessmen to import U.S. commodities 
within the framework of the SAA has diminished as they have 
watched their market shares (and in some cases the financial 
viability of their companies) erode. Post contacts have 
confided that for the sake of their V'bottom line 

willing to incur the costs of applying for U.S. export 

licenses only for \"complex\" commodities (e.g. often technical 
equipment that cannot be obtained from third countries) and 
prefer to purchase other U.S. goods in the Syrian market. 
Others have stated that while they have waited for export 
license decisions they have had contracts cancelled 

been charged penalty fees for not fulfilling contractual 
obligations 

tenders. In many instances these businessmen have ultimately 
decided to purchase U.S. goods from neighboring countries. 
One contact 

company 

month decision-making period for export licenses and that he 
has contemplated turning to Asian and European companies. 
Econoff recently witnessed this shift to alternate markets at 

a healthcare exhibition in Damascus sponsored by the 
Syrian-American Medical Society at which no U.S. medical 
supplies or equipment were displayed. 


8. (C) Comment: Post has heard a consistent refrain from 
the Syrian business community that it 

bearing the brunt of the effects of the SAA. Contacts have 
also repeatedly expressed that though they value their 
business ties to the U.S. and have made considerable effort 
to comply with the SAA 

illegally obtained U.S. goods in the Syrian market is forcing 
them to chose between legality or continued financial 
viability. When obliged to make this decision we have and 
will continue to see a number of Syrian businessmen choose 
the latter. End comment. 
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Russia 


4. (S) C. HAVE THERE BEEN ANY RECENT POSITIVE OR NEGATIVE 


iet LithuaniaVs transformation goals and heightened NATO obligations. The lack of a mechanism to | 


keys FIU, to deliver reftel demarche. In both meetings, EconCouns discussed the danger of Mehlis i 
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CHANGES IN THE DEGREE OF SUPPORT FOR US POLICY IN THE REGI 


During recent senior U.S. visits 

remained consistent in his support for U.S. security priorities 

in the region. Rahmonov has specifically pointed out that the 
Global War on Terror continues and the United States should not 
reconsider its position in the region. Continued U.S. 

assistance projects including building a bridge between 
Tajikistan and Afghanistan have bolstered U.S.-Tajik relations. 
There was a dip in relations 

after the color revolution in Bishkek. However 

that the attitude has changed now 

Central Asia 

United States. Any \"negative attitudes V' come from small groups. 


5. (S) D. HOW MUCH FINANCIAL COMPENSATION WILL THE GOVERNI 
SEEK OR ACCEPT FOR US USE OF THE FACILITY? WHAT FEES 
(NATIONAL 

USE? 


The Tajiks appear more limited in the level of pressure for 
funds exhibited toward foreign military tenants. The French 
military have stated they have little to no problems with the 
Tajiks in renegotiating their basing agreements. The French 
currently conduct C-160 operations out of Dushanbe airport in 
support of the French contribution to ISAF. However 

will expect any significant military presence will bring with it 
significant infrastructure upgrades and additions. Post 
believes basing in Tajikistan would likely include compensation 
packages more amenable to the United States than currently 
underway elsewhere in Central Asia. The Tajiks would also 
welcome the employment and local procurement opportunities a 
base would represent. 


8. (S) E. WHAT NON-FINANCIAL COMPENSATION OR QUID PRO QUO 
(SUCH AS POLICY CONCESSIONS) MIGHT THE HOST GOVERNMENT E? 
IN RETURN FOR HOSTING U.S. BASES? 


Our MFA contact did not foresee any policy concessions 

did say Tajikistan would have to balance all of the big powers 

in the region 

Tajikistan to seek concessions from the United States. In fact 
we believe Russia would put enormous pressure on Tajikistan to 
ban basing or at least make the cost exorbitant. 


9. (S) F. WHAT ARE THE PRINCIPAL DEMANDS THE COUNTRY WILL 
EXPECT TO BE FILLED IN CONJUNCTION WITH THE ESTABLISHMENT € 
A US FACILITY? MILITARY 


The government of Tajikistan will generally see a basing 


ck and very volatile grain dust, which he said can explode with the force of TNT. He stated that at the 
1e agreement, which was ratified and implemented in 2001, does not include details on preferential tr. 
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negotiation as an opportunity to raise Tajikistan\'s regional 
political importance 

Increased military to military contacts 

would inevitably follow. 


10. (S) G. DOES THE HOST COUNTRY SEEK A WRITTEN SECURITY 
COMMITMENT AS PART OF AN AGREEMENT FOR A US FACILITY? 


Previous agreements 

negotiated and then codified by an exchange of diplomatic notes 
rather than an instrument needing ratification by the 

Parliament. In the case of a more complicated agreement 
Parliamentary ratification could be needed 

MFA. The U.S. already has a basic SOFA with Tajikistan from the 
currently suspected OEF refueling operation. 


11. (S) H. WHAT CONDITIONS DOES THE GOVERNMENT SEEK TO IMF 
FOR THE FACILITY? WILL THE US HAVE EXCLUSIVE USE? DO THEY 
INTEND TO RESTRICT US DEPLOYMENTS FROM THE FACILITY OR 
COUNTRY? WILL DEPLOYMENT OF US FORCES BE SUBJECT TO 
GOVERNMENT OR PARLIAMENTARY APPROVAL? 


Exclusive use would be subject to negotiation 
be achievable. 


12. (S) I. HOW WILL THE HOST COUNTRY PROPOSE TO PROVIDE 
SECURITY FOR THE FACILITY? 


Our MFA contact said that Tajikistan does have secure 
facilities 

have to be improved. Tajikistan would expect major funding to 
come from the United States for security upgrades. 


13. (S) J. WHAT OTHER ELEMENTS OF THE HOST-NATION GOVERNM 
(FOR EXAMPLE PARLIAMENT OR SECURITY COUNCIL) WILL PLAY A RC 
IN OR INFLUENCE NEGOTIATIONS OR POTENTIAL US DEPLOYMENTS? 


The Ministries of Foreign Affairs 

Committee on Border Affairs would all play a role in 
decision-making and clearance of any U.S. proposal. The 
PresidentVs office would have the final decision. 


14. (S) K. WHAT IS PUBLIC OPINION REGARDING HAVING A US 
FACILITY IN COUNTRY? WHAT ARE THE PUBLICYS EXPECTATIONS OF 
ECONOMIC 

DOES PUBLIC OPINION DIFFER AMONG VARIOUS GROUPS (LE. 
REGIONAL 

INSIGHTS POSTS MIGHT OFFER TO THE REASON FOR THESE 
DIFFERENCES. 
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Our MFA contact did not see much public opposition 

that any dissent could be ameliorated by having hearings in 
Parliament 


basing. 


15. (S) L. ARE THERE ANY VIABLE OPPOSITION GROUPS THAT COULI 
BE 

EXPECTED TO CAPITALIZE ON A US PRESENCE AS LEVERAGE AGAINS 
THE CURRENT HOST GOVERNMENT? WHAT ARE THE PRINCIPAL CAU: 
FOR THIS OPPOSITION? 


There are no well organized opposition groups that would oppose 
basing if the benefit to Tajikistan\'s national security and 
economic interests are made clear. There would be a serious 
calculation made about the damage caused to Tajik-Russian 
relations 

economic question. 


16. (S) M. HOW CONCERNED IS THE HOST COUNTRY OVER SUCH 
OPPOSITION? IS THERE ANY CONCERN THAT A US PRESENCE COULD 
PRECIPITATE VIOLENCE OR TERRORISM? 


Tajikistan is a stable country that is not easily fazed by 
events connected with the war on terror. Very unlikely a U.S. 
presence would precipitate violence. 


17. (S) N. ANALYSTS WOULD ALSO BE INTERESTED IN ANY 
INFORMATION 

OR INSIGHTS POSTS HAVE INTO THE INFLUENCE OF THIRD COUNTRIE 
OR INTERNAL ORGANIZATIONS ON THIS ISSUE. SPECIFICALLY: 


1) WHAT MEASURES ARE BEING TAKEN BY THIRD PARTIES 

(SUCH AS RUSSIA 

DISSUADE THE HOST GOVERNMENT FROM AGREEING TO HAVE US 
FACILITIES IN THE COUNTRY? ARE INTERNATIONAL MEMBERSHIPS 
(SUCH AS THE SHANGHAI COOPERATION ORGANIZATION 

TREATY SECURITY ORGANIZATION 

COOPERATION ORGANIZATION) BEING USED AS LEVERAGE? 


Because there have been high-level visits to Tajikistan 
including Secretaries Rice and Rumsfeld with no discussion of 
basing 

lobbying against a base. It has not been an issue. However 
negotiations were to become public and to take a long time 
three countries would likely wage an intense public and private 
battle to dissuade Tajikistan. 


iutcome to the Doha negotiations on cotton. He expressed concerns that the event on December 12 
ymmission internal consultations on a proposal for a Council Decision on the Cultural Diversity Conve 


poke with Vincent Guitton, Head of the Services, Investment and IPR Division in the Ministry of Econ: 
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2) HOW SUSCEPTIBLE IS THE HOST COUNTRY TO THIRD PARTY 
INFLUENCE IN DECIDING WHETHER TO HOST A US FACILITY? ON 
WHETHER TO ALLOW USE OF THE FACILITY FOR DEPLOYMENTS? 


Tajikistan\'s President is confident of his ability to balance 

the major powers. He would no doubt come to an independent 
decision 

Russia and China would bring to bear. 


3) HOW WOULD THE ESTABLISHMENT OF A US FACILITY IN 
COUNTRY AFFECT ITS RELATIONS WITH NEIGHBORING COUNTRIES? 


A U.S. presence is problematic for Uzbekistan only 

countries in Central Asia. There is little to lose in 

Tajik-Uzbek relations. Russia could make Tajikistan WpayW by 
restricting the flow of Tajik migrants to Russia and reducing 
RussiaVs economic investments in Tajikistan. Our MFA contact 
had an interesting anecdote. When Pakistan confronted the 
Tajiks with news that India was building a base in Tajikistan 
and said that the base meant Tajikistan V'was against Pakistan 
the Tajiks quickly countered that they had another military base 
that the Pakistanis were welcome to upgrade. The Tajiks have 
heard no further complaints from Pakistan. 


18. (S) The Tajiks would be anxious to understand how 
beneficial a base would be in creating jobs 

infrastructure for the country. There is no clear understanding 
now 

United States base. 

HOAGLAND 
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the Throne." At the onset of his speech 

was inaugurating the legislature V'in order to enhance our 
march in democracy 

that V'security and stability are the first among our national 
priorities 

services for their role in protecting Jordanians from 
terrorism and violence. The King called for new legislation 
that would ensure that Jordan remain \"an oasis of security 
and stability and a haven for freedom where human rights are 
respected." 


3. (U) Highlighting the need for greater V'grass-roots 
participation in decision-making 
idea of dividing Jordan into different regions 


in a 1 Dec office call, even though a great majority of South Koreans probably favor the designation c 


Column 3 

its own elected council Vresponsible for devising plans and 
programs related to each respective region\'s development.\" 
He then recognized the role of the National Agenda (Ref D) as 
Vthe general framework for our development.\" The King 
pledged to put the Agenda in the hands of all Jordanians \"for 
your discussion and benefit. V 


4. (U) Similar to his speech opening parliament the previous 
year (Ref F) 

suffering of my people and ... the extent of the economic 
difficulties they are facing due to the rise in prices 

poverty and unemployment." He accordingly called on the 
government and parliament to \"relieve peopleVs suffering 
addition to advocating better coordination between the 
private and public sectors to avoid \"a wasteful and 
inefficient distribution of resources. V 


5. (U) The King admonished MPs \"to rise to the challenge of 
this moment." The circumstances facing Jordan 

required parliament to work with the government V'with a sense 
of responsibility 

adopting legislation that would aid in Jordan\'s development. 
He concluded his speech by noting that Jordan is V'with the 
Palestinians 

the Iraqi people \"until Iraq is restored to its natural 

status and its citizens enjoy a decent 

life.\" NOTE: The King provided further details on his 

domestic agenda 

G-8 ambassadors immediately after delivering his speech. END 
NOTE. 


6. (U) Following the King\'s address 

of Deputies gathered to choose between current Speaker Abdul 
Hadi Majali and former Speaker Saad Hayel Srour as head of 
the lower house of parliament. Srour 

the Islamic Action Front (IAF) 

Majali was easily re-elected Speaker with the votes of 68 

MPs. 


7. (C) MajaliVs convincing re-election is a stark contrast 
to previous votes for Speaker in which the parliamentary 
blocs were almost evenly divided between the candidates 
allowing the IAF (with 17 members in parliament) to play a 
king-maker role (Ref F). By getting almost all the blocs to 
line up behind him 

thus has no strong political need to be sympathetic to their 
agenda. Asked by poloff why Majali received such strong 
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backing compared to the previous Speaker election 

his \"firm leadership" and his \"willingness to stand up to the 
government 

adroit use of the spoils system 

in the parliament cabinet bureau and legislative committees - 
as well as spots on trips overseas - to help ensure a loyal 
and broad following. As one MP stated 

care of Majali 

8. (C) A traditional East Banker 

expressed a cautious view toward reform. In November 
example 

National Agenda to abolish mandatory membership by 
journalists in the Jordan Press Association (Ref E) 

this may have been for other than ideological reasons. 
Despite his personal leanings 

unity after the November 9 bombings - along with the sobering 
realization that King Abdullah almost dissolved parliament 
and could still do so (Ref B) - may prod him (and other MPs) 
in the direction of the King\'s reform agenda. The fact that 
the General Intelligence Directorate almost certainly played 
a behind-the-scenes role in securing MajaliVs victory might 
also keep him from straying too far from the palace line. 


9. (C) By putting together a strong team that avoids 
controversial figures that might alienate MPs 

includes ministers from all the politically important East 

Bank towns (Ref A) 

smooth start for the new cabinet. Comments from a variety of 
MPs on the composition of the cabinet have been generally 
positive. Traditionalist MP and retired general Emad Maayah 
(Christian East Banker 

cabinet was V'much better than previous ones 

it contained V'many strong and experienced men.\" Liberal 
pro-reform MP Mohammad Arsalan (East Banker 

was \"satisfied\" with the cabinet 

much smoother relations with parliament than did the cabinet 
of former PM Adnan Badran. Continued efforts by PM Bakhit to 
actively engage MPs on his agenda (Ref C) has further aided 
the cabinet\'s image. V'He has done 80% of all the right 
things so far 

on the cabinet we\'ve heard center on the lack of women and 
the inclusion of many former ministers. As one political 
analyst asked 

around 


is was a high priority and thus had decided to allocate additional funds to the reform program next ye 
E 02661; B) SAN JOSE 02679; C) SAN JOSE 03308 1. Summary. It has been a year since the stor 
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10. (C) The King\'s speech 

than usual 

-- achieve reform and improve economic living conditions 
while enhancing security. As a result of the current 
goodwill in parliament towards the government 

little doubt that MPs will give BakhitVs cabinet a strong 
vote of confidence. A majority should also be receptive to 
at least some of the governments priorities 
anti-terrorism legislation 

Even in the current political climate 

will face an uphill struggle to convince MPs to sign off on 
political reforms that might threaten their positions and 
privileges. 
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level" in Brussels with a Framework Nation EU Operational 
Headquarters and with a deployable Force Headquarters in the 
case of an EU Battlegroup deployment. NATO International 
Staff elected not to observe. The MILEX exercise was 
scheduled to end December 1. End summary. 


2. (C) The European Union began an exercise dubbed MILEX 05 
on November 22. The Command Post Exercise (CPX) 

by the EU Military Staff in Brussels 

Control system between the \"political level" in Brussels 

for exercise purposes 

located in Paris) and a Force Headquarters (FHQ -- located in 
Ulm Germany) for the deployment of an EU Battlegroup. (Refs 
B-D) This is the first time an EU Framework Nation OHQ has 
been activated as part of an ESDP exercise. MILEX also 
tested the \"augmentation\" procedures that will provide 
additional officers for the HQ in the event of a deployment. 
The exercise was under the \"guidance\" of the EUVs Political 
and Security Committee. The scenario for the exercise 
\"supported the need\" for an autonomous EU-led operation which 
required the deployment of military forces. As in other 

recent Battlegroup seminars and workshops 

recourse to SHAPE as the OHQ under the Berlin Plus 
arrangements was left unaddressed 

autonomous EU-led operations. For MILEX. the specific 
scenario unfolded as growing friction between ethnic groups 
over contested territory on the fictitious island of 

\"Atlantia.\" 


3. (C) MILEX 05 focused exclusively on the military aspects 
of crisis management. Some 375 \"players\" and supporting 
personnel took part in the exercise 


aw Zealand. We will advise when MFAT replies to the clearance request. McCormick 
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December 1. We were told by Olaf Stocker 

the German Representation to the EU (protect) 

agreed procedures 

According to llay Ferrier (UK) in the NATO International 
Staff (IS) Operations office 

there would be little to be gained by NATO observing the EU 
Military Staff\'s \"white cell\" role in Brussels since the 

focus is on internal EU procedures. MILEX was briefed to NATO 
November 21 

exercise. The EU first briefed MILEX to NATO in April 2005. 


4. (C) In the April session 

their planning for MILEX-06 which was to occur 27 March - 6 
April 2006. This was to be another Command Post-type 
exercise 

recourse to NATO assets and capabilities to support the 
implementation of an EU-brokered Framework Agreement. The 
exercise was to occur at EUMS in Brussels 

SHAPE 

draw upon NATO-EU crisis management exercises from 2003 
where D/SACEUR was previously appointed EU Op Cdr with his EU 
OHQ at SHAPE. MILEX-06 was to focus on the interaction 
between the EU OHQ at SHAPE and an EU FHQ 

develop the Planning Guidance 

June 

reasons 

the EU\'s inability to get agreement on which EU Field HQ to 
activate to support MILEX-06. 


5. (C) MILEX 05 represented the next step in the \"natural 
progression\" of the UK Presidency\'s goal of making ESDP more 
capable 

are already progressing for the next series of exercises in 

2007 which will test the Command and Control for 

multinational Battlegroups. According to Lt. Colonel Bertie 

Polley of UKEU 

UK and Sweden 

Battlegroup in the rotation schedule will be tied to one of 

the four identified national OHQs to be available within the 

EU. The lead nation for a multinational Battlegroup will sign 

a Memorandum of Understanding (MOU) with the nation providing 
the OHQ setting out the details of the arrangement. Current 
plans call for OHQs to be made available by the French 

(Paris) 

and the UK (Northwoods.) Discussions are still ongoing 
concerning possible use of the EU Operations Center to be 
established in Brussels in 2006 as an OHQ for future 
deployments. 

6. (C) Comment: MILEX was launched with great fanfare at the 
same time as the EDA Code of Conduct for Defense Procurement 
was announced. The military implications of the exercise may 


ICCIARDONE 
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be limited 

significant enhancement of Battlegroup development. This is 
the first time an EU OHQ has been stood up for an exercise. 
Although NATO International Staff and Missions were briefed 
early in the year 

by surprise. In subsequent conversations with senior EU ESDP 
policymakers 

transparency and the need for greater dialogue on operational 
aspects related to standing up Battlegroups. Clearly more 
needs to be done to improve communication as Battlegroup 
development proceeds. 
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than the previous one 

ousted. Khanal noted that the King was trying to show support 
from different political parties 

major Parties he only showed that he did not care about them. 
Hridayesh Tripathi 

Sadbhavana Party-Anandidevi 

ministers was \"good 

change the political situation of the country. Tripathi said 

that the reshuffle showed that the King intended to continue 
with his plan for municipal elections 

believed would enable the King to continue to be an active 
monarch with no plan to hand over power to the people. 
Minendra Rijal 

(Democratic) 

willingness to compromise from the King 

Vunfortunate for the King and the monarchy.\" 


New Ministers Surprised Reaction to Appointment 


4. (C) Dr. Durga Pokharel 

Children and Social Welfare 

gathering of woman leaders at Emboff\'s home when she learned 
of her appointment. She told Emboff that Vice-Chairman Giri 
had called her two weeks ago and asked if she wanted the 
position 

that Pokharel appeared genuinely surprised and that all in 
attendance welcomed the news. 


Comment 


5. (C) While the reshuffling of the cabinet removed several 
controversial ministers 


GER ROME PASS FODAG GENEVA FOR RMA AND NKYLOH NSC FOR JMELINE EUCOM FOR F 
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nothing to increase dialogue between the Palace and the major 
Parties. The reshuffling is an indication that the King 

intends to stay the course in promoting municipal elections 
while the Parties 

demand for constituent assembly elections (ref C). The 

timing of the reshuffle may be linked with the upcoming visit 

to Kathmandu of Indian Foreign Secretary Shyam Saran. Saran 
who previously served as Indian Ambassador to Nepal 
reportedly meet with King. 

MILLARD 
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President Kibaki announced his new cabinet late December 7 
just as his self-imposed deadline expired. The new line up 
falls far short of creating a government of national unity 

as promised by Kibaki following the defeat of the 
government's position in the November 21 constitutional 
referendum. The ministers retained are among the 
President 

position on the referendum campaign. The absence of 
anti-corruption czar John Githongo 

appointees indicates that Kibaki spurned the formerVs offer 
to return to serve in the new government (presumably at the 
Permanent Secretary level.) 


4. (C) While there are a number of new faces in the cabinet 
line up 

re-appointed to their positions and several either enjoyed 
lateral moves or promotions from assistant to full minister. 
Joining the ranks of assistant ministers are several 
outspoken Banana campaigners. Nine ministers and 15 
assistant ministers are from the Mt. Kenya ethnic groups 
comprising almost a full third of the cabinet. 


5. (C) How Kibaki arrived at this decision on the cabinet is 
unclear. The &consultations8 and deliberations leading up 
to the formation of the cabinet were conducted in utmost 
secrecy. During the prime time televised announcement of 
the changes 

occasionally stumbling through sentences and mispronouncing 
names of the new ministers and assistant ministers 

of whom were probably unfamiliar to him. After their 
appointments were announced 

accept the positions (the number continues to grow) 
suggests they may not have been consulted about their 
inclusion in the new cabinet. Kibaki appeared as 
uncomfortable in this televised performance as many viewers 
undoubtedly were. 


6. (C) A complete list of the new Cabinet ministers can be 
found at para 15 below. 


1d the enactment of a new Constitution have brought hope to the long suffering people of Sudan. Wt 


3. instructors who work at the Jordanian International Police Training Center (JIPTC) to a house near 
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7. (C) Notably absent from the line up are all of the key 
leaders of the Orange Democratic Movement (ODM). While 
expressing a willingness to negotiate with the President over 
cabinet positions 

appointments of ODM members must be negotiated directly 
through the organization and not individually with potential 
members. ODM leaders lamented the President 


reach out to consult with their group. In total 

ODM former ministers were excluded from the reconstituted 
cabinet: Ralia Odinga 

Anyang 

Balala. 


8. (C) The controversial former Transportation Minister 

Chris Murungaru was also among those ministers to suffer the 
hatchet. Murungaru 

community and average Kenyans 

tainted by corruption. Additionally 

Murungaru 

the UK and US visa bans. While Murungaru 

government office suggests his &official8 power may be on 
the wane 

government policies. 


9. (C) In his speech appointing the new ministers 
proclaimed that the priority for the new government is to 
promote development and foster economic growth. To that end 
there is some good news in the new cabinet. In terms of 
economic policymaking 

two key ministries 

retained 

on. (NOTE: KituyiVs party 

members will not take up any of the offered cabinet posts. 
Kituyi was not present at this press conference 

yet clear whether he will follow his party or remain with 
Kibaki. END NOTE.) However 

former Minister for Planning and National Development 


drugs, small amounts of cannabis, hashish and heroin are trafficked to and through Nepal every year 


(HMGN) to resume normal transit of Tibetan refugees (reftel), flagging the severe overcrowding at th 
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10. (C) Kibaki also acknowledged the continuing desire of 
Kenyans for a new constitution and committed his government 
to fostering dialogue to develop a new constitutional review 
framework. Local media reports that newly appointed Minister 
for Justice and Constitutional Affairs 

spearhead a new constitutional review initiative. (COMMENT: 
Deeply partisan Karua is perhaps not the best choice for 
reconciliation over the constitutional issue. END COMMENT.) 
Kibaki further emphasized the need for integrity in 

government and announced he would introduce a new code of 
conduct and a management accountability framework to enhance 
responsibility 

officials. 


11. (C) In excluding key figures from ODM (key leaders of 
KANU and LDP) 

and allies rather than reach out in a gesture of conciliation 

to ODM serves to further solidify the opposition. This 

decision may have significant consequences in parliament 
where the government may encounter formidable opposition to 
its agenda. 


12. (C) With the ODM locked out of government 

renew their calls for fresh elections. Following their 

victory at the referendum polls 

of nation-wide &thanksgiving8 rallies. The rallies were 
quickly banned by Vice President Awori due to fears that the 
ODM would use the rallies to garner support for snap 
elections. The government has stuck to its ban on the 
planned rallies 

December 10. This may prove a test of wills should the ODM 
proceed and the government try to enforce its ban. Violence 
is a very real possibility and could have an effect on the 
Jamhuri Day (Kenya\'s independence anniversary) celebrations 
on December 12. 


13. (C) The great majority of Kenyans interpreted the 
government 

government 

privately conceded this point). Yet Kibaki 

decisions appear simply to ignore this message from voters. 
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He has expanded the cabinet to a whopping 79 members 
(including assistant ministers) which means that 1 in 3 
members of parliament now have ministerial titles and perks. 
(NOTE: If all had accepted their appointments 

alone would have been sufficient to block any attempt at a 
parliamentary vote of no-confidence. END NOTE.) How this 
squares with the President 

efficient 


14. (C) Kibaki 

cabinet 

leaders 

been shortsighted in that it served as the unmistakable death 
knell for NARC; forced LDP into the arms of the opposition; 
and formalized the battle lines for the 2007 elections. 

Locked out of government 

proceed with its planned rallies to preserve the Movement 
momentum and its political future. END COMMENT. 


15. (U) New Cabinet as of December 8. 

OFFICE OF THE PRESIDENT 

1. VICE PRESIDENT & MINISTRY OF HOME AFFAIRS: HON. MOODY 
AWORI (LDP) 


a. MINISTER OF STATE FOR PROVINCIAL ADMINISTRATION AND 
NATIONAL SECURITY: HON. JOHN N. MICHUKI (NAK); 

Assistant Minister for Internal Security: HON. MIRUGI KARIUKI 

(NAK); 

Assistant Minister for Provincial Administration: HON. 

JOSEPH KINGI (NAK) 

b. MINISTER OF STATE FOR PUBLIC SERVICE: HON. MOSES AKARANG 
(NAK) 

Assistant Minister: HON. BONIFACE MGHANGA (KANU) 

c. MINISTER OF STATE FOR IMMIGRATION & REGISTRATION OF 
PERSONS: HON. GIDEON KONCHELAH (LDP) 

Assistant Minister: HON. ANANIAH MWABOZA (NLP) 

d. MINISTER OF STATE FOR SPECIAL PROGRAMMES: HON. NJENGA 
KARUME (KANU) 

Assistant Minister: HON. SOITA SHITANDA (FORD K)-DECLINED 


2. OFFICE OF THE VICE PRESIDENT 

a. MINISTER OF STATE FOR NATIONAL HERITAGE: HON. SULEIMAN 
SHAKOMBO (LDP) 

Assistant Minister for Home Affairs: HON. PETER ODOYO (LDP) 
DECLINED 

b. MINISTER OF STATE FOR YOUTH AFFAIRS: HON. DR. MOHAMMED 
KUTI (KANU) --NEW MINISTRY 


8. MINISTER FOR LOCAL GOVERNMENT: HON. MUSIKARI N. KOMBO 
(FORD-K) 
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Assistant Minister for Urban Authorities: HON. ISHAK SHAABAN 
(KANU) 

Assistant Minister for County Councils: HON. STEPHEN TARUS 
(NAK) 


4. MINISTER FOR FINANCE: HON. DAVID MWIRARIA (NAK) 
Assistant Minister for Monetary 

HON. PETER KENNETH (LDP) 

Assistant Minister for Financial Management Affairs: HON. 
ZADOCK SYONGOH (LDP) --DECLINED 


5. MINISTER FOR HEALTH: HON. CHARITY NGILU (NAK) 
Assistant Minister Medical Services: HON. DR. WILFRED MACHAGE 
(LDP) 

Assistant Minister for Public Health: HON. SAMUEL MOROTO 
(KANU) DECLINED 


6. MINISTER FOR ROADS AND PUBLIC WORKS: HON. SIMEON NYACHA 
(FORD-P) 

Assistant Minister Roads: HON. JOSHUA TORO (NAK) 

Assistant Minister Public Works: HON. KIPKALIA KONES (FORD-P) 


7. MINISTER FOR EDUCATION 

GEORGE SAITOTI (LDP) 

Assistant Minister for Basic Education: HON. MRS. BETH MUGO 
(NAK) 

Assistant Minister for Higher Education: HON. KILEMI MWIRIA 
(NAK) 


8. MINISTER FOR AGRICULTURE: HON. KIPRUTO ARAP KIRWA (NAK) 
Assistant Minister for Research & Extension Services: HON. 

PETER KAINDI (NAK) 

Assistant Minister for Production and Marketing: HON. KEMBI 

GITURA (NAK) 


9. MINISTER FOR LIVESTOCK AND FISHERIES DEVELOPMENT: HON. 
JOSEPH MUNYAO (NAK) 

Assistant Minister for Livestock Development: HON. DR. NOAH 

WEKESA (FORD-K) 

Assistant Minister for Fisheries Development: HON. ABU CHIABA 

(KANU) 


10. MINISTER FOR JUSTICE AND CONSTITUTIONAL AFFAIRS: HON. 
MARTHA KARUA (NAK) 
Assistant Minister: HON. PROF. KIVUTHA KIBWANA (NAK) 


11. MINISTER FOR FOREIGN AFFAIRS: HON. RAPHAEL TUJU (PPP) 
Assistant Minister for International Affairs: HON. MOSES 

WETANGULA (FORD-K) 

Assistant Minister for African Affairs: HON. DANSON MUNGATANA 


at the resolution provided proof the Government was dedicated to organizing regional elections as qu 
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(NAK) 


12. MINISTER FOR EAST AFRICAN COMMUNITY: HON. JOHN KOECH 
(KANU) 
Assistant Minister: HON. JOSEPH NYAGAH (NAK) 


13. MINISTER FOR GENDER 

HON. MAINA KAMANDA (NAK) 

Assistant Minister for Gender and Social Services: HON. 

ALICEN CHELAITE (NAK) 

Assistant Minister for Sports: HON. J.O. ONYANCHAH (FORD-P) 


14. MINISTER FOR INFORMATION AND COMMUNICATIONS: HON. MUT/ 
KAGWE (NAK) 

Assistant Minister for Information: HON. KOIGI WA WAMWERE 

(NAK) 

Assistant Minister for Communications: HON. DAVID WERE 

(FORD-P) DECLINED 


15. MINISTER FOR TRANSPORT: HON. CHIRAU ALI MWAKWERE (LDP) 
Assistant Minister for Port 

NJERU GITHAE (NAK) 

Assistant Minister for Civil Aviation and Meteorology: HON. 

PAUL SANG (KANU) DECLINED 


16. MINISTER FOR WATER: HON. MUTUA KATUKU (NAK) 
Assistant Minister for Water Resource Management: HON. JOHN 
MUNYES (FORD-K) 

Assistant Minister for Water Services: HON. MAJOR (Rtd) A. A. 
SUGOW (KANU) 


17. MINISTER FOR REGIONAL DEVELOPMENT AUTHORITIES: HON. ABE 
MOHAMED (KANU) 
Assistant Minister: HON. TITUS NGOYONI (KANU) 


18. MINISTER FOR ENERGY: HON. KIRAITU MURUNGI (NAK) 
Assistant Minister for Petroleum Energy: HON. JOSEPH 
NKAISERRY (KANU) DECLINED 

Assistant Minister for Electricity: HON. MWANGI KIUNJURI 
(NAK) DECLINED 


19. MINISTER FOR TRADE AND INDUSTRY: HON. DR. MUKHISA KITUYI 
(FORD-K) 

Assistant Minister for Trade: HON. ABDIRAHMAN ALI HASSAN 

(KANU) 

Assistant Minister for Industry: HON. PETKAY MIRITI (NAK) 


20. MINISTER FOR TOURISM AND WILDLIFE: HON. MORRIS DZORO (NA 
Assistant Minister for Tourism: HON. RAPHAEL MURIUNGI (NAK) 
Assistant Minister for Wildlife: HON. KALEMBE NDILE (NAK) 


| points on December 1. Buyukkarakas stressed that although Russia\'s power is less today than it hc 


lonia and Albania in response to recent outbreaks of Newcastle disease in both the countries. All ban: 


of the Omar EI Farouk mosque in Varese, and his close advisors Majid Zergout Mohamed Raouiane 
took the oath of office on November 30, amidst little fanfare and low expectations. They adjourned th 
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21. MINISTER FOR LANDS AND HOUSING: HON. AMOS KIMUNYA (NAK) 
Assistant Minister for Lands: HON. ASMAN. A. KAMAMA (FORD-A) 
Assistant Minister Housing: HON. BETTY TETT (NAK) 


22. MINISTER FOR ENVIRONMENT & NATURAL RESOURCES: HON. ORV 
OJODEH (LDP) DECLINED 

Assistant Minister for Environment: HON. PROF. WANGARI 

MAATHAI (NAK) 

Assistant Minister for Natural Resources: HON. STEPHEN OLE 

NTUTU (KANU) 


23. MINISTER FOR LABOUR AND HUMAN RESOURCE DEVELOPMENT: F 
DR. NEWTON KULUNDU (FORD-K) 

Assistant Minister for Labour Relations: HON. SAMMY LESHORE 

(KANU) 

Assistant Minister for Manpower Management: HON. DAVID SUDI 

(KANU) DECLINED 


24. MINISTER FOR CO-OPERATIVE DEVELOPMENT AND MARKETING: H 
PETER N. NDWIGA (NAK) 

Assistant Minister for Agricultural sector: HON. WILLIAM K. 

BOIT (KANU) DECLINED 

Assistant Minister for Service sector: HON. DAVID MWENJE (NAK) 


25. MINISTER FOR PLANNING & NATIONAL DEVELOPMENT: HON. HENF 
OBWOCHA (FORD-P) 

Assistant Minister for Planning: HON. DAVID EKWEE ETHURO (LDP) 
Assistant Minister for National Development: HON. JOHN SERUT 

(KANU) 


26. STATE LAW OFFICE : Attorney General: HON. AMOS WAKO 
Solicitor General: WANJUKI MUCHEMI. 
BELLAMY 
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advised against meddling in domestic politics 

that perhaps the U.S. was considering V'regime change\" in 
Kenya. That said 

Tuju will likely make a good interlocutor for foreign 

visitors and resident diplomats alike. Formerly Information 
and Communication Minister from January 2003 

as a smooth operator who has been influential in the Kibaki 
government. 


3. (C) His competence 

earlier shenanigans at the Ministry of Information and 
Communication. Tuju repeatedly undermined badly needed 
reforms in Kenyal's inefficient telecommunications sector by 
interfering in regulatory processes without any legal 
authority. When he attempted a year ago to strip a third 
mobile phone company of a new license for which it had 


„45 million of the 3,533,430 ID cards have arrived in Haiti. Card distribution is just beginning, but the 
al public offering of 1096, or 170 million shares, on the Cairo and Alexandria Stock Exchange (CASE) 


onal oil sales. The Pakistani Ambassador told us on December 6 that the visit, (which coincided with 


y U.S. experts to review previous tests conducted by the Turkish Atomic Energy Authority and other e 
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successfully bid 

of relenting 

regulator and put sycophants in place 

months 

Tuju has never adequately explained such actions 

are credible reports he was acting on behalf of corrupt 
officials in the Office of the President and/or members of 
President Kibaki\'s family. The former journalist from Nyanza 
Province did not carry his own constituency in the referendum. 


TUJU AND THE REFERENDUM 


4. (C) Tuju\'s recent past has kept him anything but obscure. 
His was the marquee name when violence erupted at an October 
29 pro-draft constitution rally in Kisumu which resulted in 

four deaths. This came soon after his announcement that he 
would form a new party 

During the referendum process 

viewed by many fellow tribesmen as having \"betrayed\" the 
community with support for the draft constitution 

opposition to top Luo Raila Odinga. Perhaps already being 
groomed for his new job 

Banana briefing for diplomats prior to the referendum 

which he reassured donors that any suggestions that foreign 
missions were supporting the \"No\" campaign did not constitute 
official Government of Kenya policy. In his role as 

Information Minister 

radio station shut-downs 

warning the media not to incite Kenyans to violence. 


SECURITY 


5. (C) There is no change at the helm of Kenya\'s security 
bureaucracy 

stepping up CT cooperation. John Michuki will remain the 
Minister for Provincial Administration and National Security 
while his deputies 

Permanent Secretary Cyrus Gituai also keep their desks. 
Another Central Province Kikuyu and the father of six U.S. 
-educated children 

President Kibaki. While Michuki has a long standing 
relationship with the U.S. Embassy and is well-intentioned 
he has been unable to accomplish much during his nearly one 
year in office. This is opposed to Gituai who 

direct interlocutor on CT issues 

uncooperative. 


6. (C) Justice and Constitutional Affairs Minister Martha 
Karua 
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Kikuyu notable for being deeply partisan 

well for reconciliation and constitutional review. The 

matter of a new constitution 

office 

KibakiVs effort to shift focus to the development agenda. 
Karuavs attitude toward issues of U.S. interest is little 

known given her previous post as Water Minister 

garnered praise for competent 

administration. Given her ministry\'s role in forming 
counterterrorism and money laundering legislation 

to which she is willing to be cooperative and proactive will 
dictate the pace of progress we can make. A 1991 participant 
in the I.V. program 

campaigner during the referendum and is known as a stubborn 
politician. Her move up to the Justice Ministry is likely a 
reward for her forceful 


7. (C) The appointment of Mutahi Kagwe as Minister of 
Information and Communications is a positive sign. Over the 
past two weeks 

players could make a positive contribution to a reform-minded 
cabinet 

son-in-law 

private-sector-oriented 

the parliamentVs important Finance Committee. Kagwe was 
often mentioned as a strong contender for Trade Minister 
appears to be a good choice for leading much-needed reforms 
in Kenya\'s telecommunications sector. A key player in the 
constitutional reform process 

vocal on the issues of national security and corruption. 

Kagwe 

2003 

(read: non-corrupt) air in the cabinet 

Banana MP to attend breakfast with diplomats days after the 
referendum. 


ECONOMIC POLICYMAKERS: THE BRIGHT SPOT 


8. (C) There is some good news in the new cabinet. In terms 
of economic policymaking 

at two key ministries 

retained 

on 

announced its members will not accept cabinet appointments. 
Kituyi\'s personal stance on whether to stay or go is not yet 
known). KituyiVs retention is particularly important in the 
context of the WTO Doha Round Ministerial beginning in Hong 
Kong next week. Kituyi has long enjoyed a reputation for 
intellectual savvy and effectiveness far exceeding most 
cabinet peers 


to the gradual normalization of some sectors of the economy following the impact of hurricanes Denn 
ur (2) accelerometers (QA 3000, P/N 979-3100-001, order number CF 4M000304) from Honeywell oi 


1 MFA Director General for European Bilateral Relations Jaromir Plisek, MFA director for South Easte 
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constructive role in the Doha Round negotiations 

board African members of the WTO on difficult issues such as 
agriculture. Mwiraria is a tougher nut to crack. On the one 
hand 

Anti-Corruption Commission) in the infamous Anglo-Leasing 
scandals 

accomplice in several other similar grand scale procurement 
scams. On the other hand 

assembled an effective and reform-minded team of technocrats 
at Finance which is leading the way on a number of critical 
reforms throughout government. His retention - assuming he 
also keeps this team intact - will thus bring sighs of relief 

from the donor community. 

BELLAMY 
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surface sound ominous 

orthodox Ministry of Finance and Central Bank that implement 
any adjustment (likely in the manner they see fit). Palocci 
nevertheless remains vulnerable should evidence emerge to 
support the many allegations of wrongdoing made against him 
(refs B and C) 

departure. Specifically 

appearance before the congressional committee investigating 
illegal bingo operations could prove particularly difficult. 

To date 

been softball affairs in front of the upper and lower house 
economic committees. 


8. (SBU) Even political survival 

comfort for Palocci should the economy continue to perform 
as poorly as it did last quarter. And 

potential for 2006 to be a better year for Brazilian 

economic growth than 2005 now looks to be 

investment trend and death of Lula\'s microeconomic reform 
agenda exacerbate concerns about the sustainability of 
robust growth levels. Look for continued middling economic 
performance from Brazil into the medium term. 


LINEHAN 
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President Kibaki announced his new cabinet late December 7 
just as his self-imposed deadline expired. The new line up 
falls far short of creating a government of national unity 

as promised by Kibaki following the defeat of the 
government's position in the November 21 constitutional 
referendum. The ministers retained are among the 

President 

position on the referendum campaign. The absence of 


Column 3 

anti-corruption czar John Githongo 

appointees indicates that Kibaki spurned the formerVs offer 
to return to serve in the new government (presumably at the 
Permanent Secretary level.) 


4. (C) While there are a number of new faces in the cabinet 
line up 

re-appointed to their positions and several either enjoyed 
lateral moves or promotions from assistant to full minister. 
Joining the ranks of assistant ministers are several 
outspoken Banana campaigners. Nine ministers and 15 
assistant ministers are from the Mt. Kenya ethnic groups 
comprising almost a full third of the cabinet. 


5. (C) How Kibaki arrived at this decision on the cabinet is 
unclear. The &consultations8 and deliberations leading up 

to the formation of the cabinet were conducted in utmost 
secrecy. During the prime time televised announcement of 
the changes 

occasionally stumbling through sentences and mispronouncing 
names of the new ministers and assistant ministers 

of whom were probably unfamiliar to him. After their 
appointments were announced 

accept the positions (the number continues to grow) 
suggests they may not have been consulted about their 
inclusion in the new cabinet. Kibaki appeared as 
uncomfortable in this televised performance as many viewers 
undoubtedly were. 


6. (C) A complete list of the new Cabinet ministers can be 
found at para 15 below. 


7. (C) Notably absent from the line up are all of the key 
leaders of the Orange Democratic Movement (ODM). While 
expressing a willingness to negotiate with the President over 
cabinet positions 

appointments of ODM members must be negotiated directly 
through the organization and not individually with potential 
members. ODM leaders lamented the President 


reach out to consult with their group. In total 

ODM former ministers were excluded from the reconstituted 
cabinet: Ralia Odinga 

Anyang 

Balala. 


3 it had in First Committee. DERHAM 


ig OFDA-funded projects in eastern Chad have gotten off to a good start with funding provided late in 
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Cutting Free an Albatross 


8. (C) The controversial former Transportation Minister 

Chris Murungaru was also among those ministers to suffer the 
hatchet. Murungaru 

community and average Kenyans 

tainted by corruption. Additionally 

Murungaru 

the UK and US visa bans. While Murungaru 

government office suggests his &official8 power may be on 
the wane 

government policies. 


9. (C) In his speech appointing the new ministers 
proclaimed that the priority for the new government is to 
promote development and foster economic growth. To that end 
there is some good news in the new cabinet. In terms of 
economic policymaking 

two key ministries 

retained 

on. (NOTE: KituyiVs party 

members will not take up any of the offered cabinet posts. 
Kituyi was not present at this press conference 

yet clear whether he will follow his party or remain with 
Kibaki. END NOTE.) However 

former Minister for Planning and National Development 
Anyang 


10. (C) Kibaki also acknowledged the continuing desire of 
Kenyans for a new constitution and committed his government 
to fostering dialogue to develop a new constitutional review 
framework. Local media reports that newly appointed Minister 
for Justice and Constitutional Affairs 

spearhead a new constitutional review initiative. (COMMENT: 
Deeply partisan Karua is perhaps not the best choice for 
reconciliation over the constitutional issue. END COMMENT.) 
Kibaki further emphasized the need for integrity in 

government and announced he would introduce a new code of 
conduct and a management accountability framework to enhance 
responsibility 

officials. 


)00000 PD&S $9,000 $295.00 $8,705.00 MERZ 


Column 3 

11. (C) In excluding key figures from ODM (key leaders of 
KANU and LDP) 

and allies rather than reach out in a gesture of conciliation 

to ODM serves to further solidify the opposition. This 

decision may have significant consequences in parliament 
where the government may encounter formidable opposition to 
its agenda. 


12. (C) With the ODM locked out of government 

renew their calls for fresh elections. Following their 

victory at the referendum polls 

of nation-wide &thanksgiving8 rallies. The rallies were 
quickly banned by Vice President Awori due to fears that the 
ODM would use the rallies to garner support for snap 
elections. The government has stuck to its ban on the 
planned rallies 

December 10. This may prove a test of wills should the ODM 
proceed and the government try to enforce its ban. Violence 
is a very real possibility and could have an effect on the 
Jamhuri Day (Kenya\'s independence anniversary) celebrations 
on December 12. 


13. (C) The great majority of Kenyans interpreted the 
government 

government 

privately conceded this point). Yet Kibaki 

decisions appear simply to ignore this message from voters. 
He has expanded the cabinet to a whopping 79 members 
(including assistant ministers) which means that 1 in 3 
members of parliament now have ministerial titles and perks. 
(NOTE: If all had accepted their appointments 

alone would have been sufficient to block any attempt at a 
parliamentary vote of no-confidence. END NOTE.) How this 
squares with the President 

efficient 


14. (C) Kibaki 

cabinet 

leaders 

been shortsighted in that it served as the unmistakable death 
knell for NARC; forced LDP into the arms of the opposition; 
and formalized the battle lines for the 2007 elections. 

Locked out of government 

proceed with its planned rallies to preserve the Movement 
momentum and its political future. END COMMENT. 


J to reach consensus on whether to strike any of the names identified by the de-Ba\'athification Comr 


or victims of terrorism. RICCIARDONE 
EDDAH 4638 C. SANAA 3198 Classified By: AMBASSADOR THOMAS C. KRAJESKI FOR REA: 
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15. (U) New Cabinet as of December 8. 

OFFICE OF THE PRESIDENT 

1. VICE PRESIDENT & MINISTRY OF HOME AFFAIRS: HON. MOODY 
AWORI (LDP) 


a. MINISTER OF STATE FOR PROVINCIAL ADMINISTRATION AND 
NATIONAL SECURITY: HON. JOHN N. MICHUKI (NAK); 

Assistant Minister for Internal Security: HON. MIRUGI KARIUKI 

(NAK); 

Assistant Minister for Provincial Administration: HON. 

JOSEPH KINGI (NAK) 

b. MINISTER OF STATE FOR PUBLIC SERVICE: HON. MOSES AKARANG 
(NAK) 

Assistant Minister: HON. BONIFACE MGHANGA (KANU) 

c. MINISTER OF STATE FOR IMMIGRATION & REGISTRATION OF 
PERSONS: HON. GIDEON KONCHELAH (LDP) 

Assistant Minister: HON. ANANIAH MWABOZA (NLP) 

d. MINISTER OF STATE FOR SPECIAL PROGRAMMES: HON. NJENGA 
KARUME (KANU) 

Assistant Minister: HON. SOITA SHITANDA (FORD K)-DECLINED 


2. OFFICE OF THE VICE PRESIDENT 

a. MINISTER OF STATE FOR NATIONAL HERITAGE: HON. SULEIMAN 
SHAKOMBO (LDP) 

Assistant Minister for Home Affairs: HON. PETER ODOYO (LDP) 
DECLINED 

b. MINISTER OF STATE FOR YOUTH AFFAIRS: HON. DR. MOHAMMED 
KUTI (KANU) --NEW MINISTRY 


3. MINISTER FOR LOCAL GOVERNMENT: HON. MUSIKARI N. KOMBO 
(FORD-K) 

Assistant Minister for Urban Authorities: HON. ISHAK SHAABAN 

(KANU) 

Assistant Minister for County Councils: HON. STEPHEN TARUS 

(NAK) 


4. MINISTER FOR FINANCE: HON. DAVID MWIRARIA (NAK) 
Assistant Minister for Monetary 

HON. PETER KENNETH (LDP) 

Assistant Minister for Financial Management Affairs: HON. 
ZADOCK SYONGOH (LDP) --DECLINED 


5. MINISTER FOR HEALTH: HON. CHARITY NGILU (NAK) 
Assistant Minister Medical Services: HON. DR. WILFRED MACHAGE 
(LDP) 

Assistant Minister for Public Health: HON. SAMUEL MOROTO 
(KANU) DECLINED 


6. MINISTER FOR ROADS AND PUBLIC WORKS: HON. SIMEON NYACHA 
(FORD-P) 
Assistant Minister Roads: HON. JOSHUA TORO (NAK) 


e upgrading of airports, and intermodal logistics expertise. His Majesty's Government of Nepal (HM! 
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Assistant Minister Public Works: HON. KIPKALIA KONES (FORD-P) 


7. MINISTER FOR EDUCATION 

GEORGE SAITOTI (LDP) 

Assistant Minister for Basic Education: HON. MRS. BETH MUGO 
(NAK) 

Assistant Minister for Higher Education: HON. KILEMI MWIRIA 
(NAK) 


8. MINISTER FOR AGRICULTURE: HON. KIPRUTO ARAP KIRWA (NAK) 
Assistant Minister for Research & Extension Services: HON. 

PETER KAINDI (NAK) 

Assistant Minister for Production and Marketing: HON. KEMBI 

GITURA (NAK) 


9. MINISTER FOR LIVESTOCK AND FISHERIES DEVELOPMENT: HON. 
JOSEPH MUNYAO (NAK) 

Assistant Minister for Livestock Development: HON. DR. NOAH 

WEKESA (FORD-K) 

Assistant Minister for Fisheries Development: HON. ABU CHIABA 

(KANU) 


10. MINISTER FOR JUSTICE AND CONSTITUTIONAL AFFAIRS: HON. 
MARTHA KARUA (NAK) 
Assistant Minister: HON. PROF. KIVUTHA KIBWANA (NAK) 


11. MINISTER FOR FOREIGN AFFAIRS: HON. RAPHAEL TUJU (PPP) 
Assistant Minister for International Affairs: HON. MOSES 

WETANGULA (FORD-k) 

Assistant Minister for African Affairs: HON. DANSON MUNGATANA 
(NAK) 


12. MINISTER FOR EAST AFRICAN COMMUNITY: HON. JOHN KOECH 
(KANU) 
Assistant Minister: HON. JOSEPH NYAGAH (NAK) 


13. MINISTER FOR GENDER 

HON. MAINA KAMANDA (NAK) 

Assistant Minister for Gender and Social Services: HON. 

ALICEN CHELAITE (NAK) 

Assistant Minister for Sports: HON. J.O. ONYANCHAH (FORD-P) 


14. MINISTER FOR INFORMATION AND COMMUNICATIONS: HON. MUT/ 
KAGWE (NAK) 

Assistant Minister for Information: HON. KOIGI WA WAMWERE 

(NAK) 

Assistant Minister for Communications: HON. DAVID WERE 

(FORD-P) DECLINED 


15. MINISTER FOR TRANSPORT: HON. CHIRAU ALI MWAKWERE (LDP) 


the construction sites. As with three previous cave-ins, this incident was caused by tunnelers hitting 
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Assistant Minister for Port 

NJERU GITHAE (NAK) 

Assistant Minister for Civil Aviation and Meteorology: HON. 
PAUL SANG (KANU) DECLINED 


16. MINISTER FOR WATER: HON. MUTUA KATUKU (NAK) 
Assistant Minister for Water Resource Management: HON. JOHN 
MUNYES (FORD-K) 

Assistant Minister for Water Services: HON. MAJOR (Rtd) A. A. 
SUGOW (KANU) 


17. MINISTER FOR REGIONAL DEVELOPMENT AUTHORITIES: HON. ABE 
MOHAMED (KANU) 
Assistant Minister: HON. TITUS NGOYONI (KANU) 


18. MINISTER FOR ENERGY: HON. KIRAITU MURUNGII (NAK) 
Assistant Minister for Petroleum Energy: HON. JOSEPH 
NKAISERRY (KANU) DECLINED 

Assistant Minister for Electricity: HON. MWANGI KIUNJURI 
(NAK) DECLINED 


19. MINISTER FOR TRADE AND INDUSTRY: HON. DR. MUKHISA KITUYI 
(FORD-K) 

Assistant Minister for Trade: HON. ABDIRAHMAN ALI HASSAN 

(KANU) 

Assistant Minister for Industry: HON. PETKAY MIRITI (NAK) 


20. MINISTER FOR TOURISM AND WILDLIFE: HON. MORRIS DZORO (NA 
Assistant Minister for Tourism: HON. RAPHAEL MURIUNGI (NAK) 
Assistant Minister for Wildlife: HON. KALEMBE NDILE (NAK) 


21. MINISTER FOR LANDS AND HOUSING: HON. AMOS KIMUNYA (NAK) 
Assistant Minister for Lands: HON. ASMAN. A. KAMAMA (FORD-A) 
Assistant Minister Housing: HON. BETTY TETT (NAK) 


22. MINISTER FOR ENVIRONMENT & NATURAL RESOURCES: HON. ORV 
OJODEH (LDP) DECLINED 

Assistant Minister for Environment: HON. PROF. WANGARI 

MAATHAI (NAK) 

Assistant Minister for Natural Resources: HON. STEPHEN OLE 

NTUTU (KANU) 


23. MINISTER FOR LABOUR AND HUMAN RESOURCE DEVELOPMENT: F 
DR. NEWTON KULUNDU (FORD-K) 

Assistant Minister for Labour Relations: HON. SAMMY LESHORE 

(KANU) 

Assistant Minister for Manpower Management: HON. DAVID SUDI 

(KANU) DECLINED 


24. MINISTER FOR CO-OPERATIVE DEVELOPMENT AND MARKETING: H 
PETER N. NDWIGA (NAK) 


held December 1 in preparation for the December 6-7 Consultative Group (CG) Meeting. One of the 


5: National League for Democracy No 97/B West Shwegondaing Street Bahan Township, Rangoon | 
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Assistant Minister for Agricultural sector: HON. WILLIAM K. 

BOIT (KANU) DECLINED 

Assistant Minister for Service sector: HON. DAVID MWENJE (NAK) 


25. MINISTER FOR PLANNING & NATIONAL DEVELOPMENT: HON. HENF 
OBWOCHA (FORD-P) 

Assistant Minister for Planning: HON. DAVID EKWEE ETHURO (LDP) 
Assistant Minister for National Development: HON. JOHN SERUT 

(KANU) 


26. STATE LAW OFFICE : Attorney General: HON. AMOS WAKO 
Solicitor General: WANJUKI MUCHEMI. 
BELLAMY 
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presentation skills (e.g. making a presentation at a 
meeting) 

inexperienced and uncomfortable in public speaking. 


Donor Reports on Wide Range of Water Projects 


6. Donor countries reported on their particular Data Banks 
project activities. These projects can include expert 

visits 

development of databases and software tools. Management of 
wastewater was highlighted several times as a difficult and 
important issue from both the pollution prevention aspect 

and from its status as an underexploited water source. 
European Union (EU) representatives outlined several EU 
water projects being done in the Middle East and 
Mediterranean region. 


7. A list of projects currently supported by donors 
includes: 

** water treatment (decontamination) 

** artificial recharge of aquifers from surface water 

** development of a decision support system for optimizing 
wastewater treatment 

** groundwater modeling 

** developing a monitoring network and baseline data for 
wastewater quality 

** flood prediction 

** rainfall intensity 

** water harvesting 

** qualitative management of aquifers threatened by 
pollution and salinization 

** a water sample testing program 

** movement of water through aquifers 

** the impact of wastewater on water quality 

towards pollution prevention and remediation. 


lin the national press. Gang members were active in the states of Sao Paulo, Minas Gerias, Rio de . 


imidation by anti-coalition forces. This, compounded by continuing corruption, creates an extremely c 
1e Ambassador that the newly elected Provincial Council is not representative of the provinceVs popul 
left by Su Tseng-chang, who resigned to take responsibility for the SIPDIS outcome of the Decemb: 
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Some Bumps in the Road 


8. Several core party representatives made the point on 
multiple occasions that the presence of both diplomatic and 
technical consulting personnel in the region 

being located in European capitals 

more effective 

more quickly. While the core parties are very pleased with 
the progress of Data Banks project activities 

do exist. They include a lack of coordination between the 
donor and the core party 

a core party or a donor 

problems with Customs authorities or with incorrectly 
specified procurement 

access due to security issues 


Participants Also Discuss Broader Issues 


9. In addition to discussing specific projects 

provides a forum for multilateral discussion of broader 

water issues. Israeli representative Keidar suggested that 

the time might be ripe for restarting the Water Working 

Group of the Multilateral Peace Process 

informal meeting of interested parties or a steering 

committee meeting. U.S. rep Lawson gave a brief overview of 
the U.S.-supported Middle East Desalination Research Center 
based in Muscat 

Kawash also said that he hopes to see other regional 
countries like Syria and Lebanon join EXACT. Following the 
EXACT meeting 

Commission and the Council of Europe to describe EXACT to 
high-level groups. 


EXACT Website to be Managed by Israeli Water Commission 


10. Prior to the plenary session of EXACT 

met as a group 

group 

consultations between individual donors and individual core 
parties. 


11. One result of the core party consultations was that the 

Israel Water Commission agreed to host the EXACT website 
(http://exact-me.org - note: no WWW prefix) 

hosted on U.S. Geological Survey computers. With the 
retirement of USGS stalwarts Anna Lenox and Bill Shampine 
management of EXACT has migrated from USGS to USDA. For 


rovided will be disseminated both within the Central Bank and all commercial banks in Nepal. MILLAF 


ratification. Although the Agreement is item number 90 on Parliament\'s agenda -- Parliament is still | 
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many years 

management of the website and have the server in the region. 
The Israeli Water Commission has agreed to host the website. 


12. Comment: EXACT is a clear example of U.S. leadership 
commitment and seed money bringing Israelis 

and Jordanians together - and engaging other donors - to 
make a real contribution to quality of life and to peace in 

the Middle East. 


HALE 
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between the United States and Turkey. The accord 
predicted 

billion a year if it is implemented in 2006. While such an 
agreement has long been a priority goal of IKTIB 
appears to have spoken out of turn 

Undersecretariat officials contacted by Embassy Ankara 
indicate that there is nothing behind the report. End 
Summary. 


2. (U) Orakcioglu\'s statement 

in several leading business papers 

longstanding IKTIB goal: conclusion of a special trade 

agreement with the United States that would lower U.S. 

customs duties on textile and apparel in exchange for the use 

of U.S. inputs. IKTIB officials have raised the idea 

repeatedly in meetings with us 

the recent visit of an American Turkish Council (ATC) 

delegation headed by General Scowcroft and Ambassador James 
Holmes. 


3. (U) In his comments to the press 

work was going on on the project with the Foreign Trade 
Undersecretariat under the leadership of Turkish Trade 
Minister Kursad Tuzman 

volume with and exports to the United States. He added that 
Turkish textile producers had presented their case to their 
American counterparts 

had occurred. In sum 

better than they ever have been for such an agreement 
there is a possibility for it to be implemented in 2006. 


4. (SBU) In a meeting to discuss the agenda for the upcoming 
Trade and Investment Framework Agreement (TIFA) Council 
meeting 

textiles in special Qualified Industrial Zones (QIZs). They 
said that while they would be interested in discussing this 
subject during the TIFA 

USG were prepared to include textiles in the QIZs. They 


needs, U.S. budget realities, and plans for counter-narcotics work in the coming year. While Karzai « 


GER ROME PASS FODAG GENEVA FOR RMA AND NKYLOH NSC FOR JMELINE EUCOM FOR F 
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understood 

not spend time on the issue if the USG position has not 
changed. They added that they were hearing that U.S. textile 
industry officials were urging Turkish producers to push for 

a special agreement 

representatives were also communicating to the USG their 
support for such an arrangement. 


5. (SBU) Comment: We have repeatedly cautioned our 
interlocutors that such an agreement is extremely unlikely 
but hope springs eternal 

seems to have replaced qualified industrial zones as the life 
buoy of choice for Turkey\'s textile exporters. The industry 
is sounding less dire in its forecasts 

Orakcioglu and others had earlier predicted that the new 
global trade regime for textiles would mark the deathknell of 
Turkish industry 


phlegmatic 

in exports this year (5 billion in textiles) 
billion in 2006 

20-21 billion in future. End Comment. 
JONES 
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ON ISRAELYS \"MADHOUSE\" POLITICS 


1. (SBU) Summary: In a December 7 meeting with the 
Ambassador 

(Itzchak) Herzog discussed the ever-evolving Israeli 

political scene 

Likud Party Chairman and Minister-without-Portfolio Tzachi 
Hanegbi had decided to join Prime Minister Sharon\'s Kadima 
Party. Herzog said that new Labor Party leader Amir Peretz 
intends to focus the campaign on economic issues 

security. Herzog said he believes Kadima and Labor have 
similar diplomatic agendas with regard to the peace process 
and could form a majority coalition in a Sharon-led 
government. He stressed 

unconditional uprooting of illegal outposts. End Summary. 


2. (SBU) Labor MK and former Housing Minister Itzchak Herzog 
entered his December 7 meeting with the Ambassador bursting 
with news that acting Likud Chairman Minister Tzachi Hanegbi 
intended to announce his decision to join the Kadima Party. 

He commented that Israeli politics is a \"madhouse\" and 
charged that Sharon \"stole\" Hanegbi. Herzog referred to 


required. Embassy telephone number while in country is (01) 668-8777 during business hours; (01) 
istance is required. Embassy telephone number while in country is (01) 668-8777 during business hc 
‘Ireland. 2. Per reftel, post understands that no assistance is required. Embassy telephone number 
itance is required. Embassy telephone number while in country is (01) 668-8777 during business hot 


) AVIAN FLU REF: A. A) SECSTATE 216147 


B. B) HARARE 1576 


1 September, the Iranian Government (GOI) agreed to provide USD 150 million to complete construc 


jary 2005. Koliba was also sought on charges for his suspected involvement in the murder of civilians 
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Hanegbi as Y'a major pillar of the Likud Party 

that HanegbiVs move is a \"big blow to Likud.\" He 
characterized Hanegbi as an asset to Sharon since Hanegbi has 
strong grassroots ties 

lacks. \"(Hanegbi) is a machine of politics 

commented 

criminal investigation against him for political cronyism. 
Sharon is trying to take everyone with him 

Herzog 

Sharon called to ask to join Kadima... Sharon begged me to 
join.\" Herzog said he could not do so since the Labor Party 
is his \"home.\" 


3. (SBU) In response to the Ambassador''s query as to the 
extent to which Sharon and Minister of Defense Shaul Mofaz 
are cooperating since Sharon left Likud 

that the two could be having problems. He commented that 
after December 8 

Knesset approval. He added that Sharon can also fire any 
minister 

Mofaz. Herzog said that after Likud\'s December 19 leadership 
primaries 

In response to the Ambassadors query 

not believe that either Mofaz or Foreign Minister Silvan 
Shalom would leave Likud for Kadima 

the state of play 

point in the discussion 

hours you have a new crisis. V 


4. (SBU) Turning to the upcoming election campaign and party 
politics 

over the agenda. Acknowledging that Sharon has a stronger 
message than Peretz on security issues 

Labor wants to focus the campaign on the economy rather than 
on security. He stressed several times during the meeting 

that Peretz is a V'hard worker and that he would be focusing 
on improving his campaign organization. Herzog also 
discussed Labor\'s setbacks and weaknesses 


-- the decision by former Labor Party interim Chair Shimon 
Peres to ally himself with Sharon; 

-- being embroiled in internal party politics at the expense 
of developing a national campaign; 
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-- lack of a strong message on security issues; 

-- some of Peretz\'s left-of-center platform proposals 

as embracing the Oslo Accords and his commitment to appoint 
an Israeli-Arab minister; 

-- replacement of some veteran Labor Party field workers with 
Peretz supporters. 


5. (SBU) On the positive side 

will put together an attractive Knesset list that will 

include Ben Gurion University President Avishai Braverman 
former Shin Bet head Ami Ayalon 

Ofir Pines-Paz. Herzog asserted that Labor has a good 
security team 

response to the Ambassadors query 

does not plan to recruit any security experts per se to the 

party 

Ben-Eliezer 

experience with them. Herzog speculated that once Labor has 
a strong Knesset list 

polls will show Kadima with some 30 Knesset seats rather than 
the 40 that polls now predict. 


6. (SBU) Herzog said that Labor will not fully organize its 
national campaign until after Labor\'s Knesset list primaries 
likely to be moved up to January 11 from the 17th. Herzog 
noted that the some 120 

would select the list 

the most popular candidates 

women. Additional slots beyond the first 12 are allocated 
based on regional and sectoral criteria 

said that so far 

Cabel are assured top slots as is Labor MK Rabbi Michael 
Melchior. The party \"respects\" Melchior 

represents the Meimad faction of the Labor Party 

will bring additional support to Labor 


7. (SBU) Commenting on the changing political landscape 
Herzog said that following Likud\'s formation in 1973 

drew much of its strength from blue collar workers 

Labor continued to represent the white-collar workers. 

Peretz 

back to Labor. He assessed that the Russian immigrant sector 
will mainly support Sharon 

leaders 

with the Russians by promoting Labor\'s egalitarian economic 
policies. Herzog said that Labor is also trying to prevent 
Kadima from eating into Labor\'s traditional support from the 
Kibbutz and Moshav sectors. To keep that support 

asserted 

former Prime Minister Ehud Barak -- who recently indicated he 
will not run for a Knesset seat. 
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8. (SBU) In response to Herzog\'s inquiry as to what actions 

the USG has taken after the Netanya attack 

noted that the Secretary had called PA President Mahmud Abbas 
to urge him to take action against terrorism and that A/S 

Welch would be here this week for meetings. The Ambassador 
said that the PA had made a number of arrests of suspected 
terrorists. Herzog said that the GOI is promoting what he 

termed a huge project to prevent smuggling of weapons 

and people across the border with Egypt. 


9. (SBU) Herzog asked the Ambassador whether the USG prefers 
that Israel take unilateral moves or seek agreement with the 
Palestinians with regard to the West Bank and Gaza. The 
Ambassador responded that unilateral steps such as the 
disengagement plan can help the parties move back to the 
roadmap 

USG believes the GOI should do so through agreement with the 
Palestinians. Herzog questioned how long progress on the 
roadmap could be held up while Sharon demands PA action 
against terrorism. He also questioned whether removal of 
illegal outposts should be conditioned by the GOI on PA 

action against terrorism. Herzog stressed that Labor wants 

an unconditional uprooting of illegal outposts 

that there are always delays. He cited the example of the 
Almona outpost where the High Court ruled in August that nine 
permanent homes be removed 

standing. 


10. (SBU) Herzog said that both Labor and Kadima have 
similar peace agendas and he could see the parties forming a 
majority coalition. He added that Peretz had only ruled out 
joining a coalition led by Likud. One led by Kadima could be 
a different story. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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center managers said that when the ballots are counted 


1 of the Third Additional Protocol, advised him of current intransigence by some countries in Geneva | 
forward with a vote on its adoption, Canada will support it. Visit Canada\'s Classified Web Site at httg 


ovember 17-25. Final nine paragraphs were truncated from that message during transmission and a 


ier reftel) documents on the Dayton anniversary and the President\'s Iraq policy speech. In particular. 


ically distributed the Secretary\'s complete statement to all editors-in-chief at SIPDIS Jordan-based / 
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in the polling center after closing 

would be filled out for the party that had paid the 

most and then mixed in with legitimate ballots. Al- 

Yusa said he knew that 3 or 4 lists have made payments 
- he would not name them 

powerful". He said he would raise this issue in an 
upcoming press conference. He also said Unified 
National Coalition posters are being torn down or 

being covered up with Shia Alliance posters. 


2. (C) Hussein Mussawi 

Republicans Party (part of the Sun of Iraq Coalition) 
made similar allegations about the IECI in the Karbala 
Governorate to PolOffs December 5 (septel). 


3. (SBU) Post cannot confirm the accuracy of the above 
allegations. At the same time 

the IECI and its international advisors that charges 
of this kind 

be seen as being addressed by the Commission. On 
December 5 

with International Elections Commissioner Craig 
Jenness who said he would raise this issue with the 
Iraqi Commissioners. Jenness noted 

without specifics 

on these allegations. On 

discussed the allegations further with IECI Chief 
Electoral Officer Adil Allami. Allami expressed 
willingness to meet with anyone who could give him 
more information about IECI malfeasance. We are 
following up with al-Yusha and others and 

will work to facilitate such interaction. We will 

also explore with the IEC] means to maximize the 
ability of monitors and observers to maintain 
sufficient presence at polling centers on election day 
to reduce the opportunity for fraud. 


4. (SBU) On a technical level 

allegation suggests at a minimum a lack of 
sophistication on the part of those who made him the 
offer. First 

stations and likely in the presence of at least one 
independent observer or a political entity agent. 
Second 

safeguards to obtain a significant source of blank 
ballot sheets. (E.g. 

multi-paged ballot is to be destroyed after each voter 


th the United States. A subsequent conversation with the PresidentVs political advisor for internatione 
he Geneva conference the Third Additional Protocol, as Brussels staff had been diverted to Hong Kor 
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casts his/her individual vote 

possibility of fraudulent use of the leftover portion 

of legally case ballots.) Third 

will have the capacity for handling about 500 voters. 
The scope of this plan to conduct fraud would need to 
include a large number of polling centers and stations 
in order to have an effect on the outcome of the 
elections. The IECI data review systems at the 
Baghdad Tally Center should be able to detect 
anomalies that would reveal attempts of fraud of this 
kind. 

KHALILZAD 


47034 

he considered security to be a concept inclusive of health 
nutrition 

\"mechanisms\" the government had either implemented or 
enhanced 

Diplomatic Police 

Wildlife Service. General Gichangi noted the increased 
professionalism and capacity of the security service 
including the immigration and airport safety systems 
evidence of the government\'s commitment. 


THE PROBLEM IS SOMALIA 


3. (C) \"Somalia is the biggest threat\" to security in 

Kenya 

authority in Somalia with which to work. He highlighted the 
flow of small arms and the very porous border Somalia shares 
with Kenya 

measures internally 

threat would still exist. Echoing the view expressed by the 
Foreign Ministry (reftel) 

to see the US \"more concerned." Deputy Director Malac noted 
that the U.S. is reviewing its Somali policy 

a greater degree of engagement on the issue. 


KIKAMBALA: THAT WAS THEN 


4. (C) Deputy Director Malac emphasized that incidents such 

as the release of the Kikambala defendants raised questions 

in Washington with respect to the degree of GOK focus on 
terrorism. Gituai responded that the legal framework 

time 

Kenyan security apparatus as V'poor 

had V'come a long way\" since Kikambala. Some of the resources 
the government now has 

previously. 
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5. (C) The DCM also pressed Gituai to include police 
officials in future training programs for prosecutors 

the previously successful collaborative effort through the 
Joint Terrorism Task Force (JTTF) that resulted in evidence 
sufficient to re-arrest Omar Said Omar 

defendants. Reemphasizing the breadth of KenyaYs commitment 
Gichangi urged the DCM and Deputy Director not to focus 
solely on the JTTF 

to (KenyaVs) capacity." Revisiting his earlier point 

remarked that because security includes more than terrorism 
the training should not have a single purpose. 


DEMOCRACY GETS IN THE WAY 


6. (C) Deputy Director Malac and the DCM emphasized the USV 
desire to work with Kenya and provide support in whatever way 
we can 

if Kenya does not sign an Article 98 agreement soon. Gituai 
restated the difficulty that Kenya\'s blossoming V'democratic 
space\" presented 

narrow a range of choices 

Vuncomfortable. Speaking metaphorically 

a poor man's attitude is that \"the money is not his anyway.\" 
Referring to the JTTF 

commented that a non-Kenyan structure could not be imposed on 
the \"new Kenya\" with its democratic space. The government 
has to be careful 

from the Foreign Ministry (reftel)) 

Suppression of Terrorism bill does not appear to be someone 
else\'s initiative. Gituai noted that the government had 
rescheduled a postponed internal stakeholder\'s meeting for 
early January to collaborate on drafting a law to submit to 
parliament. 


7. (C) COMMENT: GituaiVs and Gichangi\'s protestations not 
withstanding 

future of the JTTF is bleak 

in their positions. Despite how sterling the Kenyan record 
would appear from the Permanent Secretary\'s account 
political will remains a major stumbling block to our CT 
initiatives with the government. As Gituai rightly noted 

2003 the legislation to prosecute the seven Kikambala terror 
suspects did not exist. Two years later 

- a clear example of the government\'s lethargy on this 
critical issue. END COMMENT. 


8. (U) AF/E Deputy Director Deborah Malac has cleared this 
message. 
BELLAMY 


1argin of error the study reveals that 75% of consumers think that the government is doing dismally ir 
duld positively confirm that if the Third Additional Protocol came to a vote, Austria would vote yes. KIL 
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presenters gave an overview of steps the GOI has taken and 
continues to take to implement the May 2005 WMD Bill in 
letter and spirit 

on the new legal requirements. USG and GOI participants 
noted the need for greater GOI and industry understanding of 
the current control requirements for US exports to India and 
agreed to increase collaboration in outreach to government 
and industry groups. The Indians signaled clearly that 
harmonization with Waassenar and the Australia Group are off 
the table for now 

NSG and MTCR will have to move in tandem with steps by those 
regimes to accommodate India as a partner and not as a 
target. USG representatives responded that increased GOI 
transparency on regime adherence would facilitate US efforts 
on civil nuclear cooperation in Congress and the NSG. End 
Summary. 


WMD Export Controls 


2. (SBU) Responding to lingering USG questions on details of 
India's new WMD Bill (Ref B) 

(Disarmament and International Security) Hamid Ali Rao told 
the USG participants led by DOC/BIS DAS for Export 
Administration Matt Borman that the revised SCOMET (Special 
Chemicals 

List published following the passage of the Bill completely 
covers\" all the items on the MTCR and NSG control lists. Rao 
outlined GOI efforts to implement the May 2005 WMD Bill 
including Directorate General of Foreign Trade (DGFT)-led 
regional and sectoral outreach sessions to explain the 

revised export controls to the Indian export community; and 
government checks including end-use verification 

re-exports 

shipments 

now leads an interagency group charged with examining 
transactions and export license requests 

has been created to train ports and customs inspectors on the 
new guidelines 

using intelligence inputs to target suspect transactions. He 
also stated that the GOI looks forward to hosting an exchange 
of customs officials in early 2006 

suggestions for dates from the USG. 


3. (SBU) State/ISN officer Schultz noted that there were a 
number of MTCR-controlled items that we had not been able to 
identify on India's SCOMET list. Handing over a list of 84 
items 

provide clarification to the US so that we might reach a 


rovided will be disseminated both within the Central Bank and all commercial banks in Nepal. 
his is an action request for human rights verification required by the Leahy Amendment; see Para. 2. 
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common understanding of the correlation of India's SCOMET 
listing and that of the MTCR. DOE officer Welihozkiy 
similarly noted that a few questions remained in terms of 
harmonization of the control lists and guidelines with the 

NSG 
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issues. MEA Deputy Secretary (DISA) Naveen Srivastava 
reassured that harmonization with NSG and MTCR had been 
achieved 

matter of interpretation of some of the technical terms. In 

an offline discussion 

volunteered to Schultz that SCOMET phrasing was very 
carefully chosen 

encompassing than that of the NSG and MTCR. 


4. (SBU) Rao and J/S (Americas) S Jaishankar cautioned that 
discussion of Indian harmonization with Waassenar and 
Australia Group guidelines would be \"premature\" at this 
stage 

levels of our governments. USG representatives 

Waassenar and Australia Group harmonization would facilitate 
trade 

Schultz separately noted with Jaishankar the benefits that 
harmonization would have in preventing onward proliferation. 
Regarding adherence to the NSG and MTCR 

while New Delhi is \"committed to working towards adhering\" to 
the regimes 

of adherence until the regimes V'adjust to India." Recalling 
the GOIVs objections to language referring to nuclear weapons 
states and non-nuclear weapons states in the new protocols to 
the Convention for the Suppression of Unlawful Acts against 
the Safety of Maritime Navigation (SUA Convention) (Ref C) 
Rao explained that because the NSG V'targets India 

would defer any formal notification to the NSG chair until 

the NSG members altered their policies toward India. 
Nevertheless 

harmonized its control lists with both the NSG and MTCR 
guidelines through the new Bill and its attendant lists and 
guidelines. Written adherence 

US Delegation members noted that adherence would be a 
demonstration of Indias non-proliferation commitment 
particularly to those whose cooperation would be essential to 
fulfilling the goals of the July 18 agreement on civil 

nuclear cooperation. Pressed by PolCouns on the question of 
NSG adherence 

are ... pending the formal step of sending a piece of paper. V 


Implementation of Regime Adherence: Harmonization of Control 


rough non-papers) to Khaled Al-Mughamis, Director of the MFAVs Follow-up and Coordination Depar 
rough non-papers) to Khaled Al-Mughamis, Director of the MFA\'s Follow-up and Coordination Depar 
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Lists and Guidelines 


5. (SBU) MEA\'s Naveen Srivastava explained that while the 
WMD Bill used the language V' missiles designed" for delivery 
of WMD 

(available on the DGFT web site at dgftcom.nic.in 

VSCOMET 

control end uses in which there exists a possibility of 
diversion 

This is the first time India has made public its 

implementation guidelines. Srivastava noted that the SCOMET 
list controls all missiles 

He pointed out that all entities in India dealing with 

missiles are government-controlled 

control over exports is even tighter than the MTCR guidelines 
would suggest. The WMD Bill also covers systems such as 
microlights and hang gliders that could be used for terrorism 
purposes 


6. (SBU) Regarding the use of the words V'safeguards as 
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appropriate\" in the SCOMET and guidelines 

the GOI interprets this in the same manner as the NSG 
language \"full-scope safeguards.\" The difference in language 
simply reflects the fact that India is not a party to the 

NPT 

variations in language are V'not technically relevant." 

However 

of USG questions regarding variances of language between 
SCOMET and the MTCR guidelines. Responding to a USG question 
on whether the SCOMET includes EDP (especially designed or 
prepared) language 

which states V'especially dewigned 

the same language as the NSG guidelines. 


Catch-all 


7. (SBU) Srivastava further explained that the GOI has an 
internal watch list of end-users that it uses to implement 
catch-all provisions of the WMD bill. The GOI is Vfully 
conscious" of the need for outreach to industry and has 
conducted outreach activities to educate suppliers of the 

need to investigate potential end-users before exporting. 
These have been targeted 

glass-lined furnaces who are based in Gujarat. DGFT has 
drawn up an outreach plan that targets both economic sectors 
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and regions and will work with such industry organizations as 
the Confederation of Indian Industry (CII) 

Indian Chambers of Commerce and Industry (FICCI) 

Indian Chemical Manufacturers Association to implement it. 
Asked about the number of licenses issued 

range of 100-120 each year 

like glass-lined reactors and graphite-based heat exchangers. 


EXBS Program 


8. (U) In response to SA/RA Director SchlosserV's point that 
the EXBS program is a resource that can be drawn on to 
enhance the GOlVs enforcement and industry outreach efforts 
Rao stated that India is prepared to reschedule two EXBS 
exchanges 

classification 


Issues to Facilitate Trade 


9. (U) The delegations exchanged suggestions for 
facilitating trade 

direct future efforts. Jaishankar requested that the USG 
review the 1984 Memorandum of Understanding on high tech 
trade import certificate requirements 

exports to India should continue to require a license for 
regional stability reasons or supporting documentation for 
government end-users. DAS Borman noted that a regulation 
would be published in the coming days eliminating import 
certification for national security requirements for GOI end 
users. Jaishankar also suggested more frequent provision of 
CCL licensing data related to end-use visits 

could share \"testimonials\" of good experiences with potential 
end-users in India. Many of the problems in high tech trade 
he added 
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the difficulties involved in purchasing from the United 

States. Finally 

the removal of GOI entities from the Entities List 

that it would be difficult to convince the Indian space 
community of the value of increased cooperation with the US 
if Indian Space Research Organization subsidiaries remain on 
the Entities List. 


10. (U) The participants also discussed the value of 
starting discussions of licensing early in a project's 


Jnited States and EU over anti-microbial treatment in poultry processing. Lithuania continues to allow 
32-1877 Cell: (963) 93-302-943 Fax: (963-11) 332-1456 B. FSN Point of Contact: Abd 


: GOC provided a translation of the national pandemic influenza preparedness plan, which is posted c 
ıber 7, no additional cases of H5N1 have been confirmed in Croatia. The GOC provided a translatior 
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development 

prepare. However 

Policy Director Ann Ganzer pointed out that talks must 
include the US vendor 

decision on how to apply for a license. Borman and Ganzer 
agreed to provide a simplified summary of licensing options 
for use in helping Indian customers understand licensing 
requirements when planning procurements from the US. 


Cybersecurity: Waiting for Answers 


11. (U) National Security Council Secretariat Joint 
Secretary Arvind Gupta pointed out that the GOI is still 


SIPDIS 

awaiting answers from the US on proposals made at the last 
cybersecurity working group for a Joint Fund and Joint 
Research and Development Center. He also reiterated India Vs 
desire for technical exchanges of experts in cybersecurity 

to include new areas such as transportation and financial 
services. 


Action Items 


12. (U) Wrapping up the meeting 
agreed to the following plan of action for progress: 


-- For Both Governments 

A. Review the 1984 Memorandum of Understanding to determine 
whether it should be abrogated. 

B. Discuss joint outreach to other GOI agencies to explain 
current US licensing requirements and policy. 


-- For the USG 

A. Notify the GOI that the regulation eliminating import 
certification for national security requirements for GOI end 

users has been published. 

B. Review whether India can be removed from the list of 
countries for which supporting documents are required for 
government-owned purchasers under EAR Section 748.9(2). 

C. Determine whether the Department of Commerce can provide 
licensing data more frequently to the GOI. 

D. Consider the GOIVs request to remove Indian entities from 
the Entities List as new information arises. 

E. Provide a non-paper giving a simplified overview of the 
licensing options for Indian users. 

F. Give to the GOI the USG comparison of the revised SCOMET 
lists to the NSG and MTCR lists and guidelines. (Note: MTCR 
paper was provided during the meeting. End Note) 


3 Science Attach, Nancy Cooper. She may be reached by phone or fax (tel: 33-1-4524-8491; cellphor 
skota, Joint Secretary, Ministry of Finance. Pokhrel assured Emboff that SIPDIS His Majesty\'s Gov: 


, bribery and a poorly-functioning judicial system. On November 16, PRT officials and Poloff met witr 
1. As reported in Ref. B, Costa Rica remains committed to the adoption of the third protocol. LANGD/ 


. These included transboundary water issues with Turkey and Iran, completion of Bekhma Dam, and 
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G. Consider providing to the GOI data on CCL license 
applications that have been returned without action (RWA). 


-- For the GOI 
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A. Review the USG analysis of the SCOMET lists and respond to 
perceived variances from the NSG and MTCR lists. 


13. (U) Meeting Participants: 


GOI 


MEA J/S (Americas) S Jaishankar 

MEA J/S (Disarmament and International Security) Hamid Ali Rao 
Indian Embassy Washington DCM Raminder Jassal 

MEA Director (Americas) Gaitri Kumar 

ISRO Asst. Scientific Secretary Rajeev Lochan 

ISRO Dept. of Space Jacob Ninan 

Dept. Atomic Energy Head (ISD) K Raghuraman 

National Security Council Secretariat J/S Arvind Gupta 
National Security Council Secretariat Cdr. Mukesh Saini 
MEA D/S (Disarmament and International Security) Naveen 
Srivastava 

MEA D/S (Americas) Santosh Jha 

MEA U/S (Americas) Raj Srivastava 

MEA U/S (Americas) Viraj Singh 

MEA U/S (Disarmanent and International Security) Jayant 
Khobragade 


USG 


DOC/BIS DAS Matt Borman 

DOC/BIS Special Assistant Mark Webber 
SA/RA Director John Schlosser 
DOS/DTCP Director Ann Ganzer 
DOS/ISN Kathryn Schultz 

DOE/NNSA Anatoli Welihozkiy 

PolCouns Geoff Pyatt 

EconCouns Lee Brudvig 

Poloff Jai Nair 


14. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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National Assembly did not return to vote (reftel). Most of the pro- government coalition (with the exce| 
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47037 

47038 

47039 

Narcotics do pass through Egypt. EgyptVs long and mostly 
uninhabited borders 

passing through the Suez Canal Zone 

the transshipment of Asian heroin. Other types of narcotics 
periodically pass through Cairo International Airport. The 
narcotics are primarily destined for Western Europe 

only small amounts headed to the United States. 
Transshipment has diminished considerably in recent years due 
to the elevation of security in Egypt and the region as a 
whole. 


The ANGA is the oldest counter narcotics unit in the Arab 
world. It has jurisdiction over all criminal matters 
pertaining to narcotics and maintains offices in all major 
Egyptian cities and ports of entry. The U.S. DEA office in 
Egypt has a superb relationship with ANGA 

cooperative 

assists ANGA in interdiction operations in the Suez Canal 
Zone and at Cairo International Airport 

operations in the Sinai Peninsula and Upper Egypt. In the 
past 

officers at regional counter narcotics courses in Nairobi 
Kenya and provided in-country training on airport 
interdiction and chemical controls. In July 2005 

the Director of ANGA for a series of meetings in the United 
States regarding support for counter drug training and 
DEA-ANGA joint operations in the Suez Canal 

Sea regions. The meetings were held at DEA headquarters 
Department of Justice 

International Narcotics and Law Enforcement Affairs (INL). 
Despite limited resources 

improvements in its capabilities. 


III. Country Actions Against Drugs in 2005: The Government 
of Egypt (GOE) continues to aggressively pursue a 
comprehensive drug control strategy that was developed in 
1998. ANGA 

coordinates with the Egyptian Ministry of Interior 

Guard 

aspects of drug law enforcement. Government and private 
sector demand reduction efforts exist but are hampered by 
financial constraints and logistical challenges. 


Late in 2004 


ICEF nutritional assessment revealed emergency levels of malnutrition amongst 45,000 pastoralist cl 
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MDMA laboratory located in a small apartment building in 
Alexandria 

four individuals and seizing chemicals 

Additionally 

conducted in 2005 with assistance from the DEA country office 
has identified over two million dollars in drug proceeds 
located in Egypt. The investigation on this US-based 
international MDMA drug trafficking organization is ongoing 
in the United States 

Since 2003 

counterfeit narcotics are on the rise in Egypt 

represent a new trend toward shifting artificial drug labs to 
the region due to the region's relatively lax regulation of 
commercial chemical products. With the passage of the first 
anti-money laundering law in 2002 

laundering of proceeds derived from trafficking in narcotics 
and numerous other crimes 

related cases has amounted to over 3 

($520 

marijuana that originated in the northern Sinai. 


Internal security and combating terrorism are the major foci 

of Egyptian law enforcement efforts. Despite these 

priorities 

against narcotics trafficking. Egypt is a transit country 

for narcotics. ANGA investigates and targets significant 

drug traffickers 

and eradicates illegal crops. Large-scale seizures and 

arrests are rare 

significant narcotics market or narcotics abuse culture. ANGA 
operates its own drug awareness campaign in addition to other 
government and private sector demand reduction programs. 
ANGAV's Eradication Unit conducts monthly operations against 
cannabis and opium crops in the Sinai. Continuing a trend 
over the past several years 

during 2004 was again higher than that of the previous year. 
Drug seizures in 2004 included cannabis (80 

hashish (1 

opium 

of prescription and \"designer\" drugs such as Ecstasy (6 
tablets) 

the course of 2004 

eradicated 171 hectares of cannabis and 65 hectares of opium 
poppy plants. (Note. Post expects to receive preliminary 


Austria, Italy, Finland and Romania to demarche their host governments on PKK activities in the resp 


li\'s presentation at the 2004 UN General Assembly. It notes the inability of the current Joint Control C 
)uld not take a lead roal. Post subsequently learned from news sources of the adoption of the Protoc 


Column 4 


the FAO/MINFAL 


which found 3.5 million 


up to 50 percent of livestock was lost and 95 
50 percent of the wheat crop 

as well as 

direct 

livestock 


six of the nine affected districts were already 


livestock losses will likely increase due 


WFP 


ICRC has targeted another 150 
and the GOP is tasked with assisting the 


Pakistan has enough wheat 


however 


WFP\'s caseload of 1 million for the next 6 months 
000 MT of food aid 


transport 
000 


due to the 
000 people in 
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USAID/OFDA has provided more than USD 8.9 
logistics 


880 MT of PL Title Il food assistance valued at more than 
USDA offered Pakistan a 
assuring adequate 


000 MT of bulk wheat 


handling and transport from Karachi 
storage 


these costs will have to come from 


the EMOP for 
501 MT 


including 
the EMOP 


leaving a shortfall of more than USD 34.7 million. 
WFP is reaching 845 
000 Pakistanis in 


sufficient wheat exists in country to 


replacing wheat used by WFP for 
provides reassurance that WFP 


600 MT of vegetable oil for WFP 
the 


h Embassy in La Paz makes any bilateral monitoring mission all the more expensive and logistically c 
hnology found in much of the local media. 2. Four journalists participated in the roundtable, includin: 


in the EU\'s two points of focus: intensifying contacts with civil society and engaging GoC officials on ı 


the phytosanitary survey is complete, but not the animal/sanitary survey. They are also planning a coi 
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but does not yet have the 
including road 

to continue its obligation 
in collaboration with 


continues to work with the GOP 
UN agencies 


AEMR 
PREL 


and prevent critical food shortages in the coming 
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they are even 


including a letter of welcome from 
a visit by senior CI representative 
and an invitation to an appropriate 


in particular 
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Obeidat said it was \"up to the IragisV to 
V but noted that V'the 


ice; initial payments are still due from both bidders. Banks are making last-minute merger moves to I 
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Obeidat was clear that while the GoJ 


s authorization to release the 
and is 
s interest in further improving relations 


and for routes that Royal Jordanian is not using and 
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not the MOSAL 
the Minister telephoned MOI Assistant Undersecretary 
Abdullatif Al-Rujaib 


according to 


Hashim Maged Mohammed 
two by 
to house workers from India 


t watchlist information. We consider it highly unlikely the GOF would consent to unilateral sharing of i 
rent in terms of both program potential and security. In the past 4 months, police operations from the 


antering the U.S. for special events (reftel) are reportedly being addressed. However, minor physical i 
oproval. Opposition to Uribe torpedoed an attempt to allow reelection for governors and mayors. Me 
ntinue to follow-up on the issue. CABANISS 
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which the MOSAL chairs 


bringing the total 


which took effect with the opening of the current 
as another anti-TIP 


he reported 


Director of MOSAL\'s Charity and 
and EmbOffs for a full 
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far 


Council of Europe 


some sectors such as telecommunications or textiles show promise for further investment, but PRC a 
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conduct of the ballot was 
but there were reports of 


leader of the 
has gone much further 


the November 28 protest will almost certainly not 


as it did in 2004 


the facts are difficult to determine. If 
we suggest using points similar to those at para 12. 


the 


the GOAM 


the GOAM refused to invite 


credible reports 


KKK ok ok ko k k k k k k k kk 


follow the EU lead in regard to possible monitoring of the Bolivian elections. 


Column 4 
particularly in Yerevan 


they saw few voters but full ballot boxes. 


but just as 
turnout was meager. At its peak 


the 
disparaging the conduct of the referendum and 
president of the radical 


declaring that \"the 
the revolution begins 


on voting day the 


however 
a UK member of the CoE delegation made a 


he was equally certain that 


e eve of SurinameVs Independence Day. 3. (C) Telting said he was deeply embarrassed by the fact t 
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000 required for a \"yes\" vote to be 


200 observers across Armenia. While it has not 
Harutyun Hambardzumian 
expressed his disappointment at the conduct of the 


saying that he 


on voting day the observers witnessed 


opposition members 


‘uvian self image and identity among young people through art, theater and/or music. Workshops wil 
see how things looked for the vote, but made no promises. DRUCKER 


? for Progressive Electors (COPE). It returned to power on the coattails of Sullivan, longtime city coui 
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in a significant number of polling stations in 


the delegation considers that the abuses that 


deployed for a longer period 
would have given greater 


Commission (FSC) has ordered Kuo Hua Insurance to cease operations due to insolvency and has rı 


iresentatives from Corning, IBM, Powerchip, Motorola and Tsing Hua University for an in-depth discus 


commander, was considering a response to the aggression. 3. (C) Comment: Regardless of whethe 
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the quasi-governmental body charged with developing 


wife of 
the 


the Permanent Elections Committee held a 


uals listed below from the Nong Kai Provincial Police who are scheduled to receive training. Embass 
'quested that the Embassy/State Department complete human rights vetting request for Lt. Yuthanavi 
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such as campaign financing 


and the lack of trust in women\'s capabilities based on 
many alluded to the failure of women 


which has cast a 


interest 
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which the government 


trying to distance the 


Column 4 


further stated that the results of the 


highlighting the calm manner of NairobiVs 
s ban 


currently scheduled to begin December 10. 


Orange leaders sent contradictory messages 


former Roads Minister Raila 


former Environment Minister Kalonzo Musyoka invited 


s ability to effectively negotiate with the 
no unified 

such cohesion within the movement is 
rather than on an individual 


they signed an agreement to that effect. 


Power-sharing 


Column 4 


(not expected now until March 
if that is 
they want a V'proper government" formed in 


S position as they believe their stand was ratified by 


betrays 
and 
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emphasizing that the larger political 


President Mubarak remained committed to 


however 
and linking an FTA to specific 


the reformers see the FTA announcement as a 


bolstered both in spirit and in numbers. End summary. 
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being held in Washington 
will result in an FTA announcement. He said 


and are moving 


they might have deterred 
and have given more 


V the ongoing parliamentary elections 
represent a significant advance for 
but also to win what could prove 


unwelcome as it was to the Government and most 
shows that unprecedented political change is 


V Nazif argued that Mubarak is committed to pressing 
aiming to turn over a civilian 


and those voters belonged to 


he argued that 


V Vthen we 
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noting that 


including the negotiation of an FTA. More broadly 


the only hope for quick political reform 
was to use the strength of the 


he said. 


or 


at a bolder and 
offers the best way for the political change for 


democratic 
and for statements to this effect 


the reforms that Mubarak had promised to complete 
such as better balance of parties and greater 
are underway. The 


though not in the way 
given Egypt\'s low socio-economic indicators (\"we 


Nazif doubted that change could 
he 


) provide safe air transport in a hostile environment. Borkovic said that the Czechs supported the UN 
d mayors in 23 counties and cities. The opposition Kuomintang (KMT) has capitalized on a series of 
?DP) nomination. For the time being, however, he is using the Movement for Defense of Democracy 
1an 9,210 civilians, including teachers and students. The All Nepal National Free Students Union (Re 


I.S., very concerned with the draft law. He said France was working with its EU partners on the text o 
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the reformers are determined to lock in their 


they view an FTA announcement not 
but also 


and their credibility inside and outside of 
the reformers are looking for an FTA 


and hope 
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although the valves were technically not subject to 
the GoA had warned Daniel Frosch 
in January to report any exports to Mehr 
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and President Kabila made the point publicly after 


his public calls for good 
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with 


then quickly curled up and took a nap for most of 
clearly seeing the 


followed by a locally well-known conductor 
followed by a senior member of 

by the Justice Bloc\'s 

by the Democratic Partiy leader Aram G. 

then the Liberal Party\'s Hovhannes Hovhannisyan 
Heritage Party 

Republic Party 

New Times Party leader Aram 

it clearly still lacks a 


however 


V and decrying the referendum results as falsified. 


Manukyanvs call for new ideas V" and 


to roughly 30 uniformed police (clearly directing 


but allowed the rally to take place; we don\'t 


10es (now in Kenyan Police custody) in order to conduct a detailed examination of them. They were c 
exhibits in UNESCO\'s prestigious venues. Mission is aware of the dangers of appearing to play fava 
1d 1. (C) This is an action request. Please see paragraph 4. 2. (C) The Ministry of Foreign Affairs ( 
and a proposal to increase teachers salaries dominated the two parliamentary sessions. ************ 
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we expect that future rallies (including the one 
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decision-makers and civil 


Rosario 


of the United Nations Millennium 
and of flagship reports on human 


there is a risk that many of the 


such a failure would mark a tragically 


both of which stress 


at its closing plenary session in Buenos Aires 


Column 4 
hereby offers its own diagnosis of 


and sets out and 


moral vision and political will. In 
however 


the social sciences have a 


education 
are social 


but without social science none is fully 
dogma and spurious common 


even in their own terms 


researchers 


'OLA/J3/J4/J5 BRUSSELS FOR USAID PLERNER NEW YORK FOR TMALY SECDEF FOR SOLIC/ 
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research results and best 


to this end 


the networks should facilitate 


especially 
in meeting their research needs and in 


the networks 


inter alia 


along with national governments and other 
to endorse it and to provide it 


the 


:0 establish a similarly robust and productive partnership with the State Security Investigative Service 


"the Muslim leadership and for residents of Ghana\'s poorest Muslim areas, and hosting an lftaar din 


iNDF) and mining companies. Bredenkamp explained that Ergotech uses its equipment to study vibr 
Ibelloc(2state.sgov.gov. VAN VOORST 
y Congress after the discredited former court was disbanded in the wake of the irregular change of gt 
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but he 


and the 


who do not regularly receive 


Ww 


and he had strong support in both areas. He said 


he estimated. The only South-South competition 
whom he 


'EAM RESTRICTIONS: NA G. TRAINING GOAL: KEY OBJECTIVES OF THE TEAMS IS TO TRAIN 
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Atiku 


V Kalu beamed. (Comment: Depending on how you gauge 
some say he is 


he appeared ready to sever his umbilicus to 


he seemed the captive of wishful thinking in 


after all cards were dealt 


and his references to a possible 
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a.i. 


opposition MDC President Morgan 


v regular interaction with the GOI; -- Persuading the Saudis to encourage Iraqi Sunni Arabs to partici 
cal support to its Government in preparation for, and during the upcoming electoral period. In order t 
ted exclusively by their Ambassador, Regis Koetschet, resident in Kabul. Neither directorate wanted 


Column 4 
a leader of the pro-election faction 


the low 


the letter 


S destruction. 


s MDC opponents had struck a 
an allegation given weight by MDC 


s claim that faction leader Welshman Ncube 
including a stolen farm. 


Tsvangirai 


but only by the National Council 


which Sibanda chaired 
and no such due process had 


which he said would 


however 


having lost badly 
were intent on 


some of the pro-election 
Tsvangirai reiterated 


he saw no reason to 
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MDC sponsored mass 


which could only be at the 
when all of the leadership 


possibly with a view to 


s structures and constitution. 


with the possible exception of 


Tsvangirai 


he had earlier expelled certain youths 


Tsvangirai said he had engaged with ruling party 


'OLA/J3/J4/J5 BRUSSELS FOR USAID PLERNER NEW YORK FOR TMALY SECDEF FOR SOLIC/ 
made substantial progress, especially in their news programming. TELESUR has opened various ne 


fully reviewing the texts. He reviewed the Brazilian position on the issue, noting that Brazil received tl 
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but that fissures became more evident farther down 


and that he would remain open to such discussions. 


Tsvangirai had 


a 


S 


a transitional government 
internationally monitored national elections. 


supported by South African President 
approached Welshman Ncube with the same initial 
to which Ncube had agreed. NcubeVs desperate attempts 


MDC MP David Coltart confided to poloff in another 


s fast-track 


000) in cattle 


Coltart - the party's Secretary 
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much more dangerous to the party than the 


s actions 


and Ncube failed to appear at ascheduled meeting 
perhaps 


11/28/2005 15:17 
Deputy FM Leon 


Nicaragua 


but also the USGVs determination to continue working in 
but non-confrontational manner to advance 


's position in this sector, and that focuses efforts on development of a hydrogen highway by the 2010 
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but said Egypt was 


through the UN 


holding off NATO enlargement until the 2008 


but rather suggesting that NATO had to be ready to 
rather than waiting while the Secretary 


Casajuana said that Spain would have to place any 


Casajuana suggested it would 


which the EU could then \"bring together with NATO." 
said Casajuana 

making the 

rather than NATO 


‘tors including the value of a company\'s network investment and the spectrum value. Under the new 
or U.S. policies in Cuba, the USG should continue to waive the right to bring an action against Costa 
quiet, though anxious, about the ongoing political stalemate. In the hopes of generating further progre 


e billboards had at least the three major candidates (Nazarbayev, Tuyakbay, and Baymenov) represe 


3ount of NPAs to 9% of total bank assets. By forming an SPV, companies can buy NPAs, which cons 
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A/S Fried 


but would instead work within NATO or with the EU as 
however 


though Dezcallar 


Dezcallar expressed frustration with the results 
both because 


as the 


Dezcallar asked that the 


A/S Fried 


within the context of EU 
and in the context of 


=LINFORMATION 3. There are no visa requirements for visitors traveling to Ireland on diplomatic o 
Crescent Society (PRCS) agreed to initial a Memorandum of Understanding. He provided no further 
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recounting the negative role President 


both because Chavez would use it to 


the Church 


Shapiro urged increased Spanish 


Deputy FM Leon (protect) 


Vice President Maria Teresa Fernandez de la Vega 


but believes there is still a possibility that he may 


and cited the 'SumateY and Carlos Ayala 


1 Monday. Demonstrations for and against Governor Alamieyeseigha continued. Developments on th 


'ence 2005. 2. Embassy understands that no assistance is necessary. 3. Visitors are reminded tha 
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but also said Spain favors a gradual 
and possibly destabilizing 


Casajuana said that Spain would focus on the words 


\"a Gorbachev is more likely than a Havel.\" 


BOLIVIA// 


but that Aleman needed to be 


roughout that time. While it is clear that the outbreak prompted the poultry industry and the agricultur 
il, but took our message on board. MILLARD 


5 of extraordinary sessions to address outstanding bills; first on the agenda is the labor reform law. A 
**** Visit Embassy Kuwait's Classified Website: http://www.state.sgov.gov/p/nea/kuwait/ You can als: 
igation Commission\'s October 19 report. He said, however, that the FMC had limited capacity to ass 
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not go abroad and that most Nicaraguans did not 


Dezcallar 
saying the 


pledging to deny safehaven to corrupt 


where he met with FM 
Sandomingo 


but ultimately 


regardless 
would face a chaotic political situation. 


with Chavez withholding funding because Morales is 


A/S Fried raised the 
urging the MFA to 


who was present at the 
said that FM Moratinos 


Pons informed DCM that he had obtained an update on the 


which restricted the 
Pons 


dds with Kenya\'s economic interests in that it would negatively impact Kenya\'s dairy industry and re: 
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US-European cooperation on 
and developments in Venezuela. Fried 


Socialist Party speaker in the Foreign 
and his Popular Party counterpart Gustavo 


Socialist Party speaker on the Defense 
discussed the Defense Commission\'s efforts to 


a point well received by the Spanish Parliamentarians. 
and of a cost-sharing 
the 


with Rafael 


Parliamentarian Luis Mardones of the V'Canaries 


especially in Yaracuy 
where agricultural land was being seized by the 


including figures from Elcano Institute 
Madrid\'s Autonomous 
and the Center for Peace Studies (CIP). Fried 


emphasizing the 
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noting its importance 


whether the USG 


and the tension between realist 


especially building 
not 


rather than attempt to insulate itself within a 
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Saraki has no national ambitions for now and 


including the discovery of a possible 
the real question is 


his 
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the commission would have to identify who are the 


the commission will have to 


the commission 


but it is up to the commission 
to tell the story of the paramilitary 


but recommended the commission focus on 


both agreed 


since government representatives were in 


ipared to discuss WTO issues until after December 7. We will remain in contact with our Mincetur inte 
rts the initiative, will be in Istanbul Saturday as well, and would be pleased to meet with Ambassador 
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the commission must agree on 
medium-term 


the CNRR has agreed that the requirements 


the commission will host a public hearing for all 


commission members 


they will evaluate and formulate 


the members 


symbolic reparations for 


or Russian civil society. According to Dowling, since the UK Presidency is communicating the EUYs c 
Al Romeithi did not return messages, but Al Hosani, who was in Jeddah November 30, told Pol Chief 


ves from the Environment Agency, the General Authority for Health Services, the Ministry of Agricultu 
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Vice 


Parra explained that the Vice President could 


it came to her attention that 


but he failed to communicate 


which 


this will also delay their 
which was scheduled for January. (This 


Parra compared the commissionVs 


and characterized CNRR 
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medical 


which must be kept in the 


ior Ministry will forward the extension proposal to the Czech Government, and the measure will autor 
on monitors. However, he said that GOE participation would have to be financed by the GOB, OAS, í 
ment for a citric acid production line to the Iranian firm Kimia Gharb Gostar Industries. He promised 
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and uses these resources to fund the 


listing the expenditures in his report to Parliament as 


which increases Finance Ministry control 


especially from schools and clinics that were 
and the inclusion of thousands of 
the Minister 


the Ministry of Education was perceived as the 
000) had been 


2005 
s decision to sole source a $28 million 


2005 


raising criticisms of conflict of 


Column 4 


terrible problem. He noted 
the Judicial Council 


000) deposited as fines. 


it has 


as happens elsewhere in the world. At 


poverty 


combined with a burgeoning of 

continues to create greater opportunity for 

and that 

and with the constant requirement for campaign 
official corruption is likely to 


so far it has not 


but its presence 


not have a negative impact on the negotiations. 2. (SBU) Minister Ngarmbatina said she recognize 
intion. --Mid December 2005: European Commission adopts the proposal for a Council decision, with 


omy, who took note of the information but expressed skepticism that France could do anything about 


Column 4 
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particularly \"ordinary Baath party 

\" would help move the process forward. He offered to 


and lauded the new energy in Yemeni-Saudi 


President Saleh informed GEN Abizaid 


Saleh said that the system should cover 


but many units\" (reftel). He emphasized 


but of the region 


of the DMZ as a World Heritage site. A joint submission of the North and South Korean Governments 


Column 4 
and 
but would 


iu 


with support from coalition forces. 
he said 


and that the USG supports 


particularly V'ordinary 
would help bring peace to the 


but cautioned that 
V Saleh 
\"but with the Baathists.\" 


and said the USG 


to find political leaders willing to participate in 


and 


Saleh asked the General to 
but declined the GeneralVs offer for ROYG security 


ROYG 


Column 4 


for example on the recent 
but information gathered 


Saleh said it was V'excellent now" He 


\" he said 


Turki 


and was \"impressed.\" Saleh asked for the USG to 
and indeed with other 
to invest in Yemen and help alleviate the 


including 


whether in Somalia 


Saleh asked GEN Abizaid for support 


because it is important to maintain Yemen\'s laision 


but probably not 


and the internal political 
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however 
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which sees China as the main target 


Taiwan Think Tank Director for Foreign Policy 
commented in the centrist 
000] (11/29): 


normalization of Japan 
emergence of India 


regarding its China policy 


the ‘containment\ [policy] to counter 


Washington 


ar, up to triple the current budget. 2. (C) Reftel had reported Puentes\' concern over his limited budg 
y of scandal broke out and there is no sign yet of any criminal charges. On September 28, 2004, the 


Column 4 


some of which has been 


hailed TaiwanVs 


and the 


unless China intends to go 
chances are slim for the 


'CO- 
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then the 


the DPP is likely to win. If the turnout is 
they say they can claim a sure 


but they always 


both KMT and DPP 


29 and 


Column 4 


denounce 
and threaten the voters 


say DPP campaigners 
these deep- 


one 


they have been \"heart-stricken\" because President 


they did stress 


they noted 
V in which challenging authority is a 
they 


their candidate 
is leaving the negative 


but trust her effectiveness since she has 


which is 
000 for a V'party slate V" vote in which the 


claimed this interlocutor 
that 30 
he 


Column 4 
V'it comforts the candidates\" to know that 


DPP campaigners express confidence they still 
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Miaoli County 
the PFP is not fielding a candidate. 
in 


Hsieh 


for 
the KMT is also fielding a candidate of its own. 


the KMT has \"not responded\" in 


stating 
due to lack of coordination with the KMT 


suggesting that the party\'s 


'OLA/J3/J4/J5 BRUSSELS FOR USAID PLERNERusd 158.2 SECDEF FOR SOLIC/PKHA, USDP/J: 


ile there have been setbacks along the path of reconciliation, not least the tragic death of John Gara 
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and without 


the PFP has had difficulty 


and this year's negative 


trying to downplay the KRTC scandal by raising the 
since these civil servants 
military personnel 


the DPP has nothing to 
the DPP is trying to draw more votes from 


and the party is opposed to the DPPVs handling 


he concluded that since the United 


there really is 


but his frustration 
made worse by 
was evident 


it was interesting 


especially 
perhaps the biggest 


prompting him to temporarily leave the 


the U.S. Embassy in Amman in August. The four had also allegedly inspected a potential ambush sil 
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but he 


11/29/2005 8:44 


but was pardoned by President Lukashenko in 


Mr. Fedulov was instrumental in assisting USDAO 


a long-time friend 


an 


Mr. Fedulov stated that his 
which 


2005 


he avoided him and never 


they briefed the new 
who sought information from DIA. 


Mr. Fedulov returned to the Consular 
wanting to travel to the NATO NMSG working 


- An increase in the use of Nepalese couriers, apprehended by the police, suggests that the country" 


ie Tibetan Reception Center (TRC). In both cases, the officials responded that they would look into th 


Column 4 


Fl. Warren Bizub 
host. 


DMSO 


Belarus 


U.S. citizen 


Professor of Electrical 
since 2000. 


single entry 
New York City 
UN Monitoring and 


single entry 


United Institute of 
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National Academy of Science 
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the UNIIIC 
and that this was the real reason behind 


former 


Nabih Berri 


Speaker Berri reacted with a gesture of 


reconnaissance overflights over the Biga 


lethal attack of November 21. The 
but rhetorically asked what could he do in the 
he would speak out 


Berri did 


despite the seriousness of more 


Column 4 
Speaker Berri 


he said 


V SPEAKER 


the Speaker related how 

carrying messages from 

had just asked him to support publicly an 
and perhaps 


but laughing bitterly 


implying he had been 

and feared that he 

the Speaker professed complete innocence 
he said he was sending a letter that afternoon 
Berri said that he was 

as Ghazaleh worked to keep 


Berri claimed 
Hariri 


Berri 


lickly as possible and in doing so, establish democracy in the interior districts of the country. It also nc 


3s been in the past, Russia remains an important partner for Turkey. Turkey does not see its relation: 


Column 4 


the organization acquired a considerable 


Walid Jumblatt 


Berri noted that Baabda-Aley MP Edmond Naim is 


Berri said. He noted that Amal 


in terms of elections. End note.) 


Berri said that he still 


that is 


\"was better to bring Hizballah 
rather than leave them (for Syria and Iran).\" 


s will remain in place until the MOA determines a significant change in the poultry market of the host 


and Abellialah El Kaflaoui to trial on terrorism charges. Ramondini reported to Econoff that the three 
e next day until December 13. Beyond reviewing and debating the budget bill (septel) it is unclear wr 


OAS projects that it will finish by December 31. Two printers in the Dominican Republic have begun 
sold to individuals, and the additional 10% being sold to institutions. After several weeks of press sp: 


ıthe killing of a senior Al-Qaeda cadre), focused on bilateral issues. He noted that the Pakistani lead 


Column 4 
Berri stated that 


the show of unity with himself 


but then added they had 


with which he 
was that if Lahoud was driven from office 


Syria 
it would be stupid.\" Although he did not receive 
Speaker Berri 


Berri won his position by relying on what 
Berri 


Druse and Christian MPs 
no one wanted to defy the will of 


Berri could rehabilitate himself in the eyes of many 


so that Hizballah could no longer claim to 


in that he 


vidence seized in a police sting operation in Istanbul. However, Turkish law precludes the providing o 
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he is 
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the 


a message they also delivered in public 
2005 in a speech read by the Foreign 
President Kufuor 


and once again call on members of the political 
public service 


and to take countermeasures. 


the police created a new unit 
to 


under the Ministry of 
is charged with investigating and prosecuting 


is and Emily in July 2005. The damage from both hurricanes amounted to almost USD 100 million, c 
n April 16, 2004. They were received on August 2, 2004, under license number 928205 (Honeywell ir 
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President Kufuor 


the SFO 


sanction or benefit from such 


and that corrupt top 


s office 
S offices. The Accountant GeneralVs office 
000 people on anti-corruption laws. The new 


reducing backlogs. In addition 


000 bribe from a distillery 


the GOG 
understaffed 
they are 

the 


s office admitted in a recent workshop 


the Auditor General 


rn and Eastern Europe Tomas Szunyog, and MFA Director for Human Rights Veronika Stromsikova. 


Column 4 


the 


Ghana\'s parliament passed the Financial 
the Internal Audit Agency Act 


they have not yet been fully implemented. 
especially for 
fails 


and lacks adequate 


with little staff and no permanent location 


especially in the judiciary. 

which details efforts to modernize and improve 
creation of a 

and reforming 


s new Code of Ethics and its upgrading and 


which received four complaints about judicial 


including the Director of 
who is alleged to be involved in corrupt book 


Column 4 


which includes GOG and NGO organizations 


and for adequate implementation of the 


the Ghana Bar Association 


which 


newspapers are under some political 


who has been very aggressive in reporting on 
told PolChief on November 25 that he 


especially related to his 


his advertisers have been pressured to withdraw 
and he fears for his safety. 


we funded a successful anti-corruption 


s proposed $500 
which is still in the design 


the fiscal year. Their work is welcomed by local authorities and individual Chadians, will help ease ci 


Column 4 

S 

CHRAJ 

and other anti-corruption measures. 


and their 


especially Ghanaian ones 


World Bank and other 


which may be signaling to the GOG 


through 
strong oversight and anti-corruption 


many of which are 


to improve 
and to strengthen automation and 


in part thanks to current high gold and 
good macroeconomic management 


while 
the USG 


nission (DBC). According to International Commissioner Jenness, no names have been removed in i 


Column 4 


investor confidence 


in part because of media and donor pressure. As 
Acting Commissioner of CHRAJ recently stated 


hold the chairmanship of ECOWAS or the 


the fundamental problem in Ghana is 


and its tolerance of high level corruption has 


and to deepen 


SONS 1.4 (B) AND (D) 1. (C) Summary: On December 4, the Ambassador met with Captain Abdulh 
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but did not yield 


but 


noted MFA. (On November 
Singapore announced it would partially fund training 


according to Ravindran. In a follow-up 
the Speaker of the Israeli Parliament came to 
the highest ranking Israeli 


11/29/2005 9:22 
but a tool for global American 


Vice-president of the Committee said: \"We 


the Mission 


both left and right of center 


not antithetical. The day at the Joint Force 


mostly staff aides 


and the importance of 


GN) officials flagged other possible transportation projects, for which funding had not yet been identifi 


Column 4 
began the day of briefings with an overview 


but that where Iraq is concerned 


including Afghanistan and 


Richard Duque 


and in no way hinders France\'s 


aterm 
\" but recognizes that it is 


but only within 
he added 


adverse to an independent 


he suggested that the U.S. is not 


gave a briefing in French on the 


underground water. According to KMRT authorities this is the most serious incident to date. While wi 


: dramatic developments in Vietnam has been the recent growth in the power of elected bodies. Althc 


December 5, 2005 Ms. Shari Villarosa Charge dVAffaires Embassy of the United States of America | 


Column 4 


Colonel Budd regretted a 


said Colonel Budd. He 


promote and 

and facilitate humanitarian relief and 
however 

being isolated and at the mercy 


briefers and guests agreed that France 


by the Deputy Public Affairs Officer 
provided the group with a chance to recap the 


its 
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\"Steadfast Jaguar 


for the most part 


that this briefing 
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labeling them as terrorists 


which makes it difficult 


Janiero and Parana. The investigation was initiated following meetings between the Sao Paulo Frauc 


lifficult environment for aid organizations. Villagers are asking NGOs not to return. Corrupt officials ar 
lation and is being circumvented by use of the shura system. They believe the shuras currently are a 
er 3 local elections. 2. (C) DPP Director of International Affairs and Legislator Bi-Khim Hsiao told AIT 


Column 4 


he said 


sticks should be painful and 


Benny Dagan 


but 


including 


s desire for normal relations 


he said. He claimed 


although the Saudis are not 
including 

go beyond simply publicizing 

the broader the support will be for 


debating the first agenda item according to the Speaker\'s Office Director -- Al-Khorafi said the measi 


Column 4 
he said. Dagan added that Muslim 
gradual normalization with Israel helps to give 


he said. 


has a stake in avoiding 
Dagan said that Cairo should play a more 


who is now Riyadh 
are both excellent interlocutors 


11/29/2005 9:31 


Hariri\'s advisor 
offering to set him free and to 


zontinues to believe a twenty percent reduction in the are under poppy cultivation is attainable, and is 
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J) Government sources confirmed that avian influenza (Al) was found in several ostriches in southwe 


Column 4 
plus a sum estimated at 
if he gave false evidence against Syria 


under the 


such as the 


Marwan Hamada 

who took part in the game 
adding that he was 
including an 


who are members of 
at its headquarters at Monte Verdi. The 


upon orders 
to record his statements. 


mentioning a number of Lebanese journalists 


Al-Safir paper said that two different sources 


tion of the Fifth Unit which is expected to generate between 150 and 450 megawatts of electricity by 2 


; in the town of Gobu in January 2005. An Ituri prosecutor in May 2005 issued a warrant for Koliba\'s : 
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11/28) 


because | was forced to give testimony against 
11/38) 


(11/22) 


an editorialist in government-owned 
commented (11/28): \"Some people 


tried to offend Syria and its central pan-Arab 


which has 


who are basically merchants of 
brokers of votes 
know that Syria never said it would not 


from the very beginning 


namely 


and it does not 


Column 4 


chief editor of government-owned Al-Ba\'th 


including 


it can be decisively said that the international 


and the fruit of 


who feel that Syria has been wronged; that 


which has always respected international legitimacy 


the agreement was a 


in all its relevant actions 


and that 


when it says that it 


not only in the 


its occupation of Lebanese territories and the 
and its continuous aggression against the 


a commentator in government-owned Al- 
commented (11/28): \"The world must deal positively 


blocking consensus, and urged the GOJ to vote in favor of the Protocol if the matter is brought to a v 
x//www.state.sgov.gov/p/wha/ottawa WILKINS 


ire being repeated below. --- CRS --- 39. Funds were provided through CRS to its local partner, Sec 
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which was reached on the basis of 
the 


hatred 


an editorialist in government-owned Al- 
said (11/28): VCondaleeza Rice\'s statement about 


the statement is linked to the pressing 


and even if it does that will not bring life back 


to say the least 
repressive 


who are plagued by the mentality of 
must create the required shock 
and lift the immunity 

chaos and fires 

before it is too late 


stability 
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with their five 


, we underlined the importance of the EU Commission and member states renewing and extending tr 


\rabic and English language newspapers, as well as to 59 senior academic, media and civil society p 
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earning their concerns attention from both 


the result 


the 


New Front Plus has rolled out several well- 


who recently laid the 


the AC\'s Maroon base has had high 


they have been quick to stress their 
particulary to 
and have begun developing proposals 


with hard 


al organizations, Niermala Hindori-Badrising, revealed that Suriname may have missed the opportunit 
19 in support of Suriname\'s participation in the WTO. Van Glaanen-Wegyel lamented that Suriname 


Column 4 
won 4 out of the 10 available 
up from 3 in the 2000 


but it may now be eyeing the ACVs one 
won with eight percent of the voters. To 
NDP party members have strongly criticized 


calling for a reversal of the price hike. 


which was 
to provide financial compensation to interior 


SO 


because their voting patterns 


which lost 


one of the major 


Seeka 


the NDP won four while the AC won only two. The 


suspected NDP mischief brought 


Column 4 
when a group 


whose deadline passed with no action 
media 


the group\'s members were ata bar 
whose 


despite the success of 


former rebel 
convicted narcotics trafficker 


the AC. The NDP likely wants to drive the AC 


there may be 


should he hope to coerce 


1 combating inflation, unemployment and poverty. End Summary 2. (U) The UCR School of Statistic 
NER 

id DND officials acknowledged they were aware of USG concerns about arms transfers to Venezuela 
ISTAH said cards were being distributed at one center in Saint-Marc without a list assigning voters to 


ıbassy here a diplomatic note to this effect. The Swiss Embassy has told us privately it appreciates C 


itly inaugurated Santa Teresa Monastery Museum, both in Arequipa. 2. Time frame: July 1 - August 
A) when the House of Commons voted on November 28 to bring down the government. 2. (SBU) Th 
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and themselves 
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who allegedly commited suicide on October 13 
had closed correspondent accounts in U.S. banks 


which quoted him as saying 
let them freeze it." However 


the sanctions had utility by \"naming and shaming V" 


it will be difficult 


regime 


since in the Syrian 


but rarely beyond the relationship of cousin since 


MILLARD 
2. (U) ILEA has requested that the Embassy/State Department complete human rights vetting requ 
nore in the Trade Negotiations Division of the Ministry of Foreign Affairs and Trade. Levermore repor 


Pokharel stated that while he would bring the issue to the attention of NepalVs delegation in Geneva, 
imarily at the ministerial and vice- ministerial level. Four separate working groups were formed to exc 
OSCE observers determined that the reported explosion was the result of an accidental land mine de 


| from the U.S., the DTRO Almaty telephone is 011-7- 3272-50-49-76. ORDWAY NNNN 
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tment responsible for terrorism finance and anti-money laundering issues. 2. (SBU) Without promisi 
tment responsible for terrorism finance and anti-money laundering issues. 2. (SBU) Without promisi 


Column 4 
which allows the owner of an asset to place 


and 


contacts report that regime insiders 


and therefore will not need to make 


there is 


one of four 
reported recently that his bank is 


and that he began receiving 40-50 electronic 


contacts state that 


unimpeded by financial sanctions. 


and then move it to bank accounts in Dubai 


Lebanon 


and that the 
Chairman of Western 


Column 4 
stated 


Jordan and the Gulf 


who have been paid in foreign 
and among 


who services both the general 
goes by the name of Sahloul 
he demonstrated his 


Dubai and throughout the Gulf. Basel al 
member of an influential Sunni family and 
reported 


mentioning 
Director General of Syriatel 


they owe their 


two of its 


al Haffi 


Column 4 


Syrians in general 


who is a 
manages a financial empire 


powerplants and a major interest in Byblos 
one of Syria\'s four private banks. Hamsho 
The Hamsho Group 

import/export 

cement 


Hamsho has 


Dhu al Himma as Shaleesh 
owns SES 
which is active in the construction and 


but contacts report that it 


who have no connection to the 


whom 


Lebanon 


and send a 


v U.S. poultry to transit Lithuania en route to other markets. 2. The SFVS told us that it has observed 
ulRaouf Adwan Office: (963-11) 333-1878 Home: (963-11) 311-7358 | Cel: None Fa 


nn Zagreb\'s SIPRNet site (http://www.state.sgov/p/eur/Zagreb/index.cfm ). In response to ref A, Post 
1 of the national pandemic influenza preparedness plan, which is posted on Zagreb\'s SIPRNet site (t 


1e: 06-20-43-71-57, fax: 33-1-4524-7458) and by e-mail at coopernj@state.gov. 3. IN THE EVENT ( 
ernment of Nepal (HMGN) continues to take the issue of terrorist financing seriously and that the info 


1 the incoming commander. End Summary. ------------------ General Background ------------------ 
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you will be required to purchase a cash card 


squash court 
exercise room 


payment is 


smaller denomination traveler checks would be more 


201464 


even in hotels. 


local medical facilities are 


including taking appropriate anti-malarial 
using mosquito protection and the use of bed 


| access to critical flood control structures. END SUMMARY. 2. (SBU) Turkey is the largest source oi 


Column 4 


including malaria and dengue fever 


especially an up-to-date typhoid 


and medical resources and facilities are often sub- 


as they 

Japanese encephalitis 
including such efforts 
application of DEET repellents 


per year) are allowed access to 


and events in the Middle 
which 


ption of the Dashnaks) and non-aligned members, voted to extend the contingent\'s mandate, and it « 


Column 4 
have the potential to take 
the longstanding 


public demonstrations and 


or is transported via 
with prior approval of the RSO. All travelers 
immediate custody of a laptop 


to avoid predictable behavior 


pick-pocketing 
especially in 


carrying large sums of money 


baby taxis 
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V as one ruling family member recently confided to 


but are 


aildren in three districts of eastern Kenya. The lack of rainfall and its effect on pastoralist livelihoods i 
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as evidenced by statements attributed 


S dispute over succession 


\" local media reported November 27. He 
VWe have declared allegiance to the Al-Sabah 


Khaled Al-Duwaisan 


the 


and Apparently Bested 


PM Shaykh Sabah met November 22 with National 
whose call 


ective countries. Guven also handed over copies of background notes on PKK activities provided to € 


ommission (JCC) format to achieve resolution of the conflict. (Note: To Poloff, Volski said Georgians 
ol, but has not yet learned how (or if) India voted. MULFORD 
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VMay Almighty Allah bless you for your great 


s Comments 


impassioned appeals for 


Chairman of the Foreign 


VWhat is 


Minister of State for Cabinet Affairs 
V'The situation of the royal family 


\"We need decisive decisions 
which is neither healthy or 


despite his appeals for a speedy 
said November 26 


liberal lawyer and columnist Imad Saif 


lifficult. 2. (U) Kiikkeri told Poloff that she agreed with the conventional wisdom that Evo Morales wc 
g a reporter for The Star newspaper (daily circulation nearly 175,000) whose previous articles on the 
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liberal lawyer and columnist 
wrote 

but went 
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condemned Hizballah\'s recent Blue Line 

and sought U.S. intervention with Israel to seek 
with the French FM 


French MFA Political Director Laboulaye 
with active Russian participation. Laboulaye 


and described Beijing as more 


and confirmed GoF plans to 
while praising the 


citing economic/demographic problems 
and weak leadership by King Mohammed VI. On Iraq 
and confirmed that Iraqi FM Zebari 


MFA 


and repeated familiar concerns on creating new 


MFA Political Director Stanislas de Laboulaye 


Thibault 


democracy and human rights. Melan admitted that engagement with the GoC had not yielded results 


iference. 3. Regarding the possibility of taking on funding on a sustainable basis in the future, he sai 


eat the CBNVs recapitalization directive. End summary. 2. (U) This economic update includes: -- Ma 
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MFA S/P-equivalent Pierre Levy 
DNSA Abrams had a working 


during 
Egyptian 


and U.S. 


REGIME STABILITY 


with 

Boche 

continue to make 

and seek to mobilize 
and stressed that if 

the 

and going 

such as the Ba\'th party 


citing 
and described civil 


and said we were now 


Abrams proposed a narrow 


as a way to express support for LarsenVs 


adding that time had 


its watchlist data with us; any successful U.S. approach would have to be reciprocal. Our primary dia 
new base have resulted in the destruction of over 400 cocaine base laboratories, over 150 tons of es 


Column 4 


in later discussion 
the need not to overextend ourselves 


and offered to send 


we could run out of time for separate UNSC 


and 


Y and suggested that Annan\'s tour of Arab capitals 


ina 
expressed greater caution 
including on a new UNSCR to respond to 


even in the aftermath of a tougher Mehlis report 


namely the positions of Egypt and Saudi Arabia 


but concluded that both governmentsV 


too far\" to avoid excessive pressure 


both Abrams 


nfrastructure improvements for the U.S. plaza at the Detroit- Windsor tunnel that would increase pas: 
mbers are focused on their own futures in elections to be held March 12, and the pace of legislative c 


fficials assert China has no desire to compete for a dominate market share with the United States. C 


Column 4 


though no 
and that fears of 


though it would want a 
Farnaud (who served 


but said the GoF had no such 


LAHOUD 


Boche described Hizballah as becoming more 


and 


to urge Israel to return the four bodies of four 


he concluded there was little 


and one on which the 
though he was not ready to 


with the 
and Aoun remaining unacceptable to LebanonVs 
Boche counseled 


while President Chirac sent \"the Lebanese 


EU-3 


U.S. 


citing the relative openness of the PRC 


**** * * * * * Visit Dublin\'s Classified Website: http://www.state.sgov.gov/p/eur/dublin/index. cfm KE 


Column 4 
in contrast to the 
Kislyak. Laboulaye 


and more understanding of the need to tell Iran that 
though the time may 


and those who want to start it slightly 
giving time to build international 


to show that the international community 


were on our side. The main 
in LaboulayeVs view 


citing domestic pressure. He added that 

during a visit he made to Pakistan last 

had concluded that Iran will continue to lie about its 
just as 


in more brief remarks on 
stressed the need to be realistic and build consensus 
which would not coalesce by November 24. 


contained in a letter from Iran State Security 
as profoundly negative. Boche reported 


Boche stressed that there was an internal 
and advocated letting the Iranian 


which was why the U.S. continued to 


and at 


meanwhile 


stressing the 


hat Suriname owed the USG money and that arrears and penalties were regularly increasing the size 


Column 4 


which were not evident. 


and was largely in listening 


but cautioned against expectations that the Secretary 


emphasizing the Palestinian roadmap commitments 


akin to HizballahVs situation in Lebanon. 
armed terrorist faction within 

which would jeopardize U.S. 

as well as prospects for 

meanwhile 

citing the weakness of the PA 


and stressed that January 


which 
could result in a new 


which should be in 


which 


| focus on African American pride, self-esteem and cultural recognition as experienced in U.S. history 


Column 4 
Boche 


due more to economic than political 

high 

its youth bulge 

Boche described King Mohammed VI as intelligent 


who 


noting he had lost the international diplomatic 
such as the Al-Quds 

didn\'t travel to international meetings 

Boche described Algeria as increasing its 
which changed the 


Boche conceded that Chirac retained 


unsuccessfully 


Boche 
the Moroccan government had been too timid and 
and the GoF was 


Laboulaye praised the recent Arab 


at last\" in Iraq. He also commended Arab League 


confirmed Iragi FM Zebari would visit Paris on 
his first visit to France as FM. Thibault noted 


a UK-issued invitation which privately infuriated the 
meanwhile 


having realized 


ncilman who fought for the rights of the disabled and favored fiscal austerity (Sullivan was left quadra 


equested the state-owned Taiwan Insurance Institute (TII) to liquidate Kuo Hua. Outstanding claims < 
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citing creation of the Foundation and 


and noted that the French education minister had 


the GoF delegation at 
led by 


but raised familiar cautions on creating 
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a new record high. On November 28 


Kathmandu police found a bus 


on the grounds that 


ssion of the climate in Taiwan for high-tech companies. End Summary. Democracy and Military Proc 


r the altercation was due to surprise or aggression, it is a good sign that FARDC pressure on the FLE 


y Bangkok possesses no credible information of gross violations of human rights by this person. Em 
MUNGTHANYA, Sattahip Naval Base, who has been selected to attend the WCN P1391, Naval Sta! 
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following HMGN policy 


the police handed over 42 Tibetans to UNHCR 


29 held valid Chinese passports with Nepalese 
drivers license); and 5 had Nepalese documents. All 


acknowledging that departure from TRC indicated that 


the Tibetans told UNHCR protection officers that 
but did not want to have Indian stamps in 


they had traveled to Nepal legally 
and planned to cross illegally into India across the 


police 
arrested 18 Tibetans for traveling without 


000 rupees (115 USD) or sentenced each to 11 months and 10 


and 
told Emboff that they believed it was likely that the 


but 
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the highest 
in December 1990. The 


UNHCR expected to see the numbers of new 
as anyone arriving now would not be 


but has increased the 
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but he also feared that the 


he concluded that the 


Column 4 
he argued that the 


rule of law 


but the Maoists and Parties might be 


which they could 


he said 


and if he did so 
he should postpone 
retreat from the moves taken 


indicate a \"willingness to 


appoint a prime 
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not royal 
who had recently been in Pyuthan District 
alleged that 


senior officers had 


Pokhara 
despite the governments attempts to create 


000 had the government not acted. 


adding that the UML 


it would be at the 
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where they hoped to 
000 participants. 


his current plan seems to be to continue trusting 


beyond calling on the international community to 
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thanking the government and 

represented by a delegation of Egyptian Naval 
for Egypt\'s assistance following Hurricane 


the band and audience 


a smaller group of guests joined the band 
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Monday's (11/28) papers responded with lead stories 


government owned papers bannered 


VLTTE to maintain ceasefire: Prabhakaran says they 


mission in principle, and would be willing to consider such requests in the future. However it would be 
corruption scandals surrounding President Chen and the contrasting clean image of KMT party chain 
(MDD) to maintain a dialogue with President Obasanjo and to try to retain some influence within the I 
volutionary) (ANNFSU-R) forced dozens of schools to close, affecting over 50,000 students througho 
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V'Tigers to wait and see till next year.\" 


led with 


\"New President is a realist 
says 


\"Tiger leader says they'll watch the 


Tamil papers emphasized the 


\"The solution should satisfy the political 


\"We will start the struggle 


English and 


\" the Sinhalese majority has now 


if a declaration highlighting European concerns, and that current plans called for discussing this decle 
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stating the Sinhala media 


Y which is that President 


and independent English 


however 


that despite a resigned commitment to pursue a 
the LTTE leader did 
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be 


able to take numerous photographs of the shoes which are being e-mailed to DS/ITA for further analy: 
rites in advocating exhibits, but believes that devising a mechanism to sponsor 1 or 2 exhibits per ye; 
MFA) informed Post by diplomatic note on November 26 that the Central Bank\'s Anti-Money Launde 
RAE Visit Embassy Kuwait\'s Classified Website: http://www.state.sgov.gov/f 


Column 4 
the Ministry of Foreign Affairs 


taking into account the overall 


11/29/2005 11:15 


AE 


because it is hemmed in by the sea on one side 


producing a 


now heavily North African 


the Panier is just one of many similar neighborhoods 


\"\"We have our troubles 
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Marseille is very 


and have developed municipal and 


and it has 


000 representatives of the local government and civil 


and bears witness to the most 


ni soumises and 
are all very active on the 


and thus 
others 
ni 


and in 


but by the leaders of 
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the celebrated \"caids\" of Marseille. 


and 5 percent of the 


VWe share everything in Marseille: Poverty 


with the arrival of the TGV and the 


Marseille was spared because it has a long 


and has a surveillance 


during the height of the riots 


and were deployed in strength 


Bernard Squarcini 


and puts a lot of emphasis on good 


he was able to deploy his forces in such 


and has traditionally 


itis not 


. The Ministry does not yet recognize the benefit for their side of enhanced ties with the FBI. But lea 
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he is resisting these calls. 
it sounds like Squarcini has been using the community 


at the very least 


\"we are 
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the World Stuck on Climate.\" (See Part C) 
with 


Minister and President 
to a critical editorial by Jean-Marie 


ner at my residence. We sponsored soccer tournaments for Muslim youth and met with regional Mini 


ations emanating from equipment such as aircraft, tanks, and mining carts, and the resultant effects 


»vernment in April. The new court will immediately face challenges to its legitimacy, since it was sele: 
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while President Bush and his attempts to V'change the 


which originally reported on allegations of a 


previously quoted in Le Figaro: 


Franco Frattini 


but that he has received no 


the U.S. requires visa waiver country 


La Croix reports on the latest figures 
published by the 
titled V The American 


a European 
on France's influence in Europe: V'Since the 
France has indeed lost some 


pro-Atlantic and has a timid idea of 


N AND EQUIP H. PERSONNEL TO BE TRAINED: PERSONNEL WILL BE NEW RECRUITS WITH I 
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which remains divided in the face of global 
the international community 


and 
everyone 


the limitations of voluntary emission reduction have 


as the U.S. believes. 
itis also to every 


with its record 

makes it easier 

which can say: what is the good 
if emerging nations 


the plan to reduce emissions to the 1990 levels is 


which has 


the EU is only targeting a 


date in the political process; -- Encouraging Saudi Arabia to play a positive role in the next Iraqi Natio 
o ensure the successful holding of the elections, in accordance with its mandate and in support of the 
to elaborate further on expectations the GOF may have for the conference. Please visit ParisV Classi 
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his falling popularity 


who is 


one wonders whether 


the members of this ten 


which states that 
\ had to be diluted after 


and the prospect for a free trade zone 
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The Jerusalem Post and Yediot Aharonot 
on Monday 
in Barcelona 


among them Syria and 


\" and states \"terrorism can never be 


especially with regard to the linkage to 


the 
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\" adding that he hoped that the 


explaining that 


the Fatah leaders said it had become 


slated for January 25. Moreover 


which is the first 


placing it at 
citing a need to keep inflation within the 


Maariv reported that the US 
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aws offices throughout the hemisphere and are receiving reports from stringers in countries without T 


he information on the civil nuclear cooperation with some perplexity. While the GOB understood the ! 
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left-leaning HaVaretz editorialized: \"The 


which is also dictated by circumstances - 
which should be 
and 


left-leaning HaVaretz editorialized: V'The 


the 


but eventually even Defense 


since 1967 


Israel waived exclusive 


which is supervised by Israel. In 
Israel has installed electronic surveillance 
allowing it to see at any 


which is also 


which should be opened in the coming weeks 
in the future 


Winter Olympic Games. End summary. 2. According to National Research Council Canada, roughly 
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the PA will assume further 
as one 


and in accordance with its agreements 


independent Jerusalem Post 
pretending 
it seems 


and even 
at all costs 


independent Jerusalem Post 


the increasing belligerency of the Iranian 


it 

has decided it will not break ranks with Europe 
at all costs 

for example 


let alone 
cannot be relied upon to stop Iran from 


and now even 
lead 


and is just going through the motions. Our 


"plan, OSIPTEL will lower the mobile termination rate by 25 percent over the next three years, beginr 
Rican entities under Title IIl of the Libertad Act. 2. During the latter half of 2005, Costa Rica continue 
ss, and as discussed with State/WHA and the NSC, the Embassy released a statement to the press 
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even implicitly 
is 


combined with the 
shows that 


the time has come for Israel to sound 


and to frontally combat the creeping sense of 
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President Mahinda Rajapaksa has offered few 


his comments before Sri Lankan 
his intention to \"revise\" the Ceasefire Agreement and 


his speech before Parliament specifically 


the President 


pressure groups 


he said 


MORE FORTHCOMING 


inted and a significant number had posters from all five candidates. Opposition newspapers were rea 


ist of non-performing loans and acquired assets, and try to profit from them. Although the banks recc 
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Rajapaksa\'s November 28 briefing of the diplomatic 
less polarizing approach. 


the President instead noted 


and emphasized 


in the late days of former President 


\" he pledged to uphold the ceasefire (a point 


in his comments to the diplomats Rajapaksa noted 


US 


the President told him that 


when 


Foreign Minister Mangala 


and we expect that 


at least for 


r official passports. 4. Please note that as of March 29, 2004, Ireland has instituted a smoking ban it 
substantative comment. La Lime 
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Jayantha Dhanapala 
at the direction of 
on November 26 to convey that the 


however 


Rajapaksa told the 

asan initial overture to the LTTE 
including police 

an NGO contact had told us that 


via back-channel communication with the Tigers 
which he 


but the term \"Provincial Councils\" is likely to 


rather 


e legal front also contributed to the stress level in the state, with conflicting reports regarding coercior 


t bearers of diplomatic and official passports coming to Spain on official business need to obtain a Sp 


'al inspectors to upgrade their biosafety measures, the public health sector did not benefit from the se 


| Dhahrani expressed his view that a major issue such as dealing with expatriate labor should be add 
2 access this site through the State Department\'s Classified SIPRNET website '"'"eeeeeeeeeeeeennnnne 
sess compliance with such requests and was developing a follow-up system which he hoped would b: 
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the danger remains that the 
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while pro-opposition 


and the Awami League has endorsed 


though one media contact states that a 


today\'s attacks 


journalists and 


and the third instance 


on November 20 an alleged JMB 


JMB threatened to blow up Rajshahi prison if JMB cadres 


reported JMB attacks and threats 
with the heaviest 
Dhaka 
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and heightening local 


there is every reason 
and that the gap between 


but this could change with little notice. 


now vacant 
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000). \"Mubarak: National reconciliation 


quire significant resources to protect other countriesY designated Gl products. Nalo agreed that Kem 
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circulation: 780 
circulation: 200 


circulation: 
000). Independent print media headlines were slightly 


circulation: 

000); VDifferences among Iraqi parties threatens Cairo 
circulation: 20 

as they were preoccupied with covering 

Al-Akhbar 


on November 20 


Iraqi President Jalal 


who 


received prominent coverage 


on November 20 


and that all other political issues 


Iraqis should find 


including a timetable for 


Ibrahim Nafie 


columnist Badr El-Din Adham 


V and that despite differences of opinion 
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saying it 


000) 
but noted that Ahmed 


000) 
writer Mahmoud Tamimi 


which is the V'criminal 
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who 


and warns against a gang that is 


11/29) 


11/29) 
FM Shara delivers a speech to 


comprehensive peace in 
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and meets 


11/29) 


11/29) 


Chief Editor of government-owned 
commented (11/29): V'Syria 


once again proves 


such as Security Council Resolution 1636... 


it proceeded from a deep 


but to 


a commentator in government-owned Tishreen 


srlocutors to ascertain PeruVs position before the WTO Ministerial in Hong Kong. POWERS 
Khalizad. The Turks will meet with the Iraqi delegation Saturday morning (see preliminary list at para 
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an editorialist in government- 
said (11/29): V The success of the Euro- 


notably the Israeli 


but the fact is that 
not a cause 


but the double-standard policy 


Euro-Mediterranean 
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000 


23 separate shipyards (to the US\'s 6) and 


but the European Defense Agency may offer new hope 


and emphasizes that 


as the EDA attempts to meet the 


kā 


oncern directly to the GOR, Ireland is unlikely to take any high level bilateral action on this matter. 
that the UAEG was pleased by the MDA and PRCS agreement and that the UAEVs delegation to Gei 


re and Fisheries, the Health Authority, General Secretariat of Municipalities and the military to develo| 


1atically be approved if no objection is raised. The Interior Ministry predicts the measure will pass witt 
or another external source. PolOff passed the information to Bolivian Minister Maria Lourdes Espinoz 
to look into the issue and report back to us. VAN VOORST 


gnated for OCV use. Samarai plans to hire some 400 temporary polling supervisors and election woi 
h Embassy in La Paz to see if it knew of any interested NGOs that could be given the contact informe 
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budgets and 


at each stage in capability 
the plan asks the overarching question: \"What 


this desired end state is always present. The 


which will take the lead on the EU 


or \"blew it up\" as 
the Agency scored an early intra-EU 


science 


but the EDA has not developed plans to integrate 


because it will have a major impact on NATOVs 


Soares said the GOB has a strong interest in assisting the Bolivians in holding an election that is trar 
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Y and collect funds from the nations in advance for 


an EU concept whereby a self-selected 
the EDA sees 
since 


wherein only 10 people work in the 


VEU Nations have to stop 
and start buying the right 


as agency 


\"You\re all we\'ve 


or it risks losing its mandate and in so doing 


Italy and Germany. The EDA has made some enemies 
and some nations were clearly displeased 


allow the Provisional Electoral Council (CEP), government and their international partners to respect 


312-7470; fax number is: (55-61) 3312-7658; unclassified email address is: PlowmanJAGstate.gov; c 
vas extended to December 1. LEONARD NNNN 
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organizations or groupings whose work is 


that has not happened. When questioned about this 
CEO Witney often says 


so it \"wasn\'t possible" to interact on an official 
however 


and 


although Nick Witney 


but he 
preferring to talk instead in 


who will 


3 that the Dutch would seriously consider providing election observers to the OAS mission per reftel. 


Column 4 


and that a discussion of \"European 
but he believes EU nations are 


in their EDA Steering Board formation have 


and the European Parliament is examining the same 


the EDA\'s program could produce 


the worst possible scenario would be 
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assets and 
and a V progress catalogue in 


and a realization that the EU may 


and posted ambitious new targets for European 
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builds upon the previous 
and lists several milestones for the EU 


assets 

a UK Presidency deliverable 

the EU will launch a bidding process 
adapted from 


will be sent to 


which will detail national forces 


five illustrative scenarios and a list 


reconstruction and military advice to third 
conflict prevention (CP) 


iind contributions that are currently needed, Poloff suggested to Wheeler that she contact the OAS in 


Column 4 
reaction time required for member states 
mission duration 


NATO\'s Consultation 


drawing on Military 


NATO\'s MRR is 


however 
in the EU\'s current process 


interactive NATO FPP suggests that the EU\'s passive 


Command 


tinues to maintain cordial diplomatic relations with Cuba, its close geographical neighbor. 2. (U) In th 
peso unfunded liability for commercial paper at the holding company Grupo Progreso. Principal she 
2. (U) Post has informed the Bolivian Embassy in Paraguay about the Demarche and will be forwardi 
ı copy of the reftel points to local Bolivian DCM Maria Luisa Aliaga Ayala. POWERS 

receipt of any Bolivian request for election monitors. WHARTON 


sue the compulsory license by claiming Roche was unable to provided Taiwan with sufficient doses ol 


ned Forces Research Institute of Medical Sciences, who has been selected to attend the WCN 6323 
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detailed 


000-15 


but in reality the EU would 


the distance from Brussels to South Africa is 
200KM and to Perth 


since the rapid response requirements negate use of 


the EU\'s Achilles heel appears to be 
V which may require at least 60 days before 


but in practice 


computer assisted modeling by NC3A compared to the 
mostly based on the previous 
is that preliminary 


and the resulting increase in 


renia, 1000 ROBERTSON NNNN 
ay during the October 27, 2005 meeting at the Ministry, the MFA informs that it cannot deliver spare p 


ntive response. HALE 
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and ease the reliance on airframes. Because 
it is also likely the approved 
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but the 


Dar isa 


who Jaishankar characterized as an LeT division 


and -- as Indian media had reported 


three \"Pakistanis\" and one 
in the Indian context 


whereas \"Kashmiri\" could 


but Dar did 
per Jaishankar 


Econcouns, ESTHoff, Medoff, and Coalition Forces Land Component Command (CFLCC) medical, v 


1t of the objections raised during the demarche and said he would provide guidance to the Slovenian 
In addition, the agreement provides for long-term loans of archaeological material from Italy to U.S. 
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000) from both HM and 


000 rupees 

000) from an individual named Akbar Khan 

and a series of transfers in 

400 

000) from al-Masha Trading 

800 

000) 

into a separate account. Jaishankar clarified that these 
and not hawala 


and not from Dar himself. 


admittedly 
but it is undoubtedly meant to be a 
particularly in the wake of MEA\'s renewed 


it could be the start of a more 
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PhD in social 

entitled VFTAA versus ALBA: An Ideological 
who received a PhD 


in which countries seek economic integration under 


tification because of political differences with the U.K. concerning Gibraltar. 2. (SBU) The Mod letter 
ain more. The GOC does not currently have stockpiles of PPE. FRANK 


hone number while in country is (01) 668-8777 during business hours; (01) 668-9612 after hours. 3. 
eturned to violence, the King could take action against the Parties for treason. The Ambassador rais: 


jn later this week. (Note: We also provided a copy of the executive summary from the U.S. strategy p 
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we can say that in Latin America a will for 
social change 


which generates a 


the 
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905 deportees this year who have 


389 Hondurans who have 


asphyxiated within the cars of a train 
or victims of other mishaps encountered on 


murder 


if many of these 
why 
since the 


which adds to the unstoppable delinquency that 


Column 4 
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as the two terms are used practically 


while failing to address 


Ben Ali 


Ben Ali prays at 
eclipsing a 


Ben Ali decreed 


or veil. 


not only in the relatively modern 


go to mosque and read the Quran 


who tend to doubt the true intentions of those who 


Jon the internet. 2. (C) The CPI letter had identified Minister of Municipalities and Public Works Nası 
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NOT EXTREMISM 
many Tunisians are increasingly 
while calling into 


discussing the 2002 floods in Tunisia 


especially 


but she 
who are government employees 


some 


while keeping a low 


he said 

that advises (in short) 

or express your 

the least you can do it know it is wrong in 


but she 


the apparent increase in religious observance is 


Column 4 
through government 
are completely restricted. 


the unique position of Islam in 


scholarly works that discuss topics such 
secular government and 
are among the most popular books in 
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some very seriously 
said Berlioz. 
he said the police gave politicians room to 


said Berlioz 
not 


said Berlioz. 


Berlioz replied saying that it was by far the best 
open to the 
and despite persistent poverty 


with approval by the Senate 


said 

include adding police capabilities to track 
cell phone and flight information. In addition 
GOF officials 


ts. See action request in para 5. END SUMMARY. 3. (U) Ontario Environment Minister Laurel Brote 
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said Berlioz 

French domestic 

prayer halls 

and North 

which has served as a place 
including one linked to Iraq and 


had begun in 


covert 
said 


the GOF remains 

said 

he cited the use of suicide bombers 

said Berlioz. 

and the person becomes nearly impossible 
it was essential that France 

not if 


said Berlioz. Traditionally 


said Berlioz 
SO 


said Berlioz 
the head of the RG 
the head of the DST 


the role of Iraq in global jihadism 
and the 


said Berlioz 


preferring to attend training 


wy salafists; --an agreement that each of the principal schools of Islamic jurisprudence will limit to the 
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said Berlioz. (Note: Another 


making it more difficult for police and 
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Hit 

there will be buses to transport voters 

only 744 voted in 

899 in the larger Hit (where 17 of the 22 polling 
014 cast their ballots 


a tiny hamlet on the north 
a VfestiveV atmosphere prevailed on 


the Hit City Council formally 


CF forces have retained a presence 
Haglaniyah and Barwanah 


CF commanders will 

Sadah 

4 

near al-Qaim. (Note: 

the IECI listed eight polling 

but voting actually took place in the 


as 


which may not receive a polling 


. Mr. Phillips cell phone number is (from the U.S.) 43-664-423-7596 and (from inside Austria) 0664-4 
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is located in the opposite bend of the river. 


said to 
000 persons fleeing the 
was located adjacent to the large 


and only plastic water bottles littered the 
000-4 


the scene of some of the harshest 
that many had not returned (or chose to stay 


but is open for outpatient services. NGOs 


especially in 

Ramadi. Perhaps a remnant of its former 

New Ubaydi retains power and water 

and a near-term goal is to restore the telephone 
one of the better looking buildings in 

is intact 


and many of the houses 
grand 
present for centuries 


judging from the quality and square footage of 
there seemed no shortage of fuel. 


1 sector claim that tourism growth on Isabella cannot be contained and that the goal of sustainable de 
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surrounded by mounds of earth 
perhaps a legacy of chemicals aside from the yellow 


has a large 


and people were scarce. The Civil 
however. Iraqi 


\"If there isn\'t democracy in 
there\'s no democracy\". Back on the Syrian border 


even from far across a 


dismissing the 


and the mood varied dramatically 
CF and 


the towns and 


the 


and an additional 20 


there is a buoyancy among the men 
almost akin to post- al-Fajr 


SLD). EXBS Advisor also reviewed Turkey\'s participation in PSI activities and discussed ways to cor 


ige has been that the country is well placed to withstand the consequences of sanctions if imposed, E 


dosed by the draft law and how to respond, he observed. The European Commission, the Council an 
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only 4.2 percent said \"yes\" 

and 20.8 percent were \"unsure\". End 


only 4.2 


those who 


2004 


Arenas said Horacio Serpa, Liberal Party presidential pre-candidate, would participate in the OAS mi: 


toward improving Italy\'s record on judicial reform efforts, and looking for another project after Italy gin 
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Egypt\'s non- 


the IMF 


the ECA has been 


ECA 


supported by USAID 
brokers and 


automated capacities at customs 


ECA opened the dialogue further by 


lieved that no ministerial message might be better than one which let Russia off the hook. The USG 
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and other control agencies. This led to creation 


which has been used by ECA to consult on a 


experiences and 


private 
brokers 


the Minister of Finance requested support 


including organizational structure 
technology 
flatter 


eliminates the high levels of redundancy 


which is expected to occur over the 
involves: executive assessments; reducing 
000 to a more 

000 in four phases 
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USAID funded 


performance monitoring 
the reformers now have a 


risk management 


in addition to several twinning 


which are designed to be single points of 


MCCs will amalgamate 


and the 


particularly GOEIC 
this has led to more joint examinations 


thereby reducing the previous 


an exact comparison is difficult at 


any Customs 


customs release 


time in Customs 


nment of Jamaica has decided to present the candidature of Ambassador Professor the Honourable 


irogram, EPCA II, which began on October 1, is 10.0 percent. 


S is to broaden and deepen the engagement of the United States in the city of San Pedro Sula and tl 


ar into direct agreements that bypass Ecuadorian fixed-line operators. Meanwhile, in their negotiatior 
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Ministry of Health 


the AMS establishes company-level accounts 


ten articles of the Customs Law were 


TRADE COMPLIANCE 


time consuming 

the level of green channel releases 
averages only about 

GOEIC and other control agencies. Tighter 


with USAID 
the heads of ECA and GOEIC signed a declaration 


itch delegation at NATO. BLAKEMAN 
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training 


release times 
valuation method and inspection levels. A 


and USAID will 


USAID is working to ensure that its efforts are 
the 
and Euro-Customs. The EU is supporting customs reform 


the GOE 


significant tariff reforms took 
2004 when the new Cabinet revised the 
reducing the number of tariff bands 


tariff surcharges ranging from 
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the Egyptian Organization for Standards 


adding 


particularly 


a GOEIC laboratory received 


food 
these labs are better 


the training and procedures that were needed to 


reduce disputes 


and is also 
which 
is currently 


which is now fully 
as is the Ain El-Sokhna private port. A new 


with an important 
a new 


S.-source poultry that has transited China that is still in effect. Poultry prices in Kazakhstan have riser 
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again with 
has issued a new set of regulations for 


000 per consignment 


Egypt has actively 
regional 


Egypt 
Tunisia 
and Egypt to establish the basis for a free trade 


Egypt and Israel 
entered into an agreement to implement Qualifying 


Egypt also signed an FTA with Turkey. 


Egypt is actively participating in 


both of which extend policy engagement well beyond 


the two governments are seeking to resolve a 


Nepal and provides the Central Bank with authority to freeze and confiscate the accounts of terrorist: 
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a conference organized 
USAID 


mentoring and on- 
formal training 

the Ministry also 
UNIDO 

British 


USAID and its contractors have 


USAID put in place its main technical 
Technical 


trade 


b) implementing the new 


c) and adopting international standards for IT 
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TAPR II will provide 
laboratory 
standards 


is becoming a high priority with a 
e.g. 


the GOE is engaging in additional bilateral and 


2) fuller application 


3) continued ramping up of the AMS for large 
4) implementation of the new ECA organization 
6) 


7) pursuit of the FTA with the US 


and the solid reform 
the 


11/29/2005 14:11 


the Austrians said they would not take the 
Fried and his 
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A/S Fried met with Austrian 
MFA State 
MFA Secretary General Johannes Kyrle 


including the Broader Middle East 
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2004 that he wanted to 


al-Jazeera said 


papers report. 


53 cartridges 


Massoud Barzani 
four days before Barzani flew to 


‘ed this budget cycle by disagreements over the purchase of transport aircraft. We will continue to fo: 


ved how the U.S. had alerted our financial institutions. Bicakli and Yarasli seemed to take the point: 


Column 4 

but it will never leave the northern part of 
it would be a nightmare scenario 

and Turkey 

besieging the Kurdistan zone 


2003. 
the Kurds also need a sense of realpolitik. V" 


including the Shiites. 
and Sunnis 
said Davudoglu 


Davudoglu 


and has stressed to the US that such embargoes 


11/29/2005 16:50 


currently 


claimed that a team including two 


old concrete silos, which lacked ventilation and were not managed by established safety standards, c 
nvestment takes place between the two countries as a result of geographic distance and substantial : 


Column 4 


saying that no foreigners 


Turkish officials discussed preparations for 


Land Forces Commander 
and Jandarma Commander Fevzi Turkeri as a 


Saturday papers cite a report by the V'Kurdistan 


and gave Ankara the message that he will move 


it will use the Kurds rather 


Barzani had reportedly stressed to Taner 


and that the Iraqi Kurds will establish an 


Column 4 
Semdinli Incidents: 


General Hilmi Ozkok. Erdogan said he 
or that Ozkok would be 


Erdogan said 


V the PM 


stressing that all groups in Turkey should be united 


in Semdinli to investigate the alleged 


said over the 


jandarma officer Ali 
remains free even though he has also been charged in 


not a Turk 
Y Tekce said. 


Sunday papers reported. The 
drafted by Christian Democrat lawmaker Elmar Brok 


d the efforts by the United States on cotton. She expressed appreciation for U.S. offers of assistance 
the text to be circulated to EU Member States. --19 January 2006: Proposal is discussed by the Cult 


it, as France lacks any authority to block assets on WMD trafficking grounds. 2. (C) We requested i 


Column 4 


independence of the judiciary 
the potection of women\'s rights 


Ambassador Hansjorg Kretschmer 


Economy Minister Ali Babacan. 


given that the negotiations 


Ledra Street 
000 Turkish Lira to 


Greek Cypriots 


Sunday papers report. Police intervened to disperse 
injuring 18 


; to the World Heritage Committee would be required, he noted. This was just not possible, as South 


Column 4 


and 


and noted that it was 


the southern province of 
on Sunday. Halil Mese 
and a third person were taken hostage by PKK 


but killed the 


Kadima and Washington" 


which means an independent state of 


he might unilaterally pull out of the 
Kadima 


the 


it would be a tragic measure of humanity in 


Column 4 


11/29/2005 16:54 
11/29/2005 16:55 


wondering how Allawi could make comparisons 


noting that the Transitional 


pointing out its 


the Ambassador raised the issue of the 


11/29/2005 16:56 
11/29/2005 16:59 
11/29/2005 17:04 
11/29/2005 17:12 


including Diwaniyah 

and blamed Sadrists and SCIRIVs Badr Corps 
for the violence and other acts of campaign 

in the north 


Azzam Alwash 
who has joined Allawi\'s campaign 


et to implement an institutional overhaul of the military penal justice system. WOOD 
influential daily, La Nacion disclosed the details of a ‘bonus\' paid by the French telecommunications 


Column 4 


Janabi said they were killed 


which denied 


who is affiliated with Badr. (Comment: PRT 


and 


and been forced to cease or 
he said 


a candidate on the Allawi list 
the hereditary custodian of the Shrine of Ali 


Janabi 
V but did not offer any other 


he predicted minimal confrontation in the north and in 
because the Sunni community is actively 


as well as 35 


Column 4 


Janabi advised 


seeking 

the international community has a 
which Janabi told poloffs he 

Janabi said the National Iraqi List is 
with a major emphasis 


number 
Nasiriyah 


the reports of militia activity are credible and the 
a 
the election campaign is moving forward. 


11/29/2005 17:14 


Ollanta could continue to make progress with both 


in areas like Puno 


where Ollanta feeds on anti-Chilean sentiment 
where he 


which has Ollanta running at 11 percent 
since opinion polls are carried 


but a sizable congressional slate (10-20 
thereby 


Column 4 


but simply came close enough to allege fraud and 
a successful V'street 


Nadine 


his wife 


has a much better sense of how to 


they asserted 


though they had no strategy for doing 


the former Interior Ministry 


suggesting 


NEXUM 


since much of his 


we 


given his pro-coca policies and the 


3 JOINT STAFF WASH DC FOR J3/J4/J5 HQ USEUCOM VAIHINGEN GE FOR J3/J5 E.O. 12958: | 


Column 4 


11/29/2005 17:19 


however 
the lawyers had to clarify who are their 


they confirmed that they would 


the 


the IHT and 


Mr. Clark 
and Dr. Al-Noaimi arrived in Iraq on 


RCLO provided 


the RCLO made sure that 


Rizgar Mohammed Amin 


ng, there now exists an unprecedented opportunity and indeed duty for the Church to contribute signi 


te on the road used by U.S. and other trainers driving to and from JIPTC. Ringleader MaVadh Breizat 


Column 4 


DC 


Reed 


President 


Charles Taylor from Liberia 


he is expected to serve as a 


he has litigated 
having 


S citizens are becoming more involved in trafficking. Moreover, Nepal\'s Narcotics Drug Control Law E 


e matter. The Nepal office of the United Nations High Commissioner for Refugees (UNHCR) continu 


Column 4 


2005. 


and the RCLO has agreed to provide them secure 


rather than from his former 


11/29/2005 17:21 


lawless border area 
and mitigating 


generating better incomes and employment for 


and Quetzaltenango 


the total cost of 


Column 4 


2005 
particularly in the most 


which led to severe flooding and more 
burying entire villages. Atleast a 
000 square 


with varying levels of damage reported in 251 of 
and in 15 of the country's 22 


property 

158 

000 persons directly. The 

386 wounded and 845 
Hurricane Mitch in 1998 was far 
leaving 268 deaths 

and 121 missing in its wake. 


was most 


farm-to-market roads were 


which shot 
the 


the longer-term economic damage is 


Column 4 
followed by damage and losses to 
the social sectors (housing 


59% of the Storm\'s damage was to private 
but the public sector will face increased 


000 


as scarce tax revenues will now have to 


52% of its unpaved 
45 bridges 


agricultural economy in and around the Western 


already-very-poor areas will likely lead to further 
trafficking in persons 


that 300 


Hurricane Stan is likely produce a wave of 


discontent may spread 


ted the Government's desire to involve its citizens in the management of public affairs to ensure ma 


Column 4 


yet USAID assistance per capita to Guatemala for 


but these now have been 


bridges and other critical economic 


USAID would be able to 


to 
or to more accessible 


where USAID has 


crosscutting program would be 


as highlighted in the ECLAC report 
and rebuilding infrastructure (e.g. 


but the tertiary roads 
will largely be left to the 


ship with Russia as a counterbalance to Turkey\'s Western orientation, but as a complement to Turke 


country. The Greek Poultry industry produces about 180,000 metric tons of meat per annum, with a \ 


had been detained in Turin in May (ref). Information was passed from Turin to Milan in October. Follc 
iat will be on the Senate,s agenda when it resumes. In addition to the 43 ZANU-PF and seven MDC 


Column 4 


replacing/ 
small-scale farm infrastructure 
and seed recovery 


as is taking 


as well as 


USAID will consider supporting V'stay- 


provision of stoves or electrical 


exacerbated by lack of flood control 


riverbank reinforcement 


and 
water 
and food handling. 


printing ballots and expect to finish printing by December 10 - 12. The CEP must hire and train rougt 
eculation that the market boom was leveling off due to profit taking in advance of the sale - i.e., as inv 


er did not request additional earthquake-related aid, as the pledges from the international community 


f a sample of the uranium powder for joint analysis until the legal proceedings against the accused he 


Column 4 


technical assistance to municipalities in San 


small bridges 
etc.) 
and on accessing state resources 


NGOs 


with the exception of the Multilateral 
are focusing on humanitarian 
both in the immediate term 


IBRD) will redirect current or make new 


bridges 


hence the government's 


including massive unemployment 


and thus it is in our national 


Column 4 


for a total reconstruction program of $50 million. 
rural roads 

rural farm structures 

and determining what 


47 
500 per hectare to 
USAID proposes to restore some 1 


for a total of $25 million a 


watershed stabilization and farming systems 


education 


the governments reconstruction program 
no other donor can be 


smuggling 


Y over one percent of GDP. Inflation of 4.7 percent remained high due to policy- induced and supply s 
woice number 63158053). 3. Faussot also confirmed that the accelerometers had been ordered anc 


All agreed that the NGO legislation goes too far. FM Cyril Svoboda, who plans to visit Moscow Dece 


Column 4 


11/29/2005 17:32 
11/29) 


it does not mean that his 


where could he lead 


based in 


and faces of his regime\'s victims 


awaited by 


Column 4 
we should review this entire history. 
we should seek the causes 


hunger 
and pain? 


suppression 
socially 
and it 


our culture 

we should change the way 
promoting 

inclusion instead of exclusion. 


where our hopes and words were hanged to death. V" 


11/29/2005 17:56 


with 14 


389 Hondurans who have 


asphyxiated within the cars of a train 
or victims of other mishaps encountered on 


onditions in an arid and undeveloped area, and reduce tension between refugees and Chadians. 2. . 


Column 4 
or drug 
murder 


if many of these 
why 


11/29/2005 17:56 


let me guess. You brought me new 


he is also wearing the Cuban 


11/29/2005 18:06 


and seems to have a 
enjoying 


a Canadian of Croatian heritage associated 
was very positive on the 


Column 4 


Rajic said 


that the Holy See really has little control over 


\" he said 


though he admitted that like Vatican 
the Franciscans in Rome had little control over what 


however 
the Vatican department charged 
had not acted on suggestions to 


Rising Star 


studying at a seminary in Sarajevo. He then joined 


'esponse to the DBC list of 181 candidates (excluding approximately 40 whose candidacies were witr 


iamid AlQadi, Chairman and CEO of Yemenia Airlines to discuss the 10-plane purchase that the com| 


Column 4 
and served in Senegal and 


and has substantial face time with the pope 


emphasizing that his remarks were only 
this proximity to the pope gives him great 


Rajic does not come across as a radical 


but can speak as 
may increase 


and we understand that a meeting of the Croatian and BiH 


11/29/2005 18:10 
11/29/2005 18:17 
11/29/2005 18:29 


PolOff met with MFA International 


or in its communications with the MFA -- but rather has 


11/29/2005 18:31 


ied. Chang discussed plans for a South Asian regional transportation conference that will bring togetr 


Column 4 
but 
while all countries have the right to develop nuclear 


that right is conditioned on full compliance with 


Brazil sees a necessity to 


but the pending issues have yet to be resolved. 


even if it is not an ideal long-term solution. 


11/29/2005 18:44 
11/29/2005 18:52 


V corruption 
and gross abuse of public funds for political 
consequently the government no longer has the 


orkers have stopped the flow of water, a major section of the roadway above the site remains closed. 


Column 4 


he announced that the next election would be held 
this will be one of the longest 


presumably to take some of 


the PM will remain as head of 
but 


for example 


until the date of the general election. 
Deputy Speaker 


presumably in late February or early March. 


the 


dugh there is an implementation gap on policies to improve the investment climate, the Government c 


Madame, |, on behalf of the Central Executive Committee (CEC) of the National League for Democr: 


Column 4 


reaping the economic benefits of trafficking 


and although the process 
familiarity with the bills could 


for example 


spending is also 


but no new money can be authorized. This caused a 


but it appears to have broad support 


1 Prevention Unit (FPU), the Regional Security Office and the Sao Paulo State Prosecutors in 2004. ( 


‘e impeding their work in other areas. In a meeting with the Ambassador on November 15 in Kandahe 
better means to identify and address the needs of the people. Neither option provides a perfect soluti 
“that she was surprised by the proposal to nominate Lu, which came from CSC member and Legisla 


Column 4 


although given the timelines for such funding 


and with the 
there is no 


in a November 29 phone 
predicted that the campaign will 


so we can expect some of 


11/29/2005 19:15 
\"Khanigeen: the City of Martyrs Prepares for the 
\" that addressed the city\'s tragedy and 


democracy and 


Al-Bayyan 
electoral platforms and Saddamv's trial. 


\" in which the author opined that the trial 


Jre would likely be approved as part of a package of bilateral agreements recommended by the Forei 


Column 4 


2005. END SUMMARY. 


11/29) 
11/29) 


11/29) 
11/29) 


anti-coalition 


the Prime 


he will 
opposition members in 


"the national assembly is weak 


committed to achieving this, both Karzai and Finance Minister Ahadi expressed concern for the econ 


PKHA, USDP/J3 JOINT STAFF WASH DC FOR J3/J4/J5 HQ USEUCOM VAIHINGEN GE FOR J3/J 


Column 4 


the government has conducted deals with some 


National Security Advisor Muafag Al-RubaiVee 


we do not know what 


the national assembly knows nothing about oil 
it does not know which cities have 


killed and looted the country. And if the 
how can we 


affiliated with the Shiite 
published this front-page unattributed 


we and other families of 


this trial 
has become nothing but a farce. 


we have noticed that SaddamVs 


isitors traveling to Ireland on diplomatic or official passports. 4. Please note that as of March 29, 20( 
ents for visitors traveling to Ireland on diplomatic or official passports. 4. Please note that as of Marc 
VEL INFORMATION 3. There are no visa requirements for visitors traveling to Ireland on diplomatic 
nts for visitors traveling to Ireland on diplomatic or official passports. 4. Please note that as of Marct 


stern Zimbabwe had a strain of Al. However, further testing showed it was not the highly pathogenic 


2007. This visit comes on the heels of Armenian Minister of Energy Armen Movsesyanvs visit to Tehr 


arrest on charges of murder, kidnapping and extortion. 2. (C) Koliba was detained by FARDC troops 


Column 4 


we must decapitate the head of the 


no bias 


at the same time 


we 
in the end 


as well as others 
electoral 


which affect voters\' choices. 


the democratic 


the final result will end in failure--emotions and 


we will lament when we see those whom we 


government financed 
published this front-page editorial by Muhammad 


Column 4 


the similarity of 


voters will be able to recognize names of candidates 
sectarian and ethnic 


anti-coalition 


mosques were bombed 


people thought that it was permissible to 


it 


people reacted quickly 
the wise religious authority has 


Column 4 


11/29/2005 19:26 
health care 


there are 
there 


PEI MP Joe 


the minister responsible for the Atlantic Canada 
is not responsible for the province 


there is always the cautionary note that a 


we can expect to see lots of 


with a cynical viewpoint 


dte. Haddad replied that Jordan had not changed its position or approach in favor of the Protocol (Re 


‘ours Catholique pour la Development (SECADEV), a leading Chadian NGO working in three refugee 


1eir commitment to help Afghanistan through new pledges at the London Conference. 2. (C) Rieckei 


rofessionals interested in security themes. These initial steps will help ensure that the statement is w 


Column 4 


11/29/2005 19:34 


such as the Department of State and the 


DEA 


which he believes sends a powerful message to 
he stated that Colombia 


such as in California and 
the United States is aware that such 
the programs 


and every effort is made to minimize any 


interdiction 


y to take a reservation to the Rome Statute that would render its accession compatible with Surinamt 
Vs limited diplomatic personnel resources abroad did not allow simultaneous coverage of the meetin( 


Column 4 


in a transparent manner 


for instance 
surely envy the historic opportunity now facing 


and we are committed to helping him and the 


but are 


\"we will not let people take 
V promising the Justice and Peace Law 


the Fiscalia is working with 


they will do 


but it is less clear they are as willing to 
Iguaran commented 


and we have found that they will 
place properties 
provide false information 


Column 4 


complex 


efficient 


at 


with capable and trained financial crimes 
Director Walters 


ONDCP. 


11/29/2005 19:43 


director of the National Epidemiology 


reporting 


unless it were to receive 


:s conducts a consumer confidence survey twice a year, March and September. According to this poll 


. but did not envisage a way in which Canada could halt Spain\'s proposed sale of CN-235 and CN-2€ 
their voting centers, but the OAS claims all the voters from that distribution center will vote in a single 


>hile\'s support and has cautioned us against pressing the Chileans too hard. Given the GOCVs com 


31. FY05 4Q. 3. Program Objectives: -- Strengthen support for the Memorandum of Understandinc 
ough Gilmour believes it unlikely that a new government will derail Canada\'s support for the Police T 


Column 4 


the government has held a press 
and news articles have appeared in several 


local television and radio stations would 


Dominican medical and 


and public education campaigns. As of now 


nor have any 


but guidelines are not yet in 


as appropriate. 


we cannot predict the effectiveness of such measures 


11/29/2005 20:04 
a preliminary step 
which triggers reporting 


est for the individuals listed below, who has been selected to attend the Leadership Development Coi 
ted December 8 that the points mirrored New Zealand\'s position. The New Zealand government see 


he stressed that the more prudent course of action would be for members of the U.S. delegation in C 
amine areas of potential cooperation. While the resulting Kabul Declaration offered little in the way of 
stonation along a bypass road leading from Tskhinvali to the village of Java. Schmidt said South Oss 


ALUATED INTELLIGENCE. REPORT CLASSIFIED CONFIDENTIAL NO FOREIGN 
SSIFIED CONFIDENTIAL NO FOREIGN na a en 


Column 4 
as this part of 
yet high enough that it should not affect normal 


thus avoiding the unintended consequence of 
further 


11/29/2005 20:32 


but stressed continued coalition 
but the gradual withdrawal does not 
including Ahmad 


touted equipment upgrades for 
34 Armored 


graphic coverage of daily attacks 
with the larger incidents leading the 
al-Shargiya 


al-Shargiya reported that a car bomb 
print 


with casualties among Iraqi 
civilians 


who reported V'Operation 


ing any specific GOK action, Al-Mughamis thanked Emboffs for the information and offered to share 1 
ing any specific GOK action, Al-Mughamis thanked Emboffs for the information and offered to share 1 


Column 4 


one wounded 


47 weapons caches seized and 123 IEDs 
the media is showing 


Syria Focus Varies 


National 


V Radio Republic of Iraq; Y Foreign Minister 
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preventing any unsafe or unnecessary 


the government has recently adopted a 


TCDC requires all 


enhanced nosocomial (intra-hospital) infection 


which includes two 
six regional hospitals and 18 county 


DOH submitted an application to the 


and in June will reach the stockpile 
enough for one-tenth of the 
or 2.3 million people. 


Taiwan currently has a stockpile 
000 packs of 10 tablets of oseltamivir (each 


enough for treating 0.7 percent of TaiwanVs 


with the ultimate goal of growing the stockpile to be 


ms by organizing observe 


Column 4 
surgical gloves 


4 million protective 


Taiwan has established a Task 


COA Chairman Lee 


if detection is confirmed 
poultry within a 3-kilometer radius of a farm 


Taiwan recently raised the level of 


Taipei 
DNA sequencing and 


the farm is 
Taiwan has only detected LPAI and 


the radio November 29 to resign when its mandate expires February 


3: Summer 2007. LINEHAN 


Column 4 

boots 

cullers were not given prophylaxis 
however 


380 


Taiwan has a 


the 
animal health officials ruled out 


H7N3 


also on November 17 


advising 


and chicken and duck raisers are alerted to 


LPAI/H5N2. Nonetheless 


officials 


Lee Chin-lung 


vaccination for Al is not permitted 


ze responsible for providing election monitors to va 


Column 4 


COA is currently revisiting this issue at this time 


the DOH 
facilities and relevant 


it can call upon the military to impose 


the general public needs to be 
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until CPC pipeline 


the 


Colin 


Chevron\'s Commercial Manager of Marketing and 
confirmed 


Column 4 


Nesbeth 
consisted of shipping 5 million tons per year 


TCO\'s search for alternative 

dubbed the \"Crude Export Project 

with serious negotiations with various 
Azeri 

TCO struck deals with 

which will expand and upgrade its crude carrying 
along with Azerbaijan s Caspar 

000 ton vessels needed to carry 

whose 

Nesbeth credited PetroKazakhstan\'s (PK) 
with much of PK\'s Kumkol 


into the Atasu-Alashankou 
rather than West 


and more transparent rates\" than competitor Mobilex) 


while the Southern Route deals 
V the public announcement had 


Nesbeth said 


V necessitating the 


notwithstanding the 


:cellent relationship, and that the GOJ would be pleased to sup 


Column 4 
TCO would prefer to ship its oil from Baku to 


Nesbeth explained 


Nesbeth said 


and thus that date would likely 


even if the BTC negotiations were successful 


given their apparent 


multi-party transportation deal was quite an 
significant infrastructure 
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the Holy See expressed its hope for change in China 


Pope Benedict XVI closed a three-week 


Benedict said he was pained by their absence from the 


their priests and people. Benedict assured 


‚the Cuban government expanded the medical program &Mision Milagro8 
ware of the Bank,s difficult situation. It appears that the dismissed bank president Pedro Castillo 


ies. The license requires DOH to first exhaust Roche-produced stock of Tamiflu before distributing 


's no credible information of gross violations of human rights by this person. Embassy Bangkok Politi 


Column 4 
assigned to the bishopsV pastoral care. The bishops 


expressing hope for the unity of the Catholic Church in 


active in dialogue with the Chinese on religious 
told us in mid November that their contacts had 


apparently without due consultation with 


apparently reflecting the Chinese Patriotic 


for his part reaffirmed the Holy SeeVs well-known 


Sodano 


V saying that governments had no right to tell people 


the 


a recent edition of Jesuit 


Jesuit 
proposed that the Holy See should no 


saying it was standard procedure for Chinese Patriotic 


a Ministry avails itself of this opportun 


Column 4 


commenting that the CPCA also undermines unity between 
\"Unity will take time 


and that any 


and thus protected. He said that the 


and in a post-synod interview with the 
said the recent 


and that Chinese authorities had to accept the 
unity with the Holy See was not a 


Zen said Oct 31 he 


no one doubts that if and when 


they must make this 


vait. The group numbers 11 persons. Emboffs and Miloffs exch 


purposes. As aresult of this agreement, 
?REL, PK, Earthquake SUBJECT: PAKISTAN - EARTHQUAKE: USAID/DART COLLABORATION W 


Column 4 


itis cold comfort to Taiwanese 


\"any time soon\" 


the Chinese 


Tou also underlined the political importance 
noting that 


\"We\re the 
but we also understand 


they were 


the Holy See will not 


echoing Chinese Politburo member Jia Qinglin 
\"they aren\'t ready yet.\" End comment. 
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but a more strident 


ie GoA wants to avoid the risk of the European Court of Justice taking Aus 


imber 353 1 660-5000. Room rate is Euro 160 breakfast included. 
ww him as a proponent of peace (ref B). 


que Boche November 30.) 2. (C) A 
dministrator Ron DeHaven met with FAO veterinary officials Samuel Jutzi and Jan Slingenbergh on N 


Column 4 


reportedly enough for 26 
2004 
mandatory for trafficking heroin over 15 grams. 


while 


compelling facts called for mitigation in the 


who had requested that 
while both the GOA and the GOS have been careful 
there 


and Australian media coverage reflects this. 


however 


Column 4 


both to Singaporeans and to foreigners. 
Singaporean Shanmugam Murugesu was executed 


a local NGO 
organized a forum and vigil for Nguyen 


and no amount of public outcry in 


the GOS doesn\'t want to 
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the GORM would sue opposition journalists and 


the GORM is 


Attorney General (AG) 


one each from the upper and 


ense Hazim al Shaalan as candidate 


Column 4 
to include 
to serve on the Commission. 


dismissal 


poloff met with the AGVs 


citing the Maldives Human 
which is similarly composed 


prior to the formation of 
the Justice Minister and the Chief Justice advised 


the 
chaired by the Chief Justice 


Hameed 
the Advisory Council will hold appeals trials in open 


an American law professor from the 


where it will be debated for 
and then implemented one year after 


MHRC Secretary-General Rasheeda Ali expressed 


Column 4 


a bill passed in the PeopleVs Majlis required that 
she 


the GORM waited until two days before that time limit 


thus still 


inexperienced candidates to the MHRC even 


also named 


and he 


under house arrest in Male\' 


looking 


AnniVs house arrest was extended by 30 


along with the 
will boycott 
the former because its activists are 


his Maldives 


. states, municipalities, and businesses a 


Column 4 


and the replacement of 
whom MDP members and others 


and said his party is preparing national 


Anni said 


and also to 


once divested of President Gayoom 
the MDP will support the rule of law 
and abolish the Information Ministry in 
Anni pledged. 


former UNDP official Waheed 
separately shared similar goals 


albeit 


it is 

it is 

and the protracted time 

despite maneuvering from people within the GORM 
the extension of AnniVs house arrest is 

of late 

the MDP seems to be showing greater political 


promoting 
and 


e levels will be deem 


Column 4 


whether through 
the Maldives is 
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saying that the 


however 
adding that ChenVs decision 


000] 


the various opinion 


what 


which is a result of the governments opening of 
the opening up of 


if Taiwan wants to restore its 
the only way it can do is to hold on to its 
be patient\ policy because the ‘effective 


ria) 0664-4242-316. 3. THREAT ASSESSMENT AND SECURITY GUID 


Column 4 


it means 


nor should it regard Taiwan as the 


pro-status quo V'China Times" [circulation: 
000] commented in an editorial (12/1): 


Taiwan sees nothing but the elections at this moment; 
as if nothing 


a large-scale event 
the longest bridge in the whole 


Taiwan alone is utterly 


tangible or 


we really have 


Taiwan chooses to lock 
absolutely unaware of itself 
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which he 


dor relationships among involved parties will make 


Column 4 


as 


adds greatly to 
and helps continue the 


2006 


and interest in 
adding that American 


he added 


including drug court models. 


such as a semester or a 
to teach in U.S. universities and consult with 
broader 


and the related fields of mediation 


Barak noted that an Israeli committee 


cation of the NP Cooperation Agreement. 2. | Completed Actions for the Reporting Per 


its of new European business investment as a hopeful sign that the international 


es in the bill. VAN VOORST 


Column 4 


who have requested a DVC with U.S. 


Judge Boaz 


including suggestions for speaker and 
to 


Possible Israeli Constitution 


for the first year following 
he plans to stay in Israel and 


Y while on the court. End Note.) In mid to 
he plans to teach for a short period at Yale 
and tentatively also for a few months at 


he plans to spend 
at least until mid-2007 


Law and Justice Committee) might be 


he said that he does not expect a draft 


he GOC received a formal request from the GOB, the GOC would 


1d a sizable delegation to the RECC as a signal of their support a 


Column 4 
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not the GOAM 


V RFE/RL\'s Armenian Service 


\"The United 


\"We share 
whose observers called 


\"The U.S. State Department\'s Bureau of 


which was posted on the website 
calls upon the Armenian 


a center-right 
stated 


the advocate of democratic values 
\" an independent news agency that is 


published the full text of the 
\"U.S. recognizes the 


y with its Istanbul commitments. Schlien stated that the Italian position w 


Column 4 


V a tabloid daily 

\"It can be said that the State DepartmentVs 
V as was the statement of the 

and three note the bright 

however 

VBut as it 


western countries with objective 
and thus are 


they are talking about the 2007-2008 


the 


and this collaboration might continue 


NOT GOAM 


V a pro-government daily 


voter turnout is determined by 
not the GOAM as the U.S. Embassy text stated. The 
according to the press secretary 


the Armenian Central Election Commission 


12/1/2005 9:18 


election results over the past decade show that core 


Column 4 


Luo is suffering the effects of relentless KMT 


Taipei County Acting Magistrate Lin Hsi-yao said 


so Luo was starting with a handicap and 


Luo changed the focus of his campaign to attacking 
which damaged Chou temporarily but not fatally (Chou 
were a double-edged sword 

the new 


Luo has shifted gears 
stirring up the enthusiasm of base supporters through 


some of Luo\'s supporters were charged with 


though minor 


Chou Hsi-wei was 

PFP 

despite hard feelings toward the KMT 

joined Chou on the platform to endorse Chou\'s 


and President Chen will be in 


however 


the KMT has a harder time than the DPP 


; representative for the Group of Latin American and Caribbean States 


.e., regular visits, media outreach, & assistan 


'erred to in reftel. End Su 


Column 4 
and the outcome of the Taipei County 


which is most affected by the 
favors the KMT. It is not yet clear 
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but under existing Brazilian law prosecution is 


the issuance rate soars. Too often 
we have petitioners like one Massachusetts cleaning 
whose prior-year beneficiaries all disappeared into 


next time you are gambling in Connecticut 
we suggest you 
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and together with the other EU ambassadors engage 


Column 4 
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to process the Kazakh crude that currently 


which goes through the Novopolotsk refinery. The 


and this refining would be profitable for the GOB. 


500 


with Belarus wanting 25 
to reflect growing capacity at its refineries 


three percent more than the previous 
to 72.34 million tons for that 


40.662 million tons went to Adamovo 


Latvia during 


194 

674 

383 to the Mozyr refinery. 
000 tons for the year by rail 


Column 4 


the chairman of Belneftikhim 


000 
the Mozyr Cil Refinery is expected 
to open in 2007. This 


the Ministry of Statistics announced Belarus\' 

up 20.196 

from January through October. Diesel production climbed 
fuel oil grew 1696 to 5.161 million 

while lubricants fell 23.496 to 105 

in monetary terms 


but reportedly reached 


4 billion kWh of electricity (down from 5 billion planned 
and one million tons of coal (up from 230 thousand 
Belarus\' next five year 


experts do not believe this 


er of the World Trade Organization. End Summary. 2. Kazakhstan currently 


Column 4 
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strong external inflows 


low inflation 


INVESTMENT 


the Central Bank of Armenia (CBA) 
the United Nations 


Card-to-Card Transfers and Online Treasury 


000 ArCa 


ARMPRODEXPO 2005 


Chamber 


though seven joint- 


Ambassador, in Nepal. Nepal\'s primary focus 


Column 4 


wine and vodka) 


containers and labeling materials 


Armenia\'s 


153 million an increase of 6.1 


and reached USD 


and imports USD 
with a foreign trade deficit of USD 626.8 
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funded under the Human 
aims to promote human 


PAS will distribute media releases 


when they are issued. 


U.S. Senior Adviser to the 60th Session of the U.N 


will speak to select 


Column 4 


Directors 


Emboffs will also participate in 


Promote 


V including a seminar on human rights action planning 
a conference on capacity building in 
a forum on the death penalty 


and the launch of a 


V mandated by Republic Act 9201 
the late 


and 

former Chair of Task Force 

at a ceremony on December 7 at 
named after 


in the House -- proposed in House Resolution No. 1002 


Column 4 
Task Force Detainees of the Philippines (TFDP); 


TFDP; 
PAHRA; 


Manila 


Philippine Working Group for an ASEAN Human Rights 
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000 YTL for the farmers who were affected by the 


the GOT may seek to change this law in 


poultry meat exports are not approved 


poultry companies were not been able to 


but storage 
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2004 
was the second worst terrorist 


in in the work place, in 


Column 4 
while 
2005 \"Valentine\'s Day" bombs in Manila and 


however 

Philippine military and police 

the fugitive leader of RSM 

Philippine Air Force intelligence operatives 
an ASG member under US indictment for 
a 


and ASG terrorists for their roles in the 2005 


BUT STEADY 


000 former Moro National Liberation Front (MNLF) 
and 


as both sides 


education 
health 


as well as contributed to greater judicial 


electoral reform 


itis constrained by massive debts to both 


such as health and 


and on the expansion and repair of roads and 


more stable economy could boost foreign 
which flows in at a 


Column 4 
the USG 


trade liberalization 


counting trade in goods and services. Corruption 
along with the 

poor infrastructure 

weak enforcement of intellectual property rights 


and in 2003 Congress 
a comprehensive anti-trafficking 


notably convictions of the guilty and 
are not taken. The Charge has discussed 


unemployment and socio-economic factors 
a weak rule-of-law environment 


which 


prosecutors 

including some funded by USAID. Dozens of TIP 
and courts handled down 

with 


Column 4 
and has received one grant from DRL 


the 
and the Asia 


and social workers involved with TIP cases. 


Mission sponsored a 


as well as application of key Philippine TIP 


despite a few skewed editorial comments linking 


in which Mission is playing a 
ongoing role. At the same time 


we encourage you to 


we are engaged on several fronts to 


and hope to see 


as well as a Major Non-NATO Ally. We 


TIP 
and other issues of common concern; 


st groups to recruit and train youths under the ag 


lic Prosecutor completed the indictmen 
o develop a Financial Investigations Unit (FIU) to h 


; The SER is an official body composed of business 


Column 4 


whether in prosecution and conviction of 
in bringing to justice terrorists 
or in enhancing the rights 


including the US 


we want to see justice prevail 


focusing 


apparently designed to 
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's noted that the MFA was looking at a number of indiv 


2 sow division among developing countries and to re- interpret the fr 


Column 4 
and generally protectionist bent 


facilitative role 


but far from certain. In Hong Kong 


however 
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and 
but said the 


but the PM replied that 


000 protestors will be charged with lesser offenses. 


but said he would wait another few weeks before 


Meles vowed not to 


‘ame to a vote (Note: Mario Fortin has since been promoted 


Column 4 


Texas 


U.S. leaders were worried about 


Stability Restored 


and emphasized that he wanted values 


however 


calling deaths V'completely 
but said 


000 people initially 


but this effort to 


rea, Syria, and the PLO, or projects whose purpose i 


Column 4 


000 detainees remained in custody and 


but the GOE had 


Tried in Open Court 


leaders 
they would pay for their 


they thought. It was important 


the PM said 


Y Meles 
but I know the 


they 


for now. 


yf WMD. Ventura\'s office had considered the need for further 


ime Boundaries --------------------- 


'epo 


Column 4 


but was in 


in contrast 
but its staff was not actively part of the conspiracy 


several of whose editors were now under 
had spread the same kind of hate messages against the 


Meles said that his 


drawing on expertise and 


Germany and India (because they were successful 


but with 


and would accept donor financing 
the GOE was prepared to pay itself for 


but Meles 
claiming that he had already done so in previous 


and was waiting for 


3 Fabril (edible oils), Nestle (milk 


sustained boom in Canada\'s energy sector has lifted busin 
of those arrested appears to have been denied en 


Column 4 


Meles said he would 


Meles 


while the opposition is still in 


V the PM complained. V'Opposition parties need to know 


some foreigners might be 
but would never direct the process. When pressed 
Meles indicated that 


must come from within. 


Vbut you never know.\" He said he planned to delay 
but that he could not allow the city to 


but 


and claimed that in fact CUD 


sists of Assistant Secretary- and DAS-le 


in Baghdad, especially since it regionalizes its of 


Column 4 


but he is determined to 


he wants 


we expect that it will not be for many months 
we will be watching carefully 
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V announced November 17 the creation of a joint military 


the Brigade would consist of two Algerian battalions 
a Libyan battalion 
and a Western Sahara reconnaissance unit 


but both the Canadian 


but confirmed that the HQ would be Egyptian. 


Column 4 
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but gave priority to the 


the Chief Justice 


coordination 


V listing eight more agenda items for consideration 
including: 


emblem 


the U.K. ambassador said 


and culture. 


and how many ethnic races would be represented 


\" the officials noted that there are over 400 


ink. At a small building a short walk fro 


Column 4 


but stated that they understand their own needs 


after initially saying it would. They said NLD 


\" and noted the discussions 


including the Chief Justice and the Attorney 
replied that such \"legal matters are outside our 


so the 
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E Budget Hopes ------------ 2. (C) Ecouns cal 
ming and is concerned by the implications that might impact the commodity allocation for Tajikistan. 


Column 4 


including Jordan 
are hosting large numbers of lragi 


many 
Cairo or Amman have recruited a large number of young 


stable conditions in 


in particular 


for most 
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12/1) 


12/1) 


12/1) 


borate or refute the information in the Volcker Report. Saran said Dayal is 


Column 4 


12/1) 


he sacrificed 


12/1) 


12/1) 


12/1) 


not in his Interest\" 
Chief Editor of government-owned Al- 
said (12/1): \"Syria presented Husam to the media not 


but to show the Lebanese public the 


rush to deny the accusation that they misled the 


simplicity 


primarily Israel 


in order to 
professionalism 


wasted its time and 
and distracted the public with fabrications. 


ess along. President Gayoom values our input and support becaus 


Column 4 


Fairness and Truth" 
an editorialist in government-owned Tishreen 


not only the face of the masked witness\' 


that the real killers of Al-Hariri and the direct 
and that the ready- 


and then the victim of the lies of 


justice 
but who 


play the cheap role assigned to them 
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Executive 
one of the most professional 
and particularly active in 


000 to the Center for Alternative Dalit Media 


India\'s largest fresh water source. 


2005 the Embassy organized a series of 
a writer and 


: State authorities, carrying out hosti 


Column 4 

who emphasized the need 

the legacy of slavery 

affirmative action 

and commented that the lessons 
the 


Chapel 
who gave an overview of the history of affirmative 


an economics professor 
who is currently the 


noting that affirmative action is similar to the 


the Embassy organized a program with 
an award-winning African American 
and Professor Thorat during which they 


in that it would be contrary to our economic 


Column 4 


and that 


as well as 
is a constant topic of 


such as the Center for Social ResearchVs 


the Annual Human Rights Report 
and is closely read by GOI 


but does 

race or ethnicity. USAID 

poverty levels and 

and many such programs help Dalits 


specifically those relating to the 
and found no 


which is involved 


the district administration did not discriminate 
it noted 


z (C) /MEMBER USDAO DUSHANBE//MEMBER HAS AN ESTABLISHED RELATIONSHI 


Column 4 


with increased NGO and government 
the situation is changing rapidly. 


the governments initial relief packages were 
Y a designation that was 


there was no problem distributing 


\"Dalits have experienced conscious discrimination 


there does not seem to be any evidence of a systemic 


when Dalits who convert to 


whose fundamental tenets are guided by an 
the concept of social 

and the 

is no longer applicable. 


Column 4 


the government convened the Justice Ranganath Misra 
which is slated to be 


Muslims 


but is still 


even with the concerted efforts of 


in 
often are not implemented due 
a press report in the Times of India reported that a 


the practice where 
has been a 


which do not require humans to 


the Ministry only spent USD 4.4 million and 


with a detrimental effect 
Dalits included. The under-funding 


ED BY POLICE OVERKILL ------------- 


Column 4 


many students 
never have the chance to access 


developed over thousands of 
pigeonholes Indians into specific occupations at birth 


that individualsV caste 


which 


those that refuse to 


will plummet 


he did not call for the termination of the system 


economic growth 


and as a result 


interlocutors state that a \"silent 


Column 4 


and therefore must respond to their 
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endorse PM Sharon and join his 


Peres is to serve as a 


ending a record 46 
some 30% of Israelis say the 


while 15% said it would decrease those 


but Labor MK Ofir Pines said Peres\' 


whose few products have all 

in the wake 

the Likud announced its new election 
get Peres. V 


Meretz Chairman Yosi Sarid \"made a final 


a Likud right-wing 
officially announced he is running for party 


Column 4 
saying 


in its rulings over the 
is drawing the country's borders.\" LivniVs 


which she oversees as justice 

when petitions against the separation fence were 
that the barrier is a \"security\" rather 

and that it is a temporary 

So it can 


V the prosecution has oft 


Livni said: \"One does not have to be a 


but it could have political 


where he said Hizballah 


encouraging 
in response to which 


including long-range Katyushas 


Ze\'evi said that if by the end of March 2006 


\"there will no longer be any reason to 
and it will 


said they thought 


Mavariv cited an unnamed \"security 


\" saying that this would force Israel to think 
while focusing on 


icy outreach. End Summary. 2. (U) 


search for the Syrian names in the suspic 


Column 4 


Defense Minister Shaul 


accurate and real time 


Israel will 


a step that will have severe 


and if the PA fails to amend the situation 


security officials 


several thousand Palestinians have passed 
which is yet to become fully 


the Fatah activist 


be appointed deputy PA 


and mainly to help establish the 


and that if any operations have been 
they were done privately and without 


r system that connects the 
ier Lutfi traveled to Cuba as part of a trip 


Column 4 

pluralist Yediot Aharonot: \"Two 
and both ended with a grave 
but knows that the 


which would cancel democracy.. 


pluralist Yediot Aharonot: V'Egypt 


and coupled with 
they hold 3096 of the 
which naturally came at the expense of 


and both ended with a grave democratic 
the 
the Americans imposed a democracy in 


but it is still disappointing 


but knows that the democratic tool 
which 


under the auspices 


it could solve the problem. V 


pluralist Yediot Aharonot: \"The 


Column 4 


searching his past 
are the same 


independent Jerusalem Post: Sharon \"is 


it looks as if the 


loudly 
that they are tired of being fed lies; 


by reelecting 
they can declare that not only is being lied to 
but they actually prefer it to being 


pluralist Yediot Aharonot: 


searching his past 
are the same 


PM Sharon is like French President Charles de 
who was deposed after changing his country's 
established a ruling party that was based 

and pulled France out of Algeria. V" 


independent Jerusalem Post: \"As HaVaretz 
Ariel 


ever 


the United States and Europe, the major players on the issue 
Council. Polish Amb. Maria Wodzynska-Walicka confirmed these pl 


cing or enabling it to freeze assets of suspected WMD proliferators. We 


Column 4 

in a display of 

he is trying to turn this lack 

he is winking at the voters and saying: 


it looks as if the upcoming election will 


loudly and clearly 


by reelecting Sharon 
but they actually 

two 

no Israeli politician will 


Israeli 
corrupt 
Israelis 


nuclear program 


popular MaVariv: V'Sadly 


and should they fail 
but it is hard to 


popular MaVariv: V'Sadly 


if destroyed 


=SCO culture official Mounir Bouchenaki had gone over the same ground earlier in the w 


Column 4 


and should they 
we will be left with the military option. 


itis hard to believe that the public there 


the conflicting remarks that senior 


more 
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and are following WHO planning and response 


as well as with colleagues at the U.S. 
and national public health services in Canada and the 


but does 


but Israel does have related research capabilities. 


the general 
health officials 


Column 4 


some of whom work at Israeli poultry 
might not be fully aware of the threat. 


markets 


as well as 


a more aggressive screening effort here could 


but it is unclear at this point whether they 


surveillance and 
emergency action 
and efforts 

the GOI 


Rodriguez and Jose Antonio Lobo, then a board member of the state electricity institute (ICE) had sh 


Column 4 
the GOI plans to compensate 


the MOA 


based 
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South Africa 


that would then be taken to 
Nalo agreed that Kenya 
need to examine closely the 
rapidly 

but said 


rapidly-growing 


in raising the issue of 
Econ/C noted that Kenya\'s 


who were often too strongly influenced by 


or groups or individuals promoting EU positions 


but stopped just short of saying the EU is paying 


Column 4 
but he welcomed a continued dialog with U.S. 


pulled together 
(copied in para 


non- 
services 


US 


G20 and the E.C particularly after the Zurich 


Column 4 
subsidies and other barriers to 


and in 


as it 


the critical issue is agreeing on the 


special and differential treatment provisions 
Special Products 
implementation periods for 


cotton initiative and 


SEC, MASS, ECON, KMDR, KPAO, OIIP, OPRC, PGOV, PREL, PK, PKEAID, UN, Earthquake SUBJ 


Column 4 


developing countries 


and hence the potential impacts of any tariff 


exemption from applying formula 
provision to maintain some unbound tariffs and the 


including the sectors and modes of supply 


quality 


providing them 


and for developed 


the expectation is that the Hong 


nuch to offer through inter-religious dialo 


irdanian security service 


Column 4 
and pave the way for 


special and 
as well as the 


effective and 
through increased market access for 
balanced rules as well as the 


Kenya is keen to have a 


2003 Decision on TRIPS and Public Health in line 


for diseases other 
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such as nursing homes 


and report back findings 
current 

or an as yet unidentified 
health experts 


and the province 
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Allawi got one million 


but he was in the government 
\" said Karadaghi. Allawi\'s remarks about human 


Karadaghi dismissed concerns that this 


charactering the IMK in particular 


he explained 


according to 
the KIU was allocated six seats; this time 


since the 


Karadaghi stressed that the KIU still 
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warned Karadaghi 


respectively. Karadaghi 


the IECI 


V and remains incapable of monitoring against 


particularly stories about torture 


but that he personally expected nothing to 


Y confided Karadaghi. Instead 


Karadaghi cautioned. 


Karadaghi is 
and is often used as a proxy by Talabani to 


Karadaghi reflected TalabaniVs frustration on 


Column 4 


Karadaghi interjected to remind 
and opened his meeting with 
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arguably the most powerful 

but recently a central figure in the 
but his 


important in scope 


though Dirceu\'s fall 


Jose 


which started six months ago 
deputy Roberto Jefferson (himself 
see refs) 

and implicated Dirceu as the 


with the Supreme Court 
provided 


Column 4 


together with 


the chamber started impeachment 


Deputy Julio 
followed by Jose Dirceu 


claiming that there were no evidence 


a decapitation 
because | did not answer telephone calls or 
my hands are clean.V It was 


Aldo Rebelo 


apparently 


in early June 2005 he 


and that Dirceu was not only aware of the 
but was the mastermind behind it. Jefferson\'s 


with three 


money 
bribery charges and corruption involving bingo 


Dirceu returned to his seat in 
from where he maneuvered tirelessly 
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as he became the second deputy to be judged and 
following Roberto Jefferson. Throughout the process 


a tactic which threatened in its latter stages to 


the Ethics 


and will likely 


which include both PT and allied party 


rapporteur of 


in an effort to 

which covers corruption in bingo gaming 
continued its 

Sao Paulo 


Sao Paulo state. 


there has been an ongoing and powerful suspicion 
that he was in fact the 

or at the very least a knowledgeable and 

in the PT\'s network of illicit financial 

both in government and in the years leading up to 
when proceeds from kickbacks from PT-led 


and that continue to haunt Palocci. 


for years 
he crafted the 


and he was the most important cabinet minister in 


it fits with Dirceu\'s 
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training in Cuba 
and years of clandestine life under assumed 


the schemes of which he now 
rather than fuel graft in a 
as 


though 
and in the end 


to work on a book and travel to the United 
where he will recharge his batteries 


even with his right to run 
Dirceu will remain an extremely 


for its part 


leaving him in the 


at least through the end of the year. But it 


that their scope is vast 


secretary general and others already 


that cannot be comforting news for 
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Jordan 
most council members suggested intense interest 


no specific examples were forthcoming. One 
even the United States 


the 9 Nissan DAC was 


these local 


safe 


DAC 
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except for 
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and put off for the next government when 
December 4. 


2006 in all 


Legal Committee Chairman Muhsin SaVadoun read 


and one 


district 
neighborhood 


the leader of the largest parliamentary bloc 
to move the date of the 


it could move 
if the 


then there will be no date set for these 
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one about Saddam\'s 
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4&5 
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the difference between terrorism and resistance 


and VElections.the System of the 


2005. END SUMMARY. 
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reconstruction and 


political parties have found mutual 


they 


it must 


people will have a good chance to 


Iraq needs to take steps to draft the new political 


independent 


especially in front of the people 


environment 


not only in small towns or cities 


especially Basrah 
the wrecker of 
disappeared? Why are projects carried out by large 


but what was the fate of 
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but these 


future generations 


Carriage or 


anti-coalition 


Iraqis will hold a free election to 
this 


it seems that we 


humanitarian 
patriotic 
the choice is open to everyone 


pain 
Iraqis know today who the best 
Islamists 


after the 
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no bias 


two important developments 


we want our politicians to be more 


withdrawal does not mean that the killers will assume 
we should not give our enemies any 


this 


which is affiliated with this group 


Egypt 
we are gaining more successes and this means that our 


Zarkawi and his 


anti-coalition 


all electoral lists have long-standing 


candidates must know trends and affiliations of their 


lovember 29 to discuss ways to improve collaboration between USDA and FAO on Avian Influenza 
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this will 


we will have 


we do not expect 


the contrary is right. 


the candidates 


they 
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though these allegations are 


RollinV 


the TSE had tabulated 


002 votes) to 46.28 percent (685 


including San Pedro 
and 85 percent of Francisco Morazan Department (Lobo 
including 


with 76 percent of vote counts 
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but are still trying to track down 


the 
DCM 


an Argentine electoral consultant for the TSE. 


as predicted by the TSE quick count which 


as far as a projected 
but did not say the Embassy had recognized a winner. 


\" insisting 
200 lawyers total who would 


it is more likely that such a 
and possibly Mayoral 
and not about the Presidential race. Escolar 


the TSE 
plans to reconstitute electoral tables with all 
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Pepe Lobo phoned the 


or by the evening of December 1 at latest. 
the Ambassador phoned Lobo to give him 


as well as chief of the OAS Electoral Observation 
thought that the TSE tour and press 


he gave \"his word\" that he would 


this tease of concession remains a 


Post is optimistic that a concession will 


the prudent action would be to 


the transition can finally 
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V to discuss progress on the campaign and the 


mainly in Ninewa 


asserting that only Yonadim Kannavs list has 


but also running in Kirkuk 


or have joined forces with 
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Abdulahad said he hoped this number would increase 


including Sweden 


the Christians have been publishing 
organizing town halls 
and conducting TV 


Abdulahad 


but instead went 


to 
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and Furche was in favor of lowering expectations 


what was missing was a 


he doubted the Doha round could be 
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Chile did not want to see 


Pablo said the ball was 


services and 


he said the GOC had gathered all of the 


which would then face a much 


he and Ambassador Furche both felt that through 


recently signed one with 


both Furches said ChileVs export-led growth 
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with Japan and India next 


however 
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it 


the Supreme Electoral 


049 votes) 
108 votes); a 3.28 percent lead. 


including San Pedro Sula (where Zelaya is 


and 85.2 percent of Francisco 
including Tegucigalpa (where Lobo has a 


83 packages of vote counts were sent 


one that was alleged to 
and one with an excess of 
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the host country police and protective 


Wellington and Auckland have 
but 


once very rare 
and visitors should be 

such as scams and 

is a daily occurrence in these cities. 
especially at 


to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


Column 4 


at night visitors 


which are available via the Internet at 


visitors to New Zealand must exercise 


24 hours/day). 
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the Delhi 
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and the government had short- 
000 children just in case. 


the GOI still was able 


and Ravi Kant from the NGO Shakti Vahini told 


VA zari unit was operating from the first 


while scores were sent to 


the managing trustee of 


the children were rescued from horrible conditions. 
poorly ventilated and badly lit rooms. 


the BBC reported that dozens of the 


800 Rs (approximately $62) a month. 


we sought and received cooperation from NGOs 


the rescues have received criticism 


the remaining children are now in Juvenile 


nor for the employers. These 
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V The Department of Labor 


citing the subsequent bad 


the victims will not qualify for 


Pratham could not set up its shelter home and 


it was quite possible that 


Rajan said that the INDUS 


the Indian Express reported that the 


irrespective of income groups. Ifa family has 
then the scholarship will only be available for 


Column 4 


the Asian Age reported that the sex 


resulting in 

Sonepat 

000 

this is still 22% below the biological norm. 


Parliament passed the Hindu Succession 


Prime Minister Singh traveled to the Punjab and 
and 


000 boys). 


Savita Chaudhary 


\"She\'s an immature girl. 


on 


saying 


\"more than half of the girls in MP and Rajasthan are 


Column 4 


000 Rs ($1 

stating 

it\'s fine." The 

000 boys) for Jain families. 

the Hindustan Times reported on 


stated 


such 


the Hyderabad 


V'The Hindu\" reported that the Chief 
Y.K. Sabharwal 


but stated that domestic 
and that 


the Law Minister H.R. 


unlike before 
child marriage 


but the 
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Carlos Cardoso. In 2003 


in May 2004 Anibalzinho 


awaiting a retrial 


but claimed 


and made no mention of any attempt to free 


the 
claiming that 
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just before his trial 
analysts 
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Turkey is bound 
parallel with the EUVs 


the GOT has held off submitting the \"FTA\" to the 


the 


Turkey and Syria also concluded an 


these agreements entered into force in 


who is responsible for 
trade 


a member of 
seems to have a special 


cross border 
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boilers 


seeds 


burned down several years ago and 


business contacts in the 


Turkey has agreed to allow Syria to open a 


has also constructed (on a BOT basis) a new border 


the Syrians have not built a planned 


the line is 
linking northern Syria more 


despite Turkey\'s efforts 
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most of the benefits of growing 
local businesspeople 


poor distribution channels 


prior to the initial release of the Mehlis 
several business associations in the 


most of the 


as well as in the bureaucracy 
further complicating the government's 


000) 
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as of Jan-Jul 2005) 


mineral oils 117.7 
machinery 27.0 
sulphur 

mineral oils 92.8 


sulphur and cement 3.0 
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bombing of Superferry 14 

was the second worst terrorist attack in Asia 

while the February 14 

\"Valentine\'s Day" bombs in Manila and Mindanao 


President Arroyo continues 


public signs of support from the United 


and she will want to use your visit also to 


and that she personally has close ties 


our two principal 
but could over time. National 


a declaration of martial law 
inflame the Opposition 


and 


000 former Moro National Liberation Front (MNLF) 
and 


as both sides increasingly appear to expect in the 
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education 
environment 


as well as 
electoral reform 


it did 
conduct unusually sustained combat operations in 
JUSMAG-P 


and transparent institution 


assistance 
JSOTF-P has broadened its scope to include 


attacks the 


JSOTF-P\'s efforts in support of the AFP 


the current ASG base 
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with much of our effort devoted to ensuring that 


\" have found a ready audience 


and cultural ties upon which the terrorists have 


ASG terrorist Toting Craft Hanno 


Task Force Sanglahi 


such as the capture of RSM leader Ahmad Santos and 


BUT STEADY 


itis constrained by massive debts to both 
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such as health and 
and on the expansion and repair of roads and 


more stable economy could boost foreign 
which flows in at a 


the USG 


trade liberalization 


and the US is still one of the 
counting trade in goods 


corruption is a significant 
along with the high cost of 
poor infrastructure 

and an 


including the President. The AmCham is a 
independent and non-profit association incorporated 


Philippine Chamber of Commerce & 
Philippine Association of Multinational 
Makati Business Club (MBC) 
Financial 

and other 


US-RP Business Committee 
particularly with the Foreign 


the Economic Section 
USAID 
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we 


as well as a Major Non-NATO Ally 


legislative action remains stalled 


without compromising civil liberties; 


both sides are 


000-strong 
and make a significant contribution to 


emphasize 


and note USG willingness to consider new 


focusing 
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that we are committed to seeing justice done 
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\" Chen stated 
not relax 
Chen said 


V Chen insisted. On the contrary 
not loosen.\" The 


Chen declared that if the KMT won more than 
it would pass a Taiwan version of 


Ma 
would only further marginalize Taiwan in East 


Ma continued 


he 
was just responding to Ma Ying-jeou 


a central 
explained that 
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S statement that 


Chen told 
would influence voters and therefore he had to respond. 


Such as cross-Strait flights. 


such as additional flights. The Pan-Blue victory in 
however 
which 


December 3 
Beijing might once again seek to work with the 


Wu continued 


as demonstrated by the renewal of New Year 


he said 


which is currently undergoing registration with 
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President Chen took the extraordinary 


he said 
however 


Y which he and the DPP 


Chen insisted 


which 
emboldened the PRC to take further repressive measures 


s CCP-KMT-PFP diplomacy after the passage of that law 
and more may flow next year 

S 

s apparent decision 


and that Chen will be unlikely to advance 


and possibly Chen\'s 
reflect their awareness that AIT and 


\" it will probably not stir much 


Column 4 


there is growing awareness that improved 
at nearly the same moment President 
Vice Premier Wu Rong-i was 


which will be held after the December 
will be improving cross-Strait economic ties. 
DPP legislator Shen Fa-hui also told AIT that 


it could also foreshadow a reluctance by the 


which could bring more efforts to slow 


an empowered and emboldened opposition Pan-Blue 
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coupled with a lack of understanding of the historical 
has exacerbated the violence in the region (reftel). 


Military 


\" which could not be trusted. 
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or was at least aware that government 


potentially 


V but indicated that specific 


while an advocate of harder measures 


will not have a 


a Muslim 
Sonthi -- who is Wa Bangkok Muslim!" -- has little 


i.e. prior to 2004. However 
and 
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but that 


Thaksin himself had made little effort 


while Anand intends to finish the commissionVs work 
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a significant 


rather than Islam 


there 
but 


set to be 


1948 
was a well respected technocrat who worked 


where his father was posted 


starting in the Policy and Planning 
eventually 
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he was appointed Director of the 


located in Yala 


Palakorn has also served 


Chairman of the Executive Board of the 
Chairman of the Executive 
and as a board 


2001 


2001 


which fed speculation 
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000. Police told the Embassy that they will 
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Member of Parliament 


who had believed they were applying for 
V'ended up working in massage 


000-500 
000 to 12 


Deputy Chairman 
described the 
V saying that the women 


000 Thai women currently 


2006 Vital 


000 in funding for the conference 


which will be attended by NGO and 
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and 
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Missi 
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as well as commitments to extend 


saying that they would have to do further 


but without committing to funding a full-blown 
President Putin announced that Blue 


he failed to deliver any energy commitments; 
he announced that not only Turkey 
should join the EU. 


Energy Minister Guler 


he also 
but there was not a firm agreement. 


speaking 
was persistently upbeat on 


without any details on how they would arrive 


and they expressed concern 
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but appeared to fail 


but the elusive 


not necessarily focused only on 


like the IEA). 
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TaiwanVs Toppoly Optoelectronics Corp. and 


there is no 
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monitors 


and have plans to 


particularly for 


Taiwan companies dominated the 
laptop 

large scale LCD (46.9%) 

VoIP IP phones (7796) 

and internal VOIP phone routers 


will increase by 15 percent this 


with an output of US$30.2 billion 
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maps are developed to 

the number of 

and accessibility to the affected areas. 

each colored to reflect a single piece of data 


demand is often created for more detailed 
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GIS has become an important tool for 


the USAID/DART had a collective 


areas where needs appeared to 
delivery routes to the areas 


whether the proposal appeared to 
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NGOs 


individual NGOs were working in up to seven separate 


the USAID/DART shared 


DFID has begun to implement a similar 


the GIS Officer is providing assistance in 


USAID/Pakistan aims to 


thereby allowing 


NGOs 
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during which he shaped a 


his staff informed us that Pan is to 
Pan told 


a former Education 


intelligent and well-informed 
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he warned that it would not be possible to maintain 
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CPN-UML Central Committee 
and Nepali Congress (NC) Central 


and 
the government to favorably respond to 


as a cease-fire 


by announcing the extension 


the UN 


the Maoist violence has not ended. On 


they abducted a Nepali leader of a UNDP project 


the pressure has indeed 
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there is no 
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apparently 
who tied for the highest approval ratings 


will win handily in what is widely considered a 


adding that in the last presidential and 
the Pan-Blue camp garnered 10 percent 
90 


Fu criticized the DPP for 


has made strenuous 


Fu claimed 


which he 
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voters are most concerned with 


especially for breaking his promise to increase 
Hu said 


saying Mainlander military 
Hu criticized Magistrate Chu 


and he suggested that Chu is more concerned about 


the producer of 
\" has no connection to the DPP or 


angry at being 
staged his second 
garnering 

y 


Hu provided 
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it is likely that Taiwan-flagged vessels will 
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the 


who had been peddling prostitutes on the 
under Section 4 of the R.A. 9208 -- \"trafficking for 


the accused reached deals 


000 peso (USD 940) fine. (Note: According 
the victims 
failed to appear at subsequent 


as is common 


the recent trials in Batangas were the 
lack of 
poor police-prosecutor cooperation 


increased numbers of 


prosecutors 
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a National Bureau of 


2005 under R.A. 7610 
V an anti-prostitution law that predates R.A. 


four months 


provincial 
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and 
both of whom have a street 


including Zharmakhan Tuyakbay and Oraz 
have repeatedly denied any such intentions and 


or cease making statements 


and 


which 


the Ambassador urged 


regardless of whether they were \"legal\" or 


and that he 
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opposition activist and independent journalist 


who would say the opposition had paid them to 
rumors are 


at least in Almaty. 


taxi drivers 


with some individuals hesitant to leave their homes. 


the public 


Nurkadilov\'s 


with the gun on top ofthe sheet. (Note: 


the results of 
had determined 


but 


we cannot exclude the 
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but failed to appear for this special 


but 


MILF Spokesman Eid 
MILF member Jannati Mimbantas 


Chairman and CEO of the Bangsamoro 


V Dr. Candao represented him along with BDA 


Mindanao that was established by the 


the BDA has been 


Juanday 


U.S. Institute of Peace (USIP) 
and international donor community for their 
Dr. Candao gave 


Column 4 


poverty 


and 


the fact remains 


curtailed production 


market forces 


common 


income is 
and there is a just 


BDA 
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128 persons (2 


Lanao area 
Sarangani 
and \"Zambusulla.\" 


Islamic Development Bank 
World Vision 
Japanese Government 


finance 
and personnel management. 


the establishment of a partnership between 
and key role that the BDA 


the MILF is open to 


territory 
and governance. 


details of the GRP-MILF 


with details 
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the lead convenor for the 


a six member team from 


which lasted 
went so well that a second meeting was 


there has been little foreign investment 


opportunities 


and Misuari Breakaway Group (MBG) 


this agreement has not been fully implemented. 
any peace agreement negotiated between 


ared the $2.4 million 


Column 4 
religious 
timing 


a 
and 


the Bangsamoro state should include the 13 provinces 


are the most prosperous. 


a retired banker 


there will be a negative 


conflicting GRP land policies and 
poor infrastructure 
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which is located in the heart of the 
offers investment opportunities in 
industry and tourism. 


mangos 


Indonesia on V'Islamic 


however. 


along with such groups as the Concerned 
are firmly opposed 


Lanao Del Sur 
and Tawi-Tawi.) It also remains to be seen whether 
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factionalized MNLF 
and leading Muslim 
businessmen 


finance 
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and even explicit mention of the James Giffen 
have not 


stability 


and which 


and has not 
on 


particularly when measured against previous 


and there was a live 60-minute televised 
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it provided a real opportunity for the other 


but largely in a 


less-central campaign 


seizure of campaign materials 
and unproven accusations of 


and the OSCE has documented 


despite 


and 


when local authorities clearly intervened to 


including the 


Nazarbayev\'s senior advisors tell us 


particularly the regional akims (governors) 
will not repeat this 


in part by 
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and that photocopiers have been installed in all 


only a transparently 
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likely over one billion 
and its 
remain unknown 


Burmavs principal north-south 

a potholed 

busses 

pedestrians 

local farmers also use the paved 


Relief 


which take about 
have been 


located at the village of Ela 


Column 4 
military aircraft are already using the new 
but commercial flights are not yet scheduled. 


located just off 
is more substantial than the small farming village 


000 
000 inhabitants. 


however 


however 


but in reality is little more than an ox cart path. 


but 


massive military 


offices 


perhaps as large as 20 square miles 
V although in a play 
locals refer to the area as V'Running 


passing hundreds of apartment complexes 
that construction workers said will be 


Column 4 


several structures 

including the 

Foreign Affairs 

and Transportation. Based on our rough 
each ministry 


with no evidence of 


crude phone 


but doctors and medical 


000 bed hospital. 


many of which are associated with money 


KAF (a Kanbawza Bank 

Asia World (run by U Aik Htun 

A-1 Construction 

Tekkham (linked to the United Wa State Army) 


requested V'authorization 
\" and demanded to inspect our cameras. Emboffs 
but agreed to accompany 


a Director of the Ministry of Border Affairs 


Column 4 


but 


V that the GOB in Pyinmana 
and that GOB officials relocated to 


an MFA protocol officer 


| suggest you submit an official 
\" he said 
because our new capital is not yet ready.\" 


timber 


the new airport 


is well before 


or that they even have the 


the 
at best 


sitting idle in Pyinmana 
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among the theories 
fears 


no matter how far-fetched 


well in advance 
was likely undertaken in 


however 
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especially the exclusion of public sector employees 


which he said would make the Council\'s 
and objected to restrictions on the 


for example 


an employer would have to pay an 
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it is likely to 
we invite the 
especially the 


if appropriate 
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established an unlawful organization 


arrested the officers on charges that they Vattempted 
as well. 


in which nearly 6000 people 
a doctor said on the condition of 


the municipality reportedly did not 


Chairperson of the Diyarbakir Human Rights 
who allegedly made statements to Roj TV about 
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Diyarbakir AKP deputy and 
urged 


who was recently arrested 


one of the reported burglars was 


European Parliament (EP) 
reportedly said that the (Turkish) Army was 


the Kurds should back the 


the Director of the sixth 
said that the work 
started on 


Column 4 


and railway net stretching from Konya to Mardin 


which can travel at 40 kmph 
will be able to travel at 95 kmph after completion of 
exports to Syria and Middle East will be able to 


who 


paid a visit to the Organized Industrial 
as 


which will be held in Adana between 
2006 
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there were three more people along 
we 


there were nearly 100 names 


VWe parked our car 

Veysel 

the informant would leave us 
and as he was leaving the car 


| rushed to the spot where the 
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Ates said \"We set off at 8.30 a.m. to 


we 


to 
the two PKK members were raising money 
said the 
they (the officers) started 
whom allegedly had ties with this 
while 
further said that everything they had been doing was 


and their second visit on 
a fact contradicting the 


Hakkari deputy from CHP 


his 


V Canan said 


PM Erdogan\'s remarks saying 
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including the Kurdish 


Malatya\'s Mayor claimed that the numbers of the 


filed a 


the PKK members were readying an 


because the mined area 
would pose grave risks 
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which is 


through making a press announcement about the 


the police officer 


a pro-PKK 


and that the 


Askin 
suffered from psychological problems and was 


the children became ill 
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and sends a strong warning to other corrupt 


and Garcia is the first to be court 
and may indeed be the 
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resulting in a successful 


as the investigation is still 
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and lamented both police corruption and the 


but that some lower-level officials 


who is currently assigned 
explained that national 


acing pressure on Yemenia and is u 
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for instance directing raid team 
the 


civil affairs budgets have 
but the SPPBC civil affairs unit remains 


civil affairs staff in the South 


to 


but when the OIC team left 
they became harshly critical of RTG policies in the 


are not ethnically Malay 
mostly through public sermons 
the utility of the Da | remains 


but the RTG has not \"lost any\" 


the local dialect. However 


many Buddhists feel left behind" by the 
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but insurgents have tried to drive a 


insurgents soon 


Saniroj explained that this year\'s trip 
but that last year 


he made a point of 
as opposed to 


he 


saying that police teams would 


whether 
would block the other side from entering. 


Vbecause 
military-police relations should be settled. 
ORGANIZATION 


Saniroj admitted that the 
especially in 


Column 4 
comprised of the 11th Infantry Division from 
and \"feel(s) like family to people. V 


however 


who explained that his superiors at 


each province is home to a task 
Task Force Two in Pattani and Task Force 


at one time 
200 are on day duty and the 


Saniroj said no and explained that media 


because the Thai media often 


and that life may 


write 


but you can limit it to a very small group. 


saying that 
no 


however 
but that 


Column 4 
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again 

the crowd started \"beating\" members of 
including his son-in-law 

some protesters 


and he 


Chinh said that at least four 
including a deputy chief 

were present. However 
claiming that the protesters were 


before he arrived at 
uniformed policemen were in the area 


had gone to extremes not just in his criticism 


which enraged patriotic 
U.S.-educated MFA contact 
saying that Chinh V'spit 


as an indicator of whether the violence 


Column 4 


but noted that the GVN\'s decision not to arrest 
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without suspending the existing 


Mbaya 


000 more. He added that the AU Peace and Security Council 
but 


he 
and want an end to the conflict. 


Mbaya wondered 


reftel). Deputy Director Malac assured the 


but noted it was a positive sign 


an issue important to 
but 


Column 4 
he 
the government would like to see U.S. and 


but hoped that when they were 

they could return to resolving some outstanding 
Mbaya emphasized that an 

but that 


he stated. Mbaya insisted 
but that they needed 


to make it Kenyan. Otherwise 
he remarked. To the Permanent 


the DCM explained that the U.S. 


both positive and negative. It is 


but took exception to suggestions that the 


he commented that the president \"found it 
V and so needed a 
V referring to his November 23 sacking of his 


but 
having taken the time to reflect 


12/2/2005 10:29 


ATES ANOTHER MEDIA STORM REF: ISLAMABAD 17311 CORRECTED COPY OF ISLAMABAD 


ssing Al control. 


Column 4 


much of it has a 


cultural 


but it is important for the 


including in Afghanistan 


V JUST NOT VERY DIPLOMATIC 
abandoning his notes as he usually does 
(Russian political-appointee 


even 


philosopher 
we have very interesting discussions about the history 


and knows it\'s his job to try to solve them.\" 
V'Actually 

and IVve told Ramazan it\'s his 

it\'s 

and some of it comes from the top. We 


\" want to tell you a secret why | 


disbanded the Presidential Guard 


Column 4 
and | had frequently discussed it with 
but he wouldn't do anything about it. Only after | moved 


he agreed that his Border Guards would 


and he realized that 


Rahmonov said 


and then went back to 


V Rahmonov continued heatedly 


because they 


said thanks but now 


we note a coincidence of 


Russian Ambassador Peshkov 
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\" Prime Minister Ariel Sharon said. Iran\'s 
he said 

every attempt should be 


and he hoped the 


as it should 
Sharon referred to international pressure on 
saying he was not inclined to 


he 


which he termed \"within 


but indicated he would not 
adding: \"It\'s not a good 


Meir Sheetrit 


he said Israel would V'have no choice but to 


who said he had been promised a 


tempered his comments somewhat by adding 


if there was room to do so. 


Column 4 
and said Israel would stay put there for as long 


capturing a mere nine seats in 
while Prime Minister 


conducted on Tuesday and Wednesday among 500 
found that if elections were held now 
compared to nine (9) for the Likud. 


while only 


while Shinui continues to 

and would now win only five seats. Asked for 
41.5 

Mofaz. 

Ehud Barak 


the race was much closer: Some 28 percent 


followed by Netanyahu 
23.5 percent 


winning 44 percent of 
compared to 26 percent for the incumbent 


reacting to this and other recent 
senior Likud officials lashed out at 


saying that 


Aksa Martyrs 


PA Chairman Mahmoud Abbas 
is seeking to resolve the crisis in his party 


Column 4 


chaired by Abbas 


described as 


took advantage of the recently 


prompting Prime Minister 


Yuval Steinitz 
said that we 


29 

Walid al-Amari 
Gaza and Jerusalem 
he told 


State Department 
is also expected to 


as part of a US- 


YediVot Aharonot reports that the 


Column 4 


left-leaning Haaretz: 


Israel must prepare strategically for an 


left-leaning Haaretz: 
especially if it 


will certainly influence the 


opposite 
the American public is badly influenced by the 
without 


and members of the 


the 
an unsuccessful American withdrawal 


strengthen Hizballah and further 


Column 4 


Egypt and Saudi Arabia. 


Israel must assume that an 


when a new president enters 


Israel must prepare strategically 
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such as equipment maintenance 


we won't catch it) and 
which has been largely neglected as 


MOH Department of Planning and 


drugs 
Long 


Cambodia and Laos with a USD 30 million grant to 


AED/Ogilvy Public Relations (OPR) 


Column 4 
Hue and Ho Chi Minh City 


12 and 15. The team is discussing with the 


empowering your audience to protect against Al 


MARD is 


the poultry vaccination program continues 


000 to help Chinese businesses ship poultry vaccines 


the U.N.Vs Food and Agriculture Organization said 


the 


the Ministry of Finance and MARD have also asked 


000 health 


B. Lambert 


Column 4 
civilian and military workers converged upon the 


police sealed off 
transferred patients to a neighborhood hospital and 


Minister of Health Tran Thi Trung 


local suppliers and consumers are having to 
the use of 


however 


albeit with 


chicken feather dusters are also 


not 
due to low consumer demand and the fear that the 


12/2/2005 10:43 


where he will take part in the Carter 


Column 4 


and his ardor clearly moved his 
populist style made him very convincing 


the USG succeeded in encouraging 


12/2/2005 10:59 
where every family has 
a car 


which elicited an enthusiastic applause from the 


local 


\" Tuyakbay said. 


Astana 

\"During this election campaign | witnessed 
using financial and 

trying to turn the political 

because they understand they are not able to 


\"The majority 


and the 


Column 4 
Yerasyl Abylkasymov visited 
Abylkasymov said 


Mels Yeleusizov met in Almaty with 


Yeleusizov announced 


the election headquarters of 
Tuyakbay and Abylkasymov issued joint statement 


the statement said. 


President Nazarbayev delivered a 


urging the passage legislation that would 


Nazarbayev said. Splits in society hinder further 


warned the President. 


according to presidential adviser 
President Nazarbayev ordered top 


CEC Chairman Onalsyn Zhumabekov 


Il impac 


JGH THE EMBASSY PRESS OFFIC 


Column 4 


we have assumed a 

\" 

we have pledged to publish 
\" Zhumabekov 


by December 14. Representatives 


the CEC 


on specifying IDs that voters would 
and on procedures on 


15% of precincts would be equipped with the e- 
which would allow 32% of voters to vote 


the public 


claiming it was user-friendly and 
however 


Zhumabekov informed Ambassador 


the CEC accredited 163 


Column 4 


590 foreign observers and journalists had been 
201 foreign observers from 27 


473 OSCE/BDIHR observers from 42 countries 
107 observers from 8 international 


and 392 representatives of foreign mass 


as accreditation for 16 U.S. Embassy 


including annulling the use of 


ENEMO held a press conference to 


which warned ENEMO that it could not make any 


a local NGO known as the Election 


Pavel Lobachev 


which was founded in 2004 


causing some 


Column 4 


more than one hundred nationals of 


without explanation 


which bars the holder entry into 


some internet sites in Kyrgyzstan carried 


V the newspaper reported. 


Kazakhstan\'s Ambassador to 
Umurzak Uzbekov 


November 


the National Security Committee (KNB) 


rotating 
and tightening border control 


V the 


the KNB stressed that the 


Column 4 


however. In a November 30 press 
Ambassador Umurzak Uzbekov stated 


including the 


\" Uzbekov added. (Interfax 


Prime Minister Daniyal Akhmetov 


about 20 


Astana 


Column 4 


Eleusizov\'s on November 29 


citing article 29 of the election law which makes 


the station aired the 


V CEC chairman Zhumabekov 


both newspapers refused to publish Tuyakbay\'s 
Tuyakbay\'s headquarters 


Zhumabekov commented that \"The law 


on the eve of his death 


Serikkali Musin 
held a press conference to brief 


Column 4 


V Musin said. According to Musin 


the bathroom 


Musin said. He 


with the gun on top of the sheet. Musin said 
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000 and 20 


although many police were present. UML sources 
as of mid-day 


pro-royalists 
and 


Emboffs 


but police did not have 


and thereby might have 


Column 4 


the District Administration Office worked to dispel 


and the UML ensured that the 


12/2/2005 11:44 


during which 57 of the 66 Council members decided 


Ncube and his allies appear determined 


which regardless of the merits 


the pro-election faction drafted an urgent court 


the application was spearheaded by a 


who has 

told us on December 2 that 

which was drafted by Harare MP Trudy Stevenson 
after 


Column 4 


Tsvangirai moved forward 


the 
which according to the MDC constitution supercedes the 
adopted by consensus a resolution (e- 


acting 

had decided to V'disassociate itself" 
Ncube 

Secretary for 

and Secretary for Policy and 

all of whom were suspended from their 


many of which are under 


the 
and the Youth Assembly were authorized 


MDC supporters as a 


Ncube and the rebels could very well succeed in 


in the interval 


Column 4 
and possibly beyond. 
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manages assets worth more than R450 billion ($69 
using 6.5 rands per dollar). Source: Business 
November 29. 


according to Servaas van der Berg and Megan 
researchers at the University of Stellenbosch. The 


000 ($460 
or $1.26 per day) per capita 


as a result of poor economic growth and 
but then declined to 33.296 by 


185 ($182) between 1993 and 2004 (all 


but argued that sustainable 
needing a 


Column 4 


000 ($6 


November 29. 
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they must answer for 


earn their wages 


management is working to pay the 


Motovelo\'s technical director Aleksei Odintsov 
not the 


not because the factory has no money 


he later admitted 


000 
in his 


Column 4 


layoffs 


therefore decisions are not made for 
the 
but there was not 


the GOB took control of 


the workers are still not 


Natalya Varishagina 

but 

the workers are making only USD 107. 
which is a branch of the 


the workers had 


Perspektiva leader Anatoliy 


no one could access the factory 


but were afraid to push the angry mob. 


Column 4 


Motovelo paid all wage arrears. On 
the management promised employees that they 


chairman of the plant\'s trade union committee 


the Belarusian Prosecutor\'s Office filed 


Lukashenko 

despite the control he has on the 
could end if Belarusian workers 
or lack there of. 
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on November 9 


PM Sharon then left Likud and 
the Knesset. Labor\'s calls for early elections 


as scheduled 


Labor and other parties in the Knesset. 
he is reaching out to mayors across Israel 


however 


D.C. -- is essentially a 
and that any substantive discussions would be 


Column 4 
positive review of the DOEVs 


V Israel under PM Sharon 


brokered by Secretary Rice 


and (e) making 


Fatah 
and is being challenged by terrorist groups like 
and other 


but Hamas and PIJ have conducted some attacks since 


fearful of provoking 


Israel and Palestine 


Column 4 


Russia 


while avoiding any activity that prejudices 
this 


rather than a political 

and take into account its impact on Palestinians who do 
the 

dismantle the terrorist 

and take steps to ensure 


just as continuing Israeli settlement 


we 


but Israel 


uranium conversion) for little in 
GOI and IDF contacts have said that 
we can slow down Iran\'s program 


Column 4 


noting that elements of Iran\'s nuclear program 
in some cases 


and flared up on November 21 with attempted 


killing four Hizballah fighters. 


the GOL has consistently resisted all 


UN peacekeepers assigned to the UN Interim Force in 


often times 


there is concern within the GOI that 


the general 


but should not be pushed to 
as this would -- in their view -- 


and 
if 
since then 


and note that President Mubarak could in the future 


GOI officials frequently complain about U.S. military 


and 


Column 4 


we suggest you answer as follows: 


and considering 


supporting the efforts 


based on U.S. support for Israel since its 


however 


an act that the USG 


and the 


Column 4 


D.C. November 


a DOE delegation visited the Soreq NRC as part of 


we discussed with Israel 


but the Israelis 


they wish to continue operating the Soreq NRC 


the IAEC 
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and 


the NDA delegation immediately demanded a statement from 
with BJP leaders 


Column 4 


epitomized by stories of Soviet pay-offs 


under the able leadership of Finance Minister P. 
the UPA and its Left allies easily defeated an 


y 


there would have been no 
claiming that the Volcker Report could 


V and that \"Congress had entered 
the MPs defeated the BJP 


knowing that some in the NDA 


the NDA 


which inevitably will detract 
and the NDA 


agreed that Natwar\'s fate is sealed and 


the UPA was beginning to rest easy 
like most others in 
was drifting from public consciousness. The 


Column 4 


while UPA floor 


robbing the NDA and LF of a potential 
all was upset 
which is now 


with key Congress leaders fighting 
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aid and loans that 


especially at this moment when CAFTA-DR 
financed by 


indispensable to achieve 
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Czech Republic 
Italy 


and said he expects many more amendments will be 


Column 4 


where he would have the opportunity to speak to 


Stillhart reported that Swiss officials had not 


who arrived in Geneva the same 


and that instead Yifrach will fly 


according to Meron 
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2005. He further criticized the 


entrepreneurship 
and leadership" in the clothing and 


the Department 


Column 4 
with an eye to 


President of Texfed 


Director of South 
saw Sharma\'s 


and a possible solution to the surge 


pointing out 
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s May proposal to 
the MFA did not give us a copy 


S UN PermRep does not yet have it 
Northeastern Mediterranean Affairs DDG Bilman 


ter, relief activities are moving into a criti 


Column 4 


in conjunction with the UN 


in conjunction with the UN 


cultural and other events. 


legal positions. (Comment: Meaning they neither 


the UNSYG calls a meeting to finalize an 


by the end of 2006 


which is certain to 


MFA Northeastern Mediterranean DDG 


Column 4 


\"some domestic circles\" see the plan as 


albeit modest 


with the 
should encourage this approach. We request guidance 


and suggestions about additional details 
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President Khalifa used his 


and its condemnation of terrorism. End 
President Khalifa announced that the 


each of the rulers 


although unnamed UAE officials quoted in the press 


Deputy Prime 


Column 4 


Abu Dhabi Crown Prince Sheikh 


the 40 FNC members are appointed by the 


Sharjah and Ras 
and the smaller Ajman 


further details of which are expected to emerge on 
half of the FNC membership will now be chosen by 


Abu Dhabi\'s local 

there will be 

000 members of local councils across the UAE. These 
V who will include dignitaries 

will then elect 


President Khalifa said: 
which is now 
the years ahead in our 


more effective and more sensitive to the issues 


organized course 


we will embark on a march that 


3 AIDS: TRAINING AIDS WILL BE IDENTIFIED M. 


Column 4 


the only woman ever to serve in the Federal Cabinet 


Y she said 
women have 


Sheikha Fatima bint Mubarak 


has long been at the 


a regular Embassy 
has told the press that she intends to present her 


although both have 


business executives 


VGulf News!" Editor-in-Chief Abdul Hamid Ahmad 


VAI Bayan\" 
describing it as an important 


Palestinians; Condemnation of Terror 


Column 4 
as 

\"We are 
violence 


kidnappings 
he said 


\"we have strongly condemned the 


Jordan 


in the absence 


\" we should 


NGO 
legislative staff training 


developing an independent media 
C). 
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at a record price 
and 


Olmert announced that they would 


Column 4 


Peretz said 


saying that he is 


a Banking Analyst at Leader and 
told the Israeli business magazine The Marker on 


he noted that the Cerberus Group is 


which could somewhat delay 


former Governor of the BOI 


and 


ter, relief activities are moving into a criti 


Column 4 


do 
are not transparent 


but asked rhetorically whether this is the best 
whose formerly 


and mysterious investment conglomerate.\" 


which has helped bring Israel from a 


the new government will inherit an 
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Lukashenko invited Fidel Castro to visit Minsk 


chairman of the Belarusian parliament\'s 


Cuba became the first country to complete its 


metallurgical industry and machine-building 
external trade 
as well as with \"other Cuban governmental 


Column 4 


since the beginning of the year Belarus had 


42 mining vehicles from the Mogilev Automobile Factory 
and 37 


250 
and 74 MAZ truck cabs. 


up 88.4% from a year 


from January to September. Even though 


Belarusian imports of Cuban goods dropped 
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but that not all financial and legal matters were 


December 9. 


although he would not discuss 

he told us privately that 

000 (USD 4 

although he qualified it by stating it would depend 
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MFA 


Column 4 


in 
made it highly unlikely that the Conseil d\'Etat 
though the court remained 


complicated 
by complex EU audio-visual regulations. In the 
the Al Manar ban was a question of public order 
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but 
such as South 


Xavier Carim 


there were Va couple of differences. He 


his displeasure at U.S. and EU efforts to sow 
and the internal 


Carim said 


he 

that the United States had lost the high ground when 
brought back 

and instituted counter cyclical payments. 

according 


Column 4 


\"led to the failure in Cancun.\" In contrast 
setting forth specific 


was a major move. Thus far 


he said 
\"We also know that 


including on definitions 


it needed other countries to offer greater market 
the only defense that developing countries 


the Africa Caribbean and Pacific Group in 
and Commonwealth Heads of State in Malta. He said 


and that he and his 


however. 


Column 4 


a political assessment." 


and noted that local industry was Wa long way" 


given the inadequacy of EU offer on 


and could not now try to match 
South Africa had already made substantial 


he believed that the offending reference to 


South Africa and other developing countries wanted to 


this was the theme of a recent speech by Deputy 


Column 4 
over time different approaches and 


tariff peaks and tariff escalations on products of 


EU demands for nonagricultural market 
hardly warranted by its proposal on 


developing countries had distributed a 


such as South 
where the 


and the effort by the EU and the United 


V he said. \"The ACP shouldn't put 


\" 
their capability to do so. He agreed that advanced 


and did not possess the productive 


Carim viewed as useful USTR 


Column 4 


VBearing in mind that we are SACU (the 
and that SACU contained one 
South Africa should nonetheless be looking for ways to 


Carim was sure that these countries were also 


however 


involved parties 


had not been as involved as they 


as it was to members of the Africa Group. Carim hoped 


Carim said 


and the whole notion of expanding this in to the 


12/2/2005 15:04 
12/2/2005 15:06 


Column 4 


many FAO member states 


and thanked member states for their dedication 


while Norway announced a $1 


000 to support the joint FAO/WHO 


and queried whether bans from Europe 


USUN-Rome learned 


InterAction will submit to FAO a map depicting 
CRS 


and is a 


Column 4 


technology and research on containing 
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is to 


if there is something we could do 


Hakkari deputy from CHP 
said that military circles might 


000 new Turkish liras (approx. 148 


who were arrested for their involvement in the Semdinli 
matched the bomb used in the bookstore blast 


Column 4 


said Ali Kaya. 


400 


who publicized themselves as human shields and 


since 


they decided to take up arms instead of trying to stop 


who attacked the public 


have been convicted 
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with the 


David Klein 
1.4 percent in 
6.5 percent in 2002 


negative growth 
all of which made monetary policy 


Column 4 


market 


the shekel 
and is now trading in the 


the BOI alluded to the general 


in part 


in a November 28 statement 


and noted that the Israeli economy remains 
despite an atmosphere of uncertainty. Fitch expects 


\"if any 


however 


but MOF Pleased with Fitch Report 


Fitch emphasized the important fiscal 


Finance 


which he said would improve 


Column 4 
Dr. 
the Accountant General 


the 


200 (3.5%) in the first 9 months of the year 


many of these jobs will be temporary and will not 


the latest labor participation rate just released 


meaningfully reducing unemployment and increasing 
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not for public distribution 


Italian Minister of Infrastructure and Transport 


and said the situation was holding back 


though he said he had limited ability to 


Column 4 


that a victory by the center-left in 2006 would lead 


while the 


the link between infrastructure and tourism is 


\" Lunardi said 


he said 


has some of the best archeological sites in 
he observed 
Lunardi 


Italy. 
Lunardi explained 


Lunardi continued 
where 160 people die each day in vehicle 


U.S.-style licensing system 


Column 4 


primarily because 
Lunardi expressed support 
but said he could not move forward without 


Giovanni Paolo Gaspari 


Emilio Maraini 
including the 
Interior 


Lunardi commented that 


Italy\'s implementation of the TSA 


pending a final review 


\" Lunardi pronounced. 


Lunardi also expressed concern that the subway plan 


would be in jeopardy 


Column 4 


Rocksoil 


in part 


including one 
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at which he presented his vision for 


Wagner proposed a new agenda 
combating 

and promoting energy cooperation. (Note: 
in a prior meeting 

Wagner 


terrorism 
as well as 


Japan 
he emphasized the need to 


noting that Venezuela\'s approach to 


poverty and excluded populations remain 


Column 4 
and 


but his 
short on details 


as 
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through a 


the industry has 


suggesting they write off their 
he conceded 


Column 4 


ATM cards 


the GOP announced its first policy 


new government working hours are 7:30 am to 
the GOP proposes 


a natural gas pipeline with Columbia 


solar and 
neither the financial viability nor the 


avoiding further 


disparate 
corruption 
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and should not have annulled the verdict. He said 
it will leave no 


but likely will delay consideration 


an attorney and Chairman of the 
told us that 


Column 4 


it will make it difficult to 


but 


with all four issuing press releases 


encouraging 


during 


the new PG is living up to that pledge 


an advisor to President 
confirmed that the Presidency is still following 


whether from politicians or Tomkus. 


from the new Prosecutor General on 
are willing to combat anti-Semitism with every weapon 


but President Adamkus and prosecutors like 
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the MOH representatives repeated their 


provides some reason for optimism as he tried to 
although the GOT must review these 
the GOT would ensure that 


we hope that by registering our concern 


the MOH will understand the 
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chairman of FIESP\'s Trade Council 
reinforcing Foreign Minister AmorimVs 


FIESP Assistant Director for International 
reaffirmed FIESPVs support for the GoB position 


he provided no insight on what might be possible with 
in particular whether 


lief efforts and ensuring that USAID implementing 


Column 4 


\" but noted that it is an 


he cautioned that many 


Cavalcanti claimed 


additional concessions were made in 
principally by the European Union. 


12/2/2005 16:21 


V is broadcast over 180 radio stations in 20 Brazilian 


and 


of the recently formed Republican Party of Brazil 
who also has a strong base in the evangelical 


and could end up deciding the next 
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by special correspondent 


OMAR BONGO BUYS HIMSELF AN ELECTION 


Column 4 
by special correspondent in Libreville 


by special 


by 


signed ALG 


by special correspondent in 


IND 
by Christophe Ayad 


by special 


by special 


HISSENE HABRE WILL REMAIN 
by Philippe Bernard and Jean-Pierre Stroobants 


by 


by Philippe Bernard and Jean-Pierre Stroobants 


by Pierre Prier 


Column 4 


by special 


000 CHILDREN ORPHANED BECAUSE OF AIDS\" 
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numerous flights passed though Europe since 9/1 1.V' 


but adds to the sensitivity 


which devotes a full page 


La Croix analyzes France\'s 


Jean-Pierre Robin pens an op-ed on an 


Column 4 


the story of CIA 


France served at least twice as a stopover for 


Vthey had found nothing.V The Ministry of 
France was simply a 


such as Germany. V 


the White House is trying to take 


itis up to the President to try and plug 


but also for the economic growth imbalance 


they must accept to alter their 


Column 4 


the 

but also by questions 
President Chirac 

but also 


asking for increased development aid 


which he was the first to promote. But the reality 
dealing 
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in particular the Declaration on a Maritime Zone 


which establish the maritime delimitation 


on this date 
of November 25 


to which Peru is a party 


the affirmation contained in paragraph 6 of 


is an interpretation that is not in 
therefore 


Column 4 


the 11/25 Ecuadorian-Chilean 


and the answering Peruvian 
which it argued 


V'The allusion to the geographic parallel as a 


in conformance with 


GOP officials refrained from making public 


the Peruvian Government appears content to 
rather 
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s nuclear programs could be referred to the UN Security 


Gul told 


unconcerned that Iraq might 


Prime Minister Recep Tayyip Erdogan 
Foreign Minister and Deputy Prime 
Turkish Chamber of Commerce President 
Republican PeopleVs Party (CHP) 

former 


Column 4 
and 
per our 


arranged most meetings on his own 


PKK 


V starting with Oslo 


noting it had 


the issue 


according to 


stressed to Mottaki that the Turks know how serious 


Column 4 


s rejoinder 
was that it is necessary for countries here to look at 


but only on 


V 
that Iran buy more Turkish goods in order to redress 


and resolve Turkcell and TAV disputes. 


but Muted Press Coverage 


Radikal on page 12 
and Milliyet on page 20. Some Turkish papers 


but in general TV coverage of the event was 


Mottaki did not visit the mausoleum 


the 


an independent 


which largely consisted of softball questions 


Column 4 
but V'other 


Mottaki got virtually complete access -- 


given the 


Mottaki was Iranian Ambassador to Turkey and 
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which suffered worse. Thus 


as well as to increase our goodwill and promote 


| made it clear that the U.S. will continue 
and assist in the rebuilding 
| announced 


Column 4 


| spent three days in Guatemala to 


or provinces 


nearly wiping out the maize 


over 50% of the 


according to WFP data 


many 


crops 
small creeks became wide rivers depositing 


where many impoverished communities had located. 


and that has resulted in a six-fold net 


bridges 


Column 4 


my team and I traveled to the department of 
where we visited two sites hit by mudslides and met 
families and/or 


one GOG project 


who is president of the Bishops 


and mentioned US humanitarian 


underscoring that US aid is meant to help people and not to 


successfully linking humanitarian assistance with 


Secretary Hugo Beteta and 


poverty and agricultural 


including five television cameras. Represented media 
wire services and Guatemala\'s major 


Column 4 


and its subsequent multiplying affects on the 


a plan for bringing 


would contribute to 


so long as donors provide adequate 
the combination of existing GOG and related 
WFP 


Column 4 
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not take preemptive action to freeze accounts. 
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details remain to be worked out. 
our view is that 


and does not merit further 
the program probably serves two 


S hard-pressed forestry 
and 
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although they have again described the quid pro 


there may be 
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who commented only 


has appointed a Committee to screen candidates 


comprising 15 civil society organizations) 


in which known 


the 


Juan Hernandez 

and opposition legislators 

Ruben Beitia and Hector Aparicio) 
citing lack 
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current Chief Justice Jose 
a former member of the governing PRD 
sarcastically stated in public 


Chairman Torres 


V arguing that it did not 


V essentially a smoking gun). (Note: 


saying that the Assembly could only 


though in private she had confided 
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\" Castillo 


vas 


Methodist Bishop Pablo Morales 
a member of Alianza 


nine days after the Alianzas 
President Torrijos issued 


following the recommendation of the 
to help the GOP screen 


2005). The 


the Assembly would have shocked 


the 


which either have been dismissed or 
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allegedly link administration officials to 
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but this ruling was later 
who cited evidence that some of the 


accusing MOL employees of 


which involves suppliers to 


but rather were short-term contractors hired 


but because the fruit quality 


the number of \"maquilas\" or assembly 
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Minister of Economic Affairs Brinkhorst and Minister 


and needed more time to consider the issue. 


where the Dutch are to 


and 


with full access allowed to the ICRC. 


followed by a report from Bot 


but now lacks the political 
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several 


reporting that Cabinet 


a weakened Bot will now go 


the 
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Customs and Border Protection 
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however 
000 illegal immigrants 


half of those attempting to immigrate to the United 


as recently noted in the UNDP Human Development Report 


itis 


there are other compelling motivations for 


the migrant is expected to pay off the 


the money is due by a certain date 


the deportee 


this is why they 


Salvadorans have the good fortune of close 


migrants can hire Mexican smugglers or cross the 


however 
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thereby 


an expanded border patrol presence and sanctions 


however 


there remain strong incentives for 


a well-planned expedited deportations plan 


a necessary condition for 
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which 
it deals with 
\" and 


and the referendum therefore must be certified 


by decree 


000 inhabitants) 


which 

Palacio cites 

expressed 

to \"transform the state.\" After listing the 
Palacio concludes 


V prompting his unilateral action of 


and vows his government \"will 


fair and equal order. V" 
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with congressional leaders going into extended session 
PSC congressman Luis 


comprised of the seven 


but must follow the 


on October 20. The measure was supported 


ID 


the MPD and Pachakutik are likely to demand 


just a day after the swearing in of 
returns his government to 


it faces several hurdles before being 
avoiding 

Congress could challenge 

the 

if the 


since elections would presumably be affected by 


each step towards an assembly is also a step towards 
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dismiss the 

delay elections 

barring fundamental 

the next elected government will likely be weak and 


and reviewing the status 


but Palacio remains insistent on expansive 
while 
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and that \"the rest 


Simpson Miller told the Ambassador that she 


and 


Simpson Miller 
maintained 
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were adamantly opposed to her candidacy. In fact 
some PNP Members of Parliament have quietly 


or the general election 
in which that individual faces off 


that there would be \"trouble\" should her PNP 


and Simpson 
who enjoyed a good rapport with the immediate 
seemed genuinely interested in 


itis clear that the succession race is 


particularly if she feels cheated. 
however 


bare-knuckled political maneuvering is 
but 
the allegation bears watching. 
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people and groups from throughout Ecuador 
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rich and 
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counterfeiting or 
none has 


who had no apparent direct connection to 
took over the business and 


and 


they 


if for no other reason than fearing 


Ana Teresa Gallardo Moscoso 
forty- 


Carolina Cabrera Gallardo 


no hard evidence has 
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and she is current on repaying a bank loan she 


and the Guayaquil attorney who met with the 


chaos 
a frenzied crowd in Machala dug 


throwing stones at 
calling for the ouster of the Mayor 


but their apparent 


the government of 


and not only 


a candidate 
had deposited $15 
which resulted in his disqualification as a 


000 people) gave Cabrera money. Teodoro Codero 
president of the Supreme Court of Machala 


promising to reveal military and civilian 
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on November 11 two military 

including the Ecuadorian equivalent of Air 
were dispatched to Cabreras office to 


the military 


000 into his 


military Special Forces soldiers were reportedly 


000 from various civilian 
23 


how much money was lost 


drug trafficking or other illicit 


which came as a 
the press continues to be filled with new 


the body of Cabrera was exhumed again 
to determine officially if it really was 


including the Chairman of 
presumably in connection with this 


Column 4 


12/2/2005 21:01 
12/2/2005 21:26 
12/2/2005 21:38 
indicating that such a posture 


as 


12/2/2005 21:56 
12/2/2005 22:54 


\"in large part 


Hodgins said 


he said 
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but the Sri 


but 
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but have been unable to reach consensus on which 


he said 


and certainly a Conservative minority 
when listing was 


Hodgins went further 


Hodgins said he 


the LTTE would be 
taking the east and Jaffna 


not manpower 


or the 


he believes 


but lamented that this was something he 


not better. HMG officials 
urging Tamils to essentially boycott the elections 


or because they wanted to increase their leverage); 
BalasinghamVs Heroes Day speech. In short 
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and fully supports the idea of a spring meeting. 


he said 


and wondered if he could 


but with the assassination of Kadirigama 
since they had had 
and include criminal sanctions. 


which is 9096 Tamil. Howarth 


the Australians 


including the possibility of 


but Howarth 
not 


heard that the Norwegians are thinking 
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but emphasized the importance of 


perhaps a Vfriends of Sri 


especially given its potential as a federation and 


12/3/2005 0:09 
12/3/2005 2:49 
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the DCM and 


congressional candidate and key party official 
and National Party official Africo Madrid 


who assured PolOffs that (a) the 


and (b) they would work to brief the parties 


these 
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and that early next week would be fine. 


and have proceeded to discuss 


the TSE had approximately 
little progress 


075 votes) to 46.16 percent 
493 votes) 


(where Zelaya is beating Lobo by 

and 85.2 percent of Francisco Morazan 
including Tegucigalpa 

and 87.0 percent of the Yoro 


meaning all those representatives were either 
both 
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and future nuclear power 


Column 4 
but 
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Russia watchers here are 


all of which are restricted to defense and 
a further sign that this relationship is struggling to 


previously on topics from narcotics 
has been 


the IPR Defense 


but Russian Desk Officer Somnath Gosh 


Indian Space Research Organization (ISRO) Chairman 


they \"can\'t be expected to produce big ticket 


even Gosh was clearly 


which would prevent the transfer of Russian 
since Putin\'s visit 


and insists on controlling end-users. Russia is also 
because 


the MEA\'s Gosh told us 
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rather than opening up new opportunities for joint 
gives Russia a \"comfort blanket\" on its deals 


who then 


he told the 


and that India\'s recent strengthening of defense 


a Professor at Jawaharlal Nehru University 
due to India\'s efforts to diversify its 

new competition for defense purchases 
which has been the 


but instead 


but 


less than one percent of India\'s GDP now comes from 
and has \"no scope of substantial 
a Russian Specialist at the 


indicated that the largest barriers to improving 
long transport times 
and the lack 
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FICCIVs Das laughed 


Das 
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but No New Proposals 


India and Russia called 
India and other countries 


the 


then India may increase these Sakhalin 
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he added. During 

Russia acted as India\'s diplomatic support 
Sachdeva explained. 

and the 

India will 


topping the list at 91 percent. For 
the score represents past accomplishment. For the 
it represents future potential. END NOTE. 


the Russian Embassy and Delhi\'s Russia 
everyone 


India\'s unparalleled trust in the 

especially with the older 

we know that both 

nuclear power will be another area for further 


like an old married 
we expect few fireworks in this well-established but 
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a consultant with the 


noted that education is a primary local concern. 
\" he said 
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through Standing Program 
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in cooperation with the World 

recently funded a Taiz Water Authority assessment 


Secretary General of 


to help protect NGOs that accept USG grants 


in the one instance of political 


warned the panel that no matter what they do 


it was 


emboffs found a sophisticated and eager NGO 
many Yemenis claim that Taiz 
has a more developed NGO 


post plans to increase its outreach efforts to other 


Column 4 


12/3/2005 13:33 
12/3/2005 14:08 


the GOK and ITG had yet to agree on 


comprised of a 
economic and engineering advisors 


he pointed out that KFAED was unsure how 


the ITG has selected 


education and 


Column 4 


12/3/2005 14:51 


which included a 

750 local names.) In a December 2 meeting in 
IECI Craig Jeness and IFES Jeff Fischer 
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Massoud Barzani 


political and economic factors 
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and are pleased to 


thanks to the maneuvers of Barzani 
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the Transportation 


Yildirim had 


left for AmsterdamVs Schipol Airport on November 16 


dailies comment. 
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said in an 
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and bulletproof vests 


undercover as agriculture experts and 
the Israeli daily added. 
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papers report. Prime Minister Erdogan 
and Defense Minister Vecdi Gonul 


New Zealand: Prime Minister 
accompanied by a large delegation of Turkish 
kicks off his December 2-11 visit to Australia 


Police Force Established: 
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and 


papers report. Rebuffing the AKP\'s motion on new 
the Higher Education Board (YOK) decided on 
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Burdur 

Corum 

000 new academic staff and 15 rectors will 
000 out of 1.7 
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Secretary Rice made a strong statement about the 


it seems the 


torture is a crime against humanity. 


Iraq 
abducting terror suspects from 


but also violates every international convention 
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on the 

is working with both the US and KDP leader 
as 

has 
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Ankara still warned Iran about its nuclear 
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Kuwait is a class-conscious and often 
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post 


trafficking 
good governance 
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he was met 
who gave him copies of three 


all of which involve placing 


and 9th Iraqi Army Divisions. These generals are the 


GEN 


Charge 
and Acting PolMilCounselor 
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the minister was a Shia 


the Shia minister was replaced by Sunni 
who JaVafari acknowledged is much more 


this meant that the top man was a 
making it necessary to maintain balance by juggling 


Ambassador Khalilzad 


this is an 

are well 

and perform well. That said 

he 

pointing out that he was even forced 

he has held the government 

but it is our responsibility to follow it and 


but this was agreed upon to obtain 


but | agreed because it was required by the law." 


then he has been poorly served by his 
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and is not the action of a war government. This will 


will be seen 
and will in turn strengthen 


which is 


and Dulime had always pledged 
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it is critical that 


there will be a definite perception that this 
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| will consider arguments against 


| must do this. | am not Prime Minister because | 


this is a coalition government based on political 


noting that GEN Casey\'s concerns about the 


does lraq really want to be in 
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Iraq is on the road to sectarianism. He 


pointing out 

decrees naming officials must go before 
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he is 

but this was agreed to by the political parties. | 


this has been 


but | am obligated to live up to the agreement. What 
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they had agreed there would be 


too 
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producing figures to demonstrate otherwise. He 
there are currently 15 Sunni 


and one Turkman. Under the proposed changes 


there are currently 3 Sunni 
and one Turkman. The three new proposed commanders 
and some of those to be replaced are not. GEN 


but the 


noting that 


ten civilians at the ministry are to be replaced by 


in addition to 
balance between the uniformed 


national security must be 


this 
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before an 


GEN Casey and Charge persuaded 
MNF-I and 


military and political 


recalling that 


entertaining hopes of retaining the prime ministry 


is squeezed between what he might 


if successful 


at least in the short term. In addition 
if carried out 
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the Czech Republic continues 


electrical machinery 


intermediate 
chemicals (7 percent) 


84.8 percent of Czech exports went to the EU market. 


the GOCR is also focused on staying 


he has pushed 


however 


but 


but these attempts are at times 
Paroubek neglected to bring 


the Czechs believe that these two 
and 
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and continuing 


Germany 


however 
which is the single largest exporter in the 
accounting for 7.7 percent of the country\'s entire 


productivity is up and companies 


a dark cloud remains over the industry 


three 
Nova Hut 
and Valcovny Plechu (Frydek 


which were previously 


the boom in the market has been too tempting for the 
and instead of reducing production 

as they are required to do under 

they have instead ramped up production. 

it appears to be almost certain that the 


in the long-term 
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the textile industry has lost over 70 
s ability to protect the flagging industry. With a 


the textile industry faces a grim future. Chinese 
according to the Textile Association (ATOK) 


but that Czech roducers 


they are 


Czech Republic 
trade 


allying 


the GOCR is 
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and only with the V'very close cooperation with other 


EU accession still 


given the country's 
diversification 


the GOCR is unwilling to take on France or 


they will ultimately go along with 
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although they did not elaborate how 


our interlocutors indicated 
the position of the agriculture 


the interests and positions of the small 


and the Czech Republic is cautiously hopeful that the 
even if not in time 


Agriculture 


Minister Urban of 

will only stay for the first three days 

at which point his Deputy Minister Martin 
will take over. 


econoffs noticed three changes to the GOCR reaction 
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the mantra "DDA is not just about 
V and attempts to downplay the impact of the U.S. 


which was more open and hopeful that the U.S. 


the Czech Republic has much to gain from movement 
especially in NAMA. However 


Czechs are hoping that 2006 will prove a 
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accusing much of the Western media of 


independent Al-Mada\'s back-page column 
\"The Mercy of Reduction\" dealt with the upcoming 


progress and 
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no bias 


he paid those who 


the U.S. forces spokesperson 
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say that Al-Qaeda considers media half the battle 


can we justify lying? I think we have a lot of liars 


media outlets that sympathize with Al-Qaeda are 
buying a news report from the 


we should avoid making haphazard mistakes in Iraq. 


it 
supporting a free press 


if the Americans want to establish 
we would say to them 


no bias 


we should call these forces 


Iraqi 


love and safety. These published articles 


when 
they are not responsible for the 


we will not let the sensationalist 


Column 4 
rules 


no 
published this page-three editorial by Zainab Al- 


this behavior violates the governmentVs 


Allawi must present strong 


AllawiVs 
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published this page-three 


a stigma on the occupationVs forehead. It seems 


these reports lacked patriotism. The occupation 


the occupation tried to fight the 


we refused many ads for famous 


our 


Az-Zaman has set an example 


we condemn and 


it warns advertising companies not 


threats and seduction.\" 


no bias 


“seven months of achievements and more are coming.V 


because 
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but without insulting 


deterioration of 

and the shortages of food items in the ration 
destruction of Iraqi cities 

because more of these 

| will vote for whoever will clean the streets 


because he knows his 


or to elevate the rule-of-law above all 
unable to provide job opportunities or to feed the 


bring order to 


cancel the fuel lines through provisions 


no bias 


the Los Angeles 


because our newspaper respects its professional 


which is distinct from our policies 
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led by Jalal 
pro-coalition 


the president now enters the ‘lame duck 
leaders do not hesitate to implement 


if Bush is now in 
this will not belittle pressures to 


Bush\'s plan to withdraw may not meet with 


V he will 
he would lose everything. Hence 


the 
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but no action was taken.) 
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particularly universities. 


including Sadrists and Shaykh Abdel Karem 


she did not point to any campaign problems or 


and wondered why the IECI had not 


International Commissioner Jenness told 


she did say there are only four 
current PM Jafari 
Ahmed Chalabi would 


just 


for giving sanctuary to 


and that only 
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its misuse of Sistani 
picture on posters) 


adding that he 


he told poloffs that it will be 


000 jobs. He highlighted 


not as \"a shadow of 
but added that Iraq should not be paying 


etc.). He added that Iran is 


who speaks fluent Farsi from his 26 years 
believes 
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despite Sistani\'s wishes to the contrary. 


V who has the capacity to V'destroy much of 


who V'wants others to recognize 


\"he just wants to be treated 


saying that al-Sadr 


Moqtada has been 


recognition of the insurgency 
and a formal rejection of Israel. He said 
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and UNICEF 
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which President Bashir signed last year. UNAIDS 


the challenges it faces are enormous and 
human 


including both the public and private sector; they 


the First Lady is called on to serve as patron 


and World AIDS Day in general 


including hundreds of local school 


2006 AU Summit in Khartoum. 
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and earn money for their studies. Most came away 


several 


they characterized 
smiling group who enjoyed their 


with Niagara Falls 
though some said they 
Hawaii and Mexico. 


a professional football game in 

NY 

meeting Bette Midler and 

and 

having the opportunity to eat lunch on the 
however 


did not venture beyond their state of residence. 


in the participants own 
profound. Students noted that their American 
confident 


noting higher 
particularly in fields such as law and 


noting that the experience reinforced the value of 
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cited improved TOEFL scores and a 
including in the 

majoring in psychology at 

utilized her travel window 


a specialty not 
and will return to Lithuania. Several 
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such as the chief legal specialist for the 
and a consultant in an 
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rather than the nation\'s. 
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especially in hostile 
he recommended the IECI 
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he stressed the importance of the widespread presence 


especially foreign observers 
he sought 


and insisted the new cabinet eschew 
he threatened 


the resistance would continue). When poloff 


he clarified that these 


although he is a Shia 


whereas the lragis believe they are 


he claimed 


he said 
because of his age and 


he said a single seat was 


including: the assertion that a Sunni cannot 
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\" he asked 


said Ali 


he insisted 


and 


Ali said the issue should be handled in stages. 
coalition forces should release the 


the security services should be transformed into a 


who described 
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he said 


as their goal is to eject them. He 


chiefly the need to develop Iraqi security forces. 
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particularly in Anbar 
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who 
would 


neighboring countries 


and he explicitly sought to confirm that his 
albeit discretely 


although he said he was reluctant to enter 


Ali said 
and his manners were that of a religious man. He 


he considers himself a Baghdadi. At one point he 
and 


but asserted that there could be a fruitful dialogue 
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the U.S. 


increasing 
and legal approaches to anti-trafficking. 


noting the 2000 U.S. 


Thailand 
the Deputy Director urged Taiwan to do 


and he 


Taiwan Vice President Annette Lu 


largely because of frequent 
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000 arrests of illegal immigrants between 2001 and 
000 of these were women 


Taiwan Mainland Affairs Council 
however 


pointing out that many smaller countries 
Japan and Taiwan 


he explained 


is itself V'a victim of Mainland China 


but pointed out that although Taiwan has no formal 
penalties for 


Wu indicated that although 
China 


therefore 


particular with regards to forced labor 
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she noted 


and no direct communication with the mainland that 


she insinuated 


noting that Taiwan had been omitted from the 2000 


Legislator Hsiao said that in 
protection and 
prosecution is currently a lower priority in 


Hsiao explained 


since a mainland Chinese is treated somewhere 


there is no agreement with local NGOs on what an 


she explained 


Taiwan National Police Administration 
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including: strengthening government 

providing humanitarian assistance to 
collaborating more closely with Southeast Asian 
improving local shelters by adding counseling and 
and improving differentiation 


particularly in terms of PRC victims. Local 


aware of and sensitive to the cross-Strait 
expressed their hope that the Taiwan authorities will 


including setting up an inter-ministerial 
and strengthening and 
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Washington has invited Ma to 
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\"\"Taipei Times 


namely 


conservative 


pro-independence 


000] 


with the KMT 
defeating the six 


nomination or 
itis because the voters have 
a lesson worth pondering 


and they will not 


nativism 
the applause it won in the past will become 
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English-language \"Taipei Times\" 
000] said in an editorial (12/4): 


it is widely believed that the internal 


English-language \"Taiwan News\" 
000] editorialized (12/5): 


the Taipei City mayor 


the results of Saturday\'s poll showed a public 
more political 

continued economic improvement 

and well-established rule of law and 


and applying it to healthy political competition 


economic rejuvenation 
the DPP administration 


000] wrote (12/4): 
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and both will wait until a new 


the DPP will face intense internal 


should he fail to 
the DPP will 


pro-status quo V'China Times" [circulation: 
000] noted in an editorial (12/4): 


while the 


pro-unification 
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who ended the half-century one- 
defeated his 


but its 


who five years ago they had found 


Column 4 


the president 
if it does not 
should the opposition win - until he bows out 


an emerging economic power 


a Taipei-based political commentator 
English-language \"Taipei Times\" 
000] (12/3): 


a 


Taipei and Beijing reveals an urgent need for 


freedom and human rights. 


constructive and 
it seems only the 


Bush\'s recent statement [in Kyoto] 


Hu Jintao 


passive interaction with Taiwan and the 


the Bush 


Column 4 
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local village 


and tenure 
particularly for widowed 


which they are loathe to relinquish; its 


and agricultural innovation (owing to the 


and the 


the government undertook a land reform 


based on the NLP. Implementation of the land 


tenure security and productivity; 


Column 4 


and news media. Yet to be done 
capacity building 
and formulation of 


no money is available 


Tenure Security and Productivity 


Thyolo 
in the midst of the large 
the 


as well as provide a 
this project aims to improve 
000 rural poor in the pilot 


the first few transactions 
and resettlement is in process. Other 


with 


the fundamental ownership 
in practice remains with 


Column 4 


train 
establish a 
and establish a 


and the NLP recommended a review of the legal and 


including senior officials in the lands 
are often well versed in the arguments for land 
and indeed some of them have quoted Hernando de 


they have set up an admirable program and made 
though small 
land reform is entirely problematic. 


Column 4 


because land is the foundation of their power 


politicians are understandably reluctant to 


who is 
is 
he has 
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we will 
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could request closed 

but those involving terrorism had hitherto not been 
and not to defense 


the burden of proof will now be on 
as is the practice with those 


it must be renewed every 


when the government 


the defendants" lawyer 


2003 murder of 
Krishna Mohan Shrestha. 


Column 4 


Acting Secretary of the National Human Rights 
told Emboff that it was common 


Poudel argued this 
President of the Nepal Bar Association agreed 


the accused could be called to show 


which has been subverted by this 


\" not to provide 


including threats to 
prosecutors and judges 


the provision denying defense lawyers 


the lack 
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Column 4 
V and denied charges 
in a reference to 


and 
following the press briefing on the move of 
constitutes a stepped up public 


but answered 


\" but acknowledges that it is keeping 
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the country is gearing up for municipal 


he lauded efforts toward peace 


and subsequently the panel 
including the Chief of the 
for lapsed security allowing the 


Column 4 


police released 


the police can hold individuals for 25 days 


a 12 year 

said \"the policemen dragged the students out and 
saying we were the 

Sachin 

15 

father of one of the detained students 

17 

told 


\"it makes no difference as all media houses in the 


one of five detained under POA 
telling them they 


including the United 
met with the 


saying the 


army 
after 


which dispersed 
the UML 


Column 4 


students at Amrit Science College and Sarawati 


the student wing of the UML 


the student wing of the Nepali Congress 
issued a statement in support of the UML on 


NepalVs second largest city 
NC party members claimed 


G.P. Koirala said that V'the Maoists have 


wants it. V 


the rhetoric by political 
but it is 


likely because the numbers are well below 


Column 4 


2005 


capital of the PeopleVs 


capital of the Republic of 
we also paid friendly 


a double 
jeopardizing regional peace and 
taking steps to defeat this scourge along with 


we are confident that the Dhaka 
which reflects the common aspirations of all the 
will form a firm basis for enhanced 


which 


we believe 


ensuring information and communication 


the capital of Burundi 


Column 4 


Organization. We were happy to learn that 
which has been involved in 


is praised for 
we were also impressed 


we also paid friendly visits to 
Tanzania and the Arab Republic 
where we had the opportunity to meet and exchange 


the country is gearing up for municipal 


which is 
can be realized only if violence 


who have always remained 
and patriotism is made the 


we would also like to thank our beloved 
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his fatherVs 


Column 4 


and we 


2004. The I-730 Petition was filed by her husband 
Bulgaria 


though 
again to investigate the true character of the 


fundamental 


the son did not know any members of 
does not 
and has never had any problems at 


when a blue-eyed Caucasian person who does not 


Column 4 


an officer can be forgiven for becoming 


Bulgaria 


membership in a particular group 
while explaining -- more than 
considering the alleged circumstances 


said her husband never spoke of any mistreatment 


citizens and members of Skin Head 
my family and | have 


though 
father and brother Yavor have never been 


arrested or detained by the police 


Morfov had presented a medical 
2002 


suffering injuries to the thorax 


variously 


Column 4 
also 


and that he has never had 


and was unknown there. Mrs. Morfova does not speak 
though she said her husband speaks some 


a follow-on interview in 


but when we called his father it quickly became clear 


nee Baneva (DPOB 20 MAY 1970 
Alien No. A97 586 545) 


she 


also 
in the village of Konare 
she claimed 


Column 4 


Baneva lived with her parents 
and her mother categorically stated there were no 


detentions 
nor had Baneva ever been hospitalized for any 


and fabricate stories of long-standing abuse and 


but to generally slow a dangerous 
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the lower house approved the second reading. The bill now 


participating in street 
discrediting Belarus\ image abroad 


\" and spreading \"false\" information 


Deputy Head 


\"If you say that bears are walking the 
that is discrediting Belarus. If you say 
noon and night 

because it is not true.\" 


Column 4 


vandals desecrated crosses and 
the memorial site outside Minsk dedicated to 


but admitted that the 
the police blamed this on severe weather 


most of the damage had been remedied including replacing 


Belarusian State Economic University expelled 


\"flagrant disrespect of 


\" and for putting herself in danger due to 


Europe's largest student organization 


the Minsk city authorities fired the employee 


the New Life Church will 


the state run newspaper and kiosk network 


the Grodno 


Column 4 


Svetlogorsk schools threatened to expel youth 


the Minsk District ProsecutorVs Office decided 


citing lack of 


the 


Poganyailo 


in a written statement 


000 provided by the 


Column 4 
the GOB announced that Belarus liquidated 36 


Gomel police officers entered opposition 


the district and criminal police 


500 opposition 
claiming several people were 


Belarusian authorities refused to give passes 


a village not far from the zone 


Lukashenko informed the Belarusian Council of 


the GOB issued a warning to Reformed Baptist 


Column 4 


several news sources reported that the GOB plans to 


Y bringing luck to everyone 


which is to be accompanied 


the Belarus Committee for State Security (BKGB) 


youth groups 
VAny 


a group of retirees applied to the Minsk city 


the Association 


the new 


Column 4 
the Ministry of Emergency Situations announced it 


from where it would be shipped by 
worth USD 200 

24 \"extra-large\" tents 

9 


the state run polling institution ECOOM 


Deputy Foreign Minister 


700 


the differences do not 


but 200 duties will be unified while the 


Belarus and China initialed the necessary World 


to be signed in Hong Kong. This will be the first 


Column 4 


the Supreme Economic Court announced it 


14 and 13 


the GOB announced that major industries in 


a potassium 
and Belarusneft 


the missiles would double 
Nevyglas 


and establish joint ventures in China. 
because of China\'s huge economy 


the trade 


dump trucks 


Column 4 


but wereQree to decide 
where to invest. According to 
Belarusian-Chinese relations should be based on market 


deputy Minister of Justice Aleksandr Petrash 


wife and children 


Lukashenko reiterated that Belarus and Russia 
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V or V'for embassies x 


an officer having limited language skills might 


thus undermining the U.S. position in international 


Column 4 
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14 out of 23 county magistrate and city mayor seats 
gaining 5 new seats including the single biggest 
Taipei County. In lower level elections held the same 
the KMT topped the DPP in all but one country council 


the DPP has vowed to reexamine and 


Taiwan held local \"three-in-one\" 
(2) 


and (3) township and village 


received most of the media coverage. 
Kuomintang 


viewed by both sides as the key race 
with candidate Chou Hsi-wei winning 55 percent of 
considered V'sacred 


KMT candidate Huang Ming-hui 


Column 4 

DPP candidate Luo Wen-jia 

only received 44 percent 

the 

both 

an independent 

who withdrew from the DPP after failing to win the 
complicated the election for the DPP\'s Tsai 
noteworthy 


who promised to step down if the DPP failed to 


has resigned. Premier Frank 


no specific 


PeopleVs First Party (PFP) 
while the DPP\'s Pan-Green 
Taiwan Solidarity Union (TSU) 


KMT won big. 
KMT won 409 
PFP 31 


and TSU 0. The DPP 


Column 4 


which has long been considered the 


however 
whereas the DPP won its elections to 


viewed by the KMT as a 

have boosted the 

discouraged and 

is trying to couch the loss as V'good for 


12/5/2005 11:30 
rather than all at one-time 


492 B1/B2 visas to Lithuanian 


comfortably more than the minimum required sample size 


we set our sampling 


So Far 


Column 4 


and include a much larger sample 


while useful 


and can be considered suspected overstays until 


22 percent 


the low number 


a profile 


who are by nature more itinerant and whose 


even one conducted for 
generally poses only 


did a particular applicant return to his/her home 


tells us that many Lithuanians use their B1/B2 


Column 4 


V since he/she generally would have returned by the 


as nine percent of our confirmed 
usually 
than they claimed they would when 


and how many of 
will use their 


and both of the suspected but 
had previously traveled to the 


therefore 


12/5/2005 11:31 


Les Echos headlines: V'Airbus Signs a Historic 


including \"professors and 


Column 4 


including the permanent threat of 
only a strong cooperation between the 


they must be above all military. Contrary 
the EU and NATO are not rivals: they 


the agency encourages the emergence of a 


the Americans 


while Le Parisien 


V'The Man Who Needs to Bring 


but everything we have tried in its 


Column 4 
she has no intention 


she will be 
asking 


Romania 


Secretary Rice will say ‘the war against terror 
and you should point out to your 


with comments such as ‘the U.S. respects the 
"what has not been 


and bring 


while measuring 


secret prisons 
which had 


Afghanistan and Syria. V" 


unconfirmed but 

of linking the U.S. contribution to the reforms 

seriously. He remembers what happened 

and so does John Bolton. The U.S. Ambassador has also 


which are more receptive or more 
this trial of 


the U.S. is isolated 


Column 4 


their strong-arming methods are re-enforcing the 
which mistrust measures dictated by 

by using the budget as a 

Bolton is placing himself in an untenable position. V" 


in a choice that is pitting FranceVs 


whose establishment sees 


a Chinese visit is always dominated by an 


since 1997 


has asked for the lifting of 
France does not 


it is undeniable that 


Column 4 
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who is one of 


Su immediately honored 
an act which earned public respect and may help his 
but President Chen responded 


DPP infighting has been growing in recent weeks 


President Chen did not 


s deep Green southern base. In sharp contrast to 
he made no 


which many Green supporters understood to be a plan 


DPP leaders may have concluded that pressing 
the DPP may be hoping for some gradual 


realizing that 
the DPP must show that it can handle 
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1992. 


Column 4 


1997. 


1994. 
2005: All observers 


were denied access to Khetagurovo village in South 


1993 


reported by the GOG 


in most cases employees of the 
have been appointed to key 


without proper 
are permanently 


which enables the de facto authorities to 


which 


Column 4 


S without 
and outside of the forum 


that both countries must act together in economic 


S purchase of 
S purchase of 
S 


provided by the GOG 


\"tekstil\" 

led by Bala Bestauti 
led by Vova Keleksaev 
led by Soltanb 

father of Alan Pliev 


led by Kote Kabisov 


provided by the GOG 
fortifications 


not 


delivery station of smuggled goods 


Column 4 


and police checkpoint 


alongside Kekhvi channel 
bunkers and militia headquarters 


and the V'South outskirts\" checkpoint 


north of Tbeti village ) military base 


military force (20-30 


military forces patrol and prevent 


Column 4 


and manned by local 


2005: in the village Dvani 
the head of the family 


2005: representatives of law enforcement 


2005: in Artsevi village 


2005: 11-year old Geno Petriashvili was 


2005: resident of the village Artsevi 
2005: three residents of the village of Kekhvi 
2005: near the village of Tamarsheni 


2005: near the village of Avnevi 
threatening with arms 
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but no longer 


Column 4 


and that this may have been the source of his call for 
as he has been 
was very pessimistic about Kosovo and 


a former Czech 
of being 


noting that many of 
indeed 


including during meetings he had 


and urged that the Czech position remain 


12/5/2005 12:29 


with some 


and accusations of biased reporting or 


Media Monitoring Service 


Nawa Radio 
began 
according to 


uncensored news and 


Column 4 


and that FM broadcasting 
Mosul 
and Kirkuk. The producers indicated 


magazines 


the Iraqi NGO 


and that it intended 


with another projected after December 15 


as evidenced by widely 
although independent outlets are 


as have polls on the 


with its occasional secular Shia slant 


\" while 75.98% 


on November 23 


5% skeptical due to hasty 
while 2% declined to give their 


pro- 

including 

Basra and Mosul. Ofthe 38 
51 percent reportedly said they 


Column 4 

a 

drew 

with former PM Allawi in 
a senior official at a 
after his 


Chalabi 
in descending order) 
and he asked 


explaining that the current Iraqi 


it has been 
the 


but he pushed 


and 3.796 had no opinion. 


indeed 
and most 


the media itself was the 


along with ten 
the paper publicized its 


Hawlati paper shed light on problems 


Column 4 


buta 


the new editor indicated that his 


al-Bayyan (Da\'wa party) 
Al-Hurra 


Sunni electoral candidate Mithal al- 


in which he described Allawi as V'the 


websites took more liberties 
which continue to face threats 
produced by 

discussed abuse of the media by 


the interim Prime Minister 
that showed his campaign around the 


as well as USD10 million to fund the 


who has had to rely 


Column 4 


some would say excessive 


Mouayad Navamah 
where he received countless threats 


he 
which always pushed 
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Batticaloa and Ampara districts. On December 2 


leaving two dead and one seriously 
Trincomalee district. This 


were found dead 


Column 4 


district head of the SLMM 


unidentified 


a charity with strong links to the LTTE. The 
south of 

observed a three-day hartal (general strike) 
an Ampara native. Communal 


the Tigers have denied responsibility. The SLMM 


SLMM chief Hagrup Haukland issued a 


in what 


if any 
where local ethnic tensions 


however. This violence may be motivated by 


the violence runs the risk of 


Column 4 


particularly 
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at a cost of $1 billion. 


calling it a V very 


the Post carried an \"exclusive\" report 


the Post cited Likud\'s 


\"which for Israel is 

and Israel must prepare for the worst. V 
Halutz added 

believing diplomatic efforts to thwart the 
\"the alternative is physical 

\" but he would not elaborate. Halutz said it 


Column 4 
unless it obtains a warhead first. 


saying that Israel must promote 


the Post and other media reported that the 


successfully 


\"the test demonstrated 


YediVot Aharonot reported Sunday 


according to 


but it 


the Jerusalem Post reported that a 


bringing the total number of those 
000. In addition 

bringing the 

500. For the upcoming 


Column 4 
500 worshippers from the Gaza 


bringing the total number of 


sources in Ramallah said on Saturday. 
who recently announced his intention to resign 


will head 
which will be independent and serve as 


one of the heads of the 
are expected to join FayyadVs 


the Israeli Foreign Ministry sent 
stating that the parties 


saying what they did 


who later flew them to his country. Israel 


focusing on economic ties. The report adds 


Column 4 
Israel had to cancel a security deal for 


which V'made efforts to conceal the 


Justice 


unless his 


where he will be \"a full 


and 


citing AP 


not with finding 


mass-circulation Yediot Aharonot: \"That 


where a new 


Column 4 


he 


left-leaning HaVaretz editorialized: 
as he was used to in the 
but he must lose that habit.. He must 


when he told 


mass-circulation Yediot Aharonot: V'The fact 
but 

where a new consensus was 

the belief that we 

which is why the violent conflict will 


even if the flames are 
Oslo\'s failure must make Israel throw 


the right-wing view that peace can be 


even if this 
because there 


Column 4 
and since we 
itis time 


but this is not the issue. 


he who represents it will score the most votes in 


left-leaning HaVaretz editorialized: 


but some of the moves he made already 


as he was used to in the Histadrut 
however 


a unilateral move in the West 
and taking an active and effective part in 


he was not heard on the political 
as if he has captivated himself in his social 
believing it will win him the 


Peres is the prime 


have no 


Column 4 
rest assured -- 


worry not 


even an 


can only be attained by way of 


but also outlawed and its 


when HAMAS is at the peak of its 


Israel wants the Palestinians to turn their 


this means 


when he 


pluralist Yediot Ahronot: V'Though no one 
we have entered the court of 


but we 


trying to understand 


Column 4 

pluralist Yediot Ahronot: V'Though no one 
we have entered the court of 

but we 


trying to understand 


all the remarks about 
social order of priorities 


the huge sums and resources that Israel has 


and it already costs us 


that sucks billions of dollars from both 


with an almost 
with the enemy\'s capabilities 


Column 4 
even if there is smoke and fire 


with an almost masochistic 
with the enemy\'s capabilities 


the precision of the missiles 
is meaningless 


though precisely counted (and 
acting zealotry as 


our enemy 
intentions 
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there 


319 Kuwaiti Dinars ($930K). During that same 
Kuwait exported goods (household appliances 
furnishings 
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Column 4 


Spadafora has strenuously denied any 
telling the press that he has V'never been accused 


but demanded that the USG bring proof of 


he is 


Panama\'s two major newspapers 


ran front page stories about it 


the same editorial also called \"painful\" 


leaders of civil society and government 


most individuals who have spoken publicly 


V while other officials mentioned the questionable 


Column 4 


V while Solidarity Party 


the party 
has been 
but the smaller 


in an effort at damage control 


who was elected 
attempted to remove the 


Vis 


the public overwhelmingly supports active 


after Court magistrates hurled 


as noted above 


the action has 


Column 4 
evidence in high-profile cases of corruption 


placing the issue of unaddressed Court corruption 
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the bombings had given the 


King Hussein. He said he still anticipated 
about a year 


allowing just 


one-vote system; establishment 


it would 
and needed 


but would do his best. If the current 
he personally saw 
both leaders told 


the King said 


they would be 
but not jailed. He would also insist the Islamic 


Column 4 
and pay taxes. 


the King has expressed on several recent 


which post will provide 
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but 


the Chief of 


to include 
and officials at CDC in Kisumu 


all indications are that it 


12/5/2005 13:29 


to include 


Wane 


Column 4 


PSC decision 
with the planning mission being a step 


but notes the need to 
including current chair Algeria 
to produce a positive PSC 


in relation to the implementation of their mandate 


respectively; 


2005 


as a whole; 


make recommendations on the way 


Canada 


defense attaches from each of the troop 
Nigeria 
police contributing country Ghana and the 


Column 4 


the PSC will meet on 


Partner representatives met to 


UK and Canadian representatives responded 


Wane explained 


and 


as is UN transition. He noted 


the AU does see UN transition as V'an option\" for 
to which Wane responded that he is 


Column 4 


but noted that the issue of AMIS transition is 
the PSC foresaw a transition 


but noted that the UN is primarily in Addis 
and is not actively advocating mission 


given the fact that the DITF has already 


he said. Wane 


the burden is on partners to work with the AU 


Column 4 
but favorable 


who is to lead 
has been more forward-leaning than 


PSC Chair Algeria has expressed re-hatting 


the UN may also need guidance that including in 
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influential Arabic daily Al-Rai (12/05) 


an 


mass-appeal Arabic daily Al-Arab 


to paying huge amounts of money 


Column 4 


destruction 


but rather a little justice 


mass-appeal Arabic daily Al-Arab Al-Yawm 


the forgery and the creation of 


the story is painful and 

not just on the American side but also on the 
because there are writers and journalists 
and continue 

to the VbeautificationY campaign of the 

and who have gone as far as 


but also moral 


Column 4 


these are just 


between 


mass-appeal Arabic daily Al-Arab Al- 


itis normal. But 


we would 


namely the feeling that he is fighting for a 
add to it the feeling that he could die at any 


while stories of mass killings and 


thievery and 
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and the country's most powerful warlords (and key 


some analysts such as the UN arms Embargo 


Column 4 


the two sides are not prepared 


Italy 


Sweden 


it could embolden Yusuf to make 
igniting conflict and possibly 


where he 
albeit the one 


itis most unlikely that any 


rival clans 


he has always 
are the main enemy in Somalia. Whether Yusuf has the 
patience and political skills to do this is 


Column 4 


but there appears 


we should keep 


with or 


to prevail over all the others. 


the clans 


the USG 


we should stay the course in supporting 


we must place emphasis on the 


we should build from the 


but only as Yusuf reaches 


in itself 


we need 


Column 4 


debate 


and vote. 


we will 


and to whom the USG is already providing 


drawn from civil society 
womens groups and business associations 


to attract a quorum of members to the V'cross- 


and 


we should keep in mind that Somaliland 


Column 4 
partially governed 
could become a harmful distraction. 


there is a natural tendency to try to view 


we believe. Donor engagement 


forcible resistance from the rest of the 
we believe 


which is formation of a functioning (and friendly) 


we must commit commensurate resources. At present 


step up official travel 
possibly stand up 
prepare an MPP for 
channel more ESF 
etc. 


Column 4 


especially Americans. 


itis only a matter of time before they take 


nor we would we recommend undertaking such a 
we have a number of ways of engaging 
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which was established following the signing of the 
has become a viable institution under his 
presentable 

due to his extensive work with RSCN. 


East Banker. Born in 1956 in al-Husn in 
and son of the late former Senator and 
Bassam al-Salem earned 


he started a manufacturing plant to produce 
including 


as well as founding a trading company. He 


and still 


especially tenders on big 

including USAID-funded projects. He 

displays an obvious love for the 

and can converse easily on diverse subjects such as 


he was very optimistic 


Column 4 
that enthusiasm waned 


East Banker. Born in Dajania in Mafraq 
Khazaaleh holds a bachelor's degree in 


he has served as chairman of the GOJVs 
and 


but he is 


East Banker. Born in Maan in 1946 
and has held 

most recently as secretary general of 
and deputy chairman of the 


who was awarded the GOJVs 
served on the committee concerned with the 


West Banker. Born in Jaffa in 1940 


and another MSc in water engineering and 
as well 


and worked in the Jordan 


and has been 


Column 4 
and has 


and the Unity Dam between Syria and 


and is regarded as 
the JVA is not well 


including a USAID offer to 
have been declined. USAID does not 


but lacks the necessary 


East Banker. Born in 1950 in Ramtha 


a masterVs in agricultural economics from the 
and a PhD in economics from 
which 


serving as director 


and was appointed secretary general of 


and prefers not to use it. 


though he did not hold a 


now working for a private 


East Banker. Born in Mafraq in 1953 


respectively 


and then 


Column 4 


East Banker. Rbeihat obtained his BSc in 
followed by three MAs and a PhD in sociology from the 


and 


and former senior planning consultant and head 


and it is rumored that they have been 
though not officially. 


East Banker. Born in Al Khaldieh village 
Tarawneh holds a BA and an MA in military 


another MA in 
and a PhD in 


and assumed several posts including chairman of the 
director of 
and 


training 


Column 4 
converted to Islam 
Nassar obtained a bachelorVs degree in 


Nassar served in the Royal Jordanian Airlines 
Nassar was general manager of 

the oldest tourism agency in Jordan 

including the Kan Zaman 


a \"tourist village\" in Wadi 
and exclusive marketing of the \"Jordan Experience\" IMAX 


Nassar should mesh well with the King\'s 


and is one of the 
which is the only non-mandatory trade 
Alia Bouran 


and tried to sell the 


East Banker of Kurdish origin. Born in 1965 


and he served 


where he worked at the JAFVs special 
and until his 

Kurdi worked in the private sector 

as an advisor and then director 

a company with 

defense 


Column 4 


a role that his 


12/5/2005 13:56 


MoE 

representatives from the 
Transportation and Defense 
MNF-I advisors 


as storage 


as the refinery\'s continued 


although Coalition and Iraqi 
pipeline repair crews had 


Column 4 


near Samarra. Increased 


be 
as the presence of troops 
enhances the overall security of the area. 


000 charges will be 


Column 4 
at a rate of two wells per 


unlike the Rumaillah fields that have a sufficient 


Qurnah would require 


revised to reflect 


MNC-I Deputy Commanding General (CG) Parker 
adding that the 
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the Dutch would be willing to sell ships to 


but not F-16s. While ref B was transmitted closely 
the points were 


and we take his stated position 


12/5/2005 14:19 


V and noted that it might be time to change the 


Column 4 


Better Neighbors 


and their destinies 
are intertwined 


a group comprising of academics 

and government officials based in Thimphu. He 
peace and economic advancement are 

and that 


\" Saran called for 


including better roads 


Saran commented that 


but 


Column 4 

Saran 

which the two governments will have to 

and greater integration will help achieve this goal. 


but a gateway to facilitate economic growth. 


JNU 


but that the RGOB intends to do so on 


needs to apply more pressure on 


which states that Bhutan 
that 

should be 

first 


and second 


Saran\'s unusual public speech on IndiaVs 


Column 4 


rather than treating it as 
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the SARG is apparently concerned 


questioning in particular if the U.S. wants to 


with their recent maneuverings 


begrudging 
in the hope that they can 
given his troubles in 


All4Syria website 
and former MP and businessman Ihsan 


saying Bashar is hesitant 
and loves the superficial trappings of 


but will not 

if the 

said Abrash. (Note: 
Abrash 


after opposition expressed by a 
thought to 


Column 4 


which is to opt for confrontation 


where ShawkatVs wife and mother-in-law 


because of the regime 
and because their loyalty to the 
Yusuf does not 


noting that the regime was 


say 


as a bulwark against ascendant Shiite influence in 
like Sankar 
also noted that U.S. allies in the region (generally 


western powers had generally supported regimes with 
for example an Alawite 


there would be no regime change in Syria 
noting that the regime is in complete control. 


retired Alawite 
Ali Zeyout 
as well as to GID deputy chief Mohammed Nassif 


Column 4 


Sankar offered a refreshingly 
saying that the views he 


very helpful and echoed many of the things Sankar 


not as a 
but as one of a group of nascent opposition 
said Sankar. 
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the 
as is likely 


fears of 


the GOJ has shown itself proactive in the 


or if the GOJ comes to 
it 


upcoming general 

and few resources to allocate. Given these 

the GOJ would be obliged to spend funds now - 
the 


and Dr. Elizabeth Ward at the Ministry of 


Column 4 


neither is at the level of decision-making 


who in turn follow WHO guidelines. Although 


reporting 


GOJ has been somewhat proactive in 


and has good relations 


be it materiel 


as it does with other diseases such as 
but the policy is under 
nor for poultry influenza 


although statistics on how much and from which 


it has been a 

radio is the main source of news and 

and Post is unaware of any 

a greater public outreach campaign is required. 


but often it is reactive. In addition 


Column 4 
the medical and agricultural sectors are 
Jamaica has limited capacity 


most notably in rural areas. All 
Kingston 


there may bea 
but CAREC is already overstretched 


more reagent 


supplies and personnel are all needed. This 
more efficient 


GOJ lacks a 
written strategy for overall management of a 


as well as guidance on intervention: 


isolation 
and port-of-entry monitoring. 


and orders have not 
they are reluctant to order drugs. 
in 


and at what doses 


by encouraging interaction with 


GOJ currently lacks a specific 


disinfection of 
and movement restrictions. 


Column 4 
but post believes that the 


as in the event of 
the Jamaica Constabulary Force (JCF 


poor preparedness and limited detection and 


however 


especially in 
and to place management of a potential pandemic 
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along with Lt Col James Bitzes 
met with Lithuanian 


which could damage 


Column 4 


Director of the MFA Americas 
expressed concern regarding the political 


Legal Advisor 
said that the Defense Minister 
as the 


given the complexity of the case 


and we do not believe this one 


and 
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migration 


volunteering 


causing 


Column 4 


\" as it 


fearing his remarks 


\" the land where \"not a single 


the German 


calling it a \"tragic mistake\" that 


Shushkevich did not have the right to 


particularly Mikhail 


was too soft in handling the matter and 


wrap them in barbed wire 


despite 


Kiev has always criticized Belarus in order 


Column 4 


but hoped that 


NATO is patrolling the 


\" but Russia does not take 


Belarus must 


Russia decided it was too 


Lukashenko felt confident that the 


the IMF and the 


which 


such 


\"very large\" forces 
EU 


Column 4 
these \"forces\" oppose pressuring Belarus 


since such pressure would not do 


the presidential election in Belarus 
but also for the 


his ten years as 
and his management experience in agriculture 


with the economy blooming and people 
than ten years ago. 
he would run for president again because the 


it would be such a serious blow to Russia that 


because according to surveys 


but 


Column 4 


likewise 


to properly 


Ukrainians 


but only V'with money.\" 


200 
of which 380 are supported by the 


but do 


therefore 


politics 


these reporters 
receive USD 50 per day per diem 


Column 4 
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Dulaimi 


saying that they are 


the exposure of the 

strong pressure on the IG to 
and a series of 

we were disappointed to 


the Coalition attacks 


- victims 


torture or 


a 
to set up a capable committee to 


\"we will take direct action. V 


perhaps the 


Column 4 


said 

was a large scale release of innocent 

to release 100 and arrest 200. \"No one 
the number of current 

at around 16 


Dulaimi 
it must release thousands of detainees before 


just not being 


these people do not 


though care must be taken to avoid 


concern about 
etc.) in the lead up to the 


Dulaimi snapped that the 


we wont be your 


Column 4 
both from 


Dulaimi demanded 


Ambassador Patey 
asked 


Adnan 
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the 


which prompted various farm and business 


egg 


the Canadian 


separately wrote to protest the House of Commons 


Column 4 


also to protest the House 


poultry and egg farmers 


proposed by two Quebec members and 


and also ensure an agreement that 


V which developed in the 
uses a combination of production quotas 


egg and poultry products. Farmers who are protected 


making 


who are concentrated in the western provinces 
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Column 4 
including two Islamists 


according to 


according to 


said Aji 


according to state media. The militants suffered 
while two civilians and a member of Syrian 
according to the media. 


according to 


according to official media. In 
Syrian media indicated the militants were 
V an Arabic term for those committed to the 


the recent clashes indicate the 


including to the Muslim 


the SARG has 


the regime 
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and Foreign Minister 
a granting of candidate status to 


Column 4 
something the French do not yet 
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along 
conducted 


OHRO 


UNICEF and 


at present less than one third 


the call center has received 8 
of which 118 led to police 


MININT and MFA held meetings with border 


Awaiting Results 


ColombiaVs 


Column 4 
a new law on trafficking 


sexual exploitation 
or illegal recruitment. It creates 


transport 


MFA 

DAS 

Procuraduria 

The Department of Defense 
and the Special Administrative 


UNODC and the Presidents Program on Human 


or trickery 
agreement to become engaged in prostitution). 
\"consent\" of the victim is not a defense 


a prosecutor from the Anti 


said that judges and prosecutors need training to 


they donVt 


and don\'t always try to prosecute the whole 


and the law enforcement authorities there might not 


Column 4 


but that more officials 


the Unit is currently investigating 250 cases. Of 
the Unit found that 33 were related to 


but prosecutors around the 


there have been 137 arrests thus far in 


the interagency committee created a database 


limited permission can be 


but according to the CNP 

Fundacion Esperanza 

an affiliate of the NGO End Child 

Child Pornography and Trafficking of Children 


or ECPAT) and the Fiscalia 

the newly appointed Prosecutor General 
committed to improving the protection program 
the 

but the person filing charges will 


and in 


facing the accused. The GOC 


Column 4 
which will address 


the IOM 


and it emphasizes the legal requirement of officers 


the 


and encourages them to 


Fundacion Renacer and Fundacion 


and they work with the Fiscalia 
Humanitas. 


the DNE (Direccin Nacional de Estupefacientes) to 
anonymous shelters for trafficked 
MININT is 


lodging if it is needed 


financial assistance and help 
and information and legal support for the 


especially to the Fiscalia\'s Anti-Trafficking 


Column 4 
the interagency committee 


and prosecute trafficking crimes under Law 985; 
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with a target to win 
including Kirkuk. 
Khalilzad 


US Ambassador to Iraq Zalmay 
and Tareq al-Hashemi of a leading Iraqi Sunni 


Monday papers report. Khalilzad assured 


it needs the participation of all communities in 
V Khalilzad told the press. 


and that the country\'s natural 

the number two 

underlined his community\'s 

but also voiced a number of concerns. 


V Hashemi said in reference to a series of joint 


V Gul said. 


Column 4 


and said 


Massoud Barzani 
has applied for 


Monday 


drawing attention to the examples 


says \"Aksam.\" 


Sunday \"Cumhuriyet\" says in a news 


"Barzani and the Kurdish National Freedom 


with the hope of using them someday. The PKK is 


and perhaps the only 


the murder of Kurdish dissident Hikmet Fidan 


Column 4 
and the 


such as 
have given rise to serious 


that it 
and that it has reduced its 
says news commentary in 


Ahmet Turk told \"Radikal\" on Monday that the 


Turk 
adding that Ankara had to pass constitutional 


slated to be launched in December. Fly Air said that 


according to unconfirmed 
US troops will be sent to the United Arab Emirates 


Fly Air planes will fly from Istanbul to Erbil and 


while departures from Dubai will end 


Suleymaniye 


Monday 


and that the 


the 


\"Hurriyet\" reports on 


Column 4 


shelving a project to establish direct trade with 


weekend papers 
Hasan 
Ismet Berkan 


V and the fifth 
for the centrist \"Milliyet\" daily. The journalists 


and a travesty of justice. 


two important 


as highly 
both Ambassadors will establish a 


a dialogue will be 
such a 


Column 4 


Ankara should see the Kurdish political reality in 
while Washington should be taking more responsibility 


the US doesn\'t approve of 


Turkey should not 


the recent radical rhetoric from Tehran 


it seems there is no 


but is 


it was 


for 


Iran and Turkey" 


the Iranian Foreign Minister 


Column 4 


Y but the Iranian 


but it is also aware of the fact that diplomatic 


just as it has divided Iraq. As for Iran 


Turkey is seen as a rival and a 


the 
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such in the event of an emergency 
and to cover a shift 


DCM and Milan\'s Consul 


RSO Nancy Rolph 
FBI Mey attend a briefing with Italian 
Director General of 


Column 4 
Rome 


continued background checks of 


FBI Mey and OSC note that while Dr. Luperi 
his answers to a number of our 


and Italian Police Services 


FBI 


USG Olympic Operation 
Olympic Operations Plan to include 
operations 


time line and support 


Column 4 


DCM and Consul General. Of 


FBI and DOD agents (to 
knowledge of the GOlVs 
and the USGVs integration 


SA Mike 
OC Puma 


Interagency support 


pending Admin notice on housing/conditions of work; 


staffing plans; Public 
MOI Briefings 


Funding 


transportation plan and general security at 


Column 4 


Italy and 
at American Embassy Rome. The purpose of this 


including the Olympics Security 


DOD 

Public Affairs) under 
and Rome\'s Emergency 
Consulate General Milan 


Column 4 


each agency may provide only 
FBI (2) 

DOD (EUCOM) (2) 

DOJ (1) 


not all 


2005. 
staffed according to the 
will participate from 


Rome\'s Emergency Action Committee will handle a series 
including further 
with Turin s Olympic team 


Michael Peaster 


which alleviates some of their security 


Column 4 
Senior Vice President 
and Joseph Masonis 


TOROC and the USGVs Operations Office. During the 


real 
as it would greatly assist the USG in it\'s effort to 


Mr. 


the permanent 


closure or greater effort in controlling 


Dott. 


and asked that OSC direct these 


2005 


Column 4 
D/OSC and FBI Mey met with Japanese 


Foreign Affairs and Intelligence 
National Police Service and Dott. Hideo Kikuchi 
Japanese Consulate 


The Netherlands 
Rome. The meeting was Olympic Security specific 


John Hancock 


D/OSC and FBI Mey provided a security 
U.S. Department of Health & 

Office of 

Secretary\'s Protective Detail. The briefing 
USG 

communication support and 

VIP lodging support 


Primo Digigente Polizia 
Zona Polizia di Frontier requested OSC to 


Column 4 


we 


RSO Rolph and FBI Mey provided NSC Ms. 


USG Olympic Operation Mission Statement 
operations 
Command and Control as well as an 


Column 4 


2005. 


time line and support 


RSO and FBI OC noted posts 


ESC Rome and RIMC Cairo & Frankfurt arrive it Turin 


RSO 


a biological or 
and radiological devise throughout 


what are your staging plans for assets and 
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Column 4 


Kristiansen replied 


Germans like to link all 


German contracts are far 


the 


the 1999 Gas Law permits private sector entities with 
take title of the non-associated gas at the well 


own all the project assets 
however 


Kristiansen admitted that it was possible 


Column 4 


as noted above 
he believes 


urbane man who speaks 


he was stationed in 


12/5/2005 17:18 
12/5/2005 17:29 


in fact 


Column 4 


capital controls 


but the IMF 


many in Colombia recognizing the small size of 


when successive debt 


even if the controls have proven 
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tribal chiefs and other influential figures in 


Abu Dhabi and Dubai have 

Sharjah and Ras AI Khaimah six 

and Umm Al Qaiwain four. (Note: The UAEG had 
000 


that number would be 4 
the Constitution left it up to the individual 


increase the FNCYs membership 
and lengthen 


Column 4 
men and women 
V he said. (Note: The 


the 40 FNC members serve two-year terms. The 
although UAE 


who signs it 


a few UAE political figures and academics have 


human rights activist/lawyer Mohammed Al Rukn 


the 


an environmental 
was quoted by \"Al Bayan\" as saying that she hoped 
who has served in the FNC as a 


told Ambassador December 4 that he intends to stand 
he said he plans 


the 


Column 4 


the Supreme Ruling Council agreed 


the UAEG 


V Interior Minister Sheikh Saif 


V he added. There were no details 


Abu 


which were scheduled for December 
000 members of the chamber were to elect 
the first-ever elections to 


the "Gulf News\" reported an interview 


democracy would be part of the elementary 


V said Obaid AI Muhairi 


one 
itis an important first step in 


such as the 


Column 4 
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given 


programs for the Western 


Gebetsroitner said she believed Germany 


however 
she observed 


she stressed) 
she concluded. 


but also could not commit funds 


however 
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V weakened 

and affected the GOB\'s 

she said. The recent decrease in BrazilVs 


she explained. 


substantive changes in GOB policy 


Column 4 


Rocha 


are unable to quell violence 


and the GOBVs Social Security 


USAID 


Column 4 
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where he said that although Russia 
they understood and agreed 

as chaos 


he said 


and former Soviet bloc. He said 
which is 


plus it gives control to the EU of both Group | and 


he said 


Column 4 


is 
there will be changes in Group | 


particularly some of the islands in the 
who do not like being dominated by Latin 


but it seems there 


and we suspect that has 


UNESCO\'s chef de cabinet 
was very quiet 


it 


though perhaps 
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000 was below the Canadian average of 248 per 1 


noting 
said 


\"They\'ve committed as many as 40 new offenses while 
and it becomes like 


Column 4 


Halifax 
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and formalizing the informal economy 


and in light of his front-running 
we will maintain this contact and seek to expand the 


at his campaign headquarters to discuss the 


though he 


2006. 
but quickly because the people 


including those who suggest elections should be 


no one will care about February 7.\" Preval 


arguing that Latortue will 


Column 4 


warning 


including Preval\'s former 
education minister and foreign minister 


but blamed their 


\"if we can get it up to 40% 


Preval said there is no need for a 


Preval appeared fit and in good health 


Column 4 
and as the acknowledged 


and 
if 


but for the moment 
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with an average prison 


other 
the eastern United States. 


behind only Mexico 


the use of helicopters to transport marijuana 
000. They 


and pay a farmer near the border to store their 


particularly 


and in September 


Column 4 

Canada\'s methamphetamine supply came primarily 
circumstances have shifted 

restrictions on 


have slowed 

and the smaller 

opening wide the 

such as the one uncovered in 


that 
the precursors for making meth are routinely and 


according to DEA staff stationed in 
the precursors for making ecstasy are imported 


mainly by Vietnamese crime groups. 


and create little deterrent to 


Premier Gordon 


including funding campaigns against the 
launching a public awareness 
and expanding treatment across the province. He also 


an RCMP report explains that ethnic barriers are 
making way for high levels of cooperation among the 
which specialize in specific 


Column 4 


which Indo-Canadian 


weapons importation 


but the June RCMP report attributes 
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affiliated with the Arab Socialist Movement 
VWhy We Are Voting 


\" encouraged Kurds 
list 730. 


eight- 
"The Eyes of the Voter\' along 


also distributed a free 
"The Election.V In 

the supplement 

broad discussion of the 


Column 4 


12/5) 
12/5) 
12/5) 


no bias 


on television 
that child did not have any family 


"Why did Saddam kill all 


the adults lived and witnessed all 
we hope that he will 
we 


suspects are innocent until 
we all know that Saddam is 


which we are sick of. This trial seems 


the second session did not receive 


if this trial continues along the same 


which is to turn the page 


Column 4 


no 


published this page-five editorial by Salim Rasoul) 


we should not be 


these slogans must satisfy real 
they must be credible. However 


we should not let our citizens think about day 


no bias 


there is a huge percentage of political 


the Iraqi mind lacks 


there would be a fire that destroys 


those who conduct assassinations may justify their 


causing their 


Column 4 


the most dangerous issue is that such 


such assassinations do not 


these 
they 


we find ourselves living in mini dictatorships 


how can 
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12/5) 


Iranian intelligence has stepped-up its 


robbing the wealth [of Iraq] 


such as Al- 
in its internal affairs and allow him to exploit 


Column 4 


tear apart its social fabric 


Abdul Aziz Al-Hakim 


and see Iraq as 
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\"Not Everyone 


12/5/2005 19:46 
and was causing him much angst. 


Sidqi told US and UK 


but was unwilling to commit himself to a 


Chief Electoral Officer Adil Allami 
told 


Column 4 


he 


currently 


Ayar re-affirmed that 


the Board will be unable to further delay a 


many IECI 


the 


Adil is a vocal and persuasive member. He is also the 
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we note it would make a convenient 


as the GOV would like everyone to 
though it seems an odd target with the opposition 


without more information 


Column 4 
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San Pedro de 
described how official corruption and a general 


Y and expressed concern about possible 
when she expects to indict four campesino 


PolOff met with Caaguazu Governor Enzo 


so he had to 


he noted that his constituents felt 


he added) 


a regional Paraguayan National Police 


and is the country\'s first 


Cardozo proposes to have 


Column 4 


and expressed a desire to 


and 


and mentioned that he had 


the 
Caaguazu and Villarica 


San Pedro and 


the left-wing extremist movement responsible for 


routinely 


put them through an 


and then further indoctrinate 


when PPL leaders Juan Arrom and Anuncio Marti fled the 


someone else will step right in to take his place. 


sensitive reporting indicates 


Column 4 


and that Marti attempted 


and \"the entire family" appears to have been 


who hail from the remote town of Vaqueria in 


or MAP). In June 


near Vaqueria 


and that his sister Magna may have 


he noted that 


and that the Bishop of 


when PolOff 


Monsignor 
is an outspoken advocate for campesino groups 


Column 4 


for example 

he would be 

physically denied access to the 

y 

the campesinos would grant him access to 
inviting him 


Gonzalez said 


campesinos allow police officers they know to enter 
however 


to hide and protect marijuana 

or for some other reason. He 
however 

so the fact that marijuana was being 


it does not refer to territory 
as in Colombia. We have seen no hard 


and a serious 
in 


and his 


donning a baseball cap or traditional 
and conversing 


relying 


Column 4 


PolOff 

the Mayor of Lima 

to deliver a book donation for an 
in the 

which is located approximately 


but the 


and 
with his administration\'s help 


but claimed they were a small minority. He said 
claiming that he 
whenever he wanted 


red 
until recently 
the 


products Franco 


which 


Column 4 


and purportedly speaks English. 


and Lack of 


the 


San Pedro de 
which is located approximately 65 miles east of 


untrustworthy police force. 


the crisis 


they had to rely on corrupt 


it was 
given the lack of cooperation 


two or three other employees from her office 


Column 4 


since they were locals. 


but she did not rule out the possibility. 


when 


Alfirio Gonzalez 
opining that Paraguay was enjoying a 


in only her second 


but equally serious and honest. 


but also hinge on a lack of economic opportunity 


but their isolation 
and an unreliable police force present very real 


under-employed campesinosY demands for more 
support and social services. There is no indication 
but national officials 

allowing 
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the chief of which 


Column 4 


according to preliminary results 


improving on its 


with 18 seats 

another Chavista 

apparently secured 11 seats. The pro-GOV clone party 
indigenous 


director of the MVR national 
recited on air late December 4 a host of 


when polls were 


Column 4 


but 
presumably as 


meanwhile 
for example 
according to 


non-voters were at 92 percent 


although he somewhat disingenuously failed to report 
the highest abstention on record with the 


only 


saying the OAS 


apparently to 


director of the umbrella organization 
the organization contracted by the CNE to audit 
criticized the process for not 


Column 4 


the reliability of the machines to guarantee vote 
the military\'s presence in the voting 


and the CNEVs behavior leading up to and through the 
based on the delegation\'s 

that abstention was higher than the CNE 

which as accredited 


noted that the voting tally sheets (actas) registered 
by the voter) votes.\" If these 


the abstention rate would probably be 
according to Fournier. 


despite open intimidation 


even with the OAS and EU 
to try to increase the numbers 
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opposition demonstrations 
Nurkadilov\'s widow 
but proved unfounded. The police in 


all of which were false. 


Column 4 


the Young Professionals Society (YPS 


wife of opposition leader Petr Svoik) 


presumably also as the result of pressure. 


Astana 
and Shu. Five teams focused on Almaty\'s 


and 14 directly with the CEC. 


from 


Column 4 
appeared to overwhelm some 


despite the fact that 


Embassy observers did not witness 


and there was a clear procedure 


with or without documentary proof of residence; 


the seven- 


there 


Embassy observers noted a strong 


for himself and on behalf of a relative who 


Embassy observers noted a Ministry of 


however 


Column 4 


Embassy 


Embassy observers did not report any 


however 


PEC officials continued to review 


the CEC announced preliminary 


the CEC announced that 


Yerasyl Abylkasimov 
and Mels Yeleusizov 


conducted by the Gallup 


indicated that Nazarbayev 


Column 4 

Baymenov in third with 3.2%. Yeleusizov 
780 voters 

Almaty 


which conducted an exit poll 
reported that out of 4 


over 77% voted to re-elect Nazarbayev 


the OSCE 


the December 4 presidential elections did not meet a 
the Head of the OSCE Parliamentary 

called candidate registration V'mostly 

V giving voters a choice but cited media bias in 
harassment of opposition campaigns 


the Head of the 
criticized 


Glover added 


the OSCE team 


not to render a judgment 


Column 4 


the CIS election monitoring mission 
open 


incomplete voters lists 


000 RNIM monitors were sent out to observe polling 


working under the auspices of NDI 


including limitations on the 


and that election commissions at all levels 


Tuyakbay 
held a press conference at \"True Ak Zhol\" 


he failed even to create an 


but would not organize street 


Column 4 


however. The release of precinct-by- 
which the CEC promised within 24 hours of 
will paint a clearer picture of the overall process. 
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Liberal Party presidential candidate Manuel 


which has raised eyebrows. Continued National 


late breaking news that the two candidates plan to 
December 5 


Column 4 


December 3 former Honduran President 


December 5. 


similar promises to the Ambassador on 


December 4. Maduro 


Latin 
and Europe to work on democracy in Central America. 
he mentioned that his 


but may also place blame with 


the lunch meeting was more about 


December 2. As of 10:00am on December 
the Liberal Party has 49.90 percent of the vote 
496 votes 


Column 4 
or 846 


716 null ballots and 50 


PolChief spoke with 


although the Argentine 


the National Party wants further investigation 


approximately 1 
Post 


although some election 


through the TSE\'s Political 
requested that the TSE and the 


Column 4 


particularly to look at the number of total 

after considerable back and 

in which the Christian 

the UD stood 

PINU was agnostic 

TSE President Aristedes Mejia said that such an 


20 additional special forces have been stationed there 


though military will 


but that all existing vote counts have 


the OAS 


although he indicated Lobo 


Column 4 


given that he is a retired military 


PolChief made it clear to Noe 


but 
practical 
in which 


Reina could not even travel to the U.S. at 


that is 


Column 4 


possibly while trying to negotiate with 
however 


and the Liberals 


according to Noe Pino\'s 
Post is no longer 
the 
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DHS does not know the intended entry point the 


through DS/CIL 
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followed by a Consular Officer who 


on November 14 


the 


Indiana). The 


Embassy 


the Embassy\'s 


Column 4 


2005 
Cultural Affairs 
Consular Officer and AMIDEAST representative. The 


11/17/05 
11/17/05 
11/17/05 
000 
11/17/05 
000 
11/17/05 
11/17/05 
000 
11/17/05 
000 


NO=787 


11/14/05 


listing all of our 


11/14/05 
circ. 35 


11/16/05. p. 18 
000 


11/21/05 
circ. 35 


the 


Column 4 


the MissionVs IRC Director led a 


whether in short-term summer programs or to complete 
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RFE/RL\'s Prague-based Armenian Service 
noted that RFE/RL has repeatedly experienced 


Column 4 
saying that this 


the day of 


including 
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V including by disrupting the activities 


in particular as regards 


including 


Column 4 


and to lay out objectives for 
and 


UK Home 


in Europe and internationally" 


including through improved security of 
transport and critical 


travel 


and bring 


by improving capabilities to deal with 
the coordination of the 
and the needs of victims. V 


Column 4 


the Council agreed for the first time on an 


and especially Muslims 
Y the strategy sets out to combat 


democracy and opportunity for all: 


governments will V'ensure respect for 
laid great 


as in many of his public interventions over 
on his \"balanced approach!" 


CT Coordinator Gijs de 


and 


Column 4 
some of 


the CT Coordinator referred to the 


and nobody else 


and the 


be it in a phone shop or a mosque.\" 
suggesting the creation of a 


not 
\" he said. 


which will also be forwarded to the 


in some cases 
\"the 


Column 4 


Iceland and Switzerland 


including terrorist acts. 


the Council: 


fingerprints 
vehicle registration 


Column 4 


Ireland 
UK and Europol on exchange of 


using references from these conclusions 
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the Ambassador also cautioned Defense 
on the margins of the annual Military 
that Washington was watching 


Nour\'s case came up during Staffdel Grove\'s 


Grove told his Egyptian 
adding that his conviction 


including the military 


in a meeting on other issues 


Soliman Awad. The DCM said the USG 
but a conviction and incarceration 


s political reforms. Awad 


he said 


Column 4 


for example 


ECPO Minister-Counselor made similar points on 


and an acquital 
is still possible. We will want to hold in 


but we should nonetheless go on the record as soon 


the 


the first time the Egyptian 


Column 4 
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Mubarak 


noting that he would not attend the December 7 
deliberately to avoid any encounters 


Mubarak asserted that he was 
but recounted their \"bloody\" history. On the economy 


led by the private 
was a key GOE goal. End summary. 


at the Ittinadiyah Palace in 
Senator 

Rexon Ryu 

Mischa Thompson 

poloff (notetaker) 

also attended. 


stating VI must do 


Column 4 
the ShiVa were 


Saudi Arabia 
opining that all of these communities were subject 


Mubarak recalled earlier advising President 
iu = 

religious 

he 

the only solution for Iraq 


Mubarak urged that the 
Y and rally Arab public 


the President asserted. \"I have 
\" Mubarak 


\" Mubarak affirmed 
Rabin 

Mubarak asserted 
which Israel accepted 


at which Asad balked. 


Mubarak said stability in 


Column 4 


the President asserted 
V 


and Egypt was working hard on Hamas 
but V'they are unreliable.\" 


the continued expansion of the 


Mubarak opined. Nonetheless 
\"we are working hard 


the President recalled a meeting he had held in 


Ahmedinejad 


on December 7 


\" Mubarak stated. 


\" but advised the United States not to take too 
as this would work in his 


this would unite 


\" Mubarak cautioned. 


and in particular regarding its 


Germany 


Column 4 


the Ambassador 
\"we\'d like to count on Egypt\'s support." In response 


he continued 
\" if Egypt singles out Iran and ignores other WMD 


Mubarak 
he saw no cause for panic 


V the President stated. The MB \"may say 
but Wwe know them very well 


\"we have known them since 1928. \"They 
they killed 


they killed the Interior Minister 
and Sadat 


and implied that 


\" Mubarak 


naming in particular Finance Minister Boutros-Ghali and 
currently visiting Washington. 


and cited the creation of new industrial zones 


Column 4 
a region which had earlier been 
Mubarak noted. 


Mubarak 


but allowed that it had 


as so many were 
he cited an exchange 


who yearned for an \"appointment\"to a 
even though the salary was much lower. 
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not Egypt 


12/6/2005 6:48 
parties were not viable. 


however 


Column 4 


emphasizing that both groups are 


V'Egypt needed what 
he discounted the impact 
but said it 


he said a quota for female representation in 


the GOK had done the heavy lifting 


a significant change in the 
V but said 


Culture 


concern 


that was the 


such as the 
that might be considered a burden to Kuwaiti 


Column 4 


Al-Khorafi said 


Kuwait was a sentimental society and a special 


the family would handle the 


his mind was still sharp and 
we was 
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and now 


the NY Museum of Natural History and Stanford 


the local travel 


gem and timber exports 
but the GOB has taken minimal steps 


private travel 


Column 4 


plus an additional 3096 
making it difficult for tour companies to 
especially since most already operate with slim 


such as Mount Victoria in southern Chin State 


and 


which requires payment of another 


and since he recently moved to the new 

tour agents communicate 

(with a Rangoon exchange number). \"Please 
V he told one travel agency. \"| have nothing else 


we learned from the industry 


Burma\'s leading beach resort town 

at the peak of tourist season. The GOB had 
000 in this year\'s budget for the repairs 

the end of the 

working 

persuaded the government that 


the tourist agencies also 


unregulated development and encroachment into 
much of Burma remains undeveloped and offers 
hoping to 

the GOB opened fifteen of the 


Column 4 


but relatively successful 


business reps 


just the hard currency they 


religious 
but the regimeVs corruption 


along with economic development in general 
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the Minister stated that the Government 


as well as a suspension of 
had a severe 
the recent attacks of November 13 


the Minister noted his skepticism of 
such as the first Public Finance 
have been complete failures 

and is only beginning to consider 


the Government would 


Column 4 


tangible results 


the Government agreed to create two 


and one to examine the political impact of the 


where it would be debated and voted on some time 


the Minister told 


the Ministry could not feasibly finalize a 


and stated that the Embassy 


Embassy learned from Director of Plan 


but from 


Column 4 


President Deby argued that Chad has 


he 


he would 
Deby said baldly. Moreover 


like any sovereign country 


Bercot speculated 


Column 4 


and 
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and ensure continued safeguards. It is 
will push for a 
or be forward-thinking 


Director for 
and Trade Officers James Kuru (who covers 


which Manyara speculates will be 50- 


however 


because 


the Africa Group has submitted 


Column 4 
and safeguards. 


Kuru said that developing countries 


and that even 
citing sugar 


Kura said that he would like to see USTR 


there is on-going concern about 
again because of a potential lack 


Kenya\'s current 
and 


noting in 
footwear 
and electronics. He added that Kenya would like to 


but that 


the paragraph 16 text does not permit such 
Kenya would also like 


but did not elaborate on this point. 


\" Manyara speculated that in order to 
there 


Column 4 


Manyara explained that Kenya has a National 
with government officials and some 


headed by Ministry of Trade officials 


and it is good 


V regardless of 


based on our recent meetings with 
we believe that Kenya 
will be unwilling to push aggressively 


and likely most African countries 


EU 
unless Kituyi can somehow change the dynamic 


unless the deal struck somehow insulates it from 
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Column 4 


the GOS uncovered a 


Singapore has supported our efforts to 


GOS leaders worry that Taiwan 


but this concern has lessened over the last 


in general 


the senior 


Column 4 
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saying 


with its coalition including 
is 


as well 


the 2006 electoral campaign will be fiercely 


and we should not be shocked to see even stronger 


12/6/2005 8:50 
a 1995 


was chosen over two other highly-qualified 
who is credited 


with 


Column 4 


President Arroyo named her 56 year- 
Maria Merceditas \"Mercy\" Gutierrez 
an independent GRP 


who 


and who resigned on November 30. She is 


the eight-member Council submitted its short 


the other two 


Associate Justice of the Sandiganbayan 
Deputy Ombudsman for Luzon. 


the Judicial and Bar 


civil society groups 


working 
launched a project on October 26 


the Council was 
and in fact agreed to 


Column 4 


the Deputy Ombudsman 


but normally would have been a contender due to 
a junior deputy (Fernandez) got the 


Gutierrez was Acting 


she 
Assistant 
and on the 


she received 
where she 


Gutierrez participated in a State Department 


the \"public will be watching\" Gutierrez\'s first 


she has been called 
\" while pro-government officials consider her 


Column 4 
action- 
low-key 


under whose watch the conviction rate at the 


she is 


the Philippine public will be watching 


it is vital that 
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as 


Column 4 
who insisted the matter 


thus objecting to the involvement of 


the Presidency will now seek the necessary 


the Commission and the Parliament stand 


V Clarke stated. Spanish Justice 
noting that data 


said: VA consensus 


V the 


Column 4 


documents and data for use in 
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although ABA/CEELI raised the 


four 

including the head and deputy of 

Deputy Minister of Justice Rustam 

representatives of the Ministry of Customs and State 
the EU 

as did a large number of USAID 

a 


and their Chairman 


both 


Column 4 


many 


the government agreed to 


having officials 


no 
communication 
several well-connected government officials made 


and Post intends to 
convincing the 


North America desk officer 


we know smoothing the path for Western NGOs in 


anti-Western Russian intelligence 
is determined to limit the Western presence and 


we have reformists in the various parts of the 
the idea for this roundtable came from one of 


but who 
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V and called for the joining of forces to combat 


Column 4 


while Abu Musab al-ZarqawiVs 


the political wing of the 
continues to unequivocally 


IAF Deputy Secretary-General 


whether in Iraq or 


Abdul Latif 
president of the IAF 


who in the past have praised some 
and have at 


59 civil society organizations called for a 


and whose 


but that the \"blind killings and bombings of 


Oh Amman" in the days after the attacks. The tune 


is still getting air time. 


Column 4 


was also aired frequently on local 


condemning 
and providing photos from outside the bombed hotels. 
commentaries 


as the sites are constantly updated and 


in addition 

Director of the Jordan River Foundation Maha 
and Jordanian university students. The bride and 
as did 

S stories about the cell phones of the victims that 


the family and tribe of Abu Musab 


pledged allegiance to King 


Zarqawi\'s given name. NOTE: A few embassy 
although 


the same 


Column 4 


that expressed their support for the 


12/6/2005 9:23 
12/6/2005 9:30 


according to the King 


VI don\'t know what we\'ll 


and mentioned the 


particularly in the South. If this influence was 
he warned 
and to an even more active and 


the King said 


as evidenced by his recent visit to 
he no longer felt the need to take a soft 


noting that the Arab League 


King Abdullah said he supported U.S. 
and to apply political and economic 
the SARG. He added 


the King warned 


Column 4 
the King explained that the SARG had 


bluntly 


tougher line with the SARG. 


especially 


according to the King 
including possibly constructing 


as well as the necessary plans to strengthen it. 


the King remarked 
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this pervasive negative attitude makes legislators 
giving rise to a lack of 


Justice Minister David 
through the Public 
post hosted 


and non-governmental organizations. Steffas 
all which require 


which are the main sources of fraud. End Summary. 


Column 4 


but a large percentage of Armenian 
Post felt fairly confident in the Armenian 


it was rational and fairly transparent. 


Post discovered that a local 


the primary purpose of which appeared to be to 


chairman of the Adoption Council which 


but the Minister 


Known Problems 


Post hosted U.S. attorney and adoption expert 
from November 5-18 
lawyers 


many of the current Armenian 


the laws and 
nor are they clearly 


Health 


Column 4 


Mrs. Steffas did identify a number of 


with the goal of 


process 


the 


000. Children are often identified 


Minister of Justice Davit Harutyunyan emphasized 


000 dram (USD 66) a month will be able to resist slowing 


VI don\'t want to create an 


he stated that he was not familiar enough with the 


itis 


Column 4 
we have scheduled a three-week 


to take place March 11 - April 1 


we expect forward progress to be slow 
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he continues to enjoy both grassroots 


both Gulluce supporters 


Mayor Topbas said he had no personal problems with 
but that V'media speculation could lead 


he said 


but still supported: On the surface this 


and he has since projected control by calling off the 
however 


and that he still exercises great 
a poll had shown support 
with some 


Column 4 


regardless of what caused the dip in 
PM Erdogan was obliged to support Topbas over 
as Topbas was a longtime loyal supporter. Press 


but weak\": CHP\'s leader in the 


had been intent 
as he had outshone then Prime Minister Erbakan 


and had likely enjoyed 

but that Erdogan chose Topbas 

Akar 

the Prime Minister arranged that he would co-govern 
in a specially created Deputy Mayor" 


the 


but says \"he is weak 
\" adding that \"decisions are not 


Gulluce 
\"Milli Gorus\" 
note: closely affiliated with Necmettin 


maintains strong support in the Istanbul Municipal 
which subsequently elected him Chairman with a 


as revenge for his 


and replaced Tankut Gundogar 
with a more 


but behind the scenes the situation remains much 


soon after they had made the jump to politics and 
further fireworks are 


Column 4 
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Townsend said that the 


they 


Townsend asked Pisanu to 


\"not just assimilation. V 


Yemeni and Libyan counterparts and said that many 


explaining that her own 
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Column 4 


especially that of the 
was more necessary than ever. He 


in his Ports 
undertook to sort out 


Peace Secretariat Secretary 


the new Foreign 


septel. 


Column 4 


Samaraweera stated that all previous peace 


in the past 


the Foreign Minister 
realizes this and for the first time in 


the President met on December 


which supports an Indian-style 
firmly in the middle. 


despite 
accepted that the Norwegians 


Samaraweera said 


the role of the United States is 


the Foreign Minister said 


Column 4 


in 


it had probably been a mistake to also 


Samaraweera said the Indian government 


if it should 
it will face a stronger 


Column 4 


the U.S. had V'noted and appreciated" the 


noting 


an MCC team would be 


the Ambassador advised 


Column 4 


given the importance of Megaports to Sri 
would convene a meeting of relevant 


rolled-up 
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the PRSC II loan had not been suspended yet.\" He 
\"that draft legislation related to the four 


Shankar Sharma 
has recently confidentially 


Senior External Affairs Specialist 
stated that it was the Minister of Finance who 


Column 4 
and that the four 


the Bank was least concerned about the Labor Act. 


the Bank had given HMGN a February 


the most probable scenario would be 
the Bank would be able to process the 


July 15 
he said HMGN had budgeted USD 35 million for PRSC II 


particularly 


a number 
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Iraq was 


trade volume reached USD 200 


exports 


and medical and security equipment. 
primarily crude oil 


Column 4 
but the WKO 
based on 


the GoA\'s Ministry of Economy and Labor 
promised to intensify EU commercial 
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which negatively impacts important sectors in 


noting 


ongoing challenges 


nor departing from 


Column 4 


China and Russia do not support a UN-sponsored good 
s neighbors also oppose the 


the international community 
s contribution of 3 million 


the days of 


and how an AU force might 


crediting the Pakistanis and Indians with doing an 


it lacked officers. 


so a combination of MONUC 
and for 


Ethiopian 


Column 4 


DRO) talking directly with the assistance of a 


but also noted that she was 


\"The ICC indictments have changed the equation 


the situation in the 
Beja) 


Bevan said that he personally 


Column 4 
the regime in Khartoum 


one by Chad and one by the 


and Chad the rebels). A/S Frazer also said 


Bevan said that the EU favored 


even if the same forces stayed on. A/S Frazer 
acknowledging the funding 


S success in keeping the 


particularly since humanitarian agencies are 


Column 4 
but he expects problems in meeting 


he 


as well as to 


but noted that the 


call to end development aid to Ethiopia due to the 
as 


it was required to comply 


Meles had been weakened 
so it would be more difficult than ever for him to 


there 
with the 


Column 4 


highlighting the V'tremendous leadership!" of 


A/S Frazer said that the 


as well as the reform of the 


saying 
the military might step in as 


because 
the U.S. 


and dispelled any 


Column 4 


condemning abuses 


and that the international community 
and particularly 
even if African 


fuel 
strip away natural resources 
and block consensus 


Japan 
s relations with Africa 


s Impact 


particularly since it posed a threat to 


Column 4 


the problem is the 


but that traditionally moderate and 
like Nigeria 


particularly in the Horn of Africa. McKinley 


noting the emphasis on infrastructure and growth 


as well as stimulating the private 


as well as a similar program planned to address 


Kenya 


and EU interlocutors 


however 


Tripartite Commission in the 
and possible new dialogues between 


rather than discontinuing the carrot as no 


Column 4 


generating much attention and 
we do not expect this to carry over to the 
the participation of 


and no mention was made of a focus or date for 
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the trade policy landscape 

impacts of trade 

impacts of trade reform on 

and a twin-track approach to ensuring that 


UNDP 


the 


Column 4 
the short-term negative 


FAO has included a special contribution in 
Can Trade Work for the Poor: A View from 
drawn from previously 

are 


this section is most notable for 


12/6/2005 12:08 
as well as the low turnout and chaos 


including: 75 from the NDP 
and 2 from Al-Wafd. On the 
papers continued to speculate over the pace 


the opposition 


while pro-government daily 
000) 
V 


however 


and the closure of some 


Column 4 
Al-Ahram 
suggested that the people of Egypt lack sufficient 
and need 


the people\'s desire for 
and the extremely well-disciplined organization of 


VEI-Qahira el-Yom\" hosted a leading figure of the 
when asked what his position on 


stated \"the Camp David accord would have to be 


Al-Sharq Al-Awsat 


V and said that the MB will \"turn toward 


and that nobody has the right to regulate 


and the pan-Arab newspaper 


in protest against 
submitted requests to be excluded 


Al-Ahram 

after violence erupted during the third 
pro-government daily Al-Akhbar reported 
and opposition paper Al- 


and that the president of the Judges 


Column 4 


and reported his 


Al-Akhbar 


Al-Jazeera and Al-Arabiya TV 


which will lead to talks 


while in the U.S. officially 
V while 
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but read instead a firm 


without saying it 


no one had the political maturity to think about 
such as violation of the Geneva 


Column 4 


unknowingly 
is not. Even 


because for the Americans the 


when faced with an implacable enemy 


without saying it 


the State Department is working on a written 


Rice has no intention of questioning 


Column 4 


why did 


Secretary Rice dealt with the criticism over 


such as France in the Carlos case. Secretary Rice 


Secretary Rice 


but not to apologize. On the contrary 


"our American counterparts were taken by 


in essence 


Column 4 
France\'s Defense Minister spoke in favor of re- 


Alliot-Marie insisted that 


V she suggested the need for a dialogue from pole 


which allows Qatar to reduce 
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who told Azoulay Wwe need you and 


occupying leadership 


but that 
particularly the Islamists 
essentially equating it to treason. 


the Ambassador 
called on Royal Advisor Andre Azoulay to discuss 


s November recent trip to Israel and the Gaza Strip. 
which included 


to Israel November 3-4 to participate in a forum 


Azoulay met with Israeli President Katsav 
and then-Vice Prime Minister Peres. 


Azoulay explained that for the past 40 
long before he was a counselor to the king 


Azoulay remarked that despite his Jewish 


Column 4 
Azoulay noted that 


but that it is a \"political choice" to help 
peace between Israelis and 


but more importantly 
Azoulay commented to the Ambassador that Morocco 


Azoulay said that Abbas 


\"we need you\" and \"we need you to use your leverage. V 


Azoulay described the leadership role 


S 
the new 


but left Morocco at the age of four.) Azoulay also 
S 

a several prominent religious leaders in 

and 40 percent of mayors and municipal leaders of 


000 Jews of Moroccan descent 


000). Azoulay described an event he attended in Israel 


and also set a positive tone for the 


Column 4 
Azoulay emphasized. 
their links back to 


for their own 
Moroccan 


music 


but that some in Morocco 


do not like the idea of warmer 


he will not alter his commitment to 


Morocco 


s return 


also drawing the ire of the PJD and 


Azoulay said it was not discussed during his 


because the 


because 
\"there is still lots to do. V" 


Azoulay recounted the good 


Column 4 


and its mandate. (Comment: 
Jews 

reconnect 

Azoulay revealed that he has a 


former Iranian President. Azoulay did not provide 


during which Katsav invited King 
was likely designed to show that 


although senior Moroccan 
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began on December 1 in the Maputo City court. 

in January 

sentenced to 28 and a half years for his involvement in 
the Supreme Court issued a 


stating he knew of the 


though public 


Column 4 


Carlos 


Anibalzinho was tried in absentia since he 


2003 and deported back to Mozambique 


after his request for political asylum was 


including Manuel Fernandes (the lookout) 
both of whom pointed 


including the son of then-President 
Nyimpine Chissano. End Background. 


the Supreme Court passed down a 


he had no right to a 
the Supreme Court 
stating instead that 


is reportedly designed to V'root out\" additional 


Column 4 


the proceedings will include 
including Ramaya and 


Cardoso family lawyer Lucinda Cruz 


the lawyer representing Cardoso\'s 
Carlos Manjate 


000) in 
who 


is seeking 500 million meticais (approx. USD 18 


Anibalzinho has proclaimed 


V though he claimed he did not know the proposition 


in which he confessed to his involvement in the 


with stories being picked up in both the 


the retrial has not yet 


there is likely even less 
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Column 4 


President Guelleh 
said that the hike in oil 


killed by the police during 


the paper accused 


a minor pilgrimage 


Interior and 


namely a 


the rate of insurance 


effective January 2006. On 
2005 


Column 4 
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impassable by car in winter until the 
the Sughd region\'s distance 


and businesses greater freedom to voice criticism of the 
albeit with discretion. However 


local leaders criticized 

and indicated they were ready for change. Sattor 
a retired colonel and brother-in-law of Sayfiddin 

a popular local politician affiliated with the inactive 
made clear Istaravshan is tired of President 


himself 
but was rejected. He 


V an independent weekly newspaper 


given the strained 


Ambassador to China 


the north supported Abdumalik 


Column 4 
and they maintain he won the majority of the vote. 


if the north 
Tajikistan will split along a 


3E 


Director of the 
a Khojand NGO 


the 


the government is taking no chances and is increasing 


on instruction from Dushanbe 


NGO lawyers 


defending the rights of women 


regional Chair of the SDPT 


also threatened because of her 


left her and their three children. 


imprisoned October 12 for falsification of her law 


she remains in jail with no designated 


prison guards respect 


Column 4 


BUT FACES COMPETITION FROM CHINA 


mainly corruption 
and competition from cheaper Chinese goods. Both 


but economic barriers 


many developers are building 
central 
and there are plenty of 


Hojijayit 
Chinese vendors will operate 


taxes for Chinese businesses are higher than for Tajik 
the owner 


Muminov\'s lawyer 
the building was vacant. The market is new 
competing with fifteen 


and construction is not fully 
the market is 


he founded Hamid Oil 


the chief 

complained his business faced decline due to 
corruption and competition from Chinese goods. 
it is 

not to mention grow. With increased investment 


most of the financial investment is directed to the 


Column 4 


religious leaders 


hijab 

many girls have been expelled. 

Head of the women\'s wing of the IRPT in Khojand 
but 


the IRPT approached 
explained that hijabs are actually 


whether it is 
would turn young people to 


a moderate Imam of the largest 


\"Religion 


he spoke to students about 


after the talk 
he has not 


his mosque remains open and 


it is ostracizing and agitating the 
locked in an old-guard control 
does not seem to understand repression is a dangerous 


Column 4 
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when the Sunni Arabs are expected to be better 


especially in Iraq 


said Gellet 

they will start to deal 

Sunni and 

they must do it themselves. Poloff told Gellet that 


but without prodding 


and if we had asked for a three month 


Column 4 
we would have forced the Sunnis to ask us to stay 


the French would offer this advice directly 
Gellet said 


Harith Al-Dhari can best broker 


and 
including its former 


the 


we cannot 


the US cannot appreciate this factor - the 
said Gellet. Poloff raised the issue of Iraqvs 
Syria and Iran 

because the implications of such a 


Iraq will be Stable 


Gellet 


but it is unrealistic to expect Iraq to be democratic. 
Iraq will be stable and at peace 


he was clear that he hoped dialogue between 


Column 4 
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V a catalogue of animal and plant species protected by the 
Latipov informed us that the Red Book may not 

V declared Latipov. One of 

and prized by hunters for their 

and a $10 


Latipov claimed 


impoverished 
having no other income 


but have not 


000 Marco Polo sheep remain in Tajikistan. The Wildlife 
000. 


but in the end he was unable to provide specific 


SCEPF submitted a new draft 


and SCEPF rewrote the law to 


it will be an improvement towards 


the government lacks the 


it risks losing species (and revenue) from 
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Column 4 


he spelled 


000 tonnes of 
000 tonnes in 


but Jagdeo also called for developing 


more sugar cane will 
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therefore 


the SAARC Convention 


Column 4 


and the SAARC Convention on 


which reported that for 10 

the proportion out of school is 4 percent 
13 percent for urban girls 

one can estimate 

000 children working in Bhutan. A large 


the Royal Government of Bhutan introduced 
the Labor and Employment Act 


the National Commission 
created in 2004 


enforced by the Home 
has statutes 


specifically 
endangerment 


UNICEF and the NCWC co-hosted a two day 


but that more subdued acts do 


and common chores 
such as collecting firewood 


schools 


Column 4 


if they 


increasing attendance by 4.4 percent over the prior 


the recently created NCWC and the 
will give the 
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Tokyo still resists full 
but the Japanese 


India 


the GOI sees the EAS as a 
and is 


V MEA Joint Secretary 


Vwhere they could dominate." He 


Column 4 
but 


the Republic of Korea 


V but are afraid to articulate this in other ASEAN 
he commented 


Japanese DCM Ryoichi Horie 


it has become \"intensively\" 


he observed. 


Prime Minister Singh lauded 


and would open up 


Kantha also praised Japan\'s stronger commitment to 


Taro Aso 


and plans to visit New Delhi in 


Column 4 


but noted that India would welcome 


including Tokyo\'s evolving 
the booming Japanese 
and the selection of Taro Aso as 


Horie commented 


led by Toyota President Hishiro 
met with Finance Minister Chidarambam and PM Singh in 
they declared that India was the \"last remaining 


leading to a major \"India boom\" in Japan 


and predicted that once Nuclear Suppliers Group 
Japan would again V'come along\" there too. DCM 
and believe 


he 


the GOI has indicated that they are 
he commented 
and thusfar 


he 


Column 4 


the two countries" converging interests 
the future of the UNSC and evolving 
as both 


and we will keep an eye on how the 
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although not related 

shifted the burden of managing the 


neither of whom has a 


Back in the Punjab(s) ... 


but trial runs are planned for December 11 and 13 


Delhi-Islamabad talks on adding a bus route 


technical-level talks on the rail 


Column 4 


Punjabi Chief Ministers 


700 people 


it will be well 
over 750 Punjabi 


field hockey and kabaddi (a team sport 


wrestling and tag) -- as well as 


cycling 


they favor engagement over 


with 37% seeing ties as at least \"fairly good. V" 


the future will be 


Column 4 
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Olancho. His home is now outside of 
Olancho. Olancho has long been known as the V'Wild 


he 
becoming well known for 
eventually being named 


where 


and went so far as calling the presence of U.S. 
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but also a V'strengthening of the 
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raising total public sector wages from 


the GOH agreed to formulate a 
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a World 
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General Ali said 
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General Ali 
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President Vaclav Klaus 
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which is only possible under full political 

the cost of a unified 
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mandatory 
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and privatization receipts as an example of 


who teaches 
pointed to the absence 


the GOCR posted a small cumulative 
after a 


the cumulative budget surplus 
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up to the 3 percent of GDP 
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itis now when 
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the Czech government 


is blinded by all the rosy 
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the United States 
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\"Vatan\" reports. The paper says that 


security 


NATO\'s role in Afghanistan and Kosovo will be taken 
a statement by the Turkish Foreign 
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met with his 


Clark said New Zealand will support 


papers 


we 


V Erdogan said. Erdogan claimed that US 
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Turkey has achieved a major accomplishment by helping 
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this 
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some changes in the constitution will be made after 


including Turkey. However 
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therefore 
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international 
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but only 
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although confident the target 
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the GOI security 
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Iraqi society is still under the 
rational 


which 


no bias 
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however 
which he fears 


Saadoun argued that the marjaiyah maintained 
stronger than the 
and dismissed the electoral prospects of lyad Allawi. 
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2005 on a mission to determine how the 


FM Svoboda plans to visit 
where the Czechs are opening a new Embassy. Plisek 


but warned that the Transnistria 
the EU wants to 

the 

Igor Smirnov 


the duly elected president of the 
and Smirnov 


Column 4 


\" as equals who ought to negotiate a 


and 


Povejsil said EU enlargement is the 


the new EU 


the 


as the Czechs now operate assistance efforts out of 


Povejsil 


Plisek said the U.S. and the EU could help by 


the commonly elected opposition candidate. Pehe 
People in Need. (He 


and provide 


an Iranian parliamentary 


and later 


DAS Pekala and DCM emphasized that 


Column 4 


and did not support the meetings. She 


e.g. 


he said the Communists do not 

Paroubek himself is aware of 

Paroubek says privately 

Pehe cautioned that Paroubek would 

most importantly to ensure 

and also to keep ODS in 

Pehe said he is convinced that it is too late to 


the greater 
as witnessed 


but emphasized the U.S. views 


she 


and the visa waiver impasse is being used by 


Column 4 


the Czechs confirmed that 


and are using that model to coordinate efforts in the 


Plisek said 


Germany may be willing to help new 


the Czech Parliament will vote in 
but was 


while the request will likely be 
Plisek thought it would help if Ambassador Cabaniss 


DAS Pekala 
and said the U.S. has 


on the 

Povejsil said that the Czechs continue to 
but they cannot block it alone. DAS 

such as consultations with 

if that could prove helpful. 


subject to the 
s schedule. He thought a principal purpose of the 


Column 4 
among others 
Cuba and elsewhere. 


on RFE 


she thought the Ambassador 


the following are 


and the Balkans. This desire should be nurtured 


or providing strategy sessions with U.S. diplomats 


(2) 


(3) support the 


Russia 


such as former Ambassador to the U.S. Sasha 
for positions of leadership in the EU; and (5) 
the 

s NGO partner 

Belarus 


Column 4 
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attorney of the officers 
petitioned 


the Court must respond to the petition in 


reportedly a medium 


while warning the 
urged authorities to take action 


who allegedly V'failed to carry outV his 


as the number of patients 
Malatya Mayor (AKP) 


which investigated the causes of diarrhea epidemic 
reported that the AK party government did not handle 


while saying that he and his family 
further said 


the number of patients suffering from diarrhea 


Column 4 


police officers beat a truck driver 


the officers beat 
VWhen will it be our turn (to 


a total of 9 persons 
have been detained. Reportedly 


HPG (People\'s Protection Forces) 
carried out an attack on a Turkish 


the police 


Hamit 

mayor of Diyarbakir\'s Hazro district 

caught a person who had been following him allegedly 
the accused was released the same 

the person who reportedly followed 

was a defector. Dal allegedly admitted when he was 
000 USD to kill Ergin by a 


15 employees were dismissed from 


temporary 


Ocalan reportedly said that they 


what they 


Column 4 
not through establishing another state or 
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Solana may informally announce 


noting that the Commission had 


as well as recommending 
including on energy 


remained EU goals. As part of the EUVs 
itis providing each candidate country 


the \"time is right" 


ensuring compliance with EU conditions 


Column 4 


including the fact that Mladic remains at large. In 
the U.S. is looking to DefMin Stankovic to 
she added. DAS Di Carlo 


DAS DiCarlo noted the U.S. message to Podgorica 


Pierce added 


Pierce 


the EU is trying to help 


particularly given 


Column 4 


the EU has difficulty 
given that both sides are 


during or after the 

the Serbian government could collapse 
and the Radicals could 

the EU and the U.S. should continue 


possibly including judicial reform and 

as part of an international civilian presence 
the EU may 

including 

fiscal and trade responsibilities. Yannis added 
including how to 

at the 


inter alia 


he reasoned 


DAS DiCarlo pointed to the U.S. desire to 
including in 


Column 4 


the EU\'s police mission 


the BiH leadersY meetings in Washington 


V BUT NO ACCESSION TALKS YET 


Pierce noted that she is V'cautiously optimistic" 


Column 4 
although 


given the 


the EU likely would conclude SAA 
possibly as early as January. 
the EU would 


meeting with Commission President Barroso that same 
would receive encouragement for continued reform and 


given the ethnic Albanian angle. DAS DiCarlo 
emphasizing that it 


Column 4 
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and the 
it now can 


and its director 


a victim of his own past activism in rooting out 


but forgive and forget has never been Jansa\s modus 
Kos knew his days were numbered. Kos\' 


since there is no 


including the NGO 


Column 4 


the PM and others note that 
they point out 


000 signatures by January 7. At 
it will also need to have raised sufficient 


and if it can generate enough interest to ensure 
there is a chance 


it would be premature to make any 
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V while the front-page headline story of the pro- 


Column 4 
V on 
carried an exclusive interview with 


000] commented in an editorial (12/7): 


DPP\'s Straits Exchange 
"How could [the 


there were mounting voices 


Y moderately pursue "globalization 


Column 4 
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an 

Australian 

including development assistance 
and security officials 


vice the earlier proposed dates of mid-January. She 


Japanese 
in addition to development 
Japanese counterterrorism 


devotes 60-percent of its development 


making it the 6th largest recipient 


including terrorist recruitment. Australian 
which was increased in 


is directed at building the counterterrorism 


National Bureau of Investigation 
and the Philippine Center for Transnational Crime 


Australia has decided to supply 


Column 4 

the resident Australian 

noted that bilateral GoA law enforcement 
NBI 

post-blast investigation skills 


dealing with both tactical and strategic skills. 


NBI 
Davao 


which would encourage interagency 


the Australians hoped. 


which include: USAID 


and intelligence fusion to the AFP and 


Japanese 


as well as 


with each country taking the lead on a concept 
identifying weaknesses and 


PNP 
and \"peace building activities" (Japan). (Note: 
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president of the Thai 
expected Thai exporters would need 


which sets out tightly defined 
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the 
and 
both of which carry life prison 


three 


a Filipino 

for a job in a restaurant in Kota Kinabalu 
in exchange for a 28 

the traffickers 

where they sold her to the 


2005 


2005. The police 


Column 4 


Regional State Prosecutor 


which received coverage. Several national 


\" a major national newspaper 


intermittent hearings 


but need 


Column 4 
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as many of their candidates 


however reluctantly 
many observers remain skeptical about their 


few of whom are 
anda 


the MB 
will have a pronounced influence 


Egypt\'s \"premier\" 

continued its steep descent into 

hobbled by inept and superannuated leadership. 
the Wafd\'s spectacular humiliation in the 2005 


the 
the year-old secular modernist party 


principally the 


with 700 


Column 4 


the MB chose to run candidates in only 170 of 


it also chose to compete in races where its 


the MB might have the backing of only 25 percent 


particularly in those where 


the MB\'s parliamentary 
and likely reflect no broad popular 


and isolated incidents of violence against monitors 


rather than tear 
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particularly for HIV/AIDS 


there are few drugs currently on the market whose costs 


but the likelihood is low that the 


despite frequent demands by FTA critics. 


previous U.S. FTAs with other nations give some 


the pharmaceutical 


both original products and 


though two Thai firms break the list 
Siam Pharmaceuticals and the 


but given the global nature of most 
teasing out what percentage of 


Column 4 


Thai FTA negotiators have 


concern with the FTA 


000 Thais are HIV positive. The World Bank 
000 Thais died from AIDS in 2004 


000 new cases of HIV occurred in 2004. 


000 HIV positive patients under the universal health care 
000 

only 100-120 

making 


GPO-vir 
000 of the patients to be treated 


drug 


Column 4 


000 patients in the MoPH program require 


and are available 


or unnecessary extension? 


and fear that it will 


few 


1992. Owing to the sometimes decade-long 
many if not most of the 


only four of the 18 ARVs on ThailandVs 


but industry analysts knew of none (on or off the NLED) 


pharmaceutical companies in 


selling their products at a steep discount 


despite 


Column 4 


companies still face competition from other 
while not precisely the same 


not to mention a domestic generic industry that 
one 


head of the biotechnology section of the 
insisted that his section processed 


five years at the outside. Econoff toured the TPO 


most inches 


but Suradet 


but nevertheless made their own 


drug companies are concerned with 


others are ready for market 


Column 4 


as at this stage a new drug 


in contrast to their grumblings about the TPO 


safety and 


though the TFDA can process an 


not only from disclosure to other parties 


regardless of whether the product was ever patented. 


though 


there are 


either because of 


Column 4 


but these firms and the RTG 


even for products that were never patented. 


Prema 


an FTA would affect only those drugs that 


the increasing prevalence of patent filings 


an industry analyst suggested that GPO 
no matter the need. 


including 
research and development 


but the potential 


Column 4 


efavirenz by 
Inc. 


and call for compulsory licenses for local 
Merck representatives said 


s AIDS situation and developing 


a survey on ARV pricing by Medecins 


the second-line ARV which is the other 
is sold for $300 a month 

but a generic copy 

at least in the short run. 


still several times more 


the MoPH\'s program to 


though they also perform their own original research 
including a number 


R&D Director Ms. 


Column 4 


the top-selling drug in Thailand. Pisamorn claimed 


but admitted that estimate did not include R&D 


the 


but decisions to produce other drugs were 


but like other pharmaceutical companies had to 


it receives 


considered to be effective in battling 


Roche Holding AG 


with exceptions for medicines for 
malaria 


Column 4 


Thais are concerned about future drugs 


but 


S patent term. 


important drugs of this nature would almost 


and put on the market relatively quickly 


the long-term outlook in the 


but 


it won 


it won 


some drugs would be affected by an FTA 
though the increased 


Column 4 
and has also developed 


Thailand\'s program to provide HIV 


Embassy suggests use of 


a reduction in 


and 
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reportedly PULO\'s exiled leader. Khan has apparently 


Column 4 


but indicated 


but is 


these exiled leaders represent an 


it does nothing to 
particularly the 
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mass-appeal Arabic daily Al-Arab Al-Yawm 


not only because Egypt is the largest Arab 
but also because the Muslim Brotherhood is 


Column 4 
but an Arab and global 


this is the first time that 
having waged the electioneering battle 


this success by the 


there was more than 
most 
to the effect 


as well as in Palestine since Hamas announced 


then hints of AmericaVs 


all pretexts for 


influential Arabic daily Al-Dustour 


President Bush expressed admiration for the 


and started to show 


considering democracy a ready- 


circumstances and 


he has 


Column 4 


particularly 


itis clear that the U.S. administration has 


mass-appeal Arabic daily Al-Arab Al- 


under Saddam Hussein 


implicitly and explicitly 


influential Arabic daily Al-Dustour 


Column 4 


the denunciation by any 


the situation seems to 
because it is doing nothing 


the taking of land and the continued 
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V but the process seems to be less 


from the regimeVs perspective 


a pre-ordained 


SPDC Secretary-1 

who serves as Chairman of the National Convention 
launched the current session at 

a highly secure training facility for the 

located 20 miles north of Rangoon. 


074 hand-picked delegates 


Column 4 
including ours 


who attended the opening 
said he didn\'t bother to listen to 


who also attended 


when Burmavs leading 
the National League for 
pulled out in protest over the regime\'s 


including the NLD 


Gen Thein Sein responded 


but insisted that 


nor a target date for producing 
but intimated that the process will 


JUST LISTEN 


including requirements that delegates keep all 


Column 4 


saying that the strict rules are \"badly needed for 
\" announced that 


many of whom attend unwillingly 
speaking to Emboffs in 

said that the \"discussions\" 
preferring to daydream while 


delegates say that they cannot avail 


say some delegates 


therefore 


the New Light of 
notorious for its strident propaganda 


but unintentionally 


Victorious Camp 


LESS FILLING 


and perhaps even more so now 
and participatory constitutional drafting 
the regime\'s road map lacks any credibility as a 


however 
who demand greater autonomy 


Column 4 


we will explore how the \"friends\" will justify this 
from the 
is not even part of the equation. The 


avoiding the \"mistakes\" it made in 1993 


the regime has already succeeded. 
who had 
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\" 


Shalom said. His remarks were made 
Israel Radio quoted 


Hamas\'s head in the West 
currently in an Israeli jail 


Hamas has not yet decided 


the security 
most 


Column 4 


the cabinet 


though it was to have been completed by the 
only about one- 


the terrorist who carried out the suicide 


leaving the eastern 


\" Boim said 


during which the gaps remain open. V 
author of the state- 


who says that ever since the report was 
Vonly a handful of remedial steps 


so far not a single such 


Column 4 
according to the 
is the level of education 


80 percent 


shows that if the elections were 
Kadima under P.M. Sharon would win 39 
2 seats up from last weekV's poll 


with 26 in the current poll. 


while Labor is seen losing steam here as well. The 


V while Sharon\'s 


as they would rather a slower growth 


upon concluding their investigation 


Saudi billionaire prince Walid Bin Tallal said 
formed a new Israeli party 


\"Sharon should be given a chance to prove his 
if he attains peace 


Column 4 
even though Teheran has been 


and the 


the IAEA is admitting its own limitations 


it will be because free nations have not banded 
diplomatic 

if necessary 

there is a way.\" 


International Atomic Energy Agency chief 


for 18 years 


the head of the IAEA cannot say 
even though 


and most of the world is convinced that the 
the IAEA is admitting its own 
given that nations strenuous and proven 


Prime 
and other 


almost everyone - the 
Israel 


it will be 


Column 4 

diplomatic 

military assets to protect themselves. 
there is a way. V" 
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South Ossetia 


Georgian press reported that South 


including four policemen. Georgian Minister of 


OSCE observers in Tskhinvali reported that at 


saying 


the DCM spoke with George Volski 
who said that all 


under 
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especially the four co-chairs 
as 


000) editorialist 
argued: \"The 


Column 4 


a weekly often critical of the government 


the U.S. State Department communiqu after the 


the Sinhala 


V the independent 
000) called the U.S. statement 


but who is cooperating with little Lanka 

but to defend herself against terrorism?\" In 
V'The need to rethink 

V editorialist Neville Ladduwahetty 


V he argued 


but \"must reach a 
then 


the independent 
carried it 


instead blaming 


Column 4 


in some cases blaming the US 


analyzing PrabhakaranVs 


reflecting a disturbing complacency in the 
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was among the dead. Furthermore 


the towns of Muttur in Trincomalee 


along with police 


Column 4 


in less than a 
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noting that Kuwait\'s lack of an 
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commenting 
the 


to observers like him in New Delhi 
he admitted 


he predicted 


where he said that the 


Singh speculated. While this would delay 


it may prove beneficial as it means a 


and has arranged spot 


Column 4 


he added. 


Singh 
at a program cost of approximately $545 
000. Two hundred Iraqi trainees will enroll in the next 


environmental protection 
and logistics management. After PolCouns asked 


Singh replied that New Delhi has no roadmap for 
but is ready to respond to Iraqi requests 


he mused 


New Delhi Ready To Make Up 


and 


building on its welcome of the 
the Natwar 


and has already forced the postponement of Gharekhan\'s 


strategic 


and we anticipate that after the oil scam blows 
New Delhi will rise to the challenge and seek the 


Column 4 
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he intimated that it would be his 
you will leave me alone?\" Thaksin said the 


citing his ability to cheer up His Majesty. 


V he said emphatically no. The Palace clearly 
with fundamentally different DNA in each. 


avoiding engagements. 


saying 


Column 4 
but strongly cautioned he needed to monitor 


even in 
we would 


and to Thaksin\'s personal reputation. Thaksin 


on the 


still didn\'t understand that Thaksin needed his 
the PM said. He repeated his claim that 


\" then told 


it will be easier for Kuala Lumpur to 
he believed. Besides 


allow the NLD to 


Thaksin said that 


the rest still goes into Thailand -- the SPDC 


malnourished and 


Column 4 


perhaps M-17 helicopters 


for example 


Thaksin complained 


| asked him about his callback of former 


Column 4 


ThaksinVs actions on the F-16s 
progress on FTA 
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Director of the Asia-Pacific Regional Program 
South Asia Team member 


Sen said 


Khan met 

Foreign Minister Mangala 

representatives of the opposition United 

the Norwegian Ambassador 

members of the Sri Lanka Monitoring 
representatives of the Muslim Peace 

and NGO officials. Khan also visited camps for 


where she 


Sen said 


Column 4 


Al cautioned 
which 


had created a 


and since 


Al is 


while the LTTE 
was noncommittal when 


all 


he indicated that he wanted the 


on the other hand 


Khan stressed the need to curb violations of the 


Column 4 
including political killings and child recruitment. 


the Karuna 


however 


the LTTEVs version of a human rights 
known as the North East Secretariat of Human 
told the Al delegation that the greatest 


Tamilchelvan 
V Sen said 


V the LTTE is open to talks with 


she reported 


Column 4 


accompanied by LTTE handlers and guards 
saw 27 prisoners being held 


better lit 


UN Special 
Summary and Arbitrary Killings 


Alston 
said he felt that 
to a large extent 


due to time 

gave short shrift to CFA violations 
delving in only far 

V 


since the SLMM was already 


Alston observed 


Alston 
the police fall back on the convenient excuse that the 


Alston added 


used 
for various killings in the north and east. 


Column 4 


although the LTTE had no 
other than to insist 


Alston said 


whereas their proposals for 
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V'Today there is no room 


Column 4 


which we strongly reject in the UAE 


including money 
is a national priority Vbecause it guarantees 


\"the least they 


by not denouncing terrorists 


which mind 
a woman 


as if it happened here. V 


but also his displeasure with 


MbZ\s speech may 


authorities 
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Column 4 


the government would have the 
and 


V to enforce the provisions of 


the UPA was not willing to take 


the UPA watered-down the 


disappointed by the 
complained that a 


and that the new bill would do nothing 


and objected 


the UPA was unsure that it had sufficient support 


New Delhi 


Column 4 

the GOI seriously considered imposing 
but 

since the state government was controlled 


Maulana 
the head of the All India Shia Personal Law 


Athar confided that the AISPLB did not 


Athar 


as it did not have the will to 


and 
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and they are 


special programming 


the third licensee 


arguing that it could not compete with the two 


it seems 


which 


has been cautious on this issue because it has 


it has taken the position that subscription radio 


and thus harming other firms ability to 
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Abductions 

Secretary Rice justifies 


Column 4 


the two-page report is headlined: V'Condoleezza Rice 


the Americans 


the Frenchman abducted last week 


Vwho was warned by the French 


the U.S.-made C130s cannot be 


Secretary Rice 
is in fact achieving the opposite. She has 
with the U.S. 


she is talking more about having made errors about 
rather than about fundamental political 


Column 4 


or what their 

far from "adapting to national and 

M of secret prisons and 

the EU is kindly being asked to put a damper on its 


democracies are forgetting 
habeas corpus 


they should draw the conclusions from such contempt on 


as Secretary Rice clearly 


even when the rule of 
Abu 


two secret prisons opened by the CIA in 


Secretary Rice read a statement defending the 


a debate 


Column 4 

considering the large number of CIA flights 

and which Washington considered highly exaggerated. 
the administration chose to remain silent and to 


is that the Bush administration has re- 
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the most common answer was V'go see a pharmacist. V" 
pharmacists have not yet been trained in Al prevention 


as well as minimizing 


Column 4 


these measures are only the beginning 


as would the distribution to provinces of 


including support for 
improving the 


and raising farmers awareness and 
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and asked aloud 


and Maloka admitted at 


born in the town of 
near Mbandaka in the Equateur province. His 


and is a 


a 


Maloka taught 
located on Camp Le Jeune 


Maloka 
after being elected in absentia. Maloka met his 


Fran 
Pierre 


Column 4 
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as 


| would 


who said that he wouldn't be surprised if 


according to Grum 


and thus force the UN to sanction Ethiopia. When 
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AT 
ER TO 
THERE HAVE BEEN NO 


THE MINIMUM PENALTY 
SIX 


Column 4 

FOLLOWED BY AN EQUAL PERIOD OF PROBATION 
HAT 
"ION 

TO 

WHICH WILL CONTINUE TO MONITOR THIS CASE. 


¡ASSY 

N THE 

: CASE 

D 
zATMENT. 


> 


Y 
MED 
BUT IN A LATER CONVERSATION EXPRESSED 
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and were well-received by African officials. 


given the strength of the U.S. farm lobby. 


asa 
according to Malloum 
each side trying to call the other's bluff and 


they would eliminate all barriers to cotton trade 


an influential figure in 


Column 4 


he also did not hide his 
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\" Gul suggested the Syrians need both pressure \"but to 
\"the U.S. should continue to push and 


and agreed 


the Prime 
and the Prime 


and stressed Turkey\'s 


Column 4 


Khalilzad characterized his morning 
noting that \"while 
V the Sunnis had raised a 


including the question of international monitors. 


but that he had stressed that an artificial timetable 


the Ambassador speculated 


a point with which Gul concurred. Khalilzad 


stressing that only the 


as Sunnis 
as Arabs 


and the need for them to have \"concrete things" to 
the Minister and Ambassador agreed that it is 

inter alia) are 

and are taking 


\"who did not wish to see the real 


could they influence the final shape of Iraq\'s 


judging that this would 


and the Ambassadors reiteration of points contained 
Gul said he had delivered a strong message to Asad 
warning him to 

cooperate with the U.N. investigation 


\" he agreed 


Column 4 
he argued 


Gul said Foreign 
but agreed with Ambassador 
permitting extremists to infiltrate 


while also encouraging Shiite 


Gul argued 


security resources could be refocused to address 


the Minister and Ambassador Khalilzad 


including those that did not participate in the 
to take part in the December 15 poll. V'This is a 
V he emphasized 


and for the \"role Turkey 


and that the meeting with the Sunni delegation 
V the Ambassador said 

also expressed appreciation for 

\" and noted that important issues had 
specifically the request for 


and a request that the 


and stressed the Sunnis\' desire to 
to be represented in the 


Column 4 

and to have a \"genuine role\" in the 
however 

which he said would not be 


while 

produced no breakthroughs. The real winner here was 
which clearly wanted to 

the Iraqis 
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\" Sheikh 


including a national ID card program 


Al Zubeidi reportedly marveled at 


he witnessed how an electronic network allows 


and 


Al Zubeidi stated that he was convinced that the 


Chairman of the Abu Dhabi Planning and 


Column 4 
12/7/2005 14:45 
12/7/2005 15:05 
12/7/2005 15:13 
V she said. 


Ambassador Tahir-Kheli told 


including its 
working methods 


V she said. Difficult issues can be tackled 


she added. Tahir-Kheli also briefly mentioned the 
S position on the establishment of a Peacebuilding 


and that reforms would relieve 
stabilizing Iraq 


he added. 


Congress has said it V'will take away 


8 she warned. &We don 
\"It depends on 


such as the Decolonization Committee and 
Tahir-Kheli replied. Any 

and require 

more important issues 

relief aid 


with some insisting that UNGA is \"paramount\" 


Column 4 
who 


\"If institutions are going to stay 
they have to reform themselves." Sheikh Abdullah 


silence does not imply 
V she said. The USG wants other countries to be more 


\" she said. 


we will do our very best 


adding that \"quiet 


Ambassador Tahir-Kheli met at MFA 


where she 


\" he added. Al Noaimi agreed that some issues 


and said it was time to eliminate obsolete 

such as the Trusteeship Council 

and produces reports in six languages that people 
000 per page 

000. The money 

Tahir-Kheli 


efficiency 
\" AI Noaimi said. Tahir-Kheli also said that 


\" Tahir-Kheli assured him. 


Column 4 
Ambassador Tahir-Kheli said the work of the last UN 


and that countries such as Zimbabwe 


Cuba 


modernizing 


she added. Al Noaimi agreed that 


and it would be a standing 
not ECOSOC. "The protection of 
\" 


but that it was important to work on the issues that 


Ambassador Tahir-Kheli also 


and the USG\'s hope to have that signed by 


and Egypt in particular 
Al Noaimi said the definition of terrorism was an 


but he was also interested in knowing how a country 
and what that country\'s 


and it would let Egypt 


at least letVs start there 
at the 


Column 4 


an all-women\'s 
Ambassador Tahir-Kheli met with first- 


outspoken 


and inquired about how American women juggle 


and asked if the U.S. analyzed its domestic 
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the Swiss mission in Brussels hosted 

Finland 

and the EU -- including the current UK presidency 
and EU Commission members. 


Alexandra Hall Hall 


but the EU was funding the UNDP and other 


recommended that Brussels 


Column 4 


EU troika representatives visited 


but to no avail. 


Hall said a human rights dialogue was 


human rights dialogues. 


Guillaume Scheurer 

held 

took place in a \"constructive 

freedom of expression 

judicial 

and gender issues --including violence against women. 


and concluded in \"a positive spirit\" 


Switzerland established 


the Swiss 


Column 4 
the Australian representative 


Canberra has fruitlessly been 


funding for drug addiction 


the Norwegian representative 


it would 


such as 


human 
and those university professors that have 


the Austrian 


however 
burden-sharing 


Column 4 

joint or aligned 

coordinated action in the UN and other 
and increasing outreach to 

Southeast Asia 


12/7/2005 15:16 
which includes the 


and the 1096 decline in the 


an economist with Ernst & Young 


derided the announcement as a political 


public contradictions of the reformers indicate 
and that reformers have 
the Assistant UN 


he is facing a \"tidal wave\" of anti-reform sentiment. 
made up of reformers in and 
had recommended that the SARG reduce the 


the committee 


in which the SARG spends 


Column 4 

non-agricultural commodities 

which 

costs 100 billion SYP (1.9 billion) per year 
while fueling a smuggling 

S subsidized 

S statement on subsidies comes in the 


which remind reformers as well as 


the high cost of subsidies is a looming problem with 
the 


and the longer it waits the more bitter it will taste. 
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said Bunni 
which he feels can only be resolved by the SARG 
as no evidence 


who is facing charges of slandering a variety of 
submitted a request for any 


which will take 


L 


spokesman for 
and Damascus Declaration 


Column 4 
has been served with a summons to appear in 


s newspaper. Zeino was released on bail on August 24 


about 40 


who observed the proceedings 
noted that police officers and cars had 


conducted 
seized papers and documents carried by the 
and noted the identification card numbers 
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and 
according to diplomatic 
who expect Ankara to ask the KDP leader about his 


not as the President of Kurdistan 


President Talabani may pay a visit to 


but Turkish Foreign Ministry 


\"Milliyet\" reports. 


Mueller will meet Turkish Security 


Column 4 


\"Sabah\" reports 
Emin Arslan 
had been recently 


) Gonul said. Gonul noted that 
fuel oil 


food 


border security 
regional maneuvers for 2006 


and 


Jasim Muhammad Jafar 


and asked 


Column 4 


and urged Iraq to improve 


adding that a market 


and invited Turkish contractors to join the 


Australia: Prime Minister Tayyip 
in New Zealand on a state visit 


including Kurds 
he said 


Kurds 
and they are all 


V Erdogan 


Erdogan said Turkey supports solution and 


Erdogan said the EU 


Belgium turned 


ruling that a trial of members of a criminal 
one 


Column 4 


Slow Pace of Talks with Turkey: 
stressing that the efforts of 


Ali Babacan 
\"Cumhuriyet\" reports. 


each of the 23 ministries has its own EU unit 
it 


such as the 
V EU sources told 


on her 
did not use different rhetoric. She not only 


the state binds itself with law and 


Column 4 
The US has to cooperate with 


including the CIA planes. Given the current 
the only chances the White House has for good 
a gradual 


overcoming their Sunni-phobia 


the US 


the concept 
never mind 


they are waiting to 


and 


which will be around the end of 
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the Ambassador expressed 
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fuel efficiency 
and he urged the carrier to avoid delays 


but acknowledged that the carrier 


which 
was V'extraordinarily positive 


he noted 


he had stood back on 


however 

set 

the Germans had made 
whereas UK Transport Minister 
according to Cullen 


Member States would have 


noting the dynamic opportunities that the U.S.-EU 


and he pointed out that EU suppliers for the 787 
France 


an important consideration for Aer 
given the steep trajectories required for departure 
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he 


would thus lose out on any delays in its purchase 
just as delays in the carrier\'s moves toward 


Minster Cullen said that he was aware of 
but he emphasized 


though it had flown an all-Boeing fleet in 
however 


the Middle East 


a Boeing sales representative 


Aer Lingus Chairman and CEO 


coupled with CBP 
was causing significant delays in passenger 


the September 
000 tourists to 


which CBP had already said 
but not 


the Ambassador recommended that 


Column 4 
inclusive of immigration 
and agriculture checks. He also underscored that 


an advantage that Ireland should seek to 


and he said that he was aware of CBP 
however 


he explained 


prior to meeting with the 


and he reiterated his support for efforts to 
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Torrijos\'s 


we are a bit 


Torrijos faces no political 
he is associating 


his trip pleases the pro-Cuban faction 
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also at little cost. His comment about 


when the Embassy warned him 


which he 


he said 


claiming that he is working with newly named 
to pressure 


Torrijos said 


as rumors blanketed the city. We are skeptical about 


seeing is believing. 


but we doubt that those reasons are the ones 


Column 4 
to be supplied by 


out of the hands of the Judicial Technical Police 
which 


close to him). 
since U.S. laws required 


Attorney General) channels. Torrijos bristled 


t provide it. He said he 


which may 


Torrijos 
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but did not 


honking his horn at passersby 


calling out to residents (by name). He 
sweeping children and babies 


passionate 


the 


Torrijos revealed 
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via Chile 


being used to pull Peru into a \"Bolivarian\" 
Bolivia and Venezuela. (COMMENT: 
V the most pro-Fujimori media organization 


Column 4 
Y was 


however 


which could explain \"La Razon\'s\" sudden 


who currently is in prison facing trial 


Isaac 
Ulises 


Nationalism and Ethnocacerism 


for example 


Antonio Querol 
has compared Ollanta Humala to Adolf Hitler. 


Antauro is 


which was founded by veterans of the 


Ollanta Humala may face 


\"What Ollanta Has to Hide 


all but one 


three have wed foreigners 
none of whom come close 


responding to Ollanta\'s surge in the polls 


Column 4 


and announced the commencement of a 
former Interim President 

who likely will run as the presidential 
used his presentation 


claiming 


an alliance of Peru\'s far-left parties 


they have announced plans to 
Secretary General of the 

the country\'s 

as their presidential candidate. 
VĒ 

and his flirting 


a fact 


UPP will hold an extraordinary national 


noting 
leader of the 


in a recent meeting 
echoed this concern 


anti-system 
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vaguely positioning himself as a proponent of 


rather 
Alan Garcia and 


however 
and Ollanta can expect to be placed under a 
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s comments came following a 


500 rounds of ammunition. END NOTE). NDP MP candidate to 
s Trinity-Spadina riding 
claimed on the December 5 


despite 


representatives 
s \"grassroots division Y" held a seminar in the 


Deputy Prime 
\"The NRA and their U.S-style 
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an 
but only with special 


when he made a brief guest 
did not spark the same kind of 


the commonly accepted U.S. nexus might be very hard 


s office. The Royal 


he 
\"With friends like the NRA 
\" but added that he understands that the U.S. 


000 new police officers 


but sources close to 


so 


he advised that the CBC had just minutes earlier 


Column 4 
but indicated he thought federal officials 


S 


S population lives in 
and the Greater Toronto Area is the political center 


despite the fact that gun crimes are limited to certain 
are only committed by a small number of 
and appear to be mainly gang-related. We have 


though 


which is law and order focused. End Comment. 


ICE 
and ATF Assistant Country Attache. 
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Head of the 
to 


ASI 


the GOI does not have the 


and will inform Doria when the 
probably before December 20. 


because they had been 
and told Doria the 
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and will be available to discuss this export 
GOI 

and said it is important to 
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the new draft bill permits increased 


the new draft bill 


for a renewable period of six months 
financial instruments and 


and plug up a loophole 


the National Assembly approved the new 


National Assembly members introduced 142 
63 of which were adopted. The amendments are 


particularly video surveillance and longer 
will be reappraised in 2008 
and that a 
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2005. 


debate in the 


as well as some MagistratesV and 
who fret about the possible 
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12/7/2005 16:54 


12/7/2005 17:02 


amiable discussion of ongoing 


anti-American sentiment in Latin America. He 


noting Chavez as an exception 
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improvements can be made to the 
he said 

regardless of whether they are 
need to be seen as focusing on 


promoting land reform 
and addressing issues of indigenous and minority 


the more it 


Deep Mistrust of PNC/R 


he said that 
the General Register Office 
and the Ministry of Amerindian Affairs had met 


more registration 


and strong 


even 
because of the importance 


for example. 
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he said the GoG has officially asked the OAS 


Jagdeo made 


putting it in very blunt terms 
most likely referring to a 


Jagdeo expressed his deep 


he asked 


return 
and plot -- because they think there is a 


and said he would ask the government of Belize about 
Jagdeo also noted that 
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he 


with Venezuela. He emphasized 


attending the meeting alone 
attentive 


as he is open minded to criticism. 


he openly deferred to the 


saying that he V'does not pay 


the past 
the 1964-1992 period spent effectively shut 


even the country's regrettable litter problem is 
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although they wanted 


he and the police chief were 
and 
expel any individuals in the community advocating 
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noting Italy\'s constancy as a friend and 


law enforcement 
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which resides 

and the Financial Market 

which oversees the banking sector 
Wieser and Ertl said. 


and therefore not subject to 
the 


but there was 


they added that the U.S. Financial Crimes 


(SBU) Post will continue to pursue this matter with 
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a 
or even longer.\" According to reports in the Arabic 
al Shara\'a said that Syria wants 


but noted that V'some inside and outside of 
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police fired 
and a police officer fired live ammunition 


and carrying clubs and machetes 


and received reports of 
in which journalists were obstructed 
and in at least one case beaten. 


Shargiya. 
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Shargiyya province. 
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Kadiri said he thought that the 


Kadiri pledged to contact 
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employees 


2003. Additional attacks have been thwarted by the 
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the potential for violence against American 


restaurants 
movie theaters and public areas. Such targets may 


such as casinos or places 


24 hours a day 


pick 
purse snatching 


but in 


visitors 


especially in outdoor shopping areas 
and in transportation centers. Taxis 
city buses are not 

and 
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or an 

or experience any security-related incident 
please report the incident to 


from time to time receive threatening phone 
e-mails and harassing letters/faxes. Should you 
contact marine post one 

the mission has received 


demonstrations do occur with some frequency in 


always be alert to their surroundings and avoid large 


PSC 


women should not travel alone and 
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restaurants and 
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MONUC and 


other officials in Bunia give a different 
told PolCouns and PolOff 

as 

a Congolese who fled to Uganda 


acquired Ugandan citizenship and returned to 


this Karim lives in Butembu and runs his 
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the former commander of the Peoples 


he was given the name \"Peter Karim\" in order to 
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but Gilles prevailed as the 


Denis 


highlighted the need for political stability 
rule of law 
education 


spoke primarily of the need for a decentralized 


an unaffiliated 
spoke of the need for V'order 
work" (in Creole - lod 


like Mesadieu 


Baker prevailed for having the best 
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RDNP) 


relying on rhetorical 


and does not 


organized platform 
and robust physical presence contrasted sharply 


Rene Preval 
a fact for which 


Platform for 
were still ironing out the details of their platform 


though media preoccupation with unsettled elections 


the 


we expect intensified 


12/7/2005 18:48 
Spain 
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Virginia. The 


NAS is also supporting four other Demand Reduction 


and youth groups. The CACs 
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they predicted that Sunni participation would lead 


using the media to promote a 


the Unified National List. Abdul 
who is handling the slate\'s media campaign 


who is handling the slate\'s public 
is a former Baghdad University Islamic philosophy 


and said the Unified National 


V and expressed 
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he reported they won 


and 


V he charged 


and complained about lraq\'s lax borders 


actions that illustrate how 


and supporting vulnerable populations like 
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which 
Texaco and Shell. 


and the cordial nature of this and a 


it is 
as the senior civil servant at MTSCE 
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her 
S benefits 


are difficult to interpret. 
following quiet Embassy interventions with 


Prime Minister 

and both he and Dixon will undoubtedly have heard 
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which is the forceful removal of FARC 


was scheduled to begin late in 
but has been postponed. 


and establish 
operations 


forcing insurgents out of areas they had held 


none of the key FARC leaders were killed. 


Minister of Defense (MOD) Ospina 


who 
Meta Department 
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one of President UribeVs top 


S LEADERSHIP 


Guaviare 


the GOC\'s success in reestablishing a 


particularly in the 


particularly in the 


seizure of cocaine loads 


Rifles 
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292 869 11 
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known as &Operation Emperor8 
which 
disrupted the FARC 


Rocha\'s cautious nature could produce 


Rocha 


500 troops in the dense 


a hostile 
disease 


&Phase 2C 


in favor of maintaining pressure on the FARC\'s southern 
which has moved further southwest (to the 


the following are points of 


senior officials say that 
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a top tier HVT success is 


certainly not through 2010 


and drawing from 


the FARC has attempted to take 


JTF-O has failed to adapt to the change. 
JTF-O has 


which further strains their 


given the nature of the guerrilla 

the military incurs the burden of staying 
mobile 

the insurgency\'s \"wait 


the insurgency has adjusted in three 


which are harder for the military to access; 2) FARC 
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who are easier to influence. 


the constitutional 


the remoteness of the jungle complicates 
leading to the release of many 
over half of the nearly 400 FARC 


detainees can and often do bring a 
the military battalion 
the net effect is 


limited assets 
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that reported 


it stated that 


but Post expects the 
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the Supreme Electoral 


408 votes at 49.90 percent and Lobo has 
816 votes at 46.17 percent) 
the 


as \"all of 


TSE 
as was later made clear 


National Party congressional candidate and key party 


but has done so in a much 


\"La Prensa\'s \"TSE: Mel 
\" and La Tribuna\'s \"TSE Makes Official the Triumph of 


Lobo held a very brief press 


while he will support 
he called for a strong opposition 


accepting Lobo\'s 
talking about his future administration 


Column 4 


Zelaya continues to shuffle his prospective 


the following changes and 


a writer 


the El Heraldo gossip column reported 


between its forwarding-leaning press statement and 
itis now safe to 


key to many mayoral and congressional 
will continue for quite some time. End Summary. 
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as the deal represents a hard-won 
labor 


eroded support for top GOP antagonists 
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and gives the GOP added momentum to pursue 


which 


Panama\'s National 


business leaders 
and civil society on how to reform the existing CSS 


the GOP 
which would have 


forcing the GOP to 


which was one of the main forces behind last 
joined the 


with agreement on a mixed 


the Dialogue concluded with consensus on several 
including: 
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rising gradually to 4.2596 in 


500/month to 
500/month. 

who led the 

hailed the Dialogues 


as they were able to 


Arosemena said the GOP was 


given the GOPVs hard-won 


President Torrijos 
increasing to $100 million/year from 2010 


and to $140 million/year from 2013 to 2060. In 
the GOP would put up some $7.2 billion over the next 


this is a significant commitment by an already- 


Column 4 


particularly if it 


putting the GOP on the defensive 


they 


popular support. The Dialogue also appears 
such as 
as Panamanians came to see them as more 


a recent drop in 


and continued strong economic growth 
putting 
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with some claiming 


one trend remains the same: Calderon\'s numbers are on 
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Calderon with 31 percent and Madrazo 21 
the daily Reforma published a 
Calderon 28 percent 


and by accusing AMLO of 


he presented his platform clearly 
demonstrated a command of economic and social 
and appeared at ease while giving specific answers to 


speaking before the pharmaceutical 


Calderon 


he 


but indicates that there is more to be done. (Note: 


but instead he consistently praises the 


whatever they may think about the effectiveness of 
Calderon 


PAN officials tell us otherwise. The PAN 


Column 4 

the committee consists of three members of the current 
three members of Calderon s campaign 

and three party representatives. The nine members are: 
head 

head of 

PAN 

PAN Deputy Juan Molinar 


PAN Sonora Senator 
and Baja California Governor Eugenio Elorduy. 


for example 


which ended up 


the unexpected PAN candidate 


his impressive early appearances as the official 
and a high-profile formal campaign launch last 


sway currently uncommitted 
and position himself 
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which was one of the main forces behind last 
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with agreement on a mixed 
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given the GOP\'s hard-won 


President Torrijos 
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and to $140 million/year from 2013 to 2060. In 
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particularly if it 
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popular support. The Dialogue also appears 
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as Panamanians came to see them as more 
a recent drop in 


and continued strong economic growth 
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Panama\'s 


Panama\'s National Police 


Column 4 


284.5 kilograms of cocaine 
547.9 kilograms of cannabis $10 


while MDMA tablets 
and Pseudoephedrine in 
cannabis and currency have risen 


many narcotics operations are intelligence-driven 


with authority to conduct investigations 


and the Canine Unit 


assisting the U.S. Coast Guard (USCG) 
and transferring prisoners and 


operations are 


particularly fuel. There is 


the National Air Service (SAN) 


which was intended to 


Colon. The SAN unit involved utilized 


Column 4 


Panama\'s Public Forces will receive modest budgetary 


triple-canopy jungle 


exists in Panama 
SAN 


006 
focus has shifted towards capacity building 


heroin 


cargo ships 


pickups 
as well as 
to the United States and Europe during 2005. European 


drug 

and drug treatment projects to be funded between 2002 
CONAPRED funded 

700 


Column 4 

000 

500 

500 

000 

000). CONAPRED also funded law enforcement 
Darien) 

560 


which mandates inclusion of drug 


with NAS 
implemented the DARE Program in Panama City public 


President Martin Torrijos ran a campaign 


including auditing 
and launching investigations into major 


the anti- 


the National Police 
the head of the PTJ anti-narcotics unit was arrested and 


the 1961 UN Single Convention on Narcotics Drugs 
and the 1971 UN Convention on 


although the Panamanian constitution does not permit 


a comprehensive maritime interdiction agreement between the 


Colombia 
and Peru. Panama is a party to the UN Convention Against 
and isa 


Column 4 
and information to enhance the performance of GOP 
public force 


investigate 


expanding existing crime analysis technology 


including donations of equipment and 


NAS also continued refurbishing V'go fast\" boats for the 


and a canine program that has become a 


the canine program was 
allowing it to operate outside the 


through the NAS and DHS/ICE 


computers 


and FBI Director Robert 


with Panama playing a vital role in 


the Panamanian coastline 
rendering them inhospitable to illicit arms 


which should begin 
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as well as 
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and Ecuador\'s 
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inviting Embassy TIP 


as the Ambassador suggested to Foreign 
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a primary source zone for coca cultivation and 


there is clear 


narcotraffickers 
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000 

though the GOES is making a long-term 
and Internet- 


print media and a variety of 


the business community 
overseas Salvadorans 


Column 4 
with the degree of influence of 


very 
and highly influential. News coverage is 
and opposing opinions are presented. The 


CNN Espaol 


though none like \"Time\" or Newsweek. Many 


surpassing radio by a small margin 
radio 


or homes. Among the most important stations with 
YSUCA and the Radio 
and Radio La Chevere 


La Prensa Grafica and EI Diario de 
000 


while EI Diario de Hoy\'s is more 


Column 4 
leftist Co- 


and sensationalist Mas!) 


business 


to the Salvadoran public. Reflective of the 


print because circulation is relatively 


not only will 
media are 


in their areas of 
their popularity 


recent polls have shown that the Ministers of 


affordable electricity 


as are the 
2004 election 


however 
the Christian 
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and the Democratic Center Party (CD) 
the FMLN itself has been beset by a 
many of whom have joined a more 
the Revolutionary Democratic Front 


or 
V are important target audiences to be approached 


FMLN or former 
and 


2006; so far 


mainline Protestant and evangelical 
and social-activism NGOs 


certain humanitarian service NGOs 
and political NGOs such as the 


Maya Vision 


the Universidad de El Salvador (National 
or UES) and the Universidad Tecnologica wield 


politically 


free-trade 
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the National Private Enterprise Association (ANEP) 


and the Chambers 


and large conglomerates and their 


former Ambassador to the United States Ernesto 
FUNDE head Roberto Rubio Fabian (see para 7) 
and FMLN guerilla leader- 


lawyers 


these groups are 


but are 


but as yet they are only indirectly influential 


there is the rumor mill 
friends 
regarding visas 


less-scrupulous attorneys and 
V and their circles of family and friends more 


however 


TV and print media as well as 


Trade and Investment: 
jobs 


Column 4 


they also show that 


2004 presidential election and subsequent 


jobs 
as is maintaining good 


the views of pro-business 


pro-CAFTA forces won the 
making EI Salvador the first CAFTA-DR country to ratify 
in December 2004. 


decrease 

and thereby increase public faith in and support 
the Embassy continues to 

financial support 

media and civic 


and using 


promoting transparency 


narcotics trafficking 
the Mission is working 


and with the 


especially those 

and to provide 

drug abuse 

and treatment programs. 


the State Department decided to seek 


who charged 
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and invited 


but they seem confined to the nongovernmental 


the Mission is actively increasing public 


interviews and 


and hold regular sessions with NGOs and GOES 
including the National 
the Salvadoran immigration service 


as do very real hopes of greater economic 


GOES officials and newspaper editors have 


while paying more attention toward 


EI Salvador''s contribution of five six- 


given the high public credibility of the armed 


using IMET and FMF funding 
and organizing public 
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three more 
CAFTA 
and EI Salvador has continued to be one 


however 


more development 
increased aid in the aftermath of the 
greater 


and so on. Post will 


and on the part of many agencies: USAID 
the U.S. military 
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\"irrespective 


Ennifar said. Amb. Ennifar said the 
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RDER 


Tekeda responded that Ethiopia 
and that EthiopiaVs decision last week 


the only 


Eritrea had rejected UNSCR 1640 for failing to 


Eritrea had asserted that the directive to withdraw 
as Eritrea claimed it had 


{ILOBS 


as well as 


he said 


then it would 


or 
would depend on the UNSC\'s decision 


V Ennifar said. He said the new restrictions were 
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and that he believed 


it would simply direct UNMEE to do so 
Ennifar said 


or when it was reduced to so 


based in Asmara but 
GSE officials 


and had said that additional 


the GSE had placed an increasing 
but 


forbidding 
and requiring 


although neither agreement 
to determine whether there was a legal 
Ennifar said. He observed that 


but that while the SRSG had to be approved by both 
whether the composition of peacekeeping mission 


he said. Ennifar noted that UNMEE had 


and had previously subjected 


and therefore 


as it was minimally involved in the border situation 
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were the UNSC to decide to change 
peace enforcement) 
V he said. 


Ennifar said 


and 


established earlier 
but none for reinforcing its mission or for 


and 


UNMEE observers had not yet confirmed 


but 


he said. 


it establishes a bad 


or 


UNMEE transferred 
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but firmly denied 


saying that 


former COMELEC Commissioner Garcillano 


leading to Opposition accusations of 


B 


however 


and another 


Garcillano claimed 


including many Opposition notables. The 
Jamby Madrigal 

Alfredo Lim 

including Minority Leader 
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while others admitted 


Legarda vehemently 


however 


for its part 


including some of their 


just as some in the Opposition had claimed he 


Senator Rodolfo 
the Committee is investigating the alleged breach of 


Malacanang clearly hopes that GarcillanoVs 


the Opposition may find it harder to single 
the Opposition will 
though 


however 


and thus build up trust in 
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Zerouali 


\"Let\'s 


DEA Country Attach in Paris Sam 
DEA Special Agent Bronwyn Haley 


to discuss 


\"Morocco is proud to be trying.\" (NB: 
among other things 


Morocco\'s 


and the MOI is always working towards solutions 


Zerouali did not use this meeting to express his 
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focused his 
and wished the 


and consumption. He 
V saying 


Zerouali claimed that Morocco has 


Zerouali indicated that difficulties often 


Zerouali stated that this 


Zerouali said that \"we count on you\" to help combat 


European countries 


Zerouali said it is hard to 
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Zerouali commented that relations 


Zerouali stressed that the 
and that more 


and proudly pointed out that the MOI website 


\"let\'s make 2006 a year of concrete cooperation." 
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the differences between what Poloff and the UK 
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the KIU has clashed with the KDP 


according to Ahmed. The KIU ranks 
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he noted 

unemployment and atrocities 
the STs 

who provide them the 


including extensive land reforms aimed at breaking 


state police forces have picked up innocent 
murdered them and claimed they were Naxalites killed 
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the pace has 
as expected 


actual execution will likely continue to be 
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the current mood of national 


and one that 


the King and Bakhit have helped ensure a 


Madaba) 
\" and noted that 


Zarqa) said he 


and predicted it would have 


\" Arsalan quipped. The few negative comments 
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Kibaki chose to maintain continuity at 
Finance 

and Trade and Industry 

FORD-K has announced that its 


so it is not 


the effective and capable 


Column 4 
Nyong 


Martha Karua 


ethics 


Kibaki 


they may 


the ODM announced a series 
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since people who are called on to do this may be 
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and 
with an eye 
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as opposed to 

makes the projects much 

since problems can be identified and solved 
some problems 


a lack of internal coordination by 
budgetary shortfalls 


delays with bid tenders 
and scheduling difficulties. 
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Orakcioglu noted that 


with the goal of increasing trade 


and several Vfavorable developments V" 
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V and 
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V Herzog 
despite the fact that he is \"wounded\" due to the 


according to 
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According to Herzog 
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and 
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and therefore India\'s 


but are not captured by the MTCR. 


Rao clarified that 


he explained. Similarly 


Srivastava agreed to review and respond to the list 
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OSDUBLIN1442 Embassy Dublin 
05SANTIAGO2426 Embassy Santiago 
05PARAMARIBO764 Embassy Paramaribo 


seems to be taking the 


Column 5 Column 6 


or response? 


etc.) or APEC or through 


Column 5 Column 6 


appear willing to 


using testing kits 


the 


Column 5 Column 6 


and 


mass transit)? Would 


05QUITO2699 Embassy Quito 


Column 5 Column 6 


Presidential Elections 


and domestic monitoring. 


Column 5 Column 6 
we 


and 


Column 5 Column 6 


will depend on the fairness 


voting is mandatory and sanctions 


O5THEHAGUE3191 Embassy The Hague 


concern for 


Column 5 Column 6 


05PARAMARIBO766 Embassy Paramaribo 
05OTTAW A351 1 Embassy Ottawa 


Column 5 Column 6 


(ref. 


public support for 


but also municipal officials. 


05RABAT2389 Embassy Rabat 


Column 5 Column 6 


Chairman of the 


Prime Minister Jettou 


plans to soon hold a rally calling 


Column 5 Column 6 


told Poloff 


which he 


the 331 


Column 5 Column 6 


05LIMA5037 Embassy Lima 


if extended 


Column 5 Column 6 


as the area 


Column 5 Column 6 


05PARIS8069 Embassy Paris 


and its 
found a way to hold together despite barely 


the PS 


also opposed the proposed EU 


former Finance 


Column 5 Column 6 


\"political orientation\" or \"motion.\" 


journalists and ordinary PS 


site of 


500 \"sections\" for one 


on November 20 voted 


Column 5 Column 6 


for the party\'s First Secretary 


strongly connotes a 


Column 5 Column 6 


should Fabius win the nomination. 


former Justice Minister 
Former Health 


Column 5 Column 6 


and Democratic Process 


complex and democratic should 
05LIMA5039 Embassy Lima 
05BOGOTA10999 Embassy Bogota 


O5BRASILIA3116 Embassy Brasilia 


Column 5 Column 6 


the Brazilian Aerospace Company (EMBRAER) 


Column 5 Column 6 


drug 


O5ALMATY4196 US Office Almaty 


public dissent from a number of 


000 square-meter terminal is 


Column 5 


the new manager 


the likelihood of 


Lloyd Paxton 


long range 787s 


Column 6 


announced 


Column 5 Column 6 


Air 


remains 


Column 5 Column 6 


the Minister 


Column 5 Column 6 


O5ASUNCION1 457 Embassy Asuncion 


O50TTAWA3518 Embassy Ottawa 


Column 5 


Foreign 


and 


Director of the Cuba project at 


FOCAL 


Column 6 


Column 5 Column 6 


O5WELLINGTON913 Embassy Wellington 
05VANCOUVER!1502 Consulate Vancouver 
O5NAIROBI4902 Embassy Nairobi 


that &we 


Column 5 Column 6 


s heard them 


Column 5 


O5NAIROBI4903 


a boat design and security firm apparently 


ground transport 


and mechanical and maintenance 


and security experience 


Column 6 


Embassy Nairobi 


Top Cat 


Column 5 Column 6 
and patrol boat 


and legal status. An 


SC 


Column 5 Column 6 


Liaison 
O5TAIPEI4739 American Institute Taiwan, Taipei 
05PRAGUE!1658 Embassy Prague 


05HOCHIMINHCIT Y 1238 Consulate Ho Chi Minh City 


Column 5 Column 6 
and Australian Chambers of Commerce 


05PRETORIA4698 Embassy Pretoria 
05ACCRA2425 Embassy Accra 


South Africa and Namibia were perceived to 


the judiciary 
politicians the 
and the 


Column 5 Column 6 


relatives and business 


legal title to choice urban parcels in 


President Kufuor 


s brothers 


Column 5 Column 6 
he 


and falsified 


Column 5 Column 6 


and Preventative Services (CEPS). CEPS 


the media reported on the Ministry 


an Iraqi-American named 


Column 5 Column 6 


weak institutions and a cultural tolerance 


Column 5 Column 6 


05TAIPEI4742 American Institute Taiwan, Taipei 
05AMMAN9213 Embassy Amman 
O5KINSHASA1960 Embassy Kinshasa 
05SANAA3378 Embassy Sanaa 

however 


and that the USG would 


Column 5 Column 6 


should remain on their bases in 


Column 5 Column 6 


\"but for regional security" He said he was 


Column 5 


he is 


OSTAIPEI4743 


toward a 


pro-status quo \"China 


strategic about-face 
and the fact that the 


Washington is rid of its 


Column 6 


American Institute Taiwan, Taipei 


Column 5 Column 6 


05BANGKOK7364 Embassy Bangkok 
05BANGKOK7365 Embassy Bangkok 
O5TAIPEI4746 American Institute Taiwan, Taipei 


Column 5 Column 6 


to get the 


it\'s really a 


who is running on her own merit 


Column 5 Column 6 
if nothing 


05TAIPEI4747 American Institute Taiwan, Taipei 


and Hualien County. In the 


the race will 


Column 5 Column 6 


teachers) 


Column 5 Column 6 


05MINSK1436 Embassy Minsk 


acting as his host and 


Mr. Fedulov approached the Consular 


Column 5 


JWFC 


host. 


Chicago 


six month validity 


six month validity 


Column 6 


IL. Contact 


Column 5 Column 6 


O5BEIRUT3818 Embassy Beirut 


and the U.S. had 


met with the Ambassador and Poloff on 


Column 5 Column 6 


expressed 


like President Lahoud 


Ghazaleh would have prohibited 
and Berri from meeting together privately. 


Column 5 Column 6 


Amal and 


that no one had a 


Column 5 Column 6 


Lahoud and Siniora on the 


Mehlis and perhaps Saudi Arabia 


for the 


holding the majority could 


Column 5 Column 6 


at best essentially 


05ACCRA2427 Embassy Accra 


civil society and the entire nation to 


the Police 


Column 5 Column 6 


the Auditor General and 


the GOG 


s anti-corruption institutions 
and lack adequate political 


Column 5 Column 6 


anda 


Column 5 Column 6 


and some business and 


000 


Column 5 Column 6 


s draft Conflict of Interest Regulation 


are reticent to touch 


and a rising 


Column 5 Column 6 


Column 5 Column 6 


05SINGAPORE3397 Embassy Singapore 


05PARIS8071 Embassy Paris 


Column 5 Column 6 


the U.S. would 


allows the U.S. to have a 


Column 5 Column 6 


of the 


Column 5 Column 6 
Y were 


on Afghanistan and 


which dealt with the 


O5TELAVIV6680 Embassy Tel Aviv 


but at the same time 


Column 5 Column 6 


Washington Israel 


and Yair Even shared thoughts on 


but its desire for 


Column 5 Column 6 


s new 


05DAMASCUS6223 Embassy Damascus 


Column 5 Column 6 


Ghazi Aridi Gubran 
offered 


Column 5 Column 6 


in their comments 


and sellers of media 


announced that it wanted to 


that the testimony be given under the UN 


Column 5 Column 6 


proceeds with absolute 


Column 5 Column 6 


and threats of further pressure based 


are 
and highly threatening to the future 


correct and 


and 
that their 


and peace are to be 


05PARAMARIBO768 Embassy Paramaribo 


Column 5 Column 6 


Column 5 Column 6 


consists primarily of members of the 


Column 5 Column 6 


and DNA member 


Column 5 
argue 


05DAMASCUS6224 


\"If they find a button 
business contacts in 


Column 6 


Embassy Damascus 


Column 5 Column 6 


which 


where he 


Column 5 Column 6 


to 


Column 5 


Column 6 
who is a 
is 
entertainment 
and telecommunications is Kurdish and 


who is a paternal cousin of 


WMD and Palestinian rejectionist 


Column 5 Column 6 


05DHAKA5833 Embassy Dhaka 


swimming 
and restaurant/bar.) 


158215 AND 36783. 


Column 5 Column 6 


and malaria. 


and avoidance 


Column 5 Column 6 


and 


purse-snatching and 


or wearing 


and other public transport. In addition 


O5KUWAIT4933 Embassy Kuwait 


Column 5 Column 6 


Prime Minister Shaykh 


Family Critic 


Column 5 Column 6 


WI differ with Shaykh Sabah as 


Column 5 Column 6 
Abdul Latif 
V'The statements by Shaykh Sabah did not only 


05PARIS8072 Embassy Paris 


an ascendant 


and had 


and MFA DAS-equivalent for 


Column 5 Column 6 


army or security 


Column 5 Column 6 


stressed \"Syria/Lebanon 
and 


Column 5 Column 6 


RUSSIA AND CHINA 


Russia and China as very 


Column 5 Column 6 


especially NAM 


was to avoid losing momentum 


Column 5 Column 6 


raised familiar cautions on pressing 


combined with successful implementation of the 
virtuous cycle. 


Column 5 Column 6 


and lack of job creation as 


and 


to encourage Morocco to put 


described the Arab League initiative 


Column 5 Column 6 


O5KATHMANDU2633 Embassy Kathmandu 


UNHCR reported that 


Column 5 Column 6 


had hired a 


with Department of Immigration 


while further processing was 


as that was a lengthy process it was 


Column 5 Column 6 


O5KATHMANDU2635 Embassy Kathmandu 


Column 5 Column 6 


and 


that the Parties 


Column 5 Column 6 


army.\" UML Central Committee member 


and Jhanakpur) had been a 


Column 5 


05PRAGUE!1660 
OSTAIPEI4748 
05ABUJA2326 
O5KATHMANDU2638 
O5CAIRO8929 


05COLOMBO2014 


\"Prabhakaran 


Column 6 


Embassy Prague 

American Institute Taiwan, Taipei 
Embassy Abuja 

Embassy Kathmandu 

Embassy Cairo 


Embassy Colombo 


Column 5 Column 6 


we\'ll wait for a 


Column 5 Column 6 


predominantly Sinhala newspapers invited 


05YEREVAN2079 Embassy Yerevan 


05PARIS8074 Embassy Paris 


Column 5 Column 6 


O5MARSEILLE102 Consulate Marseille 


and 


and recently home to a 


Column 5 Column 6 


such as V'Ni 


Column 5 Column 6 


has 


Column 5 Column 6 


the emphasis Marseille 


05PARIS8075 Embassy Paris 
05PARIS8076 Embassy Paris 


Wa French exception V 


Column 5 Column 6 


revealed yesterday that he has 


Column 5 Column 6 


which are huge polluters do 


Column 5 Column 6 


O5TELAVIV6683 Embassy Tel Aviv 


in the Euro-Med 
Spain by Israel 


Column 5 Column 6 


the 


Column 5 Column 6 


in the future the 


to be precise there is an 


the opening of an international 


Column 5 Column 6 


has 


even if the policy is moving in 


even if the policy is 
will 


the presumption grows that even the 


Column 5 Column 6 


criticize the US and 
05COLOMBO2017 Embassy Colombo 
NGOs religious 


the Government will 


Column 5 Column 6 


EU and Norway--his first public 


Column 5 Column 6 


who announced his retirement on 


offering 


land and finances. 


Column 5 Column 6 


05DHAKA5837 Embassy Dhaka 


a nationwide 


Rajshahi and Khulna. 


Column 5 Column 6 


is in Gazipur and 


O5KUWAIT4936 Embassy Kuwait 


05CAIRO8933 Embassy Cairo 


Column 5 Column 6 
000). \"Mubarak: lraq\'s unity is 
000). 


000). Opposition 


and 
gave the conference full 


as did Amr 


the Iraqi 


wrote in Al-Ahram that Egypt 


the 


Column 5 


Abbas Tarabily 


known for its harshly 
criticized the 


O5NAIROBI4928 
05PARIS8081 
05DAMASCUS6225 
05KUWAIT4938 
05DAMASCUS6226 


Column 6 


welcomed the 


Embassy Nairobi 
Embassy Paris 
Embassy Damascus 
Embassy Kuwait 
Embassy Damascus 


Column 5 Column 6 


through its agreement 


in words and deeds 


Column 5 Column 6 


and its definition is 


05BRUSSELS4202 Embassy Brussels 


Column 5 Column 6 


military and finance. The theory is to 


Column 5 Column 6 


Column 5 Column 6 


\"the time is not 


to establish a robust and 


Column 5 Column 6 


05BRUSSELS4203 Embassy Brussels 


Column 5 Column 6 


and forces 


is 


evacuation 


Column 5 Column 6 


force rotation and the EU\'s 


Command and 


in what happens 
the 


and Control Agency (NC3A) to produce a 


Column 5 Column 6 


000 


Australia itis 14 


\"eoncurrent\" 


Column 5 Column 6 


05NEWDELHI9008 Embassy New Delhi 


VPakistanis V" 


\"implicit in 


Column 5 


000 rupees (approximately 

also in Dubai. Also 

000 rupees 

which he identified as money from 


of 


O5TEGUCIGALPA2400 


Column 6 


Dar 


Embassy Tegucigalpa 


Column 5 Column 6 


05TEGUCIGALPA2401 Embassy Tegucigalpa 


suffocated 


Column 5 Column 6 


O5TUNIS2564 Embassy Tunis 


Column 5 Column 6 


told Poloff 


could 


\"No she wears the traditional head scarf 


and thus God knows that 


Column 5 


O5PARIS8088 


of the 


opportunity existed 


Column 6 


Embassy Paris 


Column 5 Column 6 


and the draft 


halal butchers (who 


measures include greater human 


a terrorist attack would occur has also 
French 


and told them 


and Pierre 
have given extensive press 


the 


was that jihadists 


Column 5 Column 6 


05BAGHDAD4774 Embassy Baghdad 


Baghdadi and Barwana. Nearby 


and civil 


153 


Column 5 Column 6 


000 IDPs moved in and out waiting for 


yet reportedly has not had a teaching 


appears to 


Column 5 Column 6 


some stained 


abandoned factory at its entrance but 


women and 


Column 5 Column 6 


O5ISLAMABAD1 7621 Embassy Islamabad 
O5SANJOSE2731 Embassy San Jose 


Column 5 Column 6 


05CAIRO8937 Embassy Cairo 


and Euro- 


to 


Column 5 Column 6 


and shipping agencies expressed their 


customs processes and performance 
organizational structure was 


with the first to be rolled 


Column 5 Column 6 


and modern customs 


and post-entry is planned to 


so that 


and time with other 


Column 5 Column 6 


and duplicative. 
which are 


Column 5 Column 6 


compliance and 


appeals 


Column 5 Column 6 


and facilitate trade. USAID has 


Column 5 Column 6 


thus 


and bilateral trade 


with support from the United 


Column 5 


and the EU was held for the 


and institutional 


and the Canadian 


and Japanese governments. 


Column 6 


Column 5 Column 6 


trade policy port services 


and 


05VIENNA3762 Embassy Vienna 


Column 5 Column 6 


the Caucasus and Ukraine. We should focus on 


Georgia Azerbaijan 
Russia. The EUVs New 


and neither has a 


Column 5 Column 6 


Column 5 Column 6 


O50TTAWA3519 Embassy Ottawa 


Column 5 Column 6 


05CAIRO8938 Embassy Cairo 
05ABUDHABIA880 Embassy Abu Dhabi 
and hopefully was 


Column 5 Column 6 


05ACCRA2435 Embassy Accra 
O5HARARE161 1 Embassy Harare 


and the 


Column 5 Column 6 


397 Zimbabweans age 15-49 years were 
000 were women; an 

000 HIV/AIDS orphans (age 0 to 14 years) 
990 new AIDS cases 


4670 new AIDS 


150 among 


Column 5 Column 6 


and CDC-Zimbabwe suggests that mortality 


and AIDS deaths by gender and in 


Column 5 


05PRETORIA4711 
O5VIENNA3766 
05QUITO2706 
O5ABUDHABI4881 


Arabs 


and 


and public were not prepared to hold 


O5PRAGUE1 664 


Column 6 


Embassy Pretoria 
Embassy Vienna 
Embassy Quito 
Embassy Abu Dhabi 


Embassy Prague 


Column 5 Column 6 


said he 


Column 5 Column 6 


without its 


on the progress in solving 


05SOFIA1987 Embassy Sofia 


Column 5 Column 6 


O5BRATISLAVA948 Embassy Bratislava 


where the 


SMK and Smer told us Belica 


Column 5 Column 6 


was surprising to the party. 


Column 5 Column 6 


Column 5 Column 6 


Column 5 Column 6 


Column 5 


05NDJAMENA1 693 
05BAGHDAD4775 


and Sheikh 


Moussa may have 


Moussa played his 
the conference was 


Column 6 


Embassy Ndjamena 
Embassy Baghdad 


Column 5 Column 6 


and the 


Column 5 


O5VATICAN541 


and to 


which reported an anonymous Vatican source 


reported positively 


published an editorial titled 


Column 6 


Embassy Vatican 


Column 5 Column 6 


to 


05ANKARA7013 Embassy Ankara 


Column 5 Column 6 


will arrive in Ankara 
who 


Land 


Column 5 Column 6 


Column 5 Column 6 


300 cases will be transferred to 


Column 5 Column 6 


it would be a 


and 150 bullets in searches of the 


Column 5 Column 6 


problems in Iraq can be overcome 


05ANKARA7014 Embassy Ankara 


Column 5 Column 6 


Column 5 Column 6 


but | am proud to be 


Column 5 Column 6 
the prevention of 
and the 


weekend 


Column 5 Column 6 


a village guard his friend 


are viewed 


Column 5 


05PARAMARIBO774 
05BAGHDAD4776 


05BAGHDAD4777 
05PORTAUPRINCE2931 
O5PARIS8103 
05BAGHDAD4778 


Najaf 


Janabi expects the 


Column 6 


Embassy Paramaribo 
Embassy Baghdad 


Embassy Baghdad 
Embassy Port Au Prince 
Embassy Paris 
Embassy Baghdad 


Karbala 


Column 5 Column 6 


the Sadrists threatened Radwan 
who is the cousin of 


000 of its own supporters in order to 


Column 5 Column 6 


and symbol. Another Allawi 
and 


05LIMA5061 Embassy Lima 


which have a large population 


Column 5 Column 6 


exercises considerable influence 


the product of a 


was to try and 


to include news 


Column 5 Column 6 


05BAGHDAD4779 Embassy Baghdad 
that before any meeting could 
Mr. al- 


invoked 


Column 5 Column 6 


the two state bars in which he 


and Clark from 1951 to 1961 


and 


Column 5 Column 6 


05GUATEMALA2684 Embassy Guatemala 


facilitating 


and 


Column 5 Column 6 


Hurricane Stan 


280 


Column 5 


or 496 of 


and more than 10 


and drug production as 


000 had left 


decreasing 


Column 6 


000 homes (a total 


Column 5 Column 6 


small 


critical for access to and 


Column 5 Column 6 


among other possible 


reforestation and 


Column 5 


road embankments 
introducing disaster prevention and 


and 


and utilities (the resource 


will redound 


Column 6 


Column 5 Column 6 


watersheds livestock 


etc.) with 


000 hectares of watershed was 


500 hectares (3% 


alliance 


trafficking and drug 


Column 5 Column 6 


05BAGHDAD4780 Embassy Baghdad 


Column 5 


and discrimination in 
politically 


and even our sacred 


O5TEGUCIGALPA2404 


905 deportees this year who have been 


suffocated 


Column 6 


and even 


Embassy Tegucigalpa 


Column 5 Column 6 


and other crimes. This is a grave 


05TEGUCIGALPA2405 Embassy Tegucigalpa 


O5VATICAN542 Embassy Vatican 


Column 5 Column 6 


noting that PericVs relationship with the 


the Congregation for 


Column 5 


often 


and presents 


05ISLAMABAD 17623 
O5CARACAS3584 
O5ASUNCION1 460 


O5BRASILIA3124 


Column 6 


Embassy Islamabad 
Embassy Caracas 
Embassy Asuncion 


Embassy Brasilia 


Column 5 Column 6 


O5BRASILIA3125 Embassy Brasilia 
O50TTAWA3523 Embassy Ottawa 


Column 5 Column 6 


was defeated in the June 


and Members of the Board of 


Column 5 Column 6 


and 


the Liberal Government highlighted the 


especially 


Column 5 Column 6 


05BAGHDAD4781 Embassy Baghdad 


Ad-Dawa 


Column 5 Column 6 


published this 


it just 


Column 5 Column 6 


which was established in the name 


Column 5 


published this front- 


they are 


vote according to 


that may happen 


pro- 


Column 6 


Column 5 Column 6 


published this page- 


religious 


Column 5 Column 6 


O5HALIFAX256 Consulate Halifax 
you name it -- we do not at this point 


Murphy 


Column 5 


05BOGOTA11058 


and other 


s new 


and prosecutorial efforts 


Column 6 


Embassy Bogota 


Column 5 Column 6 


\"we must 


and 


Column 5 Column 6 


and difficult. 


and effective. In particular 


05SANTODOMINGO5187 Embassy Santo Domingo 


containment or response. 


Column 5 Column 6 


there 


05GUATEMALA2685 Embassy Guatemala 
short of finding a 


Column 5 Column 6 


05BAGHDAD4782 Embassy Baghdad 


and radio (both 


and the coalition. 


Column 5 Column 6 


Column 5 Column 6 


Column 5 Column 6 


Iraqis do not 


assassinations arrests 


the paper ran an interview 


Column 5 Column 6 


and al-Jazeera. 


and loyalty and favor 


O5VANCOUVER1503 Consulate Vancouver 
OBALMAT Y4234 US Office Almaty 


Column 5 Column 6 


and Yeleusizov appealed to the CEC to 


Column 5 Column 6 


at the behest of the 


Column 5 Column 6 


President 


O5ALMATY4235 US Office Almaty 


16 THRONTON ROAD OAKLAND 


Column 5 Column 6 


05TEGUCIGALPA241 1 Embassy Tegucigalpa 


roughly 11 percent mostly 


this press 


Column 5 Column 6 


and encouraging the Embassy 


and 


Column 5 Column 6 


and praying for 


05LIMA5073 Embassy Lima 
05SANJOSE2744 Embassy San Jose 
05TEGUCIGALPA2414 Embassy Tegucigalpa 


O5LJUBLJANA822 Embassy Ljubljana 


Column 5 Column 6 


that this situation was no different from 


Seljak expects that this year Slovenia 


Column 5 Column 6 


O5WELLINGTON916 Embassy Wellington 
05ANKARA7016 Embassy Ankara 


Column 5 Column 6 


Y Rehn said. He noted 


Burak 
Ibrahim Kaboglu and Fatih Tas 


Column 5 Column 6 


and restaurants 


Deputy PM Abdullatif Sener 


Column 5 Column 6 


has become the 


O5ALMATY4244 US Office Almaty 
O5YEREVAN2081 Embassy Yerevan 
of saying that the November 27 


said that 


Column 5 Column 6 


05PRETORIA4712 Embassy Pretoria 


O5MANILA5519 Embassy Manila 
05DOHA1907 Embassy Doha 


Column 5 Column 6 


O5TRIPOLI285 Embassy Tripoli 


Column 5 Column 6 


Column 5 Column 6 


trials arrest 


Column 5 Column 6 


if it was 


this will be 


and his/her treatment 


to 


to 


Column 5 


and an attorney to 


and the national security. 


and 


O5ALMATY4256 


Column 6 


US Office Almaty 


Column 5 Column 6 


Column 5 Column 6 


460.6 million 
including 


000-kilometer 


and gas 


Column 5 Column 6 


Georgia to the Black 


Calion and Citibank will 


05MANILA5521 Embassy Manila 


Column 5 Column 6 


Column 5 Column 6 


O5DUBLIN1 450 Embassy Dublin 
O5MAPUTO1548 Embassy Maputo 
05ROME3928 Embassy Rome 


Column 5 Column 6 


currently Assistant 


election of officers 
member states 


Column 5 Column 6 
the only option for 


Column 5 Column 6 


and 


Column 5 Column 6 


05PRETORIA4716 Embassy Pretoria 


O5TAIPEI4763 American Institute Taiwan, Taipei 


Column 5 Column 6 


and Wang Jyn-ping 


O5KATHMANDU2649 Embassy Kathmandu 


Column 5 Column 6 


O5KATHMANDU2652 Embassy Kathmandu 


Column 5 Column 6 


05DUSHANBE1878 Embassy Dushanbe 


Akhmedov claimed 


Column 5 Column 6 


chief of 


in a city of around 


he 


and Tajikistan had no issues 


Column 5 Column 6 


05LAGOS1811 Consulate Lagos 
05NICOSIA1886 Embassy Nicosia 


will be a difficult and 


the Turkish Cypriots 


Column 5 Column 6 


and places of business. Given estimates 


the ECHR ruled in favor of 


loss of use or 


rule out the idea that a Turkish 


Column 5 Column 6 


to 


or the UK); 


the 


Column 5 Column 6 


if the ECHR 


\" was 


but \"we want to the world to 


Column 5 Column 6 


ease 


O5MADRID4117 Embassy Madrid 


Column 5 Column 6 
O5KATHMANDU2653 Embassy Kathmandu 


Nepal 


Column 5 Column 6 


the Maoists had promised 


000 000 


and would participate in the 


Column 5 Column 6 


O5KATHMANDU2654 Embassy Kathmandu 
O5SANTIAGO2431 Embassy Santiago 
O5KATHMANDU2655 Embassy Kathmandu 


O5KATHMANDU2657 Embassy Kathmandu 


Column 5 Column 6 


Column 5 


has 


05MANAMA1767 
05KUWAIT4960 
O5YEREVAN2082 
05SANAA3387 


YJS Secretary- 


Column 6 


Embassy Manama 
Embassy Kuwait 
Embassy Yerevan 
Embassy Sanaa 


Column 5 Column 6 


Al-Thawra quoted FM 


social 


O5PARIS8116 Embassy Paris 


Column 5 Column 6 


has changed the 


Column 5 Column 6 


"severe 


Porter 


Column 5 Column 6 


are also 


are 


Column 5 Column 6 


05KUWAIT4962 Embassy Kuwait 


05NEWDELHI9029 Embassy New Delhi 


Column 5 Column 6 


would such assistance 


Column 5 


and 


sneaking into 


and they often make 


05NEWDELHI9031 


but he expressed disappointment that 


000 militants in the region 


Column 6 


Embassy New Delhi 


the GOI does not 


Column 5 


V 


as the leader of the party 


but he will 


noted 


Gujjars 


Column 6 


Buddhists and Pandits 


Column 5 Column 6 


argued that 


cannot be considered 


which caused 


Column 5 Column 6 


as a long-time follower 


05YEREVAN2083 Embassy Yerevan 


Column 5 Column 6 


the Czech who led 


objective public 


in conjunction with 


O5NAIROBI4949 Embassy Nairobi 


Column 5 Column 6 


O5TELAVIV6708 Embassy Tel Aviv 
Shinui and Labor 
Likud: 10 (13) ultra-Orthodox 


Yisrael Beiteinu: 5 (5) 
NRP: 


Column 5 Column 6 


and London and many other 


Column 5 Column 6 


Column 5 Column 6 


the peace 


and 


O5NAIROBI4957 Embassy Nairobi 


Column 5 Column 6 


Liaison 


Column 5 Column 6 


\"and we 


VWe have to do something about the theft of 


and resolve your 


Column 5 Column 6 


that this might be successfully done. In 


05ADANA222 Consulate Adana 
this 


Column 5 Column 6 


charged 


Column 5 Column 6 


05AMMAN9290 Embassy Amman 


Column 5 Column 6 


O5BRASILIA3130 Embassy Brasilia 


has a 


agricultural machinery 


Column 5 Column 6 


05PARIS8120 Embassy Paris 
and had not been 


and its hopes. 


Column 5 Column 6 


O5KUWAIT4963 Embassy Kuwait 
O5DUSHANBE 1897 Embassy Dushanbe 


Column 5 Column 6 


the 


extremism and 


Column 5 Column 6 


and missile technologies. 


are doing 


itis thanks to the serious 


and internationally. We 


Column 5 Column 6 


we have new 


and who knows 


Column 5 Column 6 


when those children come of age without 


Column 5 Column 6 


O5DUSHANBE1898 Embassy Dushanbe 


the 


extremism and 


Column 5 Column 6 


and missile technologies. 


Column 5 Column 6 


are doing 


itis thanks to the serious 


and internationally. We 


we have new 


and who knows 


Column 5 Column 6 


when those children come of age without 


Column 5 Column 6 


O5ADDISABABA3984 Embassy Addis Ababa 


Column 5 Column 6 


and additional resources for the TFG could 


O5MANAMA1769 Embassy Manama 


O5PARIS8123 Embassy Paris 


was now carrying out its 


Column 5 Column 6 


New Zealand Australian 


and full of acknowledgements that made 


she added it would have 


Column 5 Column 6 


was to move the media spotlight 


but acknowledged that one 


eventually 


Column 5 Column 6 


O5MARSEILLE103 Consulate Marseille 


recently became his director 
Finance Minister became 


Column 5 Column 6 


and financial legislation. This 


other 


was credited 


Column 5 Column 6 


and his early 


O5KINSHASA1969 Embassy Kinshasa 


Column 5 Column 6 


05ABUJA2339 Embassy Abuja 
and 
and other opening speakers which included 


one speaker for the 


international community and the Arab 


and security arrangements is 


delivered 


and Libya. 


Column 5 


and 


JEM 


rejected this idea and supported 


Sudan 


Column 6 


to convince the 


Column 5 


is saying 


O5LIMA5081 
O5ANKARA7027 
O5PARIS8128 


Column 6 


Embassy Lima 
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«SCA, TBIO, OTRA, El SUBJECT: COUNTRY CLEARANCE GRANTED TO - NIH/FIC DR. SEGAL | 
t HTREGER GENEVA FOR RMA, USEU BRUSSELS FOR MEZNAR E.O. 12958: N/A TAGS: AORC 


STATE FOR AF/W STATE FOR INR/AA E.O. 12958: DECL: 11/28/2015 TAGS: PREL, PGOV, NI SL 


VPRITCHA E.O. 12958: N/A TAGS: TPHY, KSCA, OTRA, SP, NSF, Country Visits SUBJECT: SPAIN 


S: TBIO, SENV, ECON, EAGR, EAID, PREL, CI SUBJECT: CHILE: PART II - PUBLIC HEALTH PRE 
INS E.O. 12958: DECL: 11/30/2015 TAGS: KTFN, PTER, LE, SY, NP SUBJECT: FINCEN 314(A) Ni 


S E.O. 12958: DECL: 11/29/2015 TAGS: PREL, PGOV, KDEM, BA, REFORM, ECTRD, BILAT, OFF 
SWALKER, EB/ESC/TFS JCLARK, LONDON FOR LTSOU E.O. 12958: N/A TAGS: KTFN, PTER, LE 
L: 11/30/2015 TAGS: KTFN, PTER, LE, SY, AM SUBJECT: ARMENIA\'S LIMITED CAPACITY REGA 


?/MTA, AF/E, AF/EPS, AND AF/PD DEPT PASS USTR USAID FOR AFR/EA E.O. 12958: N/A TAGS 


4YN, NEA/ARPI BERNS E.O. 12958: N/A TAGS: PHUM, ODIP, KPAO, APER, KU SUBJECT: HUMA 


, EB/TPP COMMERCE FOR 4331/MAC/WH/MCAMERON E.O. 12958: N/A TAGS: ETRD, PE, WTC 
-REY MOSCOW PLEASE PASS TO S/I ROBERT DEUTSCH E.O. 12958: DECL: 11/30/2015 TAGS 


3: DECL: 10/27/2014 TAGS: PGOV, PHUM, PINR, PREL, RS, EI SUBJECT: IRELAND SHARES USC 
CL: 11/29/2010 TAGS: AORC, PHUM, PREF, PREL, ICRS, AE SUBJECT: MDA AND PRCS AGREE 


AS FOR CMP/DLP/WETZEL E.O. 129589: N/A TAGS: TBIO, SENV, ECON, EAGR, EAID, PREL, T 


2958: N/A TAGS: IZ, KCRM, KJUS, MARR, MCAP, MOPS, PGOV, PINR, PINS, PREL, PTER, SNAR 
TEN YEARS TAGS: PGOV, PREL, EC, Regional SUBJECT: ECUADOR: MONITORS FOR BOLIVIAN 
GS, AND EUR/PRA E.O. 12958: DECL: 11/30/2015 TAGS: PARM, PREL, ETTC, IR, AU, CBW SUB 


; FOR ZEYA; LONDON FOR TSOU E.O. 12958: DECL: 10/12/2015 TAGS: PGOV, PREL, SY, IZ SUI 
EL, FR, BO SUBJECT: FRENCH UNABLE TO SEND BOLIVIAN ELECTION MONITORS REF: STA 


?GOV, BR, BO, External Relations SUBJECT: BRAZIL: MONITORS FOR BOLIVIAN ELECTIONS F 


3 DRL S/CRS SOUTHCOM ALSO FOR POLAD STATE PASS AID FOR LAC/CAR INR/IAA (BEN-YE 


JLAS NOYES, S/CT REGIONAL OFFICER E.O. 12958: N/A TAGS: SCUL, ASEC, EFIN, KCRM, EF 
-UFTIG DEPT PASS TO USPTO FOR MSMITH E.O. 12958: N/A TAGS: ECON, KIPR, NS SUBJEC 


HA/AND AND WHA/USOAS E.O. 12958: N/A TAGS: PGOV, PREL, NL, BL SUBJECT: NETHERLAN 


AR (BENT) SOUTHCOM FOR POLAD AND J7 E.O. 12958: N/A TAGS: EAID, PTER, CO, JM, OAS: 


FOR WHA/CAR (BENT) AND WHA/CCA E.O. 12958: DECL: 11/30/2015 TAGS: CU, ETRD, ETTC, 

02 SIPDIS DEPT FOR WHA, WHA/CAR, WHA/EPSC, EB/IFD/OMA; DEPT PASS TO SEC, FEDEF 
E FOR WHA/USOAS E.O. 12958: N/A TAGS: PGOV, PREL, BO, PA SUBJECT: PARAGUAY: MONI 
SOAS E.O. 12958: N/A TAGS: PGOV, PREL, BO, PE SUBJECT: PERU ON MONITORS FOR BOLI 
"FOR WHA/USOAS AND WHA/AND E.O. 12958: N/A TAGS: PGOV, PREL, BO, GT, OAS SUBJEC 


:AP/RSP/TC ADN EB/TPP/MTA/IPC, STATE PASS AIT/W AND USTR, USTR FOR WINTERS AND \ 


AP, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUS( 


i8: N/A TAGS: KCSY, CMGT, AADP, AMGT, SI SUBJECT: Hardware Acceptance Notice for Received 
)R EUR/CACEN (J. MUDGE), SA E.O. 12958: DECL: 12/01/2015 TAGS: EAID, PREL, MASS, NATC 


5 TAGS: KTFN, PTER, LE, SY, JO SUBJECT: FINCEN 314(A) NOTICE ON SYRIA AND THE MEHLI: 


GS: AMED, CASC, KSCA, SENV, TBIO, PREL, KU SUBJECT: FORMATION OF JOINT STATE-DOD 


=CL: 12/01/2015 TAGS: KCFE, PARM, PREL, SI, NATO SUBJECT: SLOVENIA ON NAC COMMUNI! 
KOUROUPAS E.O. 12958: N/A TAGS: OEXC SCUL KPAO IT SUBJECT: EXTENSION OF U.S.-ITA 
ALSO PASS TO USAID USAID/W FOR A/AID ANDREW NATSIOS, JBRAUSE DCHA/OFDA GGOTT 


:B/IFD/ODF AND EUR/AGS DOT FOR FAA/OGC USDOC FOR ITA/ELENZ MONTREAL FOR USIC, 
O DS/DSS, DS/IP, WMED/JCTRIPLETT FAS/CMP/DLP WETZEL AND MAGGINNIS FAS/ITP/EAME 


T FOR RIMC E.O. 12958: N/A TAGS: ABLD, ACOA, AMGT, ASEC, KIRC, KLBO, KRIM SUBJECT: C 
T FOR SA/INS E.O. 12958: DECL: 11/29/2015 TAGS: PREL, PGOV, PINS, NP SUBJECT: DIPLOM/ 


1/7/2015 TAGS: PREL, EAID, PGOV, IZ SUBJECT: DEMARCHE ON PRESIDENT\'S IRAQ SPEECF 
JING WARSAW) FROM THE U.S. MISSION TO THE UN AGENCIES IN ROME STATE FOR OES/I 


2L: 11/29/2015 TAGS: PNAT, PGOV, PTER, KDEM, IZ, Elections SUBJECT: IECI WILL NOT EXCLU 


/E MONTREAL PLEASE PASS USDEL TO COP-11 E.O.12958: N/A TAGS: SENV, PGOV, KPAO, P 


12/01/2015 TAGS: KISL, PREL, PTER, SA, QA, JO SUBJECT: JORDAN SEEKS US SUPPORT IN; 


: IMMEDIATE AMEMBASSY LJUBLJANA IMMEDIATE P FOR DAVID BAME S/ES-EX FOR STEPHI 


TO USAID E.O. 12958: N/A TAGS: SENV, EAID, EFIS, ECON, PGOV, EC SUBJECT: GALAPAGOS 


ISN/ECC- PVANSON, ACHURCH, JHARTSHORN DEPT FOR EUR/ACE- DSILLIMAN, SYOUNTCH 


DIS SIPDIS NEA/ELA NSC FOR ABRAMS/DORAN TREASURY FOR GLASER/LEBENSON EB/E: 


R EUR/RUS AND EUR/AGS E.O. 12958: DECL: 11/30/2016 TAGS: PGOV, PINR, PREL, RS, AU, El 


AND WHA/USOAS E.O. 12958: N/A TAGS: PGOV, PREL, CO SUBJECT: COLOMBIA WILL CONSIL 


NSC FOR AHARRIMAN, KAMEND DEPT FOR SA/FO, AMBASSADOR QUINN, SA/PAB, S/CT, SA// 


M (WARLICK/HOLTZ/PROSEN) AND USOSCE (SCOTT/CONNUCK/SLOTTA) E.O. 12958: DECL: ` 


:NT) E.O. 12958: N/A TAGS: PREL, JM SUBJECT: GUIDANCE REQUESTED FOR CANDIDATURE 


3 EB/IFD/ODF EB/IFD/OMA WHA/EPSC INR/IAA/MAC S/CRS TREASURY FOR MAUREEN WAFEI 


NHA/PDA - M. CONNERS, IRM/BPC - T. Niblock E.O. 12958: N/A TAGS: AINF, AINT, AMGT, CMGT, 


B/CIP/BA E.O. 12958: N/A TAGS: ECPS, ECON, ETRD, EINV, EC SUBJECT: ECUADOR - INTERN 


ECL: 12/01/2015 TAGS: PARM, PREL, KCFE, NL, NATO SUBJECT: NETHERLANDS/NATO: RESP( 


N MUDGE AGRICULTURE FOR FAS/DLP, FAS/ITP, FAS/ICD ANKARA FOR FAS ATTACHE HIGGI 


RHONDA SHORE, ED SALAZAR DEPT FOR SA/INS, SA/RA NCTC E.O. 12958: N/A TAGS: PTER 


«SCA, TBIO, OTRA, El SUBJECT: COUNTRY CLEARANCE GRANTED TO NIH/FIC DRS. CAI AND 


’DIS SIPDIS E.O. 12958: DECL: 11/30/2015 TAGS: KISL, PGOV, KDEM, PINR, PTER, SCUL, IN S 


: 12/02/2015 TAGS: PGOV, PREL, PTER, TU, ADANA, PKK SUBJECT: DEMOCRATIC PEOPLEYS | 
IK E.O. 12958: N/A TAGS: KTFN, PTER, EFIN, ETTC, KVPR, PREL, EC SUBJECT: TERRORIST F 


ELS FOR USEU E.O. 12958: N/A TAGS: ECON, EFIN, NL SUBJECT: THE NETHERLANDS AT AC 


DR INL, RM/PO STATE INL PASS TO DANA DYSON AND CHERYL WILLIAMS E.O. 12958: N/A TA 


‘L, KDEM, KMPI, NL SUBJECT: NETHERLANDS/FORUM FOR THE FUTURE: NEXT STEPS REF: 


38: N/A TAGS: ETRD, ECON, SF, XA SUBJECT: SOUTH AFRICA: SPEECH ON RECLAIMING THE 


t WHA/CCA, WHA/CEN E.O. 12958: DECL: 12/02/2015 TAGS: ETTC, PREL, CU, HO SUBJECT: Hi 


IS STATE FOR IO/UNESCO DOUGLAS ROHN, IO/S, L/UNA E.O. 12958: N/A TAGS: ABUD, UNES 


: 12/02/2015 TAGS: PARM, PTER, PREL, EWWT, MNUC, CA SUBJECT: CANADA: MEASURES AC 


NR, PREL, EC, Regional SUBJECT: ECUADOR-CHILE: PRESIDENTS SIGN JOINT DECLARATION 


"E USTR FOR B. PECK OR D. MULLANEY E.O. 12958: N/A TAGS: ETRD, KIPR, PE, WTO SUBJE 
:NRG, CO SUBJECT: ColombiaVs efforts towards enhancing security of radioactive materials Summ 


| E.O. 12958: DECL: 12/02/2015 TAGS: ETRD, PREL, CU, EC, Regional SUBJECT: ECUADOR RE' 


‘AND INR (SALCEDO) USDOC FOR 4310/MAC/ONA TREASURY FOR IMI E.O. 12958: N/A TAGS: 
| E.O. 12958: N/A TAGS: KCRM, CVIS, KWMN, CA, KS, Border Patrol SUBJECT: ALIEN SMUGGLI 


DV, PREL SUBJECT: DEMARCHE REQUEST: MONITORS FOR BOLIVIAN ELECTIONS REF: SEC 


| AMGT, AINF, AADP, ACOA, ASEC, KRIM SUBJECT: SMART UPDATE REF: A) STATE 152885, 


: 12/03/2015 TAGS: EFIN, PREL, KU SUBJECT: DEMARCHE DELIVERED: WORLD BANK ON-SIT 


„N/A TAGS: KTFN, PTER, LE, SY, KU SUBJECT: DEMARCHE DELIVERED--FINCEN 314 (A) NOTI 
:CON, ETRD, KPAO, OIIP, PGOV, PREL, KU, WTO SUBJECT: NO DEFINITIVE RESPONSE FROM 


SE E.O. 12958: N/A TAGS: AMGT, APER, TU SUBJECT: ARRIVAL OF AMBASSADOR ROSS WILS 


EA, DS/IP/ITA, DS/ICI/CI, DS/ICI/PII, S/CT, NEA/EX, NEA/ARPI, CA/OCS, CENTCOM FOR POLAD 
2L: 11/27/2015 TAGS: ECON, PGOV, IZ SUBJECT: RAMADIVS AGRICULTURAL DEVELOPMENT B 


E.O. 12958: DECL: 11/30/2020 TAGS: EFIN, PINR, JO SUBJECT: CBJ DEPUTY GOVERNOR ON 
EASE PASS TO USAID/DCHA/FFP/DP MNIMS E.O. 12958: N/A TAGS: EAID, EAGR, TI, Economic 
>PS, EINT, ETRD, ETTC, GG, Bilateral SUBJECT: WORLD SUMMIT ON INFORMATION SOCIETY: 


:CL: 12/05/2015 TAGS: EPET, IN, IZ, PREL, India-Irag SUBJECT: INDIAN GOVERNMENT REQUES 


TAGS: PREL, PGOV, PHUM, MV, Maldives, Human Rights SUBJECT: MALDIVES: PROPOSED LE 


IR NEA/ARPI AND S/CT, LONDON FOR TSOU, PARIS FOR ZEYA E.O. 12958: DECL: 12/04/2015 ° 


AGS: PARM, PREL, MNUC, AM, UNGA SUBJECT: ARMENIA LIKELY TO SUPPORT UNGA/60TH R 


IECL: 12/5/2015 TAGS: MCAP, TI SUBJECT: IIR 6 947 0013 06/AIDS, MEDICAL PERSONAL CARE 


ZACEN, DRL E.O. 12958: N/A TAGS: PREL, PHUM, AM SUBJECT: GOAM DETAINING, HARASSIN 


ANNE MALONEY STATE FOR INR/AA E.O. 12958: N/A TAGS: ETTC, PGOV, PREL, MI, TW SUBJ 


STATE FOR EUR/NB E.O. 12958: N/A TAGS: PGOV, PINS, LH, HT17 SUBJECT: GOL DEFENSE. 


FINCEN E.O. 12958: DECL: 12/05/2010 TAGS: ETTC, KTFN, EFIN, SY, TU SUBJECT: MEHLIS RE 


aS: ECON, EAGR, ELTN, ECIN, SY SUBJECT: FATAL EXPLOSION IN LATTAKIA PORT 1. (SBU) 
A E.O. 12958: DECL: 12/05/2015 TAGS: ETRD, ETTC, PREL, SY SUBJECT: SARG POLICIES ANE 


L JACKSON E.O. 12958: N/A TAGS: EAGR, ECON, ETRD, CD, USTR, Cotton-WTO SUBJECT: DE 
NESCO PARIS E.O. 12958: N/A TAGS: SCUL, ETRD, CJAN, UNESCO SUBJECT: USUNESCO 


=, EB/ESC/TFS FOR JEAN CLARK S/CT FOR TODD KUSHNER INL/C/CP FOR STEVEN PETERS! 


IS STATE ALSO FOR NATIONAL PARK SERVICE - S MORRIS E.O. 12958: N/A TAGS: SENV, S 


1, PREL, MNUC, UNGA SUBJECT: PARAGUAY: U.S. UNGA FIRST COMMITTEE RESOLUTION ON 
18: DECL: 12/05/2015 TAGS: MARR, MOPS, PGOV, PHUM, SNAR, CO SUBJECT: MILITARY JUSTI 
BLAMPRON EB/IFD/OIA EB/CBA L/LEI L/'EB WHA/EPSC FOR KURS, LGUMBINER STATE PASS 


1PAK/RBARNES E.O. 12958: N/A TAGS: KRVC, TPHY, EWWT, BP, FM, KR, NR, RM, TL, TV, NZ, Y 


EL, MNUC, EG, UNGA SUBJECT: EGYPT: DEMARCHE ON UNGA FIRST COMMITTEE RESOLUT 


ALSO PASS TO USAID USAID/W FOR A/AID ANDREW NATSIOS, JBRAUSE DCHA/OFDA GGOTT 


RREA), AF/E, DRL (KELLY) E.O. 12958: N/A TAGS: PREL, PREF, SU, VT SUBJECT: POPE CALLS 


aS: PTER, PREL, JO SUBJECT: JIPTC PLOTTERS PUBLICLY ARRAIGNED REF: A. TD-314/5276! 


>, INL JUSTICE FOR OIA, AFMLS, NDDS TREASURY FOR FIN CEN DEA FOR OILS, OFFICE OF I 


T FOR SA/INS, PRM E.O. 12958: DECL: 12/06/2015 TAGS: PGOV, PHUM, PREF, NP SUBJECT: El 


L; LONDON, PARIS FOR AFRICA WATCHER; E.O. 12958: N/A TAGS: KDEM, PGOV, PREL, PHUN 


8: DECL: 12/02/2015 TAGS: PREL, PGOV, TU, RS SUBJECT: TURKEY/RUSSIA: TURKEY SUPPOI 


, EUR/PGI E.O. 12958: N/A TAGS: ETRD, EAGR, AVIANFLU SUBJECT: AVIAN FLU: GREEK POUL 


¿YOUNG AND FETCHKO; EUR/PGI: REASOR; S/CT:KUSHNER E.O. 12958: DECL: 12/12/2030 TZ 
S AF/S FOR B. NEULING SENIOR AFRICA DIRECTOR C. COURVILLE E.O. 12958: DECL: 12/06/ 


TATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POLAD STATE PASS AID FOR LAC/C/ 
A AND EB/CIP USTR FOR SAUMS/AUGEROT/MCHALE/NEUREITER USAID FOR ANE/MEA MCCI 


RPI AND SA/PD E.O. 12958: N/A TAGS: PREL, EAID, EINV, KU, PK SUBJECT: MUSHARRAF THA 


R ISN/PTR MICHAEL CURRY E.O. 12958: DECL: 12/02/2015 TAGS: AU, KNNP, PARM, RS, TU SU 
C E.O. 12958: N/A TAGS: KVPR, PTER, CVIS, CMGT, ASEC, PINR, PREL, AU SUBJECT: VISAS V 


OR WHA/CAR/ (WBENT), WHA/EPSC (JSLATTERY) SANTO DOMINGO FOR FCS AND FAS TRE 
NTERN COORDINATOR E.O. 12958: N/A TAGS: ETTC, KOMC, FR SUBJECT: FRANCE: BLUE L, 


: FOR FICHTE E.O. 12958: DECL: 12/04/2015 TAGS: EZ, RS, PGOV, PHUM, PINR, PREL SUBJEC 


iM, PREL, MNUC, GT, UNGA SUBJECT: GUATEMALA: RESOLUTION ON COMPLIANCE WITH NC 


EB AND PRM USAID/W FOR DCHA/OFDA, FFP, CMM AND OTI ACCRA FOR USAID/WARP NAIF 


JCE) E.O. 12958: N/A TAGS: SNAR, AFIN, PA SUBJECT: PARAGUAYVS INL FLASH REPORT FOF 


2L: 12/06/2015 TAGS: PGOV, KDEM, IZ, Ba\ath, Elections SUBJECT: IECI POSTS COMPLETE CAI 


WC, KPAO, Terror attacks SUBJECT: WHITE HOUSE REQUEST FOR INFORMATION ON HOST C 
ADVOCACY CENTER/CHRISTOPHER JAMES. HELSINKI - PASS TO FCS/ROBERT PEASLEE. RI 


>, EB PLEASE PASS TO USTDA - CARL KRESS E.O. 12958: N/A TAGS: ECON, EAID, EFIN, ETRE 


ASS AIT/WASHINGTON FROM AIT KAOHSIUNG BRANCH OFFICE E.O. 12958: N/A TAGS: EWW 


JEPT FOR EAP/MLS DEPT PASS USAID VIETNAM DESK E.O. 12958: N/A TAGS: ETRD, EFIN, Es 


2958: N/A TAGS: PGOV, BM, PRELC, UNSC, NLD SUBJECT: BURMA: NLD EXPRESSES GRATIT 


OR CA/FPP, DS/IP/WHA, DS/I/VF SENSITIVE E.O. 12958: N/A TAGS: ASEC, KFRD, CVIS, CMGT 


VIBASSADOR QUINN, S/CT, SA/A NSC FOR AHARRIMAN, KAMEND CENTCOM FOR POLAD, CG 
JEPT FOR SA/FO AMBASSADOR QUINN, S/CT, SA/A NSC FOR AHARRIMAN, KAMEND CENTCC 
2/07/2015 TAGS: PGOV, TW, Domestic Politics SUBJECT: VICE PRESIDENT LU HSIU-LIEN NAME 


> E.O. 12958: N/A TAGS: EFIN, KJUS, KNNP, KTFN, NP SUBJECT: POSSIBLE NORTH KOREAN Il 


RPI, T, AND PM E.O. 12958: N/A TAGS: PREL, PGOV, PARM, KLEG, KU SUBJECT: UPDATE ON, 


A/FO AMBASSADOR QUINN, SA/A NSC FOR AHARRIMAN, KAMEND FOR CENTCOM FOR POL/ 


ALSO PASS TO USAID USAID/W FOR A/AID ANDREW NATSIOS, JBRAUSE DCHA/OFDA GGOTT 


«SCA, TBIO, OTRA, El SUBJECT: COUNTRY CLEARANCE GRANTED TO NIH/FIC DR. MERIKAN: 
«SCA, TBIO, OTRA, US, El, DA SUBJECT: COUNTRY CLEARANCE GRANTED TO PAULINE LOG, 
TPHY, OTRA, KSCA, NSF, El SUBJECT: COUNTRY CLEARANCE GRANTED TO DRAGANA BRZA 
zAIR, OTRA, EI SUBJECT: COUNTRY CLEARANCE GRANTED TO FAA PERSONNEL - KATHIE Dt 


3NEULING OES/IHA FOR DR. DANIEL SINGER, REBECCA DALEY INR/GI RAYMOND LESTER N! 
3: N/A TAGS: SENV, FR SUBJECT: SUPPORT FOR PARTNERSHIPS TO REDUCE MERCURY POL 


IS E.O. 12958: DECL: 12/05/2015 TAGS: ECON, ENRG, ETRD, IR, AM SUBJECT: IRANIAN ENER: 


A TAGS: AORC, PHUM, PREF, PREL, FI, Finland-Syria SUBJECT: FINLAND SUPPORTS MDA PRC 
2L: 10/10/2015 TAGS: PGOV, PREL, KPKO, CG SUBJECT: DRC ARRESTS SUSPECT FOR MURD 


12/07/2015 TAGS: AORC, PHUM, PREF, PREL, IS, JO, ICRC SUBJECT: URGENT MDA DEMARCI 
PREF, PREL, AORC, IS, SZ, CA, ICRC SUBJECT: CANADA ON MDA: EXPECT A YES VOTE REF 


EB AND PRM USAID/W FOR DCHA/OFDA, FFP, CMM AND OTI ACCRA FOR USAID/WARP NAIF 


R SA/AR, EUR/ERA, EUR/SCE AND EUR/AGS E.O. 12958: DECL: 12/06/2015 TAGS: PREL, ECON 


¿LA E.O. 12958: N/A TAGS: PHUM, KPAO, OIIP, JO SUBJECT: Embassy Amman Public Outreach f 


M ALSO FOR POLAD E.O. 12958: DECL: 12/05/2015 TAGS: PREL, PGOV, MARR, EAID, NS, Articl 
SSELS FOR MEZNAR DEPARTMENT FOR PRM/MCE CSANTOS AND WHA/CAR E.O. 12958: N/ 


IR WCRAFT, BLAMPRON E FOR DEDWARDS WHA/EPSC FOR KURS, LGUMBINER STATE PAS. 
iS: AORC, PHUM, PREF, PREL, IS, SZ, AU, ICRC SUBJECT: MDA: AUSTRIA CONFIRMS YES VO 
: 12/02/2014 TAGS: PARM, MARR, MASS, CA, VE, Arms Control SUBJECT: (C) CANADA SHARES 
TATE FOR WHA/CAR DRL S/CRS SOUTHCOM ALSO FOR POLAD STATE PASS AID FOR LAC/C/ 


958: DECL: 12/06/2015 TAGS: AORC, ICRC, PHUM, PREF, PREL, IS, SZ, CI SUBJECT: MDA: DEN 
M, PREF, PREL, IS, SZ, PE, ICRC SUBJECT: MDA: PERU TO VOTE YES REF: STATE 220750 Pc 


), INFO WHA/PDA (SLEBENS/MDCONNERS/GADAMS/JMONSERRATE), WHA/PD (GGALLEGOS 
GS: KCRM, KJUS, MARR, MCAP, MOPS, PGOV, PINR, PINS, IZ SUBJECT: CANADA: FUNDING A 


> E.O. 12958: N/A TAGS: EFIN, KJUS, KNNP, KTFN, NP SUBJECT: POSSIBLE NORTH KOREAN Il 
AP, L/PM, PM/ISO, INR AND DRL E.O. 12958: N/A TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, 
ASE PASS USTR - VESPINEL AND KHAUDA STATE FOR EB/TPP/IPE-SWILSON AND EAP/ANP-D 
- AND EAP/ANP E.O. 12958: N/A TAGS: AORC, PHUM, PREF, PREL, NZ SUBJECT: NEW ZEALAN 
T FOR SA/INS E.O. 12958: DECL: 12/08/2015 TAGS: AORC, ICRC, PREL, PHUM, PREF, IS, SZ, U 
STATE FOR SA/FO, SA/A, EB NSC FOR KAMEND TREASURY FOR APARAMESWARAN COMME 
12/09/2015 TAGS: PREL, PGOV, GG, South Ossetia SUBJECT: TENSIONS RISING IN SOUTH OS 


= E.O. 12958: N/A TAGS: DTRO SUBJECT: Almaty delivery of JCIC-DIP-05-018 REFS: A) Geneva 
IECL: 12/8/2015 TAGS: MCAP, TI, BE, UZ SUBJECT: IIR 6 947 0014 06/BELGIANS LOOKING FOR 
IECL: 12/8/2015 TAGS: MCAP, TI SUBJECT: IIR 6 947 0015 06/PRESIDENT TO DECLARE NEW N 


, CAIRO, NAIROBI FOR CONSUL OFFICER E.O. 12958: N/A TAGS: KFRD, ER, DJ SUBJECT: ET 


SWALKER, EB/ESC/TFS JCLARK, LONDON FOR LTSOU E.O. 12958: N/A TAGS: EFIN, ETTC, KT 
SWALKER, EB/ESC/TFS JCLARK, LONDON FOR LTSOU E.O. 12958: N/A TAGS: EFIN, ETTC, KT 


AGRICULTURE FOR DLP, ITP, ICD WARSAW FOR FCS AND FAS E.O. 12958: N/A TAGS: ETRD, | 
SON & JCURRERI E.O. 12958: N/A TAGS: KPAO, OEXC, SCUL, SY SUBJECT: ENGLISH LANGUA 


O DS/DSS, DS/IP, WMED/JCTRIPLETT FAS/CMP/DLP WETZEL AND MAGGINNIS FAS/ITP/EAME 
PT PLEASE PASS TO DS/DSS, DS/IP, M/MED/JCTRIPLETT FAS/CMP/DLP WETZEL AND MAGGI 


SION UNESCO PARIS FOR INT/USGS/RESTON/JSAFFER E.O. 12958: N/A TAGS: KSCA, TPHY, 
> E.O. 12958: N/A TAGS: KTFN, EFIN, PTER, PREL, ETTC, NP SUBJECT: TERRORISM FINANCE 


IT FOR SA/FO, SA/A, S/CT, EUR/RPM NSC FOR AHARRIMAN, KAMEND CENTCOM FOR POLAD 
N JASON MACK E.O. 12958: N/A TAGS: AORC, PHUM, PREF, PREL, CS, ICRC SUBJECT: COST, 


| E.O. 12958: DECL: N/A TAGS: EAID, PGOV, PNAT, PREL, IZ, Reconstruction SUBJECT: AMBAS? 


JR EUR/CACEN E.O. 12958: N/A TAGS: PREL, MARR, MOPS, IZ, AM SUBJECT: NATIONAL ASS 


AID/DCHA FOR WGARVELINK, LROGERS DCHA/OFDA FOR GGOTTLIEB, MMARX, IMACNAIRN 


8: DECL: 12/08/2010 TAGS: PTER, KTFN, PREL, TU SUBJECT: TAKING ACTION AGAINST PKK IN 


12/03/2015 TAGS: PGOV, PREL, GG, South Ossetia SUBJECT: PEACE PLAN FOR SOUTH-OSSE 
358: N/A TAGS: AORC, PHUM, PREF, PREL, IN, Human Rights SUBJECT: INDIA REITERATES SUI 


st delivered reftel demarche on Geographic Indications to Walid El Nozahy, Head of WTO Departme 


NITORS FOR BOLIVIAN ELECTIONS REF: SECSTATE 214591 1. (U) Poloff spoke with MFA des 
:XPERTS REFUTE MEDIA SCEPTICVS CLAIMS ON BIOTECHNOLOGY; MPP GOALS: EP-ECONC 


AUSTRIA: REVIEW OF LIBERTAD ACT SUSPENSION REF: STATE 207359 Classified By: Econoi 


S And Phytosanitary Program Proposal REF A: State 205212 B: ABUJA 2283 1. (U) On November 


A: ECONOMIC BRIEFS, OCTOBER/NOVEMBER 2005 1. (U) Summary: The GONvs single digit in 


E E.O. 12958: DECL: 11/28/2015 TAGS: PTER, CVIS, CASC, PGOV, PREL, PINR, FR, EUN SUBJI 
IBJECT: OPENING OF NEW POLICE BASE AT PALMA PAMPA REF: LIMA 4784 1. Summary: Tht 


STRATION E.O. 12958: N/A TAGS: ETRD, PBTS, PGOV, PREL, CA, Border Patrol SUBJECT: Brin 
:LOPMENTS IN CONGRESS AND THE LEAD-UP TO MARCH CONGRESSIONAL ELECTIONS RE 
SION REF: STATE 207709 Poloff delivered reftel talking points Nov 21 to Petr Kavan, Czech MFAA 


=INV, ENRG, EAGR, EFIN, PGOV SUBJECT: CHINA\'S LIMITED TIES TO COLOMBIA REF: A. BEI 


IITORS FOR BOLIVIAN ELECTION REF: SECSTATE 214591 On November 28, emboff delivered r 


ài SURINAME\'S DEBTS REFS: A. PARAMARIBO 684 B. PARAMARIBO 514 CLASSIFIED BY / 


>/T/SV E.O.12958: N/A TAGS: OIIP, PE SUBJECT: REQUEST FOR A U.S. SPEAKER FOR CONME 
31AS DEMARCHE DELIVERED REF: STATE 213779 Classified By: Political Counselor Jeffrey DeL: 


PTER, ASEC, EFIN, KCRM, NZ SUBJECT: NEW ZEALAND TERRORISM REPORTING OFFICER 
(U) Begin Summary: Sam Sullivan of the Non Partisan Association defeated Jim Green of Vision Van 


-AND USDOC FOR 4420/USFCS/OCEA/EAP/LDROKER USDOC FOR 3132/USFCS/OIO/EAP/AD; 


VETTING REQUEST FOR DECEMBER 1-10 TRAINING REF: SECSTATE 214895 1. Embassy Pre 


2015 TAGS: OREP, TW, ECON, PREL, Foreign Policy, Military Issues, IPR, Trade SUBJECT: SENAT 
ATION FOR TERRORISM REPORTING OFFICER REF: STATE 213099 (SBU) Post\'s terrorism re 
RDC IN NORTH KIVU Classified By: PolOff TJNaber, reasons 1.4 b/d. 1. (C) According to MONUC 


HUMAN RIGHTS VETTING SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
3H E.O. 12958: N/A TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, HUMAN RIGHTS VETTING € 


-IC: SOLICITING SUPPORT FOR UN REQUEST FOR DEDICATED AIRCRAFT REF: A. SECSTATI 
: TAIWAN\'S DECEMBER 3 LOCAL ELECTIONS: THEMES AND TRENDS REF: A. TAIPEI 4646 

UK E.O. DECL: 11/26/2015 TAGS: PGOV, PREF, PREL, NI SUBJECT: NIGERIA: VICE PRESIDEN 
DIST ATROCITIES CONTINUE DESPITE CEASEFIRE SUMMARY ------- 1. Despite a three-montt 


NGO DRAFT LAW DEMARCHE REF: A. STATE 212899 B. STATE 214783 C. MOSCOW 14 


TO ETHIOPIANS ARRESTED AT JOMO KENYATTA INTERNATIONAL AIRPORT (JKIA) REF: A. NA 
UNESCO, EUN SUBJECT: USUNESCO GUIDANCE REQUEST: EXHIBITS REF: Paris 7472 1. 

BUREAUS, IO/PSC (BFITZGERALD) DEPT ALSO PLEASE PASS TO UN SECURITY COUNCIL CC 
AMER, ENRG, KU, KATRINA AID SUBJECT: NATIONAL ASSEMBLY DID NOT/NOT VOTE ON KAT 


LIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA SOUTH ASIA RESPONSE MANA! 


(IP, Visits SUBJECT: SCENESETTER FOR FBI DIRECTOR MUELLERVS VISIT TO EGYPT Classifi 


zL, PTER, SCUL, SOCI, muslim community SUBJECT: EMBASSY GHANA\S RAMADAN OUTREAC 


ANTERN: RESPONSE TO PRE-LICENSE END USE CHECK ON LICENSE 05-970107 REF: STATI 
?DATED CONTACT INFORMATION FOR POST TERRORISM REPORTING OFFICER REF: STATE 
-IRST STEP IN DEMOCRATIC REBUILDING REF: QUITO 2235 1. (SBU) Summary: Achieving a 


(CES TO TRAIN AND EQUIP FOREIGN FORCES A. TDY TEAMS (FOREIGN MILITARY TRAININC 


NAN ELECTIONS DEMARCHE DELIVERED REF: STATE 214591 As requested in reftel, post deliv 


ARABIA Classified By: AMBASSADOR ZALMAY KHALILZAD FOR REASONS 1.4 (B) AND (D). 1. (1 
quests 11 Helicopters to Assist with Haitian Elections 1. Post received a diplomatic note November ; 
H PARTICIPATION IN THE DECEMBER 4-5 KABUL CONFERENCE REF: STATE 211164 (SBU) V 


LIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA SOUTH ASIA RESPONSE MANA! 
3: DECL: 11/24/2015 TAGS: KPAO, OPRC, PGOV, PREL, VE SUBJECT: TELESUR MARCHES FOF 


- DEMARCHE ON U/S BURNS & U/S JOSEPH SFRC TESTIMONY REGARDING INDIA CIVIL NUC 


GLOBAL LEADER IN FUEL CELL TECHNOLOGY 1. Summary. British Columbia (BC) has the work 


ON AND KFERGUSON USTR FOR KSCHAGRIN/JMCHALE FCC INTERNATIONAL BUREAU FOR 
TA RICA: SUSPENSION OF TITLE III OF THE LIBERTAD ACT REF: A. SECSTATE 207359 B.: 
2015 TAGS: PGOV, PREL, KDEM, ECON, KCRM, PINR, HO SUBJECT: HONDURAN PRESIDENTI, 


3EVELLE MARINE RESEARCH CLEARANCE REQUEST, JANUARY 20 - MARCH 3, 2006 FILE NO 


ION UPDATE: CAMPAIGNING IN SOUTH KAZAKHSTAN 1. (U) During a November 8-10 visit to SI 


PASS EXIM, OPIC, AND USTR STATE ALSO PASS USAID FOR AA/ANE and AA/G TREASURY FC 


REF: STATE 215879 1. Post welcomes and grants country clearance to Dr. David Segal, Senior Prir 
;, PHUM, PREF, PREL, ICRC, MZ SUBJECT: MOZAMBIQUE: REPONSE TO DEMARCHE ON MDA 


JBJECT: TROOPS, LEGAL ACTIONS INCREASE BAYELSA TENSION Classified By: Consul Gene 


COUNTRY CLEARANCE FOR NSF DR. MARIO ROTEA REF: STATE 214936 1. Embassy welco 


PARATIONS FOR AVIAN INFLUENZA REF: A. SECSTATE 209622 B. SANTIAGO 02393 1. Su 
OTICE ON SYRIA AND THE MEHLIS REPORT REF: STATE 214622 Classified By: CDA Elisabeth 


ICIALS, POL SUBJECT: AMBASSADOR DISCUSSES UPCOMING LEGISLATION WITH PARLIAME 
z, SY, KU SUBJECT: DEMARCHE POINTS DELIVERED--FINCEN 314 (A) NOTICE ON SYRIA AND 
RDING FINCEN 314 (A) NOTICE ON SYRIA DEMARCHE REF: STATE 214622 Classified By: Pol/l 


: ETRD, ECON, EAGR, KIPR, KE, WTRO SUBJECT: KENYA: EU APPEARS TO HOLD SWAY ON I 


N RIGHTS DAY: NO SCHEDULED ACTIVITIES IN KUWAIT REF: SECSTATE 202764 Per reftel, P 


) SUBJECT: Peru Position on WTO Issues Unclear REF: A) STATE 207068 B) STATE 204611 C) S 
: PREL, PGOV, TU, IZ, US SUBJECT: (S) TURKS OFFER DEC 3 MEETING WITH IRAQI SUNNIS 


3 CONCERNS OVER RUSSIAN DRAFT LAW ON NGOS REF: SECSTATE 212899 Classified By: F 
ON MEMORANDUM OF UNDERSTANDING REF: A. STATE 214286 B. STATE 206962 Classifi 


C SUBJECT: UAEG\'S PREPARATIONS FOR AVIAN INFLUENZA REF: A)STATE 209622, B)STATE 


, SOCI SUBJECT: UPDATE ON EXTENSION OF POLICE TRAINERS AT THE JORDAN INTERNAT 
4 ELECTIONS REF: SECSTATE: 214591 Classified By: PolOff Jarahn Hillsman, Reasons 1.4 (b&d) 
JECT: SHIELD S13A-05: AUSTRIAN FIRM\'S ACTIVITY MAY TRIGGER IRAN NONPROLIFERATIO 


BJECT: IRAQIS ARRIVE IN DAMASCUS TO RUN OCV REF: DAMASCUS 6165 Classified By: Cha 
TE 214591 1. Poloff delivered reftel demarche to Bolivia Desk Officer Philippe Letrillard on Novembe 


3EF: STATE 214591 1. (U) On 29 November PolCounselor delivered reftel demarche to Clemente E 


HUDA) TREASURY FOR MAUREEN WAFER E.O. 12958: N/A TAGS: PGOV, PREL, KDEM, HA, El 


IN KTFN KVPR PTER SUBJECT: RESPONSE: POST TERRORISM REPORTING OFFICERS REF 
T: USPTO JANUARY 2006 ACADEMY ON THE ENFORCEMENT OF INTELLECTUAL PROPERTY I 


IDS/BOLIVIA: DUTCH MAY CONSIDER SENDING MONITORS REF: SECSTATE 214591 1. (SBU) 


SUBJECT: SEEKING SUPPORT FOR THE OAS MISSION IN COLOMBIA REF: STATE 207705 On 


PREL, JM SUBJECT: NSC-DIRECTED REVIEW REGARDING SUSPENSION OF TITLE III OF THE 
3AL RESERVE; TREASURY FOR KUSHLIS, TOLOUI, WAFER, KLINGENSMITH; DOJ FOR OIA (M 
TORS FOR BOLIVIAN ELECTIONS REF: STATE 214591 1. (U) On 11/30, PolOff discussed reftel p 
VIAN ELECTIONS REF: STATE 214591 1. On 11/28, D/Polcouns presented reftel demarche on the 
T: GUATEMALA: DEMARCHE ON BOLIVIAN ELECTIONS ELECTION MONITORS REF: SECSTAT 


NINELAND, USDOC FOR 4431/ITA/MAX/AP/OPB/TAIWAN/MBMORGAN E.O. 12958: N/A TAGS: E 


3H E.O. 12958: N/A TAGS: MASS, MARR, MOPS, PREL, PHUM, TH, HUMAN RIGHTS VETTING € 


Consular Equipment Ref: State 209905 and previous 1. Equipment shipment has been received, a 
), POLITICAL SUBJECT: KAZAKHSTAN: MFA RESPONSE ON MI-8 AND MI-17 SPARE PARTS RE 


S REPORT DELIVERED REF: STATE 214622 Classified By: DCM DANIEL RUBINSTEIN. REASON 


! AVIAN INFLUENZA WORKING GROUP REF: A. KUWAIT 4516 B. KUWAIT 4673 = C. KUWAI 


QUE AND U.S. CONCERNS REGARDING CFE/ISTANBUL PARAGRAPH REF: SECSTATE 21732€ 
LIAN MEMORANDUM OF UNDERSTANDING 1. Mission Italy wholeheartedly endorses the propos 
LIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA SOUTH ASIA RESPONSE MANA( 


AO E.O. 12958: N/A TAGS: BEXP, EFIN, EAIR, EIND, ETRD, KTIA, AU SUBJECT: CAPE TOWN CC 
:D POMEROY AND FLEMING CA/OCS/ACS RICK DOWELL USAID FOR E&E/ECA/B/ANNE CONV 


;OUNTRY CLEARANCE FOR OBO PERSONNEL, CLARK, STEVENS, LOGOTHETY, DEUEL AND 
\TIC COLLEAGUES CONCERNED ABOUT MAOISTS, PARTIES REF: A. KATHMANDU 2556 B 


1: FRENCH RESPONSE REF: STATE 216314 Classified By: Political Minister-Counselor Josiah Ro: 
HA HFOSTER, IO/EDA SKOTOK FAS FOR FAA/IO/W E/SBLEGGI, MFAIR USDA FOR APHIS/IS/SH 


DE CANDIDATES LISTED BY COMMISSION ON PUBLIC INTEGRITY Classified By: Political Coun 


'REL, CA, Environment SUBJECT: Ontario Environment Minister Traveling to Montreal Ref: Toronto 


ADVANCE OF OIC SUMMIT REF: AMMAN 4991 Classified By: Ambassador David Hale, for reason 


EN B. WILLIAMS E.O. 12958: N/A TAGS: OVIP, OTRA, ASEC, AU SUBJECT: VISIT TO VIENNA OF 


TOURISM GROWTH A DELICATE BALANCE 1. Summary: Plans to expand tourism opportunities c 


II CBP/INA- JGOUGE, PWARKER DOC FOR PETERSON-BEARD USCG FOR CWILSON E.O. 12€ 


SC/TFS FOR SALOOM E.O. 12958: DECL: 11/30/2015 TAGS: ECON, EFIN, EINV, ETTC, SY SUB. 


JN SUBJECT: DEMARCHE ON RUSSIAN DRAFT NGO LAW: AUSTRIA SHARES U.S. CONCERNS 


JER OBSERVERS FOR BOLIVIAN ELECTIONS IF GOB MAKES FORMAL REQUEST REF: STATE 


\ CENTCOM FOR POLAD STATE PASS USAID/W E.O. 12958: DECL: 12/01/2015 TAGS: PREL, Pt 


12/01/2015 TAGS: PREL, EU, PGOV, IT, OSCE SUBJECT: ITALY INSISTS IT IS FIRM ON PRESSUI 


: OF AMBASSADOR RALSTON NETTLEFORD REF: GOERTZ/BENT 11/15/2005 FAX 1. Respons 


R STATE PASS AID FOR LAC/CAR USDOC FOR 4322/ITA/MAN/WH/OLAC (SMITH, S.) E.O. 1295 


, OIIP, KRIM, KGIT, APER, PREL, AFSI, KWWW, KPAO, AADP, HO SUBJECT: VIRTUAL CONSULA 


ATIONAL CIRCUIT BLOCKAGE A DOMESTIC MATTER REF: STATE 177365 SENSITIVE 1. Sum 


INSE TO NAC COMMUNIQUE CFE LANGUAGE DEMARCHE REF: STATE 217326 Classified By: 


STON TASHKENT FOR ESTH PLEASE PASS TO USTR FOR PBURKHEAD E.O. 12958: N/A TAG: 


, ASEC, KCRM, EFIN, NP SUBJECT: NEPAL: 2005 COUNTRY REPORTS ON TERRORISM REF: 


CONWIT REF: STATE 217815 1. Post welcomes and grants country clearance to Dr. Huaibin Cai, 


UBJECT: INDIAVS DEMOCRACY AND ECONOMY MINIMIZE EXTREMIST RECRUITMENT OF JU" 


2ARTY (DEHAP) VICE PRESIDENT HIKMET FIDAN ASSASSINATION TRIAL REF: A. ANKARA 41t 
INANCING COORDINATING OFFICER REF: STATE 175637 1. In response to reftel, Post,s Terror 


;ROSSROADS, SAYS HEAD OF SOCIAL-ECONOMIC COUNCIL SUMMARY ------- 1. The Netherl 


GS: SNAR, AFIN, AMGT.JM SUBJECT: FY 2006 PROGRAM DEVELOPMENT AND SUPPORT (PD 


: STATE 212973 1. On November 23, POLCOUNS delivered reftel points on next steps for the Foun« 


DEVELOPMENT CONTENT OF THE DOHA DEVELOPMENT ROUND REF: NONE 1. (U) Deputy 


ONDURAS: WAIVER OF LIBERTAD ACT TITLE III REF: A. A) SECSTATE 207359 B. B) TEGUI 


3CO, KSI SUBJECT: USUNESCO: GUIDANCE REQUEST ON FUNDING STIPULATIONS REGARD 


3AINST WMD PROLIFERATION FINANCE AT A STANDSTILL REF: (A) STATE 214780 (B) OTTAW 


REF: LIMA 5145 1. Summary: During a six hour visit to Ecuador on December 1, ChileVs Preside! 


CT: WTO GEOGRAPHICAL INDICATIONS REF: SECSTATE 210829 We delivered reftel demarche 
lary: Officials from the National Nuclear Security Administration\'s (NNSA) Office of Defense Nuclear 


VIEW REGARDING TITLE III OF THE LIBERTAD ACT REF: STATE 207359 Classified By: Charge 


: EFIN, ECON, PGOV, CA, Elections SUBJECT: CANADAVS ECONOMY STRONG AS ELECTION C 
NG OPERATION THWARTED 1. U.S. Customs and Border Patrol (CBP) personnel arrested a grou 


„STATE 214591 (U) Poloff delivered reftel demarche to Harold Hickman, FAC Deputy Director for the 


B) STATE 13048, C) 03 STATE 284912, D) 02 STATE 195704 STATE 00219156 001.2 OF 00 


'E PRESENCE IN IRAQ REF: STATE 215616 Classified By: Economic Counselor Stephen Carrig fc 


CE ON SYRIA AND THE MEHLIS REPORT REF: A. STATE 214622 B. KUWAIT 4960 (SBU) ¢ 
GOK ABOUT WTO AGRICULTURE STANCE REF: A. STATE 211956 B. STATE 209236 (U) Or 


3ON 1. Ambassador Ross Wilson arrived Ankara, Turkey on December 3 at approximately 1710 loc 


E.O. 12958: DECL: 12/04/2015 TAGS: AEMR, ASEC, PTER, AMGT, YM, EAC SUBJECT: SANAA E 
ANK: SADDAM\'S SOCIALISM ALIVE AND WELL IN ANBAR Classified By: Michael J. Adler, Acting 


BUDGET HOPES, NEW FINANCE MINISTER, AND THE 11/9 BOMBINGS REF: A. AMMAN 9036 
is and Trade SUBJECT: CARE/TAJIKISTAN FY 2006 DECEMBER CALL FORWARD FOR THE FY 2 
GEORGIA PROMISES TO BACK U.S. POSITION REF: STATE 00196384 1. Per reftel, Post delive 


3TS USG ASSISTANCE TO URGE IRAQI GOVERNMENT TO SHARE DOCUMENTS RELATED TO 


TTER FROM SECRETARY TO PRESIDENT GAYOOM ON DEMOCRATIC REFORMS REF: A. COL 


TAGS: PTER, PREL, PGOV, JO, IZ, SA, KU, TERRORISM SUBJECT: PENINSULA LIONS VERDIC1 


IESOLUTION ON COMPLIANCE REF: STATE 218978 Sensitive but unclassified. Please protect ac 


;, LEADERS DO NOT (U) CLASSIFIED BY: Jonathan Edwards, DATT, USDAO Dushanbe, DIA. RE. 


IG OPPOSITION IN DISQUIETING MOVES REF: A) YEREVAN 2075 B) YEREVAN 2081 C) YERE\ 


ECT: MALAWI REQUESTS END USER AGREEMENT ON HELICOPTERS REF: A. LILONGWE 82! 


SPENDING ON THE RISE 1. (SBU) Summary: Lithuania is set to achieve a 15 percent increase in i 


zPORT FINANCING DEMARCHE: TURKEY REF: A. STATE 214622 B. DAMASCUS 6224 Clas: 


Local and international press reported widely yesterday a huge explosion in the Lattakia port that resi 
) ACTIONS IN CUBA: TITLE III OF THE LIBERTAD ACT REF: SECSTATE 207359 Classified By: C 


MARCHE ON COTTON EVENT AT WTO HONG KONG MINISTERIAL REF: STATE 219191 1. (SI 
: UK REP REPORTS PLANS THAT EC ADOPT CULTURAL DIVERSITY CONVENTION IN MAY 20C 


ON TREASURY FOR ADAM SZUBIN /OFAC FOR PAUL LURIE E.O. 12958: DECL: 12/05/2015 TAC 


CUL, MARR, CJAN, CH, KS, UNESCO SUBJECT: USUNESCO: KOREAN DMZ: NO MECHANISM 


| COMPLIANCE REF: STATE 218978 On 12/5, PolOff discussed reftel points with the MFA\'s Direct 
CE REFORM BUDGET TO INCREASE REF: BOGOTA 10963 Classified By: Ambassador William E 
TO JUSTICE FOR M MENDELSOHN STATE PASS TO SEC FOR INTERNATIONAL AFFAIRS STAT 


Jessel Clearance SUBJECT: R/V KAVIMIMOANA MARINE RESEARCH CLEARANCE REQUEST, Jl 


ION ON COMPLIANCE REF: STATE 218978 Poloff delivered reftel demarche to MFA officials in the 


LIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA SOUTH ASIA RESPONSE MANAI! 


FOR RECONCILIATION IN SUDAN AND GREATER INTERNATIONAL COOPERATION IN DARFU 


5-05 B. AMMAN 7438 1. (U) Jordanian dailies carried front-page reports December 1 on the arrai 


JIVERSION CONTROL E.O. 12958: N/A TAGS: SNAR, NP SUBJECT: 2005-2006 INTERNATIONAL 


MBASSY RAISES TIBETAN REFUGEE PROBLEM REF: KATHMANDU 2633 Classified By: Charge 


A, DJ SUBJECT: DJIBOUTIAN PARLIAMENT REQUESTS POSTPONEMENT OF REGIONAL ELEC 


RTS PLANNED U.S.-RUSSIAN CONSULTATIONS ON REGIONAL CIS ISSUES REF: SECSTATE Z 


-TRY INDUSTRY UPDATE REF: A. STATE 216147 B. ATHENS 002748 1.(U) In response to inq 


\GS: PTER, PGOV, ASEC, IT, ANTITERRORISM/FORCE PROTECTION SUBJECT: MILAN MAGIS 
2015 TAGS: ASEC, PGOV, PHUM, PREL, Zl, Parliamentary Affairs SUBJECT: SENATE TAKES OFF 


AR INR/IAA (BEN-YEHUDA) TREASURY FOR MAUREEN WAFER E.O. 12958: N/A TAGS: PGOV, I 
-OUD COMMERCE FOR 4520/ITA/MAC/ANESA/TALAAT E.O. 12958: N/A TAGS: ECON, ECPS, EI 


\NKS KUWAIT FOR EARTHQUAKE AID; GOK AND PAKISTAN REACH AGREE ON CONCESSION 


IBJECT: UPDATE: U.S. PROPOSAL TO ANALYZE LEU SEIZED IN ISTANBUL REF: A. STATE 181C 
PER NOVEMBER 2005 MONTHLY ACTIVITY REPORT: VIENNA VISAS VIPER MONTHLY MEET 


zASURY FOR L LAMONICA E.O. 12958: NA TAGS: ECON, EFIN, JM SUBJECT: JAMAICAN ECO 
ANTERN LEVEL 3: POST-LICENSE END USE CHECK ON LICENSE 05-928205 REF: STATE 2112 


>T: CZECHS ALSO CONCEREND ABOUT RUSSIAN NGO LAW REF: STATE 212899 Classified By 


JN-PROLIFERATION, ARMS LIMITATION AND DISARMAMENT AGREEMENTS REF: SECSTATE 


1OBI FOR OFDA AND RFFPO DAKAR FOR RFFPO LIBREVILLE FOR REO, M. CASSETTA ROME 


1 THE PERIOD ENDING DECEMBER 06, 2005 The cumulative allotments and obligations for FY 20 


NDIDATE LISTS WITHOUT REMOVING DE-BAYATH NAMES; RESERVES RIGHT TO DISQUALIF* 


iOVERNMENT INTERACTION WITH TERRORIST VICTIMS NGOS. REF: STATE 218921 Althougl 
YADH - PASS TO FCS/NANCY CHARLES-PARKER. DUBAI - PASS TO FCS. USDOC - PASS TO N 


), ELTN, EAIR, PGOV, NP SUBJECT: USTDA IDENTIFIES PROFITABLE TRANSPORTATION PRO. 


'T, ETRD, ECON, TW, Trade, Transportation SUBJECT: KAOHSIUNG KMRT SUBWAY CONSTRUC 


AID, KHIV, VM, HIV/AIDS, FINREF, AFLU, WTO SUBJECT: VU KHOAN ANSWERS QUESTIONS F 


UDE FOR U.S. ROLE AT UNSC REF: USUN 2729 1. The Embassy received a letter from National 


, BR, Domestic Security & Crime SUBJECT: BRAZILIAN COPS BUST IMMIGRANT SMUGGLING R 


CFC-A, CG CJTF-76 TREASURY FOR LMCDONALD, WBALDRIDGE, APARAMESWARAN, ABAU 
)M FOR POLAD, CG CFC-A, CG CJTF-76 TREASURY FOR LMCDONALD, WBALDRIDGE, APARA 
=D ACTING DPP PARTY CHAIRMAN Classified By: AIT Acting Director David Keegan, Reasons: 1.4 


LLICIT FINANCIAL ACTIVITY REF: SECSTATE 220713 On December 7, 2005, Emboff demarched 


ARTICLE 98 REF: A. KUWAIT 4438 B. KUWAIT 3590 C. KUWAIT 3262 (SBU) Stressing its 


AND, CG CFC-A, CF CJTF-76 USAID FOR AID/ANE, AID/DCHADG SENSITIVE E.O. 12958 N/A T/ 


LIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA SOUTH ASIA RESPONSE MANA! 


GAS REF: STATE 219516 1. Post welcomes and grants country clearance to Dr. Kathleen Merikan 
AN REF: STATE 220660 1. Post welcomes and grants country clearance to Pauline Logan, Investic 
KOVIC REF: STATE 219389 1. Post welcomes and grants country clearance to National Science F 
ORICK REF: FAA DTG 061432Z DEC 05 1. Post welcomes and grants country clearance to Feder: 


5C FOR SENIOR AFRICA DIRECTOR C. COURVILLE USDOC FOR ROBERT TELCHIN TREASUR 
-LUTION: DEMARCH DELIVERED REF: STATE 218928 Science Officer delivered talking points co 


GY MINISTERVS VISIT TO ARMENIA - EVIDENCE OF STRENGTHENING TIES? REF: A) YEREVA 


JTOCOL REF: SECSTATE 220751 1. (U) In response to reftel, post confirmed that Finland strongl 
ER OF BANGLADESHI SOLDIERS REF: KINSHASA 337 Classified By: PolOff CBrown, reasons 1. 


JE: JORDAN REF: A. STATE 220749 B. STATE 206948 | C. AMMAN 6723 Classified By: Amt 
: SECSTATE 220751 Poloff delivered reftel to Catherine Godin, Deputy Director of the Humanitarian 


ROBI FOR OFDA AND RFFPO DAKAR FOR RFFPO LIBREVILLE FOR REO, M. CASSETTA ROME 


N, YI, BK, AF, AU, EUN SUBJECT: AUSTRIAN MFA ON DECEMBER EU FOREIGN MINISTERSV ME 


ollowing Secretary\'s Statement on Alleged U.S. Detention or SIPDIS Transportation of Terrorist Sus 


e 98 SUBJECT: SURINAME TO SIGN ARTICLE 98? REF: PARAMARIBO 736 Classified by Chart 
‘A TAGS: PREF, PHUM, PREL, ICRC SUBJECT: MDA: SURINAME NOT REPRESENTED AT GENE 


S TO USTR FOR AMALITO E.O. 12958: N/A TAGS: EINV, KIDE, PGOV, CS SUBJECT: CONSUME 
TE ON THIRD ADDITIONAL PROTOCOL REF: A) STATE 220751 B) VIENNA 3704 This message i 
CONCERNS ABOUT VENEZUELA ARMS TRANSFERS; TIGHTENS EXPORT LICENSE SCREENI 
AR INR/IAA (BEN-YEHUDA) TREASURY FOR MAUREEN WAFER E.O. 12958: N/A TAGS: PGOV, I 


AARCHE TO VOTE YES REF: A. SECSTATE 220751 B. SANTIAGO 2351 C. SANTIAGO 14* 
off delivered reftel demarche on the MDA to Carlos Roman, Head of the Peruvian Foreign Ministry 


), WHA/AND (JMONSERRAT), ECA/P/C (MKOUROUPAS/MMACLEAN) E.O.12958: N/A TAGS: Oll 
\PPROVAL FOR EXTENSION OF INTERNATIONAL POLICE TRAINERS AT JIPTC DELAYED REF 


LLICIT FINANCIAL ACTIVITY REF: SECSTATE 220713 On December 7, 2005, Emboff demarched 
HUMAN RIGHTS VETTING SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIG 
RICCI E.O. 12958: DECL: 12/07/2015 TAGS: ETRD, ECON, KIPR, NZ, WTO SUBJECT: NEW ZEA 
VD ON MDA VOTE REF: SECSTATE 220750 Pol-Econ Counselor raised reftel information with Sco 
N, NP SUBJECT: MDA: URGENT DEMARCHE ON THIRD PROTOCOL REF: SECSTATE 220750 
ACE FOR AADLER E.O.12958: N/A TAGS: ECON, ETRD, PREL, KPWR, EAID, PGOV, AF SUBJEC 
SETIA Classified By: Ambassador John F. Tefft, for reasons 1.4 (b) and (d) 1. (U) On December 2, t 


2690 (JCIC-XXVII-035) B) Geneva 2734 (JCIC-XXVII-041) C) State 216257 1. (SBU) On D 
| ALTERNATIVE TO TERMEZ (C) CLASSIFIED BY: Jonathan Edwards, DATT, USDAO Dushanbe, [ 
IATIONAL GUARD BATTALION READY FOR DUTY (C) CLASSIFIED BY: Jonathan Edwards, DAT” 


'HIOPIAN PASSPORTS REPORTED LOST 1. (U) Embassy Djibouti has been informed by the Ethic 


FN, KJUS, KNNP, PTER, PREL, KN, LE, SY, KU SUBJECT: DEMARCHES DELIVERED ON ASG AN 
FN, KJUS, KNNP, PTER, PREL, KN, LE, SY, KU SUBJECT: DEMARCHES DELIVERED ON ASG AI 


EAGR, LH, HT35 SUBJECT: LITHUANIA HAS NO AI-RELATED IMPORT RESTRICTIONS ON U.S. 
\GE FELLOW PROGRAM: DAMASCUS POINTS OF CONTACT REF: STATE 205373 Embassy 


:D POMEROY AND FLEMING CA/OCS/ACS RICK DOWELL USAID FOR E&E/ECA/B/ANNE CONV 
NNIS FAS/ITP/EAMED POMEROY AND FLEMING CA/OCS/ACS RICK DOWELL USAID FOR E&E/ 


OTRA, ECON, SENV, TBIO, AORC, FR SUBJECT: USUNESCO: COUNTRY CLEARANCE USGS D 
: ASG INDIVIDUALS REF: SECSTATE 220355 On December 8, 2005, Emboff delivered the demarı 


, CG CFA-A, CG CJTF-76 REL NATO/AUST/NZ/ISAF E.O. 12958 N/A TAGS: PREL, PGOV, PTER, 
A RICA CONTINUES TO SUPPORT ADOPTION OF THIRD PROTOCOL REF: A. STATE 220751 


3ADOR MEETS WITH WATER RESOURCES MINISTER, DISCUSSES TRANSBOUNDARY WATER 


:XEMBLY EXTENDS GOAM NON-COMBAT CONTINGENT TO IRAQ REF: 04 YEREVAN 2787 Sen 


, KCHANNELL DCHA/FFP FOR JDWORKEN, SBRADLEY AFR/EA FOR JBORNS, SMCCLURE RO 


N EUROPE REF: ANKARA 6233 Classified By: Econ/C Tom Goldberger. Reasons 1.5 b and d. 1. 


TIAN CONFLICT RESOLUTION Classified By: Ambassador John F. Tefft for reasons 1.4 (b) and (d) 
PPORT FOR RED CROSS PROTOCOL REF: A. STATE 220751 = B. NEW DELHI 6929 (SBU) DC 


nt, Ministry of Foreign Trade and Industry. El Nozahy had no immediate response. Post will report ai 


ik officer for Bolivia Anu-Vuori Kiikeri on November 28 about the rescheduled Dec. 18 elections. Kiike 
MIC PROSPERITY AND SECURITY 1. Activity: Four experts attending a USAID biotechnology cor 


mic-Political Counselor Gregory E. Phillips for reasons 1.5 (b) and (d). Policies to Advance Democra 


25 Economic Counselor met with Dr. Subah, who handles agricultural programs at ECOWAS. In res 


flation target now seems a mirage as inflation figures for August rose to 28.296 from 26.196 in July. E 


=CT: FRANCE: HSPD-6 TERRORIST LOOKOUT SHARING PROSPECTS REF: A) STATE 126313 
2 new NAS-sponsored police base at Palma Pampa was inaugurated November 16, although airborn 


ging Order to the Border: Detroit- Windsor Crossings Prepares for Big Events Ref: Toronto 2340 Se 
=F: A. BOGOTA 10588 B. BOGOTA 6143 + C. BOGOTA 5619 Classified By: CDA Milton K. Dru 
mericas Desk Officer. At his suggestion, Poloff and Polec Counselor met Nov 25 with Edita Hrda, Dirt 


JING 18953 B. BOGOTA 9143 C. STATE 138041 1. Summary. Ties between China and Col 


eftel points to Department of Foreign Affairs (DFA) Americas section Third Secretary Margaret Stanle 


AMBASSADOR MARSHA E. BARNES 1.4 b & d 1. (C) The Governor of the Central bank is embarra 


:MORATION OF BLACK HISTORY MONTH 1. Program description: Post requests a speaker to cor 
aurentis; Reasons 1.4 (b) and (d) (C) PolCouns delivered points in reftel to Vice Minister for Multilate 


Ref: State 213099 As requested reftel, the following is contact information for post\'s terrorism repor 
couver by a margin of less than four thousand votes in the city\'s mayoral elections on Nov. 19. The 


AVENPORT TREASURY FOR OASIA/LMOGHTADER TREASURY PLEASE PASS TO OCC/AMCM/ 


storia verifies that, as of this date, the Department of State possesses no credible information of gros 


OR ALLENVS MEETINGS IN TAIPEI REF: STATE 210950 Classified By: AIT Director Douglas Paal 
porting officer is Mark Petzolt, office tel: 962-6-590-6594, fax: 962-6-592-0159, home: 962-6-592-459 
Vs Goma office, the FARDC Fifth Integrated Brigade killed five FDLR militia who they had surprised v 


¡HTS VETTING FOR: NONG KHAI PROVINCIAL POLICE REF: A. DEA E-MAIL DATED 22 NOV. 2( 
SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS VETTING FOR: LT. YUT 


E 212960 B. IIR 6 824 0132 05 Classified By: Poloff Brian Greaney for reasons 1.4 (B) and (D) 1 

B. TAIPEI 4633 C. TAIPEI 4632 D. TAIPEI 4627 E. TAIPEI 4602 F. TAIPEI 4599 G.1 
IT ATIKU UPDATE ON DOMESTIC POLITICS CLASSIFIED BY AMBASSADOR JOHN CAMPBELI 
1 unilateral ceasefire announced on September 3 by Prachanda, Chairman of the Communist Party o 


636 Classified By: POLITICAL MINISTER COUNSELOR JOSIAH ROSENBLATT, FOR REAS ONS 


IROBI 4879 B. TD 314/72464-05 Classified By: RSO Jeffrey Culver, Reason 1.4 (c). 1. (S/NF) E 
(SBU) SUMMARY AND GUIDANCE REQUEST: Mission continues to receive requests from Americē 
)LLECTIVE NSC FOR THINNEN TREASURY FOR DGLASER OFAC FOR RWERNER E.O. 12958: 
“RINA AID PACKAGE DURING NOVEMBER 28 AND 29 SESSIONS REF: KUWAIT 4846 The Kuwe 


SEMENT TEAM SOUTH ASIA EARTHQUAKE TASK FORCE DCHA/FFP FOR JONATHAN DWORK 


ed by Ambassador Francis Ricciardone for reasons 1.4 (b) and (d). Director Mueller, 1. (C) Thank y 


3H TO MUSLIM COMMUNITY REF: STATE 159092 1. SUMMARY: This year Post continued to exf 


E 202806 1. PolOff made appropriate enquiries concerning license 05-970107. Through telephone 
= 213099 (SBU) Contact information for post terrorism reporting officer is Dayna Robison, phone: 43 
major democratic milestone and goal of the missions democracy support strategy (RefTel), on Nove 


3 TEAMS) B. MISSION: THE REQUIREMENT IS TO TRAIN AND EQUIP TWO NEW CHADIAN INF 


ered the demarche to the Head of the International Organizations Division and the Americas\' Desk o 


C) Prime Minister Jafari told the Ambassador that he has been invited to visit Saudi Arabia. He depaı 
24, 2005, from the United Nations Stabilization Mission in Haiti (MINUSTAH). Please see complete tt 
/e shared and discussed reftel points separately with MFA\'s South Asia and Economic Directorates. 


SEMENT TEAM SOUTH ASIA EARTHQUAKE TASK FORCE DCHA/FFP FOR JONATHAN DWORK 
WARD Classified By: PAO SALOME HERNANDEZ FOR 1.4 (D) 1. (C) Summary: On October 31, 


‘LEAR INITIATIVE REF: STATE 203310 Classified By: PolCouns Dennis Hearne, 1.4 (B) & (D) 1. ( 


J's largest concentration of fuel cell and hydrogen technology research and expertise. CG and DPO 


ETALAGA E.O. 12958: N/A TAGS: ECPS, ETRD, EINV, ECON, PE SUBJECT: TELECOMS REGUL 
SAN JOSE 1303 C. 04 SAN JOSE 3225 1. Costa Rica remains an outspoken critic of the Castro 
AL ELECTIONS TROT TO THE FINISH LINE: PROGRESS CONTINUES, THOUGH SLOWLY REF: 


. 2005107 REF: STATE 211064 Embassy forwarded documents received November 24, 2005 and 


hymkent, the capital of the Southern Kazakhstan Oblast, poloff examined the campaign climate of thi 


JR OASIA E.O. 12958: N/A TAGS: EFIN, EINV, RP SUBJECT: Turning Bad Loans into Good Assets 


1cipal Investigator, National Cancer Institute, NIH, to travel to Dublin, Ireland, from December 7 to 10, 
AND PRCS MEMORANDUM OF UNDERSTANDING REF: A. STATE 214186 B. MAPUTO 1521 


ral Brian L. Browne for Reason 1.4 (D) ------- SUMMARY ------- 1. (C) Summary: Yenagoa, the Baye 


mes and grants country clearance to Dr. Mario Rotea, Program Director, Division of Civil and Mechar 


immary: This cable outlines preparations in ChileYs public health sector. An evaluation of the Chilean 
|. Millard, Reason 1.4 (b/d) 1. (S) Post shared with Ministry of Foreign Affairs Acting Secretary Nabin 


:NTARY SPEAKER AL DHAHRANI Classified by Charge dVAffaires Susan L. Ziadeh for reasons 1.4 
THE MEHLIS REPORT REF: STATE 214622 (SBU) On November 29, Embassy delivered reftel pa 
=con Chief C. Doell for reasons 1.4 (b, d). (C) We delivered reftel points to Acting Head of the Finarx 


KENYAVS POSITION ON GEOGRAPHICAL INDICATIONS REF: (A) STATE 210829 (B) NAIROBI 4: 


ost confirmed that the Kuwait Society for Human Rights, the most recognized human rights organizai 


TATE 199791 D) STATE 199861 (SBU) We delivered reftel demarches to Ministry of Foreign Trade 
Classified By: CDA Nancy McEldowney, Reasons 1.4 (b), (d) 1. (S) Turkish MFA Middle East Direct 


’OL/ECON CHIEF MARY DALY, FOR REASONS 1.4 (B), (D) (C) On November 28, emboff deliverec 
ied By: MARTIN R. QUINN, DCM, REASONS 1.4 (B) AND (D). (C) On November 23, Pol Chief disc 


: 153483, C)STATE 151549, D) ABU DHABI 04225 1. (U) In response to the questions posed Reftel 


IONAL POLICE CENTER REF: A. SECSTATE 197466 B. PRAGUE 772 1. Pol Specialist Nov 2i 
1. (C) PolOff delivered RefTel points on November 29 to MFA Director of Bilateral Affairs Rafael Vei 
IN ACT (S) REF: STATE 214028 Classified By: Economic-Political Counselor Gregory E. Phillips for 


irge dV Affaires Stephen A. Seche, per 1.4 b,d. 1. (C) Sa\'ad Samarai, an official of the Independent I 
er 30. Letrillard underlined that the GoF fully supported efforts to ensure free, fair, and transparent eli 


iaena Soares, Andean Division Chief at the Ministry for External Relations. (Note: Per ref request, Pc 


ections SUBJECT: NEW DATES FOR HAITIAN ELECTIONS OFFICIAL 1. Post received Novembe 


: STATE 213099 Post\'s terrorism reporting officer is: Deputy Political Counselor Mark R. Kennon. H 
RIGHTS SURINAME NOMINATION REFS: (A) STATE 205353 (B) BOWSHER/SMITH EMAIL OF 1 


The Netherlands is receptive to the Bolivian governments call for bilateral assistance to the Organiz 


November 16, Poloff delivered reftel talking points in a meeting with Joy Wheeler, Director, Caribbea 


: LIBERTAD ACT REF:A. SECSTATE 207359 B. KINGSTON 01447 AND PREVIOUS Classified 
AZUREK AND ORJALES); SOUTHCOM ALSO FOR POLAD E.O. 12958: DECL: 11/30/2015 TAGS: 
oints with the MFA\'s Director of International Organizations, Julio Peralta. Mr. Peralta indicated that 
need for monitors for the Bolivian elections to the Foreign Ministry\'s Bolivia Desk Officer, Manuel De 
'E214591 (SBU) PolOff delivered reftel talking points to Foreign Ministry Deputy Director for South A 


:TRD, ECON, KIPR, TW, Trade, ESTH, IPR SUBJECT: TAIWAN ISSUES TAMIFLU COMPULSORY 


SUBJECT: THAILAND EMBASSY/STATE DEPARTMENT HUMAN RIGHTS VETTING FOR: LTC KH 


ccepted, and inventoried by post. The shipment was complete and no equipment was damaged. 2. 
:F: A. STATE 196411 B. ALMATY 3929 Classified By: POEC Chief Deborah Mennuti, reasons 1.4 


N 1.4 (E) 1. (S) Ecouns delivered reftel points November 30 to Central Bank of Jordan Deputy Gover 


T 4755 1. (U) SUMMARY Embassy convened a new committee of Emboffs and military officers at ! 


3 Classified By: Ambassador Thomas B. Robertson for Reasons 1.4(b,d) 1. (C) PolMiloff delivered re 
‚ed extension of the U.S. - Italian Memorandum of Understanding Concerning the Imposition of Impor 
3bMENT TEAM SOUTH ASIA EARTHQUAKE TASK FORCE DCHA/FFP FOR JONATHAN DWORK 


INVENTION: MORE FROM AUSTRIA REFS: A) VIENNA 3709 B) STATE 199212 THIS MESSAGI 
ERY E.O. 12958: N/A TAGS: TBIO, SENV, ECON, EAGR, PREL, HR SUBJECT: CROATIA: AVIAN 


BODEN REF: STATE 216341 1. Post welcomes and grants country clearance for Ronald Clark, Mi 
i. KATHMANDU 2547 C. KATHMANDU 2572 Classified By: CDA Elisabeth |. Millard, reasons 1.4 


senblatt, reasons 1.4 (b) and (d). 1. (C) Poloff discussed the President's major policy speech on Irac 
EESLEY WARSAW FOR FAS MINISTER COUNSELOR WARSAW FOR ECON OFFICER INFO FC 


selor Robert S. Ford for reasons 1.4 (B) and (D). 1. (C) Prior to departing for OCV oversight trips on 


1697 Sensitive But Unclassified - Protect accordingly. 1. (U) See action request in para 5. 2. (SBU) 


s 1.4 (b) and (d) 1. (C) King Abdullah Il and Jordanian Foreign Minister Abdulillah Al Khatib separat 


"WS R. NICHOLAS BURNS AND TRAVELLING PARTY REF: STATE 216461 1. Post warmly welc 


yn the Galapagos island of Isabella are creating new economic alternatives for local fishing communit 


358: N/A TAGS: ETTC, KNNP, KSTC, MNUC, PARM, PREL, TU SUBJECT: EXBS: TURKEY ADVISC 


IECT: SARG EFFORTS TO PREPARE FOR POSSIBLE NEW SANCTIONS REF: A. REF A: DAMAS 


5 REF: STATE 212899 Classified By: ECONOMIC-POLITICAL COUNSELOR GREGORY E. PHILLI 


:214591 1. Poloffs delivered reftel demarche to MFA Coordinator for Latin America and the Caribbe: 


30V, PTER, PINR, AF, IT, AFGHANISTAN SUBJECT: ITALY WANTS BROADER ROLE IN AFGHAN 


RING RUSSIA ON ISTANBUL COMMITMENTS REF: A) STATE 217326 B) ROME 3880 C) CONNU 


se guidance is requested for Government of Jamaica diplomatic note received on November 15, 200! 


8: N/A TAGS: ECON, EFIN, PGOV, HA SUBJECT: Haiti: Inflation continues in October According to 


¡TE SAN PEDRO SULA REF: 04 State 203909 1. Per the reference and in accordance with 2 FAM 


ımary. The blocking of international telephone traffic from the United States to Ecuador over the past 


Political Counselor Andrew Schofer, reasons 1.4 (b,d) 1. (C) The Dutch continue to support efforts t 


S: EAGR, TBIO, ECON, ETRD, PGOV, KZ, Avian Influenza, USTR SUBJECT: KAZAKHSTAN: AI-RE 


STATE 193439 UPDATED REPORT -------------- 1. (U) Nepal In April, 2003, Nepal signed an agreer 


Investigator, National Institute on Aging, HIH; and, Dr. Robin Conwit, Program Director, National Insti 


VENILES (C-CT5-00623) REF: STATE 211901 NEW DELHI 00009127 001.2 OF 006 Classified B 


32 B. ANKARA 4458 C.ANKARA 6254 D. ADANA 199 Classified by Political Counselor Jan 
ist Finance Coordination Officer (TFCO) is DCM Jefferson Brown, telephone number 593-2-256-289( 


ands is at a crucial point in its history, torn between its traditional openness and tolerance and a newe 


i&S) REF:207320 1. The following is the program development and support request for Kingston 


Jation for the Future to Joke Buringa (Deputy Head, Gulf States Division, North Africa/Middle East De 


' Minister of Trade and Industry Dr. Rob Davies delivered the following speech entitled: Reclaiming th: 


CIGALPA 01240 Classified By: Econ Chief Patrick Dunn; reasons 1.4 (b) and (d). 1. (C) The Gover 


ING PARIAH STATES REF: 2004 211901 1. This is an urgent guidance request, see paragraph thre 


'A 3204 (C) STATE 158275 Classified By: POLITICAL M/C BRIAN FLORA. REASON 1.4 (B) AND (I 


nt Ricardo Lagos and President Alfredo Palacio signed seven bilateral agreements and issued a decli 


> to Vicky Elmore, Advisor to the Vice Minister of Trade, Ministry of Trade and Tourism; Julio Paz, leac 
Nonproliferation visited Colombia to evaluate its radioactive security program. NNSA was pleased w 


d\'Affaires Jefferson T. Brown, Reasons 1.4 (b),(d) 1. (C) In response to reftel request, Post provide 


>AMPAIGN KICKS OFF REF: OTTAWA 3366 (GOCVS FALL ECONOMIC STATEMENT) 1. C 
ip of twelve people attempting to enter the U.S. near Oroville, Washington, on December 1. The grot 


» South America November 29. Prior to delivery of demarche he shared the points with Bolivian Amb 


2 1.Please provide wide dissemination of the information in this telegram. 2. This message is anot 


r reasons 1.4 (b) an d (d). (C) On December 3, Econcouns and Econoff met with Americas Departn 


2n December 3, Econcouns and Econoff met with Americas Department Director Ambassador Khalid 
1 December 3, Econcouns and Econoff met with Americas Department Director Ambassador Khalid A 


al time and assumed charge. 2. Charge dVAffaires, a.i. Nancy McEldowney and Ambassador Ross 


‘AC MEETING Classified By: RSO William Mellott for reasons 1.4 (c) and (d) 1. (S/NF) On 12/04/05 
Political Counselor for reasons 1.4 (b),(d). 1. (C) Summary. Managers of the Ramadi branch of the 


B. AMMAN 8949 Classified By: DCM Daniel Rubinstein for reasons 1.4 (b) and (d) 1. (C) SUMM, 
005-2009 TITLE II DEVELOPMENT ACTIVITY PROGRAM REF: A. A) CARE/TAJIKISTAN RE-SUB 
red the message to the Chairman of the Georgian National Communication Commission, Dimitri Kito 


VOLCKER REPORT WITH VISITING INDIAN SPECIAL ENVOY DAYAL DECEMBER 7-8 REF: NE 


-OMBO 1680 B. COLOMBO 1953 C. COLOMBO 2025 1. (U) This is an action request. Pleas 


© TO BE ANNOUNCED DECEMBER 27 REF: A. KUWAIT 4794 B. KUWAIT 4322 1. (C) After si» 


zcordingly. (SBU) On December 5, we spoke to MFA Arms Control and International Security Departr 


ASON: 1.4 (a) CONFIDENTIAL SIPDIS SERIAL: (U) IIR 6 947 0013 06. COUNTRIES: (U) TAJIK 


JAN 2083 D) DOELL/WITMER 12/2 E-MAIL. -------------------------------------- POLICE DETAINING ( 


3 B. LILONGWE 863 C. LILONGWE 1005 1. (SBU) The Government of Malawi has submitted, via d 


its defense budget in 2006 in absolute terms. The key benchmark of military spending as a percentac 


sified By: Economic Counselor Thomas Goldberger for reasons 1.4(b) and (d). 1. (C) Turkey is a like 


ulted in eighteen injuries, one death and the destruction of up to four grain silos as well as the system 
DA: Stephen Seche for Reasons 1.5 b/d 1. (U) Reftel requested information regarding the SARGVs 


3U) The Ambassador spoke with Minister of Commerce Ngarmbatina December 5 to convey points i 
16 1. (U) UK UNESCO DCM Christine Atkinson informed DCM Koss 30 November about plans whe 


3S: PREL, PTER, PARM, KTFN, FR SUBJECT: FRENCH REACTION TO E.O. 13382 DESIGNATIOI 


EXISTS TO APPLY FOR WORLD HERITAGE STATUS 1. The 17 November public suggestion of ` 


or of International Organizations, Julio Peralta. Mr. Peralta indicated that he would discuss this issue 
3 Wood; reasons 1.4 (b) 1. (C) During a meeting with Vice Minister of Defense Jorge Eastman on De 
'E PASS TO COMMERCE FOR K NICKERSON AND TBARLOW STATE PASS SEC-ENFORCEMEI 


UNE 1 - AUGUST 30, 2006 FILE NO. 2005109 REF: STATE 218122 Embassy forwarded documen 


2 Office of Multilateral Affairs and a member of Cabinet, but the officials declined to make a commitm 


SEMENT TEAM SOUTH ASIA EARTHQUAKE TASK FORCE DCHA/FFP FOR JONATHAN DWORK 


R 1. Pope Benedict XVI issued an appeal for national reconciliation in Sudan during an audience 


gnments in the state security court of four men charged with plotting to attack U.S. personnel in Jord: 


- NARCOTICS CONTROL STRATEGY (INCSR) REPORT REF: SECSTATE 209558 1. This is pos? 


? Elisabeth Millard. Reasons 1.4 (b/d). Home Secretary and Foreign Minister Promise to Look Into th 


TIONS REF: DJIBOUTI 1158 1. (U) The Djiboutian Information Agency (ADI) published a press rele 


314783 Classified By: Political Counselor Janice G. Weiner for reasons 1.4(b) and (d) 1. (C) Turke 


uiries referenced in Reftel A, GoG currently has Avian Influenza based poultry import bans on Bulgari 


TRATE TO PUSHES FOR TRIAL FOR TERRORISM SUSPECTS REF: MAY 18 ROME DAILY REPC 
"ICE WITH SOME SURPRISE APPOINTEES BUT NO AGENDA REF: A. REF A: HARARE 001609 


PREL, KDEM, HA, Elections SUBJECT: HAITI ELECTIONS: KEY TASKS AND DEADLINES 1. Sum: 
NT, EINV, ETRD, KGIT, EG, Telecom SUBJECT: INVESTOR INEXPERIENCE FUELS TELECOMS I 


AL OIL SALES REF: A. KUWAIT 4791 B. KUWAIT 4746 C.KUWAIT 4684 D. KUWAIT 46 


117 | B.ANKARA 6248 C. ANKARA 6258 Classified By: Deputy Chief of Mission Nancy McEldov 
ING WAS HELD ON DECEMBER 6, 2005. THE MEETING WAS CHARGE DVAFFAIRES, A.I. SCOT 


NOMY STAGES MILD RECOVERY BETWEEN JULY AND SEPTEMBER 1. Summary: Data relea: 
62 1. Per reftel, Post Blue Lantern Action Officer contacted French company Ixsea Oceano and spol 


/: Poloff Brian Greaney for reasons 1.4 (B) and (D) 1. (C) The Czech Republic shares USG concern: 


218978 Poloff delivered reftel demarche to Guatemalan Foreign Ministry Multilateral Affairs Director 


FOR FODAG E.O. 12958: N/A TAGS: EAID, SOCI, PREF, PREL, CD, Humanitarian Operations, US 


105 INL funds as of Dicember 06, 2005 are provided. PROJECT PROJECT CUMULATIVE CUN 


( LATER REF: A. BAGHDAD 4857 (AND PREVIOUS) B. BAGHDAD 4626 Classified By: POLIT 


1 informal groups have occasionally and temporarily formed in response to terrorist attacks in Egypt ( 
TA/TYLER HOFFMAN. STATE - PASS TO USTR/JASON BUNTIN E.O. 12958: DECL: 12/04/2015 T. 


JECTS SUMMARY -------- 1. (SBU) In separate meetings during her recent mission to Nepal, U.S. 1 


‚TION SITE COLLAPSES AGAIN REF: A) TAIPEI 4419, B) TAIPEI 4353 1. SUMMARY. Beset by € 


ROM HEADS OF MISSION IN PREPARATION FOR CONSULTATIVE GROUP MEETING SENSITI\ 


League for Democracy (NLD) Chairman U Aung Shwe on December 7, 2005 expressing gratitude tc 


ING 1. (U) SUMMARY. A year long investigation into immigrant smuggling, dubbed Operation Americ 


IKOL STATE PLEASE PASS USAID USAID FOR AID/ANE, AID/DCHA/DG E.O. 12958: N/A TAGS: F 
¡MESWARAN, ABAUKOL STATE PLEASE PASS USAID USAID FOR AID/ANE, AID/DCHA/DG E.O. 
| (b/d) 1. (U) Immediately following the December 7 meeting of the DPP Central Standing Committe: 


Mr. Yadav Kanal, Undersecretary, Europe and America Division, Ministry of Foreign Affairs, on possil 


importance to U.S. interests, the Ambassador raised the status of the Article 98 agreement with Nati 


\GS: EAID, PGOV, SNAR, AF SUBJECT: KARZAI DISCUSSES ASSISTANCE BUDGET WITH ADM 


SEMENT TEAM SOUTH ASIA EARTHQUAKE TASK FORCE DCHA/FFP FOR JONATHAN DWORK 


gas, Senior Investigator, National Institute of Mental Health, NIH, to travel to Dublin, Ireland, from Det 
jator, Office of Regulatory Affairs, FDA, HHS to travel to Galway, Ireland, from December 16 to 31, 2€ 
oundation official, Dragana Brzakovic, Senior Staff Associate in the Office of Integrative Activities to t 
al Aviation Administration (FAA) employee Kathie R. Dorick to travel to Shannon, Ireland, from Decen 


¡Y FOR J. RALYEA, B. CUSHMAN PASS USTR FOR FLORIZELLE LISER STATE PASS USAID FOF 
ntained in REFTEL to Henri-Luc Thibault, the Chief of International Affairs at the Ministry of Ecology, : 


AN 1992 B) YEREVAN 1095 Classified By: Amb. John M. Evans for reasons 1.4 (b,d). 


y supports the U.S. position on the MDA protocol. The MFAvs Director of International Law is in Gen 
4 b/d. 1. (C) MONUC officials confirmed December 7 that soldiers of the Armed Forces for the Demi 


yassador David Hale for Reasons 1.4 (b), (d) (C) In the absence of the Foreign Minister who is travel 
Affairs and Disasters Response Group at Foreign Affairs Canada, who has been in contact with Can. 


FOR FODAG E.O. 12958: N/A TAGS: EAID, SOCI, PREF, PREL, CD, Humanitarian Operations, US 


zETINGS REF: STATE 217518 Classified By: Economic-Political Counselor Gregory E. Phillips Rea 


spects REF: SECSTATE 219905 1. Embassy Amman\'s Public Affairs Office conducted outreach ac 


je dVaffaires, a.i. Mary Beth Leonard, reasons 1.4 (b) and (d). 1. (C) Summary: Surinamese Presidı 
VAMEETING REFS: (A) STATE 220749; (B) Paramaribo 7795 Charge spoke with Foreign Affairs Ir 


R CONFIDENCE IN COSTA RICA REACHES NEW LOW REF: SAN JOSE 02731 1. (U) Summar 
s sensitive but unclassified. (SBU) On receipt of ref a), Embassy again contacted MFA A/S-equivale 
ING PROCEDURES REF: STATE 207628 Classified By: POLITICAL M/C BRIAN FLORA. REASON 
PREL, KDEM, HA, Elections SUBJECT: HAITIAN ID DISTRIBUTION UNDERWAY BUT HAPHAZAR 


10 D. SANTIAGO 1347 Classified By: Deputy Chief of Mission Emi L. Yamauchi for reasons 1.4 (k 
3 Human Rights Office, on 12/7. Roman said that Peru would vote with the U.S. to approve the Third 


P, PE SUBJECT: EVALUATION OF INTERNSHIP PROGRAM, 2005 1.Program description: For the 
: SECSTATE 197466 1. (SBU) Foreign Affairs Peacekeeping and Peace Operations Group Director ' 


Mr. Yadav Kanal, Undersecretary, Europe and America Division, Ministry of Foreign Affairs, on possil 
¡HTS VETTING FOR: MR. WATTANA KERDPHOL, POL.LT.COL. THEERACHAI TONGSUKKAEW, 
LAND\'S POSITION ON TRIPS-CBD ISSUE REF: STATE 218119 1. (U) New Zealand will support t 
tt Sheeran, Legal Advisor at the Ministry of Foreign Affairs and Trade. Sheeran said that he believed 
Classified By: CDA Elisabeth I. Millard, reasons 1.4 (b/d) 1. (C) Due to the re-shuffling of His Majesty 
;T: AFGHANISTAN (WITH UK HELP) LEADS BABY STEPS TOWARD REGIONAL ECONOMIC COC 
he South Ossetian press reported that a checkpoint on the road to the Ossetian village of Zari was hi 


iecember 7, 2005, per Ref C, Defense Threat Reduction Office Almaty (DTRO-A) delivered JCIC-DIP 
JIA. REASON: 1.4 (a) CLASSIFIED BY: Jonathan Edwards, DATT, USDAO Dushanbe, DIA. REASO 
T, USDAO Dushanbe, DIA. REASON: 1.4 (a) CONFIDENTIAL SIPDIS SERIAL: (U) IIR 6 947 0015 


pian Embassy in the following Ethiopian diplomatic passport has been lost and should invalid: Name 


VD BANCO DELTA ASIA; FOLLOW-UP ON FINCEN NOTIFICATION ON MEHLIS REPORT REF: A. 
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